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Copyright Notice

This document is provided strictly as a guide. No guarantees can be provided or expected. This
document contains the confidential information and/or proprietary property of Ivanti, Inc. and its
affiliates (referred to collectively as “Ivanti”) and may not be disclosed or copied without prior written
consent of Ivanti.

Ivanti retains the right to make changes to this document or related product specifications and
descriptions, at any time, without notice. lvanti makes no warranty for the use of this document and
assumes no responsibility for any errors that can appear in the document nor does it make a
commitment to update the information contained herein. For the most current product information,
please visit www.lvanti.com.

Copyright © 2019, Ivanti. All rights reserved.

Protected by patents, see https://www.ivanti.com/patents.
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The File Director appliance

The File Director virtual appliance is a data broker that forms a connection from your existing file store,
through the enterprise firewall, to File Director clients on end-user workstations and mobile devices.
After configuration, the broker allows the File Director client application to make encrypted
connections over public networks or the Internet to files inside the organization.

The appliance connects to an Active Directory using Lightweight Directory Access Protocol (LDAP) and
reads the location of home folders for all users. When a user connects a File Director client to the
appliance, it provides a channel to securely synchronize the user’s network home folder to their
device.

The appliance is simple to configure and can easily be backed up, so it can be recreated quickly.
Configure map points and define related policies, using the appliance to manage behavior for specific
organizational units, users, and groups of users.
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Appliance prerequisites

The appliance in an enterprise network

We recommend that you install the File Director appliance on a hypervisor or virtual machine server in
the enterprise demilitarized zone (DMZ). From there the appliance does the following:
« Provides secure communications using Secure Socket Layer (SSL) encryption.

o Uses your existing Lightweight Directory Access Protocol (LDAP) to communicate with the
Active Directory and configure users, groups, and home folders.

o Looks up the location of the file servers using a Domain Name System (DNS) server.

« Connects to existing file storage using Server Message Block (SMB) protocol (also known as
Common Internet File System, CIFS).

External firewall requirements
For the external firewall, configure the following IP ports:

TCP 443 - Clients connect to the File Director appliance on SSL on port 443 so that they can
synchronize files. It is recommended that you make this the only external port mapped to the
appliance.

Internal firewall requirements
For the internal firewall, configure the following IP ports:

o TCP 25 - For SMTP to the internal email system

« TCP 389 - Active Directory service LDAP on TCP 389

o TCP 445 - File store SMB/CIFS on TCP 445

« TCP 443 - For internal client connections

o TCP 8443 - The web administration interface is available over SSL on http port 8443
« TCP 80 - May be required if connecting to internal non-SSL WebDAV resources

« UDP 53 - Domain Name System (DNS) on UDP 53

Additional Ports

The following ports can be enabled if required:

« TCP 8000 - Open this port if you require the Ivanti Support service.
« TCP 8001 - Open this port if you are require the Network Load Balancing health check.

« TCP/UDP 88 - If the File Director server is secured in a DMZ, you must open port 88 on the
firewall for Kerberos Authentication to work.
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Supported operating systems and technologies

For details of supported operating systems see the Maintained Platforms Matrix on ivanti.com.

LDAP Directory Service

The appliance needs read-only access to a Microsoft Active Directory (AD) service through a read-only
user account.

You can change the home folder field that the appliance uses in the AD records. By default, it uses
homeDirectory. If you want to use the RDP or Terminal Services home folder, you can specify
CtxWfHomeDir instead. The home folder feature can be disabled if required.

DNS Settings

File Director requires internal DNS settings and a public DNS record.

To synchronize user home folders, the appliance needs to correctly resolve the address of the file
servers where the folders are stored. The appliance uses DNS resolution to locate the correct file
server. The appliance DNS settings must specify the DNS servers within the Active Directory and, in
order to resolve the short-form file-server addresses used in user AD records, the domain names it
should search.

To access the File Director service on the Internet, you must set up a public DNS record using the File
Director server name. You can then use this public DNS name to generate the Certificate Signing
Request (CSR) and apply for a publicly trusted SSL certificate.

A Reverse DNS (PTR) record is required in DNS for each file server that will be accessed by File Director.
This can be validated from a Windows endpoint by typing ping —a 10.0.0.1 (where 10.0.0.1 is the file
server |P v4 address). If reverse DNS is properly configured, it should return the FQDN, for example.
server.mycompany.com. If it returns just the IP address, or the single-label host name, for example,
server, then it is likely that reverse DNS is not configured correctly.

Any changes to DNS configuration may require a reboot of the File Director appliance to
expedite the changes to it's DNS cache.

Checklist of Required Information

To complete the installation and configuration of the File Director appliance you need the following
information.

Hypervisor Details

Hypervisor Hyper-V or VMware ESX
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File Director Appliance Name <appliance name>
Appliance IP address <|P address>
Subnet mask <IP mask>
Gateway <gateway IP>

DNS Details

DNS servers <IP addresses>
DNS search domains <domain names>

Domain controllers <IP addresses>

LDAP port <port number> (default 389)
LDAP bind account <userID@domain.com>
LDAP bind password <password>
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Install and start the File Director appliance

1.

Log into Ivanti Support and download the required File Director appliance software.

Appliance software is available for ESXi VMWARE 5.5 onward and Hyper-V 2012 R2.

2. Extract the appliance image files and template.

3. Inthe hypervisor or virtual machine manager, import the template.
4.
5

The template creates the required appliance environment.

. Start the appliance.

Examples:

Install the appliance on Microsoft Hyper-V

1.

Log in to a Windows Server desktop.

2. Download and extract the File Director Hyper-V zip file to a suitable storage location. Hyper-V
uses the virtual hard disks from the location you choose.

3. Start Microsoft Hyper-V Manager.

4. Select the Import Virtual Machine action.
o If you are using System Center, select New Virtual Machine to import the template.

5. Browse to the folder that you extracted. The Import Virtual Machine wizard requires the folder
that contains the config.xml file.

6. Select the option to copy the virtual machine and create a new unique ID.

7. Click Import.

Install the appliance on ESX using vSphere client

When deploying to ESX, the OVT template defaults networking to "Host Only" and must be manually
assigned the correct network before using the appliance.

1.
2.
3.

Download and extract the File Director ESX zip on your local machine.
Start the VMware vSphere Client and log in to the host of vCenter Server.

From the menu, select File > Deploy OVF Template and follow the wizard.

Copyright © 2019, Ivanti. All Rights Reserved. Privacy and Legal.
Page 10 of 115


https://community.ivanti.com/
https://www.ivanti.com/company/legal

File Director 2019.1 Install and Configure Guide

Start the appliance and change your password

During deployment, connectivity can be lost when the appliance is migrated to another node, for
example following a reboot. Network configurations will not be applied because dynamic MAC
addresses assigned in Hyper-V are lost when the node is moved.

To solve this issue, configure a static MAC address in Hyper-V prior to booting the appliance for the
first time.

For further information, see Microsoft KB 976724.

1.
2.

Start or power on the virtual machine and wait for the appliance to boot.

If required, change the input locale. Press F9 to cycle through the available options. This sets
the character mapping for your keyboard.

Menu <F23>

U.5. English keys <F9>

The default locale for keyboard mapping is US English. If you set a password which contains
characters with different mapping in your locale, it could affect your login. For example, if your
password is set to P@ssword through the console using a UK English keyboard, it will be
recorded as P"ssword Therefore, if you log in from the web client or an SSH client which
supports character translation, the wrong password will be supplied and login will fail.

Press F2.
The password prompt displays.
Enter the default password: Ivanti

The Main Menu displays.

o The password must be changed before networking can be configured.
Do not forget the appliance password. It cannot be recovered or reset.
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5. Select Change Password and press Enter.

The password prompt displays.

Please configure using the 1 menu option

6. Type the default password, Ivanti, and press Enter.

7. Type the new password and press Enter.
8. Type the new password again to verify it and press Enter.

The Main Menu displays with the Configure networking option now available.

Change Password

bConf igure Networking

Cluster Configuration

Shutdown
Reboot
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Appliance Network Identity

Configure the appliance network identity

1. After the appliance has booted, click in the console and press F2.
The Password prompt displays.

2. Typethe password and press Enter.
The main menu displays.

3. Use the arrow keys to select Configure Networking and press Enter.

Change Password

BConf igure Networking

Cluster Configuration

Shutdown
Reboot

The Configure networking box displays.

Host Mame DataMow
IPM Address 1A.18.1A.3

IPM Mask 255.255.255.8
Gateway 1A.18.18.1

4. Enter a host name. When you set a host name, the appliance uses it to generate a temporary
self-signed SSL certificate.

5. Enter an IP address, subnet mask and a default gateway. The default gateway is the IP address
of the internal gateway to services that include, for example, the DNS server, the Active
Directory service, the email server and the file store.

6. Press F10 to save the network settings.

From the main menu, select Reboot and press Enter.

The server reboots then displays the host name and IP address.
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Configure the File Director Appliance

The following processes should be completed in order:

Connect to the Admin Console

Upload a License File
Enable HTTP access

Configure DNS for file server location

Configure the Active Directory Connection

Create File Director Admin users

Check the Appliance Status

Reboot the Appliance

© © N o A W DN =

Configure Certificates for the File Director Appliance

Connect to the Admin Console

By default, the File Director Admin Console listens for secure socket layer (SSL) connections on TCP
port 8443.

Initially you can use the unqualified server name or IP address. If you want to use the server name, you
can add the server to your enterprise DNS or add the IP address and server name to the hosts file on
your local computer.

1. In aweb browser. connect to the File Director Admin Console by typing https://<server>:8443 in
the address bar, where <server> represents the fully qualified domain name (FQDN) of the File
Director appliance, for example filedirector.ivanticom. Press Enter.

When you configure the appliance network settings, a temporary, self-signed, SSL

certificate is generated that uses the unqualified server name specified. Your web

browser will indicate that there is a problem with the website’s security certificate
o because it is self-signed and not issued by a trusted certification authority (CA). You

can trust this temporary certificate initially and continue to the website.

Replace this certificate with a trusted certificate containing the server's fully qualified

name.

The browser connects to the File Director Admin Console and displays the login screen.
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2. Login to the console:

o Username: appliance
o Password: The password you configured when you started the appliance.

By default MS Internet Explorer 9 connects in compatibility mode for intranet sites, that
is, sites that do not use the FQDN. You must view the Admin Console with IE9
compatibility view disabled. Press F12 to change the Browser Mode.

Licensing

Before you can set up and configure your appliance, you must upload a valid license file. License files
are provided by Ivanti - if you have not received yours, contact our support team. Until the license has
been uploaded, the Configuration and Policy tabs are not accessible. When you view your license
details, the license status is License Expired.

Upload a License File

1. Select Home > License. If this is the first time you have accessed the appliance or your current
license is not valid, the License Status shows License Expired.
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2. Click Choose file, navigate to your license file and click Upload License File.

Upload a new License file (provided by Ivanti)

Choose file | Mo file chosen

Upload License File

If your license is valid, the license status is updated and details about your license are displayed.

License Status:

License Installed

AppS QA

Licensee Name: AppS QA

License 1D 9323e6ea-b390-
4ae5-aece-
eefalde5a663

License Type: Subscription

Expires: Sun Dec 31 2017
14:00:00 GMT+0000
(GMT Standard Time)

Date Issued: Wed Feb 012017

14:00:00 GMT+0000
(GMT Standard Time)

Features Included:

DataMNow Enterprise Flex, 50 Users
(FOET9D27-B94C-4DF1-996B- versions: 4.7 -
58DESFCAFFT4) 4

Once installed, you can access all areas of the appliance enabling you to configure File Director.

Enable HTTP access

Select Configuration > Advanced.
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W HTTP Access

¥/ Enable access over HTTP

This should only be used in a load balanced environment or with an SSL offload appliance.

Update

In the HTTP Access area of the Advanced options, configure the required setting and click Update to
apply.

This option should only be used to enable connection by HTTP in a load balanced environment or with
an SSL offload appliance.

Configure DNS for file server location

To synchronize user home folders the appliance needs to correctly address the file servers where the
folders are stored. The appliance uses DNS to resolve the file server IP address.

The appliance DNS settings must specify the DNS servers within the Active Directory (AD) and the
domain names it should search in order to resolve the short-form file-server addresses used in user
AD records.

1. Select Configuration > DNS and click Edit.
2. Complete the following DNS Settings:

o DNS Server IP address.
o DNS Search Domain.

3. To add further DNS server details, use the + buttons.

Edit
¥ DNS Server IPs

10.0.35.1
10.0.35.2
10.0.35.3

¥ DNS Search Domains

gadnroot2.local
gachild2.gadnroot2 local
gababy.gachild2.qadnroot2 local

4. Click Save to commit your DNS settings.
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Configure the Active Directory Connection

The appliance needs read-only access to a Microsoft Active Directory (AD) service through a read-only
user account. The appliance communicates with the Active Directory using Lightweight Directory
Access Protocol (LDAP), The LDAP port is configurable - the default is port 389.

o To use a name for the directory server you must set the DNS IP address and search domains

first.

1. Select Configuration > Directory Services and click Add New AD.

2. Complete the following Active Directory settings:

[e]

Name - A descriptive name for the server. This is a free text field used to easily identify
servers.

Server - The name or IP address of the LDAP server.
Port - The port for your AD. The default for LDAP communication is 389.

Home Directory Field - Select which field to use for active directory. The default setting
is homeDirectory but this can be changed to use a different AD attribute or disabled if
required. This field corresponds to the active directory Attribute Editor properties. You
can use any of the attributes defined in the domain controller and add a value. Changing
the attribute in the admin console changes the value read on the DC.

Bind User - A username with read permissions to the required records. This user
account is used by the appliance to synchronize with the directory. Format -
username@domain or domain\user.

Bind Password - The password for the bind user.

Enable SSL - Adds further encryption between the File Director and LDAP servers. When
this option is applied, the port setting is automatically updated to use port 636.

¥ Active Directory - UKDC1

Name: |UKDG1 ‘
Server: [10.0.31.1 \
Port:

Home Directory Field: [homeDirectory |

Bind User: |bind@aauk local |

Bind Password: | ‘

Enable SSL: [

3. Click Save to commit your Active Directory settings.

4. Reboot the appliance.
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5. Following the appliance restart, select Home > Status to verify that the WebServer, Appliance

Services, File Director Server and Active Directory have been configured.

OK

OK

OK

OO

Web Server
Appliance Services
File Director Server

Active Directory

Download Appliance Log and Configuration report bundle

- Reboot
"’ Rebooting the server will cause the File Director

service to be unavailable for a few minutes.

Set Home map point source

Select where the Home map point is derived from:

« None
o Active Directory

o« OneDrive

For further information about using OneDrive as the home map point, see OneDrive connector for

Home map points.

Create File Director Admin users

After connecting the Active Directory, to continue configuring the appliance, it is recommended that
you create a File Director admin user in the console. File Director admin users log in to the console
using their domain credentials and can synchronize File Director users with the Active Directory

without rebooting the appliance.

This is an optional process for delegated admins because all appliance actions can be performed using

the appliance login.

1. Select Configuration > Admin Users and click Add User.

The Admin Users search field is displayed.

2. Enter a username or part of the username you want to add.
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3. Ifrequired, click Browse to target a specific domain.
4. Click Search.

Any users matching the search criteria are displayed.

Select User
Usemame: admin Search Search In: All domains Browse
Name « User Principal Name
Administrator Administrator@DNRoot local
Insight Admin insightadmin@DNRoot local
Performance Admin perfadmin@DNRoot.local

administrator@DNRoot.local

Cancel

5. Select a user and click OK.

If you are configuring the appliance for the first time, you must log out as the appliance user
and log in again as an admin user before continuing.

6. Click Log out.
7. Login as the admin user.

The username format is domain\username. The UPN style login is also supported, for example,
username@domain.

If you are configuring the appliance for the first time, you must log out as the appliance user and log
in again as an admin user before continuing.
Check the Appliance Status

Following a reboot, the Status page is automatically displayed. This shows you the areas of the
appliance which are configured and those areas requiring attention. Select Home > Status to view the
Appliance status.
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@) ok
©) ok
@ ok
) ok

Download Appliance Log and Configuration report bundle

Reboot
Rebooting the server will cause the File Director
service to be unavailable for a few minutes.

Reboot the Appliance

Web Server
Appliance Services
File Director Server

Active Directory

Notifications:

o A valid SSL certificate is enrolled for *.qauk.com. Certificate
expires: 27/10/2017

A No Admin Users specified. Set Admin Users

When you are configuring the appliance or updating its settings, a reboot is required for the settings

to take effect.

To reboot, select Home > Status and click Reboot.

Reboot
Rebooting the server will cause the File Director
service to be unavailahle for a few minutes.
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Configure Certificates for the File Director
Appliance

If you have an existing certificate - Upload an Existing PKCS #12 / PFX Certificate

If you need to request a new certificate from a Certification Authority - Request and Apply a Certificate
Using the Admin Console

Upload an existing PKCS #12 / PFX certificate

To use an existing certificate for File Director, it must fulfill the following criteria:

o The certificate’'s CN must match the URL for File Director (unless a wildcard is used)
o The certificate must be valid for the server authority

o The private key must be available to export in PFX/P12

o The certificate must contain the full chain

o The certificate must have a valid date

If your certificate conforms to all of the above, it can be uploaded to the appliance.

1. Select Configuration > SSL Certificate.

2. Inthe Ifyou have an existing certificate you'd like to use area, click Choose File.

¥ If you have an existing certificate you'd like to use

Upload a PKCS #12 or PFX certificate file (_p12 or .pfx file extension).
Choose File | No file chosen

Encryption Password used to create file:

Upload Certificate

3. Browse to the location of your certificate.
4. If the certificate was created with an encryption password, type it into the field provided.

5. Click Upload Certificate.

Request and apply a certificate using the File Director
appliance

The File Director Admin Console allows creates a Certificate Signing Request (CSR) for your appliance.
Once the CSR is generated, a trusted person within your organization can apply for a public certificate
from one of the public Certification Authorities (CA). A trusted person is normally a director or
someone publicly acknowledged to represent the organization. The process is split into four sections:
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o Create a CSR from the File Director appliance

o Request a certificate for your appliance

o Prepare your certificates

« Apply a certificate to the appliance

Create a CSR from the File Director appliance

1. Select Configuration > SSL Certificate.

2. Expand the To obtain a certificate from a Certificate Authority section and complete the
following fields:

[¢]

o

Host Name - The fully-qualified domain name of the server where the certificate will be
installed. Wildcard domains can be specified with a * prefix.

The host name does not have to match the appliance host name set in the appliance
console. However, the host name you provide must match the FQDN on your DNS 'A’
records.

For further information about wildcards and SAN attributed certificates, see File Director
SAN Certificates.

Company/Organization Name - The name of the organization requesting the
certificate.

Organizational Unit - The division within the organization. For example, Engineering or
Human Resources, or if applicable, the database administrator name for the
organization.

City - The full name of the city where the organization is located. Do not use codes or
abbreviations.

State/Province - The full name of the state or province where the organization is
located. Do not use abbreviations or codes.

Country - The two digit ISO country code where the organization is located. For
example, US, FR.

Email - The email address that will be a point of contact for the certificate request.

3. Click Create CSR.

A text box displays the certificate request data.

Every time you use the Generate New CSR option, the unique server key is changed,
making any previous certificates generated for this appliance invalid.

4. Copy the entire text including the lines containing BEGIN CERTIFICATE REQUEST and END
CERTIFICATE REQUEST and saveitasa TXT file.
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Using a Private or Enterprise Certification Authority

We recommend that you use a public Certification Authority (CA). However, your organization may use

an Enterprise CA and a private CA for proof of concept (PoC) tests.

The following procedure describes generating certificates using Microsoft Enterprise Certificate

Authority on Windows Server. Other Enterprise CA solutions are available.

If you are not using a public CA you need to install the root certificate for your private CA on the
appliance before installing any chain certificates and the appliance certificate. You also need to

provision the root certificate on every client device that uses the File Director client.

Request a Certificate Using a Microsoft Private CA

1.

In a web browser, navigate to: https://<your CA>/certsrv
Click Request a Certificate.

Click Advanced certificate request.

Click Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or

Submit a renewal request by using a base-64-encoded PKCS #7 file.

Paste the CSR you generated into the Saved Request field.

From the Certificate Template list, select Web Server and click Submit.

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-84-encoded C

Saved Request:

TsP/3Jx5464kmT5AxcY 1y iCkCrU+9GIRzC151p] »
Base-64-encoded +21Gh2jR4F3NTmIMAvON4Q6LefTrNEfmgeRd YWZ1
certificate request k4785/da0+YaB0nlmI1WEuySHIO341VVKCIHVXT

(CMC or TE3d6GnlEIik683k090FESi+Hhi ttAb6h3P+FQoM
PKCS #10 or ZoRFEZvd3XbYDEo= E'
PKCS#7) - END CERTIFICATE REQUEST-———-—-— N

4| 1 | 3

Certificate Template:
Web Server -

Additional Attributes:

Attributes: -

4 F

7. Select Base 64 encoded, click Download certificate chain and save.

Copyright © 2019, Ivanti. All Rights Reserved. Privacy and Legal.
Page 24 of 115


https://www.ivanti.com/company/legal

File Director 2019.1 Install and Configure Guide

8. Once the download is complete, install the certificates and follow the processes detailed in:

1. Prepare your certificates

2. Apply a certificate to the File Director appliance

If the private CA is installed with default settings, it may sign the resulting issued certificates
with SHA1. This generates browser warnings when accessed by certain browsers. It's
recommended to use SHA256 or higher to mitigate this.

Prepare your certificates

Your certificate will be a web certificate and should include intermediate and root certificates. Once it
is installed, you can access your File Director certificate from Certificate Manager. Before you can apply
your certificates to the File Director appliance, they must be exported.

Export certificates
1. Open Certificate Manager.
2. Right click on the root File Director certificate and select Open from the short-cut menu.

ﬁ certmgr - [Certificates - @t User\CAUSERS\ IS o0 an Sl ar i A 10 ol 0 0= ol mcom) IEI-IQ

File Action View Help

= 7E k|2 HE

Iﬁ] Certificates - Current User Iszued To Issued By Exp
4 C:_\USER_S,“ E——— 5l datanow.rr.support.local support-APWASPLIMFOL-CA 114
|| Certificates B cunnot APWASP . - " =
Open
All Tasks 4
Copy
Help
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3. Select the Details tab and click Copy to File.

| Generall Details kertiﬁah’on Path |

B\l'alid from

[=]valid to
=l hvirt

Show: [<AJ|> v]
Field Value =
E]Versinn V3
=] serial number ib3bad fe Th 4f 47 a6 44dc ... &
E|Signature algarithm shalRSA
E|Signature hash algorithm shal
E]Issuer support-APWASPLIMFO1-CA, 5.0,

05 January 2012 13:09:12

05 January 2017 13:19:09
ey nnnrt-APWIASE] TRIEN1-TA =

Learn more about certificate details

Edit Properties... Copy to File...

4. The Certificate Export Wizard opens, click Next.

5. Select Base-64 encoded X.509 (.CER) and click Next.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

) DER encoded binary ¥.509 (.CER)

ase-64 encoded X. 509 (.CER) I

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)
Include all certificates in the certification path if possible

Delete the private key if the export is successful
Expart all extended properties

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

<os
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6. Browse to where you want to save the certificate, give the root certificate a name and click

Next.

File to Export

Spedfy the name of the file you want to export

ﬁe name:

c:\temp'\Root_Certificate, cer|

Browse...

7. Review your settings and click Finish to start the export.

You are notified when the certificate has been successfully exported.

8. Repeat this process for your Standard certificate and any Intermediate certificates.

Apply a certificate to the appliance

This section describes how to apply a certificate for both Private and Public Certification Authority
(CA). Most major public CA root certificates are included in the File Director appliance and in client
operating systems for the computers and devices that support the File Director client.

You must have the root certificate from your Private CA. If your CA is a subordinate CA you will
require its certificate (intermediate/chain) and any other subordinate CA certificates and the

root certificate.

File Director uses 2048-bit RSA certificates in Base64 PEM format, which must be installed in the
following in order:

Root Certificate

1
2. Chain 1 Certificate
3.
4

Chain 2 Certificate

Server Certificate
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m Certification Path

Certification path
5] UsERTrUst

@ COMODO RSA Certification Authority
@ COMODO RSA Domain Validation Secure Server CA

View Certificate

Certificate status:

’Tnis certificate is OK.

o Before continuing with this process, we recommend that you take a hypervisor snapshot to
back up the pending CSR state prior to any further configuration.

Apply certificates to File Director

To restart the certificate upload process, click Reset Certificates. Any entered data is deleted without
removing the pending Certificate Signing Request (CSR).

Locate the CER file for the root certificate.
Open the certificate in a text editor, such as Notepad.
Copy the text including the BEGIN CERTIFICATE and END CERTIFICATE statements.

In the File Director Admin Console, select Configuration > SSL Certificate.

A W=

In the Set New Certificate area of the File Director appliance, paste the certificate details into
the text box.
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6. Select Root Certificate and click Upload Certificate.

V¥ Set a new Certificate

————— BEGIN CERTIFICATE REQUEST-----

EmNcZXNOZXIXEzARBgNVEACTCk1hbmNe ZXN O ZX IxDDAKBgNVEACMAOR1dIEMMACG
A1UECWWDRGVEZMRYWFAYDVQQODDAL 0biS3b2EZgZ2YuY¥ 2 9tMRowCAY JEoZThveHAQKE
DRthcHBAYEBwLmNvETCCASIWDQYJEoZ ThveNAQEBBQADggEPADCCRAQoCggEBRLER
YTOvZRNOpDUC3IXCMIa0ccHOY I kx/ PHADpc1CENNVHL T rSRGYPESHSO+1/ 6gTC/ MY
OCEX3RLhEsVOpAnAnEBenNelviCejwepNHDrGEp4REE60hEjaclCmLeS5EzsuSpLN0TK
TSxmthl4ve33in/zJhgSg¥muc T JAHCOTE£0DEO451VE4EDRDtMrBma 60TTTWRESK S
uegnBj3qETZ17pvidoT7eZ87kd6yTifhnmEzdLEYdH4aKViATZg335FEQOabRamTzY
EJ+gluBslg¥SesIfblbxedquFrdG] ZdhwkITMI1JZE0hMSZt0ggSvehRnavVed,/ dE
BONOWEjnmdSgOQPpM4MCAWERRa R AMROGCSgG5Ib3D0EBCWIAR4 TBRAQRZZZRK3peG
YTSHESEwTUWSBOtsPXEOzHAWGEBanF9sxFrSSETpNt16Ja29EC2 7236 YEAAT 9w/ 2ap
PRmisafulQijmlgfki7VImEauKJ+jQav3Tech/ tZKRERRd+Umeugpevl1WIlcichk
CTEZVhENnIWO7Qr8ulJILEh oWz fE1LFerhmh¥ZAQFocOYeTELTEMThEJEZk406Tgl
wWvvSOkZpRn/G38iS2nHiMWTe/SLSFEN6xyiawETJEgEECch9039/B522cHWQQUIR4

MIIC1TCCALOCAQRWGYExCzAJBgNVEAY TAkACMRSwGEQYDVOQIExJHemVhdGVyIELL  #

Certificate Type:

Root Certificate

O Chain Certificate/Bundle

O server Certificate
Upload Certificate
Reset pending root and chain certificates:

Reset Certificates

A message will confirm that the certificate has been installed.
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7. Add your Chain Certificate - select Chain Certificate/Bundle and click Upload Certificate.

If your chain is a bundle, you must add each chain certificate (e.g. number 3 then number 3) to
the text box in reverse order.

In the example below, Chain 2 has been added followed by Chain 1.

V¥ Set a new Certificate

usgnBj3gETZ17pvideTeZ87kdeyTiehnmEzdLEYdH4aKViATZg335FECabRamTzY
PJ+gluBslg¥SesIfblbxe4qufr4GiZdhwkITMI1JZ80MMSZt0ggSvehRnaVed/dE A
BONOWEJnmdSgOQPpM4MCAWERRa RAMROGCSgGSIb3DOEBCWIARSTBRORAZ zZRK3pCE
YSHESB8wTUWSBOtsPXK0zHAWGEBanF9sxFxSSETpNtl16Ja9EC27236] YRRAT 9w/ 2qp
PRmisafulQijmlgfki7VImEauKJ+jQav3Tech/ tZKRERRd+Umeugpevl1WIlcichk
CTZyhBRNnJWO070r8ulJILEh9WefK1LFerhmhXZ20FocOYeTELItEMThEJEEk406tgl
wWvvS0kZpRn/G3s]S2hXiMWTe/S5LSFEN6xyigwETJKgEEKch9b39/B522cHwWQQU9RE
B394/ vuBEkgrvEd1DaBygfiToapHjHAyshée1VoBHNUacBRjztoudUGs11zP5Yhnzed
k9+Rb/CSTOMF

————— END CERTIFICRTE REQUEST-----

————— BEGIN CERTIFICATE REQUEST-----
MITICITCCRAROCAQRWY SxCeRJBgNVERAY TAKdCMRswEOYDVOQIEXJHomVhdGVyIELR
bmNocZXN0ZEIxEzRRBgNVELACTCk1hemNo ZXN 0 ZX IxDDAKEgNVBACHMROR14JEMMRCG
AlUECWWDRGVEMRYWFAYDVOODDAL 0bi53b2Z2qZ2YuY2 StMRowGAYJEcZ IThveHAQKE

DAthcHEAYXBWImNvETCCASIWDQY JEeZ ThveHAQERBQADggEFADCCRAQoCggEERALER N

Certificate Type:
O Root Certificate
® Chain Certificate/Bundle

O server Certificate

Upload Certificate

A message confirms that the certificate has been installed.
8. Add your Server Certificate - select Server Certificate and click Upload Certificate.

When all certificates have successfully installed, an information message informs you that the
certificate has been enrolled.

9. Reboot the appliance to apply the certificates to the web service.

To test the certificate, close and reopen the browser and connect to the Admin Console using
the fully qualified server name specified in the certificate. If the certificates are installed
correctly, the browser connects securely without any security warnings.

o We recommend that you back up the File Director appliance configuration snapshot.

Back up a PKCS #12 / PFX certificate

A PKCS #12 / PFX certificate containing your encrypted SSL certificate and your private keys can be
downloaded from your File Director appliance. You can use this when configuring new installations of
the appliance without having to repeat the process of configuring an SSL certificate.
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1. Click the Configuration tab and click SSL Certificate.

2. Locate the To back up the existing SSL certificate chain area.

w To back up the existing SSL certificate chain

Download the current SSL certificate in PKCS #12 (_p12) format.

IMPORTANT - Please note the encryption password and save in safe location.

SetEncryption Password:| ]

Download P12

3. Ifrequired, enter an encryption password.

Encryption passwords are optional and add an extra level of security. If you set a password
during download, it must be entered to successfully upload your certificate. Passwords are
non-recoverable, so it is important that you remember the password or store it in a safe
location.

4. Click Download P12 and save the certificate.
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File Director version

Check which version of File Director you are running and upload new patches of the software.

Select Home > Version.

The left-hand side of the version view shows the version numbers of the components that make up

the appliance.

Components:

Appliance Configuration Services:
Appliance Text Console:
Appliance Operating System:
Fission Clustering Services:
Fatch Server:

File Director Server:

File Director Web Admin:

File Director Web Client:

File Director Appliance Plugins:

release -
release -
release -
release -
release -
release -
release -
release -

release -

4201
4201
20160926
2.00M12
1.0.013
4215
42024
42010
4211

Copyright © 2019, Ivanti. All Rights Reserved. Privacy and Legal.

Page 32 of 115


https://www.ivanti.com/company/legal

File Director 2019.1 Install and Configure Guide

Backup and restore

Before applying updates to File Director it is strongly recommended that you;

« Take a snapshot of your virtual machine(s) so you can rollback if required. Refer to your
virtualization software supplier for procedure information.

« Ifyou have clustering enabled, take a backup of the File Director database. See Clustering.

« Take a backup of the appliance configuration.
We recommend appliances are forced offline via the maintenance mode flag (or manually via the
load balancer) during the upgrade process. This is stop any traffic from the load balancer.

You can back up your appliance configuration information from within the File Director appliance. The
whole personality of the appliance and the SSL certificates are backed up to create a snapshot that
can be used to configure one or more appliances with the same settings.

The backup and restore does not include the database location because that is a clustered setting.
For example, if you are connected to an external database and you perform a backup, it backs up the
settings from there. If you restore a snapshot to an appliance pointing to its internal database, the
configuration is restored to that. This is a useful mechanism to move from a single appliance a
clustered appliance, or to restore a configuration to a spare database, for example.

Back up an appliance configuration

1. Select Home > Backup & Restore.

2. Inthe Backup Appliance Configuration section of the page, enter an Encryption Password in
the field provided. This is an optional level of security that requires the same password to be
entered when restoring the configuration.

3. Ifset, it is important that you do not lose or forget an encryption password because they are
non-recoverable and the backup will become unusable.

4. Inthe Backup Appliance Configuration section of the page, click Download Snapshot.

w Backup Appliance Configuration

Download a snapshot of the current appliance configuration seftings.
IMPORTANT - Please note the encryption password and save in safe location.

Lost encryption passwords are non-recoverable and will result in an unusable backup configuration file.

EncrypionPassword:| | (optional)

Download Snapshot

The configuration snapshot is saved to your default download location.
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Restore an appliance configuration

1. Select Home > Backup & Restore.
2. Click Browse and locate the required configuration snapshot.

3. Ifrequired, enter the encryption password, defined when the snapshot was created. If you did
not set a password, leave the field blank.

4. Click Restore Settings.

¥ Restore Appliance Configuration

Restore the appliance configuration settings from a previously generated snapshat file.

Choose file | No file chosen

Encryption Password: (optional)

Restore Settings

5. Reboot the appliance.

The settings from the snapshot are applied to the appliance.
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Apply a File Director patch

File Director software can be updated by applying a patch, supplied by Ivanti, which can be uploaded
through your appliance. If clustering is enabled and a patch server has been set, patches are applied
in the Cluster tab.

Before applying any update to File Director you are advised to take a backup or snapshot of
your virtual machine(s), your database, and the appliance configuration. See "Backup and
restore" on page 33

1. Log into lvanti Support and navigate to the File Director software page.
2. Click the link for the required software.

3. Login to the File Director Admin Console.
4. Select Home > Version.

In the Status section, details of the current patch version are displayed.
5. Click Choose File and navigate to a File Director patch file.

The screen updates to list the components that the patch is updating and their version
numbers. Click a patch to view further details.

6. Select the required patch and click Deploy Update file.

To complete the patch install, the server automatically reboots. Connected devices are unable to
communicate with the server for few minutes whilst the reboot completes.

Note: 2018.3 Patch

Periodically, large patches are issued containing multiple component updates and upgrades to the
OS. The 2018.3 patch is an example. Before installing the 2018.3 patch be aware it will require a system
reboot several times during the update process. In addition, it is essential you perform recommended
backups, as in some circumstances you will need to re-import the appliance snapshot after the update
process has completed.
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Map point configuration

Map points allow usage policy to be targeted to different users based on the server they connect to
and their AD membership. You can create shared or private/home map points for whole OUs, user
groups, or individual users.

There are two parts to setting a map point:

« Add the map point, specify the map point type, connection and sync mode.

« Define policies for usage and platform access.
Note that users will be unable to see or access the map point until policy is assigned.
Refer to Map Point Policy for further information and examples of how to configure policies

based on user group or AD group membership.

Add map point

1. Fromthe File Director Admin Console, click Configuration > Map Points and click Add New. Or
click Edit to update an existing map point.

2. The Add New Map Point dialog is displayed:

¥ Add New Map Point Save  Cancel

Map Point type: |PrlvateIHome - Use M3 One Drive storage. A \

Name: OneDrive Home

Sync Mode: Manual: Only download files as requested by the user. v

Note that the fields displayed vary depending upon the map point type selected.
3. In the Map Point type list click the option required.

4. For shared map points, enter a value in the Name field to easily identify the map point.
Note, the name "Home" is reserved for use by the home/private map point and should not be
set as the name of a shared map point.
Do not name a map point “Share”.
For private/home map points the Name value displayed is non-configurable.

5. For shared map points enter the URL for the map point storage in the Connection String field.

« Itisrecommended that file servers are entered as fully qualified domain names (FQDN),
particularly if you are using Kerberos authentication.

«  SMB connection strings must begin with \\

«  WebDav connection strings must begin with http:// or https://
To designate a user directory, insert %UserName% into the share path, for example,
http://servername.company.com/users/%UserName%).
Note that %UserName% is case sensitive.
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6. Select the required Sync Mode:

o Manual: Only download files as requested by the user - Files are downloaded to a
user device as they are opened.

o Automatic: Download/sync all files for this map point - All File Director files are
downloaded locally when the user logs in to File Director and changed, and new local
files are automatically synchronized with the server.

These settings apply to Windows and Mac clients. Mobile devices upload and download
on demand rather than sync.

For Windows clients, electives can be applied that prevent certain files being
o automatically downloaded. For example, specific file types or files above a certain
size can be prevented from being automatically downloaded. See File Sync

Controls.
¥ Add New Map Point Save
Map Point type: \Shared - Use connection string. v

Name:

Connection string:

Sync Mode: Manual: Only download files as requested by the user. v
SMB connection strings must begin with \

WebDav connection strings must begin with http:// or https:f/

To designate a user directory, insert %UserName% into the share path
(examples: \\servername\users\%UserName% or htip://servename.company.com/users/%UserName®).

7. Click Save to add the map point.

8. To set a policy for the map point, click the Set policy for this map point.
Refer to Map Point Policy for more information.

Delete a map point
1. Fromthe Admin console, click Configuration > Map Points.
2. Next to the map point you wish to delete, click Delete.

3. You may need to reload the page to view updated information.
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Clustering

File Director supports clustered infrastructures and failover processing and is fully scalable to meet the
varying demands of organizations.

If an appliance is taken offline, the File Director service is maintained by having users log on in the
background to an alternate appliance in the cluster, according to the current network load balancing
method. Although users are momentarily disconnected, they are automatically returned to the service
without losing their session state. Any transactions that have not been committed to the database
are rolled back.

When setting up the load balancer, ensure that session persistence is setup for the File Director
cluster. It is recommended that the cookie insert method is used.

Set up the Initial Cluster Node

Prerequisites
Before configuring clustering:

o Ensureall appliances that will be in your cluster are of the same version.

« Create a new blank database in the default SQL instance (SQL Server 2008, 2008R2, 2012, 2014
and 2016 are supported).

« Create a new SQL account. It is recommended that the SQL Service account has DBO privileges.
Note that only local SQL accounts are supported, domain-based accounts are not supported.

« Configure the switching environment to allow Broadcast traffic.

o Ensureall cluster nodes that are to share common settings are available on the same network
to allow low frequency broadcast discovery between the cluster peers.

o Take a backup of the current appliance configuration.

Enable Clustering on the First File Director Appliance

. Boot up the appliance for the first cluster node.

. Press F2 and logon.

1
2
3. Select Cluster Configuration and press Enter.
4. Enter a cluster name.

5

. Enter a port number. The default port is 49152 but you can use any port from 49152 to 65535.

6. Press F10 to save the cluster configuration.

Disable Clustering

To disable clustering, follow the process above and at step 4 leave the cluster name field blank.
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Configure an External Microsoft SQL Database

1. Log on to the Admin Console for the first cluster node.

2. Select Cluster > Database.

3. Select Microsoft SQL Server.

¥ Database Settings

Clustering is enabled - all clustered appliances are currently using the database configured below.

Database Type: Local Database

* Microsoft SAL Server

Host: 10.0.31.19

Instance Name: SECONDARY {optional)
Database Port: 1433

Database User: Idn.p|ay

Database Password: I

Database Name: dn-play

4. Complete the following fields to configure your database:

[e]

o

o

o

(e}

Database Host: DNS name or IP Address of the SQL server

Database Port: 1433

Database User: SQL account created during initial SQL setup.

Database Password: Password set for the SQL account created during initial SQL setup.

Database Name: Name of the blank database created during initial SQL setup

5. Click Save to configure the database. A message confirms the setup has been successful.

6. Restore the backup of the appliance configuration you took prior to configuring 