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Overview of What's New in CSM 10.0.0
Links to community-suggested features on the Cherwell Ideation Station are provided when available. You
must create an account and be logged in to view ideas. Additionally, links to "Learn more ..." about the
feature are provided at the bottom of most sections.

Authentication Consolidation for CSM Web Applications
To accommodate the move to modern web technologies and to simplify troubleshooting, user
authentication for the CSM Browser Client, CSM Customer Portal, and Service Monitor has been
consolidated through the Cherwell REST API. This change also impacts third-party reporting tools, Saved
Searches, webhooks, and other CSM features.

• Unified SAML Authentication
SAML authentication for all CSM clients now flows through a single endpoint on the Cherwell REST
API, no longer through the Cherwell Web Service. This change in endpoint is part of an effort to
unify authentication of all Cherwell applications and services through the REST API, simplying
configuration, maintenance, and troubleshooting.

Due to this change in authentication, the SAML endpoint must be updated in both CSM and the
SAML Service Provider. If the URL to the Cherwell REST API is entered during upgrade, the CSM
SAML update is performed automatically. Otherwise, you must update the SAML value manually.

Learn more...

• Requirement to Set the Base URL for the Cherwell REST API• 

To support authentication changes, the base REST API URL must be configured in the installer, in
the Security section of CSM Administrator, or through the Command-Line Configure (CLC) Utility.
The URL must be in the following format: https://host.domain/CherwellAPI/api/.

Note the following scenarios for setting the base REST API URL:
◦ If installing CSM for the first time (not an update or system restore), you are prompted to set◦ 

the REST API URL during the installation process. If you skip this step, you can still install
CSM, but an error that says that the application is not configured to communicate with the
Cherwell API Server will display when you attempt to log in.

Learn More...

◦ If you are upgrading to CSM 10.0.0 from a previous version of CSM, and the base REST API◦ 
URL was already configured in the previous version, no action is required. You are never
prompted to provide the REST API URL, because it carries over to CSM 10.0.0 automatically.

◦ If you are upgrading to CSM 10.0.0 from a previous version of CSM or performing a system◦ 
restore, if the REST API URL was not configured in CSM Administrator or through the
command line, you are prompted for the URL during the upgrade/restore process. After
entering the URL, the system confirms that the URL in the proper format: https://host.domain/
CherwellAPI/api/.

Learn More...

◦ If you use the CLC Utility to install, upgrade, or restore CSM, if the REST API URL is missing,◦ 
a caution message is written to your terminal or logging mechanism to alert you about the
REST API URL requirement. You can use the CLC Utility to set the URL.
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Learn More...

If issues occur when working with CSM features that rely on the Cherwell REST API, you can
configure event logging in the Cherwell Server Manager.

Learn more...

Related Item Navigation
Ideation Station Feature

Related Item Navigation is a new way for users to easily view and interact with a Major Business Object's
related Business Objects. You can enable Related Item Navigation for any Major Business Object. CSM
provides related items for third-party Slack chat, solution search, attachments, and communication, but
you can add more related items for any related Business Objects.

Learn more...

For example, the new Related Item Navigation Solution Search tab in CSM Browser Client allows you to
run a search for an existing solution to an issue without leaving the current record. The Search Results
display matching Knowledge Sources by relevancy. You can view all matching Sources or filter by
selected Sources.
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When typing in the Search field, the most recent searches that have been run against the current record
will display in a list below the field, with the most recent searches at the top of the list. This allows a
Technician to easily see what terms have already been searched by any user for the current record.

When a Solution Search is executed, a Journal entry is logged in the Activity pane.

Depending on your configuration, the following actions may be available in the vertical ellipses menu:
Open in New Tab, Copy Link, Save Result/Remove Saved Result. When you select Save Result or
Remove Saved Result, it is added to or removed from the Saved tab and a Journal entry is logged.

This feature has replaced the Knowledge option previously available in the CSM Browser Client toolbar.

Learn more...

A new Solution Search Properties window allows an Administrator to configure the Knowledge Sources,
Fields, and Actions displayed in Solution Search for each Major Business Object.

As a best practice, follow the configuration workflow.
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Learn more...

Form Improvements

• Custom Error Messages on Required Fields
Ideation Station Feature

Administrators can now add custom error messages to required Fields. You can choose from a most
recently used message, a Stored Expression, or a Custom Expression. When a required Field is not
entered and a User tries to save the Field, the custom error message displays.

Learn more ...

• Simultaneous Form Editing
Using the Form Editor, you can now edit multiple Forms simultaneously. Forms are now displayed in
a new tabbed view that lets you:

◦ Copy and paste single or multiple Controls between Forms.

◦ Float/dock tabs to view Forms side by side or in separate windows.
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All Forms, of all Form types, for the selected Business Object are displayed in a Forms list.

Learn more ...

Expanded Integration Capabilities

• External Tools Integrations Using Webhooks and One-Step™ Actions
Ideation Station Feature

Ideation Station Feature

You can now integrate with external tools using HTTP POST methods to send data to a CSM
webhook endpoint. A One-Step Action assigned to each endpoint determines how the data is
consumed by CSM. For example, use a webhook to update a CSM Incident with information from a
Jira issue based on a defined event in Jira. Once the Jira event is triggered, data is sent to the new
System Event Processing Service, which fires a One-Step Action to update mapped fields in the
CSM Incident.

The System Event Processing Service is disabled by default and must be manually enabled before
webhooks can be processed. In addition, a new security right controls access to the Webhooks
Manager. Users can be granted rights to view, add, edit and delete rights to the Manager.

Learn More...

• Slack Chat Integrations
Ideation Station Feature

What's New in CSM 10.0.0? 9

What's New in CSM 10.0.0?

https://help.cherwell.com/csh?product=version-csm-10.0.0&topicname=simultaneous_form_editing
https://cherwell.ideascale.com/a/dtd/SMS-Monitor-type-integration/299900-44235#idea-tab-comments
https://cherwell.ideascale.com/a/dtd/Custom-in-bound-API-methods/298447-44235
https://help.cherwell.com/csh?product=version-csm-10.0.0&topicname=csm_about_webhooks
https://cherwell.ideascale.com/a/dtd/Slack-Integration/324311-44235


Two methods of integrating Slack with CSM are now available:
◦ Webhooks Integration◦ 

Configure webhooks to run One-Step Actions based on commands sent from Slack. For
example, users can create, withdraw, or check the status of Incidents from a Slack channel.

Learn more ...

Learn more ...

◦ Related Item Navigation Integration
Create Slack channels from the CSM Related Items pane for any Major Business Object
record. This enables users to view and participate in discussions in Slack without leaving
CSM.

Learn more ...

Learn more ...

The Slack integrations can be used on their own or together to seamlessly manage communications
with CSM.
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Cherwell Virtual Agent (CVA) Support
Ideation Station Feature

Several new features pave the way for future increased support for artificial intelligence, third-party
connections, and natural language interaction between users and CSM. These new features can be used
standalone or with the Cherwell Virtual Agent (CVA). For more information about CVA, contact your
account representative.

• Enhanced Browser Widget
The Browser Widget was enhanced to allow you to define a URL, POST URL, and POST Body
including the use of tokens (Stored Values, System Functions, or Expressions). You can store a
response from a POST request as a Stored Value, with the most recently used Stored Values
available for selection in the Store Response drop-down list.

What's New in CSM 10.0.0? 11

What's New in CSM 10.0.0?

https://cherwell.ideascale.com/a/dtd/348374-44235


Learn more ...

• Flyout Widget
Ideation Station Feature

You can now create a Flyout Widget, which is similar to the Browser Widget, but it also collapses to
a tab and expands to display an HTML Page or website. You can define a Flyout Widget's URL,
POST URL and POST Body including the use of tokens (Stored Values, System Functions, or
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Expressions). You can store a response from a POST request as a Stored Value, with the most
recently used Stored Values available for selection in the Store Response drop-down list.

You can also define the tab's text, size, color, and position.
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Learn more ...

• System Functions
Three new System Functions are available to be used with the Browser Widget or Flyout Widget
when defining the POST Body.

◦ CurrentUserAccessToken() is defined for the current user on login to the CSM Browser
Client or CSM Customer Portal.

◦ CurrentUserAccessTokenExpiryUTC() is the date of the current user's access token expiry
UTC.

◦ CurrentUserRefreshToken() is the current user's refresh token defined on refresh in the CSM
Browser Client or CSM Customer Portal.

Learn more ...

Sentiment Expression
You can now create a Sentiment Expression to determine the sentiment of text that returns a numerical
value you can use to perform calculations. For example, a technician can review the sentiment of
messages sent back and forth to customers and evaluate the frustration a specific customer experiences
over time.

Learn more ...

Automatic User Imports From SAML
Ideation Station Feature
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You can now configure automatic user account creation and updates in CSM when users log in using
SAML. Control the user data and group membership passed to CSM by mapping ADFS attributes to
Business Object fields and Active Directory security groups to CSM Security Groups.

This feature is only supported when SAML is configured with Microsoft ADFS and when Windows Login
IDs are used to identify users in SAML.

To support Business Object field mapping required for automatic user imports, SAML configuration
settings have been moved to the Tools menu for the Blueprint Editor and the mApp Editor.

Learn more ...

Approvals Operations added to Cherwell® REST API
Four new operations for Approvals have been added:

• Action an Approval.

• Get an Approval.

• Get all waiting Approvals for the current user.

• Get all waiting Approvals that were created by the current user.

These new operations mean that workloads for Approvals can be managed efficiently within CSM.
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Learn more ...

Miscellaneous Improvements

• Record Limit Changes for Grids in the Browser Client
All Grids in the Browser Client, except those in Form Arrangements, now display a maximum of
20,000 rows of data even if there is more data available. If there are more than 20,000 rows of data
available for a Grid, the Grid will list the total number of records available. When you export a Grid
as a .csv file, all rows of data are included in the exported file. You can export .xlsx (Excel) files from
Grids, but the exported file reflects the displayed Grid and is limited to a maximum of 20,000 rows of
data.

• Use Save As to Create an Edited Copy of an Item
Item Managers in CSM include the Business Hours Manager, Dashboard Manager and Search
Manager. Many Item Manager dialogs now have a Save As button. This means you can make
changes to an existing item displayed in a Manager dialog box and be able to save these changes
for an entirely new Item without having to create anything from scratch.
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Learn more ...

• View One-Step™ Actions by the Sub-Actions They Contain
You can now view One-Step Actions by the Sub-Actions they contain. A One-Step Action will appear
in all Sub-Action folders that it contains, so a One-Step Action could be listed in multiple Sub-Action
folders.
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Learn more ...

Administrative Improvements

• Trusted Agent Compatibility Check
CSM now logs when a Trusted Agent running on a different version of Cherwell is attempting to
communicate with the Trusted Agent Hub. These log messages are ERROR level and appear in the
Trusted Agent Hub logs. The log messages will alert you if you need to upgrade an older version of
the Trusted Agent after you've upgraded the Trusted Agent Hub.

• Runtime Performance Warnings added to Health Check Tool
A new rule called Runtime Performance Warnings has been added to the Health Check Tool. This
means that any performance messages that occur during runtime over the previous week are now
captured and made accessible when you run the tool.
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Learn more ...

Documentation Changes for System Reliance
As part of an ongoing effort to improve technical documentation related to system configuration,
performance, monitoring, security, information for the following subjects is now available:

• Improved Guidance for Running Performance Health Checks
Learn about monitoring and optimizing system configurations that impact performance. Find and fix
performance issues.

Learn more ...

• Improved Guidance for Analyzing RabbitMQ Logs and Dashboards
Learn about monitoring queues, analyzing messages, and monitoring metrics generated by the
Cherwell Message Queue Service.

Learn more ...

• Performance Impacts of Blueprint Changes
Learn about the changes to Business Objects that may cause database tables to be rebuilt during
the publish process. This can extend the amount of time it takes to complete the publish process,
especially for Business Objects that contain a large number of records. This may impact system
performance and cause some Business Objects to be unavailable.

Learn more ...

• CSM Integration Options
Learn about built-in integration tools that help you import, export, or link information between two
systems. Options for performing actions that are triggered by an external tool or by CSM are also
provided.

Learn more ...

• MSP Deployment and Configuration Options
Learn about CSM deployment options for managed service providers. Choose between simple
access deployment or segregated tenants, depending on the level of access and customization
required by the tenants weighed against the cost of configuring and maintaining the system.
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Learn more...

Updated Branding and Corporate Identity
The Cherwell Service Management branding and corporate identity has been updated throughout the
CSM Suite.

Name Locations Images

CSM Customer Portal Login CSM Customer Portal

CSM Browser Client Login CSM Browser Client
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Overview of New OOTB Content for CSM 10.0.0

OOTB Portal Home Page Redesign
The OOTB Portal Home page was enhanced with a new look and feel. The new Portal Home page has a
consistent design similar to the rest of the CSM platform.
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Change Management Updates
The updated Change Request Business Object and associated Change Management features introduce
a streamlined Change Request form, ITIL-aligned Change Request lifecycle, advanced risk assessment,
updated Approvals, and an updated Change Management Dashboard.
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Learn More...

Redesigned Supporting Business Object and Lookup Table Forms
Numerous Supporting Business Object and Lookup Table forms were updated in this release. The
redesigned forms offer the same modern interface that was introduced in recent releases. The following
example is the updated Approval form:
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A partial list of updated forms is listed below:

• Agreement Status

• Approval

• Change Reason
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• Change Request Final Disposition

• Change Request Risk Text

• Change Status

• Change Status List

• Change Type

• CI Downstream Relationship

• CI Upstream Relationship

• Completion Code

• Customer Internal Employee Status

• Customer Management

• Customer Status

• Event Status

• Product Area

• Request Type

• SCT WU Category

• Service Cart Status

• Service Classification

• Service Impact Category

• Service Impact Subcategory

• Service Importance

• Service Type

• Service Service Type

• Service Page Display

• Service Status

• Site Status

• Specifics Email Connection Type

• Specifics Email Type of Connection

• Specifics Presentation Hours

• Specifics Presentation Minutes

• State Province Territory

• Supplier Category

• Supplier Status

• Task Hold Reason

• Task Status List
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• Task Type

• Team Info Type

• User Testing User Testing Disposition

• UserInfo

• Validation Type

• Virtualization Software Type

Knowledge Article Enhancements
Ideation Station Feature

The following enhancements were made to Knowledge Articles:

• Added the ability to schedule Knowledge Articles to publish on a future date.

• Added the ability for Administrators and Knowledge Managers to skip the Knowledge Article
Workflow and publish immediately.

• The Knowledge Article Source field now reflects the Business Object the article originated from
(example: Incident or Problem) when Submit to Knowledge Base is used from the Business Object.

• Added tiered security levels related to Knowledge Articles, including Security Groups and Teams.

• Knowledge Article is now a Group Object containing the Knowledge–IT Business Object.

Learn More...
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