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Requirements

Before beginning installation, review the requirements to make sure you have all the hardware
and software necessary for successful use of Air Gap.
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Air Gap Software Requirements

Setting up Ivanti Endpoint Security in an air gap network requires additional software created
specifically for air gap.

The Air Gap Toolkit

This toolkit includes several tools, utilities, and scripts needed to configure and maintain an Endpoint
Security Server that's disconnected from the Internet.

The Air Gap Toolkit includes:

o Air Gap Hotfix

« Air Gap License Tool
o AirGaplicenseTool.exe
o AirGaplicenseToolUl.exe

o ImportEndpointManifest.exe

o A couple of scripts that configure your Endpoint Security Server running in the air gap network:
o AirGapScript.sql
« Dependencies.sql

« lvanti Content Wizard: this tool includes two installable components:
o A server installer (ICWServer.msi)
o A client installer (ICWClient.msi)
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Air Gap Checklist
Before you begin, make sure you have the following materials on hand:
Hardware

o 1TB USB thumb drive. This portable media is used to move software across the air gap.

As a security best-practice, format the thumb drive to remove any software already on
the drive.

Ivanti Software

Download the following software from the Ivanti Download Page.

o The Air Gap Toolkit

After you download the software listed above, move it to your USB thumb drive. You'll
be using the software on both the Air Gap Provider and the Air Gap Client.
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AntiVirus Configuration for Air Gap

Before you can protect air gap endpoints from viruses, you must make special configurations to your
Air Gap Client.

These configurations only need to be completed once. After you make them, you won't need to
complete this process again until the next Endpoint Security Air Gap release.
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Air Gap AntiVirus Configuration Overview

Before you can use Ivanti AntiVirus in your air gap network, you need to configure a few things on
your Air Gap Client. This overview contains a high-level summary of each configuration you'll complete.

All AntiVirus configuration takes place on the Air Gap Client.

o Before you start, review the "Air Gap Checklist" on page 5. Make sure you have all the
materials you'll need.

1. "Creating AntiVirus Files and Folders" on the next page

Begin AntiVirus configuration by creating files and folders that will be used to store AntiVirus
definitions on your Air Gap Client.

2. "Updating IIS for AntiVirus" on page 12

Use Internet Information Services (IIS) Manager to create virtual directories of the files and
folders you created in the previous procedure. These virtual directories are where your air gap
endpoints will access the latest AntiVirus definitions.

3. "Updating the AntiVirus Storage Location" on page 18

Use the Endpoint Security Console on the Air Gap Client to direct Endpoint Security to your
virtual directories.
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Creating AntiVirus Files and Folders

Begin AntiVirus configuration by creating files and folders that will be used to store AntiVirus
definitions on your Air Gap Client.

To Create AntiVirus Files and Folders
1. Log into the Air Gap Client.
2. Fromthe root of your hard disk, create a folder named C:\avcontent.

=l Fn=l

Home Share WView

©  ~ 1| » Computer » LocalDisk(C) » v ¢ [ search Local Disk (€)

Fe

¥ Favorites Name Date modified Type Size

B Desktop K 5/16/2016 3:33PM  File folder
_H, Downloads _h. inetpub 47372013 10:38 AM File folder
2 Recent places . Perflogs 7/26/2012 12:44 AM  File folder
. Program Files 4/28/2016 218 PM File folder
[ Libraries | Program Files (x36) 4/28/2016 2:21 PM File folder
Documents _L. Users 4282016 1:45 PM File folder
Jl Music L- Windows 4282016 2:18 PM File folder
(=] Pictures
B videos

1 Computer

w

Titems  1item selected
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3. Within the new avcontent folder, create the following folders:
o« vl

¢ V2

NiEDN-|

Haome Share View

@ - 4 |j v Computer » Local Disk (C) » avcontent » W C,| | Search avcontent

=] -
~

3:’ vt L™ Mame Date modified Type Size

I Desktop v 5/16/20163:32PM  File folder

Li Downloads w2 5/16/2016 3:32 PM File folder
ﬁ Recent places

(= Libraries
Documents
J' Music
[E5] Pictures
B2 videos

n! Computer

w

2items 2 items selected

4. From the avcontent folder, create a text file named web.config.

PiED:=|

Home Share View

@ - 4 |j v Computer » Local Disk (C:) » avcontent » W (_’,| | Search avcontent

-

5} Eavontes Name Date modified Type

B Desktop v 5/16/2016 3:32 PM File folder
|18 Downloads vz 5/16/2016 3:32PM  File folder
“El Recent places | _[web.config 5/16/20163:39 PM  Text Document

[ Libraries
Documents
J Music
[E5] Pictures
B2 videos

L Computer

‘l’! MNetwork

Jitems  1item selected O bytes
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5. Open web.config. Paste the following code sample in the file:

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<system.webServer>
<staticContent>
<mimeMap

fileExtension=".*"

mimeType="application/octet-stream"

mimeType="application/binary"

/>
<mimeMap
fileExtension=".*.
/>
</staticContent>

<directoryBrowse enabled="true" />

</system.webServer>
</configuration>

6. Save and close the config file.

7. Copy the web.config file and paste it in the following folders.

o Vi
o V2
' | =
vl
web.config
| a
w2

8. Close Windows Explorer.

The files and folders required to use AntiVirus in the air gap are created.
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Continue to "Updating IIS for AntiVirus" on the next page.
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Updating IIS for AntiVirus

Use Internet Information Services (IIS) Manager to create virtual directories of the files and folders you

created in the previous procedure. These virtual directories are where your air gap endpoints will
access the latest AntiVirus definitions.

1. Fromthe Start Page or Start Menu, search for Internet Information Services. Open it.

Search
A p pS Results for “internet information serv apps

internet information service X

Apps

ﬁ Settings
E Files

e Internet Explorer

Internet Information Services (IIS) Manager opens.

35 Internet Information Services (IIS) Manager =-|0 -
= = =
®© (&5 > AZ-TP-WIN20T2-T b | @ ;@ -
File View Help
Connections e Actions
@ UJ' AZ-TP-WIN2012-1 Home
5 & E Manage Server
----- W Start Page — = s Restart
b 163 AZTP-WIN2012-1 (AZ-TP Filter: Go gy Show All . :
ASP.NET 2 L | Stop
E:_;'& N o “ View Application Pools
NET NET .NET Error NET = View Sites
Authorizat.. Compilation Pages Globalization

?x = = §ﬁ:ﬁ Version

= ab

= o Get New Web Platform

MET Trust  Application Connection Machine Key — Componcety

Levels Settings Strings ) Help
Online Help
a1 On

Pagesand  Providers  Session State SMTP E-mail

Controls

11 ~

- | AT ¥

< m 5| |[E Features View | /2 Content View

Ready L=
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2.

(Comections
@ iz |8

In the Connections pane, click on your Air Gap Client machine name > Sites > Default Web
Site. Right-Click Default Web Site and select Edit Bindings.
o W 5 Start Page

"ﬂ'ﬂ AS-TP-WIN2012-1 (AZ-TP-WINZ
.2} Application Pools
a.[a| Sites

b Default Web Site |
bl EMSS

By Explore

Edit Permissions...

2
L5
=t

Add Application...
wl  Add Virtual Directory

Edit Bindings...

Manage Website ]
Refresh

K Remove

Rename

<

| Lz Switch to Content View
il |

The Site Bindings dialog opens.
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3. Select the http item from the list and click Edit.

Host Name Port IP Address Binding Informa...

4. Change the Port value to 10000 and click OK.

Type: IP address:

| http W | |AEE Unassigned

Host name:

Example: www.contoso.com or marketing.contoso.com

5. Close the Site Bindings dialog.

ivanti
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6. Fromthe tree, right-click Default Web Site and select Add Virtual Directory.

@-Hiz |8
o L 5 Start Page
A --"iﬂ AZ-TP-WIN2012-1 [AZ-TP-WINZ
@ Application Pools
4-[&] Sites
b g5 Default Web Site |
b EMSS @ Explore
Edit Permissions...
&' Add Application...
|+ Add Virtual Directory...
Edit Bindings...
Manage Website
i3 Refresh
K Remove
Rename
.f‘; Switch to Content View
< m ! :
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7. Add avirtual directory for each of the folders you created in "Creating AntiVirus Files and
Folders" on page 8. Give each virtual directory the same alias as the folder name. Create a virtual
directory for each of the following folders:

« avcontent
YA

o V2

o Repeat steps 6 and 7 for each folder.

Site name:  Default Web Site
f

Example: images

Physical path:
| Chaveontentiv?

Pass-through authentication

‘ Connect as... | | Test Settings... ‘

When you're done, the tree should look like this:

a-[@| Sites
4 /&) Default Web Site |
. p . aspnet_client
[:-15':] avcontent
biﬁ] wl
b-i-fl vl

L.Q EMSS
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8. Start the Default Web Site. Select Default Web Site from the tree and then click Start.

) % b AZ-TP-WIN2012-1 » Sites » Default Web Site »

File  View Help

@-id|# |8

P ﬁ‘i Start Page
4 Qa AZ-TP-WIN2012-1 (AZ-TP-WINZ

0 Default Web Site Home

Filter: ~ W Go ~

ASP.NET

5 &
MNET

NET JNET Error
Authorizat.. Compilation Pages

MET MET Profile  .MET Roles
Globalization

= l&

NET Trust \NET Users  Application
Levels Settings

B & B

ﬂ Explore
Edit Permissions...

Edit Site
Bindings...
Basic Settings...

View Applications

View Virtual Directories

= restures View | Content iew

Browse Website
Browse 1000 (http)

Advanced Settings...
Configure

Limits...

_ﬂ Helo

You've created the virtual directories that are used to store your AntiVirus definitions.

Continue to "Updating the AntiVirus Storage Location" on the next page.
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Updating the AntiVirus Storage Location

Use the Endpoint Security Console on the Air Gap Client to direct Endpoint Security to your virtual
directories.

To Update the AntiVirus Store Location

1. Loginto the Endpoint Security Console for your Air Gap Client.

2. Fromthe Navigation Menu, select Tools > Subscription Updates.

Tools

Users and Roles

Change My Password...
Download Agent Installer..

Launch Installation Manager...

Subscription Updates

Enterprise Reporting Servicesk
Directory Sync Schedule
Wake on LAN

Database Maintenance
Device Control 4
Email Motifications

Options

3. Click Configure.

I~ =1
Ivantl Endpoint Security ..., ...

Home Discover Review Manage Reports Tools Help

Teols » Subscription Updates

Save Update Now |  Configure...  Launch Installation Manager... Export
 Subscription Service Information
Replication Host:  cdn.securegss.net:dd3 Communication Interval: 1 Day at 16:GDM (24-hour)
Replication Status: Sleeping Last Poll: 4/20/2017 4:00:44 PM
Account 1D: TdB962f0-b2ff-4bcb-bB52-baTd39cf4731
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4. Select the AntiVirus tab and scroll down to AntiVirus content storage location.

Subscription Service Configuration

Service Languages Content

(®) Run Every -
O Daily at fonr]

r AntiVirus/Content polling frequency

Last Checked (G55): Wednesday, May 11, 2016 10:30 AM

AntiVirus content storage location

rAntiVirus Agent version 8.2+

AntiVirus / Content location (URL):

httpy/fcache lumension.com/aveontent

Add Test Link...

Remove

S BSAFE

Save

Cancel Apply

5. Remove all URLs listed.

httpef/cache lumension.com/avcontent

ivanti
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6. Add the following URL as a storage location: http://localhost:10000/avcontent/

AntiVirus / Content location (URL):

http:/flocalhost: 10000/ avcontent/ * AIE Test Link...

7. Click Save to close the Subscription Updates dialog. Close the Endpoint Security Console.

Your Air Gap Client is configured for AntiVirus. You can begin creating Air Gap Update with AntiVirus
content.

Continue to "Air Gap AntiVirus Update Overview" on page 22.
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AntiVirus Air Gap Updates

This chapter guides you through the standard Air Gap AntiVirus workflow.

An Air Gap Update is a bundle of new Endpoint Security content that is moved from the Air Gap
Provider to the Air Gap Client. Updates include the software that is used to secure your endpoints in
an air gap network. Updates can include any of the following content:

o Windows Patch Content

o Linux Patch Content

o AntiVirus Definitions

We recommend making Air Gap Updates that include AntiVirus definitions at least once a week, or
when particularly dangerous malware is discovered.
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Air Gap AntiVirus Update Overview

The usual air gap AntiVirus workflow consists of creating an Air Gap update from your Provider and
then installing it on your Air Gap Client.

o Before you start, review the "Air Gap Checklist" on page 5. Make sure you have all the
materials you'll need.

1. "Replicating With the Global Subscription Service" on the next page

Begin by initiating a replication with the Global Subscription Service (GSS), which is a cloud
service for your Endpoint Security Server. You can download the latest:

o License information
o Systemupdates
o Patch content

o AntiVirus definitions

Although this process isn't absolutely required because the Air Gap Provider automatically
replicates once daily by default, we recommend replicating before creating an Air Gap Update.

Complete this procedure from the Air Gap Provider.
2. "Creating an AntiVirus Air Gap Update" on page 26

Creating an Air Gap Update for AntiVirus is as simple as copying a few files and folders to a USB
thumb drive.

Complete this procedure from the Air Gap Provider.
3. "Installing an AntiVirus Air Gap Update" on page 27

Install the AntiVirus Air Gap Update by connecting your USB thumb drive to the Air Gap Client
and copying over your AntiVirus definitions.

Complete this procedure from the Air Gap Client.
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Replicating With the Global Subscription Service

Begin by initiating a replication with the Global Subscription Service (GSS), which is a cloud service for
your Endpoint Security Server. You can download the latest:

« License information
« Systemupdates
o Patch content

« AntiVirus definitions

Although this process isn't absolutely required because the Air Gap Provider automatically replicates
once daily by default, we recommend replicating before creating an Air Gap Update.

To Replicate With the GSS

1. Fromthe Air Gap Provider, log into the Endpoint Security Console.

ivanti Endpoint Security ... ..

Discover Review Manage Reports Toals

Administrator | Log Out

.;.': Refresh dashboard widgets to see the latest results. Refresh all (& Print.. |3 Configure dashboard settings..
i [@ server Information - X L,:‘JAgEnt Module Installation Status 2 — % || 12} Un-remediated Critical Vulnerabilities
"n" Company : vanti
2| | serial number: No data available No data available
License replication : 100%
System replication : 100%
Patch / Content replication : 0% [=3 Endpoints with Unresolved Updates 2 - % | = Top 10 Infected Endpoints 2 - X
Package replication : 0 remaining
Auto-download new critical packages : Off No data available Ne results found
Product Licenses:
Product Modul InU Pend Availabl e =z
roduct Module e L) welisble EﬂJAppI\::atwn Library File Assessment
AntiVirus 0 0 25
App Control 0 0 25 Ne results found
Patch 0 0 25
Latest News - X
April 2017 Security Updates
4/11/2017 10:01 AM -5 ()
from Latest News
Microsoft Replaces Security Bulletins
4/11/2017 10:00 AM =5
from Latest News
EMSS 8 5: RedHat customers: Read before upgrading v
11/10/2016 8:00 AM >

Server Name: A7-TP-WIN2012-2

- a
ivanti Date & Time 4/20/2017 4:41:12 PM
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2. Fromthe Navigation Menu, select Tools > Subscription Updates.

Toaols

Users and Roles

Change My Password...

Download Agent Installer..

Launch Installation Manager...

Subscription Updates

Enterprise Reporting Servicesr
Directory Sync Schedule
Wake on LAN

Database Maintenance
Drevice Control 4

Email Motifications

Options

3. Click Update Now.

Tools > Subscription Updates

Save UpdaNrm | Reset Configure...  Launch Installation Manager... Export

Infe

Subscription Service ion

Replication Host:  cdn.securegss.net:443 Communication Interval: 1Day at | 13:30 ™ |(24-hour)

Replication Status: Slesping Last Poll: 5/13/2016 2:30:37 PM

Account ID: 6c2cd0d1-Obbe-43a1-b551-47c95f09dd75

4. Make sure AntiVirus Engine & Definition Update is selected and then click OK.

=1 Ivanti Endpoint Security X

Fay e % L L =
i !\ Replication will begin immediately.
Select the replication type vou want to update:

[[] System and License Replication
This action will retrieve all license, system, patch/components, patch/content and patch/os
packs changes since the last replication with the Global Subscription Service. This process may
take several minutes and no DAU tasks will run during this time.

] AntiVirus Engine & Definition Update
This action will retrieve any new AntiVirus engine and definition files available since the last
schaduled attempt with the Global Subscription Service.

OK Cancel
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5. Watch the window and wait for antivirus replication to complete.

Antivirus / Content (32-bit)

Antivirus / Content (64-bit)

Completed

Completed

Continue to "Creating an AntiVirus Air Gap Update" on the next page.

ivanti
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Creating an AntiVirus Air Gap Update

Creating an Air Gap Update for AntiVirus is as simple as copying a few files and folders to a USB thumb

drive.

Complete this procedure from the Air Gap Provider.

1. Make sure that your USB thumb drive is connected to the Air Gap Provider.

2. Open Windows Explorer and browse to C:\Program Files (x86)\HEAT
Software\EMSS\Content\AntiVirus\Definitions\

3. Open asecond instance of Windows Explorer and browse to the USB thumb drive.

4. Copy the following folders from the Definitions folder and paste them in your USB thumb drive.

av32bit

av64bit

vi

v2
av32bit_HighVersionNumber
av64bit_HighVersionNumber

5. Close Windows Explorer.

The AntiVirus Air Gap Update is created.

Continue to "Installing an AntiVirus Air Gap Update" on the next page.

ivanti
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Installing an AntiVirus Air Gap Update

Install the AntiVirus Air Gap Update by connecting your USB thumb drive to the Air Gap Client and
copying over your AntiVirus definitions.

Complete this procedure from the Air Gap Client.

1.
2.
3.

Make sure that your USB thumb drive is connected to the Air Gap Client.
Open Windows Explorer and browse to your USB thumb drive.

Open a second instance of Windows Explorer and browse to C:\avcontent.

Copy the following folders to C:\avcontent.

av32bit

av64bit

vl

v2
av32bit_HighVersionNumber
av64bit_HighVersionNumber

5. Close Windows Explorer.

ivanti
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6. Confirmthat the latest AntiVirus definitions are installed.

a.

Navigate to Tools > Subscription Updates.

Tools

Uzers and Roles
Change My Password...
Download Agent Installer..

Launch Installation Manager...

Subscription Updates

Enterprise Reporting Servicesk

Directory Sync Schedule
Wake on LAN

Database Maintenance
Device Control L4
Email Motifications

Options

Click Configure.

Tools > Subscription Updates

Save Update Now Reset

Conﬁﬁure._. | Launch Installation Manager...

Export

Subscription Service Information

Replication Host:  cdn.securegss.net:443
Replication Status: Sleeping

Account ID:

1 1Dayat | 13:30[V]| (24-hour)

6c2ed0d1-Obbe-43a1-b551-47c95f09dd75

5/18/2016 1:33:45 PM

ivanti
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c. Select the AntiVirus tab. Verify that AntiVirus engine and definition versions are

updated.

Subscription Service Configuration

Service Languages

AntiVirus engine & definition versions (Server)

AntiVirus Agent version 8.2+

AV engine and definition version ; 1464019686
Definitions created on:

Definitions downloaded on:

Operating System (32 bit):

Monday, May 23, 2016 9:08 AM
Monday, May 23, 2016 11:19 AM

Operating System (64 bit):
1454019704
Monday, May 23, 2016 9:08 AM
Monday, May 23, 2016 11:19 AM

The latest AntiVirus definitions are installed on your Air Gap Client. You can now install them on your

air gap endpoints.
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Page 29 of 32



Ivanti Endpoint Security: Air Gap AntiVirus Guide

Glossary

A

Air Gap

A highly secure computing environment where a network of computers is
isolated from other networks, and most often, from the Internet. This practice
significantly reduces the attack surface of endpoints within the air gap, and is
used most often in industries that handle sensitive information, such as the
defense industry.

Air Gap Client

An Endpoint Security Server in an air gap environment that secures the
endpoint in your air gapped network. The Air Gap Client is not connected to the
Internet. Since the Client has no Internet connection, it relies on the Air Gap
Provider to move system updates and content over the air gap.

Air Gap Hotfix

A utility that moves Endpoint Security binaries and modules on to an Air Gap
client. This utility copies all the files necessary to complete an air gap install or
upgrade, and then the user opens Installation Manager to complete the module
installation.

Air Gap License Tool

A utility used to import a license for an Endpoint Security Server operating in an
air gap network.

Air Gap Provider

An Endpoint Security Server that's connected to the Internet in an air gap
environment. This server downloads Endpoint Security system components and
content from the Internet. These components and content is then moved across
the air gap to the Air Gap Client, which then uses this content to secure your air
gap endpoints.

ivanti
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Air Gap Toolkit
A bundle of software that includes tools, utilities, and scripts needed to
configure and maintain an Endpoint Security Server that's disconnected from
the Internet.

AirGapScript.sql
A script that disables the replication process on an air gap Endpoint Security
Server (also known as an Air Gap Provider). The script prevents the Air Gap
Provider from trying to communicate and download content from the cloud.

C

caching
The process of downloading patch content binaries from the Global
Subscription Service. You can cache either Windows or Linux content.

Credentials Manager
A utility that connects to different Linux vendors and passes on the credentials
that you've purchased from the vendor. When you replicate with the Global
Subscription Service or cache Linux content, Endpoint Security passes your
credentials to the vendors so that Endpoint Security download Linux patch
metadata and binaries.

D

Dependencies.sql
A script that installs Endpoint Security prerequisites on a server that doesn't
have Internet access.

G

Global Subscription Service
A cloud server that hosts Endpoint Security system data, patch content, and
antivirus content.
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ImportEndpointManifest.exe
A utility used to enable new versions of the Endpoint Security Agent included in
an air gap update. Use this tool after installing or upgrading an air gap Endpoint
Security Server (also known as an Air Gap Client).

Ivanti Content Wizard
A utility used to create your own patches for Endpoint Security. This tool lets
you add patches and additional files that check for prerequisites. In air gap
networks, Ivanti Content Wizard is used to bundles patches and then move
them into your air gap network.

R

Replication
The synchronization process between the Endpoint Security Server and the
Global Subscription Server. During this process, Endpoint Security downloads
the latest Endpoint Security system updates, patch content, and antivirus
content. Depending on how much content you are licensed for, initial replication
can take as long as an hour. Subsequent replications are much faster.
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