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Requirements

Before beginning installation, review the requirements to make sure you have all the hardware
and software necessary for successful use of Air Gap.
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Air Gap Software Requirements

Setting up Ivanti Endpoint Security in an air gap network requires additional software created
specifically for air gap.

The Air Gap Toolkit

This toolkit includes several tools, utilities, and scripts needed to configure and maintain an Endpoint
Security Server that's disconnected from the Internet.

The Air Gap Toolkit includes:

o Air Gap Hotfix

« Air Gap License Tool
o AirGaplicenseTool.exe
o AirGaplicenseToolUl.exe

o ImportEndpointManifest.exe

o A couple of scripts that configure your Endpoint Security Server running in the air gap network:
o AirGapScript.sql
« Dependencies.sql

« lvanti Content Wizard: this tool includes two installable components:
o A server installer (ICWServer.msi)
o A client installer (ICWClient.msi)
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Air Gap Checklist
Before you begin, make sure you have the following materials on hand:

Hardware

o 1TB of open disk space on both the Air Gap Provider and Air Gap Client.

o 1TB USB thumb drive. This portable media is used to move software across the air gap.

As a security best-practice, format the thumb drive to remove any software already on
the drive.

Ivanti Software

Download the following software from the Ivanti Download Page.

o The Air Gap Toolkit

After you download the software listed above, move it to your USB thumb drive. You'll
be using the software on both the Air Gap Provider and the Air Gap Client.

Licensing

« One or more Linux patch content licenses for Endpoint Security.
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Linux Patch Configuration for Air Gap
Before you can patch Linux endpoints operating in an air gap network, you must make special
configurations to:

o The Air Gap Provider

o The Air Gap Client

These configurations only need to be completed once. After you make these configurations, you likely
won't have to complete this process again.
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Air Gap Provider Linux Patch Configuration Overview

If you're going to patch Linux endpoints in your air gap network, extra configuration is required on
your Air Gap Provider.

Each procedure listed below is performed from your Air Gap Provider. Review this list to form a basic
understanding of each procedure you'll perform (there will be a similar topic later that provides an
overview for the Air Gap Client).

o Before you start, review the "Air Gap Checklist" on page 6. Make sure you have all the
materials you'll need.

1. "Installing the ICW Server on the Provider" on the next page

Install the lvanti Content Wizard (ICW) Server on your Air Gap Provider. The ICW Server allows
you to export patch content from your Endpoint Security Server. You'll use a USB thumb drive
to move this patch content to your Air Gap Client later.

2. "Installing the ICW Client on the Provider" on page 11

Install the Ivanti Content Wizard (ICW) Client on your Air Gap Provider. The ICW Client is the
console that you use to interact with the ICW Server.

3. "Registering with Linux Vendors" on page 12

Before your Air Gap Provider can download Linux patch content, you have to authenticate with
3rd-party Linux vendors. Configure your Provider to authenticate with Credentials Manager, a
utility that connects with different Linux vendors and authenticates for you when Endpoint
Security replicates.

4. "Configuring Linux Caching on the Provider" on page 13

Configure Endpoint Security to download Linux patch binaries for each patch released since
your last Air Gap Update.
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Installing the ICW Server on the Provider

Install the lvanti Content Wizard (ICW) Server on your Air Gap Provider. The ICW Server allows you to
export patch content from your Endpoint Security Server. You'll use a USB thumb drive to move this
patch content to your Air Gap Client later.

To Install the ICW Server on your Air Gap Provider

1. Make sure that the USB thumb drive containing the Air Gap Toolkit is connected.
2. Open Windows Explorer and browse to the USB thumbdrive.
3. Within the thumb drive, browse to Ivanti AirGap Toolkit 8.5.0.40\Software.
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4. Open ICWServer.msi and complete the Ivanti Content Wizard Server Setup.

i lvanti® Content Wizard Server Setup \;‘i-

Welcome to the Ivanti® Content Wizard
Server Setup Wizard

The Setup Wizard will install Ivanti® Content Wizard Server
on your computer, Click Next to continue or Cancel to exit
the Setup Wizard.

Back | Mext | | Cancel

If you receive the following error, refer to "Troubleshooting” on page 41:

[l Windows Features

The following feature couldn't be installed:

NET Framework 3.5 {includes NET 2.0 and 3.0)

Windows Server roles and features cannot be automatically installed or uninstalled via the
Windows Features Control Panel.

To install Windows Server roles and features, start Server Manager, or use the Server Manager
cmdlets for Windows PowerShell. For more information, see:

Close

ICW Server is installed.

Proceed to "Installing the ICW Client on the Provider" on the next page.
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Installing the ICW Client on the Provider

Install the lvanti Content Wizard (ICW) Client on your Air Gap Provider. The ICW Client is the console
that you use to interact with the ICW Server.

To Install the ICW Client on your Air Gap Provider

1. Open Windows Explorer and browse to the USB thumbdrive.
2. Within the thumb drive, browse to Ivanti AirGap Toolkit 8.5.0.40\Software.

3. Open ICWClient.msi and complete the Ivanti Content Wizard Client Setup.

i) Ivanti® Content Wizard Client Setup M

Welcome to the Ivanti® Content Wizard
Client Setup Wizard

The Setup Wizard will install Ivanti® Content Wizard Client
an your computer, Click Next to continue or Cancel to exit
the Setup Wizard,

ICW Client is installed.

Proceed to "Registering with Linux Vendors" on the next page.
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Registering with Linux Vendors

Before your Air Gap Provider can download Linux patch content, you have to authenticate with 3rd-
party Linux vendors. Configure your Provider to authenticate with Credentials Manager, a utility that
connects with different Linux vendors and authenticates for you when Endpoint Security replicates.

1. Open a command prompt.

2. Change directories to C:\Program Files (x86)\HEAT Software\EMSS\Replication Services.

= Administrator: Command Prompt

icrosoft Windows [Uersion 6.2.92001
(¢ 2012 Microsoft Corporation. All rights reserved.

sUszerssAdninistratorreds
nod "Program Files (xB62>SWHEAT Sof twaremEMSS5“Replication Services"
SmProgram Files <(x86>-HEAT Software-~EME5“Replication Services>

3. Enter the following usage based on the versions of Linux you are supporting.

credentialsmanager.exe /source:vendor /release:0Sversion
/arch:processorarchitecture /u:username /p:password
/hostname:airgapprovidername

« Ifyou are supporting CentOS endpoints, you do not need to register.

« Foradditional help with usage, refer to "Credentials Manager Usage Reference" on
page 42.

« Repeat this command for each operating system you're supporting.
4. Enter yes to use SSL communication.

Close the command prompt.

Continue to "Configuring Linux Caching on the Provider" on the next page.
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Configuring Linux Caching on the Provider

Configure Endpoint Security to download Linux patch binaries for each patch released since your last
Air Gap Update.

1. Create the following folder at the root of your drive:

C:\Basic Linux NCA Air Gap Solution.

View 3
Sort by 3
Group by *
Refresh
Paste
Paste shortcut
Undo Delete Ctrl+Z
Share with *
Mew k | . Folder
Properties @]  Shortcut
|&| | Bitmap image
Contact
= | Rich Text Document
| | Text Document
|4y | Compressed (zipped) Folder
. inetpub 47372013 1:38 AM File folder

[Basic Linux NCA Air Gap Selution

| 5/11/20165:25PM  File folder

-,."Perchugs

T/26/2012 12:44 AM  File folder

ivanti
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2. From Windows Explorer, browse to the following location on your USB thumb drive that
includes the Air Gap Toolkit:

HEAT AirGap Toolkit 8.5.0.40\Tools\Endpoint Security
\00000000-0000-0000-0000-000000000000\LinuxNCA.

miEn-=|

Home Share View

®© - 1 | i « Tools » EMSS » 0DODODOD-0000-0000-0000-000000000000 » LinuxNCA v c,| | Search LinuxNCA

P

X Favorites MName Date modified Type Size

B Desktop [ populateCache 5/19/2016 12:34 PM  Application
j Downloads D PopulateCache.exe.config 5/19/201612:34 PM  CONFIG File
“El Recent places

[ Libraries
@ Documents

Ji Music
[ Pictures
B videos

L Computer

f! MNetwork

Page 14 of 47

ivanti



Ivanti Endpoint Security: Air Gap Linux Patching Guide

3. Open PopulateCache.exe.config in a text editor.

(7] populateCache 11/16/2015 1:32 PM Application
| || PopulateCache.exe.config 5/11/2016 6:04 PM COMFIG Fild
Open with
Share with L

Restore previous versions

Send to L
Cut

Copy

How do you want to open this type of file
(.config)?

m Motepad B

More options

4. Change the following <add/> tag from this:
<add key="xmlActiveProcessingPath" value="c\AirGap\Archive"/>

to this:

<add key="xmlActiveProcessingPath" value="C:\Basic Linux NCA Air Gap Solution"/>

<l --Tnstall specific items-->
<add key="xmlActiveProcessingPath" wvalue="c:\Basic Linux NCA Air Gap Selution"/

5. Save the text file and close it, but leave the Windows Explorer instance open (you'll be copying
files from this instance to another one).
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6. Open asecond instance of Windows Explorer. Browse to C:\Program Files (x86)\HEAT
Software\EMSS\Replication Services.

Haome Share

View

v @

®

- 4t |,L. <« HEAT Software » EMS5 » Replication Services

v & | | Search Replication Services

2|

¢ Favorites

B Desktop
8 Downloads
(Ef] Recent places

= Libraries
Documents
Jl Music
[E5] Pictures
E Videos

L Computer

G“! MNetwork

81 items

£
MName

[27 CredentialsManager

|£| Distribution. Framework.dll

|§| Distribution.Replication.Client. Connectiv...
[ Distribution.Replication.Client.Console
E Distribution.Replication.Client. Console.exe
|§| Distribution.Replication.Client.DataAcces..,
|3| Distribution.Replication.Client.Handlers.dll
m Distribution.Replication.Client.Service

E Distribution.Replication.Client. Service.exe
%] Distributien.Replication.Messages.dll

%] Distribution.Scheduler.dil

\%| Distribution.SchedulerV2.dll

%) Distribution. Tasks.Client.Server.dll

@] Distribution. Utilities.dll

| ExtendedBinaryDownloadLocations

| fhelient.dll

m GenerateRedHatSystemld

Py

Date modified
3/11/2016 11:46 AM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
9/23/2015 6:30 AM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
472872016 1:48 PM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
5/12/2016 1:31 PM
9/23/2015 6:30 AM
3/11/2016 11:46 AM

Type
Application

Application extens..,
Application extens...

Application
COMFIG File

Application extens..,
Application extens...

Application
COMFIG File

Application extens...
Application extens..,
Application extens...
Application extens...
Application extens...

XML Document

Application extens...

Application

Size i

7. Copy the following files from the USB thumb drive and paste them in the Replication Services
folder (Air Gap Provider).

o PopulateCache.exe

« PopulateCache.exe.config

8. Copy the CacheManagerinstaller folder from the Replication Services folder (Air Gap Provider)
and paste it in the LinuxNCA folder (USB thumb drive).

You must move this folder to the Air Gap Client later, so move it to your USB thumb drive now

while it's convenient.

9. Close the Replication Services folder.

Proceed to "Air Gap Client Linux Patch Configuration Overview" on the next page.

ivanti
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Air Gap Client Linux Patch Configuration Overview

To patch Linux endpoints in your air gap network, you must make configurations to your Air Gap
Client so that it can receive Linux patches.

Each procedure listed below is performed from your Air Gap Client. Review this list to form a basic
understanding of each procedure that you'll perform.

o Before you start, review the "Air Gap Checklist" on page 6. Make sure you have all the
materials you'll need.

1. "Installing the ICW Server on the Client" on the next page

The lvanti Content Wizard (ICW) Server is also used on your Air Gap Client to import patch
content. Install the ICW Server on your Air Gap Client so it can receive patch content updates.

2. "Installing the ICW Client on the Client" on page 20

Install the lvanti Content Wizard (ICW) Client on your Air Gap Client so that you can interact
with the ICW Server using a console.

3. "Configuring the Linux Caching on the Client" on page 21

Configure your Air Gap Client so that it can receive Linux patch content from your Air Gap
Provider.
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Installing the ICW Server on the Client

The Ivanti Content Wizard (ICW) Server is also used on your Air Gap Client to import patch content.
Install the ICW Server on your Air Gap Client so it can receive patch content updates.

To Install the ICW Server on your Air Gap Client

1. Make sure that the USB thumb drive containing the Air Gap Toolkit is
connected.

2. Open Windows Explorer and browse to the USB thumbdrive.
3. Within the thumb drive, browse to Ivanti AirGap Toolkit 8.5.0.40\Software.
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4. Open ICWServer.msi and complete the Ivanti Content Wizard Server Setup.

i lvanti® Content Wizard Server Setup \;‘i-

Welcome to the Ivanti® Content Wizard
Server Setup Wizard

The Setup Wizard will install Ivanti® Content Wizard Server
on your computer, Click Next to continue or Cancel to exit
the Setup Wizard.

Back | Mext | | Cancel

If you receive the following error, refer to "Troubleshooting” on page 41:

[l Windows Features

The following feature couldn't be installed:

NET Framework 3.5 {includes NET 2.0 and 3.0)

Windows Server roles and features cannot be automatically installed or uninstalled via the
Windows Features Control Panel.

To install Windows Server roles and features, start Server Manager, or use the Server Manager
cmdlets for Windows PowerShell. For more information, see:

Close

ICW Server is installed.

Proceed to Installing the ICW Client on the Client.
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Installing the ICW Client on the Client

Install the lvanti Content Wizard (ICW) Client on your Air Gap Client so that you can interact with the
ICW Server using a console.

To Install the ICW Client on your Air Gap Client

1. Open Windows Explorer and browse to the USB thumbdrive.
2. Within the thumb drive, browse to Ivanti AirGap Toolkit 8.5.0.40\Software.

3. Open ICWClient.msi and complete the Ivanti Content Wizard Client Setup.

i) Ivanti® Content Wizard Client Setup M

Welcome to the Ivanti® Content Wizard
Client Setup Wizard

The Setup Wizard will install Ivanti® Content Wizard Client
an your computer, Click Next to continue or Cancel to exit
the Setup Wizard,

ICW Client is installed.

Proceed to "Configuring the Linux Caching on the Client" on the next page.
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Configuring the Linux Caching on the Client

Configure your Air Gap Client so that it can receive Linux patch content from your Air Gap Provider.

1. Open your Start Page or Start Menu. Search for Services, and then open it.

A p pS Results for “services”

Internet
Information...

Microsoft Azure
Services

Component
Services

Search
Apps

services

Apps
n Settings
E Files

Internet Explorer

2. Stop the Replication Service. Then minimize the Services dialog (you'll need it later).

7 FEFTOTE PTOCEAUNE Cal [RF... T VVITowWs.
“; Remote Registry Enables rem...
'3 Replication Service Wl
- Resultant Set of Policy Pro Start
+; Routing and Remote Acce Stop

RPC Endpoint Mapper Fause g
+; Secondary Logon e
o Secure Socket Tunneling F

: [ Restart

Sy Security Accounts Managg
CF Cepver All Tasks ]
o Shell Hardware Detection Befrech
w0 Smart Card g
v 3mart Card Rernowval Palic ]

SNMP Trap Help
. Software Protection Enables the ...

ivanti
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HEAT AirGap Toolkit 8.5.0.40\Tools\Endpoint Security
\00000000-0000-0000-0000-000000000000\LinuxNCA.

NiEn=<|

Home

View

3. From Windows Explorer, browse to the following path on the your USB thumb drive:

@ - 4 |j, <« Tools » EMS5 » 00000000-0000-0000-0000-000000000000 » LinuxMNCA

W 0| | Search LinuxMNCA

ﬁ Favorites

B Desktop
8 Downloads
“El Recent places

[ Libraries
@ Documents

Ji Music

[ Pictures

B videos
L Computer

f! MNetwork

86 items

Pe
MName

=] brandinginfo

[5°] BuildProviderXMLSegment

|| BuildProviderMLSegment.exe.config

%) capicom.dll

@ centos_map

&) c32.di

[°] Credentialshanager

%) Distribution.Framewark.dll

%) Distribution.Replication.Client.Connectiv...
[ Distribution.Replication.Client.Console
|| Distribution.Replication.Client. Console.e...

%] Distribution.Replication.Client.Datafcces...

%) Distribution.Replication.Client.Handlers.dll
[5°] Distribution.Replication.Client.Service

|| Distribution.Replication.Client.Service.ex...
%) Distribution.Replication.Messages.dll

%] Distribution.Scheduler.dll

@ Distribution.SchedulerV2.dll

Date modified

3/11/2016 11:45 AM
3/11/2016 11:46 AM
3/11/2016 11:45 AM
9/23/2015 6:30 AM
5/19/2016 4:56 PM
9/23/2015 6:30 AM
3/11/2016 11:46 AM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
9/23/2015 6:30 AM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
4/28/2016 1:48 PM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
9/23/2015 6:35 AM

Type
XML Document

Application
CONFIG File

Application extens...

XML Document

Application extens...

Application

Application extens...
Application extens...

Application
CONFIG File

Application extens...
Application extens...

Application
CONFIG File

Application extens...
Application extens...
Application extens...

Size

2KB

21 KB
1KB
505 KB
38,992 KB
1,748 KB
21 KB
51 KB
2T KB
2T KB
2KB

83 KB
120 KB
I5KB
12KB
4T KB
43 KB
59 KB

ivanti
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4. Open a second instance of Windows Explorer. Browse to C:\Program Files (x86)\HEAT
Software\EMSS\Replication Services.

nipn-|

Haome

View

v @

@ - 1 |j¢. <« HEAT Software » EMSS » Replication Services

v O| | Search Replication Services o |

¢ Favorites

B Desktop
j Downloads

tﬁ Recent places

[ Libraries
Documents
Jl Music
[E5] Pictures
i Videos

L Computer

G“! MNetwork

£
MName

[27 CredentialsManager

%] Distribution.Framewark.dll

@ Distribution.Replication.Client. Connectiv...
[ Distribution.Replication.Client.Console
._3 Distribution.Replication.Client.Console.exe
@ Distribution.Replication.Client.DataAcces..,
@ Distribution.Replication.Client.Handlers.dll
m Distribution.Replication.Client.Service

.3 Distribution.Replication.Client. Service.exe
@ Distribution.Replication.Messages.dll

%] Distribution.Scheduler.dil

@ Distribution.SchedulerV2.dll

@ Distribution. Tasks. Client.5erver.dll

%] Distribution. Utilities.dIl

@ ExtendedBinaryDownloadLocations

| fhelient.dll

Date modified
3/11/2016 11:46 AM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
9/23/2015 €:35 AM
9/23/2015 6:30 AM
9/23/2015 €:35 AM
9/23/2015 6:35 AM
/23/2015 6:35 AM
/2872016 1:48 PM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
/23/2015 6:35 AM
9/23/2015 6:35 AM
9/23/2015 6:35 AM
5/12/2016 1:31 PM
9/23/2015 6:30 AM

Type
Application

Application extens..,
Application extens...

Application
COMFIG File

Application extens..,
Application extens...

Application
COMFIG File

Application extens...
Application extens..,
Application extens...
Application extens...
Application extens...

XML Document

Application extens...

Size i

m GenerateRedHatSystemld

Py

3/11/2016 11:46 AM  Application

81 items

5. Copythe entire contents of the LinuxNCA folder (USB thumb drive) and paste themiin the
Replication Services folder (Air Gap Client).

When prompted, replace the files in the Replication Services folder.

Home e view v e Home share  view v e
[G) = [ << 00000000-0000-0000-0000-000000000000 » LinuNCA v & [[searchLinwica 5] ®© ~ 1 [ <« HEAT Softwere » EMSS » Replicotion Services v & [[search Replication Services 2 |
e Name - Date modified Type Size X Favorites Name - Date modified Type Size 2
B Desktop. % Distribution Framework.dil 11/16/2015 1:32PM__ Application extens. 51Ke] B Desktop. [ CredentialsManager 3/11/201611:46 M Application 21k
8 Dovnloads ) Distibution ReplicationMessagesll  11/16/2015 12 Pl _ Application exens K] 1 Downloads (%) Disibution Framework.di 9/23/2015635AM  Applicaion extens, s1KB
% Recent places ) Distrbution,Uitiesl T1/16/2015 1:32 PM_ Applicstion exten. 59KB % Recent places %) Distibution Replication Client Connecti z AM  Application extens. 77ke
% LMACD.Common.dil 11/16/2015 1:32PM__ Application extens. 95K8| O pistribution Replication Client.Consol /23/: Application 278
3 Libraries 4 LM CryptoAdsptinterface T1/16/2015 1:32 PM_ Applicstion exten. 218 3 Libraries ) Distrbution Replication.Client. Consols Z AM CONFIG File 26 s
[ Documents &) LM.CryptoWrap.dil 11/16/2015 1:32PM_ Application extens. 2k8) [ Docy (8} Distribution Replicati /23/: AM  Application extens. 23K
J, Music %) Microsoft.Practices Enterpriselibrary.Co..  11/15/2015 132 PN Application extens. 32 \ﬂ Distribution.Replication.Client.Handlers.dil ~ 9/23/20156:35AM  Application extens. 120KE
&) Pictures % Microsoft Practices EnterpriseLibrary.Exc... 11/16/2015 132 PN Application extens. 142 k] &) Picty 1 Distribution Replication Client. 123/ Application 35K8
H Videos % Microsoft PracticesEnterpriseLibray Exc..11/16/2015 12 PM_ Applcation exens 51k H Videos ] istibution Replication Clent Sevice.ere  4/28/2016 148 P CONFIG File 128
__ osdepends.sql 11/16/20151:32PM  SQL File 518KB| 2] Distrbution Replication M: . v AM  fpplication extens, ACKB
18 Computer 4] Pltform DataAccess.dll 11/16/2015 1:32PM _ Application extens 63KB 8 Computer (% Distribution.Scheduler.di z AM  Application extens 3K
e St e e 5/ Ditibuton Schedulerv2l 92372015635 AM  Application extens: soke
G Network 7 PopulateCache.exe 5/12/2016418PM__ CONFIG File 2K8, i Network %) Distrbution.Tasks.Clent Serverdil z Application ertens. 35KB
% ReplicationClientCacheManagerinstalldil  11/16/2015 132 PN Application extens. 35K8| % Distribution.Uilties.dil 9/23/2015635AM  Application extens. 59KB
5 ReplicationClientUtiltiesil T1/16/2015 132 PM_ Applicstion extens. 398 (2] BxtendedBinanyDownlosdLocations S/12/2016 131 PM - XML Document 218
7] RunCacheManagerlnstall 11/16/2015 1:32PM_ Application 15K8| 3] fbclient.dil 9/23/2015630AM  Application extens. u9K8
e = T = 7 Genenteechssysemia 3/11/2016 1145 M Application EEES
17items 17 items selected 147 M8 = e =
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6. Switch back to the Services dialog and restart the Replication Service. Close the dialog.

7 REFTOTE PTOCEOUTE WAl [RF... 1T VWITaowes. .,
...-r Remote Registry Enables rem...

E@ Replication Service

. Resultant Set of Polis Start

.,.-r Reouting and Remote Stop

% RPC Endpoint Mapp s unning
..-r Secondary Logon e

S Secure Socket Tunne

.y ; Restart i
S Security Accounts M unning
i, Server All Tasks b lunning
.,.-c Shell Hardware Dete Bibock unning
S Smart Card .

.,.-r Srnart Card Removal b e e

5 SNMP Trap Help

., Software Protection Enables the ...

7. Fromthe Replication Services folder on the Air Gap Client (not the USB thumb drive), run
RunCacheManagerinstaller.exe.

© rhel 311,206 11:45 AM - Hel
||E RunCacheManagerinstall 11/16/2015 1:32 PM Apg
mj RunCacheManagerlinstall. exe 1M1A6/20151:32PM CO

A command prompt window opens and RunCacheManagerinstaller.exe runs quickly, then
closes.

o Does the command line window fail to open? See "Troubleshooting” on page 41.

8. Close the Replication Services folder.

The Air Gap Client is configured to receive Air Gap Updates for Linux.
Both the Provider and Client are configured. You can now begin creating Air Gap Updates for Linux.

Proceed to "Linux Air Gap Updates" on page 25
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Linux Air Gap Updates

This chapter guides you through the standard air gap Linux patching workflow.

An Air Gap Update is a bundle of new Endpoint Security content that is moved from the Air Gap
Provider to the Air Gap Client. Updates include the software that is used to secure your endpoints in
an air gap network. Updates can include any of the following content:

o Windows Patch Content

e Linux Patch Content

« AntiVirus Definitions
Making an Air Gap Update for Linux consists of two parts:

« Creating an Air Gap Update, which takes place on the Air Gap Provider
« Installing an Air Gap Update, which takes place on the Air Gap Client

We recommended making an Air Gap Update every Patch Tuesday, or when a critical security
vulnerability is found that needs to be patched immediately.
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Linux Air Gap Update Creation Overview

This overview summarizes each process required to create an Air Gap Update that includes Linux
patch content.

All procedures in this overview are performed from the Air Gap Provider. There will be another
overview similar to this one for the process of installing the Update on your Air Gap Client.

o Before you start, review the "Air Gap Checklist" on page 6. Make sure you have all the
materials you'll need.

1. "Replicating With the Global Subscription Service" on page 28

Begin by initiating a replication with the Global Subscription Service (GSS), which is a cloud
service for your Endpoint Security Server. You can download the latest:

« License information

« Systemupdates

« Patch content

o AntiVirus definitions

Although this process isn't absolutely required because the Air Gap Provider automatically
replicates once daily by default, we recommend replicating before creating an Air Gap Update.

2. "Caching Linux Patches" on page 31

After replicating to download the latest Linux patch metadata, you need to download the Linux
patch binaries themselves—a process known as caching.

The initial cache download takes a long time (download times vary with your connection
speed).

« We're potentially talking days here. Plan appropriately to allow the download to
complete.

« Before you begin the download, make sure you have enough disk space to complete the
download. We recommend limiting the amount of content that you download by
disabling the Linux repository channels that you don't use. This can be a big time saver.
For more information, see "Configuring Linux Content Channels" on page 41.

« Don't worry if the caching process is taking long; this is expected. Allow the process to
complete uninterrupted.

3. "Exporting Linux Patches" on page 33

Use the Ivanti Content Wizard to export your Linux patches from the Air Gap Provider to your
USB thumb drive.
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4. "Copying Linux Patch Metadata" on page 36

Bring your Linux patch metadata over the air gap so that you can view the Linux patches on
your Air Gap Client and deploy them. Begin this process by copying the Linux patch metadata
on your Provider to a USB thumbdrive.
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Replicating With the Global Subscription Service

Begin by initiating a replication with the Global Subscription Service (GSS), which is a cloud service for
your Endpoint Security Server. You can download the latest:

« License information
« Systemupdates
o Patch content

« AntiVirus definitions

Although this process isn't absolutely required because the Air Gap Provider automatically replicates
once daily by default, we recommend replicating before creating an Air Gap Update.

To Replicate With the GSS

1. Fromthe Air Gap Provider, log into the Endpoint Security Console.

ivanti Endpoint Security ... ..

Discover Review Manage Reports Toals

Administrator | Log Out

.;.': Refresh dashboard widgets to see the latest results. Refresh all (& Print.. |3 Configure dashboard settings..
i [@ server Information - X L,:‘JAgEnt Module Installation Status 2 — % || 12} Un-remediated Critical Vulnerabilities
"n" Company : vanti
2| | serial number: No data available No data available
License replication : 100%
System replication : 100%
Patch / Content replication : 0% [=3 Endpoints with Unresolved Updates 2 - % | = Top 10 Infected Endpoints 2 - X
Package replication : 0 remaining
Auto-download new critical packages : Off No data available Ne results found
Product Licenses:
Product Modul InU Pend Availabl e =z
roduct Module e L) welisble EﬂJAppI\::atwn Library File Assessment
AntiVirus 0 0 25
App Control 0 0 25 Ne results found
Patch 0 0 25
Latest News - X
April 2017 Security Updates
4/11/2017 10:01 AM -5 ()
from Latest News
Microsoft Replaces Security Bulletins
4/11/2017 10:00 AM =5
from Latest News
EMSS 8 5: RedHat customers: Read before upgrading v
11/10/2016 8:00 AM >

Server Name: A7-TP-WIN2012-2

- a
ivanti Date & Time 4/20/2017 4:41:12 PM
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2. Fromthe Navigation Menu, select Tools > Subscription Updates.

Toaols

Users and Roles
Change My Password...
Download Agent Installer..

Launch Installation Manager...

Subscription Updates

Enterprise Reporting Servicesr

Directory Sync Schedule
Wake on LAN

Database Maintenance
Drevice Control

Email Motifications

Options

Click Update Now.

Tools > Subscription Updates

Save | Reset

Infe

Configure...

Launch Installation Manager...

Export

Subscription Service ion

Replication Host: ~ cdn.securegss.netid43

Replication Status: Slesping

Account ID: 6c2cd0d1-Obbe-43a1-b551-47c95f09dd75

Communication Interval: 1Day at | 13:30 ™ |(24-hour)

Last Poll:

5/13/2016 2:30:37 PM

4. Make sure System and License Replication is selected and then click OK.

=1 Ivanti Endpoint Security

Fay e 4 3 R 5.
A !\ Replication will begin immediately.

Select the replication type vou want to update:

Wi System and License Replication
This action will retrieve all license, system, patch/components, patch/content and patch/os
packs changes since the last replication with the Global Subscription Service. This process may
take several minutes and no DAU tasks will run during this time.

[] AntiVirus Engine & Definition Update
This action will retrieve any new AntiVirus engine and definition files available since the last
schaduled attempt with the Global Subscription Service.

OK

Cancel
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Page 29 of 47




Ivanti Endpoint Security: Air Gap Linux Patching Guide

5. Watch the window and wait for patch replication to complete.

Patch f OS% Packs

Patch f Content

Patch / Components

Completed

Completed

Completed

Continue to "Caching Linux Patches" on the next page.

ivanti

Page 30 of 47



Ivanti Endpoint Security: Air Gap Linux Patching Guide

Caching Linux Patches

After replicating to download the latest Linux patch metadata, you need to download the Linux patch
binaries themselves—a process known as caching.

The initial cache download takes a long time (download times vary with your connection speed).

o We're potentially talking days here. Plan appropriately to allow the download to complete.

« Before you begin the download, make sure you have enough disk space to complete the
download. We recommend limiting the amount of content that you download by disabling the
Linux repository channels that you don't use. This can be a big time saver. For more
information, see "Configuring Linux Content Channels" on page 41.

« Don't worry if the caching process is taking long; this is expected. Allow the process to
complete uninterrupted.

To Cache Linux Patches
1. From your Air Gap Provider, open a command console.

2. Change directories to the Replication Services folder:
C:\Program Files (x86)\HEAT Software\EMSS\Replication Services\
If you have your USB thumb drive connected, you can also change to the following directory on
your thumb drive (either one will work):

Ivanti AirGap Toolkit 8.5.0.40\Tools\000000000-0000-0000-000000000000\LinuxNCA\

=X Administrator; Command Prompt

icrosoft Windows [Uersdion 6.2.92001
(c» 2012 Hicrosoft Corporation. All rights reserved.

SUserssAdninistratorrods
:»>oed "Program Files (xB86>\HEAT Software~EMS55-Replication Services"
nProgram Files (xB86>~HEAT Software~EMS5“Replication Services>
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3. Enter the following command: PopulateCache.exe /verbose=true

B Administrator: Command Prompt

icrosoft Windows [Uersion 6.2.928081]
(c>» 2012 Microsoft Corporation. All rights reserved.

ssUserssAdministrator>ods
:soed "Program Files (x86>“HEAT Software-~EM35“\Replication Services'

BE |

:~Program Files <(xB6>HEAT Software~EMSE5“Replication Services>PopulateCache.exe
sverhose=true_

4. Continue through the prompts and wait for the download to complete. When the download
finished, close the command prompt.

o Don't disturb your initial cache download. Don't do it.

Continue to "Exporting Linux Patches" on the next page.
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Exporting Linux Patches

Use the Ivanti Content Wizard to export your Linux patches from the Air Gap Provider to your USB
thumb drive.

To Export Linux Patches
1. Make sure you have a USB thumb drive connected to your Air Gap Provider.

2. Open ICW Client and connect to the ICW Server.

- - #w— ContentWizard
Ivantl el powered by Heat

Login Proocy

Server URL:

| http:#<Content\WizardServer=

Uzername:

|An|:lmin istrator

Password:

=

[ ] Remember my password
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3. Select File > Export Wizard.

Mew Ctrl+M
Open... Ctrl+0
Delete... Ctrl+L
Save Ctrl+5
Save Copy

Export Wizard Ctrl+E
Import Wizard  Ctrl+|
Exit

ivanti
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4. Use the Export Wizard to export your Linux patches to your USB thumb drive.
o Forthe first Air Gap Update you create, don't select any filter option. Just Click Go.

« Ifyou're making a follow up Air Gap Update, use the modification date filter to find only
patches that have been cached since your previous Air Gap Update.

Export Patches
Zelect the patches that should be exp

& Patches Found
Title Impact Cached |~
E A - Deployment Test and Diagnostic Package Critical True
IE QA-TEST LPR Test Patch 1 Critical - ... True
IE QA-TEST LPR Test Patch 3 Critical - ...  True
E M510-018 Security Update for Movie Maker &... Critical - ...  True
E A - Deployment Test and Diagnostic Package ... Critical - ...  True
IE MS10-016 Security Update for Movie Maker ... Critical - ... True
IE QA-TEST LPR Test Patch 2 Critical - ... True

<] |

| Check Al | |Un-::heckAII|

Fitter Optionz
Show Vulnerabiltes named |

from this Vendor |—A" =

with a State of |—AII E

[ ] with this modification date |== w || 5y 42017

5. Close the Ivanti Content Wizard Client.

Your Linux patch content is transferred to the USB thumb drive.

Continue to "Copying Linux Patch Metadata" on the next page.
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Copying Linux Patch Metadata

Bring your Linux patch metadata over the air gap so that you can view the Linux patches on your Air
Gap Client and deploy them. Begin this process by copying the Linux patch metadata on your Provider
to a USB thumbdrive.

To Copy Linux Patch Metadata

1. Make sure you have a USB thumb drive connected to your Air Gap Provider.

2. From Windows Explorer, browse to C:\Program Files (x86)\HEAT
Software\EMSS\Content\00000000-0000-0000-00000000000\.

3. Open asecond instance of Windows Explorer. Browse to your USB thumb drive.
4. Copy the following folders from your Air Gap Provider to your USB thumb drive:

o Linux

« repository

Home Share View

© » [l « Content » 0000000O-0000-0000-0000-D0D000000000 » v & | [ search 00000000-0000-0000-0... P |

-

Y Favorites Name Date modified Type Size

B Desktop . EndpeointComponents 5/4/2016 1:30 PM File folder
i Downloads j GssComponents 5/12/2016 1:31 PM File folder
(E_E_l Recent places . Linux 5/12/2016 1:30 PM File folder
| ModuleComponents 4/29/2016 1:30 PM  File folder
7 Libraries . O5PX5taging 51272016 1:31 PM  File folder
@ Documents | | repository 5/13/2016 3:35 PM File folder
J’ Music
[E5] Pictures
B videos

il Computer
i, Local Disk (C:)

G"- Network

Gitems 2 items selected

Your Linux patch metadata is moved to your USB thumb drive.

Continue to "Linux Update Installation Overview" on the next page.

Page 36 of 47

ivanti



Ivanti Endpoint Security: Air Gap Linux Patching Guide

Linux Update Installation Overview

This overview summarizes each process required to install a Linux Air Gap Update on your Client.

All procedures in this overview are performed from the Air Gap Client.

o Before you start, review the "Air Gap Checklist" on page 6. Make sure you have all the
materials you'll need.

1. "Importing Linux Patch Content” on the next page

On your Air Gap Client, import the Linux patches that are on your USB thumb drive.

2. "Installing Linux Patch Metadata" on page 40

Install the Linux patch metadata that you copied to your USB thumb drive earlier so that you
can view your patches on the Air Gap Client.
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Importing Linux Patch Content

On your Air Gap Client, import the Linux patches that are on your USB thumb drive.
To Import Linux Patch Content

1. Login to your Air Gap Client.

2. Make sure that the USB thumb drive containing your Linux patches is connected to the Air Gap
Client.

3. Open ICW Client and connect to the ICW Server.

- - #w— Content Wizard
Ivantl el powered by Heat

Login Proxy

Server URL:

| hitp:#f=ContentWizardServer=

Username:

|An|:lmin istrator

Password:

e

[ ] Remember my password
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4. Select File > Import Wizard.

File

Mew Ctrl+M
Open... Ctrl+0
Delete... Ctrl+L
Save Ctrl+5
Save Copy

Export Wizard Ctrl+E
Import Wizard  Ctrl+|

Exit

5. Use the Import Wizard to import the Linux patches on your USB thumb drive.

Select Patches
Select the patches that will be _'

wie Maker 6.0 for Windows 3 75561).plfz
rity Update for Movie Maker 6.0 for Winde izta for x64-bazed Systel
ity Update for Microsoft Visual C++ 2008 Servic 1 Redistributable
(QA-TEST LPR Test Patch 1.plfz
’ LPR Test Patch 2.plfz
(1&-TEST LPR Test Patch 3.plfz

| EX

[ ] Werify Digital Signature

6. When you're done, close the ICW Client.

Your Linux patch content is imported to your Air Gap Client.

Continue to "Installing Linux Patch Metadata" on the next page.
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Installing Linux Patch Metadata
Install the Linux patch metadata that you copied to your USB thumb drive earlier so that you can view

your patches on the Air Gap Client.

1. From Windows Explorer, browse to C:\Program Files (x86)\HEAT
Software\EMSS\Content\00000000-0000-0000-00000000000\.

2. Open asecond instance of Windows Explorer. Browse to your USB thumb drive.
3. Copy the following folders from your USB thumb drive to the Air Gap Client.

o Linux
» repository

4. Close each instance of Windows Explorer.

Your Linux patch metadata is installed on your Air Gap Client.
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Appendix

This appendix contains reference information for edge-case scenarios and troubleshooting related to
your air gap Endpoint Security installation.

Troubleshooting

There are a few parts during air gap configuration that are prone to trouble. Hopefully this help topic
can get you through them:)

When I try to execute RunCacheManagerlinstall.exe, nothing happens

Cause: RunCacheManagerinstall.exe may not be is the correct folder. Make sure that the file is in the
following path before running it:

C:\Program Files (x86)\HEAT Software\EMSS\Replication Services

Solution: Move RunCacheManagerlinstall.exe into the correct folder. Then retry opening it.

Configuring Linux Content Channels

For Air Gap customers that patch Linux endpoints, Ivanti recommends configuring the Linux content
channels before running PopulateCache.exe. This practice offers the following benefits:

o Reduced total size of Air Gap Updates including Linux patches.

o Improved caching times while running PopulateCache.exe.

« Reduced number of nonessential patches on the Air Gap Client.

Configure your Linux Content Channels by editing the RepositoryList.xml file on the Air Gap Provider.
This file can be opened from the following path:

C:\Program Files (x86)\HEAT Software\EMSS\Content\00000000-0000-0000-
000000000000\Linux\RepositoryList.xml

To Configure Linux Content Channels

Open the RepositoryList.xml file. You can subscribe (or unsubscribe) to different content channels by
changing the authorized attribute for a given Linux release.

o To subscribe to a channel, edit the attribute to authorized="true"

o To unsubscribe from a channel, edit the attribute to authorized="false"

o You must manually edit this file each time prior to running PopulateCache.exe. Each
replication with the Global Subscription Service resets the file to its default values.

Example XML

<?xml version="1.0" encoding="utf-8"?>
<repositories xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
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xmins:xsd="http://www.w3.0rg/2001/XMLSchema">
CHANNEL AUTHORIZED SET TO "false"

<repository vendor="RedHat" arch="i386" version="3" release="AS">
<channel authorized="false">rhel-i386-as-3<channel>

</repository>

<repository vendor="RedHat" arch="x86_64" version="3" release="AS">
<channel authorized="false">rhel-x86_64-as-3<channel>

</repository>

<repository vendor="RedHat" arch="i386" version="3" release="ES">
<channel authorized="false">rhel-i386-es-3<channel>

</repository>
< <channel authorized="false">rhel-x86_64-es-3<channel>

</repository>

<repository vendor="RedHat" arch="i386" version="3" release="WS">
<channel authorized="false">rhel-i386-ws-3<channel>

</repository>

<repository vendor="RedHat" arch="x86_64" version="3" release="WS">
<channel authorized="false">rhel-x86_64-ws-3<channel>

</repository>

<repository vendor="RedHat" arch="i386" version="4" release="AS">
<channel authorized="false">rhel-i386-as-4<channel>

</repository>

CHANNEL AUTHORIZED SET TO "true"

<repository vendor="CentOS" arch="i386" version="4" release="Server">
<channel authorized="true">centos-4-i386<channel>

</repository>

<repository vendor="CentOS" arch="x86_64" version="4" release="Server">
<channel authorized="true">centos-4-x86_64<channel>

</repository>

<repository vendor="CentOS" arch="i386" version="5" release="Server">
<channel authorized="true">centos-5-i386<channel>

</repository>

<repository vendor="CentOS" arch="x86_64" version="5" release="Server">
<channel authorized="true">centos-5-x86_64<channel>

</repository>

</repositories>

Credentials Manager Usage Reference

Credentials Manager Commands and Parameters

Use the following parameters in conjunction with the CredentialsManager.exe command.
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Parameter Description

source The Linux vendor that you are supporting.

« redhat | oracle|solaris | hpux | suse

u Your user name for the Linux vendor portal.

P Your password.

hostname The hostname of your Air Gap Provider.

release The version of Linux that you are supporting.

o redhat: 5Server | 5Client | 6Server | 6Workstation
o oracle:4|5|6

arch The processor architecture of the operating system that you are supporting.
» i386|x86_64
path The path where the Air Gap Provider will store the system ID assigned by the Red Hat
Network.
export Exports the Red Hat Network Certificate Authority certificate to the current
directory.
a (SUSE only)

The account type. Use the SUSE9 value for SUSE 9 support, and use MIRROR value
for SUSE 10 and 11 support.

« SUSE9 | MIRROR

? Shows usage for the CredentialsManager.exe command and its parameters.

Credentials Manager Usage Examples
« Usage in bold denotes required commands and parameters.

o Usagein italics denotes a variable that applies to your environment.

Redhat

CredentialsManager.exe /source:redhat
/u:redhatNetworkLogin /p:redhatNetworkPassword
/hostname: airGapClientHostname
/release:5Server|5Client|6Server|6Workstation /arch:i386|x86 64
/path:systemIDPath /export

Oracle

CredentialsManager.exe /source:oracle
/u:oracleLinuxNetworkLogin /p:oraclelLinuxNetworkPassword
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/hostname:airGapClientHostname /csi:oracleCSI
/release:4|5|6 /arch:1i386|x86 64 /path:systemIDPath

Solaris

CredentialsManager.exe /source:solaris
/u:oracleUsername /p:oraclePassword

HP-UX

CredentialsManager.exe /source:hpux
/u:HPITResourceCenterUser /p:HPITResourceCenterPassword

SuSE

CredentialsManager.exe /source:suse
/u:novellLogin /p:novellPassword
/a:MIRROR|SUSE9
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Glossary

A

Air Gap

A highly secure computing environment where a network of computers is
isolated from other networks, and most often, from the Internet. This practice
significantly reduces the attack surface of endpoints within the air gap, and is
used most often in industries that handle sensitive information, such as the
defense industry.

Air Gap Client

An Endpoint Security Server in an air gap environment that secures the
endpoint in your air gapped network. The Air Gap Client is not connected to the
Internet. Since the Client has no Internet connection, it relies on the Air Gap
Provider to move system updates and content over the air gap.

Air Gap Hotfix

A utility that moves Endpoint Security binaries and modules on to an Air Gap
client. This utility copies all the files necessary to complete an air gap install or
upgrade, and then the user opens Installation Manager to complete the module
installation.

Air Gap License Tool

A utility used to import a license for an Endpoint Security Server operating in an
air gap network.

Air Gap Provider

An Endpoint Security Server that's connected to the Internet in an air gap
environment. This server downloads Endpoint Security system components and
content from the Internet. These components and content is then moved across
the air gap to the Air Gap Client, which then uses this content to secure your air
gap endpoints.

ivanti
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Air Gap Toolkit
A bundle of software that includes tools, utilities, and scripts needed to
configure and maintain an Endpoint Security Server that's disconnected from
the Internet.

AirGapScript.sql
A script that disables the replication process on an air gap Endpoint Security
Server (also known as an Air Gap Provider). The script prevents the Air Gap
Provider from trying to communicate and download content from the cloud.

C

caching
The process of downloading patch content binaries from the Global
Subscription Service. You can cache either Windows or Linux content.

Credentials Manager
A utility that connects to different Linux vendors and passes on the credentials
that you've purchased from the vendor. When you replicate with the Global
Subscription Service or cache Linux content, Endpoint Security passes your
credentials to the vendors so that Endpoint Security download Linux patch
metadata and binaries.

D

Dependencies.sql
A script that installs Endpoint Security prerequisites on a server that doesn't
have Internet access.

G

Global Subscription Service
A cloud server that hosts Endpoint Security system data, patch content, and
antivirus content.
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ImportEndpointManifest.exe
A utility used to enable new versions of the Endpoint Security Agent included in
an air gap update. Use this tool after installing or upgrading an air gap Endpoint
Security Server (also known as an Air Gap Client).

Ivanti Content Wizard
A utility used to create your own patches for Endpoint Security. This tool lets
you add patches and additional files that check for prerequisites. In air gap
networks, Ivanti Content Wizard is used to bundles patches and then move
them into your air gap network.

R

Replication
The synchronization process between the Endpoint Security Server and the
Global Subscription Server. During this process, Endpoint Security downloads
the latest Endpoint Security system updates, patch content, and antivirus
content. Depending on how much content you are licensed for, initial replication
can take as long as an hour. Subsequent replications are much faster.
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