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Caching Proxy Requirements Checklist

Before you begin, make sure you have the following on hand:
Hardware

O A dedicated server that will function as your Caching Proxy.
O A hard disk with a low random seek time (3ms or less) and large disk cache.
O Large amount of RAM. We recommend 32 MB of RAM for every GB of disk space.

Third-party software

O Download Squid 3.5.x for Microsoft Windows from http://squid.diladele.com/.
Currently only a 64-bit version is available.

Diladele B.V. releases new versions of the Squid Caching Proxy MSI
regularly. You can use any 3.5.x version but only versions 3.5.18 through
3.5.20 were officially tested to be compatible with Ivanti Endpoint Security.

O Notepad++ or similar text editor .
O An htpasswd generator to encrypt usernames and passwords.
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Install Squid 3.5.x

Install Squid on the server you plan to use as your caching proxy.

1. Get the Squid MSI from http://squid.diladele.com/. Currently only a 64-bit version is
available.

2. Log on to the server that you'll use as your caching proxy.
3. Copy the Squid 3.5.x MSI to the server.
4. Browse to the installer (squid.msi) and open it.
5. Complete the wizard. Take note of the installation path, as you'll be editing files
within it during configuration. The default path is: c: \Squid\
r‘_ﬁ' Squid Setup - =y g =l — )
Destination Folder
Click Mext to install to the default folder or dick Change to choose another,
Install Squid to:

Back ][ Mext ] [ Cancel

The install process can take up to 5 minutes. A Squid for Windows icon appears in the
system tray when finished.

4:06 PM
11/16/2016

& .T |.*' ':J=:| |':::I
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Configure Squid

Configure Squid

Add and modify parameters using a text editor like Notepad++ to configure Squid for
your environment. You'll need to stop and start Squid to activate the changes.

You cannot use a configuration file from an earlier Squid version as it is not
compatible with 3.5.x.

Step 1: Stop the Squid service

Stop the proxy server using the Squid system tray icon right-click menu.

Open Squid Configuration
Open Squid Folder

Start Squid Service
Stop Squidgervice

g
About

Exit

Step 2: Open the squid. conf file in a text editor

1. Open the Squid Folder using the Squid system tray icon right-click menu.

Open Squid Configuration
| Open Squd Folder |
LAy

Start Squid Service

Stop Squid Service

About

Exit

- [z T

2. Open \etc\squid\squid.conf in Notepad ++ or similar text editor.
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Step 3: Add and modify parameters

1. Add the lines below to the top of the file. They're parameters for setting up basic

authentication in Squid.

# Squid for windows with or without Authentication

auth param basic program C:\Squid\lib\squid\basic ncsa auth.exe C:\Squid\etc\squid\.htpasswd
auth param basic children 5

auth param basic realm Squid proxy-caching web server

auth param basic credentialsttl 2 hours

auth param basic casesensitive on

acl basic port myport 3128
acl basic proxy auth REQUIRED
acl none port myport 8080

http access allow none port
http access allow basic basic port
http access deny all

M=
g C\Squid\etc\squidisquid.conf - Notepad++ [Administrator]

File Edit Search View Encoding Language Settings Macre Run  Plugins Window 7
cEHHBRLEl Dotk xx|BE| = 1E
=] squid .conf E3 |

# Squid for windows with or without Authentication

N S R R ORI == | R

auth_param basic program C:\Squid\lib\sguidibasic_ncsa_auth.exe C:\Sguid\etc\squid\.htpasswd

WoLa R

auth_param basic children 5
auth_param basic realm Squid proxy-caching web server
auth param basic credentialsttl 2 hours

o ot

auth_param basic casesensitive on

acl basic port myport 3128
acl basic proxy auth REQUIRED
acl none_ port myport 8080

=k
(ST

http access allow none_port
1 http access allow basic basic_port

[T TR R

15 jhttp access deny all

1 #

H 17 # Recommended minimum configuratiom:
18 #

Ml 1
2 # Example rule allowing access from your local networks.

| 21 # Rdapt to list your (internal) IP networks from where browsing

Ml =22 # should be allowed

I 22
24 acl localnet src 10.0.0.0/8 # RFC1318 possible internal network

£ 25 acl localnet src 172.16.0.0/12 # RFC1918 possible internal network
26 acl localnet src 192.168.0.0/16 # RFC1918 possible internal network

| 27 acl localnet src £cO0::/7 # RFC 4193 local private network range
28 arl laralnatr are Fafifi-: /10 £ DFF 42081 1ink-Tnral fdireartly nlarredl machinas
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2. Make sure the file paths in the auth_param basic program line match your install
directory. They point to the authentication helper program and the .htpasswd file
you'll create later.

Qf' ChSquidietc\squid\squid.conf - Motepad++ [Administrator]

File Edit 5earch View Encoding Language Settings Macro Run  Plugins Window 7
o'.] =] elal| Dlé’) |ﬁﬂbﬂ| % 3|‘—'.‘I.C_‘|.|§" -Lj@'—l‘
[=] squid .conf E]I

# Squid for windows with or without Zuthentication

auth param basic progranm C:\Sguid\lib\squidibasic ncsa auth.exe C:\Sguid\etc\squid\.htpasswd

auth param basic childrefll o
auth param basic realm Squid proxy-caching web server

auth param basic credentialstcl 2 hours

(. PO T TR S T %

auth param basic casesensitive on

2 acl basic port myport 3128
10 acl basic proxy auth REQUIRED
11 acl none port myport 5080

L= htto access allow none Dort

3. Under # Squid normally listens to port 3128, add http_port 8080 directly below
http_port 3128. 8080 is a listener port commonly used by proxy servers.

# And finally deny all other access to this proxy
http access deny all

# Squid normally listens to port 3128

T O Y SR FUR R

http port 3128
http port 8080

2  # Uncomment the line below to enable disk caching - path
#cache dir aufs /cygdrive/d/squid/cache 3000 16 256
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4. Uncomment (remove the #) from the line #cache_dir aufs
/cygdrive/d/squid/cache 3000 16 256 and change the path to point to the cache
folder [c:/squid/var/cache. This enables disk caching, reducing the network load
for low-bandwidth remote locations.

You must create a Squid caching structure in the cache folder for this to
work. We'll do that in Step 4.

5 # Sguid normally listens to port 3128
TE http port 3128

T8 # Uncomment the line below to enable disk caching - path format is /cygdrive,/<full path to cache folder;
a kache_dir aufs c:/squid/var/cache 3000 1& 256]

# Leave coredumps in the first cache dir
coredump dir /var/cache/squid

(PO R T |

5. At the very bottom of the file, add and set the maximum_object_size parameter.
Without it, Squid, by default, will only cache files up to 4 MB in size.

LTLliTou pELLTL . v eww Toew
dns nameservers 8.8.8.8 208.67.222.222

max_ filedescriptors 3200

80 [maximum_object_size 200 MB ]

6. Save thefile.

« Your changes don't take effect until you restart the proxy server.

« Squid offers more configurable options than are visible in the
squid.conf file provided by Diladele B.V. See the Squid configuration
file documentation for more information.

« Option descriptions can also be found in
c:\Squid\etc\squid\squid.conf.documented (openin
Notepad ++ or similar text editor).


http://www.squid-cache.org/Versions/v3/3.5/cfgman/
http://www.squid-cache.org/Versions/v3/3.5/cfgman/

Step 4: Create the Squid caching folder structure

1. Make sure the cache folder c:\\squid\var\cache exists.
2. Run the Squid Terminal shortcut on your desktop as an administrator.
3. Execute the command: squid.exe -z

F

BN Administrator Squid Terminal

~esult: A folder structure is created for storing cached data in: ¢:\squid\var\cache

oo 10/31/2016 6:45 PM File folder
oA 10/31/20165 6:45 PM File folder
1] 10/31/2016 6:45PM File folder
oc 10/31/2015 6:45 PM File folder
oD 10/31/2016 6:45PM File folder
0E 10/31/20165 6:45 PM File folder
oF 10/31f2016 5:45PM File folder
01 10/31/2016 6:45PM File folder

Step b: Create a file to store encrypted usernames and passwords for
authentication

1. Encrypt your username and password in the htpassword format. Use a generator of
your choice.

htpasswd entry created

Copy the text below into your . htpasswd file.
Remember: One entry per line.
| pdmin:$apri§SHghbrokskT8BOCfLdzqusHSTpgSkal |
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2. Paste the encrypted string into a text editor and create an .htpasswd file. Use the
Save as type All types (*.*)when doing this in Notepad++.

a4 SNOMCUT
P 1023 bytes

File name: htpasswd -

Save as type: [AII types %) vl

3. Copy the ready .htpasswd file into [c:\Squid\etc\squid.

b Squid b etc b squid

ire with = Burn Mew folder
Mame Date
|| htpasswd 1/6/21
__ squid.conf.documented 12/20
[j cachemgr 2/18/.
|| cachemgr.conf.default 2718/,

Step 6: Copy your HOSTS file into Squid

1. Update your HOSTS file in c:\Windows\System32\drivers\etc\ as required. For
example, with the proper Hostname and IP Address pair for the Global Subscription

Service (GSS).



2. Copy it to ¢:\Squid\etc\squid.

Squid » etc ¥ sguid

2w folder
Mame Dati
|| hosts 1/6
__| .htpasswd 1/6
| squid.conf.decumented 12/%
1] cachemgr 2f1f

If you don't want to use the HOSTS file method, you can change the
default DNS name servers in the squid. conf file:

a.

C.
d.

Comment out (add a # before) dns_nameservers 8.8.8.8
208.67.222.222.

Add the line dns_nameservers [DNS name server IP address]. If
you have more than one, just separate them with a space.

refresh pattern -1i (/cgi-bin/|[%?) 0 0% O
refresh pattern . 1] 20% 4320
2

#dns nameservers 8.8.8.8 208.67.222

22,222
77 | dns_nameservers 10.120.129.158 165.21.83.88 |

TO maow Filadaoos»rintaro =l Aatal

Save the squid.conf file.
Restart the Squid service.

Step 7: Start the Squid service

Start the proxy server using the Squid system tray icon right-click menu.
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Chapter 3: Configuring Squid

Cpen Squid Configuration
Cpen Squid Folder

Start Squid fervice |

Stop Squid El::'efr'.rice

About

Exit

a = L
~ E |I| I

Test Caching Proxy Server Connectivity

Check that the Server can connect to the Internet and Ivanti Endpoint Security

STEP 1. Check that the server can connect to the Internet through the caching
PDroxy port

1. Launch Internet Explorer. In this example uses Internet Explorer 11.
2. Select Tools > Internet Options.

== x

# X
Print 3
File 3
Zoom (100%6) 3
Safety 3
Add site te Start menu
View downloads Ctrl+)

Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibility View settings

Report website problems

Internet options M

About Internet ExlaTorer




3. Onthe Connections tab, click LAN Settings.

Internet Options l T
| General I Security | Privacy I Cnnhentl Connections | programs | Advanced
To set up an Internet connection, dick

Setup.

Dial-up and Virtual Private Network settings

Add...

Choose Settings if you need to configure a proxy Settings
server for a connection.

Local Area Network (LAM) settings

LAN Settings do not apply to dial-up connections,

Choose Settings above for dial-up settings.

4. Select Use a proxy server for your LAN.

©® N o U

Local Area Network (LAN) Settings [ﬂ

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings

|:|3J5e automatic configuration script:

Proxy server

ial-up or VPN connections).

|| Bypass proxy server for local addresses

%;Ise a proxy server for your LAN (These settings will not apply to

[ OK l[ Cancel l

In the Address field enter 127.0.0.1.

In the Port field enter the Caching Proxy port number (3128 or 8080).

Click OK.

Browse to http://www.ivanti.com and verify that the pages loads
successfully.

17
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STEP 2: Check that the server can resolve the HEMSS DNS name

1. On the Caching Proxy server still configured to use the Caching Proxy port, launch
Internet Explorer.
2. Browse to the lvanti Endpoint Security Server using the DNS name, e.g. http://

I[ESSO1.
3. Verify that the Ivanti Endpoint Security login prompt appears. If you cannot get
to this page, you may need to try to connect via the IP address

Configure Endpoints to Use the Caching
Proxy

You must configure the agents on your endpoints to use the Caching Proxy server. We'll
also deploy some content to a small number of endpoints to test it.

STEP 1: Create a custom endpoint group.

1. From the Navigation Menu, select Manage > Groups.
1IagCIHITIIL allu STLUlILy SuiLe

Manage

1€ latest result: Endpoints

Inventory

Centralized Quarantine

Users

4

Custom Patch Lists

Deployments and Tasks

2. From the View list, select Group Membership.

View: | Inform atior1| -

Information

@ Group Membership

Endpoint Membership
&F Mandatory Baseline

- | 18



Configure Endpoints to Use the Caching Proxy

3. Inthe navigation tree, select Custom Groups.

Manage = Groups

Groupg Users

| |

4 5 My Groups

S o
Sy Group 5
Sy Group35

4. Click Create.

My Groups > Custom Groups

|:| Action g MName &

|:| ETX By Group s
™1 DYK B= Groun3s

5. In the Name field, type a name for the group. In this example we'll use Caching
Proxy.
| My Groups > Custom Groups

Create Delete | Aove ‘ Bi Deploy.. Scan Mow Reboot Mow... HE Exp

[ Acion g Mame Description

Caching Proxy] 7 7

6. Type a brief description about the group in the Description field. In this example
we'll write These endpoints are using the caching proxy server.

My Groups > Custom Groups

Create * Delete | Move... | B Deploy.. Scan Now Reboot Mow...
[C]  Action g Name & Description
Caching Proxy W rfheseendpoinisareus w
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Chapter 3: Configuring Squid

7. Click the Save icon associated with the new group.

| My Groups > Custom Groups

Reboaot Now...
1 adien B Name « Description
A o R
[ ﬂhﬂ Caching Proxy| These endpoints are .

STEP 2: Assign the endpoints to the new Caching Proxy group.

1. In the navigation tree, right-click on the Caching Proxy custom group and select
Add Endpoints to Group. The Memberships dialog appears.

Manage > Groups

My Groups > Custom Grou

| ye

.- MName:
4 igg My Groups

4 g Customn Groups

=™ Caching Proxy

Sy Group 5 Create Group

Sy Group35 Add Endpoints EI Group..
Sy Metallica =) information

g Metallica2 [@] =rniin Mambarchin

2. Search for and select the endpoints you want to add to this group, then click OK.
Membership

Modify membership for: My Groups > Custom Groups > Caching Proxy

Filter the list by Group or by endpoint. For large predefined lists of endpoints you can import a comma-delimited list by clicking I

Available Endpoints: Selected Endpoints: (0)
Group: Ungrouped -~ P Name «
[ wName = DNS 1P Address os l:l ¥ |
| |+ ] | v ] |v | a7
[ ppm-2
[ oPm-L .
==



STEP 3: Create an Agent Policy Set for the group to use a FastPath server.

FastPath only works with endpoints with the Patch & Remediation module
installed.

Those endpoints without it can be configured using their Agent Control Panel
(Proxy Server section).

& HEAT® EMSS Agent Control Panel - X

Summary P z

roxy settings
Device Control

[ Use prosy server
Proxy Server T —

Pr fentials

(=AY BSAFE” Save

JHEAT software Close

1. From the Navigation Menu, select Manage > Agent Policy Sets.

CEIEIUI L RATIL RS IR S AT

Manage

Endpoints

Inventory

Centralized Quarantine

Groups

Users

Custom Patch Lists 4
Deployments and Tasks

o T

AntiVirus Policies

Application Control Policies

3 Memaory Protection Policies
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Chapter 3: Configuring Squid

r creating an agent policy set opens.

D Action  Mame a

> [l m =lahal Suctam Prlire

3. Inthe Policy Set Details section, enter a Policy set name and Policy set

description.
Create Agent Policy Set
= Policy Set Details ———
) = —
Policy set name =
Policy set description Please enter a description for this policy set.
5 Agent Hardening R —
lAgent uninstall protection on
= Agent Logging
| AnAinA lawal Nafina

4. Scroll down to the FastPath Servers section and click Define. The Edit FastPath
Servers dialog opens.

Create Agent Policy Set

User may snooze True
Reboot within 5 minutes
Always on top True

! Discover Applicable Updates (DAU)
Scheduling frequency 26 hours
=l Fastpath Servers

Interval 0 minutes

Servers DefF
= Antivirus Engine & Definition Distribution Settings

Delay AV definition distribution by 0 hours

= nevica conteal

5. Click Add. The Add/Modify Server dialog opens.

Edit FastPath Servers

Action URL Port

No results found.

- | 22



Configure Endpoints to Use the Caching Proxy

6. Define the FastPath server information by entering the URL and Port number for the
caching proxy server.

Add/Modify Server

URL: hittp://

Port:

=1 Anthantiratad

7. Select Authentication and enter the proxy server user name and password.
Authenticated

User Name:
Password:

Confirm Password:

#

B BSAFE

8. Click OK.

Cancel

Endpoints will not begin connecting to the caching proxy server until
the Agent on the endpoint has received the policy containing the
FastPath server details. After establishing the policy containing Fast
Path server details, wait until the communication interval between the
Agent and the server has passed to ensure that the policy is
downloaded and applied to the endpoint before executing the
deployment in the next step.

STEP 4: Assign the newly created Agent Policy set to your custom group.

1. From the Navigation Menu, select Manage > Groups.
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Chapter 3: Configuring Squid

1agCIHITIL aliu OTLUTILY SuILe

12 latest result Endpoints

Inventory

Centralized Quarantine

Users
Custom Patch Lists

Deployments and Tasks

2. From the View list, select Agent Policy Sets.

View: | Group Membership| A J
. Information I
Group Membership
Endpoint Membership
} v Mandatory Baseline

E Vulnerabilities/Patch Content

Inventory

@] Deployments and Tasks
Agent Poﬁ; Sets

AntiVirus Policies
Application Control Policies

3. Select your custom caching proxy group from the directory tree.

Home Discover

Manage > Groups

Groups Users

™
| | A

4 Qo My Groups
4 Gg Custom Groups

‘
[==1 Groupg

Sy Group35
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Configure Endpoints to Use the Caching Proxy

4. Click Assign. The Select a Policy Set list becomes active.

My Groups > Custom Groups * Caching Proxy

Action  Mame

5. Select the caching proxy agent policy set you created.

| My Groups > Custom Groups * Caching Proxy

n ‘ Create.. B Export

Action  Name

] kd kd | Select a Policy Set
Select a Policy 5et

Rows per page: H

6. Click the Save icon to save your changes.

BJIV Groups > Custom Groups > Caching Proxy

1 ‘ Create.. Hf Export

Action  MName

[F Hi}‘d | Caching Proxy

Rows per page: H
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STEP 5: Deploy content to a small subset of the group. When the deployment is
complete, the content Is cached on the caching proxy server.

1. From the Navigation Menu, select Manage > Deployments and Tasks.
AEMIEINL AU DQECUTILY Duie

Manage
Endpoints

Inventory

Centralized Quarantine

Groups
Users

Custom Patch Lists 4

Deployment :'kan d Tasks

|D
3

Agent Policy Sets

AntiVirus Policies

2. Click Deploy.

:l Update View

‘elete || B Deploy.. B Export

L5

Type

n, Azerbaijan)” LanguagelnterfacePack - Window... Mandatory Baselin

amework 3.5 SPL Update for Windows 7 and Wi... Mandatory Baselin

armanark 3 0O Iindata Far Windnoe T and W0 RAamAatame Racalin

3. Complete the wizard. Make sure you select just a few endpoints from your custom
group for this test deployment.

Verify that Squid 1s Caching Content

You can verify that content is flowing between Ivanti Endpoint Security, the Caching
Proxy and your endpoints by monitoring specific logs and folders.

Check that the Caching Proxy is receiving content from Ivanti Endpoint Security by
monitoring the contents of the cache folder.

Log in to the computer running the Caching Proxy.
Navigate to: c:\squid\var\
Right-click on the cache folder.

> =

Click Properties.



~esult: The Properties dialog displays, showing the size of the cache folder. As endpoints
receive new content through the Caching Proxy, the size of this folder increases.

Check that endpoints are connecting to the Caching Proxy by monitoring Squid
logs.

The Squid Log Files topic on the Squid Wiki provides a complete explanation
of how to read the Caching Proxy access logs.

1. Log in to the computer running the Caching Proxy.
2. Navigate to: c:\squid\var\log\squid
3. Open access.log.

~esult: The log file displays, showing endpoint connectivity data.
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