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Getting started

Ivanti Neurons for Service Mapping provides visibility into your cloud or data-center network topology,
enabling you to view infrastructure relationships, app dependencies, communication flows, and service
mappings related to both ITSM and ITOM processes.

NOTE: You can use lvanti Neurons for Service Mapping as a standalone product or integrate it into
your existing Ivanti Neurons for ITSM environment. This guide provides instructions for setting up
Service Mapping as a standalone product only. To integrate with ITSM, contact your lvanti
representative.

To get started using Ivanti Neurons for Service Mapping, first review your welcome email from Ivanti
containing both the URL to the application website and the temporary credentials for logging in for the first
time.

Once you're logged in, you need to configure the application for your environment before using it. The
broad steps for doing this are as follows:

= |mport Cls in bulk or add them manually to the application.

= Create departments and locations.

=  Create user groups and roles and add users to the application.
=  Configure the discovery options.

Add Cis to the application

You need to add Cl (asset) records to the application, either by importing in bulk or by adding manually.
Once the application is set up for your environment, you can also use a discovery scan to add Cls. For
details, see the “Add Cls through Auto Discovery” section below.

This section also includes procedures for enabling the editing of a Cl record, as well as adding an existing
property to a Cl record.

To import Cls in bulk

You can import Cl record details and relations from .XLS, .XLSX, and .CSV files.
1. Inthe left navigation pane, click Discovery Scan > Import Data Files.
Note that after the data file is uploaded, you’ll see the name of the uploaded file, the current status

of the file, the name of the user who uploaded the file, and the data and time of the upload. Click
the file in the list to see the imported Cl records.
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Select Actions K 2]

File Name Status Uploaded By Uploaded On

Book1_10/12/2017,11:42:22 AM xisx Processed Chaitra Md 10/12/2017,11:42.22 AM
Records 1to 100_10/12/2017,11:41:02 AM xisx Processed Chaitra Md 10/12/2017,11:41:02 AM
Records 1to 6_10/12/2017,11:31:24 AM xisx Processed Chaitra Md 10/12/2017,11:31:24 AM
Records 101 to 200_09/2072017,11:41:54 AM xisx Processed Chaitra Md 09/20/2017,11:41:54 AM
relationships_09/07/2017,7:41:03 PM xis Processed Chaitra Md 09/07/2017,7:41.03 PM
relationships_09/07/2017,7:36:55 PM xis Processed Chaitra Md 09/07/2017,7:36:55 PM
relationships_09/07/2017,7:34:08 PM xis Processed Chaitra Md 09/07/2017,7:34:08 PM

Records 1 to 100_08/29/2017,12:11:43 PM.xisx Processed Chaitra Md 017121143 PM

Records 1 to 100_08/29/2017,11:58:29 AM xisx Processed Chaitra Md 08/29/2017,11:58:29 AM

Showing 19 of 8 <H>

2. To upload a data file containing Cl details:
=  From the Select Actions drop-down, select Import Cls. The Attach Cl Data Files dialog displays.

Attach Cl Data Files x

Select Mapping Type ® Choose from Template None

Choose Template Select Import Template v

Upload Cl Data

Note: Select xls, xisx from versions 97/2000/XP/2003 and .csv files

=  Select the required type of mapping. If the mapping type is Choose from Template, also select
the relevant template from the Choose Template drop-down.
= Click Browse to select the file, then click Upload.
3. To upload assets and the relationship between two Cls from a data file:
=  From the Select Actions drop-down, select Import Asset/Cl Relations.

Aftach asset/ci relations file x

Upload Data :

‘ Browse

Note: Select xis, xIsx, .csv files

= Click Browse to select the file, the click Upload.
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To add new Cls manually

You can add new Cl records manually without importing via a data file or performing a discovery scan.

1. Inthe left navigation pane, click ITSM > Configuration Management > Configuration Items.

100 ¥ | Records per Page Auto Refresh: | None v || Select Actions - % Eo I ¢ ?0 (2]
Blueprin... Asset Na... Status Asset ID Host Name Operatin... Terminal... Missing ... Hardv

&  Windows H VTLO51@1 OK AST332508 VTLO051 Microsot W... - = e

A  Software chrome.exe AST283602  —— = @ ——— e e e
Enterprise RightFax New AST027109 RightFax ~  ———— = e

Ha Windows S sQL11 @1 Production AST027053 SQL11 Microsot W... —— = c— e

i AWSLload... - = AST316353  ——— = e e e e

2. From the Select Actions drop-down, select New.

3. Select the required blueprint, then enter the appropriate values for this blueprint type. Note that
parameters display according to the selected type. A notification email is sent to the configured
user regarding the Cl creation.

Add New Cl x

Blueprint: Select v

Cancel

To enable editing for Cl records

You can edit Cl records to update the properties, associations, relationships, etc. When a Cl is moved to the
CMDB, the edit feature is disabled, so you must first enable the editing function.

1. Inthe left navigation pane, click ITSM > Configuration Management > Configuration Items.

2. Click the Cl record you want to edit.

3. From the Select Actions drop-down, select Enable Editing, then click Yes. This action enables you to
edit the Cl record’s values for its disabled parameters.
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Add Property

Details Installed On DML Relationshi| Delete jintenance Tasks

Enable Editing
Comments Attachments Audits Histd

Get Config File
Show All Properties

Merge Cl
Asset Primary Information Process ADM
Usage Report
Asset ID AST283602 cmroine.exe
Status Select Status - Approval State B

To add an existing property to a Cl

You must first enable editing for a Cl record before you can add a property. For details, see the procedure

above.

1. Inthe left navigation pane, click ITSM > Configuration Management > Configuration Items. The

Configuration Items page displays.
2. Click a Cl record to open it.

Add Property

Details Relat| Delete Maintenance Tasks Comments Attachments

) Disable Editing
Audits Histon

Get Config File

Mark As Major Software Show All Properties

Asset Primary Infon Merge Cl

Process ADM
Asset ID: Asset Name: RightFax

T TUZT TOJ

Status: New - Approval State: Annrovad -

3. From the Select Actions drop-down, select Add Property.
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Q

Application Details

Application Name

Asset Primary Information

Host Name
Manufacturer

Model Number

4. Search for the required property or scroll down the list and select it.
5. When finished, click Add.

Create departments and locations

There are several organizational details you need to set up for use within the application—these include
departments and locations.

This section also describes how to associate a location with both a Cl record and a discovery scan.

To add a department

Use departments to categorize users, groups, and assets.

1. At the top-right corner of the page, click Admin. Under the Organizational Details heading, click the
Departments icon. The Departments page displays.

100 ~ | Records per Page Auto Refresh: | None v || Select Actions - o YO
Delete
Id Name Created On Descri Export
UDT000012 Medical Equipment 01/11/2017 Department responsible f... -
UDT000011 Hardware Support 03/12/2015 This group fixes basic on s
UDT00001 QA Department 05/13/2014 QA Depatment -
UDT00002 Sales Department 05/13/2014 Sales Depatment =~ ——

2. From the Select Actions drop-down, select New Department.
3. Enter the department name, a description that includes relevant information about the
department, and the email address of the department. Click Add.
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To add a location

Add locations to the system, which you can then associate with your Cls and discovery scans.

1. Atthe top-right corner of the page, click Admin. Under the Organizational Details heading, click the
Locations icon. The Locations page displays.

100 ~ | Records per Page Auto Refresh: | None v || Select Actions v ¢ Y 9
Delete
Name Street City State | Export
Import
Virima - Atlanta 7111 Westover Atlanta Gemgl
Cross Technologies Bangalore 16th Main Bangalore Kamataka India
Hartman MS 7111 Westover Houston X USA

2. From the Select Actions drop-down, select New Location.
3. Enter the location name, a location type, the entire address, a contact number, and email address.

4. When finished, click Add.

To associate a location with a Cl manually

You must first enable editing for a Cl record before following this procedure. For details, see the “Add Cls to
the application” section above.

1. Inthe left navigation pane, click ITSM > Configuration Management > Configuration Items.
2. Click a Cl record to open it.

- @ AST279532 Select Actions . 8 e
Details Components ITSM Relationships SLA Maintenance Tasks Comments

. Attachments Audits History

Z

Asset Id: AST279532 Asset Primary Information

"N

Show All Properties

Asset Name: site .
Asset Name site]

Asset ID 5
Version: AST279532

BluePrint: IIS Website *
Confidence Level: Low Status Select Status v Approval State -
Created On: 06/01/2017,11:57.01 AM
Last Modified On: 12/14/2018 62516 FM

Description Hardware Asset [
Last Seen On: 12/10/2018,5:20:18 PM

It acation: L

3. Click the Locations icon to open the Location dialog.
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Advanced Search

LTNOD0O16 - Advanced Virtual
Academy

LTNOOOO17 - Alcott ES
LTNOOOOQ18 - Almeda ES

LTNODOQ19 - Anderson ES

4, Search for a location, select one from the list, then click Save.

To associate a location with a discovery scan

1. Inthe left navigation pane, click Discovery Scan > Run a Scan.
2. Next to Location click Add, search for the location, select one from the list, then click Save.

Name™
Probe’

Client’

Note : fyou don't 3ee he client 2 could be sifher don ere and chack fhe st

IP Range" &

Exclude IP Range o

]

L]
208 {or Muliple spaces), CIDR Notation{Classiess Imer Domain Routng) . IP with range

Losaton

Scan Type ® Immediate Scheduled

Send Scan Report To [ A |

Create user groups, roles, and users

You need to set up user groups and roles for the users who will work within the application. Afterward, you
need to select the user-role access to each module. Finally, you can add new users.

To create a user group

1. At the top-right corner of the page, click Admin. Under the Users heading, click the User Groups
icon.
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2. From the Select Actions drop-down, select New Group. The New Group page displays.

~n (s
Name' :
GroupEmail :
Description
Department : m I.!an.;sger. . m
Roles : m
Group Image :

3. Enter a name for the new group, the group email address, and the group’s manager.
4. Click Add.

To create a user role

1. At the top-right corner of the page, click Admin. Under the Users heading, click the User Roles icon.
2. From the Select Actions drop-down, select New Role. The New Role page displays.

Name
Group’ :

isAdminType :

Description :

3. Enter the name of the new user role and associate it with a user group.
4. Enter a description of the role, as well as the assigned module.
5. Click Add.

Once a role is added, you must then configure a RACI matrix for each module to give read/write
permissions to the users with that role. For details, see the next procedure.

To select user-role access to modules

1. Atthe top-right corner of the page, click Admin. Under the Others heading, click the Role Access
icon.
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. R - Responsible A - Accountable . C - Consulted - I - Informed Export m ©

Select Module: | SACM v

Edit CI ADD ClI Delete Cl Add Cl Compon... Delete Cl Comp... View Cl

CSI Manager

Facilities

Manager

Process Architect

Customer

o G EB W W O ER W

2. From the Select Module drop-down, select a module.

3. Ineach provided privilege box, select the appropriate user-role access. Available options are color
coded along the top of the page.

4. When finished, click Save.

NOTE: Click the Export button to export and view the configured RACI matrix for a module in Excel
file format. An email with the attachment will be sent to the logged-in user.

To add a new user

When adding a user, you can also select one or more user roles for them.
1. At the top-right corner of the page, click Admin. Under the Users heading, click the Users icon.

The Access Management page displays, listing the following information about configured users:
email address, username, display name, contact number, name of the associated user role, user
status (true or false), and an ID generated by the application.

2. From the Select Actions drop-down, select New User. The New User page displays.
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9.

New User

Email :

UserName

IsVIP :

LDAP

Authentication :

AD Authentication :

SAML
Authentication :

Normal
Authentication :

Password :

Re-Enter Password :

FirstName” :

Show Password

Is Active :

Enter the user’s email address and their username for logging into the application.
Select the Is VIP option to enable VIP privileges.
Select the authentication to give the user, then enter those settings. A user can have only one type
of authentication. If you don’t require authentication, then enter a password and share it with the

user.

Enter the user’s name and display name in the application, as well as their contact information.
Add a location, role, department, and group for this user. A user can be assigned multiple user

roles and belong to multiple groups.

Add report to information, upload a profile picture if needed, and add a landing page, which the

user will view immediately after login.
Select the language for viewing the UI.

10. When finished, click Add.

Configure discovery options

You can use Ivanti Neurons for Service Mapping in environments that are cloud-only, on-premises, or a

combination of both.

For on-premises environments, you must deploy a discovery agent to at least one data center server that
will conduct a “probe” or discovery scan for other devices on the network and begin mapping the
relationships. For instructions on how to deploy the discovery agent, contact your Ivanti representative.

You can also view and edit discovery options for each client (which is the server that has the discovery
agent installed) and add new client credentials that will be used during the scan.
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For cloud-only environments, APIs do the discovery work by default, so no agents are required.

To edit client discovery options

The discovery agent discovers each client host’'s communication method within your enterprise network. If
you have multiple data centers in different locations, the discovery agent must be installed on one server at

every data center.

1. Atthe top-right corner of the page, click Admin. Under the Discovery heading, click the Client icon.

The Client page displays.

The state of the client can be false, meaning the discovery agent isn’t currently functional, or true,

meaning the agent is functional.

100 ~ | Records per Page

Name

251machine

poc client
Thinkpad 2

client123456

State

false

false

false

false

Auto Refresh: | None

IP Address

251.168.48.25

192.143.33.33

251.168.48.25

192.143.33.33

Select Actions v * Y 0

Current Status

Waiting to receive command fro
Waiting to receive command fro
Waiting to receive command fro

Waiting to receive command fro

2. Click a client in the list to view and modify its details. If a location is absent, click Add to provide

one.

3. When finished, click Save.
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3 CLNT000341 - VTL052

Details Discovery Agents Tasks Comments Attachments
Id: CLNTO000341
Name' : client1234
State” : false
Host Name” : VTL052
IP Address' : 168.48.192

Agent Auto Update
Through App
Enabled” :

Version :

CurrentStateTime :

Current Status’ :

Location :

Scan Through Agent
Enabled” :

Auto App Update
Enabled" :

3696

02/03/2020 5:16:36 AM

Waiting to receive command from server

Add

To add a new client credential

You must define the authentication of servers and other network components in your monitored network

environment to confirm their identity.

1. Atthe top-right corner of the page, click Admin. Under the Discovery heading, click the Credentials

icon.

2. From the Select Actions drop-down, select New Credentials. The New Credentials page displays.

“ New Credentials

Name :

CredentialType : Select CredentialType M

IP Range :

Priority :

Add

Add

3. Enter a name for the credential and select the required type from the Credential Type drop-down.
4. Optional settings include the IP range and priority.

5. Click Add.
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Setting up an enterprise service map

An enterprise service is a type of blueprint within the application. Blueprints are Cl categories that define
the overall type and structure of a Cl and include its properties. (An “enterprise service” may also be known
as a business service or enterprise application.)

The only difference between an enterprise service and a regular application that runs on a host is the scale
of applicability. Any application that serves as a front-end for other departmental users or external users
can be termed an “enterprise service.”

This section outlines how to set up an enterprise service map and associate all of its dependent resources
such as hardware, software, and any other supporting infrastructure.

The broad steps for setting up an enterprise service map are these:

= |dentify the enterprise service.

= (Create the Cl blueprint types. Blueprints are Cl categories that define the overall type and structure
of a Cl and include its properties.

= Add an enterprise service Cl to the CMDB.

= |dentify underlying assets and their IP addresses.

= Add Cls through Auto Discovery.

= (Create the Cl relationships.

= Add the relationships between the enterprise service and the associated Cls.

= Tagthe Cls, which is the best way of identifying a Cl’s relationship to a service.

Identify the enterprise service

An enterprise service can be identified by the common name used in your company for an enterprise
application (for example, RF Cloud).

As this is an abstraction of the existing application, you’ll need to add this Cl manually into the application
as explained in the “Add an enterprise service to the CMDB” section below.

Create the Cl blueprint types

You need to create the blueprint types for the Cl records, which define the overall type and structure of a
Cl, including its properties.

This section also includes a procedure for adding new properties to an existing blueprint.
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To create a new blueprint

1. Atthe top-right corner of the page, click Admin. Under the SACM heading, click the Blueprints icon.
The Blueprints page displays.
2. From the Select Actions drop-down, select New Blueprint. The New Blueprint page displays.

Name' :
Is Component :
Enable Versioning :

Is Integrity Check
Needed

Includes Blueprint : Ba: Update

Property List : \sset Nam Type Description Status Business Criticality Company \sset ID Approval State Dispositio
d Level Support second Level C p I Third Level Group In Third Level Support In

Group || Department ocation ast Modified Or Created Or Tags || Hosted On | Vendo S License Key | Hardware Asset
Note : Privale Mandatory Integrity Check

Mandatory Properties’ :

Integrity Check

Properties :
Main Properties :
Private Properties :

Private Property

Visibility :

Related Possible

LDI]]i)OHGI“S :
Second Level Support : Third Level Support : m

Blueprint Icon :

Workflow :

BBffE 8 BAA EE@

Tags :

Configure Main Page For
Cl

3. Enter a name for this blueprint based on the nature of the CI.

4. Select the Is Component option if the blueprint will be part of the main Cl. Note that this
component will be displayed during Cl configuration.

5. Select the Enable Versioning option to turn on version control. This option updates the blueprint
version automatically when you update an associated Cl with the status of “Production.”

6. Select the Is Integrity Check Needed option to ensure that the corresponding properties are
present in the Cl. In case of absence, a notification will be sent to the configured user.

7. Click Update to include new blueprints that are absent in the base.

8. From the given property list, click Update if you want to add new properties to the list.
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9. Click Add to update the values of the following parameters:

= Mandatory Properties: Properties that will be the mandatory fields when adding a new Cl to
this blueprint.

= |ntegrity Check Properties: These properties are mandatory if the Is Component option is
enabled.

=  Main Properties

= Private Properties: Properties that are added or marked as private can be viewed only by
specified assigned roles.

= Private Property Visibility: Display roles to whom the private properties are visible.

= Related Possible Components: The components of the parent Cl. For example, the Network
Adapter blueprint is a component of the parent Windows Server blueprint.

= Second Level Support: Configure a user to receive notifications that they can act upon
accordingly.

=  Blueprint Icon: Click Upload to select an image representing the blueprint.

=  Workflow: Associate a configured, required workflow for the blueprint. A notification is sent to
the configured user when the workflow is triggered.

= Tags: Define a color code for the parent Cls to facilitate an easy search of the corresponding
Cl/discovered asset existing in the CMDB.

=  Configure Main Page for Cl: Click in the text box to select the page for the blueprint.

10. When finished, click Add.

To add new properties to a blueprint
You can add properties to a blueprint type by creating them manually or by importing from an Excel file.

1. At the top-right corner of the page, click Admin. Under the SACM heading, click the Add New
Property icon. The Add New Property dialog displays.

A

® Add Manually Import from Excel

Property Name

Property Group Select Property Group v
PropertyType Select Property Type v
Blueprints
SelectAll
Blueprints
v
Add Cancel
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2. To add properties manually:

Click the Add Manually option.

Enter the new property name, then select the property group and type from the drop-downs.
Select a blueprint from the Blueprints drop-down.

Scroll down and select the Is Mandatory option to define the property as a mandatory
parameter.

Click the ¥ icon to save the entered property details.

Repeat the above instructions to save more properties.
When finished, click Add.

3. To add properties by importing from Excel:

Click the Import from Excel option.
Click Browse to select an Excel workbook with the property information, then click Upload.

Add an enterprise service Cl to the CMDB

You now need to add the new enterprise service Cl to the CMDB.

To add an enterprise service Cl to the CMDB

1. Inthe left navigation pane, click ITSM > Configuration Management > Configuration Items.

2. From the Select Actions drop-down, select New.

3. From the Blueprint drop-down, select the blueprint type, then enter the appropriate values for the
selected type.

Add New Cl x

Blueprint:

Select v

4. Click Add. Note that parameters are displayed according to the blueprint type selected. A
notification email is sent to the configured user regarding the Cl creation.
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Identify underlying assets and their IP addresses

After adding the enterprise service, you need to identify the IP addresses of the underlying infrastructure
items such as physical servers, workstations, routers, web servers, etc. that are associated with that service.
If you do not have this information, contact the support person for the enterprise service. The IP addresses
are required for Auto Discovery.

NOTE: If you don’t know the IP addresses, there is another way of finding assets related to an
enterprise service based on the name of the process or Windows service. This procedure is
explained in the “Tag the Cls” section below.

Add Cls through Auto Discovery

You can use Discovery scanning to populate your CMDB. Discovery scans search the network for all
attached computers and devices, then populate the CMDB with information about each device's
configuration, provisioning, and status. Discovery also reports on any software that is running (Software
Instances), and the IP connections between the systems, thereby establishing their relationships.

To run a discovery scan

This feature enables you to identify the devices that are connected and communicating within a network
environment. Discovery identifies device types, the host name, and other relevant information of the
device based on the probe selected for the scan. Discovery also provides an option to schedule scans.

1. Inthe left navigation pane, click Discovery Scan > Run a Scan.
2. Enter a name for the scan.
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Name' :

Probe : Select Probe

Client : Select Client

Note : If you don't see the client it could be either down or not named. Please click here and check the status
IP Range : &

Exclude IP Range : KX

: IP Range and Exclude IP Range can be a single IP Multiple IPs Separated by Space(or Multipie spaces), CIDR Notation(Classless Inter Domain Routing) , IP with range

68.49.0/24 (Muttiple Subnets/CIDR Notation

Location : m

Scan Type : @ Immediate O Scheduled

3. From the Probe drop-down, select the required probe for the scan. To define a certificate scan, do
the following:
=  From the Probe drop-down, select Certificate Scan.
=  From the Client drop-down, select the name of the client, then enter the certificate path.
= |nthe IP Range box, enter the IP address range to be included in the scan.
= |nthe Exclude IP Range box, enter the IP address range to be excluded from the scan.
= (Click the #5 icon to scan the entire subnet mask of the corresponding IP addresses.
= The default scan type option is Immediate. To schedule a scan, see the next procedure.
= Click Add to update the location and to select users to send the scan report to.
4. In the top-right corner of the page, click Run to execute the scan as configured.

There are several types of scans available, based on your network environment. They include:

= Deep Host Scan: Enables you to view entire details of the host including IP address, OS type,
MAC address, device basic details, software running instances, etc.

= Host Type Scan: Enables you to view the host type present in the network environment.

= Basic Host Scan: Enables you to view basic details of a device.

=  Windows Basic AD Scan: Enables you to view basic details of a device present under an AD
server.

= Windows Deep AD Scan: Enables you to view basic details of every device present under an AD
server with AD structures present under diverse types of hosts in the network environment.

= |P Connection Scan: Enables you to view IP connection details.

=  Website Discovery: Enables you to view web URL inputs and relevant information.

=  Port Scan: Enables you to ping the existing ports in the network environment.
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= Maedical Device Scan: Enables you to view details of medical devices present in a monitored
network environment.

Upon a successful scan, the results are displayed on the Discovery Assets page. In the left navigation pane,
click Discovery Scan > Discovered Assets to see the results.

The following actions can be performed on discovered assets:

= Delete: Delete assets from the application.

= Move to CMDB: Move assets into the CMDB, where you can perform additional functionalities such

as incident management, etc. For details, see the “Move Cls to the CMDB” section below. If you
want to integrate with Ivanti Neurons for ITSM, you can view discovered assets from the ITSM
console. For more information, contact your lvanti representative.

= Re-scan: Repeat the scan process on the discovered assets.

To schedule a discovery scan

When creating a scan, you have the option to schedule it to recur at certain times.

1. For scan type, select the Scheduled option.

Scan Frequency : Current Time Settinas v v | Active Recurring

Second Minute Hour Day Month Weekday

2. From the Current Time Settings drop-down, select the scan frequency for executing the scan.

3. Select options for Active and Recurring (to repeat the scan according to the defined time).

4. Select the time interval option (second, minute, hour, etc.) according to the time selected in the
Current Time Setting drop-down.

5. Click Run to execute the scan as configured.
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Move Cls to the CMDB

Newly discovered Cls must be manually moved to the CMDB before you can proceed with ITSM activities
related to:

® |ncident management

=  Change management

=  Problem management

= Knowledge management
= Release management

= Request management

If you’re using Ivanti Neurons for ITSM, it’s possible to integrate service mapping capabilities into the
ITSM console. For more information, contact your Ivanti representative.

@ AST2T79532 = (2]

Primary Details

Details Components ITSM Relationships SLA Maintenance Tasks Comments

Attachments Audits History

Z Incidents Requests Changes Problems Known Errors Releases Knowledge
/ Update Picture

Asset Id: AST275532 20 ~ | Records per page @ \irima ServiceNow YO
Asset Name: sile’
Version:
BluePrint: 115 Website * No recerds found
Confidence Level: Low
Created On: 06/01/2017 11.57:01 AM
Last Modified On: 12/14/2018,6:25:16 PM
Last Seen On: 12/10/2018,5:20:12 PM
Location: »
Department: ... L4
Vendor: ... *

Note that you can also use business rules to automatically promote Cls and updates to the CMDB. For
details, see the “Business rules” section below.

To move Cls to the CMDB

1. Inthe left navigation pane, click Discovery Scan > Discovered Assets. The Discovery Assets page
displays.
2. Select individual Cls to move or click the top checkbox to move all of the Cls in the list.
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100 ~ | Records per Page

v Blueprint Cl Host Name IP Address

Operating Sys...

Select Actions - Y

Delete

Re-scan

3. From the Select Actions drop-down, select Move to CMDB.

4. Confirm the action to move the Cls.

Discovered assets that are moved to the CMDB display on the Configuration Items page. Navigate to that
page by clicking ITSM > Configuration Management > Configuration Items.

Click an asset in the list to view its details as shown below:

= J¥ AST332508

Primary Details

Details Components Log On Events
. Private Properties Tasks Comments
Update Picture
Asset Id: AST332508 Asset Primary Information

Asset Name: VTL051
Version: AssetID: | AST332508
BluePrint: Windows Host *

IP Address: 172.2.2.20 Status
Host Name: VTLO51

Created On: 04/08/2021,2:52:09 PM

Last Modified On: 04/08/2021,2:52:09 PM

Last Seen On: 09/09/2020,6:04:46 AM

Select Status

Description

Select Actions

Relationships

Attachments

Asset Name

Approval State

Hardware Asset

. s o

SLA Maintenance

Audits History

Show All Properties

VTL051

The Cl page also includes tabs that provide information related to components, relationships, SLAs, etc.

Create and view Cl relationships

You can manually create Cl relationships with existing sources and targets. You can then view a graphical
presentation of those relationships as part of an enterprise service map.

To create Cl relationships

1. Atthe top-right corner of the page, click Admin. Under the SACM heading, click the Relationship

Types icon. The Relationship Types page displays.
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~ | Records per Page Auto Refresh: | None Select Actions - T
Primary Name Reverse Name Color Usertype Relation
Allocated T Al d Fro false
fals
false
alse
C ed By false
Cont: Containad R -
2. From the Select Actions drop-down, select New Relationship Type.
1 New Relationship T m
Primary Name' :
Reverse Name' :
Color : l
Usertype Relation :

ou kW

Enter a primary name, which defines the relationship from the source to the target.

Enter a reverse name, which defines the relationship from the target to the source.

Set the color to represent the relationship between the source and target and vice versa.
Select the Usertype Relation option to associate the relationship with the relevant user. If this

option is not selected, the corresponding relationship cannot be associated with any user.
7. Click Add to update the relationship and display the updates on the Relationship Types page.

To add relationships between the enterprise service and associated Cls

1. Inthe left navigation pane, click ITSM > Configuration Management > Configuration Items.

2. Click a Clin the list to configure the relationship type.
3. Click the Relationships tab.
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- @ AST279532

Details

Attachments

Components

Audits

ITSM Relationships

History

20 ~ | Records per Page

s

Source

site1 (IIS Website)

Jadayu (Windows Server)

Relation

Hosts

Runs

SLA

Maintenance Tasks Comments
Target

site1/ (Application)

site1 (IIS Website)

4. Click Add Source and/or Add Target to configure the relationship type.

To view the Cl relationships in an enterprise service map

1. Inthe left navigation pane, click ITSM > Configuration Management > Configuration Items.

2. Inthe Records per Page drop-down, select All.
3. Inthe Blueprint Name search box, type Enterprise and press Enter to display a list of the

configured enterprise Cls.

100 ¥ | Records per Page

Blueprint ... Asset Name Status Asset 1D
» Windows Host ~ VTLO051 OK AST332508
A Software chrome.exe = - AST283602

Auto Refresh

Host Name

None v

Operating...

BaEvTSe

Select Actions -

Terminal ID Missing C... Hardware...

4. Click the required enterprise to view its details.
5. Click the Relationships tab, then click the Business Service Map button to view the relationship in

graphical format in a separate browser window.

A sample enterprise service map looks like this:
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Type : | Infrastructure View ~ Select Action v Iil'?ri'l' ?I

0-9»

«

Tag the Cls

A Cl can be identified by the unique property information that it contains, such as IP address, host name,
etc. The most efficient way of identifying a Cl is by using its tags.

To tag a single CI

1. Inthe left navigation pane, click ITSM > Configuration Management > Configuration Items.

2. Click a Clin the list to open the record and configure its relationship types.

3. From the Select Actions drop-down, select Enable Editing. This enables you to edit the values for
the existing parameters of the Cl.

4. In the left pane, click the Add Tag icon to tag the Cl. Enter relevant criteria to search for the

required option and/or click the listed option to tag. Click the “x” to remove a tag.
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BluePrint: Windows Server R4 Details Components
Confidence Level: Medium

IP Address: 10.16.10.146 Attachments Audits
Host Name: SQL11

Created On: 03/27/2015,6:30:07 AM

Last Modified On: 03/04/2021,1:14:13 PM
Asset Primary Information

Last Seen On:
Warranty Start Date: R4 Asset ID
Warranty End Date: &
Location: Pittsburgh - PA &
Department: Finance Department & i F
Vendor: Dell *
Tags: O Test o A |

® Biack . @ Green . @ Application Server

® Blue
O Micros...  x R 4

© Database Server
O Development Server

M .
Owne @® Red v o

To tag multiple Cls

You can define a tag for identifying Cls according to their process.

1. Atthe top-right corner of the page, click Admin. Under the SACM heading, click the Process Tags
icon. The Process Tags dialog displays.
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Blueprint

Select Blueprint

Property Name

Operator

Property Value

Property Value 2

Select Property

Select Operator

Tag Name

Add New Tag

2. From the Blueprint drop-down, select the required blueprint. The values of the property name and
operator parameters display according to the selected blueprint type.

3. Inthe Property Value boxes, enter values using the

&g
4N

icons as needed.

4. Inthe Tag Name drop-down, select a name for the tag. Click Process. A notification is sent to the

configured user when tag processing is completed.

To view Cl grouped tags

1. Inthe left navigation pane, click ITSM > Configuration Management > Tags.
2. Click the configured tag to view the details. The Details Cl page displays.

3 TAGD00O0O7 - Web Server

Details Tagged Cls

Name' :

Color :

Web Server

Select Actions - m (2]

3. Click the Tagged Cls tab to view the tag details.
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Business rules

Use business rules to reduce the manual effort of creating/updating records for repeatable actions. For
example, you can automate tasks for modifying Cl records or creating a new record based on action details
when trigger conditions are met.

To create a business rule

1. At the top-right corner of the page, click Admin, then scroll down to the Others heading and click
the Business Rules icon. The Business Rule page displays.

20 ~ | Records per Page

NKF000020
NVKF000019
NKF000013
NKF000014
NKF000012

NKF000011

Name

Test 123
Employee_Onboarding
Workflow2

workflow

Default workflow

Workflow

Auto Refresh

Description

DiscoveryWorkflow

Discovery workflow

ncident workflow

None v || Select Actions

Execution Order

w

~

- BT

Request
Discovery
Discovery
Incident

Incident

2. From the Select Actions drop-down, select New Business Rule. The New Business Rule page
displays.

= New Business Rule

General Details

Rule Name™:

Description:

Order/Priority":

Enable Rule:

Execute On™:

Associate Blueprints:

Add

Turn on cascade

execution:

Module™:

CMDB

Add Condition

Add Condition Add

3. Enter a name for the new rule, as well as a description.
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4. Enter an order/priority number to specify the order of the rules to be executed when there are
multiple rules set for the selected module.

5. Select the Turn on Cascade Execution option to execute the next enabled business rule based on

the order/priority for the same module.

Select the Enable Rule option to make the rule active.

From the Module drop-down, select the module for this rule.

Select a default for the Execute on option.

. To associate blueprints or templates with this rule, click Add and select the items.

10. Click the Add Condition button.

© o N

Trigger Condition Details Delete Condition

Execute when a Incident Add

is*:

Property Select Property v Operator | Select Operator v b AR
Action Details

Action Type: Update the triggered record ¥

Property Select Property v Set Value v *

Notifications

11. Under Trigger Condition Details, select a property and an operator. Two or more conditions can be

. . g0 .
combined using the ™% ¥ jcons.

12. Click Add Condition for each condition you create.

13. Under Action Details, select the action type to be performed upon triggering the condition.
14. Select a property and set a value from the drop-downs.

15. Click Add Action for each action you define.

16. For notifications, click Add to send a notification to a user upon triggering a business rule.
17. When finished, click Add in the bottom-right corner of the page.

NOTES:
=  Two business rules cannot have the same execution order.
= All mandatory fields of an ITSM record should be defined under the Action Details area.

= Two or more conditions can be combined using AND or OR logical conditions.

Ivanti Neurons for Service Mapping | 31



Dashboards

Ivanti Neurons for Service Mapping provides customizable dashboards for all modules where users can add
content (such as graphs, change/outage calendars, and KPIs), which provides a high level of information
about the module without the need to navigate the module itself.

To view a dashboard

1. Inthe left navigation pane, you can access dashboards one of several ways:
= (Click My Dashboard.
= C(Click Discovery Scan > Dashboard.
= Click ITSM > Configuration Management > Dashboard.
2. Inthe top-left corner of the page, click Add Contents. The Search dialog displays.

Add Contents Auto Refresh: | None
My Cls (1)
Asset Name Status Asset 1D Host Name Operating System Terminal ID Missing Compon...
VTLO51 OK AST332508 VTLO51 Microsoft Windows 10 _— ==
View All
AllINCIDENTS BY STATE Click for complete repot & @ - @ &

1 nm_m -

3. From the Search For drop-down, select a report type.
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Search

Search For: | Ad hoc Reports

Add to the Top

Add to the left Add to the right

Add to the bottom

E

4

Enter the search criteria in the given text box, then click the ©. icon. The results will display as per

the given search criteria.

Click an item, then select one of the options to align the report to the top, bottom, left, or right of

the Dashboard page.

A sample dashboard looks like this:

All INCIDENTS BY STATE

Click for complete report & =

1.0 1.0 1.0 1.0/1500 1.0

1.0 -
0.8

0.6 4 -
0.4 4
0.2
0.0

- & #

" $

J.
"b%m

M Series 1 M new

Il diagnost N rogress
Series 1

Ml active closed

W awaiting p... [l awaiting u..
M completed  [[llopen

Wl awaiting e... [l resolved
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Reports

Ivanti Neurons for Service Mapping has a flexible reporting feature that enables you to generate ad-hoc
reports by defining a query based on existing module properties.

You can set a schedule for generating ad-hoc reports, which eliminates the need to generate them
manually.

Canned reports are also available.

To create and generate a report

PwNhPR

Report Properties

In the left navigation pane, click Reports > Ad-hoc Reports. The Reports page displays.

From the Select Actions drop-down, select New Report.

Enter a name for the report.

Select the Is Private option if the report should be visible to selected users only, then add those
users.

Select the Is Scheduled option if the report should be sent to users according to a specific time and
date, then configure that schedule.

In the left column, expand the required module heading to create the report.

Click the properties of the module to be included in the report, then add any required conditions by

Eilin

clicking the icons.

Drag and drop the selected properties into the given text box.

Name :
Is Private :

Is Scheduled :

3 EM Drag, and drop the selected properties

# Admin

# Discovery W

= ITiL

# Project Management Click on properties to add conditions
2 Audits

= ITAM

9. Click Save and Continue.
10. Click the Run Report tab to open the page where you can generate the report.
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11. From the Type drop-down, select the type of report to be generated. The available types of charts
are tabular, bar, line, pie, and donut.

12. From the Group by drop-down, select grouped properties to generate an incident report.

13. Click Generate to view the report.

A sample report looks like this:

3 Incident-1 Select Actions
Export
Details Run Report Publish
Save As Canned

Save As Image

Type: * Pie Chart

View Data

Group By Incidents - Unique Id

Generate

From the Select Actions drop-down on this page, you can do the following:

= Export: Export and view the report in Excel file format. An email with the attachment will be sent to
the logged-in MSP vendor.

= Publish: Publish the report in the dashboard of the logged-in MSP vendor.
= Save as Canned: Save the report as a canned report with an automatically generated name.

= Save as Image: Save the report in an image format. Note that tabular reports can’t be saved as an

image.

= View Data: View the data that has been accumulated for generating the report.

To view a canned report

1%, 2" and 3™ level users can view canned reports, but end users cannot view them.

1. Inthe left navigation pane, click Reports > Canned Reports. The Canned Reports page displays.
2. Click areportin the list to open it.

To delete or export a report from this page, select the checkbox next to the report, then use the Select
Actions drop-down to delete or export the record.
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Data export

This feature enables you to export and view configured Cls in Excel file format. An email with the
attachment is sent to the logged-in application user.

You also have the option of creating a custom export.

To export Cl data to Excel

1. Inthe left navigation pane, click ITSM > Configuration Management > Configuration Items. The
Configuration Items page displays.

2. Select individual Cls to export or click the top checkbox to export all of the Cls in the list.

3. From the Select Actions drop-down, select Export. Click Basic Export, then confirm the export to
receive an email with an Excel attachment consisting of Cl details. Note that Cl properties are not
included in the report.

To create a custom export of Cl data

A custom export enables you to include Cl components and other properties in the export.

1. Inthe left navigation pane, click ITSM > Configuration Management > Configuration Items. The
Configuration Items page displays.
3. From the Select Actions drop-down, select Export. The Export Type dialog displays.

R

Basic Export
® Advanced Export

Note : Basic export will export all the main ¢i's with customized columns

4. Click Advanced Export and click Continue. The Export dialog displays. There are two export
methods: Select Template and Custom.

5. The Select Template method enables you to export Cl data from the existing options in the
application:
=  From the Select Template drop-down, select the required option.
= C(Click Export.

6. The Custom method enables you to customize your exported Cl report based on Cl blueprints,
properties for selected Cl blueprints, components, and properties for selected components:
= Select the required Cl blueprints and click Next.
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@ Select Cl Blueprints @ Select properties for selected blueprints © Select Components O Select properties for selected components

Select a Template ‘@' Custom

Search Results Selected ltems
Android Device
Apache Web Server
Applnstance
Apple Device
Application
Application Server

Next >

= Select the required properties for the selected blueprints, then click Next.

T

o Select Cl Blueprints o Select properties for selected blueprints o Select Components o Select properties for selected components

Select a Template @ Custom

All Properties Main Properties

Search Results Selected Items

v | Admin Status v | Admin Status
Approval State
Asset ID
Asset Name
Business Criticality
Company

< Previous Next >

= Select the required components, then click Next.
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o Select Cl Blueprints o Select properties for selected blueprints o Select Components o Select properties for selected components

Select a Template @ Custom

Q
Search Results Selected ltems
Network Adapter
< Previous Next >

= Select the required properties for the selected components. You can save the selected
blueprint options as a template to export by clicking Save as Template and Export, entering a

template name, then clicking Save. The template name will be displayed in the Select Template
option of the Export.

o Select Cl Blueprints o Select properties for selected blueprints o Select Components o Select properties for selected components

Select a Template '@ Custom

All Properties Main Properties

Search Results [ Selected Items -
Admin Status
Approval State
Asset D
Asset Name
Broadcast Address

Business Criticality

< Previous Save as Template and Export Export

= (Click Export. Note that with the Export option, no template is saved.
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