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Overview

Use this document as a guide through the installation process of the Ivanti Data Center Discovery scan
engine. You’ll need to access the files from the table below to ensure a smooth installation.

File Description

Scan Engine Prerequisites Guide | This document outlines system requirements for installation.
Data Center Discovery installer This installer includes the scan engine software.

Activation code You'll need this code to enable full functionality of the scan engine software
on your site.

Note: You should have received or downloaded these files in advance of the installation. If you have
any difficulties with the installation, please contact lvanti support.

Pre-installation

It's highly recommended that you dedicate a Windows server to the Data Center Discovery scan
engine for the scanning process. This will ensure optimal performance for the scanning server.

The hardware and software requirements of the scan engine are supplied in the Data Center
Discovery—Scan Engine Prerequisites Guide, where you can review information on Windows Server
Internet Information Service (1IS) configuration, SQL Server configuration, and much more.

If you want to use Secured Sockets Layer (SSL), it’s recommended that you have a certificate and https

binding configured for the default website before installation.

Prerequisite testing

During the installation, as well as an upgrade, prerequisites are tested.

If a prerequisite check fails, then the installation cannot proceed. To proceed, you must make the
required components available. Details of the prerequisites that pass or fail are seen in the
prerequisites check during the installation.

During an upgrade, the same checks are performed. Should any of these checks fail, then a prerequisite

check will appear detailing the failures, and the upgrade will not be able to proceed.

Retrieving the installation software

You’ll receive an email (or similar delivery method) from Ivanti that provides a download link for the
Data Center Discovery scan engine installer. Once you have that information, download the .msi zip
file to any directory on your server, then extract the contents to your chosen temporary directory.
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Installation

The Data Center Discovery scan engine is composed of three components:

e Scanning service
e Configuration user interface
e RESTAPI

These components can be installed onto separate devices, although this is not a requirement.

The following installation process assumes that the scan engine, user interface, and API are installed
on the same device. The device is used to execute the scan engine service (and potentially host the
SQL Server that stores the scan database) and host the scan-engine configuration IIS installation and
REST API.

e Prerequisites approximate installation time: 2 hours
e Approximate installation time: 5 minutes

To install the scanning service

Right-click the Data Center Discovery scan engine installer and click Install. You may receive a pop-up
asking for permission to continue; if this happens, enter your appropriate administrator login details.
Click Next.

i) DataCenterDiscovery Setup Hi-

Welcome to the DataCenterDiscovery
Setup Wizard

The Setup Wizard will install DataCenterDiscovery on your
computer. Click Mext to continue or Cancel to exit the Setup
Wizard.

Version: 4.4.1.1229
Build: 1229
Edition: CMDE

ack Mext | | Cancel
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Read and accept the End-User License Agreement. Click Next.

i)

DataCenterDiscovery Setup Illi-

End-User License Agreement

Please read the following license agreement carefully

iQuate

END USER LICENSE AGREEMENT (EULA)
FOR IQSONAR SOFIWARE PRODUCT
2017

IQUATE LTD. LICENSES THIS SOFIWARE FRODUCT TO YOU
SUBJECT TC THE TEEREMS CONTAINED IN THIS END USER
LICENSE AGEEEMENT ("EULA"™). READ THE TEEMS OF THIS
EULA CAREFULLY. BY INSTALLING, COFYING CR COTHERWISE
USING THE SOFTWARE (AS DEFINED BELOW), YOU AGREE TO |Vv

[w]1 accept the terms in the License Agreement

| Print | | Back ” Mext | | Cancel

You can customize the installation to suit your needs. The Complete option installs the scanning
service, Ul, and APl on a single device (POC and basic-estate scenario). More complex setups will
separate the other components from the scan engine. This document explains how to install the
scanning service, Ul, and API on a single device. Click the Complete button to start the install.

DataCenterDiscovery Setup [= [ o

Choose Setup Type

- a
Choose the setup type that best suits your needs |Vant|

| custom |
Allows users to choose which program features will be instaled and where
they will be installed. Recommended for advanced users.

77Completei|

Al program features will be installed. Requires the most disk space,
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Option 1: Provide the name of a local database to be used by the scan engine.

13 DataCenterDiscovery Setup -

Database Connection

= a
Please provide connection details for SQL Server |Vant|

Server\Instance: |Ioca|hnst'-5QLE‘5{PRESSZEIlZ

Database Mame: |DataCenterDiscover\;SE
®) windows Authentication

() 5QL Server Authentication

DomainiJsername:; |IQDOMAIN.iq.sonar

Password: || sssssanfres

Test Connection

| Back || Mext | | Cancel

This example uses:

e A database server on the same device as the scan engine. If this is the first installation, the
specified database will be created. Subsequent installations will reuse the existing database.

e Windows Authentication to connect to the database server.

e The current identity (username) of the logged-in user to create and populate the scan
database. The user must have appropriate database permissions.

Note: You must use a domain account. If the logged-in user is a local machine account (e.g.,
“\user.name”), you’ll be unable to use Windows Authentication.
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Option 2: Select a remote database to be created and used by the scan engine.

) DataCenterDiscovery Setup -

Database Connection

- a
Please provide connection details for SQL Server lvantl

Server\Instance; |IQINCDB'|,SQLE\(PRESS 2012

Database Mame: |DataCEnberDiscnver\,r5E
() Windows Authentication

(®) 5QL Server Authentication

Username: |iq.sonar

Passwaord: || sessnssane

Test Connection

| Back || Mext | | Cancel

This example uses:

e A database on a different device from the scan engine. If this is the first installation, the
specified database will be created. Subsequent installations will reuse the existing database.

e A database-specific user to create and populate the scan database. The user must have
appropriate database permissions.
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Additional information on database setup

The scan database stores scan configuration information provided by the Ul, as well as data from the
scanned devices and/or applications identified during the scan operation.

Server\instance: Define the server/instance on which the new database is installed.
If the server is located on the device, then the server value can be omitted or replaced with localhost;
otherwise, provide the server name of the device hosting the SQL Server instance.

Database name: Define the database name to be created.

Authentication type: Select Windows or SQL Server authentication.

e Windows Authentication uses a domain-defined username that’s provided with access to the
database. This will be the username of the logged-in user. A local machine account can’t be
used.

e SQL Server authentication uses a SQL-Server-defined local user

Username: Enter the username to access the database. This name identifies who accesses the database
server to create the required database and save scanned information.

Password: Specify the password to access the database.

Test (button): Test the login details for the database.
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Test the connection. Click OK to close the test window. Click Next.

54 DataCenterDiscovery Setup L_x_J

Database Connection

w h |
et \ £ 11 1

Server\instance:  IQINCDS\SQUEXPRESSZ2012

Qatabase Name: Q5SS
Test Connection -

Connection test successful

Lsername: .54
Password: ee oK I
8 |

If the connection fails, you’ll need to correct the details or ensure that the connection is available. You
can’t continue the installation without a valid connection.

Confirm that the prerequisites for the install have passed; if necessary, correct any failed test. Click
View Details to see the criteria that were checked, or if a failure has occurred. Click Next.

Ej DataCenterDiscovery Setup -

Prerequisites Check

" b |
Checlang system for prerequisites Ivan l .

" Windows Server 2012 or higher.

o/ [NET Framework 4.5.1.

o 1158 or higher and required features [ View Detads |
o SQL Server 2012 o higher andrequired | View Detals |

permessons

Al prerequisites have been met, please press next to
contirwe the installstion process

Back || Next | Cancel
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Select the Create a new key option. Click Next.

This encryption key is a customer-specific key that controls access to credentials used within the
scanning server. The generated key will be displayed at the end of the install process. It's important
that you retain this key for future use. The Data Center Discovery—Scan Engine Security Guide
provides additional information about this feature.

i

DataCenterDiscovery Setup

Encryption Key

Please provide encryption key

DataCenterDiscovery uses an encryption key to store credential
information. You can provide an existing key when adding
components to your install or create a new key.

®) Craata a new kay

I Browse...

Use an existing key

Back | Met | [ Concel
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Next, you need to define the connection details for the web interface components.

Select your scan-engine Ul virtual directory. This will modify the URL used to access the user interface.
Enable an Active Directory account login if an A/D user login is required for the Ul. Click Next.

i) DataCenterDiscovery Setup Lx]

11S Configuration

B a
Fleaxse provice 1S 1,7('1{".;47_[‘_,“_‘.-; seting lvan I l

Select 1S virtual directory to deploy DataCenterDiscovery ScanEngine Ul
®) Defauk
Custom

Virtual Diractory:

[

Active Directory Integration:

V' Enable Active Directory for DataCenterDiscovery User Accounts.
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Click the check boxes if the scan engine service and Ul are to be started after installation. If you want
to install third-party libraries, clear the Start Scan Engine Service option. For details about third-party
libraries, see the “License activation” section.

Start Services

Please select which services you would ke to start
after the instalation completes.

After the installation completes:
Start ScanEngine Service.

Launch ScanEngine UI Login page.

Advanced Options
Scan Engine

Click the Scan Engine button to modify additional options for the scan engine:

e Only enable the Target Logs if you want verbose logging on each scanned target.

e The LMS Hardware Product Adapter is not enabled by default. This product adapter requires
that the strategy results get written temporarily to the target hard drive as the strategies
execute.

e Service Log Options allow you to modify the size of the service log and any potential backups:

e No backups means a single service log is maintained.
o Unlimited means that the complete history of the service log is maintained.
e Limited to allows only a certain number of previous files.

Scan Engine Options

Addttional options you want for Scan Engine,

Target Logs: Ooff v

LMS Hardware Product Adapter: Off +

Service Log Options =

Maximum Fie Size: [50 MB v

Roling Badkups: () No badkups
(®) Uniimited

(O Umited to.. |1

When finished, click Back to return to the Start Services screen, then click Next. A screen will display
showing a summary of the install details. Click Install.
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After installation is complete, click Finish. The scan engine service and Ul will launch at the completion
of the installation (unless you previously cleared this option).

i DataCenterDiscovery Setup [

Completed the DataCenterDiscovery
Setup Wizard.

Chck the Findsh buthon to exit the Setup Wizard.

Finish
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If you chose to create a new encryption key, the key will now be in the location specified during the
installation. This key is used to control access to credentials used within the scanning engine and
should be retained for future use. See the Data Center Discovery—Scan Engine Security Guide for
additional information.

| DataCanterDiscovery Encrypted Signed Key =la| x |

File Edt Format View Help

ghHpgdGebz JY 287 tycrCEqax] pMHMughemLlcWl v] S 3Vage@AqEC) LgMart ~
kARed)==n@Luuwlozk U 22NVLT f45 1 elA35u Lpr UIRT FAal WS w1NIPK:
Yzh/N3Y vBUmDr-==Ahlz YL L2KwWs Cgltwknruh®N 5YGrPE cb csQualaut
AM20agC03R LK T Ak r 2eHOSQ= =M S9N LT 10N LGGTE 7y KWOmP Y dpk:
YUcgfBPdglbFqfWzUAzg? v LOGFpI0==qns 1 LapR 2nGMShaz ALrMD / qOLL
Uz IczPTdoHS5 ] 3 ghChw L Xh ZPY yeDNwSts 10==W55 L0P+ Y Htus o+ B
YR Yub+elbig s fe2VFodidOolmb AL ENLbpG FBFN kv A==t IHE Bvidtn-
peCrépalle/KMEqQY yoX /KO AoRBoxolpod 25kDhzSUnbAC JuwRrgUl==p]
WrnsDf 3deuz J LLvEWIPL1gX6qZ /qlabowe LreICEe I VAS LKwhm20Debk It
dFBR )5 %4 FWeHS fYNEI dNR gwjepRseR JAmWEbcb3CqAlhzobK JENEIT L1
FOY LDt 3gs g7 Bgi BLIByKXE tmHgS YmNdt FhhDEnI4v99 L Zewl UbrG A&
bf 2l frPcdxalCBlosdz3g/ Ly /hs 95 VHpIRpShf 21 bHAT hANKI HPes PAMEL:
RURfELSKzSdLMz IS TBrrp3M 088 akca /Ps f zulyP69c0fG e SLOBr o F R
DSxTOLF5a¥Fx6vDbeY 162n LaC Fh+ ZERCIh+81 gl xA8K DuF ilUm 2055rgeti
2RO SpAYEEITOIWT sEs 4961 5 I yuk L MEOROONZ bE famZ jzydr ] ala Y ion
aSEEP I ZH] b s IkHePYRF 2nd00608 N0 / JodonvLdImOgda cBIvhi

IMPORTANT: Make a backup of this file. If it’s not saved, it could be permanently lost.

At this point, the Data Center Discovery scan engine should be installed and running. If the scan engine
service fails to start, the most likely problem is that the server hosting the service does not trust the
Authenticode certificates used by lvanti to sign the code. “Appendix B” lists the steps necessary to
address this issue.
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License activation

Licenses for the scan engine must be valid to begin the scanning process.

To activate automatically

If the scan engine isn’t currently licensed, the Ul will direct you to the scan-engine activation page. If
prompted in this way, then complete the instructions from step 4 onward.

1. Launch the scan engine UL.

Log into the Ul as Admin.

Select Administration > System Settings > Activation.
Provide the License Email and License Key.

Click the Activate All Servers button.

vk wN

System Settings

Product Adapter Manager Activation CyberArk
Licence Email Licence Key
Licenced QS| Licence Expiry Date
Name Installation ID Status

To activate manually

1. Launch the scan engine Ul.

Log into the Ul as Admin.

Select Administration > System Settings > Activation.

Identify the scanning engine to be activated.

Expand the scanning engine to be activated using the down arrow.
Select the Manual option for activation.

Go to the Product Activation site (as provided by Ivanti) and select the appropriate product
from the drop-down menu.

Enter your email, CD-Key, Installation ID, and Version.

. Click Activate.

10. Copy the activation code.

11. Enter the installation key into the Installation Key text box.

12. Click the Active button.

NoukwnN

© o
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http://host1.iquate.com/activate/

Data Center Discovery — Scan Engine Installation Guide

System Settings

Product Adapter Manager Activation CyberArk

Licence Email Licence Key
Licenced OSI Licence Expiry Date
Name Installation ID Status
Activation Method Automatic '* Manual

Manual Activation Link http://host1.iquate.com/activate

nstallation Key

Third-party libraries

Installations of the third-party libraries do not require a scan engine service restart or device reboot.
The new libraries will become available to the scan engine once they’re installed.

DB2 runtime client

To enable the scan of an IBM DB2 database, a special client application must be installed on the
scanning server.

Ensure that you’ve downloaded and installed the IBM Data Server Runtime Client from IBM. Refer to
the Data Center Discovery—Scan Engine Prerequisites Guide for information on IBM DB2 access. See
the “IBM DB2 support libraries” section for a full discussion.

Informix client SDK developer edition

To enable the scan of an Informix database, a special client application must be installed with the
scanning server.

Ensure that you’ve downloaded and installed the latest version of Informix Client SDK Developer
Edition from IBM. Refer to the Data Center Discovery—Scan Engine Prerequisites Guide for
information on Informix access. See the “Informix support libraries” section for a full discussion.

www.ivanti.com | 801.208.1500 17
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Oracle runtime client

No additional client libraries are required to support the current releases of Oracle. These are
packaged and installed automatically with the scan-engine installation package. No additional
configuration is required.

Note that the Oracle 11 Client (Oracle.DataAccess-4.122.3), which is used to scan older versions of
Oracle, is now disabled by default. You can enable this post-installation by changing the default value
of “false” to “true” in the application settings if needed. Modify the file ScanEngine.EXE.CONFIG file as
shown:

<add key=“EnableOraclellClient” value=“true” />

You'll need to restart the service for this change to take effect.

SQL Server runtime client

No installation is required to access SQL Server targets. Native Windows SQL interfaces are used by
the scanning server. No additional configuration is required.

www.ivanti.com | 801.208.1500 18
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Upgrading

To facilitate a software upgrade on the same server, the upgrade performs an uninstall operation and
then an install operation. The uninstall leaves the current scan engine configuration files in place.
These files are reused to provide the configuration information needed to reproduce the original
setup.

As part of the upgrade, the database itself will be upgraded. It’s therefore important that all database
activity stop prior to the upgrade. This means that all scan engines connected to the database must
stop scanning and the scan service must be stopped for all these servers.

To ensure that the upgrade does not encounter problems, the database is put into single-user mode.
Once completed, the database is put back into multiuser mode.

Approximate upgrade time is 5 minutes.

To upgrade the scanning service

Right-click the scan engine installer and run. You may receive a popup asking for permission to
continue; if this happens, enter your appropriate administrator login details.

5. DataCenterDiscovery Setup \;‘i-

Welcome to the DataCenterDiscovery
Setup Wizard

The Setup Wizard will install DataCenterDiscovery on your
computer. Click Mext to continue or Cancel to exit the Setup
Wizard,

Version: 4.4.1.1229
Build: 1229
Edition: CMDB

Click Next. The current settings will be displayed. Click Install to begin the installation. When
installation is complete, click Finish.

www.ivanti.com | 801.208.1500 19



Data Center Discovery — Scan Engine Installation Guide

Upgrade notes

Service stop error: As part of the standard upgrade process, the scan service should have been
stopped as mentioned above.

If this has not happened, the upgrade itself will attempt to stop the service. Depending on the current
activities within the service, the stop operation may take longer than the standard service controller
timeout period. In this case, the upgrade process will raise a stop service error. If this occurs, it’s
recommended that you stop the service manually, then continue the upgrade.

Restart service settings: By default, during the install, the product is configured to restart when the
service stops due to an error. During the upgrade process, the service restart values are reset to the
default values. If you’ve modified the service restart parameters, then, following an upgrade, your
settings for service restart must be re-instated.

Multiple scanning servers: In the case where you have multiple scanning servers connected to a
central database, each of the scan services must be stopped prior to starting the upgrade.

You must then upgrade each scanning server separately. Any scanning server that is not upgraded will
be unable to start until the upgrade is complete.

Uninstalling

To fully uninstall the application

1. Locate the scan engine software in the Windows Programs and Features configuration.
2. Select the scan engine software in the installed software list.
3. Select Uninstall and execute the uninstall operation to completion.

Note: To facilitate the re-installation of software on the same device, the uninstall operation leaves
the current scan-engine configuration files in place from the current install. These files are then re-
used to provide the configuration information to reproduce the original setup.

If the configuration is to be changed for the re-install, then the original configuration files must be
deleted. These files are located in the Program Files folder as detailed during the installation.
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Changing installation features

It's possible to modify certain settings for your installation; these include the database credentials and
the advanced scan engine options.

You may need to modify the database credentials when the existing credentials no longer work due to
a company policy requiring periodic password changes.

To modify settings

1. Locate the scan engine software in the Windows Programs and Features configuration.

2. Select the scan engine software in the installed software list.

3. Select the Change option. You may see a dialog asking for permission to continue; if this
happens, enter your appropriate administrator login details. Click Next.

4. Update the database connection settings. You can use the Test Connection button to ensure
these are correct. Click Next.

5. If the scan engine is installed as part of the installation, the Scan Engine Options screen will
display. Modify the options as needed, then click Next.

6. Click Update.

7. Once the update is complete, click Finish. Your database credentials will successfully update
for all installed components and any advanced settings will be applied.
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Installing a 2nd scanning server

Installing a second scan engine for Data Center Discovery provides a means to add additional scanning
resources to an existing estate scan operation.

CENTRAL

DCo
dashboard

This is a requirement for the load balancing of scanning operations (i.e., more than one scanning
engine is required to carry the CPU load). The results of the scanning operation are written back to a
shared scan engine database. The resources for scanning can be shared across the entire estate, or
each scan engine can be assigned exclusively to a section of the estate.
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To install a 2" scanning server

Start the Setup wizard and click Next.

i DataCenterDiscovery Setup M

Welcome to the DataCenterDiscovery
Setup Wizard

The Setup Wizard will install DataCenterDiscovery on yaour
computer. Click Mext to continue ar Cancel to exit the Setup
Wizard,

Version: 4.4,1,1229
Build: 1229
Edition: CMDB

Read and accept the end-user license agreement. Click Next.

i DataCenterDiscovery Setup I;Ii-

End-User License Agreement

= a
Please read the following license agreement carefuly |Vant|

iQuate

END USER LICENSE AGREEMENT (EULL)
FOR IQSONAR SOFIWARE PRODUCT
2017

IQUATE LTD. LICENSES THIS SOFTWARE PRODUCT TO YOU
SUBJECT TO THE TERMS CONTAINED IN THIS END USER
LICENSE AGREEMENT ("EULA"). READ THE TERMS OF THIS
EULAR CAREFULLY. BY INSTALLING, COFYING OR OTHEEWISE
USING THE SOFITWARE (A5 DEFINED BELOW), YOU AGREE TO |V

[ accept the terms in the License Agreement

Print | | Back || Mext | | Cancel
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Click the Custom button to start the install.

DataCenterDiscovery Setup

Allows users to choose which program features will be instaled and where
they will be installed. Recommended for advanced users.

'7 Complete_ }

Al program features will be installed. Requires the most disk space.

Select the scan engine Ul, then from the drop-down menu, select the Entire feature will be
unavailable option to make it unavailable. Repeat this step for the APl component.

15 DataCenterDiscovery Setup I;Ii-

Custom Setup

" H|
Select the way you want features to be installed. lvantl

Click the icons in the tree below to change the way features will be installed.

= ~ | DataCenterDiscovery ScanEngir

DataCenterDiscovery ScanEngi

= ~ | DataCenterDiscovery API

This feature requires 21MEB on your

hard drive,
£ m >
Location: C:\Program Files\Ivanti\DataCenterDiscovery
ScanEngine 4.04
Reset || Disk Usage | | Back ” Mext || Cancel |
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Identify that these options have been disabled. Click Next.

i) DataCenterDiscovery Setup \;li-

Custom Setup

- b |
Select the way you want features to be installed. lvantl

Click the icons in the tree below to change the way features will be installed.

DataCenterDiscovery ScanEngir
DataCenterDiscovery ScanEngir
DataCenterDiscovery API

This feature requires OKB on your
hard drive.

[=s]
[=]
B
m

| Reset ” Digk Usage || Back ” Mext || Cancel |

Select the remote database to be used by the scan engine. (See note below before selecting.)

i DataCenterDiscovery Setup

Database Connection

= a
Please provide connection details for SQL Server lvantl

Server\Instance: |IQINCDB \SQLEXPRESS2012

Database Mame: |DataCEnterDiscwerySE
) Windows Authentication

(®) 50L Server Authentication

Username: |iq.sonar

Password: || o-........l

Test Connection

| Back || Mext | | Cancel
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Note: This step requires replication of the database that you used in the first scan engine setup. It's
important to use information that was provided with the original setup. If the same configuration
isn’t given, then two independent scan engines will be created rather than a single shared scanning
resource.

Since a second scan engine is to be installed on a different device from the original, the use of the
localhost setup as the database server is not appropriate.

This example uses:

o The database for the first scan engine installation. Since this is the second installation, the
specified database will already exist.

e The database-specific user to create and populate the scan engine database. The user
must have appropriate database permissions (See the Data Center Discovery—Scan Engine
Prerequisites Guide for details).

Additional information on database setup

The scan database stores scan configuration information provided by the Ul, as well as data from the
scanned devices and/or applications identified during the scan operation.

v | Description

Server\instance: Define the server/instance on which the existing database is installed.
Database name: Define the database name to be used.

Authentication type: Select Windows or SQL Server authentication.

e Windows Authentication uses a domain-defined username provided with access to the
database. This will be the username of the logged-in user. A local machine account can’t be
used.

e  SQL Server authentication uses a SQL-Server-defined local user.

Username: Enter the username to access the database. This name identifies who accesses the database
to create the required database and save scanned information.

Password: Specify the password to access the database.

Test (button): Test the login details for the database.
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Test the connection. Click OK to close the test window. Click Next. Confirm that the prerequisites for
the install have passed and correct any failed tests.

o DataCenterDiscovery Setup l_x_J

Database Connection

N H |
Flease provide connection detals for SO lvan l l

Server\instance:  IQINCOB\SQUEXPRESSZ012

Qatabacse Name: IQSgtS
Test Connection -
i
L)
Connection test successful

sermname: }ch
Password: ool oK l

| Iq

ok || pet | Cancel |

Click View Details to see the criteria that were checked or if a failure occurred. Click Next.

DataCenterDiscovery Setup

i)

Prerequisites Check

Checling system for prerequisites

& Windows Server 2012 or higher.
o/ NET Framework 4.5.1.

o SQL Server 2012 or higher andrequired | View Detals
PErSSIOnS r

Al prerequisites have been met, please press next to
contirwe the installstion process

Back || Next [ Cancel
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Select the Use an Existing Key option. Click Browse to select the file which holds the encryption key
that was created during the first scan engine install.

The sharing of this customer encryption key between the two scan engines allows credentials (used in
the scanning process) to be accessible to both scanning engines. Click Next.

Ejl DataCenterDiscovery Setup -

Encryption Key

N b |
Piease provide encryption key lvan l I

DataCenterDiscovery uses an encryption key to store credential
information. You can provide an existing key when adding
components to your install or create a new key.

Create a new kay

®) Use an existing key

: | Browse...

Back || MNe | | Concel

Click the Start Scan Engine Service option, then click Scan Engine to modify additional options.

Start Services

Please select which services you would ke to start
after the nstallation completes.

After the installation completes:
Start ScanEngine Service,

Advanced Options
Scan Engine

Once finished, click Back to return to the Start Services screen and continue the installation. Click
Next. Review the screen showing a summary of the install details, then click Install.
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When setup is complete, click Finish. The scan engine service will launch at the completion of the
install (unless you previously cleared this option).

iy DataCanterDiscovery Setup -

Completed the DataCenterDiscovery
Setup Wizard.

Chck thee Findsh butbon to et the Setup Wieard.

Finish

The scan engine service will be launched at the completion of the installation (unless this option was
previously unchecked).

A second scanning server is now available for configuring in the Ul. It must be activated in the
standard way.

Post-installation

Once you've successfully set up the scan engine, refer to the Data Center Discovery—Scan Engine User
Guide for help with using the product. Use this guide to become familiar with the scan engine and scan
database.

Database recovery model

The suggested Recovery Model setting is simple for scan engine-related databases, unless local
requirements dictate otherwise. This can be done from:

SQL Server Management Studio > Database > Properties > Options > Recovery Model
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Appendix A: Key information

Iltem Information

CLR Common Language Runtime
Query to run in SQL Management Studio to enable CLR:
sp_configure 'clr enabled', 1;

GO RECONFIGURE;

Scan database The database in which the data from the scan engine is initially stored.
Ivanti support https://www.ivanti.com/support/ivanti-support
SQL Server instance A SQL Server instance is a complete SQL server; you can install many instances

on a device, but only one default instance.
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Appendix B: Authenticode certificate not trusted

If the scan engine fails to start after installation, the most likely cause is that the server hosting the
scan engine service doesn’t trust the Authenticode certificates used by Ivanti to sign the code.

In such a scenario, the service log will contain error messages such as “Unable to find Authenticode
certificate on plugin” or “An error occurred during server initialization > System.Exception: Unable to
find any Product Adapters.”

To address this problem, it’s necessary to add the certificates to the local device trusted stores.

To add certificates to the local device trusted stores

1. Right-click the scan engine msi installer file and open the Properties dialog. Click the Digital
Signatures tab.

2. Inthe Signature list, select the iQuate Limited entry. Click the Details button to view the
signature details.

= DataCenterDiscovery_4.4.1.1229 Properties -
| Custom I Details | Previous Versions |
| General I C | Digital Signatures Security
Signature list
Name of signer: Digest algorithm Timestamp
iQuate shaZbb Thursday, June 8, 20... :
| QK | | Cancel | Apply

3. Click the View Certificate button.
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General | Advanced

—_. Digital Signature Information
This digital signature is OK.

Signer information

MName: l_

E-mail: INot available

Signing time: [Thursday, June 8, 2017 9:42:43 AM

View Certificate

Countersignatures

Mame of signer: E-mail address: Timestamp
DigiCert Timesta... Mot available Thursday, June 8, 2...

[ ]

4. Click the Install Certificate button.

General | Details | Certification Path

1
|7_a.‘ Certificate Information

This certificate is intended for the following purpose(s):

# Ensures software came from software publisher
# Protects software from alteration after publication

*Refer to the certification authority's statement for details.

Issued to: iQuate

Issued by: thawte SHAZ256 Code Signing CA

valid from 9/12/2016 to 9/23/2017

[Install Certifiate...| | Issuer

5. Select the Local Machine option and click Next.
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Lacation
) Current User
(®) Local Machine

To continue, dick Mext.

6. Click Next. Once completed, click Finish.

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(® Automatically select the certificate store based on the type of certificate
() Place all certificates in the following store

Certificate store:

‘ | | Browse. ..

7. Return to the Digital Signature Details dialog, select the countersignature, and click Details.
8. Install this certificate in the same way.
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