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Overview

SAML provides single sign-on service for users accessing their services hosted in a cloud
environment. Generally, a service provider such as G Suite is federated with an identity
provider such as Onelogin for authentication. The user gets authenticated by Onelogin and
obtains a SAML token for accessing applications in a cloud environment, such as G Suite.
This guide serves as step-by-step configuration manual for users using Onelogin as an
authentication provider with G Suite in a cloud environment.

Prerequisites

1. Ensure that you have a working setup of the G Suite and Onelogin pair without
Mobilelron Access.

2. Ensure that you verify the configuration at https://support.onelogin.com/hc/en-
us/articles/201173424-Configuring-SAML-for-G-Suite

3. Metadata files and configuration for Onelogin

1. Login to Onelogin tenant portal with admin credentials.
2. Click Apps > Add Apps. Search for G Suite and select it.

onelogln USERS  APPS  DEVICES  ACTIVITY  SETTINGS >

Find Applications m
| Q, G suite

eMarketing Suite Form-based auth

emarsys eMarketing Systems

G Suite Form-based auth, SAML2.0 , browser extension , provisionin 9

Google Inc.

G Suite 2 (Drive) SAML2.0, provisioning

Google Inc.
m G Suite Admin Console SAML2.0

Google Inc.

G Suite (Shared Accounts) SAML2.0, provisionin g

Google Inc.

3. Onthe Add App page > Configuration tab, select SAML 2.0 — user provisioning.
Click Save to display additional configuration tabs.
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USERS APPS DEVICES ACTIVITY SETTINGS

— Add G Suite =3 )

Configuration

Portal

Connectors

4. On the Configuration tab, enter the G Suite domain.

USERS APPS DEVICES ACTIVITY SETTINGS

- G Suite =3

Configuration

Application Details /./" ’

\\ abzd.com A

Your main company damain, .9, MyCcompany. com

API Connection

Connect to G Suite APl over OAuth.

5. On the Configuration tab, authenticate to the G Suite API.
a. On the Configuration tab, click Authenticate.
b. On the Complete Authentication Process dialog, click the G Suite link.
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Complete Authentication Process

To complete the process, go to G Suite to authorize access for OneLogin.

CANCEL

c. Click Allow on Google’s Request Permission Page.

- OneLogin.com would like to:

@ Have offline access

d. Onelogin returns to the G Suite app setup page and displays a brief
message that the authorization was successful.
6. On the Parameters tab, map G Suite user attributes to Onelogin attributes. Verify
that the credentials are configured by the admin.

Parameters

Credentials are

s Configured by admin Configured by admins and shared by all users
G Suite Field Value

Allases - Mo default -
Departmeant - Mo default -
Email Email name part
Employes ID - No default -
Emplayes Type - Mo default -
Firstname First Mame
Groups - Mo default -
Is Admin False

Proprietary and Confidential | Do not Distribute



7. Click Save to save the settings and enable the verification part of the SAML
setup.
8. On the SSO tab, configure the SAML settings automatically.

~ G Suite =3

SSO

Enable SAML2.0
AUTOMATIC CONFIGURATION MANUAL CONFIGURATION

Important! For SSO-enabled domains without network masks, Google requires super administrator
permissions. Users who are not super administrators will be redirected to the SSO sign-in page
when they launch the app

* APl is configured (under Configuration tab)
* Access is granted (under Access tab)

* Parameters are set (under Parameters tab)

* "Save” action is required right after providing Application details (under Configuration
tab)

Enable automatic SAML configuration: §88

9. On the Manual Configuration sub-tab, copy the SAML 2.0 Endpoint (HTTP)
URL and download the X.509 PEM Certificate.
Note: To download the certificate, click View Details and select X.509 PEM from
the drop-down list below X.509 Certificate field.
* For a different certificate, click Change > select the new certificate and follow
the above instructions.
* To create new X.509 certificates, select Settings > Certificates > New.

10. Download the metadata file - Click More Actions > SAML Metadata > Save the
file.

USERS APPS DEVICES ACTIVITY SETTINGS

+— G Suite MORE ACTIONS -
Vendor Homepage
Info
O
Delete
Portal vy Na T
G Suite -

Square Ilcon

GSuite G

Upload a square icon at least 512x512px as
Upload an icon with an aspect-ratio of 2.6:1 as either a either a transparent .PNG or .5VG
transparent .PNG or .SVG
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11. Importing Users from Google Directory
a. Click User > All Users > Directory.
b. Click New Directory.
Enter the domain information and click Authenticate for API
authentication. Click Sync Users and click Save.

DEVICES ACTIVITY SETTINGS

~— Google Apps Directory m

Directory

8asic Configuration v

(___ abed.com

o missntry onmicrosoft.com # inft

(AP Authantication

Importing Users v

12. Click User > All Users > select the User imported from Google Directory >
Click Application tab > select G Suite > Continue.

13. Click Save.
Note: If the Save button is grayed out, then deselect the Enabled: Allow users to
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sign in option and select it again.

Edit G Suite Login For

@Allow users to sign in
T —

Available values

e (e )

4. Metadata files and configuration for G Suite:

Metadata for G Suite:

Entity ID: https://docs.google.com/a/<domain_name>
Assertion Consumer Service URL: https://www.google.com/a/domain name/acs

Configuration:

1.
2.
3.

o~

Login to G Suite admin console.

Click Security > Set up single sign-on (SSO).

Upload the Onelogin X.509 PEM Certificate that you downloaded in Step 9 in the

Metadata files for Onelogin section. See Prerequisites.

Click Setup SSO with third party identity provider.

Enter the following information:

o Sign-in page URL: The SAML2.0 Endpoint (HTTP) URL that you copied
from the Manual Configuration sub-tab in Onelogin in Step 9 in the above
section.

o Sign-out page URL.: https://app.onelogin.com/client/apps

o Change password URL.: https://app.onelogin.com/password
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https://docs.google.com/a/%3cdomain_name
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Domain s verified. Mall setup is pending Return 1o setup

etup SSO with third party identity provider

To setup third party as your identity provider, please provide the information below. @

Sign-in page URL https:// onelogin.com/trust/sami2/http-post/sso/6
URL for signing in 10 your system and G Suite
Sign-out page URL https://i onelogin.com/trust/sami2/http-post/ss0/62
URL for redirecting users to when they sign out
Change password URL  htips/ onelogin.com/trust/sami2/http-post/sso/67
URL to let users change thelr password in your system;, when definad here, this is shown eveh when Single Sign t
enabled
Verification certificate A certificate file has been uploaded. Replace certificate
he certificate file must contain the public key for G gn quests 0

| Use a domain specific issuer @

Network masks
Network masks determine which addresses f jonality
will be applied entire network. | 6)
For ranges, use a dash. Example (64 233167204 9

6. Click Save Changes.

Verification: At this point, the SAML SSO should work fine between G Suite and Onelogin.
Access G Suite services such as Google Drive or Google Docs from browser or applications
on desktop or mobile devices.

Access to SPs must be successful.
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Configuring G Suite and Onelogin with
Mobilelron Access

You must perform the following tasks to configure G Suite and Onelogin with Mobilelron

AcCcess:

Configuring Access to create a Federated Pair

Configuring G Suite with Mobilelron Access

Configuring Onelogin with Mobilelron Access

Reaqistering Sentry to Access

Configuring Access to create a Federated Pair

You must configure Access to create a federated pair.

Prerequisites

Verify that you have configured G Suite and Onelogin natively. See Prerequisites.

Procedure

1. Log into Access.

2. Click Profile > Get Started.

3. Enter the Access host information, and upload the ACCESS SSL certificate in p12
format. All the other fields are set to default. Click Save.

4. On the Federated Pairs tab, click Add New Pair and select G Suite as the service
provider.

5. Enter the following details:

a. Name

b. Description

c. Upload the Access Signing Certificate or click Advanced Options to create a
new certificate.

d. Click Add Metadata and enter the entity ID and Assertion consumer Service
URL:

Entity ID: https://docs.google.com/a/<domain_name>

Assertion Consumer Service URL.:
https://www.google.com/a/domain_name/acs

You can also choose to Upload Metadata or select Metadata URL option to
add metadata.

e. (Optional) Select Use Tunnel Certificates for SSO to configure Cert SSO on
Mobilelron Core. See Appendix in the Mobilelron Access Guide at
https://support.mobileiron.com/docs/current/accs/

6. Click Next.

7. Select Onelogin as the Identity provider. Click Next.

8. Select the Access Signing Certificate or click Advanced options to create a new
certificate.

9. Upload the IdP metadata file that you downloaded. See Prerequisites. Click Done.

10
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10. Download the ACCESS SP Metadata (Upload to IDP) and the ACCESS IDP
Metadata (Upload to SP) files from the federated pair page.
11. On the Profile tab, click Publish to publish the profile.

Configuring G Suite with Mobilelron Access
You must configure G Suite to use with Access.

Prerequisites

e Verify that you have created a federated pair with Google Suite and Onelogin.
e Verify that you have configured G Suite and Onelogin natively.

Procedure

=

Login to the G Suite domain with admin credentials.

Click Security, and select Single Sign-On Settings.

3. Upload the “Access IDP Metadata (Upload to SP)” that you downloaded in Step 10
of Configuring Access to create a Federated Pair.

4. Extract the Sign-in page URL from Access IDP Metadata (Upload to SP).

N

g8 OL+GA-UploadTo-G Suite-SP.xml » No Selection
(?X 1 Sbeionalld Ou diaaalUIE o8 csondaloposllooa
<mdfEntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.@:metadata" entityID="https:// -
/ Jacc/762fcb58-57e4-4403-a3c9-b36b3c592b77/idp" >
< arotocolSunnortEoumeratiooa uro-oasis-opames-tc-SAML -2 R-oratocal®s

BcwYw®jANBgkghkiG9wBBAQs FADBOMQswCQYDVQQGEwWIVUZETMBEGALUECAWKQ2F saWwZvemSpYTEWMBQGALUEBwWNTW91bnRha
WagVml1dzETMBEGALUECGWKTW9iaWx1SXJvbjEQMA4GALIUECWWHU3VWc Gy dDERMABGALIUE AwwI SWRWUHJveHkwHhcNMTUxXMDE
ZMjMyNDIwwWhcNMjUxMDEWMjMyNDIwwj BOMQswCQYDVQQGEwWIVUzZETMBEGALUECAWKQ2FsaWZvem5pY TEWMBQGALUEBwWWNTWO1b
nRhaw4gVml1dzETMBEGA1UECgwKTW?1aWx1SXJvbjEQMA4GALUECWWHU3VwcG9ydDERMABGALUEAWWISWRWUHI veHkwggEiMA®
GCSqGSIb3DQEBAQUAA4IBDWAWGQEKAOIBAQCUBZUNSrBCYwu3woTOBa4ygLllIuXqe72j7RkmQWqTvEkkIxTsHu3F6PUCtXcLbz
/FaQz0C9yKQnKhxYnrmgpVXIpcBztYgB2XaYReTDTCr40TE86qUVINn7C41UZigINhGGVCx81212zMIwSx+ngaeSVd/
ws@1PYbxnsCEXcQicYFGOiPAEBPPEhTT94cDGTe7iDzieo8IMB8rBhWCzHdg6XxDPZIBAZANSKSD/
Qz0@551QuvI4zF8ROYGA+0GsawBC@0pwdTEh/CzzSzZWEBUzZ+04UV/
VFUrH2EvY210f2dHIjvtmXOwTm6CTsKs@9fvi3XdRG15mbSdF22SBOBynSH
+vZAgMBAAEWDQYJKoZIhvcNAQELBQADGGEBAASNPIRUKLIT jxOFSm6jBvREBNv41trdzreadTeRTINTSb/
mA1iSRrMqYFnC91aJBdo5D1wg6xhgAVikyc/KKhul3hL9F3IYy7wXhUUSDIXC4uTmVhHImp/6Vm1/uYCINMSH1
+9VXKWSyugFawBz96EYNBEXO0TpSj fulpdhL/
MTRDSEQEI7EQ7FkxrXE7PUcF151HKv30xjxBR41iuVouUHbRGIKAK7Mb66wW2c2VySzmVvwD4+vz1VeWYSGABriSAAB8OBLZQAugi
b4SRsSvgriliOYuvL@+aYXdKf9QLlIGDrLzIIDY1uT3R15Pp8U2] fpIwBa7v10Ixw9Sg7g2RQAFx3YA=</

ds:Xboylertiticate>
</ds:X5@9Data>
</ds:KeyInfo>
</md:KeyDescriptor>

<md:SinglelogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Location="https://
EEs )/ /acc/762fcb58-57e4~4483-a3¢c9-b36b3c592b77/idp/logout" />
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormat>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Location="https://
Ex / facc/762fcb58-57e4-4483-a3c9-b36b3c592b77/idp" />
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https://

/acc/762fcb58-57e4-4403-a3c9-b36b3c592b77/idp" />

</md:IDPSSODescriptor>
</md:EntityDescriptor>

5. Enter the following information from the certificate:
a. Sign-in page URL.: <Entity ID from above screenshot>
b. Sign-out page URL.: <Entity ID from above screenshot>
c. Change password URL:_https://app.onelogin.com/password

11
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https://app.onelogin.com/password

Domain is verified, Mall setup is pending Return 1o setup

Option 2

IDP metadata 4 DOWNLOAD

Setup SSO with third party identity provider

To setup third party as your identity provider, piease provide the information below. @

Sign-in page URL htips:// /acc/762fch58-57
L for signing

Sign-out page URL https://i 1/acc/762ch58-57:

R for 16 ) whon thoy sign out

Change password URL https://app.onelogin com/password|

RL to et Leers change their password in your system; when defined here, even when Sngle Sig
e bt

Verification certificate A certificate file has been uploaded. Replace certif

The certiicate fie must contain the public key for Google 1o vertty aignin requests, @

Use a domain specific issuer @

6. Click Save.
Task Result

G Suite is configured with Access.

Configuring Onelogin with Mobilelron Access

You must configure the identity provider with the service provider metadata file. This builds the
trust relationship with the service provider.

1. Login to Onelogin tenant portal with admin credentials and click Add Apps.

onelogin USERS APPS  DEVICES  ACTIVITY  SETTINGS

Company Apps
] ADD APP
Add Apps

Q Manage Tabs
P Custom Connectors
i G Suite 1user
Domain : misentry.com SAML2.0, admin-configured
a Salesforce 1user
Update Entitiements SAML2.0, admin-configured
SAML Test Connector (IdP) 1user
RelayState SAML2.0, admin-configured

2. Search for SAML and select SAML Test Connector (1dP)

12
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APPS DEVICES ACTIVITY SETTINGS

Find Applications

(N

Google SAML Quicklink
Google Inc

Intralinks SAML
OneLogin, Inc

Pilot Catastrophe SAML (IdP)
OnelLogin, Inc.

SAML2.O

SAML2.O

SAML2.0

SAML Test Connector (IdP)

OneLogin, Inc

SAML2.0

SAML Test Connector (IdP w/attr)
OneLogin, Inc.

SAML Test Connector (IdP w/ attr w/ sign response)

OneLogin, Inc.

SAML Test Connector (IdP) w/encrypt
OneLogin, Inc

SAML Test Connector (IdP) w/ NamelD {Unspec)
OneLogin, Inc

SAML Test Connector (IdP w/attr. incl group transform)
OneLogin, Inc

SAML Test © (1P w/ persi w/ sign )

OneLogin, Inc.

w

SAML2.O

SAML2.0

SAML2.O

SAML2.O

SAML2.0

SAML2.O

(Optional): Change the display name and click Save to enable other tabs.

4. On the configuration tab, enter the following information that is extracted from the
Access SP Metadata (Upload to IDP) file from Step 10 of Configuring Access to

create a Federated Pair.

e Audience: <Entity ID of SP>

e Recipient: <Entity ID of SP>

e ACS (Consumer) URL Validator*: <Entity ID of SP>
e ACS (Consumer) URL*: <Entity ID of SP>

e Single Logout URL: <Entity ID of SP>

USERS APPS DEVICES ACTIVITY SETTINGS

+~ SAML Test Connector (IdP)

[ Configuration :|

Application Details
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5. On the Parameters tab, Add custom parameter “Email” with value “Email Name
Part”

USERS APPS DEVICES ACTIVITY SETTINGS

+~ SAML Test Connector (IdP) m

Parameters

Credentials are

Email Emai

Email Email name Davtl custom parameter

6. Click Save.
7. Click Users > All Users > select the User and Assign the Application.
8. Click Continue and Save.

Registering Sentry to Access

You must register Sentry to Access to fetch the latest configuration from Access.

Prerequisite

Verify that you have registered Sentry earlier. If so, then do not perform this step.
Procedure

1. Clish Sentry. In the configuration mode, execute the following command for
registration.

(config)#accs registration https:/<FQDN of Access server><Admin Username of Access
Server>

Enter the Tenant password and complete the registration.

In Access, click the Sentry tab.

Select the appropriate Sentry instance, then click Action > Assign.

Click OK.

Clish Sentry and execute the following command in configuration mode to fetch
the latest configuration from Access immediately:

ok wnN

(config)# accs config-fetch update

Note: All the published configuration changes are fetched by Sentry assigned to
the profile in fifteen minutes. However, if you want to see the changes
immediately, then perform Step 6.

14
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Verification

Login to G Suite using the test account and verify the redirection in Sentry logs.
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