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Overview

SAML provides single sign-on capability for users accessing their services hosted in a cloud
environment. Generally, a service provider such as Salesforce is federated with an identity
provider such as SecureAuth for authentication. Users authenticate to SecureAuth as an
identity provider and obtain a SAML token for accessing applications in a cloud
environment, such as Salesforce.

This guide serves as step-by-step configuration manual for users using SecureAuth as an
authentication provider with Salesforce in a cloud environment.

Prerequisites

You must perform the following steps before you configure the service provider and identity
provider with Access:

e Ensure that you have a working setup of the Salesforce and SecureAuth pair without
Mobilelron Access.

e Verify that you have the metadata files for Salesforce.
1. Login to Salesforce with admin credentials.
2. Click Security Control > SAML Single Sign-On Settings > SecureAuth record.
3. Click Download Metadata and save the metadata file.
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[ake Salesforce with you wherever you go -
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Run your business from any mobile device with the Salesforcel Mobile Apy >

SAML Single Sign-On Settings AN onc] e Sros.

Expand Al | Collapse Al Back to Single Sign-On Settings
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) Edit Delote Clone mmuuu Metadata ) SAML Assertion Validator
Lightning Experience Name  SecureAuth APIName  UniqueName

Migration Assistant
Switch to the modern, intelligent
Salesforce.

SAML Version 2.0
Issuer  hitps://s01-secureauth-01.dev.mobileiron.com Entity 1D hitps.//saml.salesforce com

Identity Provider Certificate | , OU=IT, O=Mobilelron, L=Mountain View, ST=Calfornia, C=US
Expiration: 16 May 2025 20:14:06 GMT

Request Signing Certficate  SelfSignedCert_19Jan2016 211116
Request Signature Method  RSA-SHA256
Salesforce1 Quick Start Assertion Decryption Cortificate  Assertion not encrypted
SAML identity Type  Federation ID
Force.com Home SAML Identity Location  Subject

Service Provider Initiated Request HTTP Redirect
Binding

Get Started

Administer Identity Provider Login URL  hitps:// /secureauth2/secureauth.aspx

* Manage Users Identity Provider Logout URL
*+ Manage Apps Custom Error URL

e Verify that you have the metadata file for SecureAuth.
1. Login to SecureAuth with admin credentials.
2. Click Salesforce realm > Post Authentication and scroll down.
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3. Click Download at the metadata file.
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Confirmation Method (1.1): | yrn:oasis:names:tc:SAML:1.0:.cm | ~
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Configuring Salesforce and SecureAuth with
Mobilelron Access

You must perform the following tasks to configure Salesforce and SecureAuth with
Mobilelron Access:

Register Sentry to Access

Configure Access to create a Federated Pair

Configure the Salesforce environment with Mobilelron Access
Configure the SecureAuth environment with Mobilelron Access

Register Sentry to Access

You must register Sentry to Access to fetch the latest configuration from Access.

Prerequisite

Verify that you have registered Sentry earlier. If so, then do not perform this step.
Procedure

1. Clish Sentry. In the configuration mode, execute the following command for
registration.

(config)#accs registration https:/<FQDN of Access server><Admin Username of Access
Server>

Enter the Tenant password and complete the registration.

In Access, click the Sentry tab.

Select the appropriate Sentry instance, then click Action > Assign.

Enter the tenant password.

Click OK.

Clish Sentry and execute the following command in configuration mode to fetch
the latest configuration from Access immediately:

Noohkown

(config)# accs config-fetch update

Note: All the published configuration changes are fetched by Sentry assigned to the profile in
fifteen minutes. However, if you want to see the changes immediately, then perform Step 6.

Configure Access to create a Federated Pair

You must configure Access to select your service provider and the identity provider. You can
apply the configuration settings for the service provider and the identity provider to create a
federated pair.

Procedure
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Log in to Access.

Click Profiles > Get Started.

3. Enter Access host information and upload the ACCESS SSL certificate. The other
fields retain the default values. Click Save. For more information on Access SSL
certificates, see Certificates in the Mobilelron Access Guide.

Click Profiles > Federated Pairs > Add New Pair.

Select Salesforce as the service provider.

Enter the following details:

a. Enter a Name for the

b. Enter an appropriate Description.

c. Select the Access Signing Certificate or click Advanced Options to create a
new certificate.

d. Upload the metadata file for Salesforce that you downloaded. See
Prerequisites.

e. (Optional) Select Use Tunnel Certificates for SSO to configure Cert SSO on
Mobilelron Core. See Appendix in the Mobilelron Access Guide at
https://support.mobileiron.com/docs/current/accs/ .

7. Click Next.

8. Select SecureAuth as the Identity provider. Click Next.

9. Select the Access signing Certificate or click Advanced options to create a new
certificate.

10. Upload the metadata file for SecureAuth that you downloaded. See Prerequisites.

11. Download the ACCESS SP Metadata (Upload to IDP) and the ACCESS IDP
Metadata (Upload to SP) files from the federated pair page.

12. On the Profile tab, click Publish to publish the profile.

N

o o~

Configure the Salesforce environment with Mobilelron Access

N

Login to Salesforce with admin credentials.
Click Security Control > Single Sign-On Settings.
Click New from Metadata file.

Home Chatter C. Leads A ts  Contacts Forecasts Contracts Orders Cases Solutions Products Reports Dashboards +

Take Salesforce with you wherever you go M =TT
Run your business from any mobile device with the Salesforcel Mobile Apf

Single Sign-On Settings Help for s Page @)

Expand All | Collapse Al
Configure single sign-on in order to authenticate users in salesforce.com from external environments. Your organization has the following options avallable for single sign-on

sﬁ% ; » Federaled authentication, a single sign-on method that uses SAML assertions sent 1o a Salesforce endpaint.

Lightning Experience [Edit | SAML Assortion Validator
Migration Assistant

Switch to the modern, intelligent
Salesforce

‘SAML Single Sign-On Settings

Action  Name SAML Version  Issuer Entity ID

Federated Single Sign-On Using SAML
SAML Enabled

Salesforce1 Quick Start

Upload the “Access IDP Metadata (Upload to SP)” that you downloaded in Step 11 of
Configure Access to create a Federated Pair.
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SAML Single Sign-On Settings

Create configuration using an XML file (1 MB or smaller) containing SAML 2.0 settings from your identity provider. (Salesforce doesn't store this file.)

Metadata File Browse.. SF+SA-UploadTo-Salesforce-SP.xmi

5. Click Save.

Croate Cancel

ancol

SAML Single Sign-On Settings

Heip for tris Page €

Name

SAML Version

Issuer

Identity Provider Certificate

Request Signing Certificate
Request Signature Method
Assertion Decryption Cortificate

SAML Identity Type

SAML Identity Location
Service Provider Initiated Request
Binding

Identity Provider Login URL
Identity Provider Logout URL

Custom Error URL

Just-in-time User Provisioning

User Provisioning Enabled

S

eapp256-ait

20

https://

Browse..  No file selected.

SelfSignedCort 19Jan2016_21116 |
RSA-SHA266 [

Assertion not encrypted %)

© Assertion contains the User's Salesforce usemame
Assertion contains the Federation 1D from the User object
Assertion contains the User ID from the User object

© dentity is in the Namelidentifier element of the Subject statement

Identity is in an Attribute element

HTTP POST
© HTTP Redirect

https:/; VMobilelron/acc/eatddBc2-Geda

Save Save & New Cancel

APiName | oapp256_ait

Entity ID | https://sam|.salestorce.co

Current Certificate  CN=Idpl! , OU=Support, O=\

Y.
ST=California, C=US
Expiration: 10 Oct 2025 23:24:20 GMT

, L=Mountain View,

1 = Required Information

6. Click Domain Management > My Domain > Edit Authentication configuration and

select the new federated authentication service.

Configure the SecureAuth environment with Mobilelron Access

You must configure the Identity Provider Federation settings with the values of Mobilelron
ACCESS SP Metadata. This builds the trust relationship between Mobilelron ACCESS and

SecureAuth.

Procedure

N =

Login to the SecureAuth portal with admin credentials.
Click the Salesforce realm and select Post Authentication tab.

3. Open the Access SP Metadata (Upload to IDP) that you downloaded in Step 11 of
Configure Access to create a Federated Pair. Extract the Entity 1D and certificate as

shown below:
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kmd:EntityDe
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alt.auto. mobllelron com/Mob11eIron(acc/eafAdBcZ 6eéa Lf25 BBeb 1314Aaée3655( p">

scriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" entityID="https://

At halk P T P 1o L

oasis:
<md:KeyD
<ds:Ke
<gs.

- ration="urn:
names.tc:SAML.Z.e:protocol">

escriptor use="signing">

yInfo xmlns:ds="http://www.w3.0rg/20008/09/xmldsig#">

X589Data

<d

s:X509Certificate>MIIDYjCCAkoCCQDt/
2MBm5uwtjANBgkghkiG9w@BAQs FADBzMQswCQYDVQQGEwJIVUzZETMBEGALUECAWKQ2F saWZvcem5pY TEWMBQGALUEBWWNTW91bnR
haw4gVml1dzETMBEGALUECgWKTW9iaWx1SXJvbjEQMA4GALUECwWWHU3VwcG9ydDEQMA4GALUEAwWWHU3BQCm4e TAe FWOXNTEWM
TMyMzMxMTRaFw@yNTEWMT AyMzMxMTRaMHMxCzAJBgNVBAYTA1VTMRMWEQYDVQQIDApDYWxpZm9ybm1hMRYwFAYDVQQHDAIND3V
udGFpbiBwWaWV3MRMwEQYDVQQKDApNb2 JpbGVJcm9uMRAWDgYDVQQLDAd TdXBwb3J8MRAWDg YDVQQDDAdTcFByb3hSMIIBIFANB
gkqhkiG9w@BAQEFAAOCAQBAMIIBCgKCAQEAY9VIQORDIT@ZsATA/1IRT/r6RprOwrnjGQ1KdZIzWMj8x332hQ91oHIId
+LdSt1Ezc8res8XiBGHal73549WpoZibZUcePJJ2Z6WwkIXmWeNotshRRy/ZbGrTyulmé5bD4TnAZURBqkgCOqSVtT1blchsGl
+awAwogOHkmsHf1rEiSA3KEeDAk6DaligRnMPd3DIAypWfYhiZmFEWLK1TPdUUSWDsC
+fKPbpKeWMbc95zngFPkbxgfNFxUYoGYRF1Y/
t6v2ygW95iX8AuSaréwpnUe8TbGwmg29qw]j40fWSMBVS3RsveZ8YIi1H1cBYU2bwABUD
+IAqPvazZdiUj8bwIDAQABMAGGCSGGSIb3DQEBCWUAA4LIBAQB/Z5S6k5AIImrC24yqZGu/BHHB8iuWRVTYQ1hxjQ/
xdX16zxUih61240009iwdroDwkCh5sJRRecrDZ2z3wxC15hBcXDbjgIs/M6K1j
+JikJIWJIa9M3AMCTViAEKN1epS3vSGwaWQcT3XFjxFDujqbNgk9LxFqCgEbB8KkgBimj T3rXPXuIY9XYv3gMbVEfBTtSmaBju2p
q15ahd4TFDGzmlarMjXMQdedCwWbibXmXhé fHMtnboXT8YcOVzkDL2pmPyDa7iaPoP1GCn9IMgPKOUytmztanigBOuXy4FDgRKR
dtLKmENy5GoertVGuhxgP8sIimjZ6UnTvpo+AVSz+B1f</ds:X5089Certificate>

<
</ds:K
</md:Key
<md:Name
<md:Asse

isDef

</md:SPSSO
</md:EntityD

ds:

X509Data>

eyInfo>

Descriptor>

IDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</md:NameIDFormat>

rtionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https://
,auto.mobileiron.com/Mobilelron/acc/eaf4d8c2-6esa-4125-83eb-13144a6e3655/sp"” index="@"

ault="true"/>

Descriptor>

escriptor>

4. Edit the SAML Assertion or WS Federation settings as shown below.

Crvanview Data ‘Workflow Adaptive Authantication  Mufi-Factor Math Post Authantication AP

Logs

Create custom realm groups. WSFed Reply To/SAML Target URL: | Nitps2/] Mabilelron/ace/eafdds:
Realm MNavigatior )
Select/Unselact Al SAML Consumer URL: | https/i /Mobilelron/acc/eafdds
SecuraAuthD ; -Hal)] - o i
Bacuaduth Advineation WSFad/SAML lssuer: | NitPe://s01-secureauth-01.dev.mobileiron.com
SecuraAuth1 SAML Recipient hittpes:/A ‘Mobilelron/acc/eafddB
Page Header
SAML Audience: | Nttps://] Mobilelron/acc/eafddB
SecureAuth2 ] .
Salesforoe
sP Start URL: | NP8/ /Mobilelron/acc/eafdds
SecureAuth3
I n
Salestores WS-Fed Version, 1.2 j
SecursAuthg98 o
DATH Enralment WS-Fed Signing Algarithm: SHA1 J
SAML Signing Algorithm: |~ SHAT j
SAML Offset Minutes: 0
SAML Valid Hours: 24
Appand HTTPS to SAML Target URL: | TTue j
Generats L N v——— True ‘j
Save Generate Unique Assertion ID:
Sinn GAM) Bocartine | TIUS -I
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5. Select the SAML values as below and click Save.

Data Workflow

Adaptive Authentication

Post Authentication APl Systen Info

Multi-Factor Methods

Logs.

SecursAuth2 Sign SAML Assertion:  1TU@ j
oup AN o False j

Al -
nerypt SAML Assertio False j

SAML Data Encryption Method:
SecuraAuth0 SAML Kay Encryption Method
SecureAuth Administration

Secureduthl
Page Header

SecureAuth2 7
Salesforce
Encryption Cert:
SecuraAuth3
Salesforce:

SecureAuth998 -

OATH Enrolimant

Le | Lo

/ SAMLRequesi Certificate:

(——

MIDY)CCARCCQDY2MBmMSuwtANBgkohkiGEwl BAQsFADBzMQsw
COYDVQOGE EwVUZETMBEGA 1 UECAWKO2FsaW ZvemSpYTEWMEB
OGA1UEBwwNTWE 1 bnRhaWdgVmildzETMBE GA 1 UECgwKTWSiaWx
ISKVEEQMALGA T UECwwHU 3V woeGOyd DEQMALGAT LEAWWHLIZE
ComfdaTAaFwixNTEWM TMyMzMxMTRaFwOyNTEwMTAYMzM=MTR
aMHMxCzAJBgNVEAY TRV TMRAMWEQY DV DApDY WapZmSybmi
hMRYwFAYDVOOHDAT Nb3VudGFpbiBWaWVIMRMWEDYDVOOKDA
pHB2Jpb GV cmBuMRAWDg YDVOQLDADTAXBwbIOMAAWDg YOV
QDDACTEFBYLARSMIBIANBgkohki GowiBACGEFAADCADBAMIBCY
KCAQEAyOVICORDANZeATA

Verification

Register a device to Core.

el N =

Verify that the SAML SSO is working.
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Download the Salesforce app from App store.
Open the application that triggers per-app-vpn.
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publication is subject to change without notice. Mobilelron, Inc. does not warrant the use of this publication. For
some phone images, a third-party database and image library, Copyright © 2007-2009 Aeleeta's Art and Design
Studio, is used. This database and image library cannot be distributed separate from the Mobilelron product.

“Mobilelron,” the Mobilelron logos and other trade names, trademarks or service marks of Mobilelron, Inc.
appearing in this documentation are the property of Mobilelron, Inc. This documentation contains additional
trade names, trademarks and service marks of others, which are the property of their respective owners. We do
not intend our use or display of other companies’ trade names, trademarks or service marks to imply a
relationship with, or endorsement or sponsorship of us by, these other companies.
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