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Overview

SAML provides single sign-on capability for users accessing their services hosted in a cloud
environment. Generally, a service provider such as ServiceNow is federated with an identity
provider such as Okta for authentication. Users authenticate to Okta as an identity provider
and obtain a SAML token for accessing applications in a cloud environment, such as
ServiceNow.

This guide serves as step-by-step configuration manual for users using Okta as an
authentication provider with ServiceNow in a cloud environment.

Prerequisites

You must perform the following steps before you configure the service provider and identity
provider with Access:

e Verify that you have the credentials for Okta admin account.
http://developer.okta.com
Note: After signing up, you will receive an activation link on the registered email.
Save the activation URL. The URL might be similar to
dev-931016-admin.oktapreview.com

e Verify that you have the metadata files for ServiceNow
For more information, see_Configure the ServiceNow environment

o Verify that you have the metadata files for Okta.
For more information, see Configure the Okta environment.

o Perform the steps 1 to 10 in the Configure the Okta environment section.
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Configuring ServiceNow and Okta with

Mobilelron Access
You must perform the following tasks to configure ServiceNow and Okta with Mobilelron
AcCcess:

e Configure the Okta environment

e Configure the ServiceNow environment

e Configure Access to create a Federated Pair

e Reaqister Sentry to Access

e Configure the ServiceNow environment with Access

e Configure the Okta environment with Access

Configure the Okta environment

1.

no

o s

6.
7.

Login to Okta with admin credentials using the sign-in URL received in the activation
mail.

Select Admin >Directory > People.

Select Add Person > Fill details > Save details.

Note: The email id should be same as that of ServiceNow.

On the Application tab, click Add Application.

In the Create a New Application Integration window, select SAML 2.0 radio button.
Click Create.

Creale a New Application integration

Under the General Setting tab, enter the Application name and click Next.
In SAML settings, enter the Audience URL, Name ID format, and Application username
and click Show Advanced Settings.
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Single sign on UAL. @ hitps:iidev4 service-now .com/navpadge.do
/' Use i for Peciolenrt URL anvd Destirmbon URS
Alowy s an0 10 reguest other SSO UL
Autience URI (3P Bnsity 10} © https: fidevd service-noww com/navpage.do
Delaut haySiate O
Name 1D format Unspecified
Aspication usemane Oktn usernamu

Show Ademnimd Sutsngn

8. Enter the configuration values as shown in the below screen and click Next.

Hide Advanced Setungs

Response @ Unsigned v
Assertion Signature § Signed v
Signature Algorithm §) RSA-SHA!1 v
Digest Aigorithm £ SHAT1 v
Assertion Encryption § Unencrypted v
Enable Single Logout § Allow application 10 iIniate Single Logout
Authentication context class §) PasswordProtectedTransport v
Honor Force Authentication Yes v

SAML Issuer ID )
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LEARN MORE

Name Name format Value
IDPEmail Unspecified v useremail v
UPN Unspecified v user.email v

Add Another

9. Configure the feedback settings as below and click Finish.

e Help Okta Support understand how you configured this application

Are you a customer or partner? ®) I'm an Okta customer adding an internal app

I'm a software vendor. I'd like to integrate my app with Okta

n The optional questions below assist Okta Support in understanding your app integratio

App type § | This Is an internal app that we have created

10. Click Applications and select the application that you created. Click Sign On and
download the identity provider metadata.
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Settings

11. Click Directory > People > Add Person and create a User.
12. On the Applications tab, select Assign Applications.

13. Select the Application and the User and click Next.

14. Click Confirm Assignment.

Configure the ServiceNow environment

You must configure ServiceNow with Access natively by performing the following tasks:

e FEnabling Multi-Provider SSO Properties
e Configure Multi-Provider SSO
e Configure users for Multi-Provider SSO

Enabling Multi-Provider SSO Properties

Login to ServiceNow with admin credentials.

Type Plugins in the filter navigator > click Plugins.

Search for Integration in the Search box.

Select Integration — Multiple Provider Single Sign-On Installer.

Awnh e
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NOW sevce g 2. st = Q. B @ @

T Pugins ®) | = SysemPlugis Goto Name * 44 « wicctle b PP
(=] * (_‘;' ..,"‘ All » Name =« imtegration
[0} = Name & = Veruon = Status =10
Systen Definizion

integraton - Common Components 100 Inactve COM SACNTEation comman
integration - JOSC 100 Inactve ComSnCintegration, jobc
Integraton - MicrosoRt SCCM (Deprecated) 00 Inactve COM.SNCINtegration. scom
(0Segraton - MicrosoR SCCM 2007 10 Inactve COM SNCINCEGraton. Semdo0T
\ntegraton - McrosoRt SCOM 2012 [Deprecated) 400 Inactive COMSAL INteRration. scom012
InteRrAOn - MiCrosolt SCOM 2012 2 410 Inactive COM.SNCINtREration scom201 v
ILERIAON - MiICrosoft SMS £ SCOM 2.0 (Deprecated 00 Inactve COM_SNC INtegration smsl
D 100 Inacave omsac mta

RrAlon - MuRiDie Provider Single S@n-On Enbanced U) 100 Inactive COM.SACINtegration. ssomultiul

v Integration - Muliple Provider Single Sgn-On insaller 100 Inactve COM.SNCINtegration. s3a multiinszaller
integraton - Openid S5O 100 Inactve COM.INCINtegration. so.openid

=Thealh Console (TECI 20 200 Inactive Com sncntegration thvoll_tec
Integration - Yerzon edonding 100 Inactrve COMSNCNtegration verzon_ebonding
interacive Analyss 100 Inactive om_glidespp nteractive_analysis
P Rangs Based Authenticaton 100 Active COM_SHC Dauthenticatar
® 1 Data Mact L0 Inacuve comsnce data_man

5. Click Activate/Upgrade and click Activate to complete the activation.

NOW' sevcesmsenes

D, sysemadminisator + Q. P @ &

(Y Plugins
Activate Plugin X
= *
Integration - Multiple Provider Single Sign-On Installer
System Deflnition The multiple provider single sign-on plugin enables organizations to authenticate
against multiple IDPs (identity providers) using SAML. It aiso supports
Pluging authentication using multiple digest configurations.

Learn more

-1 -~
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Configure Multi-Provider SSO

1. Login to ServiceNow with admin credentials.
2. Type Multi in the search filter > Administration > Properties. Select Yes for Enable
multiple provider SSO.

nww Service Management

(' multi ®) Multiple Provider SSO Properties

= * G

Multi-Provider S5O

Customization Properties for Muliple Provider SSO

Getting Started Enable multiple provider SSO
EYes | No
Identity Providers
Enable Auto Importing of users from all identity providers into the user table
Federations Yes | No
¥ Administration Enable debug logging for the multiple provider S50 integration
_ -
The field on the user table that identifies a user accessing the “User identification” login page. By default, it uses the ‘user_name' field
x509 Certificate IOT—
Installation Exits m
Single Sign-On Scripts

3. Navigate to Multi-Provider SSO > Identity Providers > New > SAML > Paste the I1dP
metadata into Import Access IdP Metadata field, that was downloaded in step 8 of
Configure the Okta environment_ and click Import. The following details populate when
you upload the metadata file.

mwwlm ?me' [C =N
— — ety PrOvider -—
T multi ® $ B hipsespmui-atsuto mebiieron L5edals Shce-41 we3/idp F AN E -
Updste  GenermteMetadata  TestCommection | Actheste
* )
v
Mt Provider $S0 Name  https://sBIS-alt auto. mobileiron.com/M Acthve
N - B
ity Provider ettt auts. y ; L o
dentityProvi dentity rw::: https:/ /et ait auto. mabibeiron. com, Maileiran act/ Liedadsh idg
Federations durticy Provider's  hitps:/epees-alt auto, mobileiron om/Metiveraryace, 1 ecda05b-55 dmmied Tt
Asthndeques
¥ Adminstration
dertty Providers  hitps. sy alt auto mabileiran com/Meblieron acc, 1bedaDSh. Sede-45t ot ittt <3 Idp lagout
Singlelogoutiequest
Progeres
ServiceNiow  hitps:/jdeniRiservice-now.com/navpage.do
509 Contlficate Homepage
Ingzaliation Exits Entity |0/ Ssulr  hitpdeal Service-row.com
Singie Sign-On Serips Audience UR!  hitps:/ /oINS service-now.Com

Nameid Policy  urmooassinames:cSAMLZ 0:nameid-form st trantient
External logout redirect  external_logout_complete do

Failed Requirement
Redirect

Encryption And Signing  User Provisiening | Advanced

Signing /Encryption Key Signing Signature | et ww.wd. org 2000/09 midsigersa-sh
Miss Agarithm
Signing/Encryption Key s Sign AuthnBequest
Pagword
Sign LogoutRequest
Encrypt Assertion o Logouthe
Update | Generatebetadats  Testlonnection  Activate
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4. Click Generate Metadata and save it to xml file.

Configure users for Multi-Provider SSO

Prerequisites

Verify that you have enabled and configured Multi-Provider SSO.
Procedure

1. Login to ServiceNow with admin credentials.

2. Type Multi in the search filter and select Identity Providers. Right-click 1dP record and
copy the sys_id.

nd’w Service Management ? System Administrator =+ O, (¥ @) £
mult ® = Identity Providers u Goto MName v 44 4 1 wiefs B BP
= Name & = Active = External logout redirect = Single Sign-On Script = Default = Auto Redirect IdP
Multi-Provider $50
Digested Token true external logout complete.co MultisS0 DigestedToken false false
i hitps://pingone.com true external_logout_complete.do MyltiSSO SAML2 Updatel true false
éiwpmdm Show Matching >
Filter Out "
) SAML2 Updatel false external_logout_complete.do MultiSSO_SAML2 Updatel false false
Federations
Copy URL to Clipboard
¥ Administration Copy sys.id 4d « L wicfs b PR
Assign Tay >
Properties N
x509 Certificate
Installation Exits
Single Sign-On Scripts

3. Type Users in the search filter. Select Users > New > right-click on the top bar next to
User > Configure > Form Layout and select SSO Source in Available list and move it
to the Selected list. Click Save.

NOW' service uanagement

® ¢ Coafigaring User form

¥ Usens and Groups Form view and section Create new field

z
3

v Repors. Related Links
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4. Click New and enter the User ID and Email of the User.
5. Paste the sys_id in the SSO Source field and click Update.

. < - s— tarm AGTY iy - ™
Serv y e Q & (
NOW'  service vanagerne ) hyseem Acmniatrator > @@

6. Click Test Connection > Enter Username and Password > Sign On.
The test connection should be successful.

7. Click Activate to activate the rule. The Activate button is available after the connection is
tested.

8. Enable Auto Redirect IdP at the bottom of the page.

Configure Access to create a Federated Pair

You must configure Access to select your service provider and the identity provider. You can
apply the configuration settings for the service provider and the identity provider to create a
federated pair.

Procedure

1. Log into Access.

2. Click Profile > Get Started.

3. Enter Access host information and upload the ACCESS SSL certificate. The other
fields retain the default values. Click Save. For more information on Access SSL
certificates, see Certificates in the Mobilelron Access Guide.

4. Click Profile > Federated Pairs > Add New Pair.

Select ServiceNow as the service provider.

6. Enter the following details:

a. Enter a Name for the federated pair.
b. Enter an appropriate Description.

o
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Select or upload a new Access Signing Certificate.
Upload the metadata details for ServiceNow. See Prerequisites.

e. (Optional) Select Use Tunnel Certificates for SSO to configure Cert SSO on
Mobilelron Core. See Appendix in the Mobilelron Access Guide at
https://support.mobileiron.com/docs/current/accs/ .

7. Click Next.

8. Select Okta as the Identity provider. Click Next.

9. Select or upload the Access Signing certificate.

10. Upload the 1dP metadata file. Click Done.

11. On the Profile tab, click Publish to publish the profile.

12. Download the ACCESS SP Metadata and upload to IDP from the federated pair
page.

13. Download the ACCESS IDP Metadata and upload to SP from the federated pair

page.

oo

Task Result

The Federated Pair is created.

Configure the ServiceNow environment with Access

You must configure ServiceNow with Access to upload the metadata file that you
downloaded when configuring the Federated Pair with Access.

Prerequisites

Verify that you have the “Access IDP Metadata and Upload to SP” XMI that you
downloaded in Step 13 in the Configure Access to create a Federated Pair section.

Procedure

1. Login to ServiceNow with admin credentials.

2. Type Multi in the Search filter and select Identity Providers > New > SAML > Import
IdP Metadata using “Access IdP Metadata and Upload to SP” XML downloaded at
Step 13 in the Configure Access to create a Federated Pair section.

Click Test Connection and enter the username and password.

Click Sign On. The Test Connection must be successful.

Click Activate which is available after you test the connection.

Select Set As Auto Redirect IdP option to enable Auto Redirect IdP.

o0k w

Configure the Okta environment with Access

You must configure Okta with Access to upload the metadata file that you downloaded when
configuring the Federated Pair with Access.

Prerequisites

Extract the entity ID from “Access SP Metadata and Upload to 1dP” XML that you
downloaded at Step 12 in the Configure Access to create a Federated Pair section.

12
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Procedure

Login to Okta with admin credentials.

Click Applications > ServiceNow that was added earlier.

Click General > Edit SAML Settings > Next.

Enter the Entity ID URL to Single Sign On URL and Audience URL.
Click Show Advanced Settings

e Modify response to Unsigned.

e Signature Algorithm to SHA 1.

arwbpE

6. Click Next > Finish.

Register Sentry to Access

You must register Sentry to Access to fetch the latest configuration from Access.

Prerequisite

Verify that you have registered Sentry earlier. If so, then do not perform this step.
Procedure

1. Clish Sentry. In the configuration mode, execute the following command for
registration.

(config)#accs registration https:/<FQDN of Access server><Admin Username of Access
Server>

Enter the Tenant password and complete the registration.

In Access, click the Sentry tab.

Select the appropriate Sentry instance, then click Action > Assign.

Enter the tenant password.

Click OK.

Clish Sentry and execute the following command in configuration mode to fetch
the latest configuration from Access immediately:

Nooghk~own

(config)# accs config-fetch update

Note: All the published configuration changes are fetched by Sentry assigned to the profile in
fifteen minutes. However, if you want to see the changes immediately, then perform Step 6.

Verification

Login to ServiceNow and enter the custom domain details. You are redirected to Okta login
page for authentication.
When you provide the credentials for Okta, you must be redirected to ServiceNow home

page.
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