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Overview

SAML provides single sign-on capability for users accessing their services hosted in a cloud
environment. Generally, a service provider such as SuccessFactors is federated with an
identity provider such as Microsoft ADFS for authentication. The user gets authenticated by
ADFS and obtains a token for accessing applications in a cloud environment, such as
SuccessFactors.

This guide serves as step-by-step configuration manual for users using ADFS as an
authentication provider with SuccessFactors in a cloud environment.

Disclaimer:
This cookbook is informational to help with the setup flow and actual screenshots. The steps
might vary in your deployment scenario due to changes in SP/IdP versions.

Prerequisites

Verify that you have the following components in your environment:

e ADFS version 3.0

e Ensure that you have a working setup of native federation for SuccessFactors and
ADFS in your environment.

e ADFS (IDP) Metadata Files
Download the ADFS metadata files for ADFS (1dP)

e Download ADFS metadata file from https://<ADFS Server
FQDN>/FederationMetadata/2007-06/FederationMetadata.xml

e SuccessFactors (SP) Metadata Files

You must get the information for metadata files for SuccessFactors (SP) from Single

Sign-On Settings.

> Tenant ID:
https://salesdemo4.successfactors.com/login?company=<your_company>

> EntitylID: https://www.successfactors.com/<your_company>

» Assertion Consumer Service URL.:
https://salesdemo4.successfactors.com/samlI2/SAMLAssertionConsumer?<your_c

ompany>

Proprietary and Confidential | Do not Distribute


https://www.successfactors.com/%3cyour_company%3e
https://salesdemo4.successfactors.com/saml2/SAMLAssertionConsumer?%3cyour

\

Configuring SuccessFactors and Microsoft
ADFS with Mobilelron Access

You must perform the following tasks to accomplish the configuration between
SuccessFactors and ADFS:

Register Sentry to Access

Configure Access to create a Federated Pair

Configure the ADFS environment with Mobilelron Access
Configure the SuccessFactors environment with Mobilelron Access

Register Sentry to Access

You must register Sentry to Access to fetch the latest configuration from Access.

Prerequisite

Verify that you have registered Sentry earlier. If so, then do not perform this step.
Procedure

1. Clish Sentry. In the configuration mode, execute the following command for
registration.

(config)#accs registration https:/<FQDN of Access server><Admin Username of Access
Server>

Enter the Tenant password and complete the registration.

In Access, click the Sentry tab.

Select the appropriate Sentry instance, then click Action > Assign.

Click OK.

Clish Sentry and execute the following command in configuration mode to fetch
the latest configuration from Access immediately:

ok wnN

(config)# accs config-fetch update
Note: All the published configuration changes are fetched by Sentry assigned to

the profile in fifteen minutes. However, if you want to see the changes
immediately, then perform Step 6.

Configure Access to create a Federated Pair

You must configure Access to select your service provider and the identity provider to create
a federated pair.

Prerequisites

Verify that you have the credentials for Mobilelron Access.
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Procedure

=

ok w

o

9.

10.

In Access, click Profile > Get Started.

Enter the Access host information and upload the ACCESS SSL Certificate. The other
fields retain their default values. Click Save.

Note: Perform steps 1 and 2 only if a profile is not created.

Click Profile > Federated Pairs > Add New Pair.

Select SuccessFactors as the service provider.

Enter the following details:

e Name

e Description

e Select the Access Signing Certificate or use the Advanced Options to create
a new Access Signing Certificate.

e Upload or Add the service provider metadata.

If you select Add, enter the Entity 1D and Assertion Consumer Service
URL. See Prerequisites.

e (Optional): Select Use Tunnel Certificates for SSO for users to be
authenticated automatically. This leverages the user’s authentication in the
Mobilelron Tunnel VPN. See Appendix in the Mobilelron Access Guide at
https://support.mobileiron.com/docs/curent/accs.

Click Next and select Microsoft as the identity provider.

Select the Access Signing Certificate or use the Advanced Options to create a new
self-signed Access Signing Certificate.

Select Upload Metadata, Add Metadata, or Metadata URL to provide the I1dP
metadata details that you saved. See Prerequisites.

See https://support.mobileiron.com/docs/curent/accs for more information.

Click Done.

Download the Access SP Metadata (Upload to IDP) and ACCESS IDP Metadata
(Upload to SP) metadata files.

Click Publish to publish the profile.

Configure the ADFS environment with Mobilelron Access

You must configure the identity provider with the service provider metadata file. This builds
the trust relationship with the service provider.

Procedure

1.
2.

3.

Use Remote Desktop services to log into an ADFS machine with Admin credentials.
Click Start > Administrative tools > ADFS Management > Expand Trust
Relationships.

Click Relying Party Trust. Right-click and select Add Relying Party Trust and
follow the prompts.
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& Microsoft Remote Desktop  Window _Help
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4. Click Start and select Import data about the relying party from a file. Click Next.

OOV I;DBR O T - WD T4 K Mus Wd345PM mgamez Q

5. Click Browse and select the service provider proxy metadata file that you
downloaded and click Next.

Note: The filename for the proxy metadata file name ends with UploadTo-Microsoft
ADFS-1dP.xml.
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sKtop  wingow  meip @B W N Y W A T WY T N s
dc01.misentry.com
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Display Name: Enabled  Type Identfier |
Device Registration Service Yes WS-Trust / SAML / WS-Federation umims-drsmisentry com
0365sam Yes WS-Trust / SAML / WS-Federstion umdederation: MicrosoftOrine

Select Data Source

Sellct an option that this wizard wil use to obtain data about this reling party:

o] ImDondat about the relying party published oniin alocal network

Use this cpto o mpot the ncessay de ad cecatesfrom  eying pat organzaion tht pubishes
rlfedsraﬁ adal online

Federation metadata address (host name or URL):

Choose lssuance
Authorzation Rules [

@ Readyto Add Trust Example: f5 contoso com or hitps: //www.contoso com/app
@ Finish (® Import data about the relying party from a file
Use this option to import the nacssary data and certficates from a relying party organization that has
e ] metadaa o afie e e e S e ey B
validate the source of the i

Federation metadata file location:
C\Users\Adminisirator\Dow

O Enter data about the relying party manually
Uss this option to manually inpL the niecessary data about this relying party organization

[P | o> | [l ]

6. Enter the Display Name and click Next.

All other fields are set to defaults. Click Add Rule.

At the end, select Open Edit Claim rules dialog for relying party trust.

Select RSA-SHAO1 or RSA-SHA256 for encrypted algorithm.

9. Inthe Claim Rule Template drop-down, select Send LDAP Attributes as Claims
and click Next.

10. Configure the Claim rules as follows:

‘You can configure this rule to send the values of LDAP attibutes as claims. Select an attibute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
izsued from the rule.

® ~

Claim rule name:
Rulel

Rule template: Send LDAP Attibutes as Claims

Attribute stare:
| Active Directory v |

Mapping of LDAP attnbutes to outgoing claim types:

tgﬁi;g;bme (Select or type to Cutgoing Claim Type (Select or type to add mare)
» SaM-Account-Name v | Given Name v

11. Add another rule and select the option Transform an Incoming Claim. Click Next.
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12. Enter a name for the rule. The incoming type is Given Name and Outgoing Type is
Name ID. The outgoing name ID format must be Unspecified.

Edit Rule - Rule2 ]

“fiou can configure this ke to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value, Specily the incoming claim type to map to the
outgaing claim type and whether the claim value should be mapped to a new claim value.

Claim rule name:

Rule template: Transform an [ncoming Claim

Incoming claim type: Given Name v |
Unspecified

Outgoing claim type: 'Mame ID v |

Outgoing name D format: Unspecified W |

® Pass through all claim values

(_) Replace an incoming claim value with a different outgoing claim value

Browse

(_) Replace incoming e-mail suffix claims with a new e-mail suffix

13. Click Apply and OK.
Configure the SuccessFactors environment with Mobilelron Access
Procedure
1. Login to SAP SuccessFactors instance and click Single Sign-On (SSO) settings.
2. Extract the SAML lIssuer, Certificate, Global Logout Service URL (Logout

Request destination), Single Sign On redirect service location from the metadata file
that you downloaded in the Step 10 of.Configure Access to create a Federated Pair.
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<md:KeyDescriptor uses"signin

<ds:XeyInfo xmins:dse"htto: A/www.w3.orq/2000/89/xaldsigs">
<ds : X50%90ata>

<O X509CertificatoMIIDazCCALOGANIBAGIFAINGRCENDQY IK0Z IhvENAQELBOAWI ZEUMBIGALIUEAWWLU2 1nbel uZON1cn
QxEDAOBQNVBASMBINICHBvCNQXEZARBGNVBAOMCK1vYmlsZULyb24xF jAUBGNVBACMDULvOWS@YW1uI FZpZXcx EZARBGNVBAGM
ChNhDG 1mb3JuaWEXCZAJBGNVBAYTALVTMBAXDTE IMDkyMDESNDAXM1oXDTQIMDk xMz EGNDA XMl owd 2 EUMBIGALUE AwwLU2 1nbm
1uZON1 cnQxEDAOSQ 1cHBYCNOXEZARBONVBAOMCK1vYm1sZULlyb24 xF j AUBQNVBACMOUL vdWS@YWLUIFZpZXcxEZAR
BONVBAQMCKNNDG1ab3) xCZAJBGNVBAYTALVTMIIBI jANBgkQhkiGIWBBAQEFAAOCAQBAMI 1IBCGKCAQEAT sgBSRICIOKIs4
TIXFI2N+K2278d26 12t imALIRK285] /CS02HOXMOaPm+ 2ZyE1cd I 101e5IVa0S+C/mzSckB19m+e9QIF37H1+xht/
THhW4EORT1Z1Baf+YTvEVYyhiQA2noAGSMK/ hdlibkMe j 1W/YNUK4HGZ 1 sSEBE tBNMBO I 28cohKQVagn/ 2 INBGCIM: /
VIYKISRirMFQWIn19Cy: f2y9KGCBGIXELD2ZdOEGKIrAZQy /cAIwvIySxqSx  xDs ywbd f INLWETRI+R206Dk@q68nsDg/
HQar/
GRCVXIRSUyxcINE61hng@+bScfvollnmIDt31095ke L 1EpuLwIDAGABMABGCSQGSI1bIDQEBCWUAALTBAQAQAXaWZ DANHKB tbAm
v3HUIKhLSEXSNKceprz§6hzVB700PYIpPhqzC7luzIMIWMABT LI rGh2BEBQ3i FP2MILC+iDLDALILIBtFEAKBIwL
+TIgO9m0878Mai/t1)18A0220CBa0d1ONT IRADTDIw] 145 IRIIIDICKY XKWL xh W
+2Ff3nk7gWs5qNg j 2gSERBbdeZPHO I nQ2 ] F5a9C+boNrLpnSHWVahRWWPyRza 28WH3xut /C5IZdY /MOSKCKATBNEUfAwLOMiy
+6SyX77Lzzc/HQrp 7T0430yROKr Xdni f 2nQXbghUvQLSuEcVels2retel Lt146dX1UBN /410« /ds : X589Certificate>
</ds:XbevData>
</ds:Keylnfo>
</nd:KeyDescriptor>
<nd:NemeIDFormat>urn:oasis:napes sm. 1.1:nameid-fo
<md:NamelDFormsat>urn:oasis:napes inameid-fo specified</md:NamelDFormat>
<M'Sxﬂolc$xgn0n5ervica Bindihos 2 sinamos:tc:SAML §2 bxr\dmos HTTe-p0sT Locatione nutes:/ /N
pob on.con 845000 -fcfi go“/>
<md: Smh-s~ nOnService er'di g 2. O:Mndmon NTYP-RodSroct' Locanon-'nmm
30,008 ’ Q ROYORRT — - R -0000-810080e08 7% R />
</ed:I0PSS00escriptor>
</md:EntityDescriptor>

te esailAddress</md:NomelDFormat>

Certificate

SAML Issuer, Certificate, Global Logout Service URL(Logout
Request destination), Global Logout Service URL(Logout
Response destination), single sign on redirect service location

3. Configure SSO settings as shown below on the Success Factors portal.

For SAML based SSO:

© SAML v1.15S0 ® SAML v2 SSO

SAML Asserting ) oud

[omn—t.m“___ the asserting party

SAML User Column [ | Leave this fleld empty if SAML user column is not used.

SAML Asserting Party Name [Motitetron | Thes is an icentifier for your SAML issuer and cannot be modified
later

SAML Issuer [merpsy) W 2uto.mobilairon.com acc/dac0e]

Company Phone L

Contact Name [ |

Contact Phone [ ]

Relying Party Description [ ]

Require Mandatory Signature Amertion v!

Enable SAML Flag

Login Request Signature(SF Generated/SP/RP): [Ne v]

SAML Profile | vowser/Post Profile v

Enforce Certificate Valid Period [ne ]

SAML Verifying Certificate Valid Period 04/21/2017 - 04/14/2047

SAML Verifying Certificate Status Certiicate is vaiid

SAML Verifying Certificate

----- BEGIN CERTIFICATE-----
MI1DazCCALOGAWIBAGIFAOK3IHOWDQY IKO2 ThveNAQELBOAWEZEUMB I GAL UBAWWLU2 1nbml uZ 0Nl cngx
3MB1N1 cHBvCRQ k1vYml 5201 yb24XFIAUBGNVEACMOU vaNSOYWIUI FZp
1mb3 TALVTMBAXOTE IMDOYMT IWMTG 1N1 0XDTQIMNDOX
NDIWMTGLN1owdzEUMBIGAL UEANWLUZ L nbm1 uZONL cnQXEDAOBGNVEASMB1N] cHBVCAQXE 2 ARBGNVEAGH
Ck1vYml sZULyb24xF)AUBGNVBACMDUL vaNS0YW1uI FZDEXCXEZARBNVEAGMCKNhDG Lmb JJUaNEXCZAT
BgNVBAYTALVTMI IBI JANBgkghkiGwOBAQEFAROCAQEAMI IBCOKCAQEAL HNt FXCZASONKD2RLDDB2RF

ek SINL VEYUSa 7ThuGENLUNFiyld1LsYNAL 6erqCIpCYvQrr+ PSQYgVeRIOGVL Tvac
twl1TLeJ7gUpy 7V Iweod 2G5 0ZSACRQRMBD+bY STXKEGWQULPRGEJARES I SEBETTLQMR1 BnTKZ 3D
AEZDAOESRe wad 20mOn. CARIZA, BarsTvkdlokonREloniSuoRaz Pula/FINIIns
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SAML v2 : SP-initiated logout

Support SP-initiated Global Logout
SP sign LogoutRequest
SP validate LogoutResponse No W
Global Logout Service URL (LogoutRequest destination)  hitps -alt auto mobileiron com” facc/dad0ed2;
SAML V2 : IDP-initiated Global Logout
SP validate LogoutRequest signature Yeas v
5P sign LogoutResponse Yas v
Global Logout Service URL (LogoutResponse destination) |hiips// -alt auto mobileiron_com/ lacc/dad0ed2:
SAML v2: Login Response with Http artifact binding
Antifact Resolution Service Location (supplied by idp): |
Require ArtifactResolve Signature (sp fo idp) Mo W
Require ArtifactResponse Signature (idp to sp)
SAML v2: NamelD Setting
Require sp must encrypl all NamelD elements
NamelD Format unspeacified
SAML v2 : SP-initiated login
Enable sp initiated login (AuthnRequest) Yes v
Default issuer W
single sign on redirect service location (to be provided by idp) |ntips:/: -alt auto mabileiron.com” /acc/dadDed2:
Send request as Company-Wide issuer No W
10
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Verification

SuccessFactors Mobile App follows Activation process for the user to activate the profile.
There are three kinds of Activation models. The following models do not support SAML
SSO flow.

1. Activation Code

2. QR Code
Profile Activation Help
Activation

Please activate your profile by selecting one of
the activation methods below:

Use Activation Code

Scan QR Code

3. Email based Activation: This model must be used to use Access with the
SuccessFactors mobile application.

e Download the SuccessFactors mobile application on the device.

e From safari on i0S and chrome on Android, Access the URL mentioned in step 2
in the email.
Note: The Access Sentry URL must be added in the Safari domain configuration
for Tunnel profile.
It prompts to open the link in Mobile App on i0S.Click Ok.
On Android, everything is seamless. This starts the SAML SSO flow.
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“Mobilelron,” the Mobilelron logos and other trade names, trademarks or service marks of Mobilelron, Inc.
appearing in this documentation are the property of Mobilelron, Inc. This documentation contains additional
trade names, trademarks and service marks of others, which are the property of their respective owners. We do
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relationship with, or endorsement or sponsorship of us by, these other companies.
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