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Introducing System Manager

System Manager Overview

After installing Ivanti EPMM, administrators have access to the following web portal tools:
» System Manager: for performing most configuration tasks, including:

° Configuring lvanti EPMM

° Managing network settings

° Managing Ivanti EEMM within your infrastructure
° Upgrading Ivanti EPMM

° Troubleshooting and maintenance
e Admin Portal: for performing most common administrative tasks.
Refer to your Ivanti EPMM Device Management Guide for information on using the Admin Portal.

* lvanti recommends to allow HTTPS traffic on port 8443 from the corporate network, limited to Ivanti
applications only. This service is intended for EPMM server management and must have strictly
controlled access.

e The Ivanti documentation site provides access to access lvanti product documentation.

Terminology
The following terminology is used in this document.
* MICS:Mobilelron Configuration Service (the service that supports System Manager)

e MIFS:Mobilelron File Service (the service that supports the rest of lvanti EPMM)
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Starting System Manager

You can start System Manager two ways:

¢ "Starting System Manager using the URL" below

¢ "Starting System Manager from the Admin Portal" below

Ivanti recommends to allow HTTPS traffic on port 8443 from the corporate network, limited to Ivanti
applications only. This service is intended for EPMM server management and must have strictly controlled

access.

Starting System Manager using the URL
Procedure
To start System Manager using the System Manager URL:
1. Open a supported browser.
Refer to the latest release notes for information on supported and compatible browsers.
2. Enteryour Ivanti EPMM URL in the browser to open the System Manager log in screen.

For example: https://<EPMM_fully_qualified_hostname>:8443/mics

Starting System Manager from the Admin Portal
Procedure
To start System Manager from the Admin Portal:

1. Log into the into Admin Portal.

2. Click on the person icon at the top right of the Admin Portal page.
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3. Select System Manager from the menu to open the System Manager workspace.

k

miadmin

System Manager
Help

About

Submit an Idea

Sign Out

The System Manager login screen displays.

Logging into the System Manager

When first setting up lvanti EPMM, a system administrator determines which login methods are allowed for

the System Manager.

¢ "Logging into the System Manager with user ID and password" below

¢ "Logging into the System Manager with a smart card " on the next page

Related topics

¢ "Advanced: Portal Authentication" on page 104

« "ldentity Source: Local Users" on page 57

Logging into the System Manager with user ID and password

If supported by your system administrator, you can login to the System Manager with a user ID and
password. Refer to "Advanced: Portal Authentication" on page 104 for information on setting up this
authentication method. The user ID is case-sensitive and must be either:

e The user ID created during the initial setup of lvanti EEMM

e The user ID created in the System Manager under Security > Identity Source > Local Users.
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Procedure

1. In the web browser displaying the System Manager login screen, enter the user ID and password of a
System Manager user.

2. Click SIGN IN to open the System Manager workspace.

Logging into the System Manager with a smart card

If supported by your system administrator, you can login to the System Manager on a desktop computer
using an identity certificate on a smart card. Refer to "Advanced: Portal Authentication" on page 104 for
information on setting up this authentication method. This user must a local user created in the System
Manager under Security > Identity Source > Local Users.

o This authentication method is supported only on desktop computers. It is not supported on mobile
devices. Also, it is not supported with Firefox.

Procedure

1. Attach your smart card reader with your smart card to a USB port on the desktop computer. If your
computer has a built-in smart card reader, insert your smart card.

2. Go to the URL of the System Manager at https://<fully_qualified_hostname>:8443/mics
3. Ifyou are not logged in, select Sign In With Certificate. A prompt appears to select your certificate.
4. Select the certificate from the smart card.

5. If prompted, enter the password of the private key of the identity certificate on your smart card. The
System Manager workspace displays.

System Manager Workspace

System Manager is a web-based portal where you can perform most configuration tasks. When you log into
System Manager, you are presented with the System Manager workspace, which has the following
components (the number listed below correspond to the numbers in "System Manager workspace" on the
next page):
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1. Admin Portal link: opens the Admin Portal.

2. Sign Out button: exits System Manager and automatically retain (but does not save) current
settings, however, rebooting Ivanti EPMM without saving settings returns lvanti EPMM to its
previously-saved configuration.

3. Save button: saves current settings.

4. Menu tabs: lists the top-level System Manager functionality.

5. Menu items pane: lists each item associated with the selected menu.

6. Menu item details pane: lists the detailed functionality and options for the selected menu item.

7. Menu item(s) breadcrumbs: provides a menu > menu item path.

FIGURE 1. SYSTEM MANAGER WORKSPACE

SETTINGS SECURITY MAINTENANCE TROUBLESHOOTING

= Network

Interfaces e

Routes

Settings — Network — Interfaces

Physical Interfaces

Name 1P Mask ACL Name Admin State

DNS and Hostname GigabitEthernet1 10.10.87.234 255.255.0.0 Hone Enable

Static Hosts GigabitEthernet2 0.0.0.0 0.0.0.0 MNone Disable

) ) GigabitEthernet3 0.0.0.0 0.0.0.0 N Disabl
Date and Time (NTP) igabilther one isable

GigabitEthernet4 D.0.0.0 0.0.0.0 Mone Disable
CLI

System Manager menus

The following table describes the top-level menus, menu items associated with each menu, and the tasks of
each menu item.

TABLE 1. SYSTEM MANAGER MENUS

Menu Item Task

Settings Menu

Network > Interfaces e Change physical interface settings
e Add VLAN interfaces
e Change VLAN interfaces
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TABLE 1. SYSTEM MANAGER MENUS (CONT.)

Menu Item

Task

Network > Routes

e Change the default gateway
e Route through different gateways

DNS and Hostname

Change DNS servers

Static Hosts

Edit the host list for Ivanti EPMM

Date and Time (NTP)

Change the time source used by Ivanti EPMM

CL

» Change the Enable Secret set during installation
» Enable/Disable ssh access

e Change ssh settings

Data Export > Splunk Indexer

Configure a Splunk indexer

Data Export > Splunk Data

Configure the data to export to Splunk

Data Export > Syslog Servers

Configure syslog servers.

Data Export > SysLog Data

Configure the data to export to Syslog servers.

Data Export > Reporting Database

Configure the authentication token for the Reporting
Database and the data to export

Log Upload

Upload log files to an external server.

SNMP

Configure SNMP servers

Email Settings

Configure SMTP settings for communication between lvanti
EPMM and devices

Port Settings

Change default port configuration for lvanti EEMM

Data Purge

Configure automated data purging

Services

Enable/Disable lvanti EPMM services

Security Menu

Identity Source > Local Users

Create, delete, and manage local users for System Manager.

Identity Source > Password Policy

Create, edit, and restore default values for password in the
System Manager.

Certificate Mgmt

View and manage certificates for:

e Portal HTTPS
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TABLE 1. SYSTEM MANAGER MENUS (CONT.)

Menu Item

Task

¢ Client TLS
¢ iOS Enrollment

 Certificate pinning requests

Access Control Lists > Networks &
Hosts

Create and manage entries for networks and hosts

Access Control Lists > Network Services

Create and manage entries for network services

Access Control Lists > ACLs

Compile access control lists

Access Control Lists > Portal ACLs

Compile access control lists for specific lvanti EPMM
components

Advanced > Host Header Validation

Enhance security of incoming HTTP traffic in lvanti EPMM, by
validating HTTP host headers

Advanced > HSTS

HSTS provides an additional layer of security for HTTPS,
reducing the ability to intercept requests and responses
between a user and a web application server.

Advanced > Incoming SSL
Configuration

Select protocols and cipher suites other than the defaults for
incoming SSL/TLS connections

Advanced > ModSecurity

Configure protection against certain types of future public
security vulnerabilities

Advanced > Outgoing SSL
Configuration

Select protocols and cipher suites other than the defaults for
outgoing SSL/TLS connections.

Advanced > SAML

Allows local administrator users to use single-sign on for the
Admin Portal and Self-Service User Portal.

Advanced > Trusted Front End

Set up a Trusted Front End for communication from devices to
Ivanti EPMM.

Advanced > Portal Authentication

Select whether device users authenticate to the self-service
user portal, Admin Portal, and System Manager with a
password, certificate, or both.

Advanced > SSH Configuration

Configures ciphers, key exchange algorithms and hmacs.

Maintenance Menu
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TABLE 1. SYSTEM MANAGER MENUS (CONT.)

Menu Item

Task

Software Updates

Update the following information with lvanti EPMM upgrade:
device operating system, version information, platform type

Self Diagnosis

Automates maintenance by providing rapid responses to
fixing important issues and reducing the need for patch
releases.

Export Configuration

Export lvanti Server configuration settings to XML format.

Import Configuration

Import an Ivanti Server configuration from a local XML file or
FTP site.

Clear Configuration

Clear unsaved configuration settings and return to the default
configuration.

System Storage

Monitor disk storage availability.

Reboot

Clear current configuration settings and restart all server
modules.

System Backup

Back up system configurations.

Optimize Database

Optimize Ivanti EPMM database performance by cleaning up
fragmentation in the database

Troubleshooting Menu

Logs

Use logs to debug the system.

Network Monitor

Produces a TCP dump for one of the Ivanti Server physical
interfaces.

Service Diagnosis

Check the health of multiple services, such as MapQuest, DNS,
NTP, and Email.

System Monitor

Monitor Ivanti EPMM performance in log files that contain
performance information about CPU usage, memory usage,
threads, tomcat performance, database performance, and
muscle logs.

Queue Activation

Provides data about Queue Activation that is useful to lvanti
Technical Support.

In-Memory Queue Monitor

Provides Ivanti Technical Support with information about tasks
in the queue in your lvanti EEMM memory.
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System Settings

» Settings overview

* Network: Interfaces
* Network: Routes

* DNS and Hostname
 Static Hosts

e Date and Time (NTP)
o CLI

» Data Export: Splunk
» Data Export: SysLog
» Data Export: Reporting Database
* Log Upload

e SNMP

e Email Settings

* Port Settings

e Data Purge

Settings overview

System Manager Settings contains menu items for configuring Ivanti EPMM. The following table
summarizes the tasks associated with each menu item.

Ivanti recommends to allow HTTPS traffic on port 8443 from the corporate network, limited to Ivanti
applications only. This service is intended for EPMM server management and must have strictly controlled

access.
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System Settings

TABLE 2. SYSTEM MANAGER SETTINGS MENU ITEMS

Settings Menu

Task

Network > Interfaces

e Change physical interface settings
Add VLAN interfaces
e Change VLAN interfaces

Network > Routes

e Change the default gateway
¢ Route through different gateways

DNS and Hostname

Change DNS server details

Static Hosts

Add, edit, and delete the host list for lvanti EPMM

Date and Time (NTP)

Change the time source used by Ilvanti EPMM

CLI

¢ Change the Enable Secret set during installation
e Enable/Disable ssh access

¢ Change ssh settings

Data Export > Splunk Indexer

Configure a Splunk indexer

Data Export > Splunk Data

Configure the data to export to Splunk

Data Export > Syslog Servers

Configure Syslog servers.

Data Export > SysLog Data

Configure the data to export to Syslog servers.

Data Export > Reporting Database

Configure the authentication token for the Reporting Database and
the data to export

Log Upload

Upload log files to an external server.

SNMP

Configure SNMP servers

Email Settings

Configure SMTP settings for communication between lvanti EPMM
and devices

Port Settings

Change default port configuration for lvanti EPMM

Data Purge

Configure automated data purging

Services

Enable/Disable lvanti EPMM services
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System Settings

Network: Interfaces

Use the Settings > Network > Interfaces menu options to change parameters for the following network
interface points for lvanti EPMM:

¢ Physical interfaces: are configured as part of the installation process.

¢ Virtual Local Area Network (VLAN) interfaces: are optional interfaces you can configure on lvanti
EPMM to manage bandwidth and load balancing.

This section includes the following topics:

¢ "Physical interface mapping to M2600 NIC ports" below

¢ "Changing physical interfaces" on the next page

¢ "Modify Interface window field description” on the next page
¢ "Adding VLAN interfaces" on the next page

¢ "Add VLAN window field description" on page 17

¢ "Deleting a VLAN interface" on page 17

Physical interface mapping to M2600 NIC ports

The following table provides a mapping of the physical interface name in the Ivanti EPMM System Manager
to the physical NIC port in the M2600 appliance.

TABLE 3. PHYSICAL INTERFACE MAPPING TO M2600 NIC PORTS

Physical interface M2600 NIC port
GigabitEthernet | - ethO (NIC-3)
GigabitEthernet2 J - eth1 (NIC-4)
GigabitEthernet3 K- eth2 (NIC-5)
GigabitEthernet4 L- eth3 (NIC-6)
GigabitEthernet5 C- eth4 (NIC-1)
GigabitEthernet6 D- eth5 (NIC-2)

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 15 of 166


http://www.ivanti.com/company/legal

System Settings

Changing physical interfaces
Procedure
To change a physical interface:
1. Inthe Ivanti EPMM System Manager, go to Settings > Network > Interfaces.
2. Click the interface name in the Physical Interfaces group to open the Modify Interface window.
3. Modify one or more of the interface fields, as necessary.
Refer to the "Modify Interface window field description” below table for details.

4. Click Apply > OK to save the changes.

Modify Interface window field description
The following table summarizes fields and descriptions in the Modify Interface window:

TABLE 4. MODIFY INTERFACE WINDOW FIELD DESCRIPTION

Fields Description

IP Enter the IP address of the physical network interface.

Unless you are configuring a standalone implementation for a small trial, you should
specify at least one physical interface.

Mask Enter the netmask of the physical network interface.
ACL Name Select an Access Control List for this interface.
Admin State To enable this interface for use with the Ivanti system, click Enable. To temporarily

prevent use of this interface with the Ivanti system, click Disable.

Adding VLAN interfaces
The following describes how to add a VLAN interface.
Procedure
1. In the Ivanti EPMM System Manager, go to Settings > Network > Interfaces.

2. Gotothe VLAN Interfaces group.
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System Settings

3. Click Add to open the Add VLAN window.

4. Configure the VLAN interface, as necessary.
Refer to the "Add VLAN window field description" below table for details.

5. Click Apply > OK to save the changes.

Add VLAN window field description

The following table summarizes fields and descriptions in the Add VLAN window:

TABLE 5. VLAN WINDOW FIELD DESCRIPTION

Fields Description

VLAN ID Specify a number between 2 and 4094.

IP Address Enter the IP address for this VLAN interface.
Mask Enter the netmask for this VLAN interface.

Physical Interface Select the physical interface that corresponds to this VLAN interface.

ACL Name Select an Access Control List for this interface. See "Portal ACLs window" on
page 74.
Admin State To enable this interface, click Enable. To temporarily suspend use of this VLAN,

click Disable.

Deleting a VLAN interface
The following describes how to delete a Virtual Local Area Network (VLAN) interface:
Procedure
1. In the Ivanti EPMM System Manager, go to Settings > Network > Interfaces.
2. Go to the VLAN Interfaces group.
3. Select the VLAN you want to remove.

4. Click Delete > Yes.
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System Settings

Network: Routes

Use the Network > Routes menu options to create and maintain static network routes within the

enterprise. This section includes the following topics:

¢ "Adding network routes " below
¢ "Add Route window" below

¢ "Deleting a network route" below

Adding network routes

Procedure

—_

. Log into System Manager.

2. Goto Settings > Network > Routes.

3. Click Add to open the Add Route window.

4. Configure the network route, as necessary.

Refer to the "Add Route window" below table for details.

5. Click Apply > OK to save the changes.

Add Route window
The following table summarizes fields and descriptions in the Add Route window:

TABLE 6. ADD ROUTE WINDOW

Fields Description

Network Enter the network IP address.

Mask Enter the subnet mask.

Gateway Enter the IP address for the gateway.

Deleting a network route

To delete a network route:

1. Log into System Manager.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 18 of 166


http://www.ivanti.com/company/legal

System Settings

2. Go to Settings > Network > Routes.
3. Select the entry you want to delete.
4. Click Delete > Yes.

DNS and Hosthame

Use the Settings > DNS and Hostname window to manage the hostname, default domain, and DNS
information entered during installation. This section includes the following topics:

¢ "Modifying the DNS configuration" below

¢ "DNS Configuration window" below

Modifying the DNS configuration
Procedure
To modify the DNS configuration and hostname:

1. Log into System Manager.

2. Go to Settings > DNS and Hostname to display the DSN Configuration options.

3. Configure the host, as necessary. Refer to the "DNS Configuration window" below table for details.
4

. Click Apply > OK to save the changes.

DNS Configuration window

The following table summarizes fields and descriptions in the DNS Configuration window:

TABLE 7. DNS CONFIGURATION WINDOW

Fields Description

Host name Specify the fully-qualified host name for the appliance.
Default Domain Specify the default domain for the appliance.

Preferred DNS Server Specify the IP address of the primary DNS server to use.
Alternate DNS Server 1 Specify the IP address of an optional alternate DNS server.
Alternate DNS Server 2 Specify the IP address of an optional alternate DNS server.
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System Settings

Static Hosts

Use the Settings > Static Hosts options to edit the hosts file when:

¢ DNS is not available or does not resolve the necessary names.

e DNS resolves the hostname to the external IP, but you want the traffic to go via the internal IP.
This section includes the following topics:

¢ "Adding hosts" below
* "Add Host window" below

¢ "Editing hosts" on the next page

Adding hosts

Procedure

Log into System Manager.
Go to Settings > Static Hosts.
Click Add to open the Add Host window.

Configure the host, as necessary. Refer to the "Add Host window" below table for details.

vk W=

Click Apply > OK to save the changes.

Add Host window

The following table summarizes fields and descriptions in the Add Host window:

TABLE 8. ADD HOST WINDOW

Fields Description

IP Address The IP address for the host you are adding.

FQDN The fully-qualified domain name for this host, as in appdoc1.mycompany.com.
Alias The alias for this host.
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System Settings

Editing hosts

Procedure

1. Log into System Manager.
Go to Settings > Static Hosts.
Click the IP address to open the Modify Host window.

Edit the fields, as necessary. Refer to the "Add Host window" on the previous page table for details.

ok~ W

Click Apply > OK to save the changes.

Deleting hosts

Procedure

1. Log into System Manager.

2. Go to Settings > Static Hosts.

3. Select the entry you want to delete.
4. Click Delete > Yes.

Date and Time (NTP)

Use the Settings > Date and Time (NTP) options to manage Network Time Protocol (NTP) information
specified during installation. This configuration step is optional, but is recommended due to the effect of
database timestamps on the behavior of the system, as well as on the quality of reporting.

Currently, only UTC time format is supported for NTP If you want to use a time format other than UTC, you
must choose the local time source instead.

This section includes the following topics:

¢ "Editing date and time" below

¢ "Data and Time window" on the next page

Editing date and time

Procedure

1. Log into System Manager.
2. Goto Settings > Date and Time (NTP).
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System Settings

3. Edit the fields, as necessary. Refer to the "Data and Time window" below table for details.

4. Click Apply > OK to save the changes.

Data and Time window

The following table summarizes fields and descriptions in the Date and Time window:

TABLE 9. DATE AND TIME WINDOW

Fields

Description

Time Source

* Select NTP if you intend to specify one or more NTP servers.

* Select Local if you intend to use the system time of the lvanti EPMM
Server.

If you select NTP for the time source

Primary Server

Specify the IP address or fully-qualified host name for the NTP server to use.

Secondary Server

Specify the IP address or fully-qualified host name for the first failover NTP
server to use.

Tertiary Server

Specify the IP address or fully-qualified host name for the second failover
NTP server to use.

If you select Local for the

time source

Date

Enter the current date.

Time (Hours:Mins:Secs)

Enter the current time in hours, minutes, and seconds.

CLI

Use the Settings > CLI options to manage command line interface access settings specified during

configuration. This section includes the following topics:

e "Editing CLI settings" on the next page

¢ "CLI Configuration window " on the next page
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System Settings

Editing CLI settings

Procedure

1.
2.
3.

Log into System Manager.
Go to Settings > CLI to open the CLI Configuration window.

Modify one or more of the CLI fields, as necessary. Refer to the "CLI Configuration window " below
table for details.

Click Apply > OK to save the changes.

CLI Configuration window

The following table summarizes fields and descriptions in the CLI Configuration window:

TABLE 10. CLI CONFIGURATION WINDOW

Fields Description

Enable Secret Click the Change Enable Secret link to require users to enter a
password in order to use the CLI.

Confirm Enable Secret Re-enter the specified password to confirm. This field displays only if

you click the Change Enable Secret link.

CLI Session Timeout (minutes) | Specify the duration of inactivity on the SSH connection that will cause

the session to time out.

SSH Select Enable if you want to allow SSH access to the Ivanti EPMM
Administration tool.
Max SSH Sessions Specify the maximum number of simultaneous SSH sessions to allow.

Data Export: Splunk

The following system statistics are forwarded to the Splunk Indexer:

Ivanti EPMM server: Java Virtual Machine (JVM)

CPU: including an overview and breakdown by host, process, user, stat, and source.
Memory: including an overview and breakdown by host, process, user, and source.
Disk: including usage by host, source, and files opened by command, type, and user.

Network: including interfaces, interface throughput, connection details, and network sources.

This section includes the general workflow to configure the Splunk Indexer:
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System Settings

Step 1 "Enabling the Splunk Forwarder" below to turn on the Splunk Forwarder so it can push data
to the Splunk Indexer.

Step 2 "Adding a Splunk Indexer" below to configure which external Splunk Indexer will receive and
manipulate the data from the Splunk Forwarder.

Step 3 "Configuring Splunk Data" on the next page to configure which data Splunk Forwarder sends
to the Splunk Indexer.

Enabling the Splunk Forwarder

Procedure

1. Log into System Manager.

2. Go to Settings > Services.

3. Select Enable next to Splunk Forwarder.

4. Click Apply > OK to save the changes.

Adding a Splunk Indexer

Procedure

1. Log into System Manager.

2. Go to Settings > Data Export > Splunk Indexer.
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System Settings

3. Click Add to open the Add Splunk Indexer window.

Add Splunk Indexer
Splunk Indexer: w
Port:
Disable SSL:
Enable SSL:

Enable SSL with cert-based mutual auth: @
Upload Server's CA Certificate Chain

Choose File | No file chosen

NS c- |

4. Modify the fields, as necessary. See the following table for descriptions.

TABLE 11. ADD SPLUNK INDEXER WINDOW

Fields Description

Splunk Indexer Add the IP address of your Splunk Enterprise Server.

Port Add the port number of your Splunk Enterprise Server.

Disable SSL Click to disable Secure Socket Layer (SSL) encrypted communication.
Enable SSL Click to enable or re-enable SSL encrypted communication.

Enable SSL with Click to enable or re-enable SSL with certificate-based mutual

cert-based mutual | authentication. Select this option to connect to Splunk Heavy Forwarder

auth for secure mutual authentication to Splunk.
Choose file Click Choose File and browse to the CA certificate chain. Select it and
click OK.

5. Click Apply > OK to save the changes.

Configuring Splunk Data
Procedure

To configure the data to export to Splunk:
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1. Log into System Manager.
2. Goto Settings > Data Export > Splunk Data to open the Data to Index window.

3. Modify the fields, as necessary. Click Show/Hide Advanced Options to further customize which data
to send to Splunk.

4. Click Apply > OK.
5. Restart the Splunk Forwarder by disabling it, then enabling it again.

a. Go to Settings > Services.
b. Select Disable next to Splunk Forwarder.
c. Click Apply > OK.

d. Select Enable next to Splunk Forwarder.

6. Click Apply > OK to save the changes.

Configuring Splunk certificates

Procedure

Configure the Splunk client certificate in lvanti System Manager at Security > Certificate Mgmt > Splunk
Client certificate.

Configure the Splunk server certificate in Ivanti System Manager at Data export> Splunk indexer page.

Data Export: SysLog

SysLog is a standard for message logging. You can use a syslog server to gather, analyze, and report on
Ivanti EPMM activity. Using the System Manager, you configure the syslog servers that receive syslog data.
You also can configure which data to export to which syslog server, and the format of the exported data.

Ivanti EPMM logs the following as Syslog events:

¢ Android client authentication failure events

e Failure to establish connection to determine revocation status
 Failure to establish TLS session

 Failure to generate key pair

e Key randomization failure

¢ Number of registered devices exceeded for this user
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e Self test failure

e Self test start

¢ SSH connection failed

e Trusted channel during device enrollment

e X.509 certificate validation failure

e Certificate related events, including the following Certificate Expiry events:
° Portal HTTPS Certificate
° Client TLS Certificate

° iOS Enrollment Certificate

Syslog events are stored on Ivanti EPMM and copied to the configured Syslog servers. The logs
o remain on Ivanti EPMM until deleted as part of the default log rotation process. View the data in
System Manager at TroubleShooting > Logs > View Module Logs.

SysLog support on Ivanti EPMM includes:
e Secure connections between Ivanti EPMM and your syslog servers using TLS over TCP.
 Ability to specify which data to export, which allows you to:

° Adhere to your security requirements.

° Improve performance on both Ivanti EPMM and your syslog servers, as well as disk usage
requirements on your syslog servers.

° Focus only on data of interest to you.

e Ability to format the exported syslog data to meet your needs by using syslog templates.

Exporting syslog data

This section includes the general workflow to export syslog data:

Step 1 "Configuring the syslog servers" on the next page to receive the exported syslog data.

Step 2 "View Data Export: SysLog Advanced Options categories" on page 30 to export to the syslog

servers.
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Configuring the syslog servers

Procedure

vk W=

Log into System Manager.

Select Settings > Data Export > SysLog Servers.

Click Add to open the Add SysLog window.

Modify the fields, as necessary. Refer to the "Add SysLog window " below table for details.
Click Apply > OK to save the changes.

Add SysLog window

The following table summarizes fields and descriptions in the Add SysLog window:

TABLE 12. FIELDS IN THE ADD SYSLOG WINDOW

Fields Description
Server Enter the host name for the remote syslog server.
Protocol Select the protocol to use between lvanti EPMM and the syslog server.

If you have more than one syslog server, you cannot use TCP on one of them and
TLS over TCP on another. You can use UDP on one server and TCP or TLS over TCP

on another.

Trusted Server
Certificate

This field displays only if you select TLS over TCP for the Protocol.

Upload a PEM-formatted file containing a valid issuing certificate authority (CA)
certificate. When the syslog server presents its identity certificate to lvanti EPMM,
Ivanti EPMM validates the identity certificate to the CA certificate that you upload
here.

Admin State

Select Enable from the dropdown list if you want Ivanti EPMM to send syslog data
to the configured syslog server. Select Disable to suspend use of the syslog server.

(facility.level)

Template Enter a syslog template to format the logged messages.
Example:
<%pri%>%protocol-version% Stimestamp:::date-rfc3339% SHOSTNAME:%
%app-name$s %$procid$% %msgid% [TOKEN@11058 tag="RsyslogTLS”] %msg$
Severity Enter *.* to send all messages to the syslog server for all syslog facilities and severity

levels that Ivanti EPMM supports.
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TABLE 12. FIELDS IN THE ADD SYSLOG WINDOW (CONT.)

Fields

Description

To filter which messages are sent to the syslog server, provide a syslog regular
expression based on the form:

<facility keyword> <severity level keyword>
where:

» One of the following syslog facility keywords listed on Settings > Data Export
> SysLog Data:

° local3 - Virtual machine data (such as tomcat memory logs)
° local4 - Health data (such as Apache and Linux logs)

° local6 - Device data (such as Ivanti EPMM access from devices and Admin
Portal)

° local7 - Audit data (Audit logs, which are also available on the Admin
Portal at Logs > Audit Logs)

* The syslog severity level keyword, such as info and warning, specifies the
minimum severity level to log.

Example

local6.* - For all messages relating to device data

local6.error - For error messages relating to device data

local6,local7.* - For all messages relating to device data and audit logs

**; local3,local7 - For all messages excluding those relating to virtual machine
data and audit data.

*.info - For all messages with a severity of info or higher

local4.warn - For all messages relating to health data with a severity of warn or
higher

*.=debug - For all messages with a severity of debug

Syslog may experience data loss when logging messages especially when high volume of data is
generated. For example, audit logs.

If you encounter performance issues with Syslog while exporting large amounts of data (like Audit
logs), disable the export.
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View Data Export: SysLog Advanced Options categories

Procedure

1. Log into System Manager.
2. Goto Settings > Data Export > SysLog Data to open the Data to Index window.

3. Click Advanced Options to display the categories within each set of data you want to modify.

Configuring the syslog data to export

Procedure

1. Log into System Manager.
Go to Settings > Data Export > SysLog Data to open the Data to Index window.
Click Advanced Options to display the categories within each set of data you want to modify.

Modify one or more of the fields, as necessary.

vk~ W

Change time intervals, as necessary. An interval indicates how often Ilvanti EPMM collects the
information and adds it to syslog data.

6. Click Apply > OK to save the changes.

Data Export: Reporting Database

Monitor and reporting database (RDB) is a reporting database for lvanti EPMM that provides a source you
can query for creating reports. Use the Settings > Data Export > Reporting Database options to:

¢ "Generating the authentication token" below

¢ "Configuring the Reporting Database Exporter" on the next page

Refer to the Monitor and Reporting Database Essentials for information on configuring and using the
Reporting Database.

Generating the authentication token
Procedure
To generate the authentication token for the Reporting Database:

1. Log into System Manager.
2. Go to Settings > Data Export > Reporting Database.
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3. Go to the Authentication Token box.

4. Click Generate.

5. Copy the displayed token to the clipboard. Use this token in "Configuring the Reporting Database
Exporter" below.

Configuring the Reporting Database Exporter
Procedure

To configure the Reporting Database Exporter:

—_

. Log into System Manager.
2. Select Settings > Data Export > Reporting Database.
3. Go to Export Configuration > Data to Export.

e Check data categories to specify the data to export.

e Clear data categories to specify the data to omit.
The Device option is required and cannot be cleared.
4. Select a frequency for Run RDB Export Every.
5. Select a retention time for Retain Export Data For.

6. Click Apply > OK to save the changes.

SNMP

Ivanti EPMM provides (Simple Network Management Protocol (SNMP) capabilities. SNMP is a protocol used
for network management for collecting information about network entities, such as servers and devices, on
an Internet Protocol (IP) network. Various third-party SNMP systems are available that provide SNMP-based
management and tools.

Ivanti EPMM provides the following SNMP capabilities:

¢ |vanti EPMM sends these two SNMP traps (events) to a specified SNMP trap receiver using the SNMP
v2c protocol.

e Link up and down traps
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e An SNMP server can request information from lvanti EPMM related to these management
information bases (MIBs):

° The HOST-RESOURCES-MIB
° Apache web server configuration and status values (APACHE2-MIB).
° disk I/0 (UCD-DISKIO-MIB)

e Support for SNMP v2c and v3 protocols to pull MIB information from Ivanti EPMM to the SNMP
server.

o Ivanti EPMM limits Incoming SNMP requests to around 10 SNMP requests per minute.

Configuring SNMP on Ivanti EPMM

This section includes the general workflow to configure SNMP:

Step 1 "Configuring the SNMP trap receiver server" below to 