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Overview

SAML provides single sign-on service for users accessing their services hosted in a cloud
environment. Generally, a service provider such as Salesforce is federated with an identity
provider such as Pingone for authentication. The user gets authenticated by Pingone and
obtains a SAML token for accessing applications in a cloud environment, such as Salesforce.
This guide serves as step-by-step configuration manual for users using Pingone as an
authentication provider with Salesforce in a cloud environment.

Prerequisites

e Ensure that you have a working setup of the Salesforce and Pingone pair without
Mobilelron Access.

e Metadata files for Salesforce
1. Login to Salesforce with admin credentials.
2. Click Security Control > SAML Single Sign-On Settings > Pingone record.
3. Click Download Metadata and save the metadata file.

@a (8 e O coies -]

Home Chatter Campaigns Leads Accounts Contacts Opportunities Forecasts Contracts Orders Cases Solutions Products Reports Dashboards +

[ake Sulesforw with you wherever vou L o
Run your business from any n th}--,-‘.-.'- Salesft J RS

SAML Single Sign-On Settings Printatie View | Help for e Page €9

Expand Al | Colagss Al Back to Single Sign-On Settings

a5
e
() , Edit Dulots| Clone SAML Assertion Validator
Lightning Experience Name BDFS APIName  UniqueName

Migration Assistant

Switch W:;::f;-‘“—""’”‘ lssuer  hitps:/is01-secureauth-01.dev.moblleiron.com Enity D hitps:/fsami. salesforo.com
Identity Provider Certificats . DU=IT, O=Mabllelron, L=Mountain View, ST=Califomia, C=US

= R
Request Signing Certificate  SelfSignedCent_18Jan2016 211116

Request Signature Method  RSA-SHAZSE

SAML Version 2.0

Salesforce1 Quick Start Assertion Decryption Certficats  Assertion nol encrypled
SAML idantity Type  Federation ID
Force com Home SAML kentity Location  Subject
Sarvice Provider Inmated Request HTTP Redirect

) Binding
Administer Identity Provider Login URL  hitps:lf fsecureauth?secureauth aspx
* Manage Users Identity Provider Logout URL
+ Manage Apps Custom Error URL

e Metadata files for Pingone:
1. Login to Pingone with admin credentials.
2. Click Applications and select Salesforce application.
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3. Scroll down and download the metadata file for Pingone.
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Configuring Salesforce and Pingone with
Mobilelron Access

You must perform the following tasks to configure Salesforce and Pingone with Mobilelron
Access:

Registering Sentry to Access

Configuring Access to create a Federated Pair
Configuring Salesforce with Mobilelron Access
Configuring Pingone with Mobilelron Access

Registering Sentry to Access

You must register Sentry to Access to fetch the latest configuration from Access.

Prerequisite

Verify that you have registered Sentry earlier. If so, then do not perform this step.
Procedure

1. Clish Sentry. In the configuration mode, execute the following command for
registration.

(config)#accs registration https:/<FQDN of Access server><Admin Username of Access
Server>

Enter the Tenant password and complete the registration.

In Access, click the Sentry tab.

Select the appropriate Sentry instance, then click Action > Assign.

Click OK.

Clish Sentry and execute the following command in configuration mode to fetch
the latest configuration from Access immediately:

ok wnN

(config)# accs config-fetch update
Note: All the published configuration changes are fetched by Sentry assigned to

the profile in fifteen minutes. However, if you want to see the changes
immediately, then perform Step 6.

Configuring Access to create a Federated Pair

You must configure Access to create a federated pair.

Prerequisites

Verify that you have configured Salesforce and Pingone natively.
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Procedure

N

o

8.

9.

10.

11.

Log in to Access.

Click Profile > Get Started.

Enter the Access host information, and upload the ACCESS SSL certificate in p12
format. All the other fields are set to default. Click Save.

On the Federated Pairs tab, click Add New Pair and select Salesforce as the service
provider.

Enter the following details:

a. Name

b. Description

c. Upload the Access Signing Certificate or click Advanced Options to create a
new certificate.

d. Upload the metadata file of service provider that you downloaded. See
Prerequisites.

e. (Optional) Select Use Tunnel Certificates for SSO to configure Cert SSO on
Mobilelron Core. See Appendix in the Mobilelron Access Guide at
https://support.mobileiron.com/docs/current/accs/

Click Next.

Select Pingone as the Identity provider. Click Next.

Select the Access signing Certificate or click Advanced options to create a new
certificate.

Upload the IdP metadata file that you downloaded. See Prerequisites. Click Done.
Download the ACCESS SP Metadata (Upload to IDP) and the ACCESS IDP
Metadata (Upload to SP) files from the federated pair page.

On the Profile tab, click Publish to publish the profile.

Configuring Salesforce with Mobilelron Access

You must configure Salesforce to use with Access.

Prerequisites

Verify that you have created a federated pair with Salesforce and Pingone.
Verify that you have configured Salesforce and Pingone natively.

Procedure

1.
2.
3.

Login to the Salesforce admin portal.
Expand Security Controls, and select Single Sign-On Settings.
On the SAML Single Sign-On Settings, click New from Metadata file.
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4. Upload the Access IDP Metadata (Upload to SP) downloaded in Step 10 of

Configuring Access to create a Federated Pair.

Note: If certificate-based SSO is enabled, Request Signature method must be set to

RSA-SHA256.

Click Save.

6. On the admin portal, Click Domain Management > My Domain > Edit
Authentication configuration and select Access as the new federated authentication
service instead of Pingone.

o

Task Result

Salesforce is configured with Access.

Configuring Pingone with Mobilelron Access

You must configure the identity provider with the service provider metadata file. This builds the
trust relationship with the service provider.

1. Login to Pingone with admin credentials.
2. Click My Applications and select Salesforce.
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My Applications  Application Catalog

My Applications 5

Applications you've added to your account are listed here

« Active applications are enabled for single sign-on (SS0)
« Details dispiays the application details

Application Name

ACC Dropbox SAML Yos Remove

Box SAML with Prowisioning (AP1) Yos Remove

Google Drive SAML Yes Remove

Google Sheets SAML Yes Remove

B Google Docs SAML Yes Remove

vV Vv | V|V V|V

Salesforce SAML with Provisioning (AP1) ) ;: Yes Remove

w

Click Edit > Continue to Next Step.
4. Upload the Access SP Metadata (Upload to IDP) metadata file downloaded in Step
10 of Configuring Access to create a Federated Pair.

Upload Meladata @ _ ect File
L EleC -

ACS URL I
Entity 1D
Target Resource @
Single Logout Endpoint &
Single Logout Response Endpoint @

Verfication Certificate @ Browse... | Mo file selected

samiZ0metadata. cer

Force Re-authentication @

PingOne dock URL
Default PingOne dock URL

Use Cusiom URL @

Sel Up Prowisioning

MNEXT: Atiribuie Mapping Cancel Back *

Click Continue to Next Step > Save > Publish.
Click Finish.
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Verification

Salesforce and Pingone is now configured with Mobilelron Access. You must validate the
new federation settings.

Register a device to Core.

Download Salesforce applications from App Store.
Opening this application triggers the per-app-vpn.
Verify that SAML SSO is working.
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