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About Ilvanti Neurons for MDM

A modern approach to mobile security, Ivanti Neurons for MDM provides unified endpoint management
(UEM) solutions in a highly scalable, secure, and easy to update infrastructure that supports millions of
devices around the world.

« Instant updates: Get automatic software and security updates and access to the new features the
moment they become available.

*  On-demand scalability: Scale your deployment as business needs change without having to worry
about capacity planning.

*  Minimize hardware costs: By eliminating the need to maintain on-premise hardware, cloud-based
services require zero footprint to manage.

* High up-time and high availability.

+  Maximize existing investments: Re-allocate IT resources from hardware maintenance to more
strategic tasks that add value to the business.

You can view the summaries of "New features summary" on page 6 available in this release.
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New features summary

This section provides summaries of new features and enhancements that are available in this release.
References to documentation describing these features and enhancements are also provided, when
available.

"General features and enhancements" below
"Android features" on the next page

"i0S, macOSs, and tvOS features" on page 8
"Windows features" on page 9

"ChromeQS features" on page 9

"Mobile Threat Defense features" on page 9

General features and enhancements

» Manage Apple ID is off by default in User Provisioning: Starting from the current release, the
Managed Apple ID option is off by default on the Admin > Identity > User Provisioning page. For
more information, see "User Provisioning-Azure Active Directory " on page 1143.

o Support for Azure device compliance for macOS devices: lvanti Neurons for MDM now
supports Azure device compliance for macOS devices. For more information, see "Creating a
partner device compliance policy" on page 1249.

Existing tenants that have already connected with Azure, and want to add device
compliance for macOS devices, have to disconnect the account, and re-establish the
connection.

o App distribution status: The app distribution details like the number of eligible devices, etc. can be
viewed under the Devices Summary tab. For more information, see "Viewing App Details" on

page 334.
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New features summary

« Google BeyondCorp Partner Device Compliance support: The BeyondCorp Partner Device
Compliance is now supported with lvanti Neurons for MDM. The Google BeyondCorp is in beta
phase. To enable the feature for your tenant, please contact Ivanti Support. For more information,
see "Creating a partner device compliance policy" on page 1249, and "Getting Started with Devices"
on page 168.

« Optimize Export to CSV for Reviews: You can now export the app reviews using the Export to CSV
option from the Reviews page. After the report is generated, you will be prompted with an option
to either Download or Delete the report. For more information, see "Reviews" on page 378

« Improved viewing and navigation options for App Configurations: Starting with this release, you
can now view all the associated configurations for the app assigned to a specific device in Device
Details and navigate to App Configurations from Device Details in lvanti Neurons for MDM. For
more information see, "Getting Started with Devices" on page 168.

Android features

« Support to use screen share option from the lvanti Go app: The users can now share the screen
from Ivanti Go app to perform any troubleshooting tasks or to view the documentation. For more
information, see "Privacy Configuration" on page 663.

« Support to assign DPC extras as custom attributes: The administrator can now assign DPC extras
as custom attributes when enrolling devices. A maximum of three DPC extras can only be assigned
as custom attributes.

« Enabling the Domain field for PEAP: When upgrading Android 14+ devices to Ivanti Neurons for
MDM 94, the domain field must be made available for PEAP. The Administrator must edit the Wi-Fi
configuration and update the domain and certs before upgrading to 94. For more information, see
"Wi-Fi Configuration" on page 871.

« Cancel Wipe action on Work Managed Devices: The Wipe action can be canceled for Work
Managed Devices in DirectBoot mode.

« Single App launcher Kiosk: The administrator can now enable the Single App launcher Kiosk
setting Allows to use Kiosk mode to keep an app in the foreground on GMS and non-GMS devices.
For more information, see "Lockdown & Kiosk: Android Enterprise" on page 574.

« Android App Management: The administrator can delegate Android in-house and public apps to
other spaces. For more information, see "Delegating Apps" on page 1098.
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New features summary

i0S, macOS, and tvOS features

« Support to enable passcode regular expression: A new field- Enable Passcode Regular Expression
is added to the Create Passcode Configuration. The passcode payload enables the lvanti Neurons
for MDM administrator to specify a password policy as a regular expression in macOS. This is
applicable for devices containing macOS 14+. For more information, see "Passcode Configuration”
on page 653.

« SIM Service Subscriptions section displays new fields: Starting from the current release the
following values are populated from the SIM Service Subscription section on the Device details >
Overview tab to the following missing fields.

o Is Roaming

o Subscriber Carrier Network
For more information, see "Getting Started with Devices" on page 168.

« lvanti Neurons for macOS app is available on App Catalog: The Ivanti Neurons for macOS Agent
is available in Business Apps in the AppCatalog. The administrator can add and deploy the Ivanti
Neurons for macOS Agent as an in-house app through Ivanti Neurons for MDM on macOS devices.
This agent allows macOS devices to connect to the lvanti Neurons platform.

« Support to display battery and model number: Apple has introduced the ability to query the
model number and battery status. You can view the following fields from the Device Details page:

o Has Battery (macOS 13.3+)

o Model Number (macOS 13.3+ and iOS 16.4+)
For more information, see "Getting Started with Devices" on page 168.

« Support to enable File Vault during SetupAssist: Administrator can now enable the file vault
during SetupAssist to encrypt the device before users login. A new option Enable File Vault at
SetupAssist is added to the File Vault Configuration. Profile. For more information, see "FileVault 2"
on page 521.

« New restrictions are added to macOS Restrictions Configuration: New restrictions are added to
the macOS Restrictions Configuration and this is applicable for devices that contain macOS 14+. For
more information, see "macOS Restrictions” on page 615.

« Support for Azure device compliance for macOS devices: [vanti Neurons for MDM now supports
Azure device compliance for macOS devices. For more information, see "Creating a partner device
compliance policy" on page 1249.
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New features summary

Windows features

« Support to add policy details for Windows applications: Starting with this release, you can now
add policies for Windows applications in Allowed Apps. Administrators can create compliance
polices based on specific applications. Policies can block, quarantine, retire, and send messages
according to devices. For more information, see "Monitoring and Controlling Allowed Apps" on
page 1038.

« Optimized Windows support: Removed support for Windows 8.1, Windows Phone 8.1, Windows 10
Mobile, and Edge Legacy.

ChromeOS features

« Support to upload files in ChromeOS Blueprint Configuration files: Administrators can now
upload files in ChromeOS Blueprint Configuration. For more information, see "ChromeOS Blueprint
Configuration" on page 1289.

Mobile Threat Defense features

Mobile Threat Defense (MTD) protects managed devices from mobile threats and vulnerabilities affecting
device, network, and applications. For information on MTD-related features, as applicable for the current
release, see the Mobile Threat Defense Solution Guide for your platform, available under the MOBILE
THREAT DEFENSE section on the Ivanti Product Documentation page.

Each version of the MTD guide contains all Mobile Threat Defense features that are currently fully

o tested and available for use on both server and client environments. Because of the gap between
server and client releases, new versions of the MTD guide are made available with the final release
in the series when the features are fully functional.
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Getting Started

This section provides setup and usage overviews of features that require interaction across the lvanti
Neurons for MDM portal. This section contains the following topics:

« "Solution Overview" below
o "Keyfeatures" on the next page
o "Architecture diagram" on page 12
o "lvanti Neurons for MDM applications” on page 13
o "Roles" on page 14
o "Getting started" on page 14
» "Setting preferred language in a browser" on page 16
» "Unified navigation interface for Ivanti Neurons for MDM and Access" on page 17

» "Device Admin (DA) mode to manage Android devices - deprecated” on page 17

Solution Overview

Continuous access to business data on mobile devices and other endpoints outside the corporate
network requires a dedicated focus on security. To keep up with current security needs, enterprises need
to consider how they can:

« Provision endpoints such as mobile phones and laptops
o Grant access based on a set of imperative data

o Protect data at rest and in motion

o Enforce measures as required

The Ivanti solution to this modern problem meets all the challenges. You can monitor endpoints and
trigger adaptive policies to remediate threats, quarantine devices, and maintain compliance. Together,
the following components help your organization realize the mobile-centric zero trust framework:
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« lvanti Neurons for MDM - Helps you create a secure workspace on any device with apps,
configurations, and policies for the user based on their role. Users get easy and secure access to the
resources they need for their productivity

« Sentry - An in-line intelligent gateway that helps your secure access to on-premise resources

o Access — Helps you verify the user, device, app, network type, and presence of threats. The adaptive
access control check is the basis of the zero-trust model. Access provides single sign-on and
security on the cloud

o Mobile Threat Defense - The combination of lvanti Neurons for MDM and Mobile Threat Defense
(MTD) protects data on-device and on-the-network with state-of-the-art encryption and threat
monitoring to detect device, network, and app-level attacks

The following illustration shows the solution overview:

A MOBILE-CENTRIC ZERO TRUST ARCHITECTURE
FOR THE HYBRID ENTERPRISE

' (I} MTD
On-device menitoring
without requiring user  Detection and Remediation
Applications setien
PP Access N
SSO, MFA,
Zero-password Cloud security
. O Sent
U E
Access control via per-app
VPN to on-premises apps Intelligent gateway
l ® a UEM
Frovision secure workspace,
distribute apps and remote wipe Policy engine

with one console

Key features

The lvanti Neurons for MDM platform provides the fundamental visibility and IT controls needed to secure,
manage, and monitor any corporate or employee-owned mobile device or desktop that accesses business-
critical data. Ivanti Neurons for MDM platform allows organizations to secure a vast range of employee
devices being used within the organization while managing the entire life cycle of the device including:
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« Policy configuration management and enforcement

« Application distribution and management

o Script management and distribution for desktop devices
o Device actions

o Access control and multifactor authentication

o Threat detection and remediation

Architecture diagram

The following diagram shows the architectural overview of the Ivanti Neurons for MDM UEM platform:

Architecture Diagram
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Ivanti Neurons for MDM applications

« App Catalog — The App Catalog is a customizable enterprise app storefront. IT administrators can
directly publish private or in-house apps to their end-users devices. The App Catalog can also be
combined with Apple Volume Purchase Program to facilitate a secure distribution of mobile apps on
iOS devices. Further Ivanti can harness the capabilities found in iOS managed apps and Android
Enterprise. This allows for easy configuration within the lvanti Neurons for MDM UEM platform of
app-level settings and security policies for both advanced app security functions.

o Email+ - A cross-platform to secure PIM application for iOS and Android. Email+ provides secure
email, calendar, contacts, and tasks on corporate-owned and personal devices by communicating
with an ActiveSync server in your enterprise.

o Docs@Work - Allows users to access, create, edit, markup, and share content securely from
repositories such as Microsoft Share Point, and cloud services such as Box and Dropbox. This is
important so users can maximize productivity on the go.

« Web@Work - Is a secure browser that allows enterprise users to securely access web content in
their corporate intranet. Using Web@Work you can limit access to enterprise data to authorized
users. When Web@Work is deployed in conjunction with App Tunnel, you secure the enterprise
data in motion. With Web@Work users can access internal web resources quickly and easily.

The following image shows the Ivanti Neurons for MDM applications:

Ivanti Neurons for
MDM apps

No compromise on security and productivity

o
< Folders Inbox - 1 Ear [ o Docsgwork O |+

z

My

<D X @ N
z o

Wortow
=D ) 1] < > M

g Email+ Docs@Work Web@Work % Tunnel
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Roles
Administrator - As an Enterprise Administrator, you are responsible for the following tasks:

« Provide enterprise users with seamless and secure access to workspace emails, applications,
configurations, and connectivity such as Wi-Fiand VPN.

« Separate personal data from business data on employee devices so that business data does not
leak into the personal apps and personal data is not inadvertently accessed by IT.

User— As an Enterprise User, you can seamlessly access business applications and personal data from
secure modern mobile devices, desktops, and cloud services. For more information about the various tasks
that you can perform as a user, see "Users" on page 78. and "Roles Management" on page 1073.

Getting started

If you are a registered new user, follow the steps provided in this section to quickly get onboarded to the
Ivanti Neurons for MDM services.

After you subscribe to the Ivanti Neurons for MDM platform, Ivanti creates a lvanti Neurons for MDM
tenant for you. You receive an email to the registered email address and the email contains a PDF with the
following information about the tenant created for your enterprise:

o Information about the software bundle you purchased
o The URL and super admin login credentials of the tenant
o How to access Support Community and FAQs for Ivanti Neurons for MDM

« Where to access technical documentation and download the software

Ivanti, Inc does not provide software keys. By logging into your Ivanti Neurons for MDM tenant
with the Super Admin credentials and accepting the terms of service, you activate the lvanti
Neurons for MDM product.

The following diagram depicts the steps to get started with lvanti Neurons for MDM:
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Procedure

1. Click the URL provided in the tenant registration email. The password reset prompt appears.

2. Change your password.

3. Loginto the tenant account using the ID and password. The Welcome wizard appears.

4. Complete the details in the Welcome form, accept the terms and agreement, and click Continue.

5. Toinstall iOS MDM certificate, see "Install MDM Certificate" on page 1191.

If you want to manage your iOS devices at a later point in time, you can skip the iOS MDM
certificate installation. Then the wizard prompts you to register the Android devices of your

o enterprise. Skipping the iOS MDM certificate installation means iOS devices will not be able
to register. Users will see a message stating that iOS device enrollment has not been

enabled.
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10.

11.

12.

13.

To register the Android devices in Android Enterprise (AE) mode, see "Managed Google Play
Accounts (Android Enterprise Accounts)" on page 1271. The wizard then prompts you to setup

email accounts.

If you want to manage your Android devices at a later point in time, you can skip the
Android managed Google Play account enrollment. Skipping the Managed Google Play

o Account enrollment will not allow you to register Android enterprise devices. Android
devices can still be registered with Device Admin, but key features such as Managed Google
Play, and App Configuration will not be available for use.

To configure the email settings and ActiveSync, see "Exchange Configuration” on page 737 and
"Email Configuration" on page 733.

Click Continue. The pass code creation prompt appears.
Select a pass code type and click Continue.
Select the applications you want to upload and click Continue.

Specify the email addresses of the users and click Continue. The users will receive an email to
register their mobile devices. A summary of the configuration is displayed.

Click Finished. The Dashboard page is displayed.
To explore further, do the following:
o Goto Users. All the invited users are listed.
o Go to Apps. All the applications that you uploaded are listed.

« Go to Configurations. All the configurations that you pushed during registration are listed.

For more information about the various tasks that you can perform as an administrator, see the "Admin"

on page 1055 section.

Setting preferred language in a browser

If a user has set their browser language as one which is not supported, the user can set en_US (English,
United States) as the default language for the portal.

To set language preference for Safari browser running on macOS 10.15+ devices, users can set the preferred
language as follows:
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1. Onthe macOS device, go to System Preference.
2. GotolLanguage and Region > General.

3. Seten_US (orany other language option) as the Preferred Language.

Unified navigation interface for lvanti Neurons for MDM and
Access

For new customers in some clusters, Access is available as a unified navigation interface with lvanti Neurons
for MDM. Log in with your Ivanti Neurons for MDM administrator credentials. The Access options are available
in the left navigation pane as a separate tab. Visit Product Documentation and click Access for more
information about Access and how to set up Access.

The unified navigation interface includes the following features:
« Unified log in for both lvanti Neurons for MDM and Access.

« Product picker in the left navigation pane to switch between Ivanti Neurons for MDMand Access
products.

» Product selection memory: upon the first log in, Ivanti Neurons for MDM admin portal appears. Upon
subsequent log ins, lvanti Neurons for MDM or Access appears, mirroring the product selected upon
first login.

« Left navigation pane for both lvanti Neurons for MDM and Access.

« Unified account settings pane with links to options such as Upgrade Options, Documentation, Support
Portal, Change Password, and Sign Out.

Device Admin (DA) mode to manage Android devices -
deprecated

Device Admin (DA) mode of managing Android devices is being deprecated in phased manner from lvanti
Neurons for MDM 78 onwards.

Any new users with a new tenant created on lvanti Neurons for MDM 78, will not be able to register any
devices (Android 6 and later) in DA mode. Any new tenants that need to enable DA registration for Android 6 to
Android 9 must contact lvanti Support.
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« Android 10 and later devices will continue to be blocked from registering to DA mode.

« Forexisting users (with or without existing DA deployments), there are no changes in terms of
managing the existing DA devices (Android 6 to Android 11). However, on upgrading to lvanti Neurons
for MDM 78, any newly registered devices running Android 10+ on existing tenants will also not be
allowed to run in DA mode. Such existing tenants would only be able to enroll devices from Android 6 to
Android 9 versions in DA mode.

« |f any users are planning to migrate DA devices from a Core instance to the Ivanti Neurons for MDM
R78, ensure that Android Enterprise is enabled and at least one system configuration is distributed to
the target set: PO, DO, or COPE before triggering the migration. This step is essential to prevent the
retirement of devices post migration.

DA registration type Existing tenant (upgraded to New tenant
78)

New DA registration of device with Not Allowed Not allowed

0S>=10

New DA registration of device with Allowed Not allowed

0S<10

Existing DA devices with OS >=10 | Will remain active NA

Existing DA devices with OS <10 Will remain active NA

Migrated DA devices with OS >=10 | Will Retire Will Retire

Migrated DA devices with OS < 10 Will remain active Will Retire

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.
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Configuring macOS devices

This is an overview topic that provides a list of common procedures and other content related to
configuring macOS devices in lvanti Neurons for MDM. You can access all the macOS topics in the /vanti
Neurons for MDMAdministrator Guide.

Contents
« "Registering devices" below
« "Configuring user invitation template" below
« "Setting up Zero Sign-on features" on the next page
« "Setting up Mobile@Work for macOS client"” on the next page
« "Setting up macOS shell scripts " on the next page
« "Setting up macOS configurations" on page 21
« "Setting up macOS policies” on page 22

« "Verifying reports and other information" on page 22

Registering devices

Most users start by registering a device. You can use any of the following approaches to start the
registration process:

« Send an invitation to one or more end users (iReg registration). For more information, see the
macOS Device Registration topic in the Device registration section.

o Device Enrollment and User Enrollment with Apple Business Manager

For more information, see Device registration.

Configuring user invitation template

You can brand the end user email invitation to make its appearance more familiar to your end users. For
more information, see Branding Email Templates.
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You can customize the device registration process with names and logos that your users will recognize. For
more information, see User Branding.

For more information, see Configuring and Using Registration Confirmation Emails.

Setting up Zero Sign-on features
For Zero Sign-on related documentation, see Zero Sign-on with Access in the Access Guide.

For zero-touch automated enrollment, see the User settings topic, Configuring the settings for new
device registrations section, Step 13.

Setting up Mobile@Work for macOS client
Mobile@Work for macOS app provides:
« Scripting capabilities on macOS devices

App Catalog for end users

o Push notifications
« User onboarding (welcome/status) screen for automated device enrollment registrations

Before pushing Mobile@Work to the end users, ensure that "Mobile@Work for macOS" on page 631 is
created and is set to be distributed to the target macOS devices.

You can enable user onboarding for macOS devices during the automated Device Enrollment process. As
soon as the Device Enrollment is completed, Mobile@Work for macOS is pushed to the device along with
the profiles, configurations, and apps.

Setting up macOS shell scripts

Ivanti Neurons for MDMallows you to create your own macOS shell scripts, which you can then upload to
Ivanti Neurons for MDM and run on managed macOS devices. You can configure the scripts using the
Mobile@Work for macOS Script configuration. Mobile@Work for macOS returns the script execution
results to Ivanti Neurons for MDM, which are shown in the device logs. You can check the device logs from
the device details page of the macOS device, in the Logs tab. For more information about creating,
uploading, and managing the scripts repository, see All Scripts.

Before you can run shell scripts on macOS devices, ensure that the users have the Mobile@Work for
macOS app running on their devices and have a Mobile@Work for macOS configuration pushed to their
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devices. Scripts can be run once or on a recurring basis. Scripting on lvanti Neurons for MDM also allows
administrators to collect information from a device and then be stored in Ivanti Neurons for MDM as a
custom attribute. For example, if you need to know Java version on a macOS device, you can collect this
information and store it on a per-device-basis in a custom device attribute. For more information, see
Creating a Mobile@Work for macOS Script Configuration in Mobile@Work for macOS.

Setting up macOS configurations

Configurations are collections of settings that you send to devices. For example, you can use
configurations to automatically set up VPN settings and passcode requirements on these devices. Use the
Configurations page to select, set up, and distribute configurations. There are many types of
configurations available. In the page, you can view a list of available macOS configurations, including the
following configurations:

o Passcode

. VPN

o Encrypted DNS
o FileVault 2

o FileVault Recovery Key

« macOS Firewall

« mMacOS Restrictions

« macOS AppStore Restrictions

o macOS Finder Settings

o macOS Kernel Extension Policy

« Active Directory (macQS)

« Office 365 Auto Account Creation (macQS)

You can use custom configurations to import and distribute a predefined configuration file.
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Setting up macOS policies

Policies define requirements for devices, as well as what will happen if a device does not comply with
requirements. Each policy consists of a rule and a compliance action (what happens if the rule is violated).
Use the Policies page to select, set up, and distribute policies. Data Protection/Encryption Disabled and
Allowed apps are macOS-related policies. You can use Custom Policies to create a custom policy based on
device and user attributes, section criteria, values, and compliance actions you specify.

Distributing macOS apps

Ivanti Neurons for MDM supports macOS apps distribution via Apple's MDM protocol and using the
Mobile@Work app. Administrators can choose to use one or both of the following approaches:

o Apple's MDM protocol - Administrators can upload only specific PKG formats (distribution format)
as in-house apps and can also distribute apps from Mac App Store (Apple's Apps and Books
licensing support is included). However, this approach does not allow administrators to distribute
DMG and other PKG formats.

o Mobile@Work for macOS app - As a way to distribute apps to users, administrators can use
Mobilelron Packager (MIP) app to convert any PKG, DMG or .app files to an MIP file. Upload the MIP
file into lvanti Neurons for MDM as an in-house app.

o You can download Ivanti Neurons for MDM Mac Packager utility from Mobilelron software
downloads.

Administrators can use Mobile@Work to distribute in-house apps that are in the DMG, PKG or .app
format. For apps that are only available in the Mac App Store, administrators can continue to use Apple's
native MDM capabilities, which includes Apple Apps and Book licenses capabilities.

Verifying reports and other information

The Dashboard shows important statistics about registered devices and users. Each section on the
dashboard is called a widget.

You can verify additional information as follows:

« Review notifications - Go to the Dashboard > Notifications page (or click the bell icon (top right))
to review notifications and take actions where necessary.
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« Reports - Go to the Dashboard > Reports page to access the data in your Unified endpoint
management (UEM) system.

« Audit Trails - Go to the Dashboard > Audit Trails page to access the chronological set of records
that capture activities performed on all entities within Ivanti Neurons for MDM. To enable this
feature, go to the Admin > Infrastructure >Audit Trails page and click Enable Audit Trails.

o App Insights- Go to the Dashboard > App Insights page to view and analyze the app distribution
and other app details.
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Configuring and using registration confirmation emails

Administrators can configure and trigger emails to users after they have completed registration. This email
can contain, for example, additional instructions for users after having successfully registered.
Administrators can enable sending of this email during user invitation.

The process:
« Configuring the feature:

o Configure the email template.

The English email template looks like this by default, but you can revise it to better suit your
purposes by following the instructions at "Customizing an email template” on page 1313 in
"Branding Email Templates" on page 1312:

Completed: ${productBrandName}
registration for your device

Congratulations! Your device is now registered for mobile access with
$ {productBrandName} .

o Turn on the registration confirmation email. See "Configuring User Registration Confirmation

emails" on page 101 in "User Settings" on page 89.
« Using the feature:

o Send the user the invitation to register, as described in "Inviting Users" on page 143. When the
user successfully registers, lvanti Neurons for MDM will send that user the registration

confirmation email.
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Configuring and using policy compliance notification emails

Administrators can wrap in a policy compliance notification email template the emails sent by the Custom
and Allowed Apps policies' send email actions to users whose devices have fallen out of compliance. The
following process describes the configuration:

« Configuring the feature:

o Configure the email template.

The English email template looks like this by default, but you can revise it to better suit your
purposes by following the instructions at "Customizing an email template” on page 1313 in
“Branding Email Templates" on page 1312:

${policyMessageTitle}

${policyMessageContent|

o Turn on the policy compliance notification template. This template works in conjunction with
the message you craft using the Custom and Allowed Apps policies' send email actions. lvanti
Neurons for MDM inserts the information you specify in those email actions into the policy
compliance notification template. You can turn on the policy compliance email template when
you create or edit a Custom or Allowed Apps policy. For more information about instructions on
enabling the policy compliance notification template for a Custom policy or Allowed apps policy,
see "Adding a custom policy" on page 1004 and "Creating an Allowed Apps policy" on page 1040
respectively.
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« Using the feature:

o When a device falls out of compliance with a Custom or Allowed apps policy with the policy
notification template enabled, Ivanti Neurons for MDM sends the device owner an email, first
wrapping the email in the policy notification template. Your interaction with the feature is to
configure it as summarized above, whereas Ivanti Neurons for MDM itself uses the feature.
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On-demand features

Ivanti Neurons for MDM includes certain on-demand features that are disabled by default. Such features
may have some impact on performance and may not yet be fully ready for deployment in production.

Administrators can contact Support if they are interested in enabling one or more on-demand features on
their tenant(s) devices that are disabled by default.

The following table includes the list of documented on-demand features:
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Feature

Description

Platform(s)

License

Windows 10
features

Features applicable to
Windows 10 devices.

Windows 10

o lLegacy:
Gold

o Current:
Secure
EUM

See "Packages”

on page 1329 for
more information
about legacy and
current offerings.

App catalog URL
copy to clipboard

Provides the ability for the
administrators to copy the
app catalog URL to clipboard
for apps. This URL can be
distributed to the users via
email. If the user clicks the
link from a registered device,
the app catalog with the app
will be opened in the
browser, where the user can
choose to install the app.

The administrators
are responsible for

o restricting the
distribution of this

URL to the intended
users.

o i0S

¢ macOS

NA (Tenant
specific)
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Feature

Description

Platform(s)

License

Set up a web clip
as an app

Set up aweb clipas an appin
the app catalog to make the

web application available in
the app catalog for the users.
The web clip can be defined
as a configuration, but a
configuration can only be
pushed by the admin. Users
can choose to install the web
application on their devices
or opt out, whereas users
have no option to opt out of
a web clip configuration.

i0S

NA (Tenant
specific)

Turn on
registration of
Allowlisted
devices

Allow device registration
based on Allowlisted serial
numbers in Users > User
Settings > Default Device
Registration Setting.

o iOS

« macOS

NA (Tenant
specific)

Certificate based
authentication

Certificate based
authentication feature allows

administrators to log in using
digital certificates and a
tenant specified hostname or
a vanity host name. This
authentication setting can be
configured using the Vanity
Host configuration under the
Admin tab.

This feature is
not platform-
specific.

NA (Tenant
specific)

This feature is
only available on
NA3 cluster
environments,
and only if
enabled by
Support.
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Feature Description Platform(s) License
Create a Administrators can configure | Android Silver
dedicated devices | dedicated devices that can be | Enterprise

configuration
(corporate-
owned single-use,
or COSU)

used for a specific purpose
using Android enterprise
using the Dedicated devices
(corporate-owned single-use,
or COSU configuration .The
COSU configuration is

distributed to Work Managed
Devices (Device Owner mode)
to provide only one app
available to users in Kiosk
mode.

Dashboard
inactivity period

By default, the dashboard
inactivity period is set to 15
days. This can be updated
based on the tenant needs
and to a maximum of 30 days.
If you need a longer inactivity
period, contact the Support
team.

This feature is
not platform-
specific.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 30 of 1339


http://www.ivanti.com/company/legal

Preparing for Android Enterprise device support

This section describes the minimum network requirements for Android Enterprise devices. Android devices
generally do not require you to open inbound ports on the firewall in order to function correctly. However,
there are a number of outbound connections that administrators need to be aware of when setting up
their network environments for Android Enterprise devices.

The list of network changes provided in the following table is not exhaustive and may change. It covers
known endpoints for current and past versions of enterprise management APl and GMS apps.

o In addition to the ports listed in the following table, Android Enterprise devices require access to
Ivanti Neurons for MDM.

The following table lists the requirements for Android Enterprise devices:
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Destination Host

Ports

Purpose

play.google.com
android.com
google-analytics.com
googleusercontent.com
gstatic.com

*.gvtl.com

*ggpht.com
dl.google.com

android.clients.google.com

TCP/443

TCP, UDP/5528-5230

Google Play and updates
(APKs, app logos, etc.)

gstatic.com,
googleusercontent.com -
contains User Generated
Content (for example, app
icons in the store)

*.gvt.com, *.ggpht,

dl.google.com,
android.clients.google.com -
Download apps and updates,
PlayStore APIs

*googleapis.com TCP/443 UEM/Google APis/PlayStore
APIs
accounts.google.com TCP/443 Authentication

fcm.googleapis.com

fcm-xmpp.googleapis.com

TCP/443, 5228-5230

Firebase Cloud Messaging
(for example, Find My Device,
UEM Console <-> DPC
communication, like pushing
configs)

pki.google.com TCP/443 Certificate Revocation
clients1.google.com
clients[2...6]. google.com TCP/443 Domains shared by various

Google backend services
such as crash reporting,
Chrome Bookmark Sync, time
sync (tlsdate), and many
others.
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Google does not provide specific IPs, so you should allow your firewall to accept outgoing connections to
all IP addresses contained in the IP block listed in Google's ASN of 15169 listed here
http://bgp.he.net/AS15169#_prefixes.

o IPs of Google peers and edge nodes are not listed in the AS15169 blocks. See
https://peering.google.com/ for more information about Google's Edge Network.
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Dashboard

The dashboard shows important statistics about registered devices and users. Each section on the

dashboard is called a widget. For each widget, you define:
« the category of data displayed (such as devices or users)
o how the datais grouped (such as by OS build version or model)
« how the data is filtered (such as displaying only iOS devices or display by OS build version)
» how the data is displayed (such as the pie chart or bar chart)
This section contains the following topics:
« "Working with Widgets" on page 35

"App Insights" on page 50

« "Using Scheduled Reports" on page 56

« "Using Custom Reports" on page 67
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Working with Widgets

This section contains the following topics:
« "Adding a widget" below
« "Arranging the widgets" on the next page
« "Editing a widget" on the next page
« "Reviewing notifications" on the next page
« "Reports" on page 38
o "Audit Trails" on page 39

The dashboard shows important statistics about registered devices and users. Each section on the
dashboard is called a widget. For each widget, you define:

« the category of data displayed (such as devices or users)
« how the data is grouped (such as by OS version or model)
« how the data is filtered (such as displaying only iOS devices)

« how the data is displayed (such as the pie chart or bar chart)

Adding a widget
1. Click Add (upper right).
2. Assign a name to the widget.
3. Select a data category.
4. Complete the filtering options as they display.
5. Select the default display type (pie chart, bar chart, line graph).

6. Click Done.
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Arranging the widgets

Widgets always display three to a row. However, you can change the order in which the widgets are
displayed:

1. Click Arrange (upper right).
2. Dragthe boxes into the order in which the widgets should appear.

3. Click OK.

Editing a widget

1. Click the settings icon for the widget (upper right).

Users by Invitation State %

2. Select Edit.
3. Make your changes.

4. Click Done.

Reviewing notifications

Click the bell icon (top right) or go to Dashboard > Notifications page to review notifications and take
actions where necessary based on the following criteria:

o Component Type
o APP
o LDAP
« AAD

o Device Allowlist

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 36 of 1339


http://www.ivanti.com/company/legal

« Apps and Books

. i0S

» Android

o Tenant

.« CA

o Connector

o Device Enrollment Server Token
« Notification Type

» Expiration

« Data Sync

» Usage Limit

o Admin Action

« Server Authentication Error

« Validation Error

o Status Change
« Severity

o Cleared

o Information

o Critical

« Warning

Admins can select the APP component to quickly review all app-specific notifications on the Notifications
page and also in the bell notification section. If there are new permissions to be accepted for Google Play
apps, then the admins can accept them upon clicking the notifications rather than visiting each app page
to review and accept the permissions.
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o Ivanti Neurons for MDM customers/tenants will get the Android Go app approval notifications
even though the Android Go app is not imported into the App Catalog.

Reviewing user password expiration and ID change notifications

Admins can review the upcoming password expiration in the Notifications page. They are also notified of
the password expirations from two weeks to one day in advance, including links to CSV report files
containing the list of corresponding users. After the password expires, notifications will no longer be
generated.

Admins can also review a notification that lists the users whose IDs (UIDs) were detected to have changed
during the last LDAP sync.

Clearing a notification
You can manually clear these notifications of any severity whenever required from the Notifications page.

1. In the Notifications page, click on the icon in the Actions column for the notification you wish to
clear. The Confirm Clear Notification window is displayed.

2. Click Clear Notification. When cleared, the status of notification changes to Cleared in the Status
column.

o The total count of the notifications that are cleared are displayed in the Notifications page.

Reports

On the Dashboard > Reports page, you can access the data in your Unified endpoint management (UEM)
system. For example, administrators can add information such as Device Space Name and Device Custom
Attributes to reports using the corresponding filter option while creating Devices and Blocked Devices
reports. Accordingly, these reports have columns for Device Space Name and Device Custom Attributes
respectively. Custom Device Attributes are available under filtering options while creating a report.
Administrators can pick from the list of custom device attribute keys used for devices and select the
available operators.

Starting with lvanti Neurons for MDM 76, the operators for all the report templates have standard
operators. The operators of the following templates are standardized in this release:

« Dashboard> Reports> Create Report

The following is the workflow of a report:
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1. Choose - select from a predefined report template.
2. Define Scope - set the period of time for report data.
3. Set Details - name and customize your report.
4. Run or schedule - run the report immediately or create a schedule.
5. Share - specify who will receive your report.
Related topics:

o Dashboard > Reports (Scheduled)

o Dashboard > Reports (Custom)

Quick Search: Navigate to the Reports tab. The quick search field lets you search from the following
columns, it lets you search even if you include space or special characters:

« NAME
o DESCRIPTION

« TEMPLATE NAME

Audit Trails

Audit Trails is a chronological set of records which captures activities performed on all entities within Ivanti
Neurons for MDM - by all actors including administrators, end-users and by various components of the
systemitself. Starting with Ivanti Neurons for MDM release 80, Audit Trails is enabled by default for all
tenants. The tenant can opt-in or out of Device Check-in Audit Trails. For the tenants that were enabled
with Audit Trails prior to R80, the check-in events stay enabled. For all other tenants' devices, the check-in
trails are disabled. When you re-register an Android device, the Audit Trails page displays the currently
registered device status as Re-Registration Device Action performed and the previous entry as Retired
Device Action performed. For more information, see "Device Registration (i0S, macOS, and Android)" on
page 207.

The following activities are tracked:
« Adding, retiring, wiping, deleting, and updating devices
« Force Check-in on devices

« Changing device ownership
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» Creating, updating, and deleting user setting (Device Registration, Device Limit, and Terms of Service
settings)

« Locking and unlocking devices
« Creating, editing, deleting and prioritizing configurations
« Creating, editing, and deleting policies
« Changes in the distribution group of configurations.
» Creating, editing, and deleting a user (does not include LDAP user creation).
« Creating, editing, and deleting a user group.
« Creating, editing, and deleting distribution filters.
o Creating, editing, and deleting LDAP server.
« Synchronizing with LDAP server in the following scenarios:
o LDAP Sync Start
o LDAP Sync Success

o LDAP Sync Discard (occurs when the number of users deletion exceeds the configured threshold
value).

o LDAP Sync Partial Discard (occurs when there are failed entries during sync)
o LDAP Server added
o LDAP Server edited
o LDAP Server deleted
o LDAP Server Sync started
o LDAP Server Sync failed
o LDAP Server Sync completed
o Creating, editing, and deleting apps.

« Creating, editing, and deleting app configurations.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 40 of 1339


http://www.ivanti.com/company/legal

« Creating, editing, and deleting scripts.
o Deleting Admin LDAP entity.

o Modifying LDAP preferences.

« Uploading LDAP certificate.

« Application icon change.

Enabling Audit Trails

You need to turn on the Audit Trails feature to capture activities performed within lvanti Neurons for
MDM.

1. Select Admin > Infrastructure > Audit Trails. The Audit Trails page is displayed.

2. Click Enable Audit Trails. The Enable Audit Trails? window is displayed to confirm your action to
enable Audit Trails.

3. In the Enable Audit Trails? window, click Enable Audit Trails.

o You will not be able to disable the Audit Trails feature after you enable it. To disable,
contact support.

4. Inthe Export Audit Trails field, slide the toggle bar to ON to configure the export of Audit Trails.
Audit Trails export is used to export and upload all the Audit Trails information to a specific server
location. The Audit Trails export is performed through SSH File Transfer Protocol (SFTP). The server
should be accessible from the default port. Users can configure Audit Trails export settings to get
archives of Audit Trails automatically uploaded to a specific location on a daily basis. For more
information, see Exporting Audit Trails.

Viewing Audit Trail activities

You can view the tracked activities in the Audit Trails page under Dashboard. If a row item extends
beyond the default column width and is hidden due to the column border, an ellipsis is displayed, and
when you mouse-over on the ellipsis the complete row item is displayed as a tooltip.

The following details are displayed in this view:
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Column name

Description

Name

Type

Category

Last Activity

Last User

Performed At

Name of the device or the name of the user
setting. For example, for device activities, it
displays the device name. Clicking the
hyperlink navigates to the activity details

page.

If there is a user associated with

o the device, the device owner user
name is also displayed under the
device name.

Clicking the Go to Device link icon next to
the name of the device to navigates to the
device details page. In the Device Details
page, you can click on the Go to Audit
Trails hyperlink to view the activity details
page for Audit Trails.

Type of activity that is triggered.
Example: 'Account’ for a login activity.
The category of the activity.

Example: Config, Policy.

The activity that was last performed.
Example: Create, Delete.

The user who performed the activity.

The date and time of the performed activity
is visible in only 24 hour format.

Activity details view

The Activity Details View (inner layer) is accessed by clicking on the link under the Name column in the

Entities View and it lists all historical activity trails concerning that entity. The following details are

displayed in this view. If a row item extends beyond the default column width and is hidden due to the
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column border, an ellipsis is displayed, and when you mouse-over on the ellipsis the complete row item is
displayed as a tooltip.

Column name Description

Time of Action The duration lapsed from the time the
action was performed.

Activity Describes the specific action performed.

Example: App added to App Catalog.
Performed By The user who performed the activity.

Changes - Before & | Click the icon to view the Audit Trail
After comparison details in the Audit Trails
Changes - Before & After window.

The following details appear in the Audit Trails Changes - Before & After window.

Column name Description
Attribute Displays the name of the modified
attribute.

Example: createdAt.

Before Attribute values before the action was
performed.

After Attribute values after the action was
performed.

Using the Customize columns setting icon displayed on top right of the column header, you can select or
unselect the checkbox for the relevant column name to display/hide the columns in the list view.

Filtering Audit Trail activities

Using the Filters option you can filter and view the list of Audit Trail activities. The following are the
available filtering options:
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Filtering Options

Description

Filter by Date Range

Select the date range from the Start Date
and End Date fields. When the range is
selected, the list of Audit Trail activities
performed within the selected date range
are listed. This filter option is available in
any of the view options (Grouped or
Expanded).

Only a maximum of 15 days is

o allowed to be selected as the date
range with the end date as the
current date.

Category

(Applicable only in
Expanded View)

Select the category from the following
options:

o Policy

o Device Management

¢ User Management

o User Setting Management
. LDAP

« Config

o Admin Portal Access

+ App Management

o Azure Device Compliance

o The Category column is hidden by
default in expanded view.
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Filtering Options

Description

Type

(Applicable only in
Expanded View)

Select the following Entity type options:

o Account

» Device

« Registration Auth
o Device Limit

o Terms of service

o Compliance Report

o The Type column is hidden by
default in expanded view.

Activity

(Applicable only in
Expanded View)

Select the specific activities you wish to
view. The following are the options:

o Delete

« Distribution Update
o Force Checkin

o Clear config Error

« Retire

o Login

« Update

« Update Owner

o Wipe

o Lock

» Update Intune Compliance
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Filtering Options Description

Name Filter by the name of the device or the

name of the user setting.
(Applicable only in
Expanded View)

Performed By Filters by the users who performed the
action.

Status Filters by the login status.The following are
the options:

o Success

o Failure

o The order of display is based on the time when the activity was performed.

Using the Customize columns setting icon appearing on the top right of the column header, you can
select or unselect the checkbox against the relevant column name to show/hide the columns in the list
view.

By default, the pages lists 50 activities are listed in the page. If there are more than 50 activities, you can
click Next button at the bottom of the page to view more activities. Alternatively, you can also click the
relevant display option in the Show field located at the bottom of the page. For example, click 100 to
display the list of most recent 100 activities.

Searching for Audit Trail activities

Using the Search field, you can find and view the list of Audit Trail activities based on the keyword entered.
Currently, when you perform a quick search the whole string is indexed including the property names.
Starting with lvanti Neurons for MDM 76, only property values are indexed. Users need not provide details
keys present under the details column while performing quick search. The keyword entered can be the
values applicable to any of the following columns:

o Activity (device name or the user name)

« Type

« Category
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« Performed By

« Details

o The values in the Activity column are not searchable.

The displayed result will also include the Audit Trail activities having any part of the column values
matching with the entered keyword.

Using Advanced Search for Audit Trails

You can use the Advanced Search option to search for audit trails based on rules to identify and view the
activities with specific criteria. The rule options can be nested together using the ANY (OR) or ALL (AND)
options. You can use the following attributes to perform the search:

o Activity

« Category

o Created At

o Performed By
o Performed On
o Status

o Type

The activities matching the rules are displayed below the section. The rules can be constructed using the
following operators:

o begins with

o ends with

« contains

« does not contain

« does not begin with

« does not end with
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is less than
is greater than
isinrange
is equal to

is not equal to

Procedure

1.

~

From the Audit Trails page, click the Advanced Search link.

Click Any if the activities need to match at least one of the rules, or Click All if the activities need to
match all the rules.

Select the attribute and the relevant operators to create a rule that defines the search criteria.
(Optional) Click + to create additional rules, if needed.

(Optional) Click Save to save the query.

Click Search. The list of audit trail activities matching the search criteria are displayed on the page.

(Optional) You can also delete the saved query.

Exporting Audit Trails to a CSV file

You can export the Audit Trail records using the Export to CSV option from the Audit Trails page.

Procedure

1.

Go to Dashboard > Audit Trails.

Click the Actions drop-down menu and select Export to CSV option. Alternatively, you can filter by
date range before you select the Export to CSV option.

A pop-up message appears that the export report would take some time to process. Wait for the
request to complete before you submit another request.

Click Download. You will receive an email containing a link to download the report.

(Optional) Click Delete to delete the report.
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If you cannot see the Dashboard page, it might be that you do not have the required permissions. You
need one of the following roles:

» System Management

« System Read Only
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App Insights

This section contains the following topics:
« "Viewing app distribution" on the next page
« "Viewing app details” on the next page
« "Adding single app distribution charts" on page 52
« "Adding a unmanaged iOS apps chart" on page 53
« "Adding top 10 installed managed apps" on page 54
« "Adding top 5 rated in-house apps" on page 55

App Insights is a feature in the Dashboard that helps you to view and analyze the following app
distribution:

« In-house app distribution requiring installation
« Public app distribution requiring installation

o Unmanaged iOS apps

o Top10installed managed apps

» Top 5 Rated In-House Apps

Analysis of top 5 apps requiring installation: These are In-House or Public apps that have been distributed
to a large number of users but have proportionately low installation rates. The Unmanaged iOS apps
chart provides information on the unmanaged apps on devices. You will have the ability to see the list of
unmanaged apps, on what devices they are installed, and take action to convert the app to a managed
app. These are the app distributions that require an administrator's attention or action to improve the
distribution. These charts represent the devices that already have the app installed. The doughnut chart
provides a high-level overview of the distribution of public and in-house apps which not only helps in
analyzing the number of devices requiring app installation, but also allows you to further drill down to get
more app specific information by clicking on a specific region of the chart. Additionally, you can also add a
single distribution chart that represent a version specific distribution for a single app.
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o The dashboard only shows information about devices that are checked in the last 15 days.

Viewing app distribution

In the Apps page under Dashboard, you can view the following charts:
o In-house app distribution requiring install
o Public app distribution requiring install
« Unmanaged iOS apps

The charts for 5 in-house apps, 5 publicand Unmanaged iOS apps are displayed by default. The graphs are
ordered left to right starting with the app with the highest uninstalled rate.

The doughnut charts display 2 colors to represent the installation status. The blue color represents the
number of devices where the app is installed. The red color represents the number of devices that requires
installation. The count of devices are displayed if you hover over each color region.

You can delete a chart by clicking the delete option on top right corner of the chart.

Viewing app details

The center of the doughnut chart also displays the number of devices that requires installation. Example:
750/1000 which means 750 out of 1000 devices requires installation.

The doughnut charts display 3 colors to represent the distribution of the app.

o Theblue color represents represents the number of devices where the app is installed. Clicking the
blue region in the chart navigates to the Devices page. In the Devices page, the App Version
column displays the installed app version and the date when the app was installed.

o You can also view devices based on the installed app versions by selecting the options from
the Versions section in the left panel.

« Thered color represents the number of devices requiring app installation. Clicking the red region in
the chart navigates to the Devices page. In the Devices page, you can view devices that requires
installation of the app.

An app icon is displayed in the center of the chart. When the icon is clicked, it navigates to the app details
page under Apps> App Catalog.
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In this page, click the Devices with App installed tab to view the list of devices for the selected app.

Click the Devices without App installed tab to view the list of devices not installed for the selected app.

Adding single app distribution charts

You can add a single distribution doughnut charts for a specific version of an app in the Apps page. The
red color represents the list of eligible devices that should have the app installed. These charts graphically
represent the following details of the distribution of apps:

« Devices installed with a specified version of the app
o Devices installed with other versions of the app
o Devices that are not installed with the app
Procedure
1. Click +Add in the Apps page. The Add App Chart window is displayed.
2. Inthe Chart type drop-down list select Single App Distribution.

3. Select the checkbox for the list of apps for which you wish to view the single app distribution chart.

o You can alternatively, search for a specific app by typing the app name in the Search for
Apps field.

4. Click Add Chart. The single app distribution charts are displayed in the Apps page.

o You can select a maximum of 9 apps from the list.

The center of the chart displays the number of devices that are installed with the specified app version.
Example: 5/10 which indicates that 5 out of 10 devices are installed with the specified app version.

The doughnut charts displays 3 colors to represent the distribution of the app.
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« The green color represents the number of devices where the specific version of the app is installed.
Clicking the green region in the chart navigates to the Devices page that displays the list of devices
installed with the specified version of the app. You can also view devices based on other installed
app versions by selecting the options from the AppVersion section in the left panel.

« Thelight green color represents the number of devices where other versions of the app is installed.
Clicking the light green region in the chart navigates to the Devices page that displays the list of
devices installed with other versions of the app. You can also view devices based on other installed
app versions by selecting the version options from the AppVersion section in the left panel.

« Thered color represents the number of devices where the app is not installed. The count of devices
are displayed if you hover over each color region. Clicking the red region in the chart navigates to
the Devices page where you can view the devices that are not installed with the app. The left panel
also displays the date from when the app is available in the app catalog.

An app icon is displayed in the center of the chart. When the icon is clicked, it navigates to the app details
page under Apps> App Catalog. In this page, click the Devices with App installed tab to view the list of
devices for the selected app. Click the Devices without App installed tab to view the list of devices not
installed for the selected app.

You can delete a chart, by clicking the delete option on top right corner of the chart.

Adding a unmanaged iOS apps chart

You can identify and view the list of unmanaged apps by adding the unmanaged iOS apps chart to the
Apps page. This chart appears automatically when an administrator adds an unmanaged iOS app to the
catalog. The administrator can delete or add this chart as needed.

Procedure
1. Click +Add in the Apps page. The Add App Chart window is displayed.
2. Inthe Chart type drop-down list select Unmanaged iOS Apps.
3. Click Add Chart. The unmanaged iOS apps chart is displayed in the Apps page.

The chart displays the number of apps in the app catalog that are unmanaged. The bottom of the chart
displays 3 columns with the following details:

« Devices with unmanaged iOS apps - Indicates the number of unmanaged iOS apps. Click the link
to view the list of devices with unmanaged apps in the Devices with unmanaged iOS apps window.
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« Total apps in app catalog - Displays the total number of apps available in the app catalog.

« Unmanaged iOS apps (%) - indicates the unmanaged iOS apps in percentage.

Ifan app is already installed from iTune App Store, you can convert the app and its data to a managed
app.To convert such app to a mananged app:

1. Click the number link in the Devices with unmanaged iOS apps column. The Unmanaged iOS
apps window is displayed.

2. Select one or more unmanaged apps from the list and click on the number link under unmanaged
iOS apps. The selected apps will be converted to managed apps and the status will be updated in
the next device check-in.

o You can export the data on the unmanaged apps in CSV format by clicking the Export to
CSV link.

Adding top 10 installed managed apps

You can identify and view the list of top 10 installed managed apps using a Top 10 Installed Managed Apps
chart in the Apps page. The administrator can delete or add this chart as and when required.

By default, Top 10 installed managed apps chart is available in Apps page. If the chart is deleted, the Admin
can add it from the Apps page.

Procedure
1. Click +Add in the Apps page. The Add App Chart window is displayed.
2. In the Chart type drop-down list select Top 10 Installed Managed Apps.
3. Click Add Chart. The Top 10 Installed Managed Apps chart is displayed in the Apps page.

You can view the top 10 installed managed apps based on the category selected under the Show drop-
down list. The available categories are:

o All Apps (selected by default)
« In-House Apps

o Public Apps
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Each bar in the chart is displayed in represent each specific app and the name of the app is also displayed.
Hover over each bar to view the platform (Android, iOS or Windows) and the number of devices installed
with the app.

Clicking the bar of a specific app navigates to the Devices page that displays the details of the device(s)
installed with the app. The left panel in the Devices page indicates the number of devices installed with the
app. Clicking the X button in the left panel navigates back to the Apps page in Dashboard.

You can delete the chart by clicking the delete option on the top right corner of the chart.

Adding top 5 rated in-house apps

You can identify and view the list of top 5 rated In-house apps using the Top 5 Rated In-house Apps chart
in the Apps page. The administrator can delete or add this chart as and when required.

By default, the Top 5 Rated In-house apps chart is available in Apps page. If the chart is deleted, the Admin
can add it from the Apps page.

Procedure
1. Click +Add in the Apps page. The Add App Chart window is displayed.
2. Inthe Chart type drop-down list select Top 5 Rated In-house Apps.
3. Click Add Chart. The Top 5 Rated In-house Apps chart is displayed in the Apps page.

This chart represent the data via a logo for the App, with the star rating for that App. The star rating is
represented by star images, along with the integer representation (maximum rating as 5). The number of
users who have rated the App is also displayed.

The number of ratings for an app is not just devices restricted to that administrator and space but
its is based on ratings from all users of the app. The rating is the average of all the ratings for that
app given by different users who viewed that app from Apps@Work on their registered devices.

Clicking the specific app navigates to the App details page that displays specific details of the app.

You can delete the chart by clicking the delete option on the top right corner of the chart.
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Using Scheduled Reports

License: Silver

The Scheduled Reports feature enables you to schedule and generate reports on various metrics with pre-
packaged templates ready to use. You must have the System Administrator or the System Read Only role
to access this feature. You can currently create a maximum of 40 reports.

The Policy Violations report might have multiple records for the same device if the device has
multiple Tunnel instances created for it. This is applicable for both Standard reports as well as
Custom reports.

Generating a Report
You can schedule and generate a report.
Procedure
1. Go to Dashboard > Reports.
2. Click Create a report to display the Choose a Report Template page.
3. Choose a template for your report from the options you have configured.
« Blocked Devices - Report on devices currently blocked access by Sentry.
« Devices - Report on devices from all partitions in your system.
« Policy Violations - Report on policy violations in your system.
« Users - Report on users in your system
« User Password Expiry Status - Report on password expiry status of the users in your system.

o Most Used Apps - Report on all applications in your system, sorted on the number of times each
application has been installed.

« Unmanaged Apps - Report on the unmanaged applications in your system.

« All Applications - Report on all applications in devices managed by you.
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4. Click Next.
The Report Details page is displayed.
o Enter a Report Name.
o (Optional) Enter a Description for the report.

Select the Event Range from the following options:
For existing reports:

o All Events

o Previous Day

o Previous Week
o Previous Month

« Previous Range - Displays the report that was created using the range slider from the previous
release of Ivanti Neurons for MDM administrative portal. If the administrator selects and saves
any one of the above options for a report, the Previous Range option will not be displayed. The
range value is visible on the Report Summary page.

For new reports:
« All Events
o Previous Day
o Previous Week
o Previous Month
5. Click Next. The Report Data page is displayed.

6. Click Customize Columns to add, remove, or reorder columns in the Report Columns section.
Alternatively, click the column name to remove the added column.

7. (Optional) Use the Select all columns check box to select all the displayed columns in the list.
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10.

11.

12.

Click Restore Defaults to revert to the previously generated columns. To revert to the columns
without any customizations, you can choose one of the templates from the Choose a Report
Template page.

Create filters based on specific rules in the Advance Filter section.

o All filter options are not available for all reports. For more information about the list of
available filters, see the "Filters" on the next page topic below this procedure.

The following new hardware attributes are available for Windows devices when creating

o Reports - BitLocker Encryption, OS Edition, System Version, Motherboard Manufacturer,
Motherboard Product, Motherboard Status, BIOS Manufacturer, BIOS Version, Hard Drive
Partitions, Optical Drive Type, CPU Name, and CPU Status.

(Optional) you click the + icon to add another rule or click the Add Group icon to add another
group of rules.

Click Next. The Report Schedule page is displayed.

Select one of the following formats for downloading the report:
« CSV

« PDF

o CSV and PDF

For PDF report files, up to 10 columns are allowed. In the Report Charts section, two types of
charts that will be included in the PDF reports are displayed.

All Applications report supports only the CSV format.
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13. Click Auto Schedule to setup a report to run automatically by setting up the recurrence.

14.

15.

16.

17.

18.

19.

Alternatively, click Manual to run the report once and it will be sent in an email.

« Select one of the Recurring Report options:

° Daily
o Weekly

o Monthly

o Previous Schedule - For existing reports

« Select the Start Date and the End Date (Optional).

Click Next. The Report Distribution page is displayed. Select the recipients of the report.

(Optional) add external email IDs by clicking the Add External Email link.

Click Done. The Report DistributionSummary appears.

(Optional) click Edit to modify your report.

Click Save.

Click the download icon to select the format of the report. An email containing a Download Report
button to download the report is sent to the recipients of the report.

Filters

Rule Options Description
Activation Rules based on activation lock enabled
Lock Enabled as Yes or No.
Rule Example: 'Activation Lock Enabled is
equal to Yes'.
App Tunnel Rule for app tunnel status as BLOCK or
Status ALLOW.
Rule Example: 'App Tunnel Status is
equal to Block'.
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Rule Options

Description

Battery level

Client Last
Checkin

Compliance
State

Current
Country Name

Current MCC

Current MNC

Device
Enrollment
Enabled

Value of the battery level of the device.

Rule Example: '‘Battery Level is equal to
1080'

The value entered for the battery level
should be in seconds.

Rule based on client last checkin within
the date range.

Rule Example: 'Client Last Checkin is in
range 04/02/2019 06:00:00,04/05/2019
17:00:00".

Rule based on compliance state as Yes
or No.

Rule Example: ‘Compliance State is equal
to Yes'.

Enter the current country name.

Rule Example: ‘Compliance State is equal
to France'.

Rule based on current Mobile Country
Code.

Rule Example: 'Current MCC is equal to
410

Rule based on current Mobile Network
Code.

Rule Example: 'Current MNC is equal to
06'.

Rule based on Device Enrollment
enabled as Yes or No.

Rule Example: ‘Device Enroliment
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Rule Options

Description

Enrolled in
Device
Enrollment

Data
Protection

Data Roaming
Enabled

Device Block

Status

Device ID

Home MCC

Enabled is equal to Yes'

Rule based on Enrolled in Device
Enrollment as Yes or No.

Rule Example: 'Enrolled in Device
Enrollment is equal to Yes'

Indicates whether the data protection is
enabled on the device. Possible values
are Yes or No.

Rule Example: 'Data Protection is equal
to Yes'.

Rule based on data roaming enabled as
Yes or No.

Rule Example: ‘Data Roaming Enabled is
equal to Yes'

Rule based on device block status.

Rule Example: 'Device Block Status is
equal to Block’

Rule for a specific Device ID or a within a
range of Device IDs.

Rule Example: 'Device ID is greater than
45'.x

Rule based on home Mobile Country
Code.

Rule Example: ‘"Home MCC is equal to
310"
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Rule Options

Description

Home MINC

IMEI

Invite State

Locator
Service
Enabled

Quarantine
Status

Registered At

Rule based on home Mobile Network
Code.

Rule Example: 'Home MNC is equal to
510"

Rule for a specific IMEI value.

Rule Example: 'IMEI begins with 9900'

Select any of the following Invite State
options:

o None
o Pending
o Expired

o Completed
Rule Example: ‘Invite State is
equal to Pending'.

Rule based on Locator service enabled as
Yes or No.

Rule Example: ‘Locator Service Enabled is
equal to Yes'

Rule based on Locator service enabled as
Yes or No.

Rule Example: ‘Quarantine Status is
equal to Yes'

Rule to select the date and time range
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Rule Options

Description

Roaming

Status

Voice
Roaming
Enabled

Wifi Mac
Address

from when the device was registered.

Rule Example: 'Registered At is in range
10/03/2017 09:00:00,10/20/2017
17:00:00".

Rule based on roaming as Yes or No.
Rule Example: 'Roaming is equal to Yes'

Select any of the following Invite Status
options:

o Active

o Retire Pending
o Retire Sent

o Retired

o Retire Canceled
o Wipe Pending
o Wipe Sent

o Wiped

o Wipe canceled

Rule Example: 'Status is equal to Retire
Pending'.

Rule based on voice roaming enabled as
Yes or No.

Rule Example: 'Voice Roaming Enabled is
equal to Yes'

Enter a specific Mac address value.

Rule Example: 'Wifi Mac Address is not
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Rule Options

Description

iCloud Backup
Enabled

iTunes Store
Account
Activation
Status

Platform Type

Source

Custom

Attributes

Managed

App Identifier

Meid

equal to 00-14-22-01-23-45".

Rule based on iCloud Backup enabled as
Yes or No.

Rule Example: 'iCloud Backup Enabled is
equal to Yes'

Rule based on iTunes Store Account
Activation Status as Yes or No.

Rule Example: ‘iTunes Store Account
Activation Status is not equal to No'.

Applicable for All Applications report.

Applicable for All Applications report.

Applicable for All Applications report.

Applicable for All Applications and Most

Used Applications report.

Is default for All Applications report.

Applicable for Unmanaged Apps report.
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Performing Actions on a Report from the Scheduled Reports page

You can perform various actions from the Scheduled Reports page.

Procedure

1. Go to Dashboard > Reports.

2. In the My Scheduled Reports page, click the Actions drop-down menu, and select one of the

following options:

Actions Options

Action Performed

View

Edit

Run Now

Download CSV

Download PDF

Delete

Lets you view the report.

Lets you edit the report. The report also
lets you view the range that was
selected in the last release as Previous
Range.

Runs the report.

Downloads the report in CSV format.

Downloads the report in PDF format.

Deletes the report.

Viewing report details

You can view the report details and perform some actions on the created report.

Procedure

1. Go to Dashboard > Reports.

2. In the My Scheduled Reports page, click the report name to view the report details. The report
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page opens.
3. You can view the Report Summary and Report History on this page.
Related topics:
« Toassign a customrole to a user, see Assigning Roles.
« See User Roles for a list of default roles.
« "Roles Management" on page 1073

o "Using Custom Reports" on page 67
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Using Custom Reports

License: Gold

The custom reports feature enables you to customize and generate reports on various metrics with
templates ready to use. You must have the System Administrator or the System Read Only role to access
this feature. You can currently create a maximum of 40 reports.

This section contains the following topics:
"Generating a report" below
"Performing Actions on a Report" on page 75

"Viewing report details" on page 76

Generating a report
You can schedule and generate a report from the Ivanti Neurons for MDM administrative portal.
Procedure

1. Go to Dashboard > Reports.

2. Click Create a report to display the Choose a Report Template page.
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3. Choose a template for your report from the options you have configured.
« Blocked Devices - Report on devices currently blocked access by Sentry.
« Devices - Report on devices from all partitions in your system.
« Policy Violations - Report on policy violations in your system.
« Users - Report on users in your system
o User Password Expiry Status - Report on password expiry status of the users in your system.

o Most Used Apps - Report on all applications in your system, sorted on the number of times each
application has been installed.

« Unmanaged Apps - Report on the unmanaged applications in your system.
« All Applications - Report on all applications in devices managed by you.

4. Click Next. The Report Details page is displayed.

5. Enter a Report Name.

6. (Optional) Enter a Description for the report.

7. Select the Event Range from the following options:
For existing reports:

« All Events

« Previous Day

« Previous Week
o Previous Month

» Previous Range - Displays the report that was created using the range slider from the previous
release of Ivanti Neurons for MDM administrative portal. If the administrator selects and saves
any one of the above options for a report, the Previous Range option will not be displayed. The
range value is visible on the Report Summary page.

For new reports:
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10.

11.

12.

13.

14.

15.

16.

« All Events

o Previous Day

o Previous Week

o Previous Month

Click Next. The Report Data page is displayed.

Click Customize to generate a custom report:

o In the Dashboard > Reports page, the Template Name column will display "custom” in
brackets to indicate that the report is customized.

Click Customize Columns to add, remove, or reorder columns in the Report Columns section.
Alternatively, click the column name to remove the added column.

(Optional) Use the Select all columns check box to select all the displayed columns in the list.

Click Restore Defaults to revert to the previously generated columns. To revert to the columns
without any customizations, you can choose one of the templates from the Choose a Report
Template page. The default columns are indicated with a lock icon.

Create filters based on specific rules in the Advance Filter section.

o Allfilter options are not available for all reports. For more information about the list of
available filters, see the "Filters" on page 71 topic below this procedure.

The following new hardware attributes are available for Windows devices when creating

o Reports - BitLocker Encryption, OS Edition, System Version, Motherboard Manufacturer,
Motherboard Product, Motherboard Status, BIOS Manufacturer, BIOS Version, Hard Drive
Partitions, Optical Drive Type, CPU Name, and CPU Status.

(Optional) you click the + icon to add another rule or click the Add Group icon to add another
group of rules.

Click Next. The Report Schedule page is displayed.

Select one of the following formats for downloading the report:
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17.

18.

19.

20.

21.

22.

23.

« CSV
« PDF
« CSV and PDF

For PDF report files, up to 10 columns are allowed. In the Report Charts section, the two types of
charts that will be included in the PDF reports are displayed.

All Applications report supports only the CSV format.

Click Auto Schedule to setup a report to run automatically by setting up the recurrence.
Alternatively, click Manual to run the report once and it will be sent in an email.

« Select one of the Recurring Report options:
» Daily
o Weekly
o Monthly
o Previous Schedule - For existing reports

« Select the Start Date and the End Date (Optional).

The Run Now option will generate a one-time report. You can use the same template to
generate scheduled reports. In the Dashboard > Reports page, the Frequency and Next
Scheduled columns will display Unscheduled status for these reports.

Click Next. The Report Distribution page is displayed. Select the recipients of the report.
(Optional) add external email IDs by clicking the Add External Email link.

Click Done. The Report DistributionSummary appears.

(Optional) click Edit to modify your report.

Click Save.

Click the download icon to select the format of the report. An email containing a Download Report
button to download the report is sent to the recipients of the report.
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Filters

Rule Options

Description

Activation
Lock Enabled

App Tunnel
Status

Battery level

Client Last
Checkin

Compliance
State

Current
Country Name

Current MCC

Rules based on activation lock enabled as
Yes or No.

Rule Example: 'Activation Lock Enabled is
equal to Yes'.

Rule for app tunnel status as BLOCK or
ALLOW.

Rule Example: 'App Tunnel Status is equal
to Block'.

Value of the battery level of the device.

Rule Example: '‘Battery Level is equal to
1080'

The value entered for the battery level
should be in seconds.

Rule based on client last checkin within the
date range.

Rule Example: 'Client Last Checkin is in
range 04/02/2019 06:00:00,04/05/2019
17:00:00'.

Rule based on compliance state as Yes or
No.

Rule Example: 'Compliance State is equal to

Yes'.

Enter the current country name.

Rule Example: 'Compliance State is equal to
France'.

Rule based on current Mobile Country
Code.

Rule Example: 'Current MCC is equal to 410'.
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Rule Options

Description

Current MNC

Device
Enrollment
Enabled

Enrolled in
Device
Enrollment

Data
Protection

Data Roaming
Enabled

Device Block

Status

Device ID

Home MCC

Rule based on current Mobile Network
Code.

Rule Example: 'Current MNC is equal to 06'.

Rule based on Device Enrollment enabled
as Yes or No.

Rule Example: ‘Device Enrollment Enabled is
equal to Yes'

Rule based on Enrolled in Device Enrollment
as Yes or No.

Rule Example: ‘Enrolled in Device Enrollment
is equal to Yes'

Indicates whether the data protection is
enabled on the device. Possible values are
Yes or No.

Rule Example: 'Data Protection is equal to

Yes'.

Rule based on data roaming enabled as Yes
or No.

Rule Example: 'Data Roaming Enabled is
equal to Yes'

Rule based on device block status.

Rule Example: 'Device Block Status is equal
to Block'

Rule for a specific Device ID or a within a
range of Device IDs.

Rule Example: ‘Device ID is greater than 45'.
X

Rule based on home Mobile Country Code.

Rule Example: 'Home MCC is equal to 310".
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Rule Options

Description

Home MNC

IMEI

Invite State

Locator Service
Enabled

Quarantine
Status

Registered At

Roaming

Rule based on home Mobile Network Code.

Rule Example: ‘"Home MNC is equal to 510"

Rule for a specific IMEI value.

Rule Example: 'IMEI begins with 9900'
Select any of the following Invite State
options:

+ None

o Pending

o Expired

o Completed
Rule Example: ‘Invite State is equal
to Pending'.

Rule based on Locator service enabled as
Yes or No.

Rule Example: ‘Locator Service Enabled is
equal to Yes'

Rule based on Locator service enabled as
Yes or No.

Rule Example: ‘Quarantine Status is equal
to Yes'

Rule to select the date and time range from
when the device was registered.

Rule Example: ‘Registered At is in range
10/03/2017 09:00:00,10/20/2017 17:00:00".

Rule based on roaming as Yes or No.

Rule Example: 'Roaming is equal to Yes'
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Rule Options

Description

Status

Voice
Roaming
Enabled

Wifi Mac
Address

iCloud Backup
Enabled

iTunes Store
Account
Activation

Select any of the following Invite Status
options:

o Active

o Retire Pending
o Retire Sent

o Retired

o Retire Canceled
o Wipe Pending
¢ Wipe Sent

o Wiped

o Wipe canceled

Rule Example: 'Status is equal to Retire
Pending'.

Rule based on voice roaming enabled as
Yes or No.

Rule Example: 'Voice Roaming Enabled is
equal to Yes'

Enter a specific Mac address value.

Rule Example: 'Wifi Mac Address is not
equal to 00-14-22-01-23-45".

Rule based on iCloud Backup enabled as
Yes or No.

Rule Example: 'iCloud Backup Enabled is
equal to Yes'

Rule based on iTunes Store Account
Activation Status as Yes or No.
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Rule Options

Description

Status

Platform Type

Source

Custom

Attributes

Managed

App Identifier

Meid

Rule Example: 'iTunes Store Account

Activation Status is not equal to No'.

Applicable for All Applications report.

Applicable for All Applications report.

Applicable for All Applications report.

Applicable for All Applications and Most

Used Applications report.

Is default for All Applications report.

Applicable for Unmanaged Apps report.

Performing Actions on a Report

You can perform various actions from the Scheduled Reports page.

Procedure
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1. Go to Dashboard > Reports.

2. In the My Scheduled Reports page, click the Actions drop-down menu, and select one of the

following options:

Actions Options

Action Performed

View

Edit

Run Now

Download CSV

Download PDF

Delete

Lets you view the report.

Lets you edit the report.

Runs the report.

Downloads the report in CSV format.

Downloads the report in PDF format.

Deletes the report.

Viewing report details

You can view the report details and perform some actions on the created report.

Procedure

1. Go to Dashboard > Reports.

2. Inthe My Scheduled Reports page, click the report name to view the report details. The report
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page opens.

3. Select one of the following options

Actions Options

Action Performed

Toggle

Run Now

View

Delete

Lets you enable or disable the report.

Runs the report.

Lets you view the report details. Use the
Actions drop-down menu to perform
any of the following tasks:

o Disable

« Download latest CSV/PDF (based
on the type of report selected be it
CSV, PDF, or CSV & PDF, its shows
the Download option)

« History
o Delete

Deletes the report.

Related topics:

« Toassign a customrole to a user, see Assigning Roles.

« See User Roles for a list of default roles.

« "Roles Management" on page 1073

« "Using Scheduled Reports" on page 56
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Users

Before you invite someone to register mobile devices, you need to create a user entry for that person. You
also need to create a user for anyone who will use Ivanti Neurons for MDM to help manage devices or
publish content (administrators).

This section contains the following topics:
o "User Groups" on page 85
« "User Settings” on page 89
« "User Branding" on page 105
« "User Enrollment with Apple Business Manager" on page 107
« "Account driven User Enrollment"” on page 119
« "User Licenses"” on page 121

« "Managing Users" on page 122
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Adding Users

This section contains the following topics:
"Adding Users" above
« "Adding multiple users" on page 81
« "Adding multiple users by uploading a file" on page 81
« "Adding an administrator" on page 82
« "Nobody user" on page 83
« "Viewing the device registration PIN information" on page 83

You can add a single user or several users at a time. Once you have added many users, you might want to
filter the display to show only the ones you are interested in.

Other things you can do with users in this page include:

« assign to/ remove froma user group

» send a message

o invite to reqgister

 assign roles

« change a password

o delete

All Device owner profiles are assigned a device account. Device accounts do not have any restrictions in the
number of devices assigned to it. Work profiles (employee owned) are assigned user accounts.

Adding a user

Procedure
1. Go to Users.

2. Click + Add (top right).
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3.

4.

5.

10.

Select Single User.

Complete the form with the user's information:
o Email Address

o First Name

o Last Name

o The Username field displays the email address you entered. In most cases, you should not

edit this default. For more information, see When to Edit a Username

» Display Name

o If you want to change the display name for this user, edit the default text in the Display

Name field.

If you want to assign a password, enter it in the Password and Confirm Password fields.

« Ifyou assign a password, you need to communicate it to the user for device registration.

« Ifyou do not assign a password, the user will need to create a password during device

registration.
Select Locale from the drop-down list.

Enter Managed Apple ID. You can include "appleid" as a subdomain for Managed Apple ID to avoid
any conflicts with existing Apple IDs. For example, user@appleid.yourdomain.com. The subdomain
has to be a valid verified subdomain on Apple Business Manager.

o The account cannot be updated with a different Managed Apple ID if there is an active User
Enrolled device with the current account's Managed Apple ID.

(Optional) Assign one or more user groups. Managed Apple ID cannot be updated when thereis a
device with status "Active" and "Retire Pending."

If you want to set up other features before inviting this user, clear the Send this invitation now
option. Otherwise, the invitation email will be sent when you click Done.

Click Done to add the user.

For Android devices, Device accounts are designed for single-use managed devices where a single local

service account can be used to enroll a large number of devices. While creating a new user, the Android
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enterprise device Account available under Admin > Google > Android Enterprise must be enabled.

Device Accounts are enabled by default (Instead of User Accounts) for Device Owner Managed Google Play

Account enrollments.

Select the checkbox Android enterprise device Account to enable Android Enterprise work managed

device enrollments attached to this account to be automatically assigned a Google Device Account.

While editing a local or LDAP user for Android devices, the Android Enterprise Device Owner Managed

Google Play Account devices associated with the user will be assigned Device Accounts on the next device
check-in, provided the following conditions are met:

o The featureis enabled by selecting the checkbox Android enterprise Device Account.

o The Go App version on the Android device is 47 and above.

Adding multiple users

Procedure:

1.

6.

Go to Users .
Click + Add (top right).
Select Multiple Users.

By default, you can enter email addresses Manually . Type or paste the email addresses of the users,
separated by commas.

Example: jdoe@mycompany.com, jsmith@mycompany.com, tjones@mycompany.com

If you want to set up other features before inviting this user, clear the Send this invitation now
option.

Otherwise, the invitation email will be sent when you click Done.

Click Done to add the users.

Adding multiple users by uploading a file

Procedure:
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1. Go to Users.
2. Click + Add (top right).
3. Select Multiple Users.
4. Select Upload CSV.
5. Click Download CSV Template.
6. Edit the template with the following information for each user:
o user ID (required)
» email address (required)
» password
o first name
o last name
o display name
o user groups
» custom attributes

This is the same information you enter when adding a single user. Do not exceed 10,000 entries in
the file.

7. Save the file.
8. Dragitto the upload area or select Upload CSV to select the file.
9. Once the uploaded user information is displayed, make any necessary edits.
10. Click Next (lower right).
11. If you do not want to send invitations right away, select Do not send invitations .

12. Click Done.

Adding an administrator

Procedure:
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1. Click Add (top right).
2. Select Single User.
3. Complete the form with the user's information:

o Email Address

o First Name

o Last Name

The Username field displays the email address you entered.

4. Ifyou want to change the display name for this user, edit the default text in the Display Name field.
5. Assign a password in the Password field.
6. Enter the password again in the Confirm Password field.
7. Click Done to add the user.

8. Communicate the password to the person who will help manage devices.

Nobody user

The nobody user is a default user that cannot be deleted. The service applies this user to devices that do
not have associated users, such as retired devices.

Viewing the device registration PIN information

While adding new users, the generated registration PIN information is displayed to admins if the Device
Registration Authentication Type is set to PIN Only. This information can be useful to assist users with
device enrollments.

o Forsingle users, the PIN is displayed via the Users > Invite User to Register action and also in the
PIN Info section of the User Details page.

o For multiple users, the PINs are displayed as a column in the User List page in addition to the PIN
Status (Valid or Expired), PIN Issued, and PIN Expires columns.

If you cannot perform tasks on the Users page, it might be that you do not have the required permissions.
You need one of the following roles :
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» System Management

« User Management
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User Groups

This section contains the following topics:
« "Creating a dynamically managed user group" below
« "Creating a manually managed user group" on page 87
« "Creating a user group from one of the duplicate user groups" on page 87

Create a user group so that you can assign apps and roles to multiple users. For example, you might create
a Managers group if you want all department managers to be administrators for apps and content.

You can create a user group to be managed in one of the following methods:

o Dynamically Managed (Most Common): Local and LDAP users are added/removed to/from a
group dynamically based on certain rules and/or attributes.

« Manually Managed (Limited purpose): Add/remove users to/from a group manually. Manually
managed groups are recommended only for testing purposes that require less permissions.

You can enter text in the Search field to display a list of all user groups whose names start with the entered
text.

o Thesearch results are displayed as a list of possible matches in real-time while text is being entered.
o Select the desired user group name from the list of possible matches for subsequent action.

« The search match is case insensitive.

Creating a dynamically managed user group
Procedure
1. Click +Add.
2. Enter a user group name in the Name field.
3. (Optional) Click Add Description to add a description for the user group.

4. Click the Dynamically Managed (Most Common) option.
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5. Set rules and/or attributes as per your requirements. The following are the available rule options:
o Custom LDAP Attribute
« msExchPoliciesIncluded
o msExchMailboxGrid
« mailNickname
o Default LDAP Attribute
o samAccountName
« userPrincipalName
o Default User Attribute
o email_address
« distinguished_name
o last_name
« display_name
o first_name
o User Group
o Custom User Attribute
o User Group DN
o User Group GUID
o User Group Name

6. For each rule, select between local and LDAP users. You can include or exclude a sub-group by using
the User Group filter criteria.

7. Add more rules by clicking the plus icon.
You can set ANY or ALL conditional filters for the added rules.

8. Create a group of rules by clicking the hierarchical icon next to the plus icon.
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10.

11.

Review the user group's rules and attributes in the text query displayed below the rules selection
options.
In the Results section, review the user(s) details that match the configured criteria. When you add

or modify a rule or an attribute you can observe that the matching users are displayed, if they exist.

Click Save to save the configured user group.

Creating a manually managed user group

1.

Click +Add.

Enter a group name.

(Optional) Click Add Description to add a description.
Select the Manually Managed (Limited purpose) option.

In the Search Users field, type the email address of each user to be included in the group.
As you type, the matching users are found and displayed, if they exist.

Select the users you wish to add to the group. You may search and add more users as required.

Click Save.

You can create a manually managed user group and then add this group to a dynamically
o managed user group. In such a scenario, editing the manually managed user group does

not break the dynamically managed user group rule.You will not be able to delete a

manually managed user group if it is added to a dynamically managed user group.

Creating a user group from one of the duplicate user groups

Starting from Ivanti Neurons for MDM 94 the Administrator portal displays the number of duplicate user
groups and the corresponding number of GUIDs to identify duplicate groups, when the "User Group
Name" attribute is selected in the rule builder. Also, a table under this rule displays the list of the duplicate
user groups and their details such as User Group Name, GUID, Source, and distinguished name (DN).

Procedure

1.

2.

Log in to the lvanti Neurons for MDM Administrator portal.

Go to Users, User Groups.
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3. Click +Add. The Create User Group wizard opens.

o

Specify the name in the Name field.

b. Select User Group Name from the rule builder, select is equal to, select one of the duplicate
group names.

c. Click the + plus icon to add more rules.
d. Select User Group GUID, is equal to.

e. Copyand paste the GUID from the table that displays the list of duplicate user group names and
GUIDs. The result displays the associated users who will be added to the new group.

f. Click Save. The listed users are now added to the new user group that you created.

If you cannot perform tasks on the Users Groups page, it might be that you do not have the required
permissions. You need one of the following roles:

« System Management

« User Management
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User Settings

This section contains the following topics:

« "Editing the default setting" on the next page

« "Adding a custom setting" on the next page

« "Deleting a custom setting” on the next page

« "Configuring the settings for new device registrations" on page 91

« "Configuring the device limit per user" on page 95

« "Configuring the device wipe limit" on page 96

« "Configuring the Self Service Portal authentication" on page 96

« "Setting the password complexity" on page 97

« "Defining the terms of service" on page 100

« "Configuring the User Invite reminder emails" on page 100

« "Configuring User Registration Confirmation emails” on page 101

« "Configuring User Work Schedule setting" on page 101

« "Configuring Admin Portal authentication setting" on page 102
User settings define device registration options. There are several types:

« Device Registration Setting: Sets authentication by password, PIN, or both; Apple Enroliment type,
and device ownership.

o Previously, if you setup SAML auth/IdP, SAML authentication is used for both device registration
and portal authentication. From release 79.1 onwards, a toggle button is provisioned to choose
different authentication methods for Admin Portal access and Device Registration. The bypass
toggle is applicable only for device registration.

o This functionality is not supported for PIN Only type of authentication.

« Device Limit Setting: Sets the number of devices a user can register.
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« Wipe Limit Setting: Sets the limit for the maximum number of devices that can be wiped at a time.

« Self Service Portal Authentication Setting: Set the password authentication type for the self-

service portal.

« Password Complexity Setting: Set password complexity and policy parameters for local accounts
used for device registration, and access to Admin Portal and Self Service portals.

« Terms of Service Setting: Sets the terms of service displayed to the user for each device
registration.

« User Invite Reminder Setting: Sets the dates and frequency to send User Invite reminder emails.

« User Registration Confirmation Setting: Controls the ability to send the User Registration
Confirmation email. See "Configuring and using registration confirmation emails" on page 24for an
overview of the solution and "Configuring User Registration Confirmation emails" on page 101
below for specific user settings instructions.

o User Work Schedule Setting: Controls the ability to configure a user work schedule that blocks all
communication from Sentry to managed devices during the prescribed non-working hours. Useful
for locales with Right-to-Disconnect laws.

o Admin Portal Auth Setting: Controls whether Ivanti Neurons for MDM prompts the admin for
password only, or password and PIN.

You can edit the default settings for the All Users group or add custom settings and assign them to other
user groups.

Editing the default setting

Click the Edit link for the setting that has the lock icon. You cannot delete a default setting.

Adding a custom setting

Click the Add setting for specific user groups link.

Deleting a custom setting

Click the X icon.
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Configuring the settings for new device registrations

You can configure minimum OS version, authentication type, and device ownership for new device
registrations. The device enrollment URL generated in earlier versions of Ivanti Neurons for MDM will cease
to work with the current version. The administrator will need to regenerate the device enrollment URL for
device registration.

Allowlist device registration

The option to Allowlist device registration is available only in default user settings and not available for
custom user settings. You can upload a CSV file using the template containing serial numbers and custom
device attributes which are used to Allowlist a few devices. You can include one or more existing custom
device attributes to create the Allowlist. This will enable you to assign attributes to device groups or
spaces after registration.

To create custom attributes, go to Admin > Attributes. The iOS and macOS devices are not allowed to
register via iReg if the Allowlist feature is enabled and the device serial number is not mentioned in the CSV
file. If the CSV file contains a duplicate serial number, then the last entry in the CSV file would be
considered and the custom device attributes associated with that entry would be considered for device
assignment during registration.

If the Device Allowlist option is enabled, only the Allowlisted devices will be allowed to register with lvanti
Neurons for MDM. This feature is applicable only for devices which register via the web based registration
process. This will not affect the devices that are already registered with Ivanti Neurons for MDM. After
registration, if the device serial number is removed from the CSV file, the device will not be retired. The user
mentioned in the CSV file is optional, and will be assigned only if the user is mentioned in the CSV file and is
a valid user.

If you want to upload a new CSV file, you can delete the existing CSV file and upload the new file.
Allowlisting is only supported with iReg and if the Go client is needed, then opt for zero-touch registration.
For features like AppConnect and Threat Defense to function, the Go client should be installed on the
system. Because we do not support in-app registration, the user can first register the device through iReg,
and later, the Go app can be pushed to the devices from the app catalog. When user accepts installation of
app, the device would be a managed device and all the features will continue to work post registration.
Zero-touch configuration cannot be used on devices on which the AppConnect status is Active or Inactive.
It can be used only when the AppConnect status is None. The AppConnect status remains as None until
the Go client is launched on the device after registration through iReg.

Procedure
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Log in to Ivanti Neurons for MDM.

. Go to Users > User Settings.

Under Device Registration Settings click +Add setting for specific user groups.

Edit the default Device Registration Authentication Type setting or add a new one.
Enter a name in the Name field.

. (Optional) Enter a description of the setting.

In the OS Settings section, define the minimum OS version for iOS, macOS, or Windows:

Select the Enable Minimum Version toggle button and select an OS version from the drop-down
list.

o Enable Minimum Version setting is not applicable for DEP device registrations.

For Android:

o Enable Minimum Security Patch option (Android only) and specify the period by selecting the
duration type from the following drop-down list options:

« days(s)
« month(s)
o year(s)
« Enable Manufacturer Allowlist/Blockedlist option and select any of the following options:
« Create a Allowlist- To only allow devices from these manufacturers to be registered.
o Create a Blockedlist- To prevent devices from these manufacturers to be registered.
To add a manufacturer:
a. Click Add manufacturer.

b. Type the name of the manufacturer in the Manufacturer name field.
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c. Click Save. The added manufacturer name is displayed in the table.

o The manufacturer name is case sensitive. To edit or delete an added
manufacturer name, click the Edit or Delete option for the manufacturer.

9. Inthe Apple Enrollment section, select the Apple Enrollment Type:
» Device Enrollment
o User Enrollment- By default, User Enrollment is applicable for iOS and iPadOS devices.

o (Optional) Include macOS Device (macOS 10.15+) - Select this option to make User Enrollment
applicable for macOS devices as well.

10. In the Registration Invitation Method (iOS and Android Only) section, Enable MAM only
registration.

o This option should be enabled for MAM-Only device registrations and when enabled, the
users are redirected to Public App Store to download AppStation client app.

11. In the Device Registration Authentication Type section, select one of the following registration
type options from the Select Registration Type drop-down. If you use Device Enrollment, make
sure that your Device Enrollment configuration matches your choice.

« Password Only

o PIN Only When you select this option, the Bypass IdP Device Registration Authentication toggle
button is locked.

« Password and PIN

o Users may still receive a PIN to complete account activation.

o This setting affects both normal registration and Device Enrollment registration.

12. For PINs, specify the following. During the device registration, a user can click Resend PIN if
required.
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o PIN lifetime: How long the PIN remains valid (1-30 days).
o PIN length: The number of characters (4-12).
o Allow user to request a new PIN: (when forgotten or expired).

13. Optionally, turn on Device Owner Settings, and then click User Owned or Company Owned. This
setting changes how the device is classified during the registration process.

o |f Device Owner Settings is turned ON and if the administrator has marked the device as User
Owned, the user will be presented with the option to mark the device as User Owned or
Company Owned during device enrollment and also from the self-service portal. For User
Enrollment Enrolled devices, the default Device Owner Settings will be "User Owned" irrespective

of the choice made by an administrator.

« For Supervised devices, device owner setting will be "Company Owned."

Device Owner Settings|/ o

Set Device Owner on Device Registration

This setting changes how the device is classified during the registration process. This is
anly applicable for PIN Only or Password + PIN registration types. If Device Owner Settings
is turned off, devices will be registered as "Mot Set”. If Device Owner Settings is turmed on,
a chobce between User Owned and Company Owned device must be made

® e

User Owned Compamy Owned

ceS are owned Dy users hese devices ane owned b

14. Click +Add for at least one user group to which you want to distribute the setting.

15. (On-demand feature for iOS and macOS devices only) Optionally, turn on the Device Allowlist
option to allow device registration based on Allowlisted serial numbers.

16. Click Next. The User Setting Distribution page opens.

17. Select the user group distribution.
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18. Click Done.
19. Send an invite to the users. For more information, see "Inviting Users" on page 143.

Note the following points:

If a user device is registered using PIN only option, the user receives a registration confirmation
email with a PIN for authentication.

o APINissenttotheuser's email ID.
o The user enters the PIN on the device registration page.
o Ifthe PINis correct, the user is directed to complete the registration process.

For users configured with SAML-based Identity Provider (IdP),Ivanti Neurons for MDMsupports

PIN-based authentication while registering the device. The Device Registration Authentication
o Type should be PIN or PIN and Password. The PIN and Password feature acts as two-factor

authentication for additional security. In this case, when such a user tries to register a device:

o APINissenttotheuser's email ID.
o The user enters the PIN on the device registration page.

» Ifthe PINis correct, the user is redirected to the IdP's login page, where the user enters the
IdP user name and password.

o Ifthe IdP credentials are correct, the user is redirected to the device to complete the
registration process.

Configuring the device limit per user
Procedure
1. Edit the default Device Limit setting or add a new one.
2. Edit or assign a name to identify the setting.
3. Type an optional description of the setting.

4. Select a limit from the drop-down.
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5.

6.

Click +Add for at least one user group to which you want to distribute the setting.

Click Save.

Configuring the device wipe limit

Procedure

1.

2.

Edit the default Device Wipe Limit setting.
Turn on the Enable wipe limit for all users (including default roles) option.

In the Maximum number of devices a user can wipe at a time field, type the maximum number of
devices that can be wiped at a time. The default value is 1. You can set a maximum value of 200 as

the device wipe limit.

Click Done.

Configuring the Self Service Portal authentication

Procedure

1.

Edit the default Self Service Portal Authentication setting or add a new one by clicking + Add
setting for specific user groups.

Edit or assign a name to identify the setting.
Type an optional description of the setting.

Select a Self Service Portal Authentication Type from the drop-down. It can be one of the
following options:

» Password

o Certificate

Click Next.

Select one or more user groups for which this configuration will be distributed.

Click Done.
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Setting the password complexity

You can set password complexity and policy parameters for local accounts used for device registration, and
access to Admin Portal and Self Service portals.

o The password length, characteristics, and policies set below define the security of a password.

This also defines the difficulty associated with a user selecting a valid password. If you use Local Account
for your end users and would like secure passwords for access to the Admin Portal, consider using a PIN
for device registration to ensure that password complexity does not interfere with device registration. Use
the "Device Registration Authentication" Type setting to select the authentication mode for device
registration under User Settings > Device Registration Setting.

Procedure
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1. Edit the default Password Complexity settings.

2. Define the following password complexity settings:

Setting What To Do

Minimum Move the slider to specify the minimum length of a
Password Length | password to prevent the user from creating short and
insecure passwords.

Number ranges between 8 to 32.

Required Specify the number of password characters that should be

characteristics met when you select a password. The minimum number of
characteristics that should be met is 3 (4 for Federal
customers).

Required Special | Specify the number of non-alphanumeric characters a

Characters password should contain.

(symbols)

Required Specify the number of uppercase alphabetical characters a
UpperCase password should contain.

Characters

Required Specify the number of lowercase alphabetical characters a
LowerCase password should contain.

Characters

Required Specify the number of numeric characters a password
Numeric should contain.

Characters

Password validations

Allowed Numeric | Select the number of repeating number in a sequence.

Sequence
Example: 123.
Allowed Select the number of repeating alphabatical characters.
Repeated
Characters Example: bbc.
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3. Set the following password policies setting to customize behavior.

Setting

What To Do

Retained
Password History

Password
Expiration Period

Inactivity
Timeout

Failed Logins
Threshold

Move the slider to select the number of new passwords
that must be associated with a user account before an old
password can be used.

Number ranges between 3 to 36.

Move the slider to select the password expiration duration
in days.

Number ranges between 30 to 365 days.

Move the slider to specify the time a user maybe inactive
before an Admin Portal or a Self Service portal session
time.

Number ranges between 5 to 60(minutes).

Move the slider to select the number of failed login
attempts before the 5 minute account lockout takes effect.

Number ranges between 2 to 5.

When the failed attempts are within the threshold limit, a
message is displayed to the user on the lockout and to
attempt login later.

When the failed attempts exceed the threshold limit, a
message is displayed to the user on the lockout and to
attempt login after a specified time(in minutes).

4. Click Done. If you have changed the Password Complexity default setting, older password of

existing local account remains unchanged. On expiry, the user will be prompted to renew the

password. For administrators, attempting to login to the Admin Portal, can contact Help Desk who

can provide guidance for resetting password.

o In a device registration, the recommended approach is to use PIN-only registration mode.
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Defining the terms of service
Procedure
1. Create a new Terms of Service setting.
2. Assign a name to identify the setting.
3. Type an optional description of the setting.
4. Select the Prompt the user... option.
5. Type a title and text to display.
6. Click +Add for at least one user group to which you want to distribute the setting.

7. Click Save.

Once accepted, the terms of service cannot be deleted. However, you can turn off the prompts for
new registration by clearing the Prompt the user... option.

Configuring the User Invite reminder emails
Administrators can drive device enrollments by using this setting to send User Invite reminder emails.
Procedure

1. Edit an existing User Invite Reminder Setting or add a new one.

2. Edit or assign a name to identify the setting.

3. Type an optional description of the setting.

4. Ensure the User Invite Reminders option is turned on.

5. In the Define Start and End Dates region, choose when you want to start and stop sending email
reminders.

o The maximum number of emails that can be sent is 30. To reset this limit, the admin should
re-send the invite.

6. In the Define Frequency region, choose how frequently you want to send email reminders.
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7. Click Next.
8. Select a distribution for this configuration.

9. Click Done.

Configuring User Registration Confirmation emails
Administrators can send emails to new users who have completed registration.
Procedure

1. Edit an existing User Registration Confirmation Setting or add a new one.

o

Edit or assign a name to identify the setting.

3. Type an optional description of the setting.

4. Ensure the Send a confirmation email upon successful User registration option is turned on.
5. Click Next.

6. Select a distribution for this configuration.

7. Click Done.

Configuring User Work Schedule setting

Administrators can configure a user work schedule for users that blocks all communication from Sentry to
managed devices during the prescribed non-working hours. This is useful for users in locales with Right-
to-Disconnect laws.

Procedure

1. Select Users.

N

Select User Settings.
3. Inthe section, User Work Schedule Setting, select +Add setting for specific user groups.
4. Provide a name for the setting.

5. Turn on the setting.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 101 of 1339


http://www.ivanti.com/company/legal

6. Select the time zone.

7. Configure the hours during which Ivanti Neurons for MDM blocks the Exchange ActiveSync
protocol, AppConnect-Enabled apps, and managed apps.

8. Click Next.

9. Configure the distribution, and then click Done.

o Changes applied may take up to 1 hour and 15 minutes to take effect on the device.

Configuring Admin Portal authentication setting

Administrators can set the authentication type to authenticate user login. This setting controls whether
the users will be prompted for password only or password and PIN.

Procedure
1. Edit an existing Admin Portal Auth Setting or add a new one.
2. Edit or assign a name to identify the setting.

3. Type an optional description of the setting.
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4. In the Admin Portal Authentication Type, select any of the following options:

Option Description

Password Select this option to authenticate the login using password only.

o Users may still receive a PIN to complete account
activation.

Password and PIN Select this option to authenticate the login using password and
PIN.

When you select this option the following additional fields are
displayed:

« PIN lifetime: Select the minute duration of the lifetime of the
PIN from the drop-down list. The minutes should be within
the range of 1to 15.

« PIN length: Select the length of the characters of the PIN
from the dropdown list. The range of the PIN length should
be between 4 to 12.

o This option is applicable only for local accounts and not
for LDAP Admin accounts.

Allow user to request a Select this option to allow users to request a new PIN.
new PIN

5. Click Next.
6. Select a distribution for this configuration.
7. Click Done.

For users configured with SAML-based Identity Provider (IdP),Ivanti Neurons for MDMsupports PIN-based
authentication to the administration portal. The Admin Portal Authentication Type should be PIN and
Password. This feature acts as two-factor authentication for additional security. In this case, when such a

user tries to log into the portal:
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o APINis sent to the user's email ID.
o The user enters the PIN on the administration portal login page.

o Ifthe PINis correct, the user is redirected to the IdP's login page, where the user enters the IdP user
name and password.

o Ifthe IdP credentials are correct, the user is redirected to the administrator portal.

When logging into the administrator portal, a user can click Forgot Password to reset their password. In
the next screen, the user can enter a new password and the PIN (prompted based on the preceding user
authentication mode settings) sent to the user's email address. Click Resend PIN if required. The user
must wait fifteen minutes between Forgot Password requests.

When this configuration is distributed to devices, consecutive unsuccessful log in attempt (default
value: 5 attempts) by the user using password or PIN will result in account lockout and a message
will be displayed to the user on the lockout.
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User Branding

User branding enables you to customize the device registration process with names and logos that your
users will recognize. You can customize the user-facing branding in the following ways:

o Set a custom host name for the registration URL
« Displayyour logo in the registration email and registration screen
« Display a custom favicon during registration activities

License: Gold

Prerequisite:

o Decide on the host name you want to use in your custom URL. It must meet the following

requirements:
o Contains no spaces
o Contains no special characters

« Obtain alogo file that meets the following requirements:
o PNG format
o 580 x 80 pixels

« Obtain a favicon file that meets the following requirements:
o PNG format
o 64 x 64 pixels

Procedure:

1. Go to Users > User Branding.

2. Click Customize (upper right).

3. In the Hostname field, type a short name to use as the host name in your URL.

4. Click Check Availability to confirm that the host name you entered has not been used by someone
else.
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10.

11.

If the host name is not available, enter a different name.
Note the resulting registration URL under URL Preview.
Click Next.

Under Logo, click Choose File to upload the logo to be used in the registration email and
registration screen.

Click Next.

Under Favicon, click Choose File to upload the favicon to be displayed in place of the Ivanti
Neurons for MDM favicon during registration activities.

Click Done.
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User Enroliment with Apple Business Manager

This section contains the following topics:
« "Requirements for enabling User Enrollment” below
« "Priority of registrations" on page 109
« "Difference between standard MDM enrollment and User Enrollment” on page 109
« "Difference between User Enrollment vs Device Enrollment” on page 113
« "Connecting Ivanti Neurons for MDM to Apple Business Manager" on page 114
Applicable to:

o Unsupervised devices with iOS 13.0 through the latest version as supported by Ivanti Neurons for
MDM.

o Devices with macOS 10.150r supported newer versions lvanti Neurons for MDM.

Apple Business Manager is a place for IT teams to automate device deployment, purchase and distribute
content, and manage roles in their organizations. Apple Business Manager implements User Enrollment -
an enrollment option designed for companies implementing BYOD (Bring Your Own Device). User
Enrollment is a modified version of the MDM protocol with a much greater focus on user privacy,
implemented with a level of security that enterprises need.

User Enrollment allows the administrator to do the following:
« Install and remove managed applications
« Install and remove network configurations
« Install a partial VPN scoped to managed apps and accounts

o Require the usage of a password

Requirements for enabling User Enroliment

Below are the requirements for enabling User Enrollment. If any of them are not met, the enrollment type
will be device enrolled.
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« Anunsupervised device with iOS 13.0 through the latest version as supported by Ivanti Neurons for
MDM or a device with macOS 10.150r supported newer versions Ivanti Neurons for MDM.

« User setting for the Apple Enrollment Type field should be set as "User Enrollment."
o An Apple Business Manager account.
o The Apple App License Account needs to be part of the same Apple Business Manager account.

o Within Apple Business Manager, if you have an account listed in Locations, you need to have
Apps and Books matched to the same location. You may need to add a new location (for
example, West Coast).

« Managed Apple ID - Managed Apple ID to be associated with each enrolled device.
o This Managed Apple ID provides authentication for MDM management and app licensing.

o When the MDM pushes down apps and media, necessary Apple licenses are assigned to the
Managed Apple ID associated with the device.

o As part of GDPR compliance, Managed Apple IDs are masked in the user list and user details
pages considering the Apple ID to be user data.

o Managed Apple IDs were first utilized by Apple School Manager and are now utilized by Apple
Business Manager for User Enrollment.

o The device's Managed Apple ID and Apps and Books Location token should be from the
same Apple Business Manager account's Organization.

If they are different, a notification is displayed in the lvanti Neurons for MDM Admin Portal when
the license allocation fails for an app.

o Microsoft Azure Active Directory configured for Federated Authentication or an Apple ID created
manually in Apple Business Manager with a validated domain.

o For instructions on using Federated authentication, see the Apple Business Manager User

Guide on the Apple website. A login is required.

o Device users who are synced to LDAP are to be assigned to a device management role and
associated with a Managed Apple ID.

In the Users list page and the Devices list page, you can add the Managed Apple ID column to be displayed
for all users. In the Devices list page, you can add the User Enrollment Enrolled column to display the status
of User Enrollment devices. In addition, the user and device exports include these columns in CSV files.
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Priority of registrations
« User Enrollment is supported via Go for iOS client and iReg.
o Automated Device Enrollment and Apple Configurator registrations will always be device enrolled.

o If MAM configuration is applied to a device, MAM registration takes precedence over User

Enrollment.
o Ifboth auth-only and User Enrollment requirements are met, User Enrollment takes precedence.

o Ifyou Re-enroll a device from Go for iOS client, the enrollment type will be the same as the type
during the device registration irrespective of the change in the enrollment type in Ivanti Neurons
for MDM. For example, if a device was user enrolled, change the type to Device Enrollment in Ivanti
Neurons for MDM, and Re-enroll the device from the Go client, the device will still be user enrolled
and not device enrolled.

Difference between standard MDM enroliment and User Enrollment
This section addresses the difference between standard MDM enrollment and User Enrollment with Apple
Business Manager.

Standard MDM enrollment

The following list indicates what a Ivanti Neurons for MDM server can do in a standard MDM enroliment,
but will not be able to do in User Enrollment mode.

The MDM server:
« Cannot erase the device.
« Does not see the personal apps the device user has installed on the device.
« Cannot convert user-installed apps into MDM-managed apps.
« Cannot clear the device passcode (i.e. unlock the device).
« Cannot set a long, complex device passcode requirement.

« Cannot configure a device-wide VPN or Wi-Fi proxy, nor can it do any management of the cellular
functionality.

« Cannot see device identifiers like the UDID, serial number, or IMEI.
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« Cannot apply many device-wide restrictions (such as restricting the app content rating), block
iCloud, and apply any the supervised restrictions.
User Enrollment with Apple Business Manager

In User Enrollment, the MDM server can still do everything needed to manage enterprise apps, accounts,
and data.

User Enrollment can:
« Installin-house apps or apps via user-based (Apple) Apps and Books licenses.

o The licenses are applied on a first-come, first-served basis and are consumed by the Managed
Apple IDs.

o The license consumed by an app installed on the User Enrolled device will be different from the

license consumed by the same app installed on the device enrolled device.

o Check license type for Apple Apps and Books applications in a user details page via the License
Usage tab - the Enrollment Type is displayed as User Enrollment or Device Enrollment.

« Enforce passcode payload settings. For example:
o allowSimple = false
o forcePIN = true
o minlLength =6
« Querydata related to enterprise-managed apps, certificates, and profiles.
« Configure a per-app VPN for apps, mail, contacts, and calendars that have been installed by MDM.

« Enforce some restrictions, like managed open in, managed contacts, managed data on the lock
screen, and several others.

Enterprise data is stored in a separate Apple File System (APFS) volume, which is created at enrollment, and
encrypted separately from device user data. This volume contains data stored by managed apps;
enterprise Notes; enterprise iCloud Drive docs; enterprise Keychain entries; managed mail attachments
and bodies; and calendar attachments. Un-enrolling from MDM destroys the volume and the keys.

All third-party apps can only be either a personal app or a managed app through Ivanti Neurons for MDM.
The MDM service cannot start managing apps that the device user has already installed. In this case, the
administrator will need to request the device user to delete the personal app before installing the app
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through MDM. The MDM service cannot start managing apps that the user has already installed. However,
some system apps like Notes and Files will support both work and personal accounts.

User Enrollment for macOS devices

User Enrollment is supported for devices with macOS 10.150r supported newer versions Ivanti Neurons for
MDM.

« Mobile@Work for macOS is not supported for macOS User Enrollment Enrolled devices.

o Evenifthe app is distributed to the macOS User Enrollment Enrolled device, the app will not be
pushed to the device from MDM.

o Therefore, Mobile@Work features such as script management and app management for the
Packager (MIP) apps are not supported for macOS User Enrollment Enrolled devices.

o App dependency and behavioral changes in macOS User Enrollment Enrolled devices.

o In macOS User Enrollment Enrolled devices, app dependency works on a best effort basis as the
MDM is unaware of (cannot confirm) the installation status of prerequisite apps before
distributing the main app.

o Apps and configurations can be distributed to users and user groups that belong to macOS
User Enrollment Enrolled devices. However, the apps always display the Install button instead of
“Installed" because MDM cannot display the installation status of apps in macOS User
Enrollment Enrolled devices.

o Installed apps are indicated as Requested Apps in Devices > App Inventory page as the
macOS User Enrollment Enrolled devices do not notify the lvanti Neurons for MDM server
whether the apps are installed or not installed in the inventory report.

« Inthedistribution filter for apps, User Enrollment Enrolled and Automated Device Enrollment
Enrolled attributes can be used for custom distribution as required.

« User-based licenses are supported using managed Apple IDs to install Apple Apps and Books
applications. Device-based licenses are not allowed. The app catalog only displays Apple Apps and
Books applications.

« Not all configurations, policies, and actions are allowed. See full list of configurations and policies
listed following this procedure.
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o Ifunsupported configurations are distributed to a macOS User Enrollment Enrolled device, they
will not be distributed or applied to the device and may display a message such as "Restrictions -
this is not a valid request type."

o Similarly, unsupported admin device actions will be informed in Ivanti Neurons for MDM UL.
o Unsupported reports will not be sent by lvanti Neurons for MDM.

The following are the configurations and policies unsupported to be distributed to macOS User
Enrollment Enrolled devices:

o Passcode

e Tunnel

e Tunnel (On Demand)

« VPN configurations

« Office 365 Auto Account Creation
« macOS Kernel Extension Policy
o Privacy Preference

« macOS Restrictions

» Software Updates

o AirPrint

o Ml Client Privacy

o FileVault 2

« FileVault Recovery Key

o Firewall

« System Policy Rule

o Certificate Preference

« System Policy Control

« System Policy Managed
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« macOS AppStore Restrictions

o macOS Disk Burning Restrictions
o macOS Finder Settings

o Mobile@Work for macOS

o Mobile@Work for macOS Script
« Allowed Media Control

o Time Server

« Allowed Apps Policy

Difference between User Enrollment vs Device Enroliment

This section covers the difference between User Enrollment and device enrollment.

User Enrollment applies to devices with iOS 13.0 and macOS 10.15 through the latest version as supported.
Devices lower than iOS 13.0 and macOS 10.15 will be considered “device enrollment” regardless of whether
the device user has been enabled for User Enrollment or not.

portal will still have those options available even though they will not work.

User Enrollment for Apple Business Manager does not allow for wipe or unlock. However, the user

TABLE 1.

User Enrollment vs Device Enrollment

Functionality

User Enrollment

MAM

Device Enroliment

Erase the device and see user's personal
apps

Convert managed to unmanaged or vice
versa

Clear device passcode, configure device-
wide VPN or Wi-Fi proxy, or manage cellular
functionality

See device identifiers like serial number,
IMEI

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 113 of 1339


http://www.ivanti.com/company/legal

TABLE 1. (CONT)

User Enrollment vs Device Enrollment

Functionality User Enroliment

MAM

Device Enrollment

Apply supervised restrictions

(Supervised devices
only)

Can install and configure apps and
accounts

Can configure a per-app VPN for apps, mail,
contacts, and calendars that have been
installed by MDM

Can enforce some restrictions, like
managed open in, managed contacts,
managed data on the lock screen, and
several others

Can query data related to enterprise-

managed apps, certificates, and profiles

Connecting Ivanti Neurons for MDM to Apple Business Manager

This section covers enabling User Enrollment for Apple Business Manager.

Prerequisites

« You must have an Apple Business Manager account. See https://business.apple.com/.

o You must request and install an Apple MDM certificate to manage iOS devices.

Creating local users to enable User Enroliment

This section covers creating local and LDAP users and setting the User Enrollment for unsupervised Apple

devices. User Enrollment will not work on supervised devices or devices enrolled in Apple's Device

Enrollment.
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Creating a manually managed (static) user group

This is a one time procedure. If you have already created this group, skip to the "Creating users for User
Enrollment” section.

Procedure
1. Go to Users > User Groups.

2. Create a manually managed (static) user group, such as User Enrollment Group, to add users with
device registration type as User Enrollment.

3. Click Save.

Creating a device registration type setting

This is a one time procedure. If you have already created this group, skip to the "Creating users for User
Enroliment" section. For User Enrollment Enrolled devices, the default Device Owner Settings will be "User
Owned."

Procedure
1. Go to Users > User Settings.
2. In the Device Registration Setting section, click + Add setting for specific user groups.

3. Create a new setting, such as UE Registration, for users with device registration type as User
Enrollment.

4. Inthe Apple Enrollment section, select User Enrollment as the Apple Enrollment Type.
5. Click Next.

6. Inthe User Setting Distribution page, select the newly created user group, such as User Enrollment
Group.

7. Click Done.

Creating a local user for User Enrollment

As a prerequisite, create a manually managed user group and a device registration setting for User
Enrollment.

Procedure
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1. Go to Users.
2. Click + Add > Single User.
Enter the new user information and add it to the newly created user group, such as User Enrollment
Group. For more information, see Adding a user in the Users topic.
Importing LDAP users to enable User Enroliment
Prerequisites
« Asaprerequisite, set up a Ivanti Neurons for MDM connector to access LDAP resources.

o Ensure that the Managed Apple ID setting is set to Pattern (user email address). Ensure the
pattern for Managed Apple ID is unique. Otherwise, the account will not be updated with the
Managed Apple ID if the same Managed Apple ID exists in another account.

o (Optional) include "appleid" subdomain to avoid conflict with existing Apple IDs.

o You can import users from LDAP and invite them for User Enrollment. The imported LDAP users will
have their Managed Apple IDs synced with Ivanti Neurons for MDM, which is a requirement for User
Enrollment.

Procedure
1. Go to Users.
2. Click +Add > Invite Users from LDAP.
3. Click Select Users in the LDAP server entry.
4. Inthe Add LDAP Users page, enter the name of the user, group, or OU in the search field.
5. To add new users or groups, click +Add next to the entry you want to add.

6. Click Done.

Importing AAD users to enable User Enrollment
As a prerequisite, connect Ivanti Neurons for MDM with Microsoft Azure Active Directory (AAD).

You can invite AAD users for User Enrollment. The imported AAD users will have their Managed Apple IDs
synced with Ivanti Neurons for MDM, which is a requirement for User Enrollment.

Procedure
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1. Go to Admin > Azure AD User Source.

2. Edit the settings.

3. Select Enable this AAD.

4. Inthe Managed Apple ID setting, select one of the following options:
o Pattern

o User email address - Ensure the pattern for Managed Apple ID is unique. Otherwise, the
account will not be updated with the Managed Apple ID if the same Managed Apple ID exists
in another account.

o Alternatively, select userUPN.
5. (Optional), include "appleid” subdomain to avoid conflict with existing Apple IDs.

6. Select Automatically invite users imported from AAD. Users imported from AAD to lvanti

Neurons for MDM are automatically invited to register via email.

7. Click Save.

Device user instructions for registering using User Enrollment
This section addresses the actions the device user needs to take for registering Apple User Enrollment.

Procedure

1. On the iOS device you wish to register, open the invitation email that contains a link and text
guiding the end user to a registration link such as mobileiron.com/go.

2. Open the registration link in Safari.
The login page displays. The device user is to log in using their local user or LDAP credentials.
The registration page displays with a message saying the profile was downloaded.

3. Tap Settings. The Settings page displays.

4. Tap Enroll in [Your Company Name].

5. The User Enrollment page displays.

Tap Enroll My [Your Device]. For example, tap Enroll My iPhone.
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If you tap Cancel and Delete Profile, you will have to start the registration process all over again.

6. You will be presented with a login for either Apple or your Federated account. Enter the password
for your Managed Apple ID. (The Managed Apple ID will be listed at the top of your login page.)

You may be presented with the option to stay signed in, make a selection.

A page displays the "Enrollment is Successful.”

Using device logs for troubleshooting
To troubleshoot errors or issues for a User Enrolled device, start by reviewing the device logs.
Procedure

1. Go to Devices.

2. Click on the device to display the device details page. You can verify User Enroliment Enrolled and
Registered Managed Apple ID fields.

3. Select the Logs tab.

4. IntheFilters region, narrow the device logs using filters based on action names (such as Checkout,
Device Name, Set Bootstrap Token, Get Bootstrap Token, and so on), status, start date, and end
date.

5. Inthe Actions column, click the eye icon to display the device log details, such as Enrollment ID.

6. Click OK.
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Account driven User Enrollment

Applicable to
o Devices with iOS 15+

Account driven User Enrollment for iOS 15+ devices is an enrollment option designed for companies
implementing BYOD (Bring Your Own Device). Account driven User Enrollment is a modified version of the
MDM protocol and User Enrollment with Apple Business Manager with a much greater focus on user
privacy, implemented with a level of security that enterprises need.

Prerequisites

The requirements for Account Driven User Enrollment are as follows:

o An unsupervised device with iOS 15+

o Auseraccount in Ivanti Neurons for MDM with managed Apple ID (Apple school or work account)

Setup the discovery service

If your enterprise has an enterprise domain name, for example, acme.com, then the Managed Apple ID for
your users is username@acme.com. To enable the service discovery for your enterprise you must provide a
well-known endpoint as follows:

GET https://acme.com/.well-known/com.apple.remotemanagement

The endpoint will return a JSON object containing your lvanti Neurons for MDM cluster registration base
URL as follows:

/c/i/reg/userenroll.mobileconfig

o The Ivanti Neurons for MDM URL must begin with https and not http.

Example:

{

"Servers":[
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", n

“Version”: "mdm-byod”,

“BaseURL": "https://<your polaris cluster>/c/i/reg/userenroll.mobileconfig”

For more information, see the information at the following URL:

https://developer.apple.com/documentation/devicemanagement/discover_authentication_servers

Device user instructions for registering using Account Driven User Enroliment

This topic addresses the actions the device user needs to take for registering Account Driven User
Enrollment.

Procedure
1. On the iOS device, open Settings > General > VPN & Device Management.
2. Go to Sign in to Work or School Account.

3. Type the work or school account email address. Ensure that the email address is according to the
following format:

username@ <enterprise domain name>, for example, username@acme.com.

4. The login page automatically takes the Managed Apple ID and takes the user through iReg flow.
Ensure that you enter Ivanti Neurons for MDM credentials.

5. Type the work or school account credentials and click Continue.

6. After a 2-factor authentication, the device enrollment completes.
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User Licenses

Ivanti Neurons for MDM user-based licenses define the number of users you can register, the number of
devices allowed per user license, the amount of content you can configure for distribution to devices, and
which features are available. If you reach your limit for users, a red triangle displays on the Admin page. If
you reach your limit for content, the service will prevent you from adding more and display a message to
indicate that you have reached your limit.

To determine how many user licenses you should plan for consider the following points:

o Each user license purchased under the Secure UEM or Secure UEM Premium package allows

registration of up to five devices.
« Once a user registers more than five devices, another user license is claimed.
o Thereis no enforced limit to the number of user licenses that a user can claim.
o Licenses are released when devices are retired or wiped.

For example, when User1 registers her work phone on the first day of work, she claims a user license. The
following week, she registers two personal phones and a tablet under that same license. When she
registers another tablet, she now has five devices, so she claims a second user license. When her personal
phone is stolen, she wipes the device, which releases the second user license.

Viewing the number of devices/ licenses for a user

Procedure:
1. Go to Users.
2. Click the link for the user.

The left pane lists user details, including license usage.
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Managing Users

This section contains the following topics:

"Adding an APl user for Cisco ISE operations” on page 124
"Assigning Roles to Users" on page 126

"User Roles" on page 129

"Finding and Filtering Users" on page 135

"Assigning Users to User Groups" on page 141

"Inviting Users" on page 143

"Enabling and Disabling Users" on page 145

"Managing Multiple Administrator Logins" on page 147
"Changing a Password" on page 148

"Changing the Tenant Administrator Username" on page 151
"Sending a Message" on page 153

"Removing Users from User Groups" on page 155
“Deleting a User" on page 157

"Exporting Users" on page 159

"Assigning Custom Attributes to Users" on page 160
"Removing Custom Attributes from Users" on page 161
“Changing the User Locale" on page 162

“"Editing a Username" on page 163

"Opting Out of Location Data Collection" on page 164
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« "Timeout Information" on page 165

o "Opting Out of System Usage Analytics" on page 166
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Adding an API user for Cisco ISE operations

You can add an API user with the role "Cisco ISE Operations” that allows Cisco ISE to interact with the Cisco
ISE APIs in Ivanti Neurons for MDM. After you create this user, you use this user's credentials from Cisco
ISE to authenticate API calls into Ivanti Neurons for MDM. These APIs allow Cisco ISE to get device
information; take actions on devices, for example, full wipe, corporate wipe, and pin lock; and send

messages to devices.

o The API user will not be able to log into the Admin portal. This user is for enabling APl usage only.

Only the Super Admin of a tenant is assigned the Cisco ISE Operations role by default. The Super
o Admin must explicitly choose the other users in the system who must possess this role and assign
it to them. Users, that are assigned the Cisco ISE Operations role can, in turn, assign the role to

other appropriate users in the system.

Procedure

1. Click the Users tab.

3 users

Account Source
[ LDAP (D)
[ Salesforce (0)

[ Local (3)

Dashboard Users 1 avices Apps

Users User Groups User Settings

Actions

i Multiple Users

Single U

(] nobody-42000@auro0001.mobileiron.com

o miadmin@auto0001.mobileiron.com

2. Click Add.

3. Select API User.
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4. Complete the resultant form with the user's information:
o Email Address
o First Name

o Last Name

o The Username field displays the email address you entered. In most cases, you should not
edit this default. See When to Edit a Username.

5. Ifyou want to change the display name for this user, edit the default text in the Display Name field.
6. Assign a password by entering it in the Password and Confirm Password fields.

7. Leave the APl Management Cisco ISE Operations role selected in the Assign Roles section.

8. Click Done to add the user.

If you cannot perform tasks on the Users page, it might be that you do not have the required permissions.
You need one of the following roles:

« System Management

« User Management
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Assigning Roles to Users

You can give users access to Ivanti Neurons for MDM data and features by assigning roles. You can assign
roles directly to users or to user groups. Assigning a role to a user group! gives that role to all users in
that group.

The User Read Only role is not assigned to users by default.
The Roles page and the associated options are hidden for tenants who have access to both Ivanti
Neurons for UEM and Ivanti Neurons for MDM.

Users cannot assign the permissions that they do not already have. The permissions and roles that are not
assigned to the users are not displayed for selection. In this case, an error message is displayed. When an
Ivanti Neurons for MDM Administrator or a Partner Administrator attempts to assign roles to a Partner
Administrator, Ivanti Neurons for MDM displays a message conveying that a Partner Administrator must
perform this operation on the Service Provider Portal.

For more information about roles, see Roles_Management.htm.

Procedure:
1. Go to:
o Users > Users or
o Users > User Groups.
2. Select one or more users or user groups.
3. Click Actions.

4. From the Users details page or User Groups details page, click Assign Roles or
From the User list or User Group list page, select Append Roles.

5. Select one or more of the following roles you want to assign:
« System Management | Cross-Space

o System Read Only | Cross-Space

Ta list of users that you want to treat in the same way.
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o User Management | Cross-Space

o User Read Only| Cross-Space

o LDAP User Import and Invite | Cross-Space

« Device Management | Space-Specific

« Device Read Only | Space-Specific

« App & Content Management | Space-Specific
o App & Content Read Only | Space-Specific

« Device Actions | Space-Specific

« Cisco ISE Operations | Cross-Space

o Scheduled Task Management | Cross-Space

o Common Platform Services (CPS) | Cross-Space
o Low User Impact Migration Management | Cross-Space
o Custom Device Enrollment | Cross-Space

« Edit Microsoft Graph | Cross-Space

« Send/Cancel Wipe | Cross-Space

« View Microsoft Graph | Cross-Space

« Manage Access Integration | Cross-Space

. Click Next.

. Ifthe selected roles are Space bound, then select Spaces for all the Space bound roles.

o If there is only one Space (Default Space), the Specify Space step is skipped when assigning
a Space-bound role.

The summary page displays the Space name for Space bound round as Default Space.

. Review the summary of the roles to be assigned and click Done.
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Giving helpdesk staff permission to use basic device actions

The helpdesk roles generally allow staff to view data. However, some organizations prefer to include the
basic device actions:

o Force Check-in
o Lock
e Unlock
« Send Message
o Retire
* Wipe
Procedure
You can provide permission to the actions.
1. Go to Users > Users or Users > User Groups.
2. Select one or more users or user groups.
3. Click Actions.

4. Fromthe User details page or User Group details page, select Assign Roles or
From the User list or User Group list page, select Append Roles.

5. Select Device Read Only.
6. Select Device Actions.

7. Click Done.

o Ensure that you select Device Read Only before selecting Device Actions for the users to have the
expected permissions.
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User Roles

User roles determine the pages users can see in lvanti Neurons for MDM and the things users can do. The
following table lists the roles you can assign and what they mean.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 129 of 1339


http://www.ivanti.com/company/legal

Role

Description Space-Specific

System Management

System Read Only

User Management

User Read Only

Device Management

Allows an No
administrator to

manage tenant-level

settings such as MDM
Certificates, App

Catalog Settings and

more.

Allows an No
administrator to view
tenant-level settings

such as MDM

Certificates, App

Catalog Settings and

more.

Allows an No
administrator to add

and remove users,

assign roles and add

users to user groups.

Allows an No
administrator to view

users and user groups

as well as the apps and
content catalogs.

Allows an Yes
administrator to

manage device groups,
configurations and

policies as well as

perform all device

actions.
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Role Description Space-Specific

Device Read Only Allows an Yes
administrator to view
device groups,
configurations and
policies.

App & Content Management Allows an Yes
administrator to add,
distribute and remove
Apps and Content.

App & Content Read Only View data in Users, Yes
Apps, Content,
including AppConnect
tasks
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Role

Description Space-Specific

Device Actions

LDAP User Import and Invite

Cisco ISE Operations

Allows an Yes
administrator to

initiate device actions,

such as:

» Force Check-in
o Lock

o Unlock

« Send Message
o Retire

o Wipe

You must
select Device
Read Only
before
selecting
o Device Actions.
Otherwise,
users will not
have the
expected
permissions.

Allows an No
administrator to

register LDAP Users

and send invitation(s)

to register device(s)

Allows an No
administrator to invoke
API(s) required for

Cisco ISE integration.
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Role

Description

Space-Specific

Scheduled Task Management

Common Platform Services (CPS)

Low User Impact Migration Management

Custom Device Enrollment

Edit Microsoft Graph

Allows an
administrator to create
and manage Scheduled
Task(s) for various
administrative
operations.

Allows an
administrator to use
Common Platform
Services.

Allows an
administrator to
manage Low User
Impact Migration
settings.

Allows an
administrator to enroll
a device using custom
device enrollment.

Allows an
administrator to edit
Microsoft Graph API
settings used for Office
365 Apps protection.

No

No

No

No

No
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Role Description Space-Specific

View Microsoft Graph Allows an No
administrator to view
Microsoft Graph API
settings used for Office
365 Apps protection.

Send/Cancel Wipe Allows an No
administrator to send a
Wipe command to a
device or cancel an
issued Wipe command
before it is executed.

Manage Access Integration Allows an No
administrator to
manage Access
integration.

For more information, see Assigning Roles
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Finding and Filtering Users
This section contains the following topics:
« "Searching a user" below
"Using Advanced Search for users" below
« "Loading the Search queries for users" on the next page

« '"Filtering Users" on page 137

Searching a user
Once you have added many users, it can be helpful to use filters or searches to quickly locate a user entry.
Procedure

1. Go to Users.

2. Type characters in the search box.

Using Advanced Search for users

You can use the Advanced Search option to search for users based on rules to identify and view the users
with specific criteria. The rule options can be nested together using the ANY (OR) or ALL (AND) options.
The users matching the rules are displayed below the section. The rules can be constructed using the
following operators:

o begins with

o ends with

« contains

« does not contain

« does not begin with
« does not end with

o islessthan
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o is greaterthan
o isinrange
« isequalto

o isnotequalto

Starting from lvanti Neurons for MDM 94 the Ivanti Neurons for MDM Administrator displays the number
of duplicate user groups and the corresponding number of GUIDs to identify duplicate groups, when the
User Group Name attribute is selected in the rule builder. Also, a table under this rule displays the list of
the duplicate user groups and their details such as User Group Name, GUID, Source, and distinguished
name (DN).

Procedure
1. Fromthe Users page, click the Advanced Search link.

2. Click Any if the users need to match at least one of the rules, or Click All if the users need to match
all the rules.

3. Create arule that defines the search criteria, such as User Group, Custom User Attribute and
Custom LDAP Attribute.

4. (Optional) Click + to create additional rules, if needed.
5. (Optional) Click Save to save the query.

6. Click Search. The list of users matching the search criteria are displayed in the page.

Loading the Search queries for users

Procedure
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1. Fromthe Users page, click the Advanced Search link.

2. Click the 'Folder' icon. The Advanced Search window is displayed. The list of the created Search
queries are displayed in the Loaded Query section. The following details are displayed in this

section:
o Query Name - The name of the loaded query.
« Query Content - Displays the content on the rules defining the search query.
o Actions - Select the action to be performed on the query.

3. Click Load Query in the Actions column to view the list of users matching the criteria defined in the

loaded query.
To delete a loaded query, click the Delete icon.
Filtering Users

The Filters side navigation bar lists various sections that help you to search for a specific user from the
entire list of users. The Manage Filters wizard contains the list of all the sections that you can select to
display in the Filters navigation bar.

Procedure
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1. Go to Users.
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2. Click the relevant check boxes from the sections that are listed in the Manage Filters wizard. You can
search from the following sections:

o Administrators
o Google Status
o Invite Status

o Completed (The user received it and responded.)

Expired (The user did not respond in time.)
« Not Invited (You have not invited this user.)
« Pending (Pending user response.)
« Password Expiration
o Expires (users with password expiration option set to finite date.)
o Never (users with password expiration option set to never.)
« User Group (Select the user groups of interest.)
o User Source
« LDAP
« AAD
« Roster
» Salesforce

o Local

Ta list of users that you want to treat in the same way.
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« Sync
o Direct Sync - Lists the users that were directly synced from the LDAP server
o No Sync - Lists the users that were removed from the LDAP server
o Indirect Sync - Lists the users that were indirectly synced from the LDAP server
« N/A

3. (Optional) Click Restore Defaults to restore the selection to the default filters. The Filters navigation
bar displays the selected sections. If you clear all the check boxes from the Manage Filters wizard,
the Filters side navigation bar displays all the sections.

4. Click anywhere outside the Manage Filters wizard to exit the wizard.

5. Click the xicon to close the Filters side navigation bar and click Filters to reopen the side navigation
bar.
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Assigning Users to User Groups
This section contains the following topics:
« "Assigning users from the Users page" below
« "Assigning users from the User Groups page" below

Assigning users to user groups is a great way to minimize the number of times you need to repeat tasks
like:

« distributing apps

« assigning roles

Assigning users from the Users page
1. Go to Users.
2. Select the users you want to work with.
3. Click Actions.

4. Select Assign to Group.

v

Select the groups or click Create New to start a new group.

6. Click Save.

Assigning users from the User Groups page
1. Go to Users > User Groups.
2. Select the user groups you want to work with.
3. Click Actions (upper right).

4. Select Assign Users.
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5. Type the email address of each user.

6. Click Assign Users.
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Inviting Users

When you add a user, you have an opportunity to invite that user to enroll devices. In fact, this option is
selected by default. The invited user receives an email message containing the information needed to

enroll. You can also invite (or re-invite) a user from the Users > Users page.
Procedure
1. Go to Users.

2. Select the users you want to invite.

3. Select Actions > Send Invite. The Invitation Preview appears, along with an option to set device

ownership to UserOwned or Company Owned.

© Invite User To Register X

Invitation Preview:

Device Owner Settings

Set Device Owner on Device Registration

This setting changes how the device is classified during the registration process. This is only
applicable for PIN Only or Password + PIN registration types. If Device Owner Settings is
turned off, devices will be registered as "Not Set". If Device Owner Settings is turned on, a
choice between User Owned and CompaéOwned device must be made.

User Owned Company Owned
These devices are owned by users and These devices are owned by your
used for work. company and used by employees for
work.

Send Registration Confirmation Email

A confirmation email will be sent upon successful user registration

Note 1: If the selected user(s) are not part of the distribution list, they will not receive any confirmation emai
Note 2: To manage this setting go to Users > User Settings > User Registration Confirmation Setting.

Cancel Send 6

4. Optionally, turn on Device Owner Settings.
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5. Click User Owned or Company Owned. This setting changes how the device is classified during the
registration process. This is only applicable for PIN Only or Password + PIN registration types. If
Device Owner Settings is turned off, devices will be registered as "Not Set." For Supervised devices,
device owner setting will be "Company Owned."

6. Click Send. If a PIN based device registration was performed, the user will receive a PIN to their
registered email address. If a QR code based registration is set, the user will receive a QR code.

7. Click Okay.

If the registration confirmation email feature is enabled as described in "Configuring and
using registration confirmation emails" on page 24, then you will also see a reminder that

o the user will receive a registration confirmation email upon successful registration. To
receive the email, the user needs to be part of the distribution list that you specify in
"Configuring User Registration Confirmation emails” on page 101 in "User Settings" on
page 89.

For more information, see Importing LDAP users.
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Enabling and Disabling Users

This section contains the following topics:
"Enabling and disabling local users" below
"Enabling and disabling LDAP users" below

The local and LDAP users can be in enabled or disabled status. Based on their status, you can create
custom policies using the User Enabled condition and setting an action for the condition in the rule
builder. For example, there can be a custom policy rule to retire the devices that belong to disabled
local/LDAP users.

Enabling and disabling local users
By default, when a local user is created, the user is in enabled state.
Procedure

1. Go to Users.

2. Click the display name for the local user.

3. Click Edit. The Authentication Required window is displayed.

4. Enter your administrator password and click Authenticate.

When multiple incorrect entries of the password are entered and if it crosses the 'Failed
Logins Threshold limit' set in the 'Password Complexity Settings', the account will be locked
and you will be logged out from the current session.

5. Select or deselect the Enabled option to enable or disable the local user respectively.

6. Click Save.

Enabling and disabling LDAP users

You can enable or disable LDAP users only for Microsoft Active Directory. In Microsoft Active Directory,
when you open the properties for a user account, click the Account tab, and then either select or clear the
check boxes in the Account options dialog box, numerical values are assigned to the UserAccountControl
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attribute. The value that is assigned to the attribute tells Windows which options have been enabled. After
you assign a value to the UserAccountControl attribute, the user status will reflect after LDAP sync with
Ivanti Neurons for MDM.

Following are the possible values you can assign:
o 512 -Enabled.
o 514 -Disabled.
» 66048 - Enabled, password never expires.

o 66050 - Disabled, password never expires.

View user accounts

Procedure

1. Click Start.

2. Go to Programs.

3. Go to Administrative Tools.

4. Click Active Directory Users and Computers.

For more information, see https://support.microsoft.com/en-in/help/305144/how-to-use-the-
useraccountcontrol-flags-to-manipulate-user-account-pro.

You can view and edit the attributes by using either the Ldp.exe tool or the Adsiedit.msc snap-in. Only
experienced administrators should use these tools to edit Active Directory. Both tools are available after
you install the Support tools from your original Windows installation media.
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Managing Multiple Administrator Logins

Multiple Ivanti Neurons for MDM admin portal sessions are supported so the administrator can view
different pages of the portal at the same time. If you are an administrator, you can view your last login date

to help you keep track of multiple logins.

View the last administrator login

Procedure

1. Click the Account icon.

Dashboard

Devices By OS Type

Qverview

edelore@mobileiron.com

I Last logged in: a minute ago I

Help
Support
Change Password

Sign Out

NN N7

2. View the Last logged in: entry.
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Changing a Password

This section contains the following topics:
« "Changing password from the Users tab" on the next page
« "Applying password to never expire" on the next page

« "Removing the password to never expire setting" on page 150

o If a user has a System Management role, then only a Superuser or currently logged-in user can see
the Change Password option.

You can change your Ivanti Neurons for MDM password. You can also change the password for another
user if you have the permission.

Procedure

1. Click the Account icon (upper right).

2. Select Change Password from the pull-down menu.
3. Enteryour current password.

4. Enter your new password.

5. Enter your new password again.

6. To set the password to not expire, select Set Password to Never Expire.

o Setting the password to never expire overrides the Password Expiration Period defined
under Users > User Settings > Password Complexity Setting.
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7. Click Done.

To reset local account password to expire, unselect Set Password to Never Expire. After
the option is unselected, a pop-up window shows the previous password expiration date
applied to the user.

Changing password from the Users tab
Procedure

1. Go to Users.

2. Click the display name for the user.

3. Click Edit (upper left). The Authentication Required window opens. Administrators (who are either
local users or LDAP users) are required to authenticate by entering the administrator password
before editing the user.

4. Enter your administrator password and click Authenticate.

When multiple incorrect entries of the password are entered and if it crosses the 'Failed
Logins Threshold limit' set in the 'Password Complexity Settings', the account will be locked
and you will be logged out from the current session.

5. Enter the current password in the Current Password field.

o This field will not be displayed if you are changing the password for another user.

6. Enter the new password in the Change Password field.
7. Confirmthe new password.

8. Click Save (upper left).

Applying password to never expire
1. Go to Users.

2. Select one or more users.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 149 of 1339


http://www.ivanti.com/company/legal

3. Click Actions.

4. Select Assign Password Never Expire. The Set Local Account Password to Never Expire window is
displayed.

5. Click Submit.

Removing the password to never expire setting
1. Go to Users.
2. Select one or more users.
3. Click Actions.

4. Select Remove Password Never Expire. The Remove Local Account Password Never Expire
window is displayed.

5. Click Submit. After this setting is removed, the previous password expiration date will be applied to
the users.
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Changing the Tenant Administrator Username

You can change the Tenant Administrator's username to facilitate the introduction of a new Tenant
Administrator. Because the Tenant Administrator can never be deleted, this is a way to change the Tenant
Administrator to another username.

This feature supports the following scenarios:
User with all roles changes Tenant Administrator username
1. Tenant Admin leaves company.

2. User with User Management role changes Tenant Admin username, email address, first name, last
name, and password for the new Tenant Administrator.

See Assigning Roles and Changing a Password for information on assigning roles and changing the

password.
Tenant Administrator changes username to new Tenant Administrator before leaving company
1. Before leaving the company, departing Tenant Administrator changes username and password.

2. Departing Tenant Administrator passes this information on to the new Tenant Administrator.

Changing the Tenant Administrator username

1. Select Users.

Dashboard Users Devices Apps Content

2 User Groups User Settings

3 users + Add / Xt ~

DISPLAY NAME = TATUS
Account Source hd /
LDAP (0) nobody-15245346-42000@auto0001.mobileiron.com ! 2d
Salesforce (0)
Local (3) miadmin@auto0001.mobileiron.com 9 ed
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2. Select the Users sub-tab.

3. Click the Tenant Administrator's display name.

Change Tenant Admin Username X

Changing the Tenant Admin's Username will result in the previous username not being valid to login to this
tenant

Change Username
| miadmin2@mobileiron.com Q

eYes, I want to change the Tenant Admin's Username

4. Click Change Username.
5. Enter the new username.

6. Click the check-box adjacent to Yes, | want to change the Tenant Admin's Username until a check
mark appears in it.

7. Click Save.
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Sending a Message

This section contains the following topics:

"Sending a message to users" below

« "Sending a message to devices" on the next page

You can send a message to any known user. Messages can be email or push notifications’. Only users

having enrolled devices can receive push notifications.

Prerequisites

For iOS devices, ensure that Go client is installed.

For macOS devices, ensure that Mobile@Work client is installed.

Sending a message to users

1.

Go to Users > Users.

Select the users you want to message.

Click Actions (upper right).

Select Send Message.

If you do not want to send email, clear the Send an Email message check box.
If sending email, enter a subject and message text.

If sending a push notification, select the Send a Push Notification check box and enter message
text.

Click Send.

Ta message or alert that is sent to the device. As per Apple, Push notifications to offline
devices are based on APNs offline storage policy.
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Sending a message to devices

1.

Go to Devices > Devices.
Select the devices you want to message.
Click Actions (upper right).
Select Send Message.
Optionally, click the device name link to go to the Device details page and click the Send Message
.
icon.
If you do not want to send email, clear the Send an Email message check box.
If sending email, enter a subject and message text.
If sending a push notification, select the Send a Push Notification check box and enter message
text.

o A push notification message can also include URLs which the users can access.

Click Send.

When a push notification is sent to the user, the user will be able to see a bell icon on the device
screen toolbar. Tapping the bell icon, the user can view the history of notifications received and can
perform an action or delete a notification.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 154 of 1339


http://www.ivanti.com/company/legal

Removing Users from User Groups
This section contains the following topics:
« "Removing users from the Users page" below
« "Removing users from the User Groups page" below
Removing a user from a user group means:
« anyroles assigned to that group are removed from the user
« anyapps assigned to that group are no longer available in the user's app catalog'

« apps that were configured to be removable are removed from the user's devices

Removing users from the Users page
1. Select the user you want to work with.
2. Click Actions (upper right).
3. Select Remove from Group.
4. Select the groups.

5. Click Remove.

Removing users from the User Groups page
1. Click the user group to display its details.

2. Click Edit (upper right).

Ta list of mobile apps you have made available for your users. Includes apps that users can
download from public app stores and apps you intend to distribute using the device
management system (In-house apps).
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3. Click the Remove link next to the user you want to remove.

4. Click Save (upper right).
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Deleting a User
This section contains the following topics:
"What happens when you delete a local user" below

« "What about LDAP users?" on the next page
Procedure

1. Go to Users > Users.

2. Select the entry for the user.

3. Click Actions (upper right).

4. Select Delete.

When an lvanti Neurons for MDM Administrator or Partner Administrator attempts to delete a Partner
Administrator, Ivanti Neurons for MDM displays a message conveying that a Partner Administrator must
perform this operation on the Service Provider Portal.

If a user has some devices associated with their account, first you must retire and delete the
devices and then delete the user. If user has no devices the user information can be deleted when
the user is deleted.

What happens when you delete a local user
o Allinformation related to a deleted user is deleted from the system.
o Devices associated with the user are retired.
« Content uploaded by the user remains.

« No further device registrations are allowed for the user's account.
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What about LDAP users?

o Ifthe LDAP server has been disabled, an LDAP user cannot be permanently deleted. The next sync of

LDAP data will restore a deleted LDAP user.

o Ifthe LDAP server or group has been deleted, the LDAP users become local users and can be

deleted.

o When a user is deleted from LDAP, it will not be deleted from Cloud. The sync status will switch to
"NO_SYNC", but the user will not be removed.
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Exporting Users

As an administrator, you can export a list of users from lvanti Neurons for MDM.

o When the user device registration PIN is exported to a CSV file, the PIN will be masked as "****'
instead of the actual PIN for security reasons.

Procedure
1. Go to Users > Users.
2. Select one or more users from the list.
3. Click Export to CSV.

You will be prompted with a pop-up informing that the export report would take some time to process.
After submitting the request, you must wait for the request to be completed and to submit another
request. Once the report is ready, the you will be prompted with a message to either Download or Delete
the generated report. You will also receive an email containing a link to download the report.

o The Custom User and LDAP attributes details can also be exported to a CSV file along with other
details.

When a user is added with any field value that contains either +,-,=, or @ characters, the user data
o in the exported CSV file will automatically prefix the field with a single quote () and the pipe (|)
symbol will be added with a backslash (\). This is done to prevent Excel injection vulnerability.
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Assigning Custom Attributes to Users

You can assign custom user attributes such as Department to one or more users. Each attribute has a
corresponding value that you can use for tasks like creating configurations and user groups. You can
assign custom attributes to one or more users.

Procedure
1. Go to Admin > System >Attributes to create new custom attributes if required.
2. Goto Users.
3. Select one or more users.
4. Click Actions.
5. Select Assign Custom Attributes.
6. Select one of the following options:
o Force assign (overwrite) all attributes even if any existing values are found.
o Overwrite only if value is empty, and skip attributes with existing values.
7. Select the attributes you want to assign and enter their values (empty values are not allowed).
8. Click Assign.
Related topics:
« "Attributes” on page 1057

« "Variables" on page 474
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Removing Custom Attributes from Users

You can remove custom attributes from one or more users.

o Proceed with caution as this action is not reversible.

Procedure
1. Go to Users.
2. Select one or more users.
3. Click Actions.
4. Select Remove Custom Attributes.
5. Select the attributes you want to remove.
6. Click Remove.
Related topics:
o "Attributes"” on page 1057

« "Variables" on page 474
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Changing the User Locale
By default, the user locale is set to the tenant locale. If required, you can change the locale for a single user.
Procedure

1. Go to Users.

2. Click the display name for the user.

3. Click Edit. The Authentication Required window is displayed.

4. Enter your administrator password and click Authenticate.

When multiple incorrect entries of the password are entered and if it crosses the 'Failed
Logins Threshold limit' set in the 'Password Complexity Settings', the account will be locked
and you will be logged out from the current session.

5. Under the Locale field, click Change.

6. Inthe Change User Locale window, select the required locale from the Change user locale to:
drop-down list.

7. Click Done.

8. Click Save.
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Editing a Username

When you add a user, the text you enter for the email address is automatically listed for the username, as
well. In most cases, you should leave the default username in place because:

o Ausername in the format of an email address is required.

« Itis convenient to use the username variable in configurations, though the email address can also
be used.

The only time to edit a username is in the rare event of a conflict with an existing username, because
usernames must be unique across the entire device management system. A conflict might happen, for
example, if two departments in an organization sign up for the device management system.

If a username conflict happens

If you cannot add a user because of a username conflict, enter a different username using the format of an
email address. The email address does not have to correspond to an actual email account. For example,
you can change the following email address:

ksmith@mycompany.com
to
ksmith21@mycompany.com

If you edit the username, then any configurations that include the username as a variable will not work for
this user. Create alternate configurations that use the email address variable, instead.

Tcollections of settings that you send to devices.
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Opting Out of Location Data Collection
This section contains the following topics:
"For iOS devices" below
« "For Android devices" below

If a privacy configuration is applied to enable the collection of location data, the device user can override
the configuration.

For iOS devices

iOS device users can turn off location services to prevent sending location data to the device management
system from the following setting:

Settings > Privacy > Location Services

For Android devices

Android device users can turn off the location setting to prevent collection of location data. The location of
this setting varies by manufacturer. Android device users are also prompted to accept the request for
location data.
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Timeout Information
Inactivity timeout of the administrative portal is between 5 to 15 minutes and timeout is 24 hours.
Procedure

1. Go to Users > User Settings.

2. Edit the default Password Complexity settings.

3. Inthe Password Policies section, move the Inactivity Timeout slider to specify the time a user
maybe inactive before an Admin Portal or a Self Service portal session time. Number ranges between
5to 15 (minutes).

4. Click Done.
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Opting Out of System Usage Analytics

Anonymous product diagnosis and usage data are collected to help in product improvement.

If you wish to keep your usage data proprietary, you can opt out of sending system usage analytics.
Procedure

1. Click Usage Data link at the bottom of the page in the Ivanti Neurons for MDM administrative
portal. The Usage Data window is displayed.

2. Clear the Send out diagnostics and usage data checkbox.

3. Click Save.
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Devices

This section contains the following topics:
« "Getting Started with Devices" on page 168
« "Device Groups" on page 186
o "App Inventory" on page 195

« "Managing Devices" on page 199
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Getting Started with Devices

This section contains the following topics:
« "Managing devices" on the next page
« "Performing actions on a device" on page 171
« "Setting the time zone for a device" on page 172
« "Listing devices by criteria" on page 172
« "Displaying detailed device information" on page 172
« "Bulk assign or change users and custom attributes to devices" on page 183
« "Exporting devices to a CSV file" on page 184
« "Searching device logs" on page 184

Each entry in the Devices page represents a mobile device that has been registered with Ivanti Neurons
for MDM and lists important information about the device. The Devices list page displays devices with
information such as:

« Name

o Email Address
e Phone#

.« OS

« Device Type

« Status

o Last Check-In
« Violation Count
o Space

o Legal Owner (for Shared iPads)
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The Wi-Fi IP address is reported to the Ivanti Neurons for MDM server. Any changes to IP address is
reported at every check-in. GDPR-compliant IP address is available as an option in the device list page and
in the device details page. This feature requires devices to be registered via Go 5.5 for iOS or later versions,
and Go 72 or later versions for Android as supported by Ivanti Neurons for MDM.

As new GDPR fields (such as IP Address and eSIM ID) are added over Ivanti Neurons for MDM
releases, the admins who have configured GDPR already need to edit the GDPR profile if they want
to hide the new fields.

The equipment identifier (EID) shows up as an iOS attribute when a device list is exported to spreadsheet
(CSV) format. The EID and mobile EID (MEID) (when present) are prefixed by an EID string or MEID string,
respectively.

The Ivanti Neurons for MDM server cannot handle processing the same device with different client
identifiers and registered across different tenants. The server can only handle the instance where
it is the same device with different client identifiers and registered to the same tenant.

Managing devices
Procedure
1. Login to the Ivanti Neurons for MDM administrative portal.
2. Go to Devices.
3. Select one or more devices.
4. Select an action from the Actions drop-down list.

The following table lists the actions that are available on the Devices page:
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Category

Action

Common

« Add to Group

o AppConnect Unlock>

o Assign Custom Attributes

» Assign to User

» Device Compliance Status Sync
« Disable Remote Desktop

« Enable Remote Desktop

« Enable/Disable Bluetooth

o Force Check-in

. Lock

o Remove Custom Attributes

o Restart/Shutdown

» Device Compliance Status Sync
o Device Retire

« Send Message

o Set Ownership

o Unlock

o Wipe

i0S

« Assign to Legal Owner (Shared iPads only)

o Reinstall iOS System Apps

o Set Time Zone

macOS

o Set macOS Auto Admin Password

« Set/Change Firmware Password
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Category Action

« Set/Change Recovery Lock
Android o Enter Kiosk Mode

o Exit Kiosk Mode
Windows 10 Reset PIN (mobile devices only)

Performing actions on a device

The Actions menu (ellipsis button) lets you perform various actions on a selected device.

Procedure

1. Click a device name. The device details page opens.

2. Click the Actions (ellipsis) menu to perform one of the following device actions:

o Change Device Name

o Delete Device

« Edit Group Membership

« Enable/Disable Bluetooth

o Scripts and Actions via lvanti Bridge

« Pull Ivanti Bridge Log

o Relinquish Ownership

« Request Debug Logs

« Restart/Shutdown Device

« Retire

« Set Ownership

« Set/Change Recovery Lock
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o Wipe

o Device Compliance Status Sync

Setting the time zone for a device
Applicable to: iOS 14.0+ and tvOS 14.0+ devices

This action does not require Location Services. The time zone device action is also displayed in the device
details page of a device. Time zone changes made in the device will also reflect in the Ivanti Neurons for
MDM server.

o This device action triggers an error if the Force automatic Date & Time restriction is enabled in
iOS Restrictions configuration.

Procedure
1. Select one or more devices.
2. Click Actions > Set Time Zone for the selected devices.
3. Enter the timezone string in the Olson Time Zone ID format. For example, Pacific/ Midway.

4. Click Set Time Zone.

Listing devices by criteria

You can use the Filters side navigation bar to search and view specific devices among the entire list of
devices. Use the Space drop-down list to select all or specific spaces to view the devices and their related
information. You can also search for devices using either the display version or the bundle version. The
Devices page displays both bundle version and display version of devices.

When you navigate from the Device Group page and click the number that is listed under the # of
devices column or from the #Installed column in the App Inventory page, a message is displayed
indicating the name of the space for which the devices are listed in the page.

Displaying detailed device information

Click the link in the Name column of an entry to display the Device Details page. The Device Details page
contains several tabs organizing the following information:
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« Overview - The following table lists all the details displayed on the Overview tab:
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Section name Description

General o Device Location
o Manufacturer
o Wi-Fi MAC Address
o WIiFi-IP Address (Android devices)
o Network Tethered - (iOS devices)
o Has Battery - (Only for macOS 13.3+)
o Model Number - (macOS 13.3+ and iOS 16.4+)
o Serial number

o Alternative Serial Number (Android devices) - Manufacturer specific serial
number applicable for Samsung devices in Device Admin or Device Owner
mode.

o Storage Usage - Used (except Windows) and available internal storage on
devices

o Available Battery (Android)

o Battery Status (Android) - Charging, Discharging, Full, and Not Charging
o Battery Estimated Charge Remaining (Windows)

o Battery Estimated Runtime (Windows)

o Update Available (macOS)

o Available Update Name (macQS)

o OS Version

o OS Build Version

o Supplemental Build Version

o Supplemental OS/Version Extra
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Section name

Description

Settings

Apple Silicon Device

Firmware Version

Device Source

Legal Owner

Multi-User Mode

Time Zone

System Update (Android devices)
Zebra patch Version (Android devices)
Last Hotfix ID - (Windows devices)

Last Hotfix Installed On - (Windows devices)

Device Name

Device Identifier

Device GUID

Device Enrollment Device (Apple devices)
Device Enrollment Enrolled (Apple devices)
Automated Device Enrollment Enabled
Automated Device Enrollment Enrolled
User Enrollment Enrolled (Apple devices)
Registered Managed Apple ID (Apple devices)
Device Groups

Language

MDM Device |dentifiers
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Section name

Description

Device Client ID

Client App version

Client App BundlelD

Client Registered

EAS Device Identifiers
Activation Lock Enabled

Apple Declarative Management Enabled
Activation Lock Bypass Code
Terms of Service

Ownership

iTunes Account Active

Device Location Service Enabled
Quarantined

Sentry Blocked

Access Blocked

Compliance Action Blocked
APNS capable

Supervised Mode (iOS and macOS devices) - Identifies a supervised device.
Device remains in direct control of the IT team. The supervised mode enables
additional device capabilities (for example, field service deployments, retail
point-of-sale devices), “loaner” devices used in hospitality and services, and

devices shared among students in a classroom lab.
Wipe PIN - Click View to display the PIN.

Managed macOS Admin user (macOS devices)
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Section name Description

o Device Encryption Status (macOS devices)
o FileVault Encryption Enabled
o Personal Recovery Key Used
o Institutional Recovery Key Used
o Bootstrap Token Available
o System Integrity Protection Enabled
o Firmware Password
o Password
o Change Pending
o Command Status
o Allow Option ROMs
o Recovery Lock
o Password
o Recovery Lock Enabled
o Firewall Settings (macOS devices)
o Firewall Enabled
o Block All Incoming

o Stealth Mode

[e]

Application Firewall Status (macOS devices)

(o)

Last backup to iCloud (iOS devices)

Passcode Lock Grace Period (iOS devices)

o}

Android ID

o]
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Section name

Description

Windows
Information
Protection
(Windows
devices)

Telephony

o Android Security Patch Level (Android devices)

o Kiosk Mode (Android devices)

o Android SafetyNet Attestation Type (Android devices)

o Android Enterprise Capable (Android devices)

o Android Work Enabled (Android devices)

o Samsung SAFE Capable (Android devices)

o Android Work Managed Devices (Device Owner) Enabled
o Android Work Profile on Company Owned Device Enabled
o Android Managed Device with Work Profile

o Android Work Profile on Company Owned Device Lock Enabled
o Help@Work Available

o Zebra Capable

o Secure Apps Status

o Secure Apps Encryption Status

o Secure Apps Encryption Mode

o FCM Enabled

o WIP

o App Locker Configured

[e]

EDP Mandatory Settings

Device Service Subscriptions
o Phone number

o Cellular Technology
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Section name

Description

o |MSI
o ICCID
o |IMEI

o IMEI 2 - (Only on Android devices with dual SIM port. Applicable on Android
8.0 or higher)

o MEID

o Device Location

o Carrier

o Home MCC

o Home MNC

o Current Country Name
o Home Country Name
o Cellular Technology
o Roaming

o Current Operator

o Current MCC

o Current MNC

o Data roaming

o Voice roaming

o For supported iOS devices, these properties are displayed for multiple
eSIM active service subscriptions.

SIM Service Subscriptions

o Carrier Setting Version
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Section name

Description

Azure Device
Compliance

Google
BeyondCorp
Device
Compliance

Carrier Setting Network
Current MCC
Current MNC
eSIM Identifier
ICCID

IMEI

Data Preferred
Voice Preferred
Label

Label ID

Phone Number
SIM Slot

Is Roaming

Subscriber Carrier Network

Azure Device Identifier

Azure Device Compliance Status
Azure Client Status Code

Azure Device Compliance Report Time

Azure Intune Device User UPN

Device Identifier
Compliance Status
Compliance Report Time

User
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Section name Description

Battery o Battery Level - Displays current battery charge level as reported by the
Information Android OS

o Battery Health Status - As reported by the Android OS
o Battery Charging Status - As reported by the Android OS

o Battery Health Percentage (OEM Specific) - Battery health in percentage for
supported device manufacturers such as Zebra devices

o Battery Manufacture Date (OEM) - Battery manufactured date for supported
device manufacturers such as Zebra devices

o Battery Charge Cycles (OEM) - Number of cycles completed in total for

supported device manufacturers such as Zebra devices

. Configurations - Displays the details of the applied configurations For more information, see

"Working with Configurations" on page 427.

« Installed Apps- Displays the details of the applications that are installed on the device. The
installation date of the current version of the installed app is displayed under the App Reported
Date column.

o The app installation date of the devices coming out of quarantine is the date when the
device is removed from quarantine.

In the case of Android Enterprise devices, you can also view the installed apps usage details
sorted by Day, Week, Month, or Year. To view these details, you must have selected the

o Enable App usage data collection option available in the Configuration Setup section,
and then you can select App Usage - Day, App Usage - Week, App Usage - Month, App
Usage - Year options to view the app usage details.

Tcollections of settings that you send to devices.
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« Available Apps - Displays the details of the applications that are available for the device.

In the App Configurations column, when you select the Configuration Name, you will be directed
to the app catalog's App Configuration tab to review the app configuration options. If needed, you
can modify the app configurations for the device on the App Configurations Summary page. For
more information about configuring an app, see "App Configuration" on page 338.

o Make sure to remember the specific app configuration's name and type for the assigned
device on the App Configurations page.

The Status column indicates the application installation status on the device. The App

o installation status is captured only for managed applications. The application installation
status for unmanaged apps is displayed as Not Installed. You must convert the application
to Managed to view the correct installation status.

« AppConnect Apps - Details of the installed AppConnect apps.

« Policies - Details of the applied policies’. For compromised devices, check the violation reason in
the Violation column. If the device has been rooted, the system displays the reason shown in the
Violation column:

Priority (1 = highest) Violation

1 Plugin compromised

2 Client tampered

3 Unknown device manufacturer: unknown

4 Suspicious folder detected: [path]

5 Suspicious binary found at: [path]

6 Folder /data is browsable OR Folder /data/data is browsable
7 Found /system/app/Superuser.apk

8 Package manager compromised

9 Suspicious app found: [package]

Tsets of requirements and compliance actions defined for devices.
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Certificates - details of the installed certificates.

For the usage of the certificate, check the Usage Type column. If the certificate is device specific,it
displays the usage type as 'device'. If the certificate is user specific, it displays the usage type as
‘user’.

Sentry - Sentry information (ActiveSync associations)
Attributes - Custom Attributes and Device attributes

Users - Displays the list of active users for supervised MacOS device.

o Users tab is enhanced and shows the managed apple id as a hyperlink, clicking which
redirects to user account details page in a Shared iPad device.

Logs - View and customize device filters. You can do the following from the Filters:
« Select the Action name to filter devices based on application actions.

o Select Status.

o Specify the Start Date and the End Date.

Hardware - Hardware inventory details (system, motherboard, BIOS, hard drive, CD ROM, processor
and physical memory)

Bulk assign or change users and custom attributes to devices

You can use the Bulk Assign via Upload icon to upload a CSV file to assign or change users and/ or custom

attributes to devices in bulk.

Procedure

1.

From the Devices page, click the Bulk Assign via Upload icon (next to the Actions button).
(Optional) Click Download template to save a CSV template file that you can edit and upload.

After the CSV file is ready, click Choose File to browse to the CSV file location or drag and drop the
CSV file to the File data section.

Select one of the following options:

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 183 of 1339


http://www.ivanti.com/company/legal

« Force assign (overwrite) all attributes even if any existing values are found
« Overwrite only if value is empty, and skip attributes with existing values

5. Click Upload.

Exporting devices to a CSV file

You can export the device details of a specific device using the Export to CSV option from the Devices
page.

Procedure

1. Go to Devices.

N

Select all or multiple spaces to view the information related to specific spaces.
3. Click the devices count link. The Devices list page related to the selected space is displayed.

4. Click the Export to CSV option to export the devices list and related details to a CSV file. A pop-up
message appears that the export report would take some time to process. Wait for the request to
complete before you submit another request. Once the report is ready, you will be prompted with a
message to either Download or Delete the report.

5. Click Download. You will also receive an email containing a link to download the report.

6. (Optional) Click Delete to delete the report.

Searching device logs
Procedure
1. Go to Devices > Devices, click the Name column link of an entry.

2. Click the Logs tab.
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3. Usethe Action, Status, Start Date, and End Date filters to narrow the displayed devices. You can do
the following from the Filters:

a. Select the Action name to filter devices based on application actions.
b. Select Status.
c. Specify the Start Date and the End Date.
4. The Device Details column displays the status of the application as follows:
For all devices the status shows the following details:
« App name, app version, bundle, or package ID
» Status of installation

o Anyerrors and reason for the error
For example - appOrConfigName=Name:<app
name>;ldentifier=<bundleid>;iTunesStoreld: <itunesid>;Status:<status or error reason from
Apple>version: <app version>

For Windows devices the status shows the following details:

o Include bundle ID or package ID, status, and errors
For example -

» For type - application inventory and status - acknowledge - displays - appType
» For type - application inventory and status - sending - Does not display anything

o For type -install/uninstall and status - success/failure/sending - displays Include bundle ID or
package ID, status, name, version, and errors

If you cannot see the Devices page, it might be that you do not have the required permissions. You need
one of the following roles:

« Device Management

o Device Read Only
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Device Groups

This section contains the following topics:
« "Adding a device group"” below
« "Removing a device group" on page 191
« "Exporting devices to a CSV file" on page 192

In the Device Groups page, you can create lists of devices that you want to treat in the same way. You can
define and assign policies and configurations to the device groups. The following are the default device
groups created by Ivanti Neurons for MDM:

o All Devices

o Android Devices

o Android Enterprise Devices
« i0OS Devices

o tvOS Devices

o macOS Devices

« Windows Devices

The details of the apps assigned to a specific device group is displayed under the Apps tab for the specific
device group.

o The tvOS device group is a subset of the iOS device group. Therefore, the configurations and
policies applied to tvOS group might be overwritten by the iOS device group.

Adding a device group

Depending on the type of license you have, you can add a new device group based on rules to identify the
devices with specific criteria. The devices matching the rules are displayed below the rule builder section.
The rules can be nested together using the ANY (OR) or ALL (AND) options. The rules can be constructed
using the following operators:
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begins with

ends with
contains

does not contain
does not begin with
does not end with
is less than

is greater than
isin range

is equal to

is not equal to

is not blank

is blank

The Ivanti Neurons for MDM Administrator displays a number of duplicate user groups and the

corresponding number of GUIDs to identify duplicate groups, when the User Group Name attribute is

selected in the rule builder. Also, a table under this rule displays the list of the duplicate user groups and
their details such as User Group Name, GUID, Source, and distinguished name (DN).

Bronze license:

Rules can identify devices by the following criteria:

Device Type

OS - operating system (pre-populated)

OS Version

User Group

Silver license:

Rules can identify devices by the following criteria:
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AAD Enrolled

Alternative Serial Number (Android Only - applicable for Samsung devices in Device Admin or Device

Owner mode)

Android Dedicated Device

Android Enterprise Capable

Android Managed Device with Work Profile

Android SafetyNet Attestation Type

Android Work Enabled

Android Work Managed Devices (Device Owner) Enabled
Android Work Profile Enabled

Android Work Profile on Company Owned Devices Enabled
APNS Capable

Apple Silicon Device

Automated Device Enrollment Enabled

Azure Device Identifier

Azure Device Compliance Status

Azure Client Status Code

Azure Device Compliance Report Time

BitLocker Encryption

Sentry Blocked

Access Blocked

Bootstrap Token Available

Bulk Provisioned Type (Apple Configurator, None, or Automated Device Enroliment Enrolled)

Carrier
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Client Last Check-in

Client Registered
Compliance

Compliance Action Blocked
Current Country Name (select the current country name from the drop down list)
Current MCC

Current MNC

Custom Device Attribute
Custom LDAP Attribute
Custom User Attribute
Data Roaming

Device Registered

Device Source

Device Type

Display Name

Encryption Enabled

Hard Drive Partitions

Home Country Name (select the home country name from the drop down list)
Home MCC

Home MNC

IP Address

Kiosk Mode

Last Check-in
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MAM Only
Manufacturer

oS

OS Edition

OS Version

Ownership

Phone #

Quarantined

Recovery Lock Enabled
Roaming

Secure Apps Status
Serial Number

Status

Supervised

System Version

Total Device Capacity
Total Memory MB
TPM Version

Unlock Token Available (iOS)
User Enrollment Enabled
User Group

Voice Roaming

macOS Personal Recovery Key escrowed
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« macOS Recovery Key Type
Procedure
1. Click Add.
2. Enter a name for the group.
3. Enter an optional description for the group.
4. Select the type of device group you want to create:
» Dynamically Managed: Use rules to define which devices are in the group.
« Manually Managed: Enter each user whose devices are to be included in the group.
5. For dynamically-managed groups:
a. Create arule that defines the group.
Example: OS is iOS
b. Click + to create additional rules, if needed.
Example: Device is iPhone 5S
c. Click Any if the devices need to match at least one of the rules.
d. Click All if the devices need to match all the rules.
6. For manually-managed groups:
a. Type the name of a user whose device you want to add.
b. Select the device from the displayed list.
c. Repeat steps a and b until all devices are displayed in the list.

7. Click Save.

Removing a device group

Procedure
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1. Go to Devices > Device Groups.
2. Click the check-box for the device group you want to remove.

3. Click Delete Device Group.

Exporting devices to a CSV file

You can export the device details of a specific device group using the Export to CSV option from the
Device Groups page.

Procedure
1. Go to Devices > Device Groups.
2. Select all or multiple spaces to view the information related to specific spaces.
3. Click the device group count link. The Devices list page related to the selected space is displayed.

4. Click the Export to CSV option to export the devices list and related details to a CSV file. A pop-up
message appears that the export report would take some time to process. Wait for the request to
complete before you submit another request.

5. Click Download. You will receive an email containing a link to download the report.
6. (Optional) Click Delete to delete the report.

If you cannot see the Device Groups page, it might be that you do not have the required permissions. You
need one of the following roles

» Device Management

o Device Read Only
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Unmanaged Devices
This section contains the following topics:

« "Blocking a device" below

« "Unblocking a device" below

« "Clearing a device from the device list" on the next page
License: Silver

If you have set up Sentry email access control, any unregistered devices that access your email system are
called unmanaged devices. You define whether unmanaged devices should have access to email by default
when you set up a Sentry. You can then manually allow or block email access for these devices.

o The Unmanaged Devices page is updated every 5 minutes. Therefore, changes in management are
not immediately reflected.

Blocking a device
Procedure

1. Select the device.

2. Select Actions > Block.

The device remains blocked until you select Actions > Allow or Actions > Delete.

Unblocking a device
Procedure

1. Select the device.

2. Select Actions > Allow.

The device continues to have access to email until you select Actions > Block or Actions > Delete.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 193 of 1339


http://www.ivanti.com/company/legal

Clearing a device from the device list
Procedure

1. Select the device.

2. Select Actions > Delete.

The next time the device attempts to access your email system, it will reappear on this list, and you will
need to repeat any Block or Allow action you previously applied to the device.
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App Inventory

This section contains the following topics:
« "Filtering the display of apps" below
« "Displaying the installed devices for an app" on the next page
« "Displaying the list of apps" on the next page
« "Displaying the installed Win32 or Win32 Store apps on a device" on the next page
« "Creating Custom View Permission" on the next page
« "Exporting an App Inventory" on page 197

The app inventory is the list of apps detected on enrolled devices. As an administrator you can use this
page to get information on the apps being used by enrolled devices. You can answer questions like:

o Which apps are most popular?
o Do iOS devices get their apps directly from the App Store?
« How many Android users have downloaded an optional in-house app?

o How many devices are using an outdated version of an app?

Filtering the display of apps

When you display the Devices > App Inventory page, all apps are listed. To narrow this list to certain apps,
use the filters (left pane). For example, to narrow down the list to display only the private apps from Google
Play, 