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New Features and Enhancements

This guide documents the following new features and enhancements:

« Validate signature for authentication requests: \When configuring a Federated Pair, the check box
labeled "Validate signature for authentication requests" should be enabled. For backward compatibility,
this option is unchecked for the existing pairs. Ensure that the SP/IdP metadata is updated and enable the
checkbox.

« Support for F5 delegated IDP: Mobilelron Access can be now be configured as delegated IDP with F5
as the service provider.

» Support to enable FIDO: Users can now enable the FIDO feature in Mobilelron Access > Zero Sign-on >
Zero Sign-On Settings > Mobilelron Authenticate using the toggle switch. With Access R46 release,
ensure to turn on the toggle switch to use Mobilelron Authenticate. This option is disabled by default.
Users already using Mobilelron Authenticate should ensure that the toggle switch must be enabled.

e Support to view Mobilelron UEM with distributed Mobilelron Authenticate: A new column to display
the list of UEMs with distributed Mobilelron Authenticate is provided in Mobilelron Access.

» Support of Session Revocation for Office 365 government clusters (GCC/GCCH)

o Mobileiron Access Office 365 Session Revocation Service (SRS) is now enhanced for government
clusters of Microsoft .

o This feature let the admins to enforce posture and compliance based single sign-on (SSO) block for
devices of government tenants as well.

» Support to select personal computer for QR Code: You can now select "Yes, this is my personal
computer” in the QR code for FIDO users to get push notification more often is now enabled by default.

« Adding Mobilelron Authenticate as security key: Mobilelron Authenticate cannot be added as security
key for Azure if Azure AD has Enforce attestation set to "Yes' under Key Restriction Policy. Turn-off the
"Enforce attestation" option in Azure under Key Restriction Policy > Enforce key restrictions.
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Introducing Mobilelron Access

Mobilelron Access is a cloud service which secures access to enterprise content in business cloud services such
as Box, G Suite, Office 365, Dropbox, and Salesforce. Mobilelron Access secures access based on the following:

« device identity
« useridentity

« app identity

Mobilelron Access overview

Mobilelron Access allows access to enterprise cloud resources based on user and device posture, and whether
apps are managed or not. Non-AppConnect managed apps and AppConnect apps are supported. Authentication
traffic for managed apps uses Mobilelron Tunnel and for AppConnect apps uses AppTunnel. In addition, conditional
rules can be configured to allow access for unmanaged applications, as well as, manage access from mobile
devices, laptops, and desktops.

Deployment modes
Mobilelron Access consists of two modes of deployment.

« Access
In an Access deployment, Mobilelron Access integrates directly with a Mobilelron UEM to get device
posture and compliance information from the Mobilelron UEM.

« Access + Standalone Sentry
Inan Access + Standalone Sentry, Mobilelron Access integrates with Standalone Sentry to get device
posture and compliance. In this deployment, Mobilelron Access has two components:

o The Mobilelron Access administrative portal, which is a SaaS service. Federated pair setup and
configurations are done in the Access administrative portal.

o The Mobilelron Access gateway, which runs on Standalone Sentry, enforces conditional access
policies and provides native mobile app single sign-on (SSO).

Mobilelron Access in either deployment provides the following features:

« Integration with business cloud service providers (SP).

« Integration with identity providers (IdP). Conditional rules to allow, block, and warn Access.
« Secure access to enterprise cloud based services.

« Federated authentication with SAML or WS-Fed.
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Naming convention

« Visibility into users, devices, and apps accessing cloud services.

« Prevention of unauthorized devices and apps from accessing cloud based services.

Naming convention

Unless otherwise noted, Mobilelron Access refers to both Access and Access + Standalone Sentry deployments.

User interface

Mobilelron Access is available in the Access administrative portal or in the Mobilelron Cloud portal. To work with
either of these instances, use on of the following options:

« If your Access deployment does not integrate with Mobilelron Cloud, then Access features are available in
the Access administrative portal. For more information, see Working with Mobilelron Access
administrative portal.

Profile { Overview

Qverview
Hide Description

Learmn about key component of Mobilelren Access.

About Profile

Hide Description

Setting up Federated Pairs

Federated pairs sets up a trust relationship between Access, 3 clowd service provider (SP) and an identity provider
{IdP). Federation metadata is exchanged between Access, your 5P and IdP. Ensure that you have federation using
SAML 2.0 already setup between your SP and |dF.

Profile Details
Hostname: access miaccessdev.com

Port: 443

« If your Access deployment integrates with Mobilelron Cloud, then the Access features are available in
Mobilelron Cloud in the left navigation pane. The Cloud and Access tabs are available in one console in
Mobilelron Cloud. For more information about this user experience, see \Working with Mobilelron Access in
Cloud administrative portal
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Support and compatibility

Working with Mobilelron Access in Cloud administrative portal
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Support and compatibility

For information on support and compatibility, see the Mobilelron Access Release Notes.

Component interaction

This section provides an overview of how the various components in a Mobilelron Access deployment interact with
each other. The following table describes how various components interact with Mobilelron Access.

TABLE 1. MOBILEIRON COMPONENT INTERACTION WITH MOBILEIRON ACCESS

Mobilelron component Access Access + Standalone Sentry

Access administrative All Access related configurations , All Access related configurations ,

portal monitoring, reporting are done in the monitoring, reporting are done in the
Access administrative portal. Access administrative portal.

UEM Managed apps which use Tunnel, the Managed apps which use Tunnel, the
Tunnel app, and configurations are Tunnel app, and configurations are
pushed from UEM. pushed from UEM.

Access gets device posture
information from UEM.

Tunnel Mobilelron Tunnel establishes trust Mobilelron Tunnel establishes trust
with Mobilelron Access. Only with Mobilelron Access. Only
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Mobilelron UEM compliance actions and policies

TABLE 1. MOBILEIRON COMPONENT INTERACTION WITH MOBILEIRON ACCESS (CONT.)

Mobilelron component

Access

Access + Standalone Sentry

authentication traffic to Access goes
through Tunnel. To trigger Tunnel,
apply the Tunnel VPN configuration to
the managed apps and AppConnect

apps.

authentication traffic to Access goes
through Tunnel. To trigger Tunnel,
apply the Tunnel VPN configuration to
the managed apps and AppConnect

apps.

Standalone Sentry

Not applicable.

Access gets device posture
information from Standalone Sentry.

Standalone Sentry:

*  Gets the following from the
Mobilelron Access administrative
portal
- SP and IdP federated pairings
- conditional rules for access
control

- SSL certificates and signing
certificates (X.509 certificate
and corresponding private key)

*  Captures information on which
users, devices, and apps
authenticate to enterprise cloud
service. This information is
reported in the Access
administrative portal.

Standalone Sentry Communicates with
the Mobilelron Access administrative
portal on port 443.

Standalone Sentry syncs up with
Mobilelron Access at 15-minute
intervals. To force update the
configuration changes to
Standalone Sentry, use the following

CLI command in CONFIG mode:
accs config-fetch update

Mobilelron UEM compliance actions and policies

Policies configured in a Mobilelron UEM define the checks on device posture and compliance actions if the device
in non compliant. Access does the following if devices are out of compliance:

« Access blocks connection to cloud service if devices are non compliant (violate an UEM policy) and also
have a blocking action set up against the corresponding policy. If there is a non blocking action (such as
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Authentication flow with Access

email, monitor, notify) for a policy violation, Access does not take any action.

« For Mobilelron Core and Connected Cloud, Access quarantines connection to cloud service if the devices
are non compliant (violate an UEM policy) and also have a quarantine action set up against the
corresponding policy.

However, for Mobilelron Cloud, Access does not take any action against a corresponding quarantine

policy.

In addition, you can configure Access to revoke a session token if a device is non compliant. For more information
on device compliance for session revocation, see About session revocation.

For more information on UEM compliance actions and policies, see the respective Mobilelron Core or Mobilelron
Cloud guides.

Authentication flow with Access

The following describe the authentication flow with Mobilelron Access.

* Managed non-AppConnect app using Tunnel
* AppConnect apps with Access enabled (Core only)

NOTE: Thissectionis not applicable if you are deploying Access + Standalone Sentry.

Managed non-AppConnect app using Tunnel

The following describes the authentication flow when a managed non-AppConnect app accesses a enterprise
cloud service.
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Managed non-AppConnect app using Tunnel

FIGURE 1. AUTHENTICATION FLOW FOR A MANAGED NON-APPCONNECT APP

Vv W

Mobilelron Access

A managed app triggers Tunnel.

2. Ifthe device isin compliance, Tunnel establishes a secure connection with Access.

3. The managed app connects to the service provider (SP) through Tunnel.

Split Tunneling is enabled: If split tunneling is enabled, and the split tunneling does not require
funneled connection to the service provider, the app connects directly with the service provider.

4. Ifthe managed app does not have a valid session foken, the SP issues a SAML 2.0 AuthN Request
fo the app andredirects the app to Mobilelron Access.

5. Mobilelron Accessissues a secondary SAML AuthN Request based on the AuthN Request in step 4.
The AuthN Request isissued via SAML and points the user to the identity provider (IdP).

6. Ifthe user does not have a current valid session token, the identity provider (IdP) requests the
user’s credentials. If the credentials match, the IdP issues a SAML Assertion to the user. The SAML
Assertion identifies the user and redirects the user to Mobilelron Access.

7. The user presents the SAML Assertion to Mobilelron Access. If conditional rules for access control
allow, Mobilelron Access issues a secondary SAML Assertion to the user. The secondary SAML
Assertion identifies the user and redirects the user to the cloud service (SP).

8. The user presents the secondary SAML Assertion to the cloud service (SP). The SP verifies the

secondary SAML Assertion and creates a session token to the app. The session foken gives the user

accessto the SP.
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AppConnect apps with Access enabled (Core only)

AppConnect apps with Access enabled (Core only)

AppConnect apps with Access enabled automatically use HTTP tunnel to Mobilelron Access.

Authentication flow with Access + Standalone Sentry

The following describe the authentication flow in an Access + Standalone Sentry deployment.

* Managed non-AppConnect app using Tunnel and Standalone Sentry
* AppConnect apps using AppTunnel with Access + Standalone Sentry

Managed non-AppConnect app using Tunnel and Standalone Sentry

The following describes the authentication flow when a managed non-AppConnect app accesses a enterprise
cloud service in an Access + Standalone Sentry deployment.

FIGURE 2. AUTHENTICATION FLOW FOR A MANAGED NON-APPCONNECT APP

1. Amanaged app triggers Tunnel.
2. Ifthe deviceisin compliance, Tunnel establishes a secure connection with Standalone Sentry.
3. The managed app connects to the service provider (SP) through Tunnel.
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AppConnect apps using AppTunnelwith Access +Standalone Sentry

Split Tunneling is enabled: If split tunneling is enabled, and the split tunneling does not require
tunneled connection to the service provider, the app connects directly with the service provider.

4. Ifthe managed app does not have a valid session token, the SP issues a SAML 2.0 AuthN Request
to the app andredirects the app fo Mobilelron Access on Standalone Sentry.

5. Mobilelron Accessissues a secondary SAML AuthN Request based on the AuthN Request in step 4.
The AuthN Request isissued via SAML and points the user to the identity provider (IdP).

6. Ifthe user does not have a current valid session token, the identity provider (IdP) requests the
user's credentials. If the credentials match, the IdP issues a SAML Assertion to the user. The SAML
Assertion identifies the user and redirects the user to Mobilelron Access.

7. The user presents the SAML Assertion to Mobilelron Access on Standalone Sentry. If conditional
rules for access control allow, Mobilelron Accessissues a secondary SAML Assertion to the user.
The secondary SAML Assertion identifies the user and redirects the user to the cloud service (SP).

8. The user presents the secondary SAML Assertion to the cloud service (SP). The SP verifies the
secondary SAML Assertion and creates a session foken to the app. The session token gives the user
access to the SP.

AppConnect apps using AppTunnel with Access + Standalone Sentry

Authentication traffic for managed apps goes to Mobilelron Tunnel. For AppConnect apps that use AppTunnel,
authentication traffic automatically goes through Mobilelron Access. By default, AppTunnel traffic is trusted by
Mobilelron Access.

After the user is authenticated in an Access deployment

After a session token is created, data between the managed app or AppConnect app and the cloud service
continues to flow through Tunnel and AppTunnel. Data does not flow through Mobilelron Access. The user will
have to authenticate again only after the expiration of the session token. The length of the session token is
configured on the cloud service.

Accessing the cloud service from a desktop, laptop, or an
unmanaged device

Conditional rules configured in Access can be used to define which apps and devices can authenticate with the
cloud service provider (SP). You can configure a conditional rule to allow an unmanaged app to access the SP. By
default, conditional rules are not applied to managed apps using Tunnel and to AppConnect apps using Tunnel or
AppTunnel. The default conditional rule can be set to allow, block, or warn apps and devices if conditional rules do
not match. If the default conditional rule is set to Allow when all other conditional rules do not match,
authentication traffic will be allowed through Access. In this setup, the app will be able to authenticate with the IdP.

Access provides a set of predefined and customizable rules. For more information about conditional rules, see
Conditional Access.
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Setup overview for Mobilelron Access

This section provides an overview of the setup required for implementing access control to cloud services using
Mobilelron Access and contains the following:

» Before you configure Mobilelron Access
*  Overview of steps to set up Mobilelron Access
* Authentication options

Before you configure Mobilelron Access
Before you start configuring Mobilelron Access the following infrastructure setup is required:

« Federated authentication
Mobilelron Access supports federated authentication using SAML and WS-Fed. Refer to the
documentation provided by your SP and IdP for information on how to set up federated authentication using
SAML or WS-Fed.

» Standalone Sentry enabled for AppTunnel
By default, Mobilelron Access trusts all AppTunnel traffic.

NOTE: Required only for a Mobilelron Access + Standalone Sentry deployment.

e Mobilelron Tunnel or AppConnect
Access control for managed apps requires Mobilelron Tunnel. Access control for AppConnect apps
requires either Mobilelron Tunnel or AppTunnel.
NOTE: AppTunnelissupported only with an Access + Standalone Sentry deployment.
o App distribution
Managed apps are distributed through Mobilelron Core or Mobilelron Cloud.

For related documentation, see the following:

« Mobilelron Core documentation
For information on how to set up AppTunnel, AppConnect, Tunnel, and app distribution see the following
documents: at:

o Forinformation on how to setup AppTunnel see the Mobilelron Sentry Guide at Mobilelron Sentry
Product Documentation.

o Forinformation on how to configure Mobilelron Tunnel see Mobilelron Tunnel Guide for Administrators
at
Mobilelron Tunnel for Android Product Documentation
Mobilelron Tunnel for iOS Product Documentation
Mobilelron Tunnel for macOS Product Documentation

o Forinformation on how to set up an AppConnect app and how to distribute managed apps using
Mobilelron Core, see the following at Mobilelron Core Product Documentation:
AppConnect and AppTunnel Guide
Apps@ Work Guide
Ensure that the Mobilelron Tunnel (iOS) VPN setting is selected in the app configuration for non-
AppConnect apps.
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Overview of steps to set up Mobilelron Access

Mobilelron Cloud documentation

For information on how to set up AppTunnel, AppConnect, Tunnel, and app distribution on Mobilelron
Cloud, see Mobilelron Cloud Product Documentation or by clicking on Help in your Mobilelron Cloud
instance.

Mobilelron Connected Cloud

Unless otherwise noted, the documentation for Mobilelron Core generally applies for Connected Cloud as
well. For the most recent documentation available for Connected Cloud, see Previous Versions from
Mobilelron Core Product Documentation.

Overview of steps to set up Mobilelron Access

The setup for Mobilelron Access is done in the Mobilelron Access administrative portal.

Basic configuration
Advanced configuration
Split tunneling configuration
Delegated IdP

Basic configuration

1.

Get started with the set up.
See Getting Started with Mobilelron Access.

If your deployment uses Standalone Sentry, then register and assign Standalone Sentry to Mobilelron
Access.

See Set up Access + Standalone Sentry.

OR

If your deployment is Access (without Standalone Sentry), set up integration with Mobilelron UEM.
See Set up Access with Mobilelron UEM.

Set up a cloud service provider (SP) and identity provider (IdP) federated pair.
See Federated Pairs.

Upload Proxy metadata to the cloud service and identity provider.
See Uploading proxy metadata.

Publish the profile.
See Publishing a profile.

Verify traffic flow.
See Verifying traffic flow.

Advanced configuration

1.

Set up conditional rules for access control. Conditional rules allow you to define which applications and IP
network ranges can access a cloud resource.
See Conditional Access.

Set up session revocation, which allows you to terminate or revoke the session token if a device is out of
compliance and the compliance action is blocked or a device is retired.
See Session Revocation.
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Split tunneling configuration

3. Set up mobile app single sign-on (SSO) to allow users to access enterprise cloud services from their
managed mobile devices without having to enter passwords.
See Configuring Mobile App Single Sign-on (SSO).

4. Set up Zero Sign-on to allow users access to enterprise cloud services from their unmanaged devices
without having to enter passwords.
See Fast Identity Online (FIDO2) or Zero Sign-on with Mobilelron Access.

5. Set up multi-factor authentication using the UEM client to allow users to access their enterprise cloud
services from an unmanaged device using multi-factor authentication in addition to their enterprise
credentials.

See Multi-factor Authentication with Mobilelron UEM Client.

6. Set up Mobilelron Access desktop trust agent to verify and establish trust for unmanaged Windows 7 and
Windows 10 desktops.
See Mobilelron Desktop Trust Agent Guide.

Split tunneling configuration

In a Mobilelron Access deployment, all authentication traffic for the federated pairs configured in

Mobilelron Access goes through Mobilelron Access using Mobilelron Tunnel VPN. Depending on the type of
Mobilelron Access deployment, all other traffic through Tunnel VPN goes directly to the destination server or
through Standalone Sentry. Split tunneling allows you to control which traffic goes through Standalone Sentry to
on-premise enterprise resources and which traffic goes directly to the destination.

For information about configuring Access as the delegated IdP, see Split Tunneling.

Delegated IdP

In most cases, Mobilelron Access is deployed as an intermediary between the service provider (SP) and the
identity provider (IdP). In such a deployment, Mobilelron Access acts as a proxy to the IdP and all federated SP
traffic goes through Mobilelron Access. In some cases, you may want to retain the existing SP-1dP federated
setup, but deploy Mobilelron Access to federate a sub set of the traffic, such as traffic from mobile devices. In such
cases Mobilelron Access can be deployed as a delegated |dP rather than as a proxy to the IdP.

For information about configuring split tunneling, see Delegated IdP.

Authentication options

With a basic Access setup, when users initially attempt to log in to an enterprise cloud service from their managed
device, they are prompted for their username and password. In addition, Access allows you to set up various
authentication options to allow your users ease of access from both managed and unmanaged devices to
enterprise cloud services. The following table describes these options. See Advanced configuration for information
on how to set up the various authentication options.
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TABLE 2. AUTHENTICATION OPTIONS

Authentication options

Feature

Purpose

Description

Mobile app single sign-on

Native mobile
application
single sign-on
(SSO)

Password less
access from

managed device.

Password less certificate-based single sign-on from managed
devices.

Users do not need to enter their username and password.

SaaS sign-on

Zero Sign-on Password less Password less certificate-based single sign-on from managed
access from devices.
managed device. Users do not need to enter their username and password.
Password less A QR code is presented to users attempting to access a cloud
access from service from their unmanaged device. Scanning the QR code with
unmanaged : : .
devices their managed device authenticates the user and allows access from
' the unmanaged device.
Users have the option to enable push notifications or one-time
passcode (OTP). If enabled, a push notification is sent to the
managed device on subsequent logins from the unmanaged device.
Alternately, users can use OTP.
Users do not need to enter their username and password.
Multi-factor Access from Two factor authentication allows users to access cloud services from
authentication unmanaged unmanaged devices.
devices.
Users enter their username and password on the unmanaged device.
A push notification is sent to the user's managed device. If accepted,
users can access the cloud service from their unmanaged device.
Alternately, users can use OTP.
Desktop trust agent
Desktop trust Access from The Mobilelron desktop trust agent verifies and establishes trust for
agent unmanaged unmanaged Windows 7 and Windows 10 desktops, thus allowing
Windows 7 and access to cloud services
Windows 10
desktops.
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Getting Started with Mobilelron Access

The following topics let you configure Mobilelron Access:

« Before you set up Mobilelron Access
« Working with Mobilelron Access administrative portal
o Changing the password
o Resetting the password recovery key
o Configuring 2-step verification
o Working with Mobilelron Access in Cloud administrative portal
o Changing the Password for Cloud portal
o Admins

o Mobilelron Access Global Dashboard

Before you set up Mobilelron Access

Verify that you have the following items before configuring Mobilelron Access.

« Deployment Type
o Federated authentication
« Mobilelron Access credentials

« Standalone Sentry information
Gather Standalone Sentry information if you plan to have Standalone Sentry in your Mobilelron Access
deployment.

« Certificates for Access + Standalone Sentry

« Signing certificate

Deployment Type

Mobilelron Access supports deployment with Standalone Sentry or Access (as a service). Before you begin with
Mobilelron Access, ensure that you understand the deployment types.

For more information, see Mobilelron Access overview.
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Federated authentication

Federated authentication
Mobilelron Access supports federated authentication using SAML and WS-Federation.

Before you begin with Mobilelron Access, ensure that you are able to login to every service provider you intend to
use with Access using federated identity from your identity provider(s).

NOTE: Federated authentication setup is not required forimplementing certificate-based SSO with
Mobilelron Access.

Mobilelron Access credentials
When you sign up for Mobilelron Access, an email is forwarded to you by your sales representative.
The email contains the following important information that you will need for accessing the system:

o URL for the Mobilelron Access administrative portal

« local administrator login credentials

Be sure to retrieve the information in the email before proceeding.
Root Admin credentials lets you perform the following tasks:

« Signinto Mobilelron Access administrative portal

« Create cloud service provider (SP) and identity provider (IdP) federated pairs
« Set up access control rules

« Usermanagement

« Activate or deactivate admins

« Self Serve

« Configuration Management

« Analytics and Dashboard

« Register Standalone Sentry

« View reports

Standalone Sentry information

If your deployment is Access + Standalone Sentry, add a secondary hostname to the Standalone Sentry you use
for access control. The primary DNS FQDN is reserved for Standalone Sentry for AppTunnel. The secondary
hostname will be reserved for the Mobilelron Access module on the Standalone Sentry. You will use the second
hostname when you first log in to the Mobilelron Access administrative portal and go through the setup wizard.
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Certificates for Access +Standalone Sentry

Certificates for Access + Standalone Sentry

Ensure that you have an SSL certificate to use with Mobilelron Access. You will also require signing certificates
when you set up a cloud service provider (SP) and identity provider (IdP) federated pair.

SSL certificate for Mobilelron Access

The SSL certificate must be in PKCS 12 format and issued by a publicly trusted certificate authority (CA). The
issuer can be an intermediate or root CA. The common name (CN) in the certificate must be exactly the same
name as the second hostname reserved for the Mobilelron Access module on Standalone Sentry. You will upload
this certificate when you go through the setup wizard.

Generating an SSL certificate (PKCS12 file) for Mobilelron Access

If you don’t already have a PKCS12 file, you can use OpenSSL to generate a PKCS12 file. Ignore this section if
you already have a PKCS12file.

Execute the following commands to generate a PKCS12 file:

1. Generate a certificate signing request (CSR) to submit to a certificate authority (CA). Enter the following
command in OpenSSL:

openssl req -out CSR.csr -new -newkey rsa:2048 -nodes -keyout privateKey.key

2. Forward the CSR.csr file to the CA for signing. The CA returns a .crt (example: certificate.crt) file.
3. Combine the certificate and private keys into a PKCS12 file.
To combine the certificate and private keys into a PKCS12 file, enter the following OpenSSL command:

openssl pkcsl2 -export -out certificate.pl2 -inkey privateKey.key -in certificate.crt
-certfile CACert.crt

o CACert.crt contains the CA’s cert chain that signed certificate.crt.
« You must upload certificate.p12 in the Mobilelron Access administrative portal.

« You will be asked for an export password. You will use the export password when you upload the
certificate in Mobilelron Access.

Signing certificate

Mobilelron Access uses signing certificates to sign authentication requests and SAML assertions. A default
signing certificate specific to your Access instance is automatically provided. When you set up a federated pair in
the Mobilelron Access administrative portal, you are also provided with the option to either generate a new signing
certificate or upload a certificate of your choosing. If you do not want to use the default certificate, you can use the
option to generate or upload a new certificate. For more information, see Federated Pairs.

NOTE: The SSL certificate should not be usedinlieu of a signing certificate.
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Working with Mobilelron Access administrative portal

Working with Mobilelron Access administrative portal

You can access the Mobilelron Access administrative portal from a web browser. Use the credentials provided in
the welcome email to sign in to the Mobilelron Access administrative portal.

If you wish to use the new user interface, see \Working with Mobilelron Access in Cloud administrative portal.

Procedure

1. In a supported browser, enter the Mobilelron Access URL provided in the welcome email.
Example: https://access-na1.mobileiron.com
The URL may vary depending on the region.

NOTE: Administrator accountslock temporarily for a short period affer multiple consecutive
invalid password attempts oninitial login.

FIGURE 3. SIGNINTO ACCESS

ACCESS

Username

Email

Password

Reset Password

2. ForUsername, enter the email address provided in the Welcome email.
3. ForPassword, enter the password provided in the Welcome email.

4. Click Sign In. The Change Password window displays.

Mobilelron Access Guide | 33



FIGURE 4. CHANGE PASSWORD

Change Password

Current Password

Mew Password

Confirm New Password

Working with Mobilelron Access administrative portal

Password Requirements

« Password length should
be between & and 32
characters

= Mo Spaces

= Mot mere than 2 identical
characters in a row (e.g..
111 not allowed)

- Mo sequential characters
dllowed (e.g., 123 or
abcde)

At lzast one of each:
« Lower case letter [a-z]
= Upper case letter [A-Z]
= Mumeral [0-9]
« Symbol[~!@#5%* &
r_+i==7{}[10

Cancel

For Current Password, enter the password provided in the Welcome email.

For New Password, enter a new password.

For Confirm New Password, re-enter the same password that was used for New Password and click
Done. The log in screen appears. Enter the new credentials to log in to Mobilelron Access.

Enter the new password to log in to Mobilelron Access.
The Password Recovery Key window displays, which provides options for receiving the password

recovery the key.
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Working with Mobilelron Access administrative portal

FIGURE 5. PASSWORD RECOVERY KEY

Password Recovery Key X

Generate Password Recovery Key

Your admin password entered below is used to secure your data. Even Mobilelron will not be
able to access your data

A Password Recovery Key is generated which is needed in the event the admin forgets their
password

Without the Recovery Key you will not be able to reset your forgotten password and Mobilelron
will have to reset your tenant by deleting your tenant data

Password

@ Email Recovery Key
This will email the Password Recovery Key to your admin email address.

Copy Recovery Key
Warning: You must copy the recovery key on the next screen in the event you forget your
admin password

=g Generate Key

9. Enterthe New Password in the text box.
10. Select one of the following options to backup your Recovery Key.

« Email Recovery key: This option lets you email the Password Recovery Key to your administrator
email address.

» Copy Recovery key: This option lets you copy the Password Recovery Key to afile in your local
drive. A warning to receive an email for recovery key appears when you click Copy Recovery Key
option.

FIGURE 6. WARNING FOR PASSWORD RECOVERY KEY

warming

A Passwoard Racovary Koy is generated which is
needed in the event the admin forgets their
password. Without the Recowery Key you will not ba
abla to resat your forgotien password and
Maobikelron will heve to resat your tenant by deleting
your tenant data.

You must eapy the Recovery Key on the naxt serean

and take a screenshot,

After login, if you forget your password, click Account Settings > Change Password. The window to
change your password opens. You must use the password recovery key to change your password.

IMPORTANT: If you forget your password and lose your password recovery key, you will not have
access to the Access administrative portal. Contact the Root Admin or the Super
Admin to reset the password. If the Root Admin forgets the password, contact
Mobilelron Support.

11. Click OK > Generate Key.
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Working with Mobilelron Access administrative portal

12." Click Continue to get started with the setup wizard.

FIGURE 7. SETUP WIZARD

Welcome to Mobilelron Access Control for Cloud Services

Security for Cloud services

9 User Identity 9 Application Identity Q Device Identity

- Setup trust between Access, the Gloud Service Providers(SP) and Identity Providers(IDP)
+ Setup Conditional Access to allow/block access based on user, app, and device identity.
- Get visibility Into users, apps, and devices accessing cloud services.

D =

Trust Conditional Access Visibility

13. Click Get Started to select the preferred deployment type.
The screen to select Access or Access + Standalone Sentry appears.

IMPORTANT: Once you select the deployment type and click Done, you will not have the
optionto change your selection.

FIGURE 8. SELECT DEPLOYMENTTYPE

Select your preferred deployment type

Access

(Recommended)

Deploy as a SaaS application with direct integration with Mobilelron UEM.
Configuration and policy enforcement are done in Access.

Access + Standalone Sentry

Deglay as a SaaS application Integrated with Mabllelben Standalone Sertry.
Corfiguration is dong in Access, Policy enforcamant is done by Standalona Sentry

I :\l‘:t&p‘ the ﬂﬁph‘l','l“ﬁlll l:ﬂ]& selected and understand that it cannot be change:l.
Changing the deployment type will require 8 new tenant.
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Working with Mobilelron Access administrative portal

14. Click Done.

15. Click E to start configuring account settings.
The email for the administrator account and the Tenant GUID is visible.
FIGURE 9. ACCOUNT SETTINGS

Account Settings

Change Password
Reset Password Recovery Key
2-Step Verification

About

Sign Out

Next steps

« Foran Access (without Standalone Sentry) deployment, see Set up Access with Mobilelron UEM.

o Foran Access + Standalone Sentry deployment, see Set up Access + Standalone Sentry.
Related topics

« Changing the password
« Resetting the password recovery key
« Configuring 2-step verification

« Mobilelron Access Global Dashboard
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Changing the password

Changing the password

After you initially sign in to the Mobilelron Access administrative portal using the credentials provided by
Mobilelron, you may want to change the password. Your enterprise security policies may require you to change
your password periodically.

When you attempt to enter a password for more than six times, the account is locked. You must wait for sometime
tolog in again.

NOTE: Afterlogin, if you forget your password, click Account Settings > Change Password. The window
to change your password opens. You must use the password recovery key to change your
password.

Procedure

1. Inthe Mobilelron Access administrative portal, click Account Settings > Change Password.
The Change Password dialog appears.

For Current Password, enter the current password.

For New Password, enter the new password.

For Confirm New Password, re-enter the new password.

Click Done.

oD

Password requirements

A new password must match the following requirements:

« Password length should be between 8 and 32 characters

* Nospaces

* Not more than 2 identical characters in a row (For example: 111 not allowed)
» Sequential characters are not allowed (For example: 123 or abcde)

» Atleast one lower case letter (a-z)

* Atleast one upper case letter (A-Z)

* Atleast one number (0-9)

« Atleastonesymbol [~ @#$ % &*()_+:;<>?2{}[1]

Resetting the password recovery key

You can change the password recovery key in the Mobilelron Access administrative portal.

Procedure

1. Inthe Mobilelron Access administrative portal, click Account Settings > Reset Password Recovery Key.
The Password Recovery Key dialog appears.
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4.

Resetting your password

Password Recovery Key pd

Generate Password Recovery Key

Your admin password entered below is used to secure your data. Even Mobilelron will not be
able to access your data.

A Password Recovery Key is generated which is needed in the event the admin forgets their
password.

Without the Recovery Key you will not be able to reset your forgotten password and Mobilelron
will have to reset your tenant by deleting your tenant data.

Password

sEREERERE

@ Email Recovery Key
This will email the Password Recovery Key to your admin email address.

Copy Recovery Key
\Warning: You must copy the recovery key on the next screen in the event you forget your
admin password.

=@ Generate Key

Enter your password in the text box.

Select one of the following options to backup your Recovery Key.

Email Recovery key: This option emails the Password Recovery Key to your admin email address.
Copy Recovery key: This option lets you copy the Password Recovery Key to a file in your local drive.
You can use this key to recover your password in case you forget the password.

Click Generate Key.

NOTE: If you forget your password and lose your password recovery key, you will not have accessto the

Access administrative portal.

Resetting your password

The password recovery key is required to reset the password from the log in screen. However, when a tenant logs
in, recovery key is not required to reset the password. You cannot reuse the last three passwords including the

current password when you reset a password.

Procedure

1. Onthe Mobilelron Access Log in page, click Reset Password.
You will be prompted to create a new password.

2. For Username, enter your username.

3. ForRecovery Key, enter your password recovery key.
You can copy and paste the key.

4. For New Password, enter a new password.

5. For Confirm New Password, re-enter the new password.

6. Click on Reset Password.
You will be returned to the Sign In dialog.

7. Enterthe new password to sign in to the Access administrative portal.
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Configuring 2-step verification

Resetting your password can sometimes fail for the following reasons. Ensure that you check the error and verify
the reason.

* Invalid recovery credentials
* Account could be in either 'Deactivated' or 'Require Password Change' state

Reset password failed. This can happen because of

invalid recovery credentials or account could be in
either "Deactivated’ or "Require Password Change' state

Username

apricot] 2i@ab.com Password Requirements

+ Password length should be
Password Recovery Key between 8 and 32 characters
" No Spaces
" Not more than 2 identical
characters in a row (e.g., 111
not allowed)
New Password 7 No sequential characters
allowed (e.g., 123 or abcde)

.........

At Least one of each:

/' Lower case letter [a-z]

Good J Upper case letter [A-Z]
/ Numeral [0-9]
Confirm New Password J Symbol [~ 1 @# 5% " &=
J_+ ;== 2{}[1
Sign In

Reset Password

Configuring 2-step verification

2-Step verification adds another layer of security that requires not only a password and user name but also a
verification code to sign in to the Mobilelron Access administrative portal. The verification code is generated by
either Mobilelron Authenticator or Google Authenticator. You configure 2-step verification in the Mobilelron Access
administrative portal.

You can enable 2-step verification only for your account. You cannot enable 2-step verification for other
administrators or vice versa. If 2-step verification is enabled, you are prompted to enter your credentials and the
verification code to access Mobilelron Access account. If the verification code is not available, you cannot sign in
to the Access administrative portal.

Note The Following:

« 2-Step verification with Google Authenticator is supported on iOS and Android devices. 2-Step verification with
Mobilelron Authenticator is supported only on iOS devices.
» If 2-Step verification fails, verify if your device is in sync with the local time

Before you begin
» Verify that you have created a Mobilelron Access account.
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Configuring 2-step verification

» ForiOS devices, verify that you have downloaded the Mobilelron Authenticator app or Google Authenticator
app from iOS App Store .

OR
For Android devices, verify that you have downloaded the Google Authenticator app from Android Google Play

Store.

Procedure
1. Inthe Mobilelron Access administrative portal, click Account Settings > 2-Step Verification.
2. Click the Off toggle.
A Warning is displayed.
3. To configure 2-step verification, click Continue, then Next.
A QR code is displayed.

FIGURE 10. QR CODE FOR 2-STEP VERIFICATION

«— Back to list

2-Step Cancel Setup Authenticator app

Verification
Scan the QR below

Get Authenticator Once in the Authenticator app scan the QR with your phone camera.

Setup Authenticator

Cant scan the QR Code? Enter Time based Secret Key.
Secret Key

QEZXOZMSKFFLYKEB3UG2DPLOODEUQKSG

4. Onyour device, launch the authenticator app.

5. From the authenticator app, scan the QR code displayed in Mobilelron Access.
Alternately, for Google Authenticator only, click the Enter Time based Secret Key link to generate a secret
key. Enter the generated secret key in Google Authenticator. The secret key is unique to every verification.

A 6-digit code is generated in the authenticator app.
6. Inthe Access administrative portal, click Next to enter the 6-digit code.
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Disabling 2-Step Verification

FIGURE 11. ENTER 6-DIGIT CODE

«— Back to list

2-Step Cancel Enable 2-Step Verification
Verification
Enter the security code generated by your Authenticator app to make sure it's configured correctly

Get Authenticator
6-digit Code

Setup Authenticator

Enable 2-Step
Verification

7. InEnable 2-Step Verification enter the 6-digit code.
8. Click Done.

To verify whether 2-step verification is on or off, in Mobilelron Access, go to Settings > Admins. The 2-Step
Verification column displays the status.

To generate a verification code for 2-step verification for signing in to Mobilelron Access:

« Ifyou are using Google Authenticator, launch the app.
» If you are using Mobilelron Authenticator, launch the app, and go to Settings > Admin OTP.

Disabling 2-Step Verification

Administrators can disable 2-step verification for their own account only. However, a Super Admin can disable 2-
step verification foran Admin or Read Only Admin. If an administrator with Admin or Read Only Admin role
loses their phone or has issues with 2-step verification, they can contact their Access Super Admin to reset 2-
step verification for their account. If a Super Admin is not available, contact Mobilelron Support. An email
notification is sent to the administrator if a Super Admin or Mobilelron Support disables 2-step verification for an
account. However, email notification is not sent when administrators disable the 2-Step Verification for their own
account. For more information about administrator roles, see Admins.

2-Step verification can be disabled from Account Settings > 2-Step Verification in the admin portal.

Before you begin
» Verify that 2-Step Verification is enabled.

Procedure1

1. Inthe Mobilelron Access administrative portal, go to Account Settings > 2-Step Verification.
2. Click the toggle to change the setting to OFF.

Procedure2

1. Inthe Mobilelron Access administrative portal, click Settings > Admins.
2. Click the toggle in the 2-Step Verification column for your account to change the setting to OFF.

NOTE: This methodis not available to administrators with Read-only permission.
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Signing out of the Mobilelron Access administrative portal

Signing out of the Mobilelron Access administrative portal
If you do not sign out, the session will timeout in 30 minutes.

Procedure
1. Inthe Mobilelron Access administrative portal, click Account Settings > Sign Out.

When you sign in to Access again, launch an authenticator app and generate a verification code. You will be
prompted to enter the verification code in addition to your username and password.

Working with Mobilelron Access in Cloud administrative portal

You can access the Mobilelron Access administrative portal from a web browser. If your Mobilelron deployment
uses Mobilelron Cloud, sign in with you Mobilelron Cloud credentials. If your Mobilelron deployment uses
Mobilelron Core, use the credentials provided in the welcome email to sign in to the Mobilelron Access
administrative portal.

The features such as resetting the password recovery key and configuring 2-step verification are not supported for
Access in the Cloud administrative portal.

Procedure

1. Inasupported browser, enter the URL for your Mobilelron Cloud tenant.
Example: https://na2.mobileiron.com/login.html
For Access: login.mobileiron.com
The URL will vary depending on your region.
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Working with Mobilelron Access in Cloud administrative portal

2. Enter your Cloud administrator account.

M Sign In to Mobilelron Cloud *® +

cC a

M mobileiron

Username

Sign In

Copyright ® 2013-2020 Mobilelron, Inc. All rights resered

3. Click Sign In and enter the Password.
4. Click Sign In again.
The Mobilelron Cloud portal opens.
5. Click the Access tab to view the admin portal.

6. Click Get Started to select the preferred deployment type.
The screen to select Access or Access + Standalone Sentry appears.

IMPORTANT: Once you select the deployment type and click Done, you will not have the
option to change your selection.

Welcome to Mobilelron Access Control for Cloud Services

Security for Cloud services

« Setup trust between Access, the Cloud Service Providers(SP) and Identity Providers(IDP)
« Setup Conditional Access to allow/block access based on user, app, and device identity.
« Get visibility Into users, apps, and devices accessing cloud services.

XD =

Trust Conditional Access Visibility

7. Select the deployment type as Access or Access + Standalone Sentry.
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Working with Mobilelron Access in Cloud administrative portal

Select your preferred deployment type

Access

(Recommended)

Deploy as a SaaS application with diract integration with Mobilelron UEM.
Caonfiguration and policy enforcement are done in Access.

Or

Access + Standalone Sentry

Deploy as a SaaS apphcation inegrated with Mobilelren Standalone Sentry.
Canfiguration is done in Access, Policy enforcamant is done by Standalona Sentry

| accept the daployment type selacted and understand that it cannot be changed.
Changing the deployment type will require 8 new tenant.

Access is configured and the Access admin portal opens.

- Profile | Federation
¥ mobileiron
cLoun ACCESS Federation
Hida Description
m Dashboard
Cenfigure a trust between the Service Provider(SF), Identity Provider(IDF) and Access Control for Cloud Service.
- tnat you nave sign-on) tne P ana
[l Profile
[e
How 1o upload my Access metadata to my IDP or SF.

Click to start configuring account settings.
The email for the administrator account and the Tenant GUID is visible.
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Accountsettings

» Foran Access (without Standalone Sentry) deployment, see Set up Access with Mobilelron UEM.

» Foran Access + Standalone Sentry deployment, see Set up Access + Standalone Sentry.

Account settings

Click Access > Account to view the links to documentation, support, your Access tenant GUID, your
administrator account information, and links to change your password and sign out.

FIGURE 12. ACCOUNT SETTINGS

'4 e Account

CLOUD ACCESS .
Diecumentation

@ Dashboard
Support Portal

Access Tenant GUID

Administrator

Just now
Change Password

Sign Cut
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Changing the Password for Cloud portal

Related topics

» Changing the Password for Cloud portal

Changing the Password for Cloud portal

After you initially sign in to the Mobilelron Cloud administrative portal using the credentials provided by Mobilelron,
you may want to change the password. Your enterprise security policies may require you to change your password
periodically.

When you attempt to enter a password for more than six times, the account is locked. You must wait for sometime
tolog in again.

NOTE: |fyou forget your password, click Forgot Password in the log in page. An email is sent o the user
associated with the username with instructions to reset the password.

Procedure

1. Inthe Mobilelron Access administrative portal, click Account Settings > Change Password.
The Change Password dialog appears.

Change Password poe

Current Paz=word | |

=« Password must have at least:
e 2 12 characters.

=« 3} of the following are required:
e [ 1 Special Character(s).
e 7 1Uppercase Characters).
¢ @& 1Lowercase Character(s).
& [+ 1Digit{s).
» Additional Rules:
¢ @ 2 maximum repeating characters.
¢ @ 3 maximum digit sequences.
o @ May not be based on a dictionary word.
& @ May not contain alphabetic sequences.
e @ May not exceed 32 characters.

Cancel

2. For Current Password, enter the current password.
The password requirements are listed when you click to enter the password.
3. ForNew Password, enter the new password.
For Confirm New Password, re-enter the new password.
5. Click Done.

>
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Admins

Admins

The Admins tab lets you create and delete profiles for administrators to manage the Access portal. It also lets you
activate and deactivate (enable or disable) the administrators.

Settings { Admins / Add Mew Admin

"I mobileiren

CLOUD ACCESS Add New Adm | n Caneal
Dashboard

Admin details

Profile
First name Last name
Email Display name
Reports l ] [ ]
Settings
Admin Roles
Supzr Admin gAdn'in Read-only Admin
@ Read-only 3 Configuration ser Management
» Access to Dashboard and Reports = Crests a new profile

» Creste/EditDelets federated pairs
= Createl/Edit'Delete conditional = Ena
access policies -
= Configure split tunneling

= Manape branding
= Manape certificates

NOTE: The Reset Password and 2-Step verification is not available for Admins with Access Cloud portal.

When a new Admin is created, you will receive an email with an activation link to reset the password.

Admins added in the Access tab will not have any Cloud role. They will only see the Access tab. Admins added in
the Cloud tab may have Access roles as well as Cloud roles depending on what they are assigned.

) Satings { Admins
¥ mobiteiron

ooun _ acaess

[q] Dsshtoard 1 admin(s)

EnsELED DIIFLAY HAME ROLE FIRITHAME LABT HAME UIERNAME EnaL AcTioNa

<3 Frofie

UEM

The following options are not available in the Cloud portal:

« The Status column is not available for the Admin created.

« The reset admin password option is also removed in Cloud portal.
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Mobilelron Access GlobalDashboard

For more information on Adding an administrator, creating and deleting profiles, see Admins.

Mobilelron Access Global Dashboard

The Mobilelron Access Global Dashboard is designed to support data management. The dashboard is categorized
into sections such as Authenticated Users, Authentication Requests, Secured Cloud Services, Secured Mobile
Apps, Authenticated Users & Authentication Requests, Top Secured Services, Top Services By Authenticated
Users, Mobile Apps Blocked, and Block & Allow Requests.

You can view the dashboard data for any preferred period. The dashboard displays real time data when the reports
are submitted to Mobilelron Access by Sentry. It takes about 15 minutes to refresh the data.

You can click on the trend graphs to fetch the overlay card for a preferred date. The overlay card displays the report
for the appropriate date you selected. To view the complete report, click View All Data. The Reports tab displays
the complete report.

Dashboard

G|0ba| Dashboard Last G0 days ™ 2020111727 @ To | 202101125 @

1 Authenticated Users G Authentication G'P Sel:l.!red Cloud ‘A. Secured Mobile Apps &= Mub.llellon Authenficate
Requests Services T Registered
4 93 S 4 0

Authenticated Users & Authentication Requests

Authenticated users include only successful logins. Authentication requests include both successful and failed requests.
M Users @ ® Requesiz @

304
25

20+

T T T T T T T T T T T T T T T T T T T T T T TT T T T T T T T T T T T T
27 Naw 20 4 Dec 20 1 Dec 20 & Dec 20 25 Dec 20 1 Jan 21 & Jan 21 15 Jan 21 2z Jan 21

Each data set on the dashboard can be viewed in multiple different graphical formats, such as a bar graph, line
graph, pie graph, orin a tabular format. The tabular form also displays the time that the data is aggregated by
Coordinated Universal Time (UTC).
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TABLE 3. DATA DESCRIPTION

Mobilelron Access GlobalDashboard

Sections

Description

Authenticated Users

Provides the number of allowed or blocked users that are authenticated by
the identity providers.

Authentication Requests

Provides the number of allowed or blocked requests that are targeting the
cloud services. It also provides information about the requests that have
processing exceptions.

Secured Cloud Services

Provides information about Federated Pairs. Each active Federated Pair is a
service.

Secured Mobile Apps

Provides the number of unique applications that are accessed by the user.

Mobilelron Authenticate
Registered

Provides the number of Mobilelron Authenticate registered desktops. It helps
the admin view the percentage of desktops they intend to have registered
and then accordingly admin can register more desktops.

Authenticated Users &
Authentication Requests

Provides a graphical representation for the authenticated users and requests
trends.

Top Secured Services

Provides the number of blocked requests based on the top secured services.

Top Services By
Authenticated Users

Provides the number of authenticated users for every service.

Mobile Apps Blocked

Provides a graphical representation about the blocked services.

Allow, Block & Warn

Provides a graphical representation about the allowed and blocked hits

Requests based on any appropriate combination such as Rule, SAML pair, and
policies. It also provides information about the warn requests to secured
cloud services using specific policies and rules.

Authentication by OS Provides a graphical representation about the Service Provider actions by

Platforms

aggregate OS such as iOS, Android, Windows, Macintosh, Linux, and other
unknown platforms.

Authentication by Managed
Apps

Provides a graphical representation about the list of Managed Apps that are
accessing the Service Provider.

NOTE: When a managed app that is not available in Mobilelron
Access database is accessed, a barnamed Unknown is
displayedin the graph. These apps will be monitored and
added to the database in the future releases.
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GeolP Map

GeolP Map

The Allow, block, and warn requests data to secured cloud services is available based on geolocation. In the Allow,

=

Block, and Warn Requests section of the dashboard, click ~ to view geolocation.

GeolP identifies the location and other characteristics such as over lay card displaying IP address, username, time
stamp of Mobilelron end users for a wide range of applications including content personalization, fraud detection,
traffic analysis, and compliance. The GeolP map provides the following features:

*  Count of Allow/Block/Warn requests

» Zoom in and Zoom out to have better precision of the data
* Horizontal scrolling to view a particular section of the map
» Filters to narrow down the data set

» Checkboxes to select Allow, Block, or Warn requests

Note The Following:

« The geolocation data in some cases may not provide the exact location.

» Toseeindividual Rule Action, select only one check box.

» Some activity dots may appear off the continental maps. Zoom in for accurate locations.

FIGURE 13. GEOLOCATION FOR ALLOW, BLOCK, AND WARN REQUESTS

Allow, Block & Warn Requests  show riters

Use filters to display allow, block and warn requests to secured cloud services using specific policies or rules Data points may overlap. Single select Allow, Block or Warn to avoid overlapping.

[l Allow @ [ Block @ # Warn @

+ ® o 0 0 e 0 ~ [ ]
® oo e e 2 8 ®
-0 88 b i
\. P e e i
i o g
e ° e & ® ]
&y ] ] o
9. ] ]
5 o
s
) 0- 55072 e .
® 55073110144
L ®
. 110145 - 165216 ° o @
o 0 e
[mepsvesh | F e
i\ ©2017 MAPQUEST, © MAPBOX, © OPENSTREETMAF | TERMS
The geo-location data in some cases may not provide the exact location. To see individual Rule Aclion, select only one check box. Note: Some activity dots may appear off the continental maps.

Zoom in for accurate locations.

2 k) o

Viewing details for allow, block, or warn requests

The Allow, Block, or Warn requests are displayed on the GeolP map at various locations. You can determine the
users logged in from a specific location to assess and mitigate the risks . Clarity is provided through reverse
lookup. When you mouse over the Geo bubble, the callout which appears, displays the count of Allow, Block, and
Warn requests.

Procedure
1. Onthe GeolP map, click the Geo Bubble for Allow, Block, or Warn request.
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Viewing details for allow, block, or warnrequests

The Allow Requests, Block Requests, or Warn Requests window displays based on your selection.

FIGURE 14. REQUEST DETAILS

Allow Requests

TIMESTAMP

2017/11/28

2017/11/28

2017/11/28

2017/11/28

2017/11/28

2017/11/28

POLICY

Policy 1

Policy 1

Policy 1

Policy 1

Policy 1

Policy 1

RULE

General Bypass

General Bypass

General Bypass

General Bypass

General Bypass

General Bypass

2. Click View All Data.
The Reports page opens to display the Geolocation details.

SOURCEIP

9c95fb31d6a

8a03d%eac3a

32df062958¢c

81009553165

da8543e56c2

19bf3c8529%

USERNAME

2al133c51441@example com

ch256ef433b@example com

ccl76balcd8@example com

980ale2af84@example com

9def403decbé@example.com

6028b380cc8 @example com

View All Data
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Set up Access with Mobilelron UEM

Mobilelron Access integrates with a Mobilelron unified endpoint management (UEM) platform to get device posture
and compliance information. To set up the integration, you configure Mobilelron Access integration in the
Mobilelron UEM and verify the integration in Mobilelron Access. The Mobilelron UEM are:

*  Mobilelron Core

e Mobilelron Cloud
*  Mobilelron Connected Cloud

You can integrate up to six Mobilelron Cloud instances, multiple Mobilelron Core servers (no limit), and multiple
Mobilelron Connected Cloud instances (no limit) in your deployment.

Unless otherwise noted, the documentation for Mobilelron Core generally applies for Connected Cloud as well. For
the most recent documentation available for Connected Cloud, see Previous Versions from Mobilelron Core
Documentation.

NOTE: The configuration with UEM described in these sections only apply to Access (without
Standalone Sentry) deployments.

Overview of configuration with Mobilelron Cloud

Complete the following tasks to set up Mobilelron Cloud integration with Access:

1. Configuring Access in Mobilelron Cloud
2. Configuring Mobilelron Cloud in Access
3. Configuring Mobilelron Tunnel in Mobilelron Cloud

Configuring Access in Mobilelron Cloud
Set up Access on Mobilelron Cloud.

Before you begin

» Make a note of the URL for your Access instance, and the Access administrator username and password. The
URL for your Access instance is one of the following:
- https://access-nal.mobileiron.com
- https://access-eu1.mobileiron.com

»  Ensure that you have Manage Mobilelron Access Integration role in Mobilelron Cloud.

* You have the credentials for the Access administrator account you will use to set up Access in Mobilelron
Cloud. Mobilelron recommends creating a separate administrator account in Access that is specifically used
for UEM integration with Access. Ensure that the account does not have 2-step verification enabled.
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Configuring Access in Mobilelron Cloud

Procedure
1. In Mobilelron Cloud, go to Admin > Access.

FIGURE 15. CONFIGURE ACCESS ON MOBILEIRON CLOUD

Dashboard Devices Apps Content Configurations Policies Admin

Mobileiron Access

System y Show Description
Attributes
Common Platform Services Connect to Mobileiron Access

Notifications Use your access credentials to connect Cloud and Access

Maintenance Notifications
Access Admin URL

Notification Emails l l

Spaces

Access Admin Username
Support Administrators l l

System Use Notification

Access Admin Password

| l

Roles Management

Infrastructure v
Audit Trails
App Lists

2. Enterthe following:
- Access Admin URL: URL for Access
- Access Admin Username: User name for the Access administrator account you created for Access
integration.
- Access Admin Password
3. Click Register.
Access is registered with Mobilelron Cloud and the following displays:

FIGURE 16. MOBILEIRON ACCESS REGISTRATION

Dastboard  Users  Devices  Apps  Conlent  Configurations  Policies  Admin - revion O

Admin L
Mobileiron Access
System o Show Description
Attributes
Common Platform Services STATUS ACCESS ADMIN URL LAST SYNCED ACTIONS
Notifications -
© ttps:/1 yems 613/19 12:13 pm [eYS)]
Maintenance Notifications
Notification Emails

Configuring Mobilelron Cloud in Access.
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Configuring Mobilelron Tunnelin Mobilelron Cloud

Related topics

See the Mobilelron Cloud Administrator Guide for information about setting roles.

Configuring Mobilelron Tunnel in Mobilelron Cloud

Mobilelron Tunnel creates a secure connection between the managed device and Mobilelron Access for
authenticating users accessing enterprise cloud resources.

Before you begin

« Add a Certificate Authority and create an Identity Certificate setting in Mobilelron Cloud.
o Add the Certificate Authority in Admin > Certificate Authority.

o Create an Identity Certificate setting in Configuration > Add > Identity Certificate.
For Certificate Distribution, select Dynamically Generated and for Source, select the certificate
you configured in Admin > Certificate Authority.

« If you were using a Sentry profile to configure Access in Mobilelron Cloud, reconfigure your setup to use an
Access profile before deploying Mobilelron Tunnel 3.1.0 for iOS through the most recently released version
as supported by Mobilelron. To set up an Access profile, see Configuring Access in Mobilelron Cloud.

» For Android enterprise, app configuration is done when adding the app to the UEM for distribution. The
following procedure applies to all supported OS except Android enterprise. However, configuration
information provided in this procedure also applies when you configure Android enterprise. For information
on how to add Mobilelron Tunnel for Android enterprise to Mobilelron Cloud, see the relevant section in the
Mobilelron Tunnel Guide for Administrators.

NOTE: If you are configuring Tunnel for Android enterprise and using Mobilelron Access Profile
only, Mobilelronrecommends adding configuring AllowedApplist fo specify the apps
for which authentication traffic goes through Tunnel.

Procedure

In Mobilelron Cloud, go to Configurations > +Add.

Search for Mobilelron Tunnel and click Mobilelron Tunnel.
Select the OS type for the configuration.

Create a separate Tunnel configuration for each OS type.

Enter a name for the configuration.

o o M 0 N =

Select one of the following:
a. Mobilelron Access Profile Only - Select if Tunnel traffic goes only to Access.

b. Mobilelron Sentry + Access Profile - Select if Tunnel VPN supports both traffic to Access for
authentication to enterprise cloud resources and through Standalone Sentry to on-premise enterprise
resources. This option is available for iOS and Android only.
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Configuring Mobilelron Tunnelin Mobilelron Cloud

FIGURE 17. PROFILE MODE SELECTION

Configuration Setup M

03 7+ & mac0Ss 10,13+

Profile zelection mode to use for thiz configuration:
Mobilelron Sentry Profile Only
®  Mobilelron Access Profile Only

Mobilelron Sentry + Access Profile

7. If you selected Mobilelron Sentry + Access Profile for profile mode, select the Sentry profile and the
iOS or Android service you created in the Sentry profile.

8. Fora Tunnel for Android configuration, do the following:

a. ForClient Cert. Alias, for Tunnel for Android only, select the same certificate configuration you
select for SCEP Identity.

b. For SCEP Identity, select the Identity Certificate configuration you created for Tunnel.
9. Fora Tunnel for Windows 10 configuration, do the following:

a. For SCEP Identity, select the Identity Certificate configuration you created for Tunnel.

b. For Define Tunnel App Settings, select Advanced.

C. Enterthe following key-value pairs:

Key Value
AppTriggerList/0/App/ld App Id that will trigger Tunnel.
Example:

%PROGRAMFILES%
(x86)\Google\Chrome\Application\chrome.exe

TrafficFilterList/0/App/Id App Id that will tunnel traffic through Tunnel.
Example:

%PROGRAMFILES %
(x86)\Google\Chrome\Application\chrome.exe

RouteList/0/Address If your Cloud tenant is *.access-na1.mobileiron.com
enter:
18.232.253.154

If your Cloud tenant is *.access-eu1.mobileiron.com
enter:
18.194.253.44
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Configuring Mobilelron Cloudin Access

Key Value
RouteList/0/PrefixSize 32
TrafficFilterList/0/RoutingPolicy Type SplitTunnel

RouteList/1/Address

If your Cloud tenant is *.access-na1.mobileiron.com
enter:
18.232.30.29

If your Cloud tenant is *.access-eu1.mobileiron.com
enter:
18.194.99.243

RouteList/1/PrefixSize

32

10. Leave all defaults as is and click Next.

NOTE: If you are configuring Tunnel for Android enterprise and using Mobilelron Access Profile
only, Mobilelronrecommends adding configuring AllowedApplist o specify the apps
for which authentication traffic goes through Tunnel.

11. Select the distribution for the configuration and click Done.

12. In Mobilelron Access,

a. Navigate to the UEM tab.

b. Select the Cloud UEM and click the Sync UEM button.

c. Enterthe credentials and click Verify and Done.
This step is required to pull the Tunnel certificates from the UEM and established trust between Tunnel and

Access.

Next steps

1. Add Mobilelron Tunnel to Mobilelron Cloud. For information on how to add Mobilelron Tunnel to Mobilelron
Cloud, see the relevant section in the Mobilelron Tunnel Guide for Administrators for the device OS.

2. Setup SP and IdP federated pairs.

See Service provider (SP) metadata and Identity provider (IdP) metadata.

Related topics

For more information about configuring and distributing Mobilelron Tunnel see the Mobilelron Tunnel Guide for

Administrators for the OS.

Configuring Mobilelron Cloud in Access

You configure your Access tenant in Mobilelron Cloud and verify the integration in Access in the UEM tab.

Before you begin
Ensure the following:
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Configuring Mobilelron Cloudin Access

« Your Access tenant is configured in Mobilelron Cloud. See Configuring Access in Mobilelron Cloud

« You have the credentials for the Mobilelron Cloud administrator account you will use to verify the
connection from Access to Cloud. Mobilelron recommends creating a separate administrator account in
Mobilelron Cloud that is specifically used for UEM integration with Access. Ensure that the account,

o is asingle user, not an APl user.

o has Access administrator, Common Platform Service (CPS), and Device Read Only roles.
Procedure

1. Click UEMon the left navigation pane in Access.

FIGURE 18. UEM TAB

UEM USERHAME

Cloud

hitps:/i net/ Cloud Connect to Verif

Cloud
Cloud
Cloud

Cloug (X) Deregistered

Cloud

2. In Mobilelron UEMs tab, click Connect to Verify to complete the UEM registration process.
The Verify UEM Tenant window appears.

FIGURE 19. VERIFY UEM TENANT

Verify UEM Tenant
Verify the user name and password for LER
Host URL
hitps-//ma2 mobileiron_com
UEM Usemame UEM Password
rmiadmin

3. Enterthe following:

« UEM Username: User name for the Mobilelron Cloud administrator account you created for Access
integration.
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Overview of configuration with Mobilelron Core

« UEM Password: Password for the administrator account.

The following status displays in Mobilelron Access based on the connection:

TABLE 4. UEM STATUS

Status Description
Connected Access and Cloud are connected.
Not Verified The Cloud Credentials are not verified by Access. Enter the

credentials to complete the workflow.

Deregistered Access is deregistered.
Unreachable Server is unable to connect to Mobilelron Cloud.
Incorrect Password or The UEM permissions or password is incorrect.
Permissions

Click Verify.

Click Done.

6. Select the host added and click Sync UEMin the right-pane.
This action fetches the Tunnel profiles from UEM and pushes to gateway.

Next steps
Configure Mobilelron Tunnel in Mobilelron Cloud. See Configuring Mobilelron Tunnel in Mobilelron Cloud.

Overview of configuration with Mobilelron Core

Set up Mobilelron Core integration with Access configuration in the following order:

+ Configuring Access in Mobilelron Core
»  Configuring Mobilelron Tunnel in Mobilelron Core
»  Configuring Mobilelron Core in Access

NOTE: Unless otherwise noted, the instructions for Mobilelron Core generally apply for Connected
Cloud as well.

Configuring Access in Mobilelron Core
Configure Access in Mobilelron Core.

Before you begin

+ Add a Certificate Enrollment setting in Mobilelron Core. You will upload the associated CA certificate in
Access to establish trust between Tunnel and Access.
For more information about Certificate Enroliment settings, see the Mobilelron Core Device Management

Guide for your device operating system. For Android enterprise, see the Mobilelron Core Device Management
Guide for Android.
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Configuring Accessin Mobilelron Core

» Ensure that you have Manage Mobilelron Access Integration and Common Platform Services (CPS)
roles enabled in Mobilelron Core. To enable roles, in the Mobilelron Core Admin Portal, go to Admin >
Admins > select the administrator > click Actions > Edit Roles.

NOTE: After updatingroles, sign out and then signin again to the Mobilelron Core Admin Portal for the
changes to take effect.
» Ensure that 2-step verification is turned off for the administrator in Access.

* Make a note of the URL for your Access instance, and the Access administrator username and password. The
URL for your Access instance is one of the following:

- https://access-nal.mobileiron.com
- https://access-eu1.mobileiron.com

FIGURE 20. ADDING ROLES IN MOBILEIRON CORE

Edit Roles - miadmin x

¥ _Mobilelron Access

Manage Mobilelron Access Selected Permissions Available Permissions
Integration
« Add, Edit and Delete Mobilelron Access
Integration
¥ Microsoft Graph
[T Edit Role for Microsoft Graph Selected Permissions Available Permissions
[C] View Role for Microsoft Graph « Edit permission for Microsoft Graph
= View permission for Microsoft Graph
[C] create or Cancel Wipe Request » Create/Cancel Wipe Request Permission
Other Roles
[ View device feature usage data Selected Permissions Available Permissions
Common Platform Services (CPS) « View user details using CPS = View device feature usage daia
» View device details using CPS » Mobile App Access
Connector « View metadata using CPS = Enforce single session
« Send message to device using CPS = Migration
API « Force device check-in using CPS
= Update user custom attribute using CPS
[ Mobile App P 9

= Update device custom atiribute using
[ N cPS T

fance m

Procedure
1. Inthe Mobilelron Core Admin Portal, go to Services > Access.
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FIGURE 21. CONFIGURE MOBILEIRON ACCESS
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2. Enter the following:
- Access Admin URL: URL for Access.

- Access Admin Username: Username for an Access administrator.

- Access Admin Password.
3. Click Register.
Access is registered with Mobilelron Core.

FIGURE 22. MOBILEIRON ACCESS REGISTRATION

Mobilelron Access
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Next steps

Configure Mobilelron Tunnel in Mobilelron Core for Access. See Configuring Mobilelron Tunnel in Maobilelron Core.

Configuring Mobilelron Tunnel in Mobilelron Core

Mobilelron Tunnel creates a secure connection between the managed device and Access for authenticating users

accessing enterprise cloud resources.

Before you begin

* Ensure that you have registered Access with Mobilelron Core.
» Ensure that you have added Mobilelron Tunnel to Mobilelron Core.
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Configuring Mobilelron Tunnelin Mobilelron Core

For information on how to add Mobilelron Tunnel to Mobilelron Core, see the relevant section in the Mobilelron
Tunnel Guide for Administrators for the device OS.

Procedure

1. In Mobilelron Core, go to Polices & Configs > Configurations.
2. Click Add New > VPN.

FIGURE 23. ADD MOBILEIRON TUNNEL VPN SETTING
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3. For Connect Type, select the Mobilelron Tunnel or Mobilelron Tunnel (Android).
Create a separate Tunnel configuration for each OS type.

4. Enter a name for the configuration.

5. Select the check box for Enable Mobilelron Access.

6. Forldentity Certificate, select the Certificate Enroliment configuration you created earlier to establish trust
between Tunnel and Access.

7. Click Save.

Note The Following:
+ The Enable Mobilelron Access setting is also available in the AppConnect App Configuration and
Web@Work configuration. The setting allows these apps to direct authentication traffic to Access. The setting

is available only if Services > Access is configured in the Mobilelron Core Admin Portal. Otherwise, the
setting is grayed out.

Mobilelron Access Guide | 62



Configuring Mobilelron Core in Access

» Federated traffic from Docs@Work through Access is only supported with Tunnel. However, using Tunnel to
CIFs services will fail. Federated traffic through AppTunnel and an Access (without Standalone Sentry)
deployment is not supported for Docs@Work. Selecting Enable Mobilelron Access in the Docs@Work
configuration does not have an impact.

» Google Apps (GApps) require Chrome to direct authentication traffic through Access.

Next steps
Configure Access in Mobilelron Core. See Configuring Mabilelron Core in Access.

Configuring Mobilelron Core in Access
The Mobilelron Core with which Access integrates is configured in the UEM tab in Access.

NOTE: When COREisin mainfenance, you must configure the load balancers to return 503, Service
Unavailable.

Before you begin

» Ensure that you have completed the steps detailed in the following:
- Configuring Access in Mobilelron Core
- Configuring Mobilelron Tunnel in Mobilelron Core
* Make a note of the following:
- FQDN for Mobilelron Core.
- The username and password for an administrator with Common Platform Services (CPS) and Device Read
Only roles in Core.
- Mobilelron recommends creating a separate administrator account in Mobilelron Core that is specifically
used for UEM integration with Access.

Procedure

1. Click UEM on the left navigation pane in the Access administrative portal.
The UEM panel with the host details appears.

2. Click Connect to Verify either in the UEM Username column or in the right hand panel.
The Verify UEM Tenant window appears.

FIGURE 24. VERIFY UEM TENANT

Verify UEM Tenant
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Deregistering Access from UEM

3. Enter the following details:
- Host URL:The fully qualified domain name (FQDN) of Mobilelron Core.
The field is automatically populated and not editable.

- UEM Username: A user with Common Platform Services (CPS) and Device Read Only roles assigned in
Core.
- UEM Password

The following status is displayed in Access based on the connection:

TABLE 5. UEM STATUS

Status Description

Connected Access and Core are connected.

Not Verified The Core Credentials are not verified by Access. Enter the credentials
to complete the workflow.

Deregistered Access is deregistered.

Unreachable Server is unable to connect to Mobilelron Core.

Incorrect Password or Permissions | The UEM permissions or password is incorrect.

4. Click Verify.
The Tunnel certificate is pulled and establishes trust between Tunnel and Access.
5. Click Done.

Next steps
Set up SP and IdP federated pairs. See Federated Pairs.

Deregistering Access from UEM

To stop using Access with Mobilelron UEM, deregister the Access profile configured in the UEM and delete the
UEM in Access.

NOTE: Deregistering the Access profile in Mobilelron UEM and deleting the UEM in Access can be done
inany order. It is, however, important to do both.

Before you begin

« Ensure that the Access profile in Mobilelron UEM is no longer in use and that there is no data associated with
the profile. This means that Enable Mobilelron Access is disabled in any Tunnel VPN profile, AppConnect
App Configuration, Docs@Work, or Web@Work configuration.

Procedure

1. Inthe Mobilelron UEM, navigate to the Access profile.
In the Mobilelron Core Admin Portal, go to Services > Access.
In Mobilelron Cloud, go to Admin > Infrastructure > Access.
2. Click Deregister to remove the Access profile.
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Deregistering Access from UEM

A Deregister Access Profile window displays.
Depending on your UEM, click Confirm or Deregister Access Profile to deregister.
Enter the Access Admin Username and Password to deregister.
In the Access administrative portal, click UEM.
. Click Delete in the right panel to remove UEM.
The Delete UEM window appears.
Click Delete UEM.
UEM is removed from Access.
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Set up Access + Standalone Sentry

In Access + Standalone Sentry deployment, Mobilelron Access gets device posture and compliance information
from Standalone Sentry. To make Standalone Sentry known to Mobilelron Access, register Standalone Sentry to
Mobilelron Access, then assign the Sentry to the Mobilelron Access profile.

Overview of steps to set up Access + Standalone Sentry

The following describe the tasks to set up Access + Standalone Sentry:
* Adding a profile

* Registering a Standalone Sentry

+ Assigning Standalone Sentry to a profile

Adding a profile

If you selected Access + Standalone Sentry, the Add Profile screen appears. Use the Profile page to create a
profile for Mobilelron Access and set up Access + Standalone Sentry.

Before you begin

« The certificate must be signed by a trusted third-party CA, and must have its associated private key as
part of the PKCS 12 file.

» The certificate must comply with security requirements. See Error conditions for SSL certificate. For more
information about error conditions, see Adding a profile . If the SSL certificate does not comply with the
security requirements, then the following error displays.
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Add SSL Certificate b 4

Uploaded certificate violates the following conditions as per security
raquirements. Please upload a valid certificate.

- Sarver certificate or issuing authority contains RSA key size less than 2048 bits.
- SHA-1 sarver certificate or Issuing authority detected.

Certificate Name

Certificate Password

Password protecting the PKCS12 file, used for installation without prompting
SSL Certificate Upload {

auto.mobileiron.com.pk12 &

File successfully added!

Choose a different file

Cancel Add SSL Certificate

» Associate the SSL certificate with the Sentry second hostname.

Procedure

1. For Hostname, enter the second hostname for the Standalone Sentry.
The second hostname will be associated with Mobilelron Access.

FIGURE 25. CONFIGURE HOSTNAME

— Back to list

Add a Profile C: 1 .
anee Add a profile

Configure hostname and ssi certificate
@ Configure Hostname

2 Configure Certificate Hostname Config
Provide the hostname which needs to match the SSL certificate which will be uploaded on
next screen. This is the second DNS name for Sentry which is used for Access.
Hostname
[yourmmpany com ]

2. Click on Next.

FIGURE 26. CONFIGURE CERTIFICATE

«— Back to list

Add a Profile C: I -
anee Add a profile

Configure hostname and ssl certificate
Configure Hostname
Configure Certificate Certificate Config
SSL Certificate

Use the 'Add new certificate’ link to upload SSL certificate.

Add new certificate

3. Click Add new certificate to upload the SSL certificate associated with the second hostname.

Adding a profile
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Adding a profile

FIGURE 27. ADD NEW CERTIFICATE
R4d SSL Certificate X

Certificate Name

sample server certificate alias l
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Password l
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SSL Certificate Upload §
No Certificate selected

Drag and drop file here
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Cancel

For Certificate Name, enter a name by which you can identify the certificate.

For Certificate Password, enter the password required to open the certificate.

Click Choose File to navigate to the location of the certificate file or drag and drop the certificate file.
Click Add SSL Certificate to complete the process of adding the certificate.

Click Done to complete the profile setup.
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FIGURE 28. COMPLETE PROFILE SETUP
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9. Click Continue to view the profile in the Overview page.
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Error conditions for SSL certificate

You will now have created a profile. You can now add a cloud service provider (SP) and identity provider (IdP)
federated pair to this profile.

Next steps
Register a Standalone Sentry to Mobilelron Access. See Registering a Standalone Sentry.

Related topics
See Federated Pairs for information about adding an SP and an IdP federated pair.

Error conditions for SSL certificate

The SSL certificate you upload to the Sentry profile must meet the security requirements from Apple. If the
certificate does not meet the security requirements the system displays error messages. Access checks for the
following error conditions:

o SHA-1 server certificate or issuing authority detected.

» Server certificate or issuing authority contains RSA key size less than 2048 bits.

» Server certificate does not contain DNS name of the server in the Subject Alternative Name extension.
The following conditions are applicable only if the server certificate is issued after July 1, 2019 as indicated in the

certificate. For more information, see the requirements provided by Apple: https://support.apple.com/en-
us/HT210176

» Server certificate does not contain an ExtendedKeyUsage (EKU) extension containing the id-kp-
serverAuth OID.

» TLS server certificates have validity period of more than 825 days.

Registering a Standalone Sentry

Use the Standalone Sentry command line interface (CLI) to register Standalone Sentry to Mobilelron Access.

Procedure

1. SSH to Standalone Sentry.
2. Login as an administrator.
3. Enterthe following commands:
a. Enable
b. Configure terminal
C. accs registration <tenant url> <user>.
<tenant url>: The tenant URL you received in the welcome email.
Do not use /ems in the tenant url.
<user>: The local admin email for Mobilelron Access you received in the welcome email.

You will be prompted to enter the tenant admin password. This is the admin password your received in the
welcome email.
d. End
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Example of Standalone Sentryregistration to Mobilelron Access

e. Show accs registration

Example of Standalone Sentry registration to Mobilelron Access

The following example shows the CLI and output for registering Standalone Sentry to Mobilelron Access.

Last login: Fri Feb 19 16:58:43 2016 from 10.10.15.2
>k 3k 3k 3k >k 3k 5k 3k >k >k 3k >k %k 3k 5k k >k >k 3k %k %k 3k 3k 5k %k >k 3k %k >k 5k 3k >k %k >k 3k %k %k >k 3k >k %k >k 3k %k %k >k 3k %k %k >k 3k %k %k >k 3k %k % >k k %

* MobileIron Sentry CLI *
k*  k
k% ok

>k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k 5k 3k %k %k >k >k %k >k >k >k 3k 3k 3k 3k 3k 5k 3k 5k 5k 3k >k %k %k %k %k >k >k >k %k 3k >k 3k 3k 5k >k >k >k >k >k >k %k %k %k %k k k >k k

Welcome miadmin it is Tue Feb 23 22:24:51 UTC 2016

sentry@mycompany.com> enable

Password:

sentry@mycompany.com# configure terminal

Enter configuration commands, one per line.

sentry@mycompany.com/config# accs registration https://access-nal.mobileiron.com
foo@example.com

Enter password for user "foo@example.com":

Registration succeeded. Details:

"tenantURL" : "https://access-nal.mobileiron.com",
"tenantUsername" : "foo@example.com",
"registrationTimeMs" : 1456267371581,

"crtUuid" : "17592186044416",

"crtUsername" : "17592186044416"

sentry@mycompany.com/config# end
sentry@mycompany.com# show accs registration

{

"tenantURL" : "https://access-nal.mobileiron.com",
"tenantUsername" : "foo@example.com",
"registrationTimeMs" : 1456267371581,

"crtUuid" : "17592186044416",

"crtUsername" : "17592186044416"
}sentry@mycompany.com#

Next steps
Assign the Standalone Sentry to a profile. See Assigning Standalone Sentry to a profile.

Related topics
Example of Standalone Sentry registration to Mobilelron Access
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Viewing Standalone Sentryinformation

Viewing Standalone Sentry information

You can view the Standalone Sentry information that you have added in Mobilelron Access. The registered
Standalone Sentry checks-in every fifteen minutes to Mobilelron Access. When Sentry does not check-in,
authentication failures to cloud service providers might occur. When Sentry does not check-in for an hour,
Mobilelron Access displays an alert in the Sentry tab to resolve the issues. The administrator is also notified with
an email every 30 minutes for 24 hours to diagnose the issues and resolve the check-in issue. The email
notification is stopped after 24 hours.

NOTE: If the Standalone Sentry that was registered to Mobilelron Access is no longer in use, unassign the
Standalone Sentry from the profile to stop getting alerts.

Procedure

1. Click Sentry in the left navigation pane of Mobilelron Access administrative portal after you have registered the
Standalone Sentry.
You can now assign the Standalone Sentry to a profile.
The Supported versions of Standalone Sentry are also listed on this page.

2. Enter the administrator's password to assign the Standalone Sentry to a profile.

3. Toview the detailed report of the Standalone Sentry that you have added, select the appropriate Sentry. The
detailed report displays on the right pane.

FIGURE 29. STANDALONE SENTRY REPORT

Sentry
Bzentry  (Supparted Versions:
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Standalone Sentry actions

TABLE 6. STANDALONE SENTRY INFORMATION

Report Description

Overview The Overview section provides the following information:
« ID
+ Status

* Last Activity Time
* Registration Time

Inventory The Inventory report provides the following information:

* Hostname

* Machine Size

*  Product Version

* Fips Enabled

* Portal U

» Service Start Time
+  UEM Hosthame

*  UEM Server Type

Configuration The Configuration report provides information about the status of the Sentry
configuration.

Registration The Registration report provides information about the status of Sentry registration.

Standalone Sentry actions

You can take the following actions on a Standalone Sentry:

* Assign the Standalone Sentry to a profile.
» Unassign the Standalone Sentry to a profile.
+ Delete the Standalone Sentry.

Assigning Standalone Sentry to a profile

Assigning Standalone Sentry to Mobilelron Access profile allows Mobilelron Access to get device posture and
compliance information from that Standalone Sentry.

Procedure

1. Inthe Sentry page, select the Standalone Sentry.
2. Click Actions >Assign to assign the Standalone Sentry to the profile.
The Standalone Sentry Status displays as Profile Assigned.
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Unassigning Standalone Sentry from a profile

FIGURE 30. SENTRY PROFILE ASSIGNED
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Unassigning Standalone Sentry from a profile
Unassign Standalone Sentry if it is no longer in use.

Procedure

1. Inthe Sentry page, select the Standalone Sentry.
2. Click Actions > Unassign to unassign the Standalone Sentry to the profile.
The Standalone Sentry Statusdisplays as Profile Unassigned.

Deleting a Standalone Sentry

When you delete a Standalone Sentry, it will be unregistered when the Standalone Sentry syncs with the
Mobilelron Access administrative portal.

Before you begin
Unassign the Standalone Sentry from an Access profile. See Unassigning Standalone Sentry from a profile.

Procedure

1. Inthe Sentry page, select the Standalone Sentry.
2. Click Actions > Delete.
3. Click on Delete Sentry.
The Standalone Sentry will no longer be listed in the Sentry page.

NOTE: The Standalone Sentry will be unregistered when it next syncs with the Mobilelron Access
administrative portal.

Profile overview

The Profile > Overview page provides an overview of the steps to enable access control for cloud services.

If you have an Access + Standalone Sentry deployment, the page also provides a snapshot of Standalone Sentry
under Profile Details. You can edit the hostname and SSL certificates from the Overview page.
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Editing the profile

A profile is a set of configurations that can be assigned to a Standalone Sentry. It consists of a single hostname
and its SSL configuration, IdP and SP proxy pairs, and conditional rules that control access to the IdP and SP
proxy pairs. You can have multiple IdP and SP proxy pairs and conditional rules in the profile.

NOTE: For Mobilelron Access + Standalone Sentry, you can assign a profile to multiple Standalone

Sentry.

Editing the profile

The edit function allows you to update the Standalone Sentry second hostname and SSL certificate for Mobilelron

Access.

Procedure

1. InProfile Details, click the text box to edit the details.

Item Description Default
Hostname The second hostname for Standalone Sentry. The Hostname entered during
second hostname is associated with Mobilelron initial setup.
Access on Standalone Sentry.
SSL Certificate Alias | The SSL certificate for Mobilelron Access. Certificate uploaded during
initial setup

Select from the drop down list.

Add new certificate

Click to add a new SSL cetrtificate.

2. Click L to save the changes or n to cancel.
The changes are applied when the Standalone Sentry syncs with the Mobilelron Access administrative portal.
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Federated Pairs

Mobilelron Access acts as a proxy between the service provider (SP) and identity provider (IdP). In a federated pair
set up, Mobilelron Access appears as a service provider (SP) to your identity provider (IdP) and as an IdP to your
SP. A federated pair is the original IdP and SP pair for which Mobilelron Access is used as the proxy.

Configuring federated pairs

A federated pair is the identity provider (IdP) and service provider (SP) pair for which Mobilelron Access is used as
the intermediary. Federated pairs are configured in Federated Pairs. The Federated Pairs link in the left
navigation pane changes to Federation if delegated IdP is enabled.

Before you begin

Before you configure a federated pair, ensure the following:

1.

You have an existing federated authentication setup, using SAML or WS-Fed, between the cloud service
provider (SP) and the identity provider (IdP).

The existing federated authentication setup between the SP and IdP works without Mobilelron Access in
the path.

You have the SP and IdP metadata.

« Forinstructions on getting cloud service provider (SP) metadata see the following Knowledge Base
article
How do | access Service Provider (SP) metadata?

« Forinstructions on getting identity provider metadata see the Knowledge Base article at
How do | access Identity Provider (IdP) metadata?

Note The Following:

Microsoft Azure Active Directory as an IdP is qualified only with Salesforce (SP) and G Suite (SP).
Microsoft Azure Active Directory as an IdP is not supported with Office 365 (SP).

G Suite as an IdP is qualified only with Salesforce (SP) and Facebook Workplace (SP).

G Suite as an IdP is not supported with Office 365 (SP).

Onelogin as an IdP is not supported with Office 365 (SP).

WebEx as an SP is qualified only with Microsoft ADFS (IdP) and Okta (1dP).

For Office 365 Using WS-Federation only the following IdP are supported: Microsof ADFS and Ping
Identity.
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Configuring federated pairs

Procedure

1. Inthe Mobilelron Access administration portal, go to Profile > Federated Pairs.

2. Click +Add New Pair.
The set of supported cloud service providers displays.

3. Click the appropriate service provider to configure service provider settings.
To add a service provider that is not listed, select either Custom SAML Service Provider or Custom
WS-Federation Service Provider.
NOTE: Concurisacompatible app. Concur as aservice provideris tested only with Okta and

Microsoft ADFS.

4. Enter the requested information for the service provider.
The requested information includes the signing certificate, encryption certificate for SAML assertions,
service provider metadata, checkbox to validate signature for authentication requests sent by service
provider, and the option to configure single sign-on (SSO).

TIP: If you had previously uploaded signing certificates, select the certificate from the Signing
Certificate drop-down list. Mobilelron also provides a default signing certificate, which is also
available in the drop-down list.

Note The Following:

» Previously, the service provider signing certificates existed but were not validated and user could log
in to the service provider regardless of the signing certificate status. Now, a checkbox is introduced to
validate the service provider signature and log an error in the Reports > Access. For the existing
federated pairs, the checkbox is disabled and for the new federated pairs, it is enabled by default. This
field is supported for Salesforce and Custom SAML service provider only.

» When configuring a Federated Pair, the checkbox labeled "Validate signature for authentication
requests” should be enabled. For backward compatibility, this option is unchecked for the existing
pairs. Ensure that the SP/IdP metadata is updated and enable the checkbox.

5. Click Next.
The set of supported identity providers displays.
Click the appropriate identity provider to configure identity provider settings.

7. Enter the requested information.
The requested information includes the signing certificate and the identity provider metadata.
Click Done to complete the federated pair configuration.

9. Click OK in the Federated Pairs Setup is Complete message.
The new pair is displayed on the Federated Pairs tab in Mobilelron Access.

IMPORTANT: You can also edit afederated pair. On the Federation page, click f for the federated
pair that you want to edit. When editing a federated pair, you can switch from add
metadata URL to upload metadata or vice versa or only provide the metadata URL for the
federated pair.
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Use Cases for distinctive deployments
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Related topics

« Signing certificates

« Generating a signing certificate in Mobilelron Access
« Service provider (SP) metadata

« Configuring Mobile App Single Sign-on (SSO)

« IdP initiated login

o SAML response signature

« Identity provider (IdP) metadata

« Office 365 settings

« For more information on configuring federated pairs, see also the Mobilelron Access cookbooks
at:https://community.mobileiron.com/community/micore/support-forums/access/pages/resources.

Next steps

1. Publish the profile.
See Publishing a profile.

2. Upload metadata from Mobilelron Access to SP and IdP.
See Uploading proxy metadata.

3. Verify traffic flow.
See Verifying traffic flow.

Use Cases for distinctive deployments

Some customers have distinctive deployment scenarios with custom service provider and identity providers. This
section lists some of the use cases that are distinctive and can serve a requirement in other deployments.

Jabber and Access

A Mobilelron Core user can leverage Access to provide Zero Sign-on or conditional access for a Jabber client.
Jabber can be used to protect messaging and calling voice data requirements. This deployment uses Ml Packet
Tunnel for Jabber (service provider) and Ping Federate (identity provider) with Mobilelron Access.

For more information on MI Packet Tunnel and Access deployment, see the KB article.
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Signing certificates

Signing certificates

Mobilelron Access uses standard PKI to sign authentication requests and assertions used for federation. A default
signing certificate is created for every Mobilelron Access instance. If you do not want to use the default certificate,
you can generate a new signing certificate in the Access administrative portal or add a PKCS 12 file containing a
certificate and private key to use for signing federation messages.

» Adding a signing certificate in Mobilelron Access
» Generating a signing certificate in Mobilelron Access

Note The Following:
»  SSL certificates should not be used in lieu of the signing certificate. This use case is not supported.
* You can use the same signing certificate for the SP as well as the I1dP.

Adding a signing certificate in Mobilelron Access
The following provides the steps for adding a signing certificate in Mobilelron Access.

Before you begin

* Ensure that you have a PKCS 12 format file (.PFX or .P12) that contains your signing certificate and
corresponding private key.

Procedure

1. Inthe service provider or identity provider configuration, click Advanced Options.
2. Click Add a new certificate.
3. Enter the following information:

Item Description

Certificate Name Enter an identifying name for the signing certificate.

Certificate Password Enter the password for the signing certificate.

Choose File Click to navigate to the location of the certificate or drag and drop the certificate
to this location.

4. Click Add Signing Certificate to add the signing certificates.
The certificate is available to select from the Signing Certificate drop-down list.
The certificate is also listed in the Access Certificates tab.

Generating a signing certificate in Mobilelron Access
The following provides the steps for generating a signing certificate in Mobilelron Access.

Procedure

1. Inthe service provider or identity provider configuration, click Advanced Options.
2. Click Generate certificate to generate and add the signing certificate.
3. ForCertificate Name, enter a name to identify the signing certificate.
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Service provider (SP) metadata

4. Click Generate Signing Certificate.
The Certificate Name displays in the Signing Certificate drop-down list.
The certificate is also listed in the Access Certificates tab.

Service provider (SP) metadata

When a federated pair uses SP metadata URL, metadata is monitored. Access monitors SP metadata present in
the system with the metadata at the URL. Metadata monitoring occurs every 24 hours. The fields such as Entity
ID, ACS URL, and Signing cert pem are monitored and evaluated for changes.

Use one of the options described in the following table to upload SP metadata to Mobilelron Access. When any
changes are detected across any of these fields between metadata present in the system and the metadata at the
URL, Access raises an alert with an email to all the administrators. It also displays an alert in the Access portal.
The administrator then uses the sync metadata option to update the federated pair with these changes.

NOTE: Mobilelron Access verifies the validity of the service provider metadata certificate file and sends
email nofifications. For more information, see Certificate expiry notifications.

If the SP certificate expires, your device end users will not be able to authenticate and access corporate services
federated through Mobilelron Access admin portal.

The following table describes the options for uploading service provider (SP) metadata.

TABLE 7. OPTIONS FOR UPLOADING SP METADATA

Option Description

Upload Metadata Click Choose File to navigate to the metadata file to add or drag and drop the file.

The metadata file automatically populates the data Mobilelron Access.

Add Metadata Enter the following information:
+ Entity ID
» Assertion Consumer Service URL

Click Add New to add multiple Assertion Consumer Service (ACS) URLs. The
option to add multiple ACS URLs is available for Custom SAML SP and Custom
WS-Fed SP only. For more information about multiple ACS URLs, see Assertion
Consumer Service (ACS) URLs.

Select Auth requests signed to enter a Base64 Encoded Cert.

NOTE: Use the Add Metadata option to add metadata for G Suite. For
more information, see Metadata for G Suite.

Metadata URL Enter the metadata URL.

If there are changes to the metadata on the SP at the configured URL, Access
sends an email notification to the Access administrator.
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TABLE 7. OPTIONS FOR UPLOADING SP METADATA (CONT.)

Option Description

In Access > Federated Pairs, the following alert message displays for the
federated pair:
SP metadata has changed.

For the federated pair, click Actions > Sync SP metadata to update the metadata
filein Access.

An email notification is sent to the Access administrator after the sync.

Assertion Consumer Service (ACS) URLs

Configure Assertion Consumer Service (ACS) URLs if you want to configure multiple destinations for the service
provider (SP). For example, you may want your sales and customer support teams to go to separate locations on
the service. Based on the intended destination, the SP encodes a different ACS URL in the authentication request.
Access directs traffic to the ACS URL in the Authentication Request if it matches the ACS URL configured in
Access. If an ACS URL is not provided in the Authentication Request or the ACS URL does not match the ACS
URL configured in Access, the traffic goes to the default destination.

The option to add multiple ACS URLs is available for only for Custom SAML SP and Custom WS-Fed SP only.

Metadata for G Suite

G-Suite does not provide a metadata file, therefore, for G Suite, select the Add Metadata option to add the service
provider metadata to Mobilelron Access. Enter the following:

« Entity ID: google.com/a/{yourcompany.com}
« Assertion Consumer Service URL: https://www.google.com/a/{yourcompany.com}/acs

For Pingldentity only, select the check box for Auth requests signed. In the Base 64 Encoded Cert text box,
paste the Base 64 Encoded Cert from Pingldentity.

See also, the Knowledge Base article at
https://community.mobileiron.com/docs/DOC-4097

|dP initiated login

The Enable IdP initiated login for this SP option is available for configuration for custom service providers (SP)
only. However, the option is enabled by default for Concur SP. The option is disabled for all other SPs.

Select the Enable IDP initiated login for this SP option if your service provider redirects to the IdP login page,
instead of sending a SAML AuthnRequest to the |dP.
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SAMLresponse signature

Enabling IdP initiated login lets Mobilelron Access expose an IdP URL that generates a SAML request to the
original IdP. However, if the Use Tunnel Certificate for SSO option is also enabled, Mobilelron Access generates a
SAML response to the SP based on the user’s Tunnel certificate.

SAML response signature

The ability to choose the SAML response signature is available for custom service providers (SP) only.

This option is available for service providers that require the SAML Response to be signed instead of signing the
SAML Assertion inside the SAML Response.

The Sign Assertion option is selected by default. You can select the Sign Response option if appropriate.

NOTE: SAMLResponsesreceived by Mobilelron Access must always have the Assertion signed.
However, the Response must not be signed.

Encrypting SAML assertions

Enabling encryption of SAML assertions adds another layer of security. Enable this feature in a mobile app single
sign-on setup if the SP supports SAML assertion decryption. The SAML assertions are encrypted such that the
assertions can be decrypted only with the private keys held by the service provider.

Note The Following:

« Encryption of SAML assertions is disabled by default.

» Responses can be signed while carrying a signed encrypted Assertion, but the Response itself is not
encrypted.

« Do not use the signing certificate for encrypting SAML assertions and vice-versa.
« The following service providers (SP) support encryption of SAML assertions:
o Salesforce
o Custom SAML Service Provider
o Custom WS-Federation Service Provider
« A default certificate for encryption is automatically available in your Mobilelron Access tenant.

« Enabling SAML assertion encryption, enables additional options for Native Mobile Application Single
Sign-On (SSO). These options allow you select the data encryption algorithm and the key transport
algorithm for single sign-on.

Before you begin
See Configuring Mobile App Single Sign-on (SSO)for information about setting up single sign-on.
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Procedure

1. Inthe service provider configuration for Salesforce, Custom WS-Federation Service Provider or for
Custom SAML Service Provider, go to Encryption Certificate.
2. Click the check box for Encrypt SAML assertion.
The default encryption certificate is automatically selected.
3. (Optional) To use a different certificate than the default certificate, do one of the following:
- select a certificate from the drop-down list.
- click Generate certificate or Add new certificate.

Adding a new certificate for SAML assertion encryption
The following provides the steps for adding a new certificate for SAML assertion encryption.

Before you begin

* Ensure that you have a PKCS 12 format file (.PFX or .P12) that contains the certificate and corresponding
private key.

Procedure

1. Inthe service provider (SP) configuration, in the Encryption Certificate section, click Add new
certificate.

2. Enter the following information:

Item Description

Certificate Name Enter an identifying name for the encryption certificate.

Certificate Password Enter the password for the encryption certificate.

Choose File Click to navigate to the location of the encryption certificate or drag and
drop the certificate to this location.

3. Click Add Encryption Certificate to add the new certificate.
The certificate is now available to select from the drop-down list.
The certificate is also listed in Profile >Access Certificates.

Generating a certificate for SAML assertion encryption
The following provides the steps for generating a certificate for SAML assertion encryption.

Procedure
1. Inthe service provider (SP) configuration, in the Encryption Certificate section, click Generate
certificate.
2. ForCertificate Name, enter a name to identify the certificate.

Click Generate Encryption Certificate.
The certificate is now available to select from the drop-down list.
The certificate is also listed in Profile > Access Certificates.
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Related topics

» Adding a new certificate for SAML assertion encryption
» Generating a certificate for SAML assertion encryption

|dentity provider (IdP) metadata

When a federated pair uses IdP metadata URL, metadata is monitored. Access monitors |dP metadata present in
the system with the metadata at the URL. Metadata monitoring occurs every 24 hours. The fields such as Entity
ID, Redirect SSO URL, Post SSO URL, and Signing cert pem are monitored and evaluated for changes.

Use one of the options described in the following table to upload IdP metadata to Mobilelron Access. When any
changes are detected across any of these fields between metadata present in the system and the metadata at the
URL, Access raises an alert with an email to all the administrators. It also displays an alert in the Access portal.
The administrator then uses the sync metadata option to update the federated pair with these changes.

Use one of the options described in the following table to upload IdP metadata to Mobilelron Access.

NOTE: Mobilelron Access verifies the validity of the identity provider metadata certificate file and sends
email nofifications. For more information, see Certificate expiry notifications.

If the IdP certificate expires, your device end users will not be able to authenticate and access corporate services
federated through Mobilelron Access admin portal.

TABLE 8. OPTIONS FOR UPLOADING IDP METADATA

Option Description

Upload Metadata Click Choose File to navigate to the metadata file to add or drag and drop the file.

The metadata file automatically populates the data in Mobilelron Access.

Add Metadata Enter the following information:
» Entity ID

* Post SSOURL

* Redirect SSO URL

» Base64 Encoded Cert

Metadata URL Enter the metadata URL.

For ADFS, enter the metadata URL for the ADFS server in the following format:
https://[<ADFS DOMAIN NAME>/FederationMetadata/2007-
06/FederationMetadata.xml.

NOTE: If the ADFS serverisinternal, expose the URL through the firewalll.

If there are changes to the metadata on the IDP at the configured URL, Access
sends an email notification to the Access administrator.
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TABLE 8. OPTIONS FOR UPLOADING IDP METADATA (CONT.)

Option

Description

In Access > Federated Pairs, the following alert message displays for the
federated pair:
IDP metadata has changed.

For the federated pair, click Actions> Sync IDP metadata to update the metadata
filein Access.

An email notification is sent to the Access administrator after the sync.

About Microsoft ADFS metadata

For a SAML pair configured with Microsoft ADFS, you can upload the metadata, configure a metadata URL, or add
the metadata. Changing the initial configuration of the metadata to a different form depends on how you configured
the metadata initially. The following table describes the initially configured form and the forms to which it can be

modified.

TABLE 9. MODIFY MICROSOFT ADFS METADATA

Initial SAML pair
configuration using

Can be modified to

Upload metadata

Metadata URL.

However, it cannot be modified to Add Metadata.

Metadata URL Upload Metadata.
The existing URL configuration is overridden by the uploaded metadata, and the
URL is no longer tracker.
The metadata configuration cannot be modified to Add Metadata.

Add Metadata Cannot be modified to other options.

Office 365 settings

Office 365 is configured using either WS-Federation or SAML federation authentication protocols. Select one of the
following service provider options in the Choose Service Provider page to configure Office 365 settings:

« Office 365 Using SAML
« Office 365 Using WS-Federation
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The following describes the settings specific to Office 365 as the service provider:

» Office 365 settings using SAML authentication

» Office 365 settings using WS-Federation authentication

o PowerShell commands for Office 365

» Backup and restore Office 365 federation settings

o Multi-domain issuer

» Active Logon Policy for Office 365

Office 365 settings using SAML authentication

The following describes the additional Office 365 settings available for configuration if your service provider is
Office 365 Using SAML. These settings are available in the IdP configuration page:

« ECP Backend Type: Select from the drop-down list. Specifies the ECP backend type to connect to the

[dP.

o Federated Domain: Enter the value for Office 365.

Example: mycompany.com.

« Active Logon Settings: Enter the Active Logon URL in the text box for Original IDP Active Logon
URL. The Active Logon URL varies depending on the ECP backend type and the IdP. If your IdP is
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Microsoft ADFS, the Original IDP Active Logon URL text box is pre-populated with the Active Logon URL.
Update the URL with the correct ADFS domain.

o Example for ADFS using ECP WS-Trust 1.3:
https://<FQDN of the ADFS server>/adfs/services/trust/13/usernamemixed.

o Example for ADFS using WS-Trust2005:
https://<FQDN of the ADFS server>/adfs/services/trust/2005/usernamemixed

FIGURE 32. IDP SETTINGS FOR OFFICE 365 AS THE SERVICE PROVIDER USING SAML
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Office 365 settings using WS-Federation authentication

The following describes the additional Office 365 settings available for configuration if your service provider is
Office 365 Using WS-Federation.

The option to enable multiple federated domains is available in the Office 365 service provider configuration page.

« Support Multiple Domains: Select the check box to enable multiple federated domains to use the same
federated pair in Mobilelron Access.

The options to configure MEX metadata and the Active Logon URL are available in the IdP configuration page.

MEX metadata and Active Logon URL expose SOAP Web Service endpoints and define how other endpoints
interact with the SOAP Web Service endpoints. Mobilelron Access publishes MEX metadata based on the MEX
metadata configuration provided by the original IdP. Access only exposes the endpoints that are supported and
configured in the MEX metadata of the original IdP. Only WS-Trust 1.3 and WS-Trust 2005 protocols for
usernamemixed are supported. Configuring MEX metadata allows for support for applications such as Microsoft
Dynamics 365 and Microsoft SQL Server. In addition, Windows Transport endpoint is supported with Access +
Standalone Sentry deployments only.

For more information about enabling Windows Transport endpoints see Azure Hybrid Domain-Join with Mobilelron
Access.

Select one of the following methods to provide the MEX metadata configuration from the original IdP:
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- Enable Mex Metadata: Select the check box to provide metadata configuration from the original |dP.
Choose one of the following:

o MEX metadata URL: Enter the URL for the MEX metadata for the original IdP.
Example for ADFS MEX Metadata URL : https://<FQDN of the ADFS
server>/adfs/services/trust/mex
Note: Federation metadata import through URL might fail if the server does not present certificate
chain issued by trusted certificate authorities. For the MEX metadata URL, the corresponding server
must present full certificate chain issued by trusted certificate authority.

o Upload MEX metadata: Upload the MEX metadata file from the original |dP.
Deselect the check box to disable MEX metadata.

« Enable Active Logon URL: Select the check box to enable Active Logon URL. Enter the Active
Authentication URL for the original IdP. You enable Active Logon URL to handle Active Auth traffic. This is
required for applications, such as some email applications, that support only active authentication.
Mobilelron Access exposes only WS-Trust 2005 usernamemixed endpoints. If your IdP is Microsoft
ADFS, the Original IDP Active Logon URL text box is pre-populated with the Active Logon URL. Update
the URL with the correct ADFS domain.

Example:
https://<FQDN of the ADFS server>/adfs/services/trust/2005/usernamemixed
Deselect the check box to disable Active Logon URL.

NOTE: Native iOS clients, Android email clients, and Mobilelron Email+ use active authentication.

See also Active Logon Policy for Office 365.
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FIGURE 33. OFFICE 365 SETTINGS USING WS-FEDERATION AUTHENTICATION

Add
Federated

Microsoft Office 365(WS-Federation) + Microsoft ADFS
i Microsoft Active Direciory Federaiion Sarvices {AD FS) provides simplified, secured identily fedsration and Wel

Signing Certificate

NyTestCe:

Identity Provider Federation Metadata

@ Upload Metadata Add Metadata Metadata URL

No Metadata selected

Drag and drop file he:

oR

¥ Enable MEX Metadata

Configure Access MEX metadata

¥ Enable Active Logon URL

Active Logon Settings

Authentication with Microsoft PowerShell commands

Access supports the use of Microsoft PowerShell commands, such as Connect-MsolService and Connect-
SPOService, to get authorization tokens to authenticate endpoints with Azure ID. This support allows
administrators to set up authentication for service provider (SP) accounts that belong to a federated domain.

Note The Following:

« PowerShell commands, such as Connect-MsolService and Connect-SPOService, are ActiveAuth
transactions. Therefore, ensure that an Active Logon Policy is applied. Otherwise, the ActiveAuth traffic is
bypassed and no rules are evaluated.

» Ensure that the latest version of MSOnline PowerShell module is installed when running PowerShell
scripts from Access pair for setting up Office 365. If older version of this module are used, it prompts a
login with Basic Auth which will be deprecated by Microsoft in October.

For Access + Standalone Sentry deployments, the feature is not enabled by default. The feature is enabled using
command line interface (CLI) commands in Standalone Sentry. The commands are available in Standalone Sentry
9.6.0 through the latest version as supported by Mobilelron.

Mobilelron Access Guide | 88



PowerShellcommands for Office 365

WARNING: Do not enable the feature on a Standalone Sentry that is configured for ActiveSync. The
feature is not supported on a Standalone Sentry that is configured for ActiveSync.

To enable the feature in Access + Standalone Sentry deployments, enter the following command in
Standalone Sentry command line interface (CLI) in CONFIG mode:

config# debug sentry ignore-line-breaks true

To disable the feature in Access + Standalone Sentry deployments, enter the following command in
Standalone Sentry command line interface (CLI) in CONFIG mode:

config# debug sentry ignore-line-breaks false

Restart the Standalone Sentry service for the configuration changes to take effect. To restart Standalone Sentry
service, enter the following command in EXEC PRIVELEGE mode:

sentry# service tomcat restart
The 'service tomcat restart' may impact traffic.

Would you like to proceed? {yes|[no]} : yes

To view whether the feature is enabled or not in Standalone Sentry, enter the following show command in EXEC
PRIVELEGE mode:

sentry# show sentry ignore-line-breaks

org.apache.xml.security.ignorelLineBreaks: false
« False indicates that the feature is disabled.

« True indicates that hte feature is enabled.

PowerShell commands for Office 365

The commands to federate Azure AD with Mobilelron Access are provided as a PowerShell batch script, which can
be downloaded from the Mobilelron Access administrative portal. After you create a federated pair with Office 365
in Mobilelron Access, the link to download the PowerShell batch script becomes available in the federated pair
listing in Profile > Federated pairs.

NOTE: Ensure that the latest version of MSOnline PowerShell module is installed when running PowerShell
scripts from Access pair for setting up Office 365. If older version of this module is used, it prompts
aloginwith Basic Auth which will be deprecated by Microsoft in October.

To use the PowerShell commands, download the PowerShell script and run the script in PowerShell with the
following command:

script_name.psl -domain mydomain.com

In the above command:

o script_name is the name of the downloaded PowerShell script.

o mydomain.com is the Microsoft Azure AD domain.

Ensure that you have PowerShell Administrator permissions.
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FIGURE 34. DOWNLOAD POWERSHELL COMMANDS
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Backup and restore Office 365 federation settings

To backup and restore the Office 365 federation settings, see Back up and restore Office 365 settings.

Multi-domain issuer

If you are federating using the WS-Federation protocol, you can use the same federated pair for multiple AD
domains suffixes that federate with the same Office 365 tenant.

In cases where multi-domain issuer is enabled, Access composes the multi-domain issuer from the domain in the
UPN. If the UPN domain is the sub domain, the issuer will not match with the root domain issuer in Azure AD.
Configure the attribute AzureDomain in the ADFS, if you have a domain forest (multiple ADs joined in the forest). In
such cases, the issuer URI suffix is derived from the value of the attribute name AzureDomain in the assertion
from the original 1dP.

For ADFS 3.0, to add the AzureDomain attribute, add the following claim rules to the relying party trust:
» Query DistinGuishedName from AD
c:[Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer
== "AD AUTHORITY"]
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=> add(store = "Active Directory", types = ("http://somedomain.com/phasel"”), query =
";DistinGuishedName;{0}", param = c.Value);

« Parse DistinGuishedName to compose root domain
c:[Type == "http://somedomain.com/phasel”]

=> add(Type = "http://somedomain.com/phase2", Value = RegExReplace(c.Value, "~
(?:.*?)DC=(?<domainl>[~'DC"']*),DC=(?<domaine@>[~'DC"']*)$", "${domainl}.${domain@}"));

« Issue root domain and AzureDomain attribute
c:[Type == "http://somedomain.com/phase2"]

=> issue(Type = "http://schemas.xmlsoap.org/claims/AzureDomain”, Value = c.Value);
For ADFS 4.0, to add the AzureDomain attribute, add the following claim rules to the relying party trust:

« Query DistinguishedName from AD

c:[Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname” ]

=> add(store = "Active Directory", types = ("http://somedomain.com/phasel™), query =
";distinguishedName;{0}", param = c.Value);

« Parse DistinguishedName to compose root domain
c:[Type == "http://somedomain.com/phasel”]

=> add(Type = "http://somedomain.com/phase2", Value = RegExReplace(c.Value, "~
(?:.*¥?)DC=(?<domain1>[~'DC"']*),DC=(?<domain@>[~'DC"']*)$", "${domainl}.${domain0}"));

« Issue root domain and AzureDomain attribute
c:[Type == "http://somedomain.com/phase2"]

=> issue(Type = "http://schemas.xmlsoap.org/claims/AzureDomain", Value = c.Value);

Active Logon Policy for Office 365

A passive logon policy (passive or modern authentication) is configured by default for Office 365 federated pairs. If
your Office 365 email application does not support passive authentication, use the Active Logon Policy option to
assign a separate conditional policy to authenticate the active authentication (ActiveAuth) traffic for the Office 365
federated pair. The Active Logon Policy option becomes available after the Office 365 federated pair is created.

Passive authentication is based on a browser-based connection to Office 365, which supports redirects. The
following describe the federated authentication flow with passive authentication:

1. The user-agent (browser) connects to Office 365.

2. Office 365 responds with a 301 redirect to the identity provider.

3. The user-agent follows the redirect to the identity provider.

4. The identity provider presents a login form for end users to enter their credentials.

NOTE: The credentials can be in the form of user name and password, certificate, or another
alternative method.

5. The identity provider generates a response that contains an authentication Assertion and a browser-based
mechanism, either redirect or JavaScript, to auto-submit the Assertion to Office 365.
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6. The user-agent uses the browser-based mechanism to submit the Assertion to Office 365.

7. Office 365 validates the Assertion, thus allowing the user to log in.
Active authentication does not support browser-based connection to Office 365. Therefore, it does not

« support 301 redirects
« render HTML or form-based entry

« do JavaScript-based automatic form submission.
The federated authentication flow for active authentication is as follows:

Users enter their account credentials in the email application.
The email application sends the user credentials to Office 365.
Office 365 forwards the user credentials to the identity provider.

The identity provider returns an Assertion in the response to Office 365.

a M w0 Dd =

Office 365 validates the Assertion allowing the user to log in.

For an Office 365 federated pair configured in Access, if there are no policies assigned to ActiveAuth traffic, the
ActiveAuth traffic is bypassed and no rules are evaluated. If you are using email applications that support only
active authentication, to allow these applications to authenticate with Office 365, assign an Active Logon policy to
the Office 365 federated pair. See Office 365 settings.

NOTE: Native iOS clients, Android email clients, and Mobilelron Email+ use active authentication.

When you assign a policy from the Active Logon Policy drop-down, the conditional rules in the assigned policy
are evaluated for ActiveAuth traffic. The following conditional rules are not applicable to ActiveAuth traffic:

» Trusted App and Device Rule
e Tunnel Rule

*  Multi-Factor Authentication

* Android for Work Registration
+ iOS Native Email OAuth

*  Desktop Trust Rule

Assigning an active logon policy

The option to assign a policy for active logon is available in Profile > Federated Pairs, in the listing for the Office
365 federated pair.

Before you begin

Ensure that you have created a separate conditional policy to use for ActiveAuth traffic. When you create a
conditional policy, the policy becomes available in the Active Logon Policy drop down when you are assigning the
policy. To create a conditional policy, see Conditional Access.

NOTE: Mobilelronrecommends that you configure a separate conditional policy for Active Logon.
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Procedure
1. In Mobilelron Access, go to Profile > Federated Pairs.

2. Inthelisting for the Office 365 federated pair, click = .

The Assign Policy window opens.

FIGURE 35. ASSIGN LOGON POLICY
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3. Select the policy from the following options:

a. Passive Policy: Select the Passive policy from the drop-down list for browser-based solution.

b. Active Logon Policy: Select the Active Logon policy from the drop-down list for client-based solution.
Select None from Active Logon drop down list, if you do not want Active Authentication traffic to evaluate
any policy's rule condition.

4. Click Assign.

Publishing a profile

Publishing the profile makes the changes available. In an Access (without Standalone Sentry) deployment,
publishing the profile makes the changes live. Typically, it takes less than two minutes for the changes to take
effect.

In a deployment with Access + Standalone Sentry, the changes are made available to the Standalone Sentry
paired with the profile. Standalone Sentry picks up the changes when it next syncs. If there are any changes,
Standalone Sentry consumes the changes.

Standalone Sentry syncs every 15 minutes with the Mobilelron Access administrative portal. Therefore, it might
take up to 15 minutes for the changes to take effect. However, you can force an update from the Standalone Sentry
command line.
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If there is a delay of fifteen minutes for Sentry to be updated, then to manually force an update, use Sentry CLI
accs config-fetch{update| force-update}.

The following changes cause Standalone Sentry to restart:

» Fetching updates for the first time
* Access hostname changes

* Access SSL cert changes

* Access port changes

Before you begin
Under the menu options, click View Changes to verify the changes.

NOTE: The profile Publish buttonis hidden when there is no change in the profile since the last publish.
The Publish buttonis enabled only when the profile is modified since the last publish. Whenever
the changes to configuration are reverted, the publish button disappears. It disappears if there is
no actual change to the profile, since the last publish.

Procedure

1. Inthe Mobilelron Access administrative portal, go to Profile > Overview.
2. Click Publish.

Publish is only available if a pair has been created.
3. Click OK.

Azure Hybrid Domain-Join with Mobilelron Access

Azure AD Join Configuration allows an administrator to enable Windows Transport endpoint for Windows device
registration with Azure AD.

For more information, see the KB article at https://community.mobileiron.com/docs/DOC-7533.

View federated pairs

You can view the list of configured federated pairs in the Mobilelron Access administration portal in Profile >
Federated Pairs.

* Information and metadata for a SP and IdP pair
» Assigning a policy to a federated pair

» Editing a federated pair

* Deleting a federated pair

Information and metadata for a SP and IdP pair

For information and metadata for a federated pair, expand the row for the federated pair or click on the icons under
Actions.
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Information and metadatafor a SP and IdP pair

FIGURE 36. FEDERATED PAIRS DETAILS
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TABLE 10. FEDERATED PAIRS DETAILS

Item Description
Name Name you entered for the federated pair.
Policy Name of the conditional policy applied to the federated pair.

For an Office 365 federated pair, the Passive Policy name is displayed.

Certificate SSO Indicates whether certificate-based single sign-on is configured for the pair.
Access SP Metadata Mobilelron Access generates proxy metadata by combining the service provider
(Upload to IdP) :ggtadata and the signing certificate. You upload the Access (SP) metadata to the
* Click Download to download the Mobilelron Access proxy metadata for the
SP.

» Click View to view the Mobilelron Access proxy metadata for the SP.
» Click Copy URL to copy the proxy metadata and upload to IdP.

Access IDP Metadata Mobilelron Access generates proxy metadata by combining the IdP metadata and
(Upload to SP) the glgnlng gerhﬂcate. You upload the Access (IdP) proxy metadata to the cloud
service provider.
* Click the Download to download the Mobilelron Access proxy metadata for the
IdP.
* Click the View to view the Mobilelron Access proxy metadata for the |dP.
* Click Copy URL to copy the proxy metadata and upload to SP.

Actions
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Assigning a policy to a federated pair

TABLE 10. FEDERATED PAIRS DETAILS (CONT.)

Item Description

Assign policy icon Click to assign a conditional policy.
For an Office 365 federated pair, you can choose a passive policy or an active logon
policy.

Editicon Click to edit the settings for the federated pair.

Vertical three dots Click for additional actions available for the federated pair:

* Delete: Click to delete the federated pair

* View SP Metadata: Click to view the metadata you uploaded for the cloud
service provider (SP).

* View IDP Metadata: Click to view the metadata you uploaded for the identity
provider (IdP).

» Download PowerShell Commands for ADFS: Click to download the PowerShell
script to run the commands.

* Download PowerShell Commands for Office 365: Click to download the
PowerShell script to run the commands.

Assigning a policy to a federated pair
If a policy is not applied to a federated pair, the default policy is applied.

NOTE: During the initial setup, Mobilelron recommends that you do not make changes to the default
policy.

Procedure
1. Inthe Mobilelron Access administration portal, go to Profile > Federated Pairs.

=k

2. Forthe federated pair, click = .

3. Inthe Assign Policy dialog, from the Policy drop down list select a policy.
4. Click Assign.

5. Click Publish.

If you do not Publish the changes, the updates are not applied.

Related topics

+  Office 365 settings.
e Conditional Access.

Editing a federated pair

If you make changes to a federated pair, change the metadata file, or the signing certificate, you must upload an
updated proxy metadata file to the service provider and the I1dP.

Procedure
1. Inthe Mobilelron Access administration portal, go to Profile > Federated Pairs.
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Deleting afederated pair

2. Forthe federated pair, click Actions > Edit.
3. After editing, click Publish.
If you do not Publish the changes, the updates are not applied.

Deleting a federated pair
The following provides the steps for deleting a federated pair.

Procedure

1. Inthe Mobilelron Access administration portal, go to Profile > Federated Pairs.
2. Forthe federated pair, click Actions > Delete.
3. Inthe pop-up box, click Delete.
4. Afterdeleting, click Publish.
If you do not Publish the changes, the updates are not applied.

NOTE: Delete, removesthe Federated pair from Access. However, to also remove Access from the
federatedlogin path to the service provider, you must establish orrestore the direct federation
between your service provider and identity provider.

Renewing the SSL certificate

The following describes the steps to add a new SSL certificate when the current SSL certificate expires.

Procedure

Login to the Mobilelron Access with administrator credentials.

In the Overview tab, scroll down to Profile Details.

Click the certificate in the SSL Certificate Alias field.

Click Add new certificate. The Add SSL Certificate windows displays.
Enter the Certificate Name and Certificate Password.

Under SSL Certificate Upload, click Choose File.

Upload the new SSL certificate to renew the certificate.

Click Add SSL Certificate.

The SSL certificate is now renewed.

© N oM~

Uploading proxy metadata

Mobilelron Access generates proxy metadata by combining the cloud service provider (SP) or the identity provider
(IdP) metadata and the signing certificate. The proxy meta data is automatically generated when you configure the
SP and IdP in the Mobilelron Access administrative portal.

You upload the proxy meta data to the SP and the IdP. When you upload the proxy meta data to the (SP) and the
(IdP), you establish a three-way trust between the SP, IdP, and Mobilelron Access. All authentication traffic now
goes through Mobilelron Access.
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Verifying traffic flow

Before you begin

If your deployment is Access + Standalone Sentry:

» Ensure that a Standalone Sentry is registered on the Mobilelron Access administrative portal.
« The Standalone Sentry is assigned to the profile.

»  The profile with configured federated pair is published to Standalone Sentry.

Procedure

1. Get the proxy metadata from the Mobilelron Access administrative portal:
a. Goto Profile > Federated Pairs.
b. Expand the row for the federated pair.
c. Forthe Access service provider proxy metadata, click the Download link adjacent to Access(SP)
Metadata.
You will upload the Access(SP) Metadata file to the identity provider (IdP).
d. Forthe Access identity provider proxy metadata, click the Download link adjacent to Access(IDP)
Metadata
You will upload the Access(IDP) Metadata file to the cloud service provider (SP).
2. Upload the proxy metadata to cloud service provider (SP).
3. Upload the proxy metadata to identity provider (IdP).

Related topics

* Forinstructions on uploading the IdP proxy metadata to an SP, see the Knowledge Base article at
https://community.mobileiron.com/docs/DOC-4099

» Forinstructions on uploading the SP proxy metadata to an IdP, see the Knowledge Base article at
https://community.mobileiron.com/docs/DOC-4254

Verifying traffic flow

After you upload proxy metadata to the cloud service provider (SP) and identity provider (IdP), traffic will flow
through Mobilelron Access and Standalone Sentry. You can verify that authentication and access to the cloud
service is working.

Procedure

1. Onamobile device use the service provider's app to access the cloud service. You should be able to access
the cloud service successfully.

2. Onadesktop, access the cloud service. You should be able to access the cloud service successfully.

3. Onthe Mobilelron Access administrative portal, check Reports > Access.
The Reports > Access page displays the authentication traffic to which the default rule is applied.
Standalone Sentry sycns with the Mobilelron Access administrative portal every 15 minutes. It may take up to
15 minutes for the authentication traffic to display in Reports > Access.

4. Usethedebug accs check-in access-report CLI command that forces Sentry to sync Mobilelron Access
reports to the cloud console.

Next steps

«  Set up conditional rules.
See Conditional Access.
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Delegated IdP

The following provide more information about setting up Access as a delegated IdP:

o Delegated IdP overview
« Authentication flow with Access as the delegated IdP

« Configuring Access as the delegated IdP

Delegated |dP overview

In most cases Mobilelron Access is deployed as a proxy between the service provider (SP) and the identity
provider (IdP). In such a deployment, all federated SP traffic goes through Mobilelron Access. In some cases, you
may want to retain the existing SP-IdP federated setup, but deploy Mobilelron Access to federate a sub set of the
traffic, such as traffic from mobile devices. In such cases, Mobilelron Access can be deployed as a delegated IdP
rather than as a proxy to the IdP. If Mobilelron Access is deployed as a delegated IdP, the original IdP is seen as an
SP by Mobilelron Access.

FIGURE 37. ACCESS AS THE IDP PROXY

i v
FIGURE 38. ACCESS AS THE DELEGATED IDP
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Access can be deployed as the delegated IdP only for the following IdPs:

« ldaptive

« Microsoft ADFS
« Okta

« PingFederate

Inan Access configured as a delegated IdP:
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Authentication flow with Access as the delegated IdP

« Toauthenticate managed devices, configure certificate single sign-on (SSQO) in the Mobilelron UEM.

« Toauthenticate unmanaged devices, you have the option to enable Unmanaged Device Authentication in
Access. If authentication for unmanaged devices is enabled, the unmanaged device is redirected to the
original IdP for forms-based authentication.

Authentication flow with Access as the delegated |dP

The following graphic provides the authentication flow with Access as delegated IdP for managed devices:

FIGURE 39. AUTHENTICATION FLOW WITH ACCESS AS THE DELEGATED IDP

% =~
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1. Users access a service provider (SP) from a managed app. The managed app triggers Mobilelron
Tunnel.

2. If the app does not have a valid session token, the SP issues an authentication request to the app
and redirects the app to the identity provider (IdP).

3. The ldPissues a secondary authentication request based on the authenticationrequest in step 2
and points the user to Mobilelron Access (delegated IdP).

4. Accessidentifies the user based on the certificate used to establish the Tunnel VPN. Based on the
information provided in the Tunnel certificate, Access generates an authentication response to
the app and redirects to the original identity provider (IdP). Access determines the confents of
the authentication response based on the Native Mobile Application Single Sign-On (SSO)
configurationin Access, which includes the user identifying information that the SP expects.

5. The original IdP generates an authentication response to the app based on the authentication
response in step 4 and redirects to the original SP.

6. The SP verifies the user information and creates a session foken to the app. The session token gives
the user access to the SP.
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Configuring Access as the delegated IdP

Configuring Access as the delegated IdP

Setting up Mobilelron Access as the delegated IdP requires configuration in Mobilelron UEM, Access, and in the
IdP as well. Access supports delegation for the following IdPs: Idaptive, Microsoft ADFS, Okta, and PingFederate.

NOTE: Only authentication from managed devices is allowed for Delegated IDP with Idaptive pair.

The setup described here does not apply to an Access + Standalone Sentry deployment. If your deployment is
Access + Standalone Sentry, see the following KB article: Access as Delegated IDP.

Overview of tasks
1. In Mobilelron UEM, configure certificates for single sign-on. If single sign-on is configured, Access
authenticates the user. Otherwise, the user is redirected to the original IdP for forms-based authentication.
2. InAccess, enable Delegated IdP in Settings > Tenant Settings.

3. InAccess, and set up the original IdP in Profile > Federation > Add Pair > Delegated IdP.

4. Inthe original IdP, set up delegation to Access.

Before you begin
Ensure the following:

« You have an existing federated authentication set up between the cloud service provider (SP) and the
supported identity provider (IdP).

» Inadelegated IdP setup, Access sees the IdP as an SP. Therefore, download the SP metadata from the
IdP. If you are enabling authentication for unmanaged devices, also download the IdP metadata from the
IdP. The following table provides links to instructions on how to get the metadata for your IdP.

TABLE T1.INSTRUCTIONS TO GET THE METADATA

IdP For instructions on how to get the metadata go to Supported
methods for
providing
metadata in
Access

Idaptive Download the metadata. See the Cookbook for Idaptive. Upload
metadata

ADFS Download metadata from Upload
https://<YourADFS>/FederationMetadata/2007- metadata

06/FederationMetadata.xml
Enter

metadata
URL

Okta https://community.mobileiron.com/docs/DOC-8295. Upload
metadata

(Manual Setup) See the "How to get Metadata from Okta as SP for Access"
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Configuring Access as the delegated IdP

TABLE 11.INSTRUCTIONS TO GET THE METADATA (CONT.)

IdP For instructions on how to get the metadata go to Supported
methods for
providing
metadata in
Access

section for instructions on downloading the SP metadata from Enter
Okta. metadata
See the "How to get Metadata from Okta as |dP for Access" URL
section for instructions on downloading the IdP metadata from

Okta. Required only for enabling authentication for unmanaged

devices.

Okta Cookbook for configuring Okta as delegated IDP

(Automated Setup) See "Step 1: Creating an application and download the
metadata for Okta" section for instructions on downloading the
metadata from Okta.

NOTE: :If the okta admin wants to unhide the Access
application created from the automated
workflow, they can do so by from Okta console.
For more information, see the cookbook.

PingFederate https://community.mobileiron.com/docs/DOC-9605 Upload
See the "Configure PingFederate for Delegated-IdP flow" metadata
section. Enter

metadata
URL

« If single sign-on is configured in Mobilelron UEM, SCEP obtains user information from LDAP. Therefore,
ensure that the LDAP settings in Mobilelron UEM fetch the appropriate attributes from LDAP.
The Tunnel certificate is setup to include the mapping to a certificate field for certificate native mobile
application single sign-on (SSO). The following tables describe the certificate field mapping for Mobilelron
Cloud and Mobilelron Core.

TABLE 12. MOBILEIRON TUNNEL CERTIFICATE FIELD MAPPING IN MOBILEIRON CLOUD

deployments

LDAP for Mobilelron Cloud

Certificate

SAN Type in SCEP

Idaptive

${userEmailAddress}

${userEmailAddress}

RFC 822 Name

ADFS
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Configuring Access as the delegated IdP

TABLE 12. MOBILEIRON TUNNEL CERTIFICATE FIELD MAPPING IN MOBILEIRON CLOUD (CONT.)

LDAP for Mobilelron Cloud Certificate SAN Type in SCEP
deployments

${sAMAccountName} ${sAMAccountName} RFC 822 Name
${userDN} ${userDN} Distinguished Name
${userEmailAddress} ${userEmailAddress} Not Applicable

Okta and Mobilelron Cloud deployments

${userEmailAddress} ${userEmailAddress} RFC 822 Name

PingFederate and Mobilelron Cloud deployments

${userEmailAddress} ${userEmailAddress} RFC 822 Name
F5
${userEmailAddress} ${userEmailAddress} RFC 822 Name

TABLE 13. MOBILEIRON TUNNEL CERTIFICATE FIELD MAPPING IN MOBILEIRON CORE
LDAP for Mobilelron Core deployments Certificate SAN Type in SCEP
Idaptive
EmailAddress SEMAILS RFC 822 Name
ADFS
sAMAccountName $USERID$ RFC 822 Name
distinguishedName $USER_DN$ Distinguished Name
Okta
userPrincipalName SEMAILS RFC 822 Name
PingFederate
userPrincipalName SEMAILS RFC 822 Name
F5
userPrincipalName SEMAILS RFC 822 Name

« Tomake it easier to configure mobile application single sign-on, upload a sample Tunnel certificate and
assign user friendly names to each field in the certificate. For more information, see User Certificates.

Procedure

1. In Mobilelron Access, go to Settings > Tenant Settings.
2. ForDelegated IDP, click the toggle to ON to enable delegated I1dP.
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Configuring Access as the delegated IdP

3. Navigate to Profile > Federation.

FIGURE 40. FEDERATION PROFILE

Profile { Federation

Federation
Hide Description
Caonfigure a trust between the Service Provider(SP), Identity Provider(IDP) and Access Control for Cloud Service.

Important: Ensure that you have federation{Single Sign-on) setup between the SP and IDP before proceeding.

n Review the critical errors and warnings below. The issues may cause the federation to stop working.

+ Delegated IDP

How to configure Access as Delegated IdP.

4. Click Add Pair and select Delegated IdP.

FIGURE 41. SELECTIDP FOR DELEGATION

Add

Delegated IDF Choose Identity Provider

(1) choose identity
Provider .. .
2 Configurs Identity @ aaptiv ] MICFOSOﬂ'. okta
Provider n oy

3 Enable Unmanaged
Device Authentication

5. Click the appropriate IdP to configure identity provider settings.
Select Custom Identity Provider for any other provider other than the available identity providers.

6. Select the signing certificate.
A default signing certificate is selected. You can select a different signing certificate from the drop-down
list.

7. Select "Validate signature for authentication requests sent by the service provider". For backward
compatibility, this option is unchecked for the existing pairs. Ensure that the SP/IdP metadata is updated
and enable the checkbox.

8. (Optional) Select the check box for Encrypt SAML assertions.

Upload the service provider (SP) metadata from the original identity provider (1dP).
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Configuring Access as the delegated IdP

10. For mobile app single sign-on do the following:
a. From the Reference Client Certificate drop-down list, select the sample Tunnel certificate.
b. Inthe SAML Subject Configuration section:

o ForType,
If your IdP is Idaptive, select Email.
If your IdP is ADFS, select Persistent.
If your IdP is Okta, select Email.
If your IdP is PingFederate, select Email.

« For Get Value From, select SAN of type rfc822Name.
The instance maps to the order it is listed in the certificate configuration in UEM.

C. (Only if your IdP is ADFS) In the SAML Attribute Configuration section:
NOTE: SAML Attribute Configurationis not needed for Okta and PingFederate, irrespective

ofthe SP.
Name Get Value from Additional transforms
UserlD SAN of type rfc822Name -
UserDomain SAN of type directoryName: dn:domain
Instance 1

d. If you selected Encrypt SAML assertions, select the encryption algorithms.
The options for encryption algorithms are only visible if you selected Encrypt SAML assertions.

11. Click Next.

12. (Optional for Okta Manual Setup) For Unmanaged Device Authentication, check Enable policy and
configurations for handling authentication of Unmanaged Mobile Devices via IDP.
Enabling the option directs authentication traffic from unmanaged devices to the original IdP for forms-
based authentication.
If the original IdP is Okta or PingFederate, the option to upload IdP metadata becomes available.
This option is not available for ADFS because the metadata for ADFS, uploaded earlier in the
configuration, includes both SP and IdP metadata.

NOTE: Thisset upis for Okta manual setup only. Follow the Cookbook for Okta automated
setup for automated setup.
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13.

14.

15.

16.

NOTE:

Configuring Access as the delegated IdP

FIGURE 42. UNMANAGED DEVICES AUTHENTICATION

Add Cancel

Delegated IDP Okta

Okta is the foundation for secure connections between people and technology. By harnessing the power of the cloud, Okta allows people

strong security protections.

Choose Identity
Provider

Configure Identity

- Unmanaged Devices Authentication
rovider

Authentication requests from Unmanaged Devices will be looped back by MI Access to IDP for authentication. If this feature is not
Enable Unmanaged enabled the Unmanaged Mobile Device authentication requests will be blocked
Devices

Authentication @ Enable policy and configurations for handling authentication of Unmanaged Mobile Devices via IDP

IDP Service Provider / Application Proxy Metadata

Provide Application metadata for IDP. This will serve as Service Provider metadata for Access to redirect Authentication traffic of
unmanaged mobile devices without blocking them

@ Upload Metadata Metadata URL

No Metadata selected

Drag and drop file here
OR

Choose File

(Optional) For Okta or PingFederate, if you enabled Unmanaged Device Authentication, upload the IdP
metadata downloaded from the respective I1dP.

Click Done to complete the configuration.

In Profile > Federation, click on the IdP listed in Delegated IdP and download the Access IDP
Metadata. If Unmanaged Device Authentication is enabled, you will also see Access SP Metadata.
Download the Access SP metadata as well.

(Optional) If your IdP is ADFS, click Download the Powershell Command for ADFS.

If there are changes to the SP or delegated IDP metadata, Access detects these changes and
notifies the administrator via email.

The following alert message also displays for the federated pairin Access > Delegated IDP:
SP/Application metadata (IDP) has changes. For the delegated IDP, click Actions > Sync
SP/Application metadata (IDP) to update the metadatafile in Access.

An email notificationis sent to the Access administrator after the sync.

Next steps

« Set up the IdP for delegation to Access. This includes uploading the Access IdP, and the Access SP, if

applicable, metadata to the IdP. Upload the Access IdP metadata in the IDP where delegations are
configured. Upload the Access SP metadata in the IdP where service providers are configured. Do one of
the following:

o If your IdP is ADFS, run the PowerShell script in ADFS. This is the same PowerShell script you
downloaded from Access. The PowerShell script contains the commands to setup delegation to
Access.

See PowerShell commands for ADFS.
See also Using Access as a Delegated IdP for ADFS.

o IfyourldP is Okta, see Okta as Delegated |dP (Manual Setup) and Okta as Delegated |dP
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PowerShellcommands for ADFS

(Automated Setup).
o IfyouldP is PingFederate, see Access as Delegated IdP for PingFederate
« If you enabled unmanaged device authentication, ensure that the conditional policies applied to the
Delegated IdP configuration does not block unmanaged devices.

Related topics

«» Signing certificates
« ldentity provider (IdP) metadata
» Encrypting SAML assertions

« Conditional policies

PowerShell commands for ADFS
Mobilelron Access provides PowerShell scripts for the following:

« SetupAccess as the delegated IdP in ADFS

« Create a new Access theme in ADFS foriPads running iOS 13

The PowerShell scripts eliminate the need to copy and paste the commands. The PowerShell scripts can be
downloaded from Profile > Federation and run on your machine.

The following describes how to use the PowerShell scripts:

o Running the PowerShell scrip to set up Access as the delegated IdP in ADFS

« Using the PowerShell script to create a new Access theme in ADFS for iPadOS 13 upgrades

Running the PowerShell scrip to set up Access as the delegated IdP in ADFS

The commands to set up Access as the delegated IdP in ADFS are provided as a PowerShell batch script that can
be downloaded and run on your machine. After you create a delegation for ADFS in Access, the link to download
the PowerShell batch script becomes available in the listing for the delegated IdP in Profile > Federation.

Running the script as described allows you to set up Access as a Claims Provider Trust in ADFS. When Access
presents its claims to ADFS, ADFS serves the corresponding Relying Party, such as Office 365 or Salesforce, and
allows the user to authenticate to the Relying Party. The Relying Party, such as Office 365 or Salesforce, must
also be configured in ADFS.

If authentication of unmanaged devices is enabled in the delegated IdP configuration in Access, the PowerShell
script also adds Access as a Relying Party with all required claims in ADFS.
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Using the PowerShellscript o create anew Access theme in ADFS foriPadOS 13 upgrades

Before you begin

« Ensure that you have PowerShell Administrator permissions.
« Depending on your ADFS version, run one of the following commands to get the Active Directory identifier:
o ForADFS 4.0: (Get-AdfsClaimsProviderTrust -Name "Active Directory").Identifier
o For ADFS 3.0: Get-ADFSProperties
Look for the value for Identifier.

Procedure

1. Download the PowerShell script.
a. InAccess, gotoProfile > Federation.
b. Forthe ADFS listed, click the three vertical dots in Actions.
c. Click Download Powershell Commands for ADFS to download the script.

2. Run the following command in PowerShell:

.\MICROSOFT_ADFS_SP_WSFED-script.psl -activeDirectoryIdentifier
"ActiveDirectoryIdentifier" -sourceAdfsWebThemeName default -targetAccessWebThemeName
"AccessThemeName"

You will be prompted to enter values specific to your environment.
For ActiveDirectoryldentifier, enter your enterprise Active Directory identifier.

For Access ThemeName, enter any name. This the web theme name for Access. ADFS automatically
creates the web theme name based on the name you enter.

Using the PowerShell script to create a new Access theme in ADFS for iPadOS 13 upgrades

The iPadOS 13 upgrade PowerShell script creates a new Access theme in ADFS so that authentication traffic from
iPads running iPadOS 13 is redirected to Access.

Note The Following:

» The iPadOS 13 upgrade PowerShell script becomes available only if you have an existing delegated IdP
setup with ADFS. If you are creating a new delegated IdP setup with ADFS, follow the procedure in
Running the PowerShell scrip to set up Access as the delegated IdP in ADFS.

» The upgrade script does not overwrite or delete any existing web theme in your environment. It creates a
new theme from an existing source theme that you specify.

Before you begin

Ensure that you have PowerShell Administrator permissions.
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Using the PowerShellscript o create anew Access theme in ADFS foriPadOS 13 upgrades

Procedure

1. Download the PowerShell script.

a. InAccess, goto Profile > Federation.

FIGURE 43.IPADOS 13 UPDATE SCRIPT

. misentry11 Default Policy 2019/08/06 4:45 PM a=CJ f
B" Microsoft =l
~
Access IDP Metadata{Upload to IDP) \iew | Download | Copy URL
Access SP Metadata(Upload to IDP) View | Dawnload | Copy URL

IiPadOS 13 Upgrade Powershell Script Download I

b. Forthe ADFS listed, foriPadOS 13 Upgrade Powershell Script, click Download.

2. Run the following command in PowerShell:
MICROSOFT_ADFS_SP-iPad0S13-upgrade-script.psl
3. Enter values that are specific to your environment.
For ActiveDirectoryldentifier, enter your enterprise Active Directory identifier.
Run one of the following commands to get the Active Directory identifier based on the version of ADFS:
o ForADFS 4.0: (Get-AdfsClaimsProviderTrust -Name "Active Directory").Identifier
e For ADFS 3.0: Get-ADFSProperties
Locate the value for Identifier.

4. Enter the source web theme name from which to create the new web theme.
TIP: Enter the existing Access web theme name. A duplicate of the Accessweb theme is
created.
5. Enter a new target web theme name for the new web theme.
ADFS automatically creates a new web theme name based on the name you enter.
If you provide an existing web theme name, the script prompts you to enter a new name.

After the new web theme is created, you are presented with the following options:

« Apply customized ADFS web theme to all Relying Party Trusts: Select this option to apply the new
web theme to all Relying Party Trusts.

« Do not apply ADFS web theme now. Exit: Select this option to save the web theme and exit
PowerShell without applying to any Relying Party Trusts. If you need to apply the new web theme to only
some Relying Party trusts in your environment, contact your ADFS administrator.
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Conditional Access

Mobilelron Access allows you to define which applications and IP network ranges can access a cloud resource.
You define the apps and IP network ranges that can access the cloud resource in conditional policies and rules in
Access.

Conditional policies

A conditional policy is a set of conditional rules, which can be applied to a federated pair. A conditional policy can
contain multiple conditional rules.

A default policy is automatically created when you do the initial setup through the setup wizard. The default policy
is automatically applied to a federated pair if no other policy is applied. You cannot delete the default policy, you
can only edit it. The default policy automatically includes a set of predefined rules. You can create additional
policies. However, only one policy can be applied to a federated pair with the exception of the Active Logon policy,
which can be applied in addition to another policy.

You can do the following in a policy:

+ Add or delete rules.

* Move rules up or downin the list.
» Change the action on arule.

* Disablerules.

Adding a new conditional policy
To add a new conditional policy in Mobilelron Access, go to Profile > Conditional Access.
Before you begin

Before you create conditional access policies and rules, verify that traffic is flowing as expected between
Mobilelron Access, the identity provider (IdP), and the cloud service provider (SP). See Verifying traffic flow

Procedure

1. Inthe Mobilelron Access administrative portal, go to Profile > Conditional Access.
2. Click +Add Conditional Policy to add a new conditional policy. The new policy is created.
3. Edit this policy appropriately. You can enter a name and description for the policy.

NOTE: The General Bypassrule is created by default when you add a new policy.
4. Click Publish to make the changes available.
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Conditional rules

Conditional rules define which app, devices, or users are allowed or blocked access to the service provider.
Conditional rules are contained in a policy. The rules are applied in the order they are listed in the policy. The top
row is evaluated first. If the rule condition is not met, the next rule is evaluated. If rule condition is met, the action
associated with the rule is taken and all other rules are skipped. You can change the order of the rules by moving
the rule either up or down in the list.

Conditional rules allow or block access to a cloud resource based on the following:

*  Tunnel information

» Userinformation

* |IP network range
You can limit traffic to allow only the configured IP network range, or block traffic from the configured IP
network range.

TIP: Go to Reports > Access to view the source IP for the authentication traffic.

* Source IP or headers added by a HTTP proxy or load balancer.

« Useragent (app) accessing the cloud service
The user agent is a short string provided by the app accessing the cloud service. The user agent string
identifies the app.

TIP: Go fo Reports > Access to view the user agent string for the authentication fraffic.

Adding a conditional rule
You add a conditional rule to a conditional policy.

Procedure

In the Mobilelron Access administrative portal, go to Profile > Conditional Access.

Expand the policy row to which you want to add the conditional rule.

Click +Add Rule to add a new conditional rule.

Click a predefined or customizable rule.

Complete the requested fields for the rule.

Click Done to save the rule.

The rule appears at top of the list. To reorder the list, select the rule and move it to the preferred position in the
list.

7. Click Publish to make the changes available.

S e

Related topics

* Predefined conditional rules
e Customizable conditional rules

Predefined conditional rules

Mobilelron Access provides a set of predefined conditional rules. These rules are automatically added to the default
policy when the default policy is created. You cannot change a predefined rule. You can do the following to a
predefined rule:
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* Delete the rule.

« Change the action on the rule.

*  Move the rule up or down in the list.
* Disabletherule.

The General Bypass rule is a special predefined rule that is automatically added to all new policies and it is the last
rule in the policy. The rule cannot be moved up in the list or be disabled. You can only change the action on the rule.

TABLE 14. PREDEFINED CONDITIONAL RULES DESCRIPTION

Rule name Description Default
action
Trusted App and Device Determines whether conditional access rules are applied to apps Allow

that use AppTunnel. These apps are AppConnect apps that use
AppTunnel and managed apps that use Tunnel.

Untrusted Apps oniPad Determines if unmanaged apps on an iPad are allowed or blocked. Block

Untrusted Apps oniPhone | Determines if unmanaged apps on an iPhone are allowed or Block
blocked.

Untrusted Apps on Determines if unmanaged apps on Android are allowed or blocked. Block

Android

Untrusted Apps on Determines if unmanaged apps on Windows 10 are allowed or Block

Windows 10 blocked.

Android for Work Determines whether the untrusted devices are enabled to register Allow

Registration for Android for work.

NOTE: If your deploymentis Access + Standalone Sentry,
ensure that your Standalone Sentry versionis 8.5.0
through the most recent version as supported by
Mobilelron.

iOS Native Email OAuth Controls (allow/block) access to the IdP from iOS 10.3 native email | Allow
client using OAuth.

NOTE: Thisrule is not automatically added to the default
policy.

General Bypass Determines if unmanaged apps on devices are allowed or blocked. Allow

This rule cannot be deleted, disabled, or moved up in the list. You
can only edit this rule.

Customizable conditional rules

You can customize the following set of conditional rules:
*  Tunnel Rule. For more information, see Tunnel rule.

Mobilelron Access Guide | 112



Tunnelrule

* User Info Rule. For more information, see User Info Rule.

* Network Rule. For more information, see Network Rule.

* App Rule. For more information, see App Rule.

* Advanced Network Rule. For more information, see Advanced Network Rule.

*  Multi-Factor Authentication: For more information, see Multi-factor Authentication
* Request Header Rule: For more information, see Request Header Rule.

* Desktop Trust Rule. Forinformation, see Desktop Trust Rule.

Tunnel rule
Add a Tunneled rule to control access for tunneled apps. The following describes the fields in the Tunnel Rule.

TABLE 15. TUNNEL RULE FIELD DESCRIPTION

Item Description

Name Enter a name for the rule.

Description Enter descriptive text for the rule.

Action From the drop down menu, select one of the following:

Allow: Allows traffic from the specified Tunneled application.
Block: Blocks traffic from the specified Tunneled application.
Warn: Warns traffic from the specified Tunneled application.

Follow Policy: Applies the conditional policy that you choose from the existing
list.

User Info Rule

Add a User Info Rule to control access for an user or an user group. By default, all the fields in the SAML assertion,

including subject and any attributes are matched against the values specified in this rule.

+ Add attribute names in this rule if you want to match the values specified in this rule only to the attribute you
specify here.

» If youwant the values specified in this rule to match all attributes, use the attribute name "*".
Values can be user IDs or group IDs. If you configure your Identity Provider to include a group ID to match
against, it enables you to configure a small list of group IDs instead of a large list of individual user IDs.

TABLE 16. USER INFO RULE FIELD DESCRIPTION

Item Description
Name Enter a name for the rule.
Description Enter descriptive text for the rule.

SAML Assertion Field Select the SAML Subject checkbox if you want the UserinfoRule to match the
SAML Subject. The default option is set to true.
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TABLE 16. USER INFO RULE FIELD DESCRIPTION (CONT.)

Item Description

Enter the Attribute Name. For example, *.abcd.

If the username or the group is part of the Attributes in the SAML response, then
the Attribute name must be added here or the * must match with all of the attributes
if any in the SAML response.

Match With From the drop-down menu, select one of the following:

* Add: Lets you add users to the list to configure the rule.

* Upload to Append: Lets you upload a text file with one user or group per line.

» Upload to Replace: Lets you replace the existing list of users with a new list
of users in a new text file.

NOTE: Mobilelronrecommends to use .txt format files to upload the users.
The file must contain only one user per line.

Action From the drop-down menu, select one of the following:

* Allow: Allows traffic from the specified User or User group.

» Block: Blocks traffic from the specified User or User group.

*  Warn: Warns traffic from the specified User or User group.

* Follow Policy: Applies the conditional policy that you choose from the existing
list.

Network Rule

Add a Network Rule to control access from an IP network range. The following describes the fields in a Network
Rule.

TABLE 17. NETWORK RULE FIELD DESCRIPTION

Item Description

Name Enter a name for the rule.

Description Enter descriptive text for the rule.

Action From the drop down menu, select one of the following:

Allow: Allows traffic from the specified IP address range.
Block: Blocks traffic from the specified IP address range.
Warn: Warns traffic from the specified IP address range.

Follow Policy: Applies the conditional policy that you choose from the existing
list.
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AppRule

Item

Description

Start IP Mask or CIDR
Network Address

Enter the start address for the IP address range.

The IP address can be in the form of an IPv4 address or CIDR.

End IP Mask or CIDR
Network Address

Enter the end address for the IP range.

The IP address can be in the form of an IPv4 address or CIDR.

App Rule

Add an App Rule for an app or device platform to allow or block the app or device platform. The following describes

the fields in an App Rule.

TABLE 18. APP RULE FIELD DESCRIPTION

Item Description
Name Enter a name for the conditional rule.
Description Enter descriptive text for the conditional rule.
Action From the drop down menu, select one of the following:
Allow: Allows traffic from the specified Application.
Block: Blocks traffic from the specified Application.
Warn: Warns traffic from the specified Application.
Follow Policy: Applies the conditional policy that you choose from the existing
list.
Matching Algorithm From the drop down menu, select one of the following:
Regex: Select if you plan to use a regular expression for the user agent.
Wildcard: Select if you plan to use wildcard for the user agent
Literal: Select if the rule should exactly match the configured expression.
Expression Enter an expression for the app, based on the matching algorithm you selected.
TIP: Check the Reports view to see the user agentsin the traffic for
authentication.
Case Sensitive Select if the rule should consider the case configured in the expression.
Partial Match Select if the rule can be applied to a partial match of the configured expression.
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Advanced Network Rule

Add an advanced network conditional rule to control access based on source IP and/or headers added by an HTTP
proxy or load balancer. For more information, see https://community.mobileiron.com/docs/DOC-7127.

FIGURE 44. ADDING ADVANCED NETWORK RULE

Create Advanced Network Rule

Rule to control access based on sowrce IF or headers added by a HTTF proxy or load balancer.
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= OF ranges addresses o . U=ed 1o exdude cerain sub IP ranges fi ource [P Ranges'.

7~

IPwd or CIDR Metwork Address{es) IPv4 or CIDR Metwork Address(es)

0 Itemis) Add New 0 ltem(s) Add New

# Configure Header Rule

When specified, this aclion is applied anly il the selecied HTTP header (added by HTTP
praxies) contains cerlain [P addresses

Header Rule Configuration

HTTF Header

Salect the HTTP header containing client IP addresses.

X-Forwarded-For v
Header IP Ranges lgnored Header IP Ranges
This action is applied only if the configured HTTF header contains a dient P address I the configured HTTP header conlains an IP address bedonging 1o any of the
belonging to any of the Tollowing IP addresses or ranges following IP addresses or ranges, thal IP address in the HTTP header is ignored
& &
IPwd or CIDR Metwork Address{zs) IPv4 or CIDR Metwork Address{es)
0 Itemis) Add New 0 ltem(s) Add New

Rule Action

Select Action "

The following describes the fields in an Advanced Network Rule.
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TABLE 19. ADVANCED NETWORK RULE FIELD DESCRIPTION

Item Description
Name Enter a name for the conditional rule.
Description Enter descriptive text for the conditional rule.

Source IP Setting

Source IP Ranges * Click Add New to add the IP address manually. Enter the Source IP address
range that must be IPv4 or CIDR Network Address. For example: 192.168.0.1
or 192.168.0.0/24

» Select Upload to Append to upload a fine and append the IP addresses to the
existing IP address.

Select Upload to Replace to replace all the IP address with the IP address
from the uploaded file.

Upload a text file containing the IP addresses in CIDR format or the normal IP
Address format. The maximum number of allowed entries of IP address(es) in
the text file is 1000 for successful upload of IP address(es).

Excluded Source IP Exclude Source IP range is required when you have a large IP range that to
Ranges configure for source IP and exclude subsets of that range from the consideration.
For example:

The rule must be configured for the range 192.168.0.0 — 192.168.0.255. However,
you might not want IP ranges from this set. The IP ranges to be excluded are
192.168.0.0 — 192.168.0.3 and 192.168.0.8 — 192.168.0.11.

a. Configure the source IP range as 192.168.0.0/24.

b. Inexclude IP range, add 192.168.0.0/30 and 192.168.0.8/30.

Procedure

* Click Add New to enter the sub IP address range that you wish to exclude from
the Source IP ranges. For example: 192.168.0.1 or 192.168.0.0/24

* Use the drop-down list to Upload to Append or Upload to Replace an IP
address range.
You must upload a plain text file with each line containing an IP address or a
CIDR network. The maximum number of IP range entries supported is 1000.

Configure Header Rule - Select the check-box to configure the Header Rule.

By default, this checkbox is enabled. Deselect the checkbox to create a rule without headers.

Header Rule Configuration

HTTP Header Select one of the HTTP header types containing client IP addresses.
» X-Forwarded-For
*  X-MS-Forwarded-Client-IP

Header IP Ranges * Click Add New to enter the Header IP range that contains a client IP address.
For example: 192.168.0.1 or 192.168.0.0/24
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TABLE 19. ADVANCED NETWORK RULE FIELD DESCRIPTION (CONT.)

Item

Description

* Use the drop-down list to Upload to Append or Upload to Replace a Header
IP range.
You must upload a plain text file with each line containing an IP address or a
CIDR network. The maximum number of IP range entries supported is 1000.

Ignored Header IP
Ranges

Use the Ignored Header IP Range when you have multiple proxies that always

get added to the header.

* Click Add New to enter the IP address range that the IP address inthe HTTP
header is ignored.

* Use the drop-down list to Upload to Append or Upload to Replace an IP
Header range.
You must upload a plain text file with each line containing an IP address or a
CIDR network. The maximum number of IP range entries supported is 1000.

Action

From the drop down menu, select one of the following:
Allow: Allows traffic from the specified Application.
Block: Blocks traffic from the specified Application.
Warn: Warns traffic from the specified Application.

Follow Policy: Applies the conditional policy that you choose from the existing
list.

Certain deployments masks an X-Forwarded-For header with Z-Forwarded-For before adding its own X-Forwarded-
For header identifying the originating customer IP address. This prevents the internal IP addresses leaking out of
the enforcement nodes. This provides the true static IP address of the user. Hence a request through the proxy will
have a static IP address into X-Forwarded-For header. To set up the Advanced Network Rule that only leverages a
static IP address as X-Forwarder-For header.

« Source IP Setting: 0.0.0.0/0

« Configure Header Rule (X-Forwarded-For) and upload a .txt file (including the static IP)

« Rule action: Allow

« Set the General bypass rule to Block.

All the source IPs are valid unless the IP matches, it is blocked by General bypass rule.

Multi-factor Authentication

For information about adding the multi-factor authentication rule, see Multi-factor Authentication with

Mobilelron Authenticator
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Zero Sign-on Rule

For more information about adding the Zero Sign-on rule, see Fast Identity Online (FIDO2) or Zero Sign-on with
Mobilelron Access

Desktop Trust Rule

For information about adding a desktop trust rule, see the Mobilelron Access Desktop Trust Agent Guide.

Request Header Rule

Add the Request Header Rule to match the value of a HTTP request header with a specified pattemn. The Request
Header rule is very similar to the App rule; however, you can select any header name other than just the User-
Agent.

Use case: When the user has Mobilelron Access federated with Microsoft ADFS and Office 365 and then tries to
register a device, it gets blocked by the untrusted Apps on Windows 10 rule. If you use the Azure Domain
integration, then the actual MDM registration is also done by Azure.

Due to the current policies, there is no option to allow device registrations on these Windows 10 devices except
from allowing Edge.

The new Request Header Rule thus helps to match the value of any HTTP request header with a specified pattern.
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FIGURE 45. REQUEST HEADER RULE

Create Request Header Rule

This rule malches value of a HTTP request header with a specified paiterr

Expression

Casze Sensitive
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Remember decision across requests of a single login
Rule Action

Allow

The following table lists the fields in a Request Header Rule:

TABLE 20. REQUEST HEADER RULE FIELD DESCRIPTION

Request Header Rule

Item Description

Name

Enter a name for the conditional rule.

Description

Enter descriptive text for the conditional rule.

Request Header Name

Enter any appropriate header name such as User-Agent.

Matching Algorithm

From the drop-down menu, select one of the following options:

Regex: Select if you plan to use a regular expression the header

name.
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Policy chaining

Item Description
Wildcard: Select if you plan to use wildcard for the header name.
Literal: Select if the rule should exactly match the configured
expression.

Expression Enter an expression for the app, based on the matching algorithm

you selected.

TIP: Check the Reports view to see the header name that
you mentioned in the traffic for authentication.

Case Sensitive

Select if the rule should consider the case configured in the
expression.

Partial Match

Select if the rule can be applied to a partial match of the configured
expression.

Remember decision across
requests of a single login

Select this checkbox to remember the action for the first request
and to apply the same action for the rest of the requests.

This action skips the rule evaluation for the remaining requests of
SP login.

Action

From the drop down menu, select one of the following:
Allow: Allows traffic from the specified Application.
Block: Blocks traffic from the specified Application.
Warn: Warns traffic from the specified Application.

Follow Policy: Applies the conditional policy that you choose from
the existing list.

Policy chaining

You can chain a conditional policy to a conditional rule in another policy. When the conditional rule is evaluated and
the conditions in the rule are met, the conditional rules in the chained policy are also evaluated. This allows you to

configure additional conditionals rules to be evaluated for the original rule. This is called policy chaining and allows
additional flexibility in evaluating which apps and IP network ranges can access a cloud resource. You can choose
a policy from the existing list of policies for a rule to follow. You can chain only one policy to a rule.
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Example setup with conditionalrules

In the setup described in this section, traffic from managed apps using AppTunnel (AppConnect apps using
AppTunnel and managed apps using Tunnel) on an iPhone or iPad, and all traffic from laptops, desktops, and

Android and Windows 10 mobile devices flows through Maobilelron Access.

+  Setup with conditional
* Expected behavior with the example setup

Setup with conditional

The following outlines the example setup with conditional rules:

» Configure Salesforce service provider and related |dP in Federated Pairs.
*  Apply Tunnel VPN to the Salesforce app.
»  Configure the following rules in Conditional Access:

TABLE 21. CONDITIONAL RULES

Conditional rule name Action
Trusted App and Device on iOS Allow
Untrusted Apps on iPhone Block
Untrusted Apps oniPad Block
General Bypass Allow

NOTE: The order of the rules matters. Rules are evaluatedin the order they appear.

Expected behavior with the example setup

The following outlines the expected behavior with the example setup:

+ Traffic from the managed Salesforce app on an iPhone and on an iPad will be allowed through Mobilelron
Access. This setup allows apps such as Web@Work that use AppTunnel to also authenticate to Salesforce.

* All other traffic from iPhone and iPad will not be allowed through Mobilelron Access.

» Therefore, on an iPad oriPhone, only traffic from the managed Salesforce app and any apps that use

AppTunnel will have access to Salesforce.

» This setup allows users on other devices to continue to access Salesforce. Other devices include desktops,

laptops, and Windows 10 and Android mobile devices.

For additional examples, see https://community.mobileiron.com/docs/DOC-4100.

Managing policies and rules

You can take the following actions on a conditional policy or rule:
* Disable: Disables the conditional rule. The rule is no longer applied.
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Applying a conditional policy to a federated pair

+ Delete: Deletes the conditional rule or policy. You cannot delete a policy that is applied to a federated pair,
however you can delete conditional rules in that policy.

« Edit: Allows you to edit the settings in a policy or arule.

* Reorder: Allows you to reorder the position of the conditional rule.

Applying a conditional policy to a federated pair

See Assigning a policy to a federated pair.

Editing a conditional policy

Procedure

1. Inthe Mobilelron Access administrative portal, go to Profile > Conditional Access.

2. To edit the name of a conditional policy, click on the edit icon next to the policy name.

3. To edit the description for a policy, click on the edit icon next to the descriptive text.

4. To make changes to the conditional rules in a policy, click on the directional arrow to expand the policy.
See Editing a rule.

5. Click Publish to push the changes associated with the Profile.

Deleting a conditional policy

Procedure

1. Inthe Mobilelron Access administrative portal, go to Profile > Conditional Access.
2. Click on the trash icon next to the policy name you want to delete.

3. Inthe pop up window, click Delete Policy.

4. Click Publish to update the changes associated with the Profile.

Editing arule

Procedure

1. Inthe Mobilelron Access administrative portal, go to Profile > Conditional Access.
2. Click on the directional arrow to expand the policy you want to edit.
3. Click on the Edit icon for the conditional rule you want to edit.
For a description of the fields, see Customizable conditional rules.
4. Click Done to save the changes.
5. Click Publish to update the changes associated with the Profile.

Disabling, enabling, or deleting a rule

Procedure

1. Inthe Mobilelron Access administrative portal, go to Profile > Conditional Access.

2. Click on the directional arrow to expand the profile you want to edit.

3. For each conditional rule you can do the following:
- Disable: The rule is no longer applied.
- Enable: Enables the conditional rule. The rule is applied in the order in which it is listed.
- Edit: Modifies the conditional rule.
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- Delete: Deletes the conditional rule.
- Reorder: Move the conditional rule higher or lower in the list.
4. Click Publish to update the changes associated with the Profile.

Enabling the compliance remediation page

If a device is not in compliance, authentication traffic to Access is blocked and the user is presented with an
Internet unavailable error. The error is logged in Access in Reports > Errors.

Enabling Compliance Remediation Page allows you to specify a customized remediation page to the device user.

Note The Following:

« This feature is not available for Access + Standalone Sentry deployments.

« If split tunneling is configured, only authentication traffic is blocked. All other traffic is allowed to
destination.

Before you begin

Ensure that you have created a remediation page to present to users from non-compliant devices. For information
on creating a custom remediation page, see Adding a remediation page.

Procedure

1. In Mobilelron Access, navigate to Profile > Conditional Access.
2. ForCompliance Remediation Page, slide the toggle to ON.

Profile f Conditional Access

Conditional Access
Hide Description
Conditional Palicy: Group of rules that are assigned to Federated Pair(s) (ex_Sales App Policies, Restricted from HQ Policies) Policy conirols access for an application based on rules.

Note: Ensure the Cloud service provider and Identity Provider sre working together before assigning 2 policy.

> Policy Name: Default Policy | Applies To Federated Fairs: | 1 | Followed by rules: | 0
Description: Default Policy
> Policy Name: ZSO-Palicy Applies To Federated Pairs: | 1 | Followsd by rules: | 0

Description: + Add Description

Compliance Remediation Page

(on ) Shew Default Remediation Page ¥ for non-compliant devices

Note: When turned off, end user's authentication is blocked by gateway if their device is non-compliant so they receive a browser error. The blocked transaction is
logged in the Error repart. If tumed on, gateway would allow the transaction to reach Access. so that Access can present a remediation page. Be advised, this
would impact split-tunneling as the non-Access directed fransactions will not be blocked by gateway.

3. From the drop-down list, select a remediation page.
The remediation page is presented to users attempting to access a cloud service from a non-compliant device.

4. Click Save and publish the changes.
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In an Access deployment, single sign-on (SSO) allows users access to enterprise cloud services from the apps on
their mobile devices without having to enter passwords. Single sign-on is available only for managed apps,
including the Safari browser, on managed devices using Mobilelron Tunnel. Access identifies the user based on the
certificate used to establish the VPN tunnel. Based on the information provided in the certificate, Access generates
a federation response to the service provider (SP) without redirecting the user to the original identity provider (IdP).
Access determines the contents of the federation response based on the Native Mobile Application Single
Sign-On (SSO) configuration in Access, which includes the user identifying information that the SP expects.

The user identifying information that the SP expects is typically available in the enterprise LDAP directory. The
UEM SCEP that Tunnel uses captures the user information from LDAP and makes the information available in the
Tunnel certificate. The Native Mobile Application Single Sign-On (SSO) configuration uses the information
from the Tunnel certificate in the federation response to the SP.

This feature is also referred to as certificate-based single sign-on.
Before you begin

» Ensure that the user identifying information that the service provider (SP) expects is available in the Tunnel
certificate.
The following are examples of user identifying information:
o Email address
o Immutable ID
« Configure the subject alternative names in the SCEP setting for the Tunnel certificate in the UEM.

Example: If you are using the email address and immutable ID as the user identifying information,
configure the following in the subject alternative name:

Type Value

RFC 822 Name SEMAILS

NT Principal Name SUSER_CUSTOM1$
(Required only for Office 365, holds the unique immuatble ID)

o SCEP obtains users information from LDAP. Therefore, ensure that the LDAP settings in Mobilelron UEM
fetch the appropriate attributes from LDAP. If you are using email and immutable ID as the user identifying
information, ensure that the following values are available in LDAP settings in Mobilelron UEM:

o Email: userPrincipalName
o Custom 1: ObjectGUID
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« Formore information, see Appendix, Configuring Mobilelron Cloud for SSO certificates, and Customizing
certificates for single sign-on in Access.

« Tomake it easier to configure mobile application single sign-on, upload a sample Tunnel certificate and
assign user friendly names to each field in the certificate. For more information, see User Certificates.

Procedure

1. In Mobilelron Access, go to Profile > Federated Pairs.
Click +Add New Pair or edit an existing pair.

3. Inthe service provider (SP) configuration page, scroll down to the Native Mobile Application single
Sign-On (SSO) section.
FIGURE 46. APPLICATION SINGLE SIGN-ON ADVANCED OPTIONS
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Get Valus From: | Subject T

Additional transforms

SAML Attribute Configuration

1 Attribute(s) Add New
Name: | Attribute Name
Get Value From: | Subject v =

—

Additional transforms

4. Select Use Tunnel Certificates for SSO.
5. Expand Advanced Options.

6. From the Reference Client Certificate drop-down list, select the sample Tunnel certificate.
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7. Inthe SAML Subject Configuration section, for Type, select
« Unspecified for SAML
« thetype the service provider expects for WS-Fed.

8. For Get Value From, select the certificate field from which to get the value.
You created the user-friendly names when you added the sample Tunnel certificate to Access in the User
Certificates tab.

9. (Optional) For Additional Transforms: Enter the required transforms if the SP expects values that are
derived from the value provided in the certificate.

10. (Optional) SAML Attribute Configuration. The SAML attribute configuration populates the Attribute and
value section of the federation response from Access. Configure this if the SP expects such attributes.
Click New to add each new attribute.

11. (Optional) For Encryption Algorithms, select the data encryption algorithm and the key transport
algorithm.
The encyrption options are available only if Encrypt SAML assertions is enabled.

12. (Optional) Click the View SAML Assertion Example Based on Specifications Below link to verify that
the SAML assertion contains the required user-identifying information.

Related topics

» Forinformation about configuring the assertion fields in a federation response, see Customizing certificates for
single sign-on in Access.
»  Forinformation about encrypting SAML assertions, see Encrypting SAML assertions
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Split Tunneling

In a Mobilelron Access deployment, all authentication traffic for the federated pairs configured in

Mobilelron Access goes through Access using Mobilelron Tunnel VPN. Depending on the type of Mobilelron
Access deployment, all other traffic through Tunnel VPN goes directly to the destination server or through
Standalone Sentry. Split tunneling allows you to control which traffic goes through Standalone Sentry to on-
premise enterprise resources and which traffic goes directly to the destination.

For example, you may need to configure split tunneling if your deployment uses Tunnel VPN:

+ toauthenticate to a service provider (SP), such as Salesforce, via Access.
» toaccess an internal SharePoint server such as sharepoint.mycompany.com via Standalone Sentry.

In the example, federated authentication traffic to Salesforce goes through Access, traffic to the SharePoint server
goes through Standalone Sentry, and data traffic to Salesforce goes directly to the destination.

Split tunneling is supported for both Access and Access + Standalone Sentry deployments.
The following topics provide additional information about split tunneling:

« Split tunneling in an Access + Standalone Sentry deployment
« Split tunneling in an Access deployment

« Split tunneling for Android

o Split tunneling for iOS and macOS

o Overview of steps for configuring split tunneling in Access

Split tunneling in an Access + Standalone Sentry deployment

Inan Access + Standalone Sentry deployment, all authentication traffic for the federated pairs configured in
Mobilelron Access goes to Access. All other Tunnel VPN traffic goes through Standalone Sentry. Split tunneling
allows you to specify how the traffic that is not federated through Access is handled. You can specify whether the
traffic goes through Standalone Sentry or directly to the destination.

NOTE: Split Tunneling is disabled if all the Sentry profiles from VPN are removed from all the registered
EMMs.
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Split tunnelinginan Access deployment

FIGURE 47. SPLIT TUNNELING IN AN ACCESS + STANDALONE SENTRY DEPLOYMENT

Split tunneling in an Access deployment

In an Access deployment, by default, all authentication traffic for the federated pairs configured in Access goes to
Access. All other traffic goes directly to the destination. However, you may require that some traffic go through
Standalone Sentry to access on-premise enterprise resources. In such cases, you configure split tunneling to do
the following:

» Authentication traffic for federated pairs configured in Access goes through Access.
« Traffic to on-premise enterprise resources goes through Standalone Sentry.
» All other traffic goes directly to destination.

FIGURE 48. DEFAULT SPLITTUNNELING IN AN ACCESS (WITHOUT STANDALONE SENTRY) DEPLOYMENT
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Split tunneling for Android

FIGURE 49. SPLIT TUNNELING ACCESS (WITHOUT STANDALONE SENTRY) AND STANDALONE SENTRY

Split tunneling for Android

For Android apps, split tunneling is configured in the Tunnel VPN configuration for Android or in the Tunnel for
Android enterprise configuration. Split tunneling using Tunnel for Android native and Android enterprise is handled in
the Tunnel configuration for those devices. See the Mobilelron Tunnel for Android Guide for Administrators for
information about setting up split domains and routes lists.

NOTE: Inan Access deployment, funneling to both enterprise cloud services and to on-premise
enterprise resources is not supported with Tunnel for Samsung Knox Workspace.

Split tunneling for iOS and macOS

ForiOS apps and macQOS, split tunneling is configured in Mobilelron Access in Profile > Split Tunneling. The
split tunneling configuration in Mobilelron Access is only applicable to Tunnel for iOS and macOS.

Overview of steps for configuring split tunneling in Access

The following is an oveview of steps for configuring split tunneling in Access:

1. Enabling split tunneling

2. Adding domains for split tunneling

Enabling split tunneling

The split tunneling feature is disabled by default.
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Adding domains for split ftunneling

To configure split tunneling for iOS devices, enable split tunneling and configure the domains to go to
Standalone Sentry or direct to destination.

Deleting a Standalone Sentry configuration from an UEM and performing a sync removes the Standalone Sentry
data from Access. This also disables split tunneling. To stop traffic from being redirected, Publish the changes in
Access.

Before you begin

+ Toaccess on-premise enterprise resources through Standalone Sentry, ensure that you have deployed
Standalone Sentry and that the Standalone Sentry is selected in the Tunnel VPN configuration.

* InanAccess + Standalone Sentry deployment, ensure that you have an SP and IdP pair configured. An
Access profile is created only if an SP-IdP pair is configured. Assign Standalone Sentry to the profile.
Assigning the Standalone Sentry to an Access profile, allows Standalone Sentry to pull the Access
configurations, which includes the spilit tunneling configuration. The SP-IdP pair can be an SP-IdP pair with
dummy data.

Procedure
1. In Mobilelron Access, go to Profile > Split Tunneling.
The Split Tunneling Configuration page displays.
2. For Enable Split Tunneling, move the toggle to On.
By default, traffic that does not go to Access goes directly to destination.
3. To change the default behavior, click the link next to Default Action.

Related topics
For more information, see https://community.mobileiron.com/docs/DOC-6117.

NOTE: When you enable split tunneling, the Tunnel authentication fraffic fo Access rule is added by
default. Thisrule is the default domain to which traffic is sent. The rule cannot be edited.

Adding domains for split tunneling

Add destination domains to configure which domains go directly to the destination and which domains go via
Standalone Sentry.

Before you begin

» Verify that the Tunnel-enabled apps and Safari are tested before deploying to production. This is because
enabling or disabling split tunneling in Access impacts the traffic through Tunnel .
»  Verify that split tunneling is enabled in Mobilelron Access. See Enabling split tunneling .

Procedure

1. In Mobilelron Access, go to Profile > Split Tunneling.

The Split Tunneling Configuration page displays.

Click Add Domain.

In the Add Split Tunneling Rule pane, enter the name for the rule.
(Optional) Enter a description for the domain.

In the Split Tunnel Config section, enter the destination domain.

o
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Adding domains for split ftunneling

Examples: login.example.com or *.example.com
In the Action drop-down, select the appropriate action.

- Send to destination via Sentry: Traffic destined to the domain is sent to Standalone Sentry.
Send directly to destination: Traffic destined to the domain goes directly to the destination.

Click Done. The domain rule is added to the table and is enabled by default.

Click Publish to make the changes available.
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Branding

The Branding page allows you to customize what users see if an app on a device cannot access a cloud resource.

Branding overview

You configure branding in Profile > Branding. Mobilelron Access provides the following options to customize the
branding and messaging that users see in the interaction pages on their device.

FIGURE 50. BRANDING OPTIONS

Show

Show

>

>

The foll

Profile | Branding

Branding

Hide Description

Provide your company specific branding and customize the content for Mobilelron Authenticator and Zero Sign-on workflows. This will be presented to a user on various user-interaction pages, notification pages and the mobile application. This feature can be used by admins to convey critical message to
end users for different scenarios during Authentication such as access denial, or user warnings or service unavailability.

Company Logo

Description

Drag and drop file here
OR

Choose File

M wicth: 2605 snd M haigh: 0 | File types: PG, JPG, JPEG
Remediation Page
Show Desc

- Add Remediation Page

> Page Name: Default Remediation Page

Tiption

Description: This page is shown to users when a conditional policy blocks access to the application

Service Unavailable Page

Description

Page Name: Service Unavailable Page
Description: This page is displayed to end users when

ncounters an intemal or external error with your Identity Provider (IDP)

+ Add Waming Page

Page Name: New Warning Page 3
Description: This page s shown to users by default when a Conditional Access Rule action is warn

Company Logo: Upload your company logo to customize what device users see in interaction pages for
Zero Sign-on and Authenticator. See, Configuring branding for Zero Sign-on.

Remediation Page: Use this page to customize the message that device users see if a conditional rule
blocks access to an application. You can redirect device users to a URL or create a custom error page.
You can add a different remediation page for each conditional rule to block access to an application. See,
Adding a remediation page.

Service Unavailable Page: Use this page to customize the message that the device users see if an
application cannot access the cloud service or any other reason. For example, the service may not be
available due to network issues. You can redirect device users to a URL or create a custom error page.

Warning Page: Use this page to customize the message that device users see when conditional access
rule has the action set to wamn. You can allow users to continue through this warning.

owing default interaction pages are available:
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Branding overview

« Interaction page when access to cloud application is blocked on desktop and Mobile
« Interaction page when the service is unavailable on desktop and mobile

« Interaction page when access to cloud application is blocked on desktop and Mobile

FIGURE 51. INTERACTION PAGE WHEN ACCESS TO CLOUD APPLICATION IS BLOCKED ON DESKTOP AND
MOBILE

BLOCKED

‘Your access to this Cloud Application
is blocked for security reasons

This application has been
blocked as per your company
policy.

Please contact your
administrator

o

POWERED BY | )4 Mobilelron

This application has been blocked as per
your company policy.

Please contact your administrator

Powered by i“ mobileiron
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Branding overview

FIGURE 52. INTERACTION PAGE WHEN THE SERVICE IS UNAVAILABLE ON DESKTOP AND MOBILE

SERVICE
UNAVAILABLE

We have encountered an issue that
prévents access to your application.

We have encountered an issue
that prevents access to your
application.

Please try again. If the issue
persists, contact your
administrator.

>

FOWERED BY | '4 Makslelron

ERROR

We have encountered an issue that prevents
access to your application.

Please try again. If the issue persists,
contact your administrator.

Pawered by "1 mobileiron
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Branding overview

FIGURE 53. INTERACTION PAGE WITH A WARNING FOR SECURITY REASONS

WARNING

Your access 1o this Cloud Ap
5 blocked for security

WARNING !!

Device must be registered with
Mobilelron Security and this
application must be
downloaded from Mobilelron
Apps@Work for continued
access to it. Failure to conform
will deny access to this
application. Please follow
instructions below to conform
with our company security

policy.

mmsr"m

WARNING

WARNING

This device must be registered with
Mobilelron and this application must be
downloaded from Mobilelron Apps@Work for

continued access to it. Please contact your
administrator for instructions.

Powered by j4 mobileiron
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Adding aremediation page

Adding a remediation page

A remediation page is presented to device users if a conditional rule blocks access to a cloud service. You can
customize the default remediation page that is provided or you can create a new remediation page. You can create
separate remediation pages for each conditional rule to customize the remediation actions that device users see.

After you create a remediation page, navigate to Profile > Conditional Access to associate the remediation page
with the conditional rule.

Before you begin

« If yourdeployment is Access + Standalone Sentry, verify that you have installed Sentry 9.1.2 through the
most recently released version as supported by Mobilelron.

« Verify that you have a working federated pair before enabling this feature.

Procedure

1. Navigate to Profile >Branding.
2. Click Add Remediation Page in the Remediation Page Branding panel.
The new Remediation page is added below the default remediation page.
3. Customize and preview the remediation page.
4. (Optional) The administrator can choose to associate an appropriate Remediation page with the rule.
5. Click Publish to apply the conditional rule with the profile.

NOTE: Ina Access+Standalone Sentry deployment, there is a delay of fiffeen minutes for Sentry to be
updated.

You can customize what the user sees in one of the following ways. If the branding is not customized, the default
message is displayed to the device user.

« Redirecting device users toa URL

« Creating a customized message

Redirecting device users to a URL

If an application is blocked or the connection fails for any reason, you can redirect the device users to a specified
URL.

Procedure

1. Inthe Mobilelron Access, go to Profile > Branding > Remediation Page or Service Unavailable Page.
2. InPage Options, select | want to redirect users to my website URL.
3. Enterthe redirect URL in the text box for Redirect URL.
The redirect URL must include http:// or https://.
4. Click Save Changes to save the settings.
If a redirect URL is configured in the Remediation Page, device users are directed to the redirect URL if an
application is blocked.
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Creating acustomized message

If a redirect URL is configured in the Service Unavailable Page, device users are directed to the redirect URL
if the cloud service is unavailable. For example, a 503 error.

Creating a customized message

If an application is blocked or the connection fails for any other reason, you can customize the error message
presented to the device user. You can customize the error message by adding your company logo, company name,
custom text, and a Help link.

Procedure

1. Inthe Mobilelron Access administrative portal, go to Profile > Branding > Remediation Page or Service
Unavailable Page.
2. InPage Options, select | want to customize the page presented to users.
3. InCustomization Settings, click Choose File to navigate to the location of your company logo.
The graphic must be no more than 300 pixels wide and 50 pixels high.
If you do not want to upload a graphic, select Remove logo.
4. Enter a Message describing why users have encountered the issue.
You can enter up to 255 characters.

5. EnteraHelp message describing how users can access help or report the issue. You can enter up to 255
characters.

6. Enterthe Help Link. Choose http:// or https://, and enter the URL in the text box.
Enter the Help Link Text that the device users see instead of the URL.
8. Click Save Changes to save the settings.

The Preview section displays the customized message.

N

Device users are now presented with the customized message.

NOTE: Use Resetto Default option, in the Remediation page or Service Unavailable page to restore the
default values when the profile was created.

Creating a customized warning message
You can customize the warning messages to device users when a Conditional Access Rule is set to warn.

Procedure

1. Inthe Mobilelron Access administrative portal, go to Profile > Branding > Warning Page.

2. InCustomization Settings, click Choose File to navigate to the location of your company logo.
The graphic must be no more than 300 pixels wide and 50 pixels high.
If you do not want to upload a graphic, select Remove logo.

3. EnteraWarning Message about the issue.
You can enter up to 255 characters.

4. Enter a Help message describing how users can access help or report the issue. You can enter up to 255
characters.

5. Enterthe Help Link. Choose http:// or https://, and enter the URL in the text box.

Enter the Help Link Text that device users see instead of the URL.

7. Enter the Continue Button Text that the users see to click and proceed.

o
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Creating a customized warning message

8. Click Save Changes to save the settings.
The Preview section displays the customized message.
Device users are now presented with the customized message.

NOTE: Use the Resetto Default option, in the Warning page to restore the default values when the
profile was created.
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Session Revocation

Access provides authentication assertions, based on the SAML or WS-Federation protocols, to cloud services. As
a result of the authentication, the app gets a session token from the cloud service. This token is stored on the
device and allows the app to access the cloud service without having to reenter user credentials. The session
token expires after a certain length of time, after which the user is prompted to authenticate again.

The following topics provide more information about session revocation:

* About session revocation

+ Configuring Session Revocation

+ Session revocation report

* What users see if session revocation is configured

About session revocation

Session revocation allows administrators to terminate or revoke the session token if a device is out of compliance
and the UEM policy action is blocked or a device is retired. The revocation prevents out of compliance and retired
devices from continuing to use a session token on the device to access the cloud service. Session revocation
impacts the sessions of the managed applications (service provider) on all the devices that the user uses to access
the cloud service. After a session token is revoked, the user has to re-authenticate with the service provider
through Access to get a new session token. When the user tries to re-authenticate, Access enforces conditional
policies and unblocks the app.

NOTE: You canupdate the compliance policiesin Mobilelron Core > Policies & Configs > Compliance
Policies.

Comliance policy

Support for policy action based Session revocation

» Mobilelron Access Session revocation service (SRS) workflows are improved to consider UEM
(Mobilelron Core) policy action configurations

» Session revocation is triggered only for those devices which are non compliant and also have a blocking
action setup against the corresponding policy

» Session revocation actions is also triggered for other device states such as quarantine, wipe, and retire
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About sessionrevocation

» Forall other cases of violation, if there is a non blocking action (such as email, monitor, notify, etc) no
action will be taken by Access

Session revocation is supported for Access deployments for Office 365 using the Azure Graph API and G Suite
using Google API console. However, the session revocation feature is not supported for Access + Standalone
Sentry deployments.

Note The Following:
« Session revocation is not supported with Mobilelron Connected Cloud.

« To start session revocation, Mobilelron Access verifies the compliance action configured on Mobilelron
UEM when the device goes out of compliance and the actions configured against them. For Mobilelron
Cloud or Core deployments, session revocation is triggered if the device is out of compliance and the
compliance action is either block or quarantine. Session revocation is also triggered if the device is Wiped
or Retired.

» To start session revocation, Mobilelron Access verifies the compliance action configured on Mobilelron
UEM when the device goes out of compliance and the actions configured against them. For Mobilelron
Core deployments, session revocation is triggered if the device is out of compliance and the compliance
action is block. Session revocation is not triggered if the action is SendAlert.

Compliance Policies

Compliance Policy Group Compliance Policy Rule

Condition Any | of the following rules are true

[V Exclude retired devices from search results

DISPLAY NAME CURRENT PHONE NUMBER MODEL STATUS

Compliance Actions IBIock Email, AppConnect apps, and Send Alert e Message
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Configuring Session Revocation

Configuring Session Revocation

Session revocation is configured in Mobilelron Access.
Before you begin

« Verify the following before configuring session revocation:
o You have an Access deployment with a Mobilelron UEM.

© The Mobilelron Access administrator has Common Platform Services (CPS) role in Mobilelron UEM.

Mobilelron Cloud: For information on assigning roles, see “Assigning Roles to Users” in the Mobilelron
Cloud Administrator Guide or click Help in the Mobilelron Cloud administrative portal.

Mobilelron Core: For information on assigning roles, see the Mobilelron Core Delegated Administration
Guide.

o Common Platform Services Notifications is enabled in Mobilelron UEM.

Mobilelron Cloud: Go to Admin > Common Platform Services Notifications, and enable Common
Platform Services Notifications.

Mobilelron Core: From the Mobilelron Core command line interface (CLI), enter the following
command in CONFIG mode - activemq

o Session tokens are revoked if the device state is retired or non-compliant as reported by the UEM to
Access.

For information about configuring compliance polices, see your Mobilelron UEM documentation.

Mobilelron Cloud: See “Policies” in the Mobilelron Cloud Administrator Guide or click Help in the
Mobilelron Cloud administrative portal.

Mobilelron Core: See the Mobilelron Core Device Management Guide.

o Users are registered LDAP users with custom attribute of userPrincipalName and objectGUID in a
Mobilelron UEM.

Mobilelron Cloud: See Configuring LDAP in Mobilelron Cloud for session revocation.

Mobilelron Core: See Configuring LDAP in Mobilelron Core for session revocation.
o Port 8883 in the firewall is open to allow Access to pick up queued up events.
« For Office 365
o A federated pair with Office 365 and ADFS configured in Access

o An app registration for the Access revocation service in Microsoft Azure. This set up provides Access
permission to revoke session tokens for Office 365.
For information about creating an app registration for the Access session revocation service, see the
knowledge base article
Configuring an application in Azure for the session revocation service (SRS) for Office 365 (Azure
AD). Make a note of the Azure directory ID, application ID, and the secret key.
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o For G Suite

o A federated pair with G Suite and any appropriate |dP configured in Access.

Sessionrevocationreport

o Generate a service account key file using Google API console. This set up provides Access

permission to revoke session tokens from G Suite.

For more information about creating the service account key file, see the knowledge base article
Configuring G Suite for the session revocation service (SRS). Make a note of the G Suite service

account key.

Procedure

1.

4. Enter the following information.
Item Description
Name Enter a name for the configuration.
Add Description Add a description for the configuration.
Configuration for Office 365
Azure Directory ID Enter the Azure directory ID.
Application ID Enter the application ID from the app registration you created for the
Access session revocation service in Azure.
Secret key Enter the Azure secret key from the app registration you created for the
Access session revocation service in Azure.
Configuration for G Suite
G Suite Service Account Service account key file in JSON format.
Key To obtain this file, follow KB article:
G Suite administrator Email | Enter the Super Admin email ID.
ID
5. Click Save.

Session revocation report

In Mobilelron Access, go to Profile > Session Revocation.
The Service Provider Configuration page displays.

In the Service Provider Configuration page, click +Add Configuration.

For service provider, click Office 365 or G Suite appropriately.

For information on which user and service provider (SP) a revocation action was performed, see Reports >

Session Revocation in the Access administrative portal.

The report provides status information on whether the revocation was successful or not and the context for the

revocation.
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What users seeif sessionrevocationis configured

What users see if session revocation is configured

If the session token is revoked, users are prompted to log in to the cloud service. Based on conditional policies,
Access evaluates whether the user on the device has access to the cloud service. If access is denied, a message
is presented to the user stating that they are blocked by the administrator from accessing the service.
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Fast Identity Online (FIDOZ2) or Zero Sign-on
with Mobilelron Access

With Fast Identity Online (FIDO2) or extended Zero Sign-on solution, Mobilelron provides ease of access to
enterprise resources within a highly secure framework. Users access enterprise cloud resources from either
unmanaged or managed devices without the requirement of having to enter their username and password.

The following provides information about FIDO2 or extended Zero Sign-on with Mobilelron Access:

e Overview

» Configuring Zero Sign-on in Mobilelron Cloud

» Configuring Zero Sign-on in Mobilelron Core

» Configuring Zero Sign-on in Mobilelron Access
e Mobilelron Authenticate

e What users see for FIDO2

o Client Registration Settings

Overview

Using Fast Identity Online (FIDO2) secure authentication protocols, Mobilelron extends the Mobilelron Zero Sign-
on solution to third-party managed devices. FIDO2 is the industry standard that replaces passwords with a login
experience that is passwordless, fast, and secure across websites and apps.

For information about the FIDO2 standard, see https://fidoalliance.org.

Key features

» FIDO2 standard provides Secure, Phishing-proof, and convenient methods of authentication.
» Users never need to enter username.

» Users never need to enter passwords.

» FIDO2 uses biometric authentication.

o FIDO2 has standard around no username authentication too.
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Use cases

Use cases
FIDO?2 is supported on desktops managed by Mobilelron Cloud, JAMF and SCCM.

NOTE: Mobilelron Zero Sign-on with FIDO2 solution is for managed desktops only and not for mobiles.
Mobilelron Authenticate must be installed on your desktop for this solution to function.

Deployment use cases

The following use cases are supported for FIDO2 or Zero Sign-on solution:
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TABLE 22. USE CASES

Deployment use cases

Deployment Use cases

Notifications

Interaction Use case

Passwordless login to cloud
services from Mobilelron
Cloud managed desktops

« Biometrics on the desktop, or

o Push notifications to a
Mobilelron managed device or a
Mobilelron Auth-only device.

User verification (Step Up
Authentication) is disabled for 3rd
party managed UEM desktops along
with device authentication

« only device authentication is
done using FIDO2 client on
desktop

Block unmanaged traffic from
unmanaged devices which are not
3rd party UEM managed

« block the access if FIDO2
authentication cannot be
performed

Block 3rd party UEM managed
desktops which are non compliant
where device posture is not correct

Passwordless login to cloud
services from JAMF
managed desktops

« Biometrics on the desktop, or

« Push notifications to a
Mobilelron managed device ora
Mobilelron Auth-only device.

« Allow 3rd party UEM
managed desktops which are
non compliant where device
posture is not correct

o Allow 3rd party UEM
managed desktops which are
non compliant where device
posture is not correct

« User verification is enabled
for 3rd party managed UEM
desktops along with device
authentication

o Along with device
authentication, user
verification mus be done
which can be performed
either using biometrics
of desktops or mobile
devices or using
username or password
authentication with

Mobilelron Access Guide | 147




TABLE 22. USE CASES (CONT.)

Required Mobilelron components

Deployment Use cases

Notifications

Interaction Use case

original IdP.

Passwordless login to cloud
services from SCCM
managed desktops

« Biometrics on the desktop, or

o Push notifications to a
Mobilelron managed device or a
Mobilelron Auth-only device.

« Allow 3rd party UEM
managed desktops which are
non compliant where device
posture is not correct

« Allow 3rd party UEM
managed desktops which are
non compliant where device
posture is not correct

Passwordless loginto a
desktop

« Push notifications to a
Mobilelron managed device or a
Mobilelron Auth-only device

User verification is disabled for 3rd
party managed UEM desktops along
with device authentication

« only device authentication is
done using Mobilelron
Authenticate on desktop

Passwordless login from
unmanaged devices

« QR code

« Push notifications to a
Mobilelron managed device ora
Mobilelron Auth-only device

« administrator mandates
compliance check to be
performed for these devices and
block if they are non compliant

« Allow unmanaged traffic from
unmanaged devices which
are not 3rd party
UEM managed.

« Block unmanaged traffic
from unmanaged devices
which are not 3rd party
UEM managed

Required Mobilelron components

« Mobilelron Access

« Mobilelron Cloud deployment

« Mobilelron Authenticate for macOS and Windows 10

« IfFIDO2 is not enabled, then the following components are required in an Access deployment:

o Mobilelron Tunnel configuration with Access enabled.

o Mobilelron Tunnel deployed to devices.

o NOTE: Mobilelron tunnel only works with Mobileiron managed desktops and does not work
for other 3rd party managed devices.

Mobilelron Access Guide | 148



Supported devices

« macOS devices managed by Mobilelron Cloud

o Windows 10 devices managed by Mobilelron Cloud

Supported browsers

« macOS: Safari, Chrome

o Windows 10: Edge, Chrome, Firefox

Authentication flow types

The following flow types lists the authentication workflow in a FIDO2 solution:

» Mobilelron Managed flow
» Unmanaged flow

o Other managed flow

TUNNEL

MI Managed CLOUD SERVICE

ACCESS

CLOUD $ERVICE
UNMANAGED

=
—
Remole Browser
CLOUD SERVICE
ACCESS
FIDO AUTHENTICATOR
MI@WORK

Supported devices
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Configuring Zero Sign-onin Mobilelron Cloud

Configuring Zero Sign-on in Mobilelron Cloud

Create a Zero Sign-on configuration in Mobilelron Cloud and sync with Mobilelron Access.

Before you begin
Ensure that you have set up Access with Mobilelron Cloud. See Overview of configuration with Mobilelron Cloud.
Procedure: Overview of steps

1. Creating a Zero Sign-On configuration in Mobilelron Cloud

2. Syncing the Zero Sign-On configuration with Mobilelron Access

Creating a Zero Sign-On configuration in Mobilelron Cloud

In Mobilelron Cloud, create a Zero Sign-on configuration.

Before you begin

Ensure that you have configured Zero Sign-on in Access.

Procedure

1. In Mobilelron Cloud, go to Configurations > + Add > Saas Sign-On.

2. Inthe Name field, enter a name for the configuration.

3. (Optional) Expand + Add Description, to add a description for the configuration.
4

For SCEP Identity, select the identity certificate you created for Tunnel.
The Tunnel certificate is the same certificate you used to set up mobile app single sign-onin Access.

o

Turn on the Enable FIDOtoggle switch to enable FIDO 2 authentication.

6. Select a distribution option.
The configuration is distributed to the devices in the selected option.

7. Click Done.
Related topics

» For more information about configuring mobile app single sign-on (SSO):
o For afederated pair, see Configuring Mobile App Single Sign-on (SSO).
o Fordelegated IdP, see Configuring Access as the delegated IdP .

Syncing the Zero Sign-On configuration with Mobilelron Access

Sync with Mobilelron Access to pull the Zero Sign-on configuration from the UEM.
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Configuring Zero Sign-onin Mobilelron Core

Procedure

In Mobilelron Access, navigate to the UEM tab.
Select the Cloud UEM and click the Sync UEM icon.
Enter the UEM administrator credentials .

Enter the credentials and click Verify.

Click Done.
The SaaS Sign-on configuration and Mobilelron Authenticate configuration is now synced with Access.

a M w0 Dd =

Configuring Zero Sign-on in Mobilelron Core

Create a Zero Sign-on configuration in Mobilelron Core and sync with Mobilelron Access.

Before you begin

You have set up Access with Mobilelron Core. See Overview of configuration with Mobilelron Core.

Procedure: Overview of steps

1. Creating a Zero Sign-on policy in Mobilelron Core

2. Syncing the Zero Sign-on policy with Mobilelron Access

Creating a Zero Sign-on policy in Mobilelron Core

In Mobilelron Core, create a Zero Sign-on policy.

Before you begin

Ensure that you have configured Zero Sign-on in Access.

Procedure

1. In Mobilelron Core, go to Policies & Configs > Policies > Add New > SaaS Sign-on.
2. Inthe Name field, enter a name for the configuration.

3. For Status, select Active.
Active is default status.

4. (Optional) Add a description for the policy.

5. Forldentity Certificate, select the certificate enroliment setting you created for Tunnel.
The Tunnel certificate is the same certificate you used to set up mobile app single sign-onin Access.

6. Turn on the Enable FIDOtoggle switch to enable FIDO authentication.
7. Click Save.
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Syncing the Zero Sign-on policy with Mobilelron Access

8. Apply the policy to a label.
a. Select the SaaS sign-on policy.
b. Click Actions > Apply To Label.
c. Select the labels to apply and click Apply.

Related topics

« For more information about configuring mobile app single sign-on (SSO):
o For afederated pair, see Configuring Mobile App Single Sign-on (SSO).
o Fordelegated IdP, see Configuring Access as the delegated IdP .

Syncing the Zero Sign-on policy with Mobilelron Access
Sync with Mobilelron Access to pull the Zero Sign-on configuration from the UEM.
Procedure

1. In Mobilelron Access, navigate to the UEM tab.

2. Select the Core UEM and click the Sync UEM icon.
3. Enter the credentials and click Verify.

4. Click Done.

Configuring Zero Sign-on in Mobilelron Access

This section provides information for the following scenarios:

Setting Zero Sign-on security and user experience

Passwordless authentication to service providers on unmanaged devices

» Password less login to cloud services for managed desktops

Zero Sign-on from desktops managed by JAMF

Setting Zero Sign-on security and user experience

Users can customize the security and user experience of Zero Sign-on. You can find the settings in Profile > Zero
Sign-on > Zero Sign-on Settings. It lists the following configuration options:

o General: Setting the session timeout duration

» Mobilelron Authenticate: Registering with Mobilelron Authenticate
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Setting the session timeout duration

» FIDOKey: FIDO Key

Setting the session timeout duration
Use the Zero Sign-on configuration, Profile >Zero Sign-on, to do the following:

» Set the session timeout duration after users authenticate using Zero Sign-on.
Once user authenticates on their managed or personal device, they don’t have to sign-in next time while
they are within the signed-in session duration. Except if the policy associated to the Service Provider
requires Step-Up Authentication, then user would be prompted for it. Session is terminated by closing the

browser.

Procedure

1. In Mobilelron Access, go to Profile > Zero Sign-on.

2. Click Zero Sign-on Settings> General to update the number of hours, if needed, for Enable Signed In
Session.

Zero Sign-On Settings

Show Description

General Mobilelron Authenticate FIDO Key

oN Enable Signed-In Session

Once user authenticates on their managed or personal device, they don't have to sign-in next time while they are within
the signed-in session duration. Except if the policy associated to the Service Provider requires Step-Up Authentication
then user would be prompted for it. Session is terminated by closing the browser. Learn More

Duration: 12 Hours

3. By default, the option is enabled and the number of hours is set at 12. The option sets the session timeout
that is applied when users select the Yes, this is my personal computer option in the Zero Sign-on
interaction page.

4. Click Save .

Registering with Mobilelron Authenticate

After an automatic installation , Mobilelron Authenticate connects with Access to register to the desktop to the
appropriate user.
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Unlocking the desktop

Zero Sign-0n Settings

Show Description

General Mobilelron Authenticate FIDO Key

Registration

Mobilelron Authenticate Registration |2

& Silent

Feaquire QR code scan to regist

Desktop Unlock

ok Unkock deskiopilaptop using Mokilelron Go and Mobile@Woark (7

Authentication to Service Providers

e Show users the option to sign-in with Mobilelron Authenticate when they perform Zero Sign-0n
suthentication
If this is OFF, then users can still use other authentication options such as QR code, Push and
Fassword. Thoss users whose deskiops have Mobilelron Authenticate and browser is registersd,
would be sble to sign-in using that

Customize Deseription for “Sign in using Mobilelren Authenticate’

Prowide biometrics or confirm push netification to sign in

You can register in one of the following methods:

» Silent: Registration is done by fetching the username from the desktop identity certificate.

» Require QR code scan to register: User must open Mobilelron Authenticate application and scan the
QR code using Mobilelron Go app. The username is then obtained from the mobile device identity
certificate.

Unlocking the desktop

Desktop unlock is a secure and convenient method of unlocking user's desktop using a phone. The

Mobilelron Authenticate application on the desktop works in conjunction with Access to send a push notification to
the user's activated mobile phone to authenticate and unlock the desktop. Keep the toggle on in Profile > Zero
Sign-on > Zero Sign-on Settings > Mobilelron Authenticate to enable the feature.
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Authenticationfor service providers

Authentication for service providers

The toggle switch "Show users the option to sign-in with Mobilelron Authenticate when they perform Zero Sign-On
authentication" is disabled by default. When this option is enabled, this option lets the users sign-in to Mobilelron
Authenticate on the desktops.

Even with this option disabled, users can use the other authentication options such as QR code, Push and
Password.

Provide a customized description for Sign-in using Mobilelron Authenticate. This description helps the users decide
to select the "Sign-in using Mobilelron Authenticate " when using a desktop browser that is not FIDO registered
with Mobilelron Authenticate.

FIDO Key

FIDO keys are used for stronger authentication. During registration with an online service, the user's client device
creates a new key pair. The client's private keys can be used only after they are unlocked locally on the device by
the user. The user can manage the settings of the FIDO key in Access after registering.

NOTE: Mobilelronrecommends that the admin does not need to change the settings. However, the
admin should discuss with Mobilelron before enabling or disabling the settings.
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Procedure

FIDOKey

In Mobilelron Access, go to Profile > Zero Sign-on.

2. Click Zero Sign-on Settings> FIDO Key.

Zero Sign-On Settings

Show Description

General Mobilelron Authenticate FIDO Key

Rotation
Rotation Period for FIDO Key  (7)

180 » days

FIDO key storage
Trusted Platform Module version supported (7

20 W
off)  Allow storing in Windows Certificate Store  (7)

off | Allow storing in Android Keystore 7

Desktop Password Encryption

Pasword is encrypted using AES 258 symmetric key. This symmetric key is encrypted twic

RSA Key Size for Mobile Device

2048

Public Key Algorithms

ES256 RS256 are enahled and will be applied in this order.  Show all

Mobilelron Authenticate as a FIDO Key

Allowed Relying Parties 7

1 ltem(s) Add New
login.microsoft.com C)

Grace period to rotate the FIDO Key before expiry 7

7 days

an Allow storing in i08 Keychain  (7)

on Allow storing in MacOS Keychain  (7)

RSA Key Size for Deslkiop
2048

3. Update the following fields to enhance the feature as required:

« Rotation Period for FIDO Key: Specify the duration required to generate a new FIDO key.

» Grace period to rotate the FIDO Key before expiry: Specify the grace period to generate a FIDO

key if it was not during the Rotation period.

» FIDO key storage: Specify the Trusted Platform Module version supported to store the FIDO key.

« Allow storing in iOS keychain: Turmn on option iOS user.
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Passwordless authentication to service providers onunmanaged devices

« Allow storing in Windows Certificate Store: Specify if the FIDO key can be stored in Certificate
Store.

» Allow storing in MacOS keychain: Turn on the option for MacOS user.
« Allow storing in Android key store: Turn on the option for Android user.
» Desktop Password Encryption: Specify the RSA key size for Mobile devices or for desktops.

« Public Key Algorithms: Select the public key algorithms and specify the order that they must be
applied.

+ Mobilelron Authenticate as a FIDO key: Select the option to authenticate with FIDO key on the
website. Mobilelron Authenticate is automatically invoked and prompts the user to authenticate with a
push notification.

4. Click Add New to add the relying parties that accept FIDO keys to use Mobilelron Authenticate to sign-in.
5. Click Save.

Passwordless authentication to service providers on unmanaged devices

This section contains the following sections:

» Password-less login from unmanaged devices

Password-less login from unmanaged devices
The following describes the configuration in Access for Zero Sign-on.
Before you begin

« Ensure that you have an Access deployment with Mobilelron UEM.
See Overview of configuration with Mobilelron Cloud.
OR
See Overview of configuration with Mobilelron Core

» Ensure that mobile app single sign-on (SSO) is configured for the service provider (SP).
For a federated pair, see Configuring Mobile App Single Sign-on (SSO).
For delegated IdP, see Configuring Access as the delegated IdP .
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Enabling Password-less Authentication on Mobilelron Go and Mobile@W ork

Procedure: Overview of steps

» Enabling Password-less Authentication on Mobilelron Go and Mobile@ Work

» Adding a Zero Sign-on Rule in the Policies

NOTE: A greentick displays when these steps are configured correctly. This shows that the
authenticationis configured correctly.

Enabling Password-less Authentication on Mobilelron Go and Mobile@Work
Before you begin

« Configure the user information for Zero Sign-on.

o To configure the user information, map the fields in the certificate from which Access gets user
identifying information. This is the identity certificate used for setting up the configuration. Configuring
the user information enables password-less authentication.

Procedure

1. In Mobilelron Access, go to Profile > Zero Sign-on.

2. Under Steps to deploy, expand Enable Password-less Authentication on Mobilelron Go and
Mobile@Work.
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Adding a Zero Sign-on Rule in the Policies

3. Click See Details to view the existing configuration details for the devices.
Profile | Zero Sign-On
Zero Sign-On

Hide Description

Enable passwordless authentication by using mobile devices as a user's ID. Learn More

% Zero Sign-On Settings
Z30 for unmanaged devices Z30 for managed desktops

Passwordless authentication to service providers on unmanaged devices.

[;l:l Learn about 250 and steps to deploy

Steps to deploy

I Enable Password-less Authentication on Mobilelron Go and Mobile@Work ~

Required to support password-less authentication methods such as QR code scan.

Q £3as Sign-On configuration was distributed on 1 UEM, Hide Details To enable more devices, follow the steps below.

UEM Type: Cloud - Hostname: hitps:/fauto 10029724 ga. mobileiron.net/

i. Deploy SaaS Sign-On on managed mobile devices.

Mabilelron Go:  Go to Mobilelron Cloud = Configurations page. Distribute SaaS Sign-On configuration
Mabile@Work:  Go to Maebilelron Core = ‘Policies and Configs’, add a policy for Saa5s Sign-Cn

ii. Sync UEM

Go to the UEM list page in Access to sync the UEM tenant

4. To enable more devices follow the steps i) and ii) as shown above.
a. Deploy SaaS Sign-On on managed mobile devices.
b. Sync UEM.

Adding a Zero Sign-on Rule in the Policies

In the policy associated with the SAML pair for which Zero Sign-on is required, add a Zero Sign-on Rule
conditional rule. If the rule is added, users accessing the cloud service from an unmanaged device see an
interaction page. The interaction page contains a QR code, which device users can scan from a managed device to
authenticate to the cloud service. Alternately, the interaction page also contains a link to authenticate with
username and password.

Before you begin
« Ensure that mobile app single sign-on is configured for the federated pair or delegated IdP to which you

want to assign the Zero Sign-on Rule. If mobile app single sign-on is not configured, you will see errors
when creating or assigning the Zero Sign-on Rule.
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Adding a Zero Sign-on Rule in the Policies

Procedure

1. In Mobilelron Access, go to Profile > Zero Sign-on.

2. Under Steps to deploy, expand Add Zero Sign-On Rule in the Policies.

Add Zero Sign-On Rule in the Policies ~
Reguired for passwondless s gn-in 10 service provigers
Added Zero Sign-On rule to 1 Policy, Hide Details _I add it in more pelicies, follow the steps below

Paolicy Name: Z30-Palicy

i. Go to Profile = Conditional Access
ii. Select the peolicy you want to enable this service for
iii. Add Zero Sign-On rule.. Ensure sign-on is enabled for unmanaged devices.

3. Click See Details to view the existing UEMs with SaaS on configuration created and synced with Access.

4. Verify that the rule is configured.
Else add a rule in Profile > Conditional Policies.

5. InMobilelron Access, go to Profile > Conditional Access.

Expand Default Policy.

If you want Zero Sign-on only for some federated pairs or delegated IdP, create a new policy.

The Zero Sign-on rule can be added to any policy. Adding the Zero Sign-on rule to the default policy makes
it available to all pairs to which the default policy is applied. Add the Zero Sign-on rule to another policy if
you want to apply the rule to only some federated pairs or delegated IdP.

7. Click +Add Rule > Zero Sign-on Rule to add the conditional rule for Zero Sign-on.
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8. Enter a name and description for the rule.

9. Configure the rule for one of the following devices.

Add Rule

«— Back to list

Cancel

Choose Rule Type

Configure Rule

Create Zero Sign-on Rule

Enable password-less authentication to service providers, on non-Tunnel browser and apps

Name

[

+ Add Description

ED How does the Zero Sign-on rule work?

For managed desktops

Step-Up Authentication

& Disabled

Adding a Zero Sign-on Rule inthe Policies

Signed-In Session is disabled So users will be prompted to authenticate every time they try to access accociated service providers

For details, visit the Zero Sign-On Settings page under Profile > Zero Sign-On

During authentication, user also has the option to alternatively sign-in using username and password.

Rule Action

Select Action

a. For unmanaged devices: Enable the toggle switch to allow access on unmanaged devices. Users
are authenticated with one of the following methods: QR code, Push notification, One Time Password
(OTP).

For unmanaged devices

Get password-less multi-factor authentication experience on unmanaged devices

-

E

]
-

Allow access on unmanaged devices. User must authenticate with one of the following methods

QR cods

Prompted On: Unknown devices

How it works: Enter username and scan a QR code using Meobile@\Work or Mobilelren Go.

If the user selects "Yes, this is my personal computer', the username is remembered in the browser for 30 days. This

allows the user to authenticate quickly with Push nofification or OTP, the next time.

Push notfification

Prompted On: Remembered devices

How it works: Respond to a notification sent to user's registered mobile device.

One Time Password (OTP)

Premptad On: Remembered devices

How it works: Alternatively, enter the numeric OTF displayed on Mobilef@Werk or Mobilelron Go.

Mobilelron Access Guide | 161



Configuring branding for Zero Sign-on

b. Step-Up Authentication: Enable the toggle switch to step-up authentication such as Push
notifications or biometric for managed desktops.

10. For Rule Action, select Allow.

11. Click Done to save the policy and rule.

IMPORTANT: The order of the conditional rules matters. When you create a Zero Sign-on Rule, Access
automatically orders the rules such that the Zero Sign-on Rule follows the Trusted App and
Device rule. The order of rules, if they are configured, is as follows: Trusted App and Device
rule, Zero Sign-on Rule, Multi-Factor Authentication rule. However, the rules can be
manually reordered. Ensure that the order of the rules matches the order stated in this
note.

Configuring branding for Zero Sign-on

Customize the user experience for your enterprise users by uploading your company logo to Access. The user
notification screen as well as the interaction page with the QR code are customized to display your company logo.

Ensure that your company logo is no more than 260 pixels wide by 30 pixels high. Supported file types are: PNG,
JPG, JPEG, and SVG.

Procedure

1. InAccess, go to Profile > Branding.

2. Inthe Company Logo section, drag and drop your company logo or click Choose to navigate to the
location of the file and add.

Next steps
Publish the updates. See Publishing the changes.

Publishing the changes

Publish the changes to make the updates available. In the Access administrative portal, a publish banner appears
in any of the Profile tabs when there are configuration changes.

Procedure

1. Inthe Access, go to Profile > Overview.
2. Click Publish.
3. Click OK.

Password less login to cloud services for managed desktops

This chapter contains the following sections:
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Password-lessloginto desktops

» Password-less log in to cloud services from Mobilelron managed desktops

» Password-less login from Mobilelron managed devices

Password-less log in to desktops

» Passwordless login to desktops with push notifications to a Mobilelron managed device.

» Users signing into their desktops get push notification to their Mobilelron managed device. Users do not
need to enter their username and password.

Required Mobilelron components

« Mobilelron Cloud deployment
« Mobilelron Authenticate for Windows 10

» Mobilelron FIDO2 cloud instance
Supported devices

« macOS devices managed by Mobilelron Cloud

o Windows 10 devices managed by Mobilelron Cloud
Supported browsers

« macOS: Safari, Chrome

« Windows 10: Edge, Chrome, Firefox

Password-less log in to cloud services from Mobilelron managed desktops

The Mobilelron FIDO2 solution is based on FIDO2 standards and extends the passwordless experience to
desktops with TouchlID.

Use cases

The following use cases are supported for passwordless log in:

e Loginto cloud services from Mobilelron managed desktops.

Users are automatically authenticated using macOS TouchlD if the device supports TouchID. Entering
their username and password is not required. The biometric option is also available and is turned off by
default.

» Loginto cloud services from unmanaged desktops using push notifications.
Users are prompted to allow the access from a push notification sent to a Mobilelron managed or Auth-only
mobile device. Entering their username and password is not required.

» Loginto a desktop using push notifications.
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Required Mobilelron components

Users are prompted to allow the access from a push notification sent to a Mobilelron managed or Auth-only
mobile device. Entering their username and password is not required.
This use case requires that you also have a Mobilelron Cloud deployment.

Required Mobilelron components

« Mobilelron Cloud deployment
« Mobilelron Authenticate for macOS
« Mobilelron Authenticate for Windows 10

« Mobilelron FIDO2 cloud instance

Supported devices

« macOS devices managed by Mobilelron Cloud

« Windows 10 devices managed by Mobilelron Cloud

Supported browsers

« macOS: Safari, Chrome

o Windows 10: Edge, Chrome, Firefox

Password-less login from Mobilelron managed devices

The following describes the configuration in Access for Zero Sign-on.

e Deploying Mobilelron Authenticate using UEM

» Review Registration Settings

Enabling Password-less Authentication on Mobilelron Go and Mobile@Work

Adding a Zero Sign-on Rule in the Paolicies

Deploying Mobilelron Authenticate using UEM

You can connect UEM with Access and distribute Mobilelron Authenticate to user desktops.
Procedure

1. In Mobilelron Access, go to Profile > Zero Sign-on.

2. Under Steps for deploy, expand Deploy Mobilelron Authenticate using UEM.
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Review Registration Settings

Zero Sign-On
Hide Description

Enable passwordless suthentication by using mobile devices as 3 user's ID. Leam Maore

Cp Zero Sign-On Settings
230 for unmanaged devices Z50 for managed desktops

sing Mobkilelron Geo and Mobiled@Work.
tion to service providers on desktops/laptops managed by non-Mobilelron UEMs and Mobilelren Clouwd.

Steps to deploy

Follow these steps to deploy Mobilelron Authenticate. Steps 3 and 4 apply to "Z50 for unmanaged devices® as well

Deploy Mobilzlron Authenticate using UEM .

Caonnect UEM with A d distribute Mobilelron Aulthenticale to user desklops,

onfigured , Hide Details To configure ancther UEM, follow the steps below.
Confi 1 JEM D Ti fi her UEM, fol h bel

UEM Type: Cloud - Hostname: https:fauto 10028724 . qa. mobileiron.net/
For deskiops managed by:
3rd Party UEM: Go to UEM = 3rd Party UEMs tab. Click "Cennect UEM® and fellow steps

Muobilelron Cloud: Go to the UEM page. Select the Cloud UEM and follow steps in the Mobilelron Authenticate section

3. Fordesktops managed by :

a. 3rd Party UEM: In Mobilelron Access, go to UEM > 3rd Party UEMstab. Click Connect UEM and follow
steps.

b. Mobilelron Cloud: Go to UEM. Select the Cloud UEM and follow steps in the Mobilelron Authenticate
section.

Review Registration Settings

The Registration settings are used by clients such as Mobilelron Go to register user’s device with Access.

Procedure

1. In Mobilelron Access, go to Profile > Zero Sign-on.

2. Under Steps to deploy, expand Review Registration Settings.
Verify the certificate mapping.
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Enabling Password-less Authentication on Mobilelron Go and Mobile@W ork

. Review Registration Settings o~

Thiz is used by clients such a5 Mobilelron Go to register user's device with Access.

Usermame maps to: SAN of type rfed22Name

Certificate template: Default Client Certificate  View Template

Edit

3. Click View Template to view the default client certificate.

4. Click Edit to modify the registration.
Client Registration Settings b4

Mobilelren clients such as Mobilelren Go and Mobilelron Authenticate send the device identity
cerlificate fo Access. The setting below is used fo determine the username from the cerfificate and
register device. Learn More

Note: This setting is also available via Profile = Client Registration Settings

The identity cerlificate of the devices {mobile or desktop) registering with Access must
follow the same template as the one used in Cerlificate based Single Sign-On (Profile =
Federation)

DENTITY CERTIFICATE TEMPLATE USERNAME MAPS TO
Default Client Cartificate - SAM of type ricBZ2Mame -
View certificate template + Additional transform

5. Select the username mapping in the certificate appropriately and click Save. For more information, see
Client Registration Settings.

Related topics
For information about MiTra expressions, see Language to generate values from certificate fields.

Enabling Password-less Authentication on Mobilelron Go and Mobile@Work
Before you begin

« Configure the user information for Zero Sign-on.

o To configure the user information, map the fields in the certificate from which Access gets user
identifying information. This is the identity certificate used for setting up configuration. Configuring the
user information enables passwordless authentication.
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Adding a Zero Sign-on Rule in the Policies

Procedure

1. In Mobilelron Access, go to Profile > Zero Sign-on.

2. Under Steps to deploy, expand Enable Password-less Authentication on Mobilelron Go and
Mobile@Work.

rafile f Zero Sign-On

Zero Sign-0On

Enable passwordless suthentication by using mebile devices as 3 user's ID. Leamn Mar

L Zero 5 gn-0On Settings

Passwordless authentication to service providers on unmanaged devices

Steps to deploy

Enable Password-less Authentication on Mobilelron Go and Mobile@Work .

& Saaf Sign-On configuration was distributed on 3 UEM, Hide Details To enable more devices, follow the steps below.
UEM Type: Core - Hostname: https) Loom

UEM Type: Cloud - Hostname: hitps:i| net!

UEM Type: Cloud - Hostname: hitps:i lcom/

. Deploy 5325 Sign-0On on managed mobile devices.

Mobilelron Go: Go to Mobilelron Cloud > Configurations page. Distribute 5335 Sign-0n configuration
Mobile@Work:  Go to Mobilelron Core = ‘Policies and Configs'. add a policy for 5335 Sign-On

. Sync UEM

Go to the UEM list page in Access to sync the UEM tenant

Click See Details to view the existing configuration details for the devices.
To enable more devices follow the steps i) and ii) as shown above.
i. Deploy SaaS Sign-On on managed mobile devices.

ii. Sync UEM.
Adding a Zero Sign-on Rule in the Policies

In the policy associated with the saml pair for which Zero Sign-on is required, add a Zero Sign-on Rule conditional
rule. If the rule is added, users accessing the cloud service from an unmanaged device see an interaction page.
The interaction page contains a QR code, which device users can scan from a managed device to authenticate to
the cloud service. Alternately, the interaction page also contains a link to authenticate with username and
password.
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Adding a Zero Sign-on Rule in the Policies

Before you begin
« Ensure that mobile app single sign-on is configured for the federated pair or delegated IdP to which you
want to assign the Zero Sign-on Rule. If mobile app single sign-on is not configured, you will see errors
when creating or assigning the Zero Sign-on Rule.

Procedure

1. In Mobilelron Access, go to Profile > Zero Sign-on.

2. Under Steps to deploy, expand Add Zero Sign-On Rule in the Policies.

Add Zero Sign-On Rule in the Policies ~
Reguired for passwordless s gn-in 10 Servite providers
Added Zero Sign-0On rule to 1 Policy, Hide Details _J; add it in more policies, follow the steps below

Paolicy Name: Z50-Policy

i. Go to Profile = Conditional Access
ii. Select the peolicy you want to enable this service for
iii. Add Zero Sign-On rule.. Ensure sign-on is enabled for unmanaged devices.

3. Verify that the rule is configured.
Else add arule in Profile > Conditional Policies.

4. In Mobilelron Access, go to Profile > Conditional Access.

5. Expand Default Policy.
If you want Zero Sign-on only for some federated pairs or delegated IdP, create a new policy.
The Zero Sign-on rule can be added to any policy. Adding the Zero Sign-on rule to the default policy makes
it available to all pairs to which the default policy is applied. Add the Zero Sign-on rule to another policy if
you want to apply the rule to only some federated pairs or delegated IdP.
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Adding a Zero Sign-on Rule in the Policies

6. Click +Add Rule > Zero Sign-on Rule to add the conditional rule for Zero Sign-on.

«— Back to list

Add Rule C I .
anee Create Zero Sign-on Rule
Enable password-less authentication to service providers, on non-Tunnel browser and apps
Choose Rule Type
Name
Configure Rule

l

+ Add Description

m How does the Zero Sign-on rule work?

For managed desktops

A
]
For unmanaged devices v
]
Step-Up Authentication ~

Disabled

Signed-In Session is disabled. So users will be prompted to authenticate every time they try to access accociated service providers.
For details, visit the Zero Sign-On Settings page under Profile > Zero Sign-On

During authentication, user also has the option to alternatively sign-in using username and password.

Rule Action

Select Action

« Back

7. Entera Name and Description for the rule.

8. Configure the rule for one of the following devices.

a. For managed desktops: Users device is automatically authenticated using Mobilelron Authenticate
and FIDO2 protocol. Enable the toggle switch to select this configuration.

For managed desktops

.\T: User's device is automatically authenticated using Mobilelron Authenticate and FIDO protocol.

o) Allow access only on desktops that meet the compliance criteria for the UEM.

Remediation message for blocked access: Default Remediation Page

b. For unmanaged devices: Enable the toggle switch to allow access on unmanaged devices. Users
are authenticated with one of the following methods: QR code, Push notification, One Time Password
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Configuring branding for Zero Sign-on

For unmanaged devices ~
Get password-less multi-factor authentication experience on unmanaged devices
{(ow 'j Allow access on unmanaged devices. User must authenticate with one of the following methods

QR code
Promptzd On: Unknown devices

How it works: Enter username and sean a QR code using Mobile@Work or Mobilelren Go.

If the user selects "Yes, this is my personal computer', the username is remembered in the browser for 30 days. This
allows the user to authenticate quickly with Push notification or OTP, the next time.

Push nofification
Promptzd On: Rememberad devices

How it works: Respond to a notification sent to user's registered mobile device.

One Time Password (OTP)
Prempted On: Remembered devices

How it works: Alternatively, enter the numeric OTF displayed on Mobile@Werk or Mobilelron Go.

c. Step-Up Authentication: Enable the toggle switch to step-up authentication such as Push
notifications or biometric for managed desktops.

9. ForRule Action, select Allow.

10. Click Done to save the policy and rule.

IMPORTANT: :The order of the conditional rules matters. When you create a Zero Sign-on Rule, Access
automatically orders the rules such that the Zero Sign-on Rule follows the Trusted App and
Device rule. The order of rules, if they are configured, is as follows: Trusted App and Device
rule, Zero Sign-on Rule, Multi-Factor Authentication rule. However, the rules can be
manually reordered. Ensure that the order of the rules maftches the order stated in this
note.

Configuring branding for Zero Sign-on

Customize the user experience for your enterprise users by uploading your company logo to Access. The user
notification screen as well as the interaction page with the QR code are customized to display your company logo.

Ensure that your company logo is no more than 260 pixels wide by 30 pixels high. Supported file types are: PNG,
JPG, JPEG, and SVG.

Procedure

1. InAccess, go to Profile > Branding.

2. Inthe Company Logo section, drag and drop your company logo or click Choose to navigate to the
location of the file and add.

Next steps
Publish the updates. See Publishing the changes.
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Publishing the changes

Publishing the changes

Publish the changes to make the updates available. In the Access administrative portal, a publish banner appears
in any of the Profile tabs when there are configuration changes.

Procedure

1. Inthe Access, go to Profile > Overview.
2. Click Publish.
3. Click OK.

Zero Sign-on from desktops managed by JAMF

The Mobilelron FIDO2 Zero Sign-on solution allows you to provide a password less log in experience from your
JAMF managed desktops.

Use cases
The following use cases are supported for passwordless log in:

» Loginto cloud services from desktops managed by JAMF on the desktop.
Users are automatically authenticated using macOS TouchlD if the device supports TouchID. Entering
their username and password is not required.
This use case does not require that you also have a Mobilelron Cloud deployment.
This configuration is optional and if turned off by default.

» Loginto cloud services from desktops managed by JAMF using push notifications.
Users are prompted to allow the access from a push notification sent to a Mobilelron managed or Auth-only
mobile device. Entering their username and password is not required.
This use case requires that you also have a Mobilelron Cloud deployment.

» Loginto adesktop using push notifications.
Users are prompted to allow the access from a push notification sent to a Mobilelron managed or Auth-only
mobile device. Entering their username and password is not required.

This use case requires that you also have a Mobilelron Cloud deployment.
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Authentication flow from desktops

Authentication flow from desktops

FIGURE 54. AUTHENTICATION FLOW FROM JAMF MANAGED DESKTOPS

-

@’@

1. Userrequests access to a cloud service from a JAMF desktop.

2. The cloud service redirects user to the configured identity provider (IdP)to authenticate. Since
Accessis the configured IdP, the request isredirected to Access.

3. Accessgenerates a new SAMLresponse to redirect to the original SP. The original SP obtains the
user identity from the SAML response and presents the personalized screen to the user.

Required Mobilelron components

« Mobilelron Authenticate for macOS
« Mobilelron FIDO2 cloud instance (Access in the EAP cluster with configured SP+1dP federated pairs)

« Mobilelron Cloud deployment if push notifications to a Mobilelron managed device is needed.

Supported devices

« macOS devices managed by JAMF

Supported browsers

« macOS: Safari, Chrome
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Configuring UEM with JAMF in Mobilelron Access

Configuring UEM with JAMF in Mobilelron Access

Mobilelron Access integrates with JAMF (UEM vendor) to provide Zero Sign-on capability for desktops or laptops

managed by them.

Before you begin

 Verify that you provide the CA signer certificate from the 3rd party UEM used for the identity certificate in
the managed desktops.

 Verify that you have the Desktop Identity Certificate CA referenced in Certificate based Single Sign On
(Profile >Federation).

» Download the PKG file from Mobilelron support site.

Procedure

1. Login to Access > UEM > 3rd Party UEMs.
2. Click Connect UEM.
3. Select JAMF.

Connect UEM Jamf
Choose UEM Vendar N
ame
Certificate Authority
3 Settings

Desktop Identity Certificate CA
This is the signer certficate for the identity certificates issued to the managed deskiops.

Note: Zero Sign-On solution requires that this CA be different than the CA used for the mobile identity cerfificates deployed using
Mabilelron. If they are the same, you'll need to setup another CA in the selected UEM.

Add Certificate

4. Enter the following details:
a. EnteraName.
b. Click Add Certificate under Desktop Identity Certificate CA.

5. Enterthe Certificate Name and add the certificate.
Or
Paste the certificate.
Only PEM and CER file types are allowed.
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Add Certificate

Certificate Name

Drag and drop file here
OR

Browse

Supported File Type: PEM and CER

OR

Paste your cerificate here

Click Done.
Click Next.

(Optional) Enter the Management Check details.

Configuring UEM with JAMF in Mobilelron Access

Check whether desktop is registered to JAMF and check compliance if smart group is provided.

» Enable to toggle for "Verify desktop is managed by JAMF and limit access to only managed

desktops".

Enabling this option performs a check during Mobilelron Authenticate registration and authentication to

service providers.
o Enterthe Tenant URL.
 Username

e Password
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10.
11.
12.

Jamf
ez
\;D These setfings are recommended but optional. You can disable and opt out for now, and set them up later.

Management Check

(@4 ) Verify desklop is managed by Jamf and limit access to only managed desktops (7)

Tenant URL

[ hitps:fiexample. com ]

Username

[ ]

Password

[ ]

Critera for restricted access to Service providers

Compliance critera using Smart Group

Configuring UEM with JAMF in Mobilelron Access

Via the Zero Sign-On rule. you can enforce that enly desktops compliant with this criteria are be able to sccess the service providers governed by the policy. Learm Mare

Desktop Is ~ | member of

(Optional) Enter the compliance criteria using Smart Group to enable restricted access to service

providers.

Use the Zero Sign-on rule to enforce that only desktops compliant with this criteria are able to access the

service providers governed by the policy.

Click Done.

Under UEM > 3rd Party UEMs, the JAMF instance is created.

Click Download Plist and save the XML as a .plist file to upload in JAMF.

UEM
mabileiron

ACCESS Mobilelron UEMs 3rd Party UEMs

Dashboard

(et Gonneot UEM

NAME TYPE COMPLIANGE TENANT URL
> sccm sccM No
> jamf instance JAMF Yes

v JAME JAMF No

Distribute the following to managed desktops, in the following order. Learn More

b Configuration Profile

* SCEP

Distribute a new identity certificate based o,

+ Application and Custom Settin

Download Plist

Download the plist file to upload it in Jamf.

&) Mobileiron Authenticate application

hitps://jam-validation.ebf.com/

fBme template as the User certificate used in Certificate SSO

Note: Update the DESKTOP_IDENTITY_GERTIFIGATE_GN value in the Plist per the value in SCEP.

Mobilelron Access integrates with Jamf and SCCM (UEM vendors) to provide Zero Sign-On capability for desktops/laptops managed by them.
Prerequisite: You'll need to provide the CA signer certificate from the 3rd party UEM, used for the identity certificate in the managed desktops.

STATUS ACTIONS

VAS)
VAS)
&) Connected / O

Go to Downloads to get the PKG file for Mac. When adding the application, associate the above Gonfiguration Profile to it.

About Moblelron | Terms of Use | Privacy Policy
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What users see for FIDO?2

Next steps

» Configuring Mobilelron Authenticate on JAMF

What users see for FIDO2

FIDO2 is a feature available with the Mobilelron UEM client. The Mobilelron UEM clients are: Mobilelron Go or
Mobile@Work, and Mobilelron Authenticate.

If FIDO2 solution is configured, users can authenticate and access enterprise cloud services from third party
managed devices with Mobilelron Authenticate installed.

When a user tries to log in, a push naotification is sent to all active devices. When the user allows push notification
on any appropriate device, access is granted for the session. However, on all other devices, the sessions become
invalid and deactivating on this device does not deactivate on other devices.

The following provide information about the user experience with FIDO2:

o Workflow for registered browsers

» Workflow for non-registered browsers
o Workflow on Android devices

» Workflow on iOS devices

» Workflow for Desktop login

Workflow for registered browsers

A browser that launches after a successful Mobilelron Authenticate registration, is a registered browser.

For a registered browser, when user tries to open the service provider, Access automatically invokes Mobilelron
Authenticate and authenticates the user using FIDO2.

If step up authentication is configured, user is prompted to either present biometrics or approve a push notification
sent to Mobilelron registered mobile device.

The following provides an example of the authentication workflow with a registered browser:
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*«>Cla /AmcEHmron. my sakstare com
Looking to accelerate Salesforce adoption?
See how Ted adopti offices in 158 countries by
salesforce Ppecple-first approach.
GETTHE £-800K
Log In Using.

Becess a0 Sarvice

g T with  Difeent Account

© 2010 elstoee.com Allghts esened,

Wsicome
|doa@acme.com

E Approve Push Notification

@ ricesicancn sant 1 your phona.

0

Altamatively. provids ussmames and pEsIwDId

Windiaws Security

W orkflow for non-registered browsers

x
Making sure it's you
Please Scan your fingerprint!
O
Scan your finger on the fingerprint
reader.
More choices
Cancel
[ >>

998 | & it +

&

(LS reee Accns Cow Raperis Dushbawin SesppedAes  Usiing LonpungesWIC Havigaions _+

QD Mo o

—_— B Jone Do

& wom pesa

Bro @re Pusk e

[E——

@ meronen

>>

Workflow for non-registered browsers

Non-registered browser are browsers that are not default browsers and other browsers that are not registered with

Mobilelron Authenticate.

The non-registered browsers must authenticate using either Mobilelron Authenticate, QR Code, or with

Passwords.

The following provides an example to login using Mobilelron Authenticate:
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Workflow for non-registered browsers

000 Bttt -
3 C[8 vonicbisronimy scroncom
Looking to accelerate Salesforce adoption? w
See how PC offices i
salesforce People-fist approach. Sign in with ane of tha options balow
GeTmHEEB0OK

Log In Using.
Sagni in using Mobilairon Authanticate
vonube Icrrmirs o ponde

) PP 1 g

Log I wih 8 Dfferet Account

- g W B 0 T8

BB Sign in using OR Code
B% o

Sign In
© 2019 salesforce com Al rghts reserved. >> >>
8890/ @ st g s = (D -
+ 2> C|a =

@T@T — e+ e (D

mnummmummwmuwquMl *
B s
A ot
E—— rwt @ P ek P [— -
e — 2 CIT— 8
. . Mo seonrds o deplay. Bor By Mcat Rsca Ay o g phorm wee.
Making sure it's you -
W ey Bin Trmce ain o lscten =
Please Scan your fingerprint! it '.;;2';';,;';'.'......
o
O
Scan your finger on the ﬁnger[trint
reader. r
Calendar e Cotarctar bip 7
Maore choices
Toasy rwrmany ¢ e
T T ———
Cancel o m e
S >>
The following provides an example to login using QR Code:
L TS
«->Ca imctsbaron my saeatorce com
Looking to accelerate Salesforce adoption?
See how PwC spurred adoption across offices in 158 courtries by embracing a
salesforce people-first approach. m
GETTHE E0OK
Sign in with ona of the aptions bolow

Log In Using

Sagn in wsing Mabiloiron Authanticate

Lag Inwih a Diflrent Accaunt
e e—

B Sign in using OR Code

@ Sagn In using Pas.

oA YT (T 1 passwoe o sgn ¢

>>

>>

© 2019 saestoren.com. A rghs reserved,

&

Sign in with one of the oplions below

'3 Sign in using Mobileiron Am%mlca‘ta

Proiicie biometrics or confem push notification 1o sign in

EE Sign in using QR Code

1. On your mobile devics open Mobileiron Go
or Maoble@Work
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2. Tap “Authenticatle” and scan this OR code

Keep You Signad In

Yas, thes & my parsonal comper

#® ho, this is a shared comparber



[ Approve Push Natification

© notcation sant 1o your phone.

Workflow for non-registered browsers

O 0P o i oA+ | ) Wl Home =i
=
iwabea - wpsenrs  (EEEIIE
[———
| 5o By Most el Actty

W Fecyeie Bin Fhaws aim o pciaion.
Cabendar Rew bomt Catanaw by 7
Today 0118201 o Omsbaiow b
[ ——r——— S o o T
o oo iz

The following provides an example to login using username and password credentials:
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Ll L LT e—

«>Cla imcksboron my saiestore ct

salesforce

Log In Using

Access a5 a Service

Log In with a Different Account

0 2019 salesforce. com. AN rights reserved.

Looking to accelerate Salesforce adoption?
See how PwC spurred adoption across offices in 158 countries by embracing a
people-first approach.

GET THE E-BOOK

Workflow on Android devices

)

Sign in with one of tha options balow

@ Sagn In wsing Mabiairon Authanti cate

@ Sign in using Passward

sl P o I sagn §

B Sign in using OR Code
& " FoREl

A M seleon, a0 OF G [rore

)

Sign in with one of tha options balow

9 Sagn In using Mabiairon Authanti cate

o [

W OF (AR wly P L g

Sagn In using OR Code

o]o]
Eh L re

@ Sagni In using Pas

W g Woskdeor g o yins prors

Workflow on Android devices

>>

okta

Enter your company’s sign-in URL:

ryCOmpanTy it oo

Don't use Okta through your company 7
Sign in with your amaid
>>

This section provides information for the various end user interactions on Android devices.
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Unlocking a desktop on Android devices

e Activating a password-less sign-in on Android device

Ending a browser session

Unlocking a desktop on Android devices

Deactivating a password-less sign-in on Android device

Unlocking a desktop on Android devices

To unlock a FIDO2 windows or mac desktop, you must authenticate from your device.

Unlocking a Windows desktop

The following provides an example to authenticate on a device using Mobilelron Go, when a user tries to unlock his
FIDO2 enabled Windows desktop:

& Mobilelron Go

Authenticate
all

Are you trying 10 unlock DESKTOP-JDOE12? 1

174 mTO 5 -

Authenticate

(=]

Are you trying to unlock DESKTOP-JDOE127

Device

LD windows

Location
Q@ Mountain view, California, USA

() Access granted

1 mT O

Authenticate

(=]

Are you trying to unlock DESKTOP-JDOE12?

s

Duvice

L0 windows

Location
9 Mountain view, California, USA

NO YES

Ue=0 ¥4 as58

>>

Cancel

R

Biometrics for "Authenticate”

Sign in as sshavs+s*

Q

>>

Del ¥4 E58

Mobilelron Access Guide | 181



Unlocking a Mac desktop

Unlocking a Mac desktop

The following provides an example to authenticate on a device using Mobilelron Go, when a user tries to unlock his
FIDO2 enabled Mac desktop:

w4l 244 B T @5 - =0 % &
Authenticate

10:4 (&

THURSD ARCH 23

Are you trying to unlock DESKTOP-JDOE12?

Authenticate Lo MacOS
Are you trying to unlock DESKTOP-JDOE12? ‘

o Mountain view, California, USA

Biometrics for "Authenticate”

Sign in as gpa*vee

NO YES /@

Canced

>> >>

455 M @ va

Authenticate

Are you rying 1o unlock testuser's MacBook Pre?

Dievice

L0 macos

Location
@ viayawada, Andhra Pradesh, India

(\_)' Avcass ganled

Activating a password-less sign-in on Android device

To activate a FIDO2 Android device, (If it is not already done during enroliment) go to Mobilelron Go > Menu >
Settings > Authenticate and turn on the toggle button. Follow authentication as shown below:
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Deactivating a password-less sign-in on Android device

M mT @5 - [=ER=R FET WA R RS 8
€ Settings € Authenticate
General Passwordless Sign-in ®

gpalfido@mi.com

About

Your Privacy

Logs

Send logs
Advanced

Authenticate
Passwordless sign

App Catalog

Add short P ——

Reprovision Certificates

>>

Deactivating a password-less sign-in on Android device

To deactivate an Android FIDO2 device, turn off the toggle button in Mobilelron Go > Menu > Settings >
Authenticate.

- W4t R E S o
1244 m T @ 5 - Do ®4 58
" € Authenticate
+ Settings
Passwordless Signein
General gpatfidog@mi.cam ’ ®
About

Your Privacy

Logs

Send logs
Advanced

Authenticate
Passwordl ign.

App Catalog

dd shor the home screen

Reprovision Certificates

>>
Ending a browser session

You can end a browser session from Mobilelron Go > Menu > Settings > Authenticate > End Browser
Session. Ending a browser session automatically signs you out of the company websites on the browsers.

NOTE: This optionis available only if the user has active browser sessions running.
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Workflow oniOS devices

LR R B0eFa015%
55 @ M0 0= Fa015%
©  Authenticate
& Authenticate
. Passwordless Sigrrin
Passwondless Sigreln h ] Mioefle ations Tor sigrdn -

Motfcations for sigrdin

End Browser Session

nde the “Kesp You Sigrad In” seesion tha
b g Nl company webetes in

e you sure?

This doasn't sign out of company
websites that are already cpen in
your browser. However, next

e FOU Sk N, you Wil i b
autheriicate using notifications or
QR coe

CANECEL END

<« = [ -> IR

Workflow on iOS devices
This section provides information for the various end user interactions on iOS devices.

e Unlocking a desktop on iOS devices

o Activating password-less sign-in on iOS device

Deactivating password-less sign-in on iOS device

Ending a browser session on an iOS device

Unlocking a desktop on iOS devices

To unlock a desktop on an unlocked mobile , go to Mobilelron Go > Menu> Settings > Authenticate.
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Unlocking a desktop oniOS devices

*=n alll T -

Are you trying 1o unleck mi
Mtk Pra?

Dewice
O macos

Location

T Mountain view, Caiormis, USA

To unlock a desktop on a locked mobile, go to Mobilelron Go > Menu > Settings > Authenticate.
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Activating password-less sign-in oniOS device

-
941

Monday, June 3

Are you trying to unlsck DESKTOP-
JDOETZ?

Activating password-less sign-in on iOS device

To activate a FIDO2 iOS device, go to Mobilelron Go > Menu> Settings > Authenticate and turn on the toggle
button. Follow authentication as shown below:
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2:41 il T -
£ Settings Authenticate
MITHENTICATORS
Joa's iPhone
This iPhoiwe X5 e
U Shared iFad »
Padl Pia
Joe's Fixal ®
Pl 2L
®
Yubatay BT NFC »
Sugurily Koy
Deviias usad 10 Wik SSEkIops Sra N IMo Work rossunces
REQIETERED DESKTONS
DESKTOP-JDOE1234 "
HIP Elie Draganfiy
m Joe's Machook Pra »
Mackbook Pro
Deskiops regstered for pasewernd oss dgn-in
SIOMED |M BROWEERS
End Browser Session
] o
[P ettegs

I

Bl |
Face D for "Authentioste”

817 I 38 paha e

Cancel

Deactivating password-less sign-in on iOS device

Deactivating password-less sign-inoniOS device

a1 il -
£ Seitings Authenticate
NUTHENTICATORS
Joa's iPhone
This iPhame X5 Mae ()
UK Shared iPad »
Padl Pio
Joe's Fixal
Pl 2L L
Joe's Tablet »
Gamyurg Galuxy Tals 37
Yubikay BC NEC w
Suvurily Hey
Deovicds usad 10 unistk Socklops 5 sigh Mo werk ressues
REGISTERED DESKTONE
DESKTOP-JOOE234. "
HP Clne Cragonfty
= Joe's Machook Pro »
sucbouk Pro
Droskiops regisiored for passwordoss sgn-n
SIIMED IN BROWSERS
End Browser Session
o
[r= Tribegy
>>

To deactivate an iOS FIDO2 device, turn off the toggle button in Mobilelron Go > Menu > Settings >

Authenticate.
o1 il T -
& settings Authenticats

MUTHENTICATORS

Saiurity Ky

REQISTERED DESTORE

DESKTOP-JOOE1234

N x

HF Elde Craganily
Joi's Machook Pra »
Mucbook Pro

DS KIO0E NGEIEred MoF [ SwWeidiss Sign -i

SIONED M BRCWSERS

End Browser Sassion

Voot D r——v— Nt ossorn Setbrgn

Joa's iPhone

This iPhume K35 e D
U Shared iPad %

Pad Pro

Joe's Pixal

Pl 2L L

Joe's Tablet »

Sarigurg Galway Tl 37

Yubakay b0 NFC »

Desetivate this devies?

R T T e e
it a0 |1 i,

Canesl Daactivate

2:a1 ol T -
€ Seitings Authenticate
AMUTHENTICATORS
Joa's iPhone
This iPhone X5 Max
UK Shared iad »
Pad Pio
Joe's Fixal %
Pl 2XL
Joe's Tablet %
Samyure Galusy Tal 57
Yubikay b0 NFC "
SeLurily Key
Devicos usad 1o unisck Secklops o Slgn IMo Work rassunces
NEQISTERED DESKTOPS
DESKTOP-JOOE1234 %
HF Elfe Craganity
m Joe's Machook Pro "
Macbook Pro
Daskiops rogisiored for passwerdoss dgn-i
SIANED IN BROWSERS
Endt Browser Sassion
f & a o
Veobiskron s S Mkt [
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Ending a browser session on an iOS device

Ending a browser sessionon aniOS device

You can end a browser session from Mobilelron Go > Menu > Settings > Authenticate > End Browser
Session. Ending a browser session automatically signs you out of the company websites on the browsers.

a1 il T -
4 Settings Authenticate
Passwinidiess Sign-in O

MzAReatans far Sgn-in

End Browser Session

This ks “Kiskit Yiou Shgnad " sasaaed that automaticaly
S e CORE T WIS 0 U DI

P 2 r
) . 1 e
Mehiwiran Co Holfcaliom: My Dencas Setlings
—
=a il T -
« Settings Authenticate
Passwordless Sigh It (j
M At o Sgh @
) : o
Mablsion 0o S (PRr— Samiags

Workflow for Desktop login

Ara you sura?

This desasn’t sign eut of
wabisiles that Sayba Esin o your
rowser. Howsrvar, st Sme you sign
in, e will rodd 10 3 UthEnticaRs Lsifey

rutification or OR code.

Cancel End Seagion

You must login to a desktop and approve the push notification on your mobile device.
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Mobilelron Authenticate

Touch ID for “Mobilelron Go"
Sign in to ALOK-WIN10 as

testuser

w7 & O

12:56

Authenticate

Are you trying to unlock ALOK-WIN10?

- Windows

O n—— Becess Granted
3

Mobilelron Authenticate

Mobilelron Authenticate is a Fast Identity Online (FIDO2) solution that simplifies the user experience while
reducing the risk of data breaches. Authenticate ensures that only verified users can access business applications
and it prevents the misuse of an employee's corporate credentials in case they are stolen.
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Configuring Mobilelron Authenticate on Mobilelron Cloud

Authenticate eliminates risky password-based security on desktop endpoints by providing a trust model for
Mobilelron-secured devices.

This authentication is done by requesting the user to present multiple factors to confirm their identity. Users gain
instant approval through mobile push. Intelligent authentication flows adapt to the type of device, app, network,
user location, and more.

Mobilelron Authenticate leverages a user's smartphone so the user no longer have to carry (and potentially
misplace) cumbersome key fobs. Authenticate sends push notifications that enable quick access for convenient
authentication based on the user’s needs.

Configuring Mobilelron Authenticate on Mobilelron Cloud
Configure the FIDO2 Desktop Agent to provide password less authentication for cloud services and desktop login.
Before you begin

 Verify that you have configured Mobilelron Cloud.
» Verify that you have uploaded the desktop identity certificate in Mobilelron Access > UEM.
o Download the certificate from Mobilelron Cloud > Admin > Infrastructure > Certificate

Management.

Procedure

1. On Mobilelron Cloud, click Configurations > Add.

2. Inthe Search Configurations field, enter Mobilelron Authenticate.

mobileiron
no : . - . - )
'4 C I_Ol JD Dashboard Users Devices Apps Content Configurations Policies Admin

Add Configuration cancel

Filters x Mobileiron Authenticate ()

A
o3 @) Mobileiron Authenticate

Configure the FIDO2 Deskiop
- Agent to provide password less
authentication for cloud services
and/or desktop login. (Z50 v2)

OS5 Version ~ mac) | 58

3. Select Mobilelron Authenticate.
The Create Mobilelron Authenticate Configuration page opens.
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Configuring Mobilelron Authenticate on Mobilelron Cloud

Add Config Cancel . q 5 -
@ Create Mobilelron Authenticate Configuration
Configure the FIDO2 Deskiop Agent to provide password less authentication for cloud services andlor desktop login. (ZSO v2)
@ Create Settings
2 Distribute Name

Deseription

Configuration Setup

Desklop Identity
Certificate

Please choose one cerfificate A4

Ho Certificate selected

Choose 05 0 mac0s
O windows

Mo O selacted

— Back

Enter the following details:

a. Name

b. Description

Under Configuration Setup, select the following:

a. Select the Desktop Identity Certificate from the drop-down.
b. Select the Operating System, macOS or Windows or both.

Select Windows and click Done to complete the Authentication.
Windows does not require distribution.

Dashboard Users Devices Apps Content Configurations Policies Admin @D New ook [
Add Config Cancel ) . ) .
@ Create Mobilelron Authenticate Configuration
Configure the FIDO2 Desktop Agent to provide password less authentication for cloud services and/or desktop login. (ZS0O v2)
@ Create Settings

Name -

FIDO Deskiop|

+ Add Description

Configuration Setup

Desktop lgentity | f40 dackiop_jdde ~
te

Choose 0g L) macOs

Windows

@ This Configuration does not require distribution for Windows 10 devices.
Fallow these steps

Complete the Mobilelron Authenticate configuration by clicking Done

2 View the Mobileiron Authenticate configuration, to copy the Command Line text that's Ly
displayed. This text is required when distributing the Mobilelron Authenticate app for Windows
10
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Configuring Mobilelron Authenticate on Mobilelron Cloud

7. Select macOS and enter the Key and Value for Custom Data. Click Next.

Dashboard Users Devices Apps Content Configuralions Policies Admin @ nNew Look!
Add Config Cancel . c 3 -
@ Create Mobilelron Authenticate Configuration
Configure the FIDO2 Desktop Agent to provide password less authentication for cloud services and/or desktop login_ (250 v2)
@ Create Settings
Name .
2 Distribute
FIDO mac
Description

Configuration Setup

Desktop Identity

Certificate

Flease choose ane cerificate v

No Gert

ate selecte

GChoose 05 B M0

O Windows

Custom Data ~
Key Value

+ Add

Keys and string values for custom data

+ Back I}

a. Select the devices to which the configuration is applied and click Done to complete the authentication.

Configurations Admin

#ad Config e &) Create Mobilelron Authenticate Configuration

Configure the FIDO2 Desktop Agent to provide password less authentication for cloud services and/or desktep legin. (Z50 v2)
Creste Settings

Distribute Enable this configuration

This configuration will be applied to selected devices.

Choose one of these options

Define Device Group Distribution Distribution Summary

Select optians below to distribute Configuratian. List af device »= they are added o the distribution.

Search Device Groups QU R
There i no information o disply.

All (7)

O Android Devices (D)

O Android Enterprise Devices (0]

O Android Enterprise: Dedicated Devices (0)

O 05 Devices (1)
O Windows Devices (1)

O macOs Device

(0}

[ twDS Devices (1)

«— Back
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Adding and distributing a macOS application for Mobilelron Authenticate

8. Under Configurations, select the Mobilelron Authenticate configuration created and click Details.

@ Newlook [

.4 s 3 Dashboard ~ Users  Devices  Apps  Conlenl  Configuralions  Poiicies  Admin

Configurations

Show Description

Filters X || search Q P

%F Client Senvices

os . % Android Ntification Service 14 days 1 hour ago by System
mac) (108 = % Apps@Work for mac0’s 14 days 1 hour ago by System ﬁ Client Services H
fido_dta_config Mabielron Authenticate (Friority: 1001)
Configuration Type
Distributed To:

Description:
Search - macOS Devices DETAILS

9. Click Copy Command Line Text to distribute the app.

Dashboard Users Devices Apps Conient Configurations Policies Admin

g.:...) fido_dta_config
Type: Mobilelron Authenticate | Priority: 1001

") Enabled | () Lastupdated at: 22 minutes 25 seconds ago by I instalied on no Devices (via Device Groups: Mo Devices | via Compliance Actions: No Devices)

S [ 1

Details
Settings Distribution
Desktop Identity Certificate: fido_deskiop_iddc Device Groups:
035: macO5 & Windows macO5S Devices

Custom Data:
KEY VALUE
There is no information to display.

Command Line Text:
DESKTOP_IDENTITY_CERTIFICATE_CN="3{userEmail Address}”
DESKTCP_IDENTITY_CERTIFICATE_ISSUER_CM="desktopca”

dCCESS. MIACCessqa.comws

500TsTRAP_URL-

Copy Command Line Text

Next steps
Adding and distributing a macOS application for Mobilelron Authenticate

Adding and distributing a macOS application for Mobilelron Authenticate

After configuring Mobilelron Authenticate for an appropriate operating system , the user adds the Mobilelron
Authenticate application in Mobilelron Cloud.

Before you begin

» Download the PKG file for Mobilelron Authenticate from the Mobilelron support site.
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Adding and distributing a macOS application for Mobilelron Authenticate

Procedure

1. In Mobilelron Cloud, click Apps > App Catalog > Add.

2. Select In-House from the drop-down.

Dashboard Users Devices Apps Content Configurations Policies Admin

.

App Catalog Categories Reviews Catalog Settings Distribution Filters Apple Apps and Books Deskiop Apps Office 365 App Protection

Add App Cancel

@ ~ | | Search the Apple App Store for
' 0% 5t
® Choose Q : o 0 Apps

macO5 Store

2 Describe l, Google Play

m Windows Store

3 Delegate

4  Distribute

5 Configure

3. Click Choose File and upload the PKG file appropriately. Click Next.

Dashboard Users Devices Apps Content Configurations Policies Admin
App Catalog Categories Reviews Catalog Settings Distribution Filters Apple Apps and Books Deskiop Apps Office 365 App Protection
Add App Cancel
[ Upload an In-House App
@ Choose
No App selected
2 Describe Supported file types:
Drag and drop file here mac -
3 Add Screenshots or - 5 =
IPA APK PKG APPX
Chaase File MIP APPXBUNDLE
Flenat MS
4 Delegate Y
Note: Large files could take several minutes to upload S Tra IR

EXE
5 Distribute

Business Apps
6 Configure
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Adding and distributing a macOS application for Mobilelron Authenticate

4. Enter the appropriate Category in the description page.

Usars Darvicas Apps Comant = ationg Poficis Autrmin

MI_mac0S-v1.3.22_Release 2020-12-09T03:44:21.762Z

Choase
g Decaribs App Information

Package Nams: Developer:
MI mac0S-¥1.3.22 Rooase F020-12.09T03:44:21 TE2E
4 C =] Fackage 1D Verelon:
m 1.3.37 Roioase I000-12.09T00:44 21 TEZZ 1.0
» Sundls Varcion: Catagory
10
&
B1ze: 2.21 ME

Categary m egursd

Compatiblifty: Compatinla with macDs

Prerequisite Apps

App Installer - Settings

Owernds URL

Fackage Apps

A o
o
[m]
ar ac A, o
Description
5. (Optional) Add Screenshots appropriately.
Describe Tablet
Add Scresnshots Add up to 4 screenshots (PNG, JPGIIPEG, or GIF). Recommended size: 1024px by 788px
4  Delegate Drag and drop file here Drag and drop file here
or or
5 Distribute Choase File
G Ceonfigure
Drag and drop file here Drag and drop file here

or

o]
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Adding and distributing a macOS application for Mobilelron Authenticate

6. (Optional) Delegate this application if it should be inherited by newly created spaces.

App Delegation (7

Define whether this app should be inherited by newly created spaces

7. Choose any option to distribute the app between the appropriate users and click Next.
a. Everyone
b. No One

C. Custom: Select Users or User Groups, Distribution Filter and view the App
Distribution Summary.

Choose cne of thece opilonc

() (

e

Select below to distribute this app App Distribution Summary

Ingivicusl Wesre

21 (81 o Ucer Groups

Hame: Ma;

Dscoription:

o oooao

Diefintbion:

Reculis:

8. In App Configurations, configure the application as desired.
a. Install on device: Allows specifying install settings for an application.

b. Promotion: Defines how the app gets promoted and appears in the app catalog for specific groups or
individuals.

C. Per App VPN: Enables Per App VPN for the application such that it connects to enterprise services
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Adding and distributing a Windows application for Mobilelron Authenticate

through native iOS/macQOS capabilities or using Tunnel app.
App Configurations About App Configurations

-
anfiguration that can be

E. Install on device
Thi ecides whether

Install Application configuration settings. O Al Us
Allows specifying install settings for an application. 4L Al Users E‘

-
are: Not Featured, Featured List and

«& Promotion

Promotion distribution configuration settings. T AllUS
Allows specifying Promotion distribution settings for an application. &L All Users E‘

.

@ PerApp VPN
Enable Per-App VPN for this app sa that the

9. Click Done.

Adding and distributing a Windows application for Mobilelron Authenticate

After configuring Mobilelron Authenticate for an appropriate operating system, the user adds the Windows
Mobilelron Authenticate application in Mobilelron Cloud.

Before you begin
» Download the MSI file for Mobilelron Authenticate from the Mobilelron support site.

Procedure

1. In Mobilelron Cloud, click Apps > App Catalog > Add.

2. Select In-House from the drop-down.

Dashboard Users Devices Apps Content Configurations Policies Admin

.

App Catalog Categories Reviews Catalog Settings Distribution Filters Apple Apps and Books Deskiop Apps Office 365 App Protection

Add App Cancel

@v Search the Apple App Store for iOS apps
3 ios Store
@ Choose Q 0 Apps
macO5 Store
2 Describe !, Google Play
m Windows Store

3 Delegate
4  Distribute

5 Configure
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Adding and distributing a Windows application for Mobilelron Authenticate

3. Click Choose File and upload the MSI file appropriately. Click Next.

Dashboard Users Devices Apps Content Configurations Policies Admin
-
App Catalog Categories Reviews Catalog Settings Distribution Filters Apple Apps and Books Deskiop Apps Office 365 App Protection
Add App Cancel
ﬁ * | Upload an In-House App
@ Choose
No App selected
2 Describe Supported file types:
Drag and drop file here mac 1=
3 Add Screenshots or _ ) L
IPA APK PKG APPX
Choose File MIP APFXBUNDLE
o ot MS:
4 Delegate MSIX
Note: Large files could take several minutes to upload [
EXE

5 Distribute

Business Apps
6 Configure

4. Enter the appropriate Category in the description page.

Mobilelron Authenticate_1.0.181_x64_Release.msi

App Information

App Name: Developer:
Mobilelron Authenticate_1.0.181_x64_Release msi

Size: 17.11 ME Version:

Source: In-House 20201209-05:24:44:062
Cost: FREE Category:

Bundle Version: 20201209-05:24:44:062 (3) |

Supported Architectures: X64

Category is required

Compatibility: Compatible with Windows 10 Desktop

App Installer - Settings

MSI product code:
5373B69D-EG63-41FB-8165-2480BCCBAB1C

Override URL: (3)

Command Line: (7)
fan
@ For Mobileiron Authenticatz app, copy Command Line from Mobilelron Authenticate configuration view page

Nte: List of common command line options can be found here

Description

5. Under App Installer - Settings, enter the Command Line Text copied when configuring MI Authenticator.
See Configuring Mobilelron Authenticate on Mobilelron Cloud.
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Adding and distributing a Windows application for Mobilelron Authenticate

6. (Optional) Add Screenshots appropriately.

Describe zklet

4 & soreenzhots (P GIPEG. or GIF) = size: 1024px by TE2
Add Seresnshots Add up to 4 screenshots (PNG, JPGAPEG, or GIF). Recommended size: 1024px by T88px

4 Dzlzpat= Drag and drop file here Drag and drop file here
or or

Distribarte Choose File

n
i

Drag and drop file here Drag and drop file here
or or

=

7. (Optional) Delegate this application if it should be inherited by newly created spaces.

App Delegation (7)
Define whether this app should be inherited by newly created spaces

O Delegate this app to all spaces

® Do not delegate this app

8. Choose any option to distribute the app between the appropriate users and click Next.
a. Everyone
b. No One

C. Custom: Select Users or User Groups, Distribution Filter and view the App
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Adding and distributing a Windows application for Mobilelron Authenticate

Distribution Summary.

Choocs ons of theca opfione

Select below to distribute thiz app App Distribution Summary

n Individual Users

AllEY aslsnted [0 L User Groups

Mema: Mac

£4173482.43708mnk L Decoription:

O oo oo

Definition: C

Reculis: D

9. In App Configurations, configure the application as desired.
a. Install on device: Allows specifying install settings for an application.

b. Promotion: Defines how the app gets promoted and appears in the app catalog for specific groups or
individuals.

C. Per App VPN: Enables Per App VPN for the application such that it connects to enterprise services
through native iOS/macQOS capabilities or using Tunnel app.

App Configurations

E. Install on device
T cides

nstall Application configuration settings.

Allews specifying install settings for an application. Ll AllUsers @

-
are: Not Featured, Featured List and

«& Promotion

Promotion distribution configuration settings.

Allows specifying Promotion distribution settings for an application. Ll AllUsers @

o

@ PerApp VP

N for this app so that the app will connect to enterp

10. Click Done.

Mobilelron Access Guide | 200



Configuring Mobilelron Authenticate on JAMF

Configuring Mobilelron Authenticate on JAMF

Mobilelron Access integrates with JAMF (UEM vendors) to provide Zero Sign-On capability for desktops or laptops
managed by them.

Before you begin

 Verify that you have the JAMF credentials and account to log in.
» Verify that you have downloaded the PKG package file from Mobilelron Support site.

 Verify that you have configured JAMF in Mobilelron Access. See Configuring UEM with JAMF in
Mobilelron Access.

» Verify that you have the .plist file that you saved when configuring JAMF in Mobilelron Access. See
Configuring UEM with JAMF in Mobilelron Access.

Procedure

1. Login to JAMF account with admin credentials.

2. Click Computers> Configuration Profiles.

. 4 en
jamf & v ©
m Computers
Computers | DS . Configuration Profiles
v : . < = oo
- ‘Q Filter P ‘ 1-30f3 + New th Upload = 88
£, Configuration Profiles
NAME LOGS COMPLETED PENDING FAILED SCOPE
Restricted Software:
PreStage Imaging
v mi
Mac App Store Apps
Patch Management
MI-Plist View 3 N/A o All Managed Clients

eBooks

No category assigned
Smart Computer Groups

Static Computer Groups

Desktopldentity View 1 N/A [ All computers, All users
Classes

Root Cert View 3 o o All computers, All users

Enroliment Invitations »

3. Click Upload > Choose File > Upload.
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4. Click Management Settings > Packages > New.

jamf

Configuring Mobilelron Authenticate on JAMF

i

All Settings.
omputers  Devices

DI] System Settings *

=)

10.25.2-11605115216

Global Management &

Computers: 3

Mobile Devices: 0 Self Service

Computers: 0 Server Infrastructure
Mobile Devices: 0

Network Organization

m o &

Computer Management

@ Device Management

] User Management

Computer Management

Scripts

Check-In Extension

= B o W
Printers Directory Disk Dock ltems
Bindings Encryption

Configurations

Configurations

Computer Management - Management Framework

App Updates

® [

Attributes

5. Enterthe Display Name and select the Category to add the package to.

Settings : Computer Management > Packages

< New Package

General  Options Limitations

Display Name Display name for the package

Category Category to add the package to

None v
Package File
Upload Package File
Manifest File
Upload Manifest File

Info _Information to display to the administrator when the package is deployed or uninstalled

Notes Notes to display about the package (e.g. who built it and when it was built)

6. Click Upload Package File to upload the PKG package file downloaded from the Mobilelron Support site.

7. Click Save.
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What users see for Mobilelron Authenticate

8. Click Policies > New > Display Name.

jamf Q4 &

] Computers : Policies
< New Policy

Computers Devices Users

ﬁl Policies Options Scope Self Service User Interaction

Configuration Profiles

Restricted Software (o] ceneral D General
PreStage Imaging Display Name Display name for the policy
Packages
Mac App Store Apps W oPackages FIDO2 Policy
Patch Management
@) Software Updates Enabled
eBooks {“’I Not Configured
Category Category to add the policy to
Scripts
Smart Computer Groups et None M
Static Computer Groups .
- vent(s S ate the policy
Printers Trigger Event(s) to use to initiate the policy
Classes = oprners
[ Startup
_J When a computer starts up. A startup script that checks for policies must be configured in Jamf Pro for this to work
@ DiskEncryption
. Not Configured ) Logi
Enroliment Invitations ° ] Login b
_J When a user logs in to a computer. A login hook that checks for policies must be configured in Jamf Pro for this to work
PreStage Enroliments

B Dock ltems [ Logout
0 ems . .
Dockltem __J When a user logs out of a computer. A logout hook that checks for policies must be configured in Jamf Pro for this to work

ame e Network State Change
Management Settings Local Accounts " -hang
0 Accounts __J When a computer's network state changes (e.g., when the network connection changes, when the computer name changes, when the IP adidress changes)
Cancel Save

9. Click Packages > Configure.
10. Add the PKG package file that was uploaded in Management Settings.
11. Click Save.

What users see for Mobilelron Authenticate

After configuring Mobilelron Authenticate on UEM, Windows or macOS desktops get notification to authenticate
and register Mobilelron Authenticate.

A silent registration is enabled by default for Mobilelron Authenticate.

The following provide information about the user experience with Mobilelron Authenticate:

» Workflow on Windows desktop

» Workflow on macOS desktop

Workflow on Windows desktop

Workflow for Silent Registration
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{: Completing Registration & Launching Browser..

Launching browser will set you up for a passwordless experience
10 access company websites

Workflow for QR Code

Authentcator

Experience signing in
withor

Scan This QR Code
€ 0 vour mobie devi cpsn Mccssirn Go
o Monteawiorn: iy

(R e p—

'::. Completing Registration & Launching Browser.

Launching browser will set you up for a passwordless experience
to access company websites

Workflow for QR Code and password

W orkflow on Windows desktop

Mobilelron Access Guide | 204



¥ Mobisiron Authenticator

A Mobilsion Autnentcsior

Experience signing in

without passwords Step 1: Scan This QR Code

Change the way 10 uniack your

computer and access company L (@) O your mobile dowice cpen Metsion Go.
webs| .

with your mobie device or Masteaicn: i1

@ 7o utmentcats wns scan e O coos

W Motsiiron Aumenncator

You are done!
T 15 e Mew BRBEESS 10 10 In 10 yeur computer. Try 1t Nemw |
vate

Acprove
ot 15 -

lock comput

E

Step 2: Enter Computer Password

& Completing Registration & Launching Browser...

L

Launching browser will set you up for a passwordless experience
o access company websites,

Registration Status

Registration Status: Active

Lock pass initiated on a Windows lock screen

W orkflow on Windows desktop
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Workflow onmacQOS desktop

Workflow on macOS desktop

Silent Registration

§ uentcator 7 Ed1_Format_View Windon 7h = i Twswian G 0 =

LE+09a0

N " Mobileiran Authenticatos

Experience signing in
without passwords
Change the way to unlock your
computer and sccess company
websites with your mabile
divice

>>
O M Mobileiran Authenticator
You are done!
This |s he new process 10 og n ] YOUr COmpites. Tl\i It Now !
Lock Approve
—_— E
>>
K M Mobiloiron Autharticator
' Completing Registration & Launching Browser...
Mobilelron Access Guide | 206
Launching browser will set you up for a passwordless %

experence to access company websites



Workflow on a macOs light mode

Workflow on macOS desktop

€ Authenticatar File Edt_Formal_view Window _Hep

LC+09800

L N M Mobileiron Authenticator

Experience signing in
without passwords

Change the way to unlock your
computer and access company
websites with your mobile
device

LR M Mobilsiran Authenticator

Step 2: Enter Computer Password

Wiy do we need the passward?

>>
L IR M Mobileiran Authenticator
You are done!
This (= Ihe new process 1o l0g in 10 your computer, Try It Now |
Lock Activate Approve
tomputer computer using ANY KEY retuest 10 urlock computer
[ 10N M Mobileiron Authanticator

a0 M Mobileiron Authenticator
Step 1: Scan This QR Code
o On your mobile device open Mobilelron Go g

or Mobie@work &
e Tap Authenticate and scan the QR code
>>
>>
>>

§.: Completing Registration & Launching Browser...

Launching Drowser will set you up for 8 passwordless
enperience to access company websites.

Registration Status
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Client Registration Settings

[N M Mabileiran fsthenticator

Reqgistration Status: Active

Migre Detadks

User: _ohn.dosiliconose. oom

Usar Handhe: xxoos oo gas Tanant ID: 123456
Fucho Counber: 4326 Key Algorithm: ESZ56
Kay Id: xx-yy-x237 Cloud Login: Enabiled
TPM Version: 1.2.0 Dsskiop Lagim: Enakled

Client Registration Settings

The Client Registration Settings is used to register Zero Sign-on clients such as Mobilelron Go and Mobilelron
Authenticate with Access. Mobilelron clients send the device identity certificate to Access for Zero Sign-on
registration.

The device identity certificates used by Mobilelron clients must follow the same schema as the certificate used in
Certificate SSO, under Federation. Use the following setting to determine the username from the certificate and
register.

Procedure

1. In Mobilelron Access, go to Profile > Client Registration Settings.

2. For User Certificate, select the user certificate from which to get the user identification information such
as the username.
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Client Registration Settings

The user certificate is the Tunnel sample certificate you uploaded to Access.
Profile { Client Registration Settings

Client Registration Settings

Hide Description

This is used to register Zero Sign-On clients such as Mebilelron Go and Mobilelren Authenticate with Access.

Username to |dentity Certificate Mapping

Maobilelron clients send the device identity certificate to Access for Zaro Sign-0On registration. The setting below is used to determine the username from the
certificate and register. Learn More

The device identity cerificates used by Mobilelron clients must follow the same schema as the following certificate used in Cerlificate 550, under Federation

DENTITY CERTIFICATE TEMPLATE USERNAME MAFS TO
Default Cliznt Certificate - SAM of type fedZZMames -
Wiew certificate templaie + Additional transform

For Field Name, select the field from which the Mobilelron UEM client gets user identifying information.

4. (Optional) For Additional transforms, enter a MiTra expression.
Configure a MiTra expression if the value in the certificate does not map directly to the user identifying
information.
Example: select: X509: SubjectAltName:rfc822Name

5. Click Save Registration.

Next steps

» Configuring Zero Sign-on in Mobilelron Access

» Configuring multi-factor authentication in Access

Related topics
For information about MiTra expressions, see Language to generate values from certificate fields.
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Authenticator Only with Mobilelron Access

Authenticator Only allows employees to use their unmanaged mobile device as their identity and authentication
factor. Using their mobile device as their identity allows employees to take advantage of Zero Sign-on features,
which allow passwordless access to SaaS applications and other business services.

o About Authenticator Only with Mobilelron Access

« Configuring Authenticator Only on Mobilelron Cloud
« Viewing Authenticator Only on Mobilelron Cloud

« Configuring Authenticator Only on Mobilelron Core
« Viewing Authenticator Only on Mobilelron Core

o What users see for Authenticator Only

About Authenticator Only with Mobilelron Access

In an Authenticator Only deployment, employees register their device with a Mobilelron unified endpoint
management (UEM) platform in Authenticator Only mode. A device that is registered with Mobilelron in
Authenticator Only mode is not managed by Mobilelron. This means that mobile device management policies and
configurations such as mobile threat defense, password requirements, Wi-Fi, VPN are not applied to the device.
However, the Authenticator Only device checks in with the Mobilelron UEM periodically and registers the posture
of the device. If the Authenticator Only device is in compliance, users can continue to use it as their identity and
authentication factor.

The following provides additional information about Authenticator Only with Mobilelron Access:

« Required components for Authenticator Only

« Use cases for Authenticator Only

« Authentication flow for Authenticator Only

« Device actions and policies for Authenticator Only

« Android enterprise and Authenticator Only

Required components for Authenticator Only
Deploying Authenticator Only requires that the following components are set up:

» Mobilelron Access deployment with a Mobilelron unified endpoint management (UEM) platform. The
Mobilelron UEM platforms are:
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Use cases for Authenticator Only

o Mobilelron Cloud
o Mobilelron Core
o Mobilelron Connected Cloud.
« Mobilelron UEM client. The Mobilelron UEM clients are:
o Mobilelron Go for Cloud

o Mobile@Work for Core.
See the Release notes for Mobilelron Cloud or Mobilelron Core for supported client versions.

Use cases for Authenticator Only
The following describes the authentication use case enabled with Authenticator Only devices:

. Password less access from unmanaged devices: Users accessing an enterprise cloud service provider
(SP) from an unmanaged device are presented with a QR code. Scanning the QR code with their
Authenticator Only device authenticates the user and allows access from the unmanaged device. Users
scan the QR code using the Mobilelron client and the native camera on the Authenticator Only device.
Users do not need to enter their username and password. Users have the following additional options for
subsequent log in:

o Enable push notifications. If enabled, a push notification is sent to the managed device on subsequent
log in from the unmanaged device.

o Alternately, users can use the Mobilelron client on their managed device to generate a one-time
passcode (OTP). OTP allows users to access cloud services from the unmanaged device even when
the Mobilelron client does not have access to the Internet.

The following table describes the passwordless features with Authenticator Only devices:

TABLE 23. MOBILEIRON UEM AND CLIENT SUPPORT

Mobilelron Mobilelron Client Feature supported

UEM

Mobilelron Mobilelron Go foriOS QR code, push notifications, OTP
Cloud Mobilelron Go for Android and Android enterprise QR code, push notifications, OTP
Mobilelron Mobile@Work foriOS QR code, push notifications, OTP
Core Mobile@Work for Android and Android enterprise QR code, push notifications, OTP

Authentication flow for Authenticator Only

The following describes the authentication flow from an Authenticator Only device using passwordless
authentication.
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Device actions and policies for Authenticator Only

FIGURE 55. AUTHENTICATOR ONLY AUTHENTICATION FLOW
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1. Userrequests access to a cloud service from an unmanaged device, such as a desktop.

The cloud service redirects user to the configured identity provider (IdP)to authenticate. Since
Accessis the configured IdP, the request isredirected to Access.

Access generates and presents a QR code to the user.

N

>

The user scans the QR code with the mobile device in Authenticator Only mode to approve the
login.

5. Access generates a new SAMLresponse to redirect to the original SP. The original SP obtains the
user identity from the SAML response and presents the personalized screen to the user.

Device actions and policies for Authenticator Only

A device in Authenticator Only mode is not managed by Mobilelron UEM. Device and app management policies
and features are not available on a device in Authenticator Only mode. To view the device's security posture, the
following devices actions and policies are available and applied to Authenticator Only devices.

« Administrator actions (Cloud)

« Administrator actions (Core)

« Device user actions

« Compliance polices and actions (Cloud)

« Polices and actions (Core)
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Administrator actions (Cloud)

Administrator actions (Cloud)
Administrators can take the following actions on Authenticator Only devices on Mobilelron Cloud:

« Retire: The Retire action removes the SaaS configuration (Cloud) or policy (Core) from the device and
retires the device.

« Add to Group: Select or change the device group.

« Assign Custom Attributes

« Remove Custom Attributes

« Assigntouser

» Force Check-in

« Set Ownership

Administrator actions (Core)
Administrators can take the following actions on Authenticator Only devices on Mobilelron Core:

« Retire: The Retire action removes the SaaS policy from the device and retires the device.
« Apply to Label
« Remove from Label

» Set Custom Attributes: Set or clear custom attributes.
Device user actions
The following lists the actions device users can take on the User portal:

« Retire Device

« Send invitation

Compliance polices and actions (Cloud)
The following compliance policy is applied to Authenticator Only devices on Cloud:

« Compromised Devices policy: Mobilelron Go checks in with the Mobilelron Cloud and reports if the device
is compromised. The device status is displayed in the listing for the device in Device > Device on
Mobilelron Cloud. The following compliance actions are applied on Authenticator Only devices:

o Retire: Removes the SaaS configuration from the device and retires the device.

o Quarantine: Uninstalls the SaaS only configuration and associated certificates.
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Polices and actions (Core)

Polices and actions (Core)

The following policies and compliance actions are applied to Authenticator Only devices on Core:

« Security policy: The default policy is applied.
« Sync policy: The default policy is applied.

« Privacy policy: The default policy applied.

o Compliance actions:

o Quarantine: The Saa$S policy is removed.
See "Managing Compliance" in the [[[Undefined variable GlobalBookTitles. DDAG]]]

Android enterprise and Authenticator Only

If the Mobilelron UEM supports both Work Profile for device management (MDM), as well as Authenticator Only,
the Work Profile policies and configurations take priority.

Therefore, Mobilelron recommends creating separate user groups for Android enterprise and for Authenticator Only.
Do the following:

« Apply the Authenticator Only devices to the Authenticator Only user group.

« Do not apply Android enterprise devices, polices, and configurations, to the Authenticator Only user group.
The Android enterprise configurations are:

o Android enterprise: Work Profile (Android for Work)
o Android enterprise: Work Managed Device (Android for Work)

o Android enterprise: Managed Device with Work Profile

Configuring Authenticator Only on Mobilelron Cloud

An Authenticator Only deployment requires an Access deployment with Mobilelron UEM, as well as additional
configurations for Zero Sign-on in Access and in the Mobilelron UEM. The configurations for Authenticator Only are
done in Mobilelron UEM. The following steps provide an overview of the configuration steps for deploying
Authenticator Only and pointers to the relevant content in the Mobilelron Cloud Administrator Guide.

Before you begin

» Ensure that you have an Mobilelron Access deployment with Mobilelron UEM.
See Overview of configuration with Mobilelron Cloud.

» Ensure that Zero Sign-on is configured.
See "Zero Sign-on" in the Access Guide.
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Adding an Authenticator Only configuration on Mobilelron Cloud

Procedure: Overview of steps

1. Create a user group to deploy Authenticator Only and manually add users to the group.
See "Creating a manually managed user group" in the Mobilelron Cloud Administrator Guide.

2. Create a dynamically managed device group with the rule "user group," which equals to the user group
created for Authenticator Only.
See "Adding a device group" in the Mobilelron Cloud Administrator Guide.

NOTE: If deviceshad been previously enrolled in a Cloud tenant, users will not be able to register
with the same Cloud tenant using Authenticator Only. Delete the devices from the
Cloud tenant, thenregister again with the same Cloud tenant using Authenticator Only.

3. Create an Authenticator Only configuration and assign it to the dynamically managed device group
created for Authenticator Only.
See Adding an Authenticator Only configuration on Mobilelron Cloud.

4. Sync with Mobilelron Access.
See Syncing with Mobilelron Access

5. Download and register Mobilelron Go.
If Always require client registration is enabled in Users > User Settings > Device Registration
Setting in Mobilelron Cloud, users automatically get emails for registering their device using
Mobilelron Go. Device users download Mobilelron Go to their device directly from the Apple App Store or
from Google Play Store.
See What users see for Authenticator Only for information about how device users can register their
devices to your Mobilelron Cloud instance.

Related topics

« About Authenticator Only with Mobilelron Access

« What users see for Authenticator Only

Adding an Authenticator Only configuration on Mobilelron Cloud
Create an Authenticator Only configuration on Mobilelron Cloud.

Before you begin

You can create the Authenticator Only configuration only if a SaaS Sign on configuration is available. Therefore,
verify that a SaaS Sign on configuration has been created. The SaaS Sign on configuration is created for a Zero
Sign-on deployment. See "Zero Sign-on" in the Access Guide.
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Procedure

1. In Mobilelron Cloud, go to Configurations > + Add > Authenticator Only.

FIGURE 56. AUTHENTICATORY ONLY CONFIGURATION

fad Config cnee @ Create Authenticator Only Configuration

Allows users to authenticate to cloud services via Mobilelron Access for mobile devices without management or apps.
@ Greate Settings

2 Distribute Name

Auth only configuration

Description

Configuration Setup

Please select a SaaS Sign-On Config 10 be delivered 1o the authenticator-only device. The Saas Sign-On
Config is used by Mobilelron Access to authenticate the user.

Saas Sign-On config

Saas sign-on configuration

2. Inthe Name field, enter a name for the configuration.

Syncing with Mobilelron Access

Next —

3. (Optional) Expand + Add Description, to add a description for the configuration.

For SaaS Sign-On config, select a SaaS sign on configuration.

The selected SaaS Sign-On configuration is pushed to the device. Mobilelron Access uses the SaaS sign-

on configuration to authenticate the device.

5. Click Next.

6. Verify that the the check box for Enable this configuration is selected.

The option is selected by default.

7. Select the distribution group created for Authenticator Only.
The configuration is distributed to the devices in the selected option.

8. Click Done.

Next steps
Syncing with Mobilelron Access

Syncing with Mobilelron Access
Sync with Mobilelron Access to pull the UEM configurations.
Procedure

1. In Mobilelron Access, navigate to the UEM tab.

2. Select the Cloud UEM and click the Sync UEM icon.

3. Enterthe UEM administrator credentials and click Verify.
4. Click Done.

Next steps
See Registration workflow for Authenticator Only devices
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Viewing Authenticator Only on Mobilelron Cloud

Viewing Authenticator Only on Mobilelron Cloud

After a device registers with Mobilelron Cloud in Authenticator Only mode, device information and status is
available on Mobilelron Cloud.

o Devices list
« Device details
Devices list

A device in Authenticator Only mode is listed with all other devices registered with Mobilelron Cloud. To view
device listings, on Mobilelron Cloud, go to Devices > Devices. Go to the Settings icon and select the check box
for Authenticator Only. Selecting the option makes the Authenticator Only column visible in Devices >
Devices. The Settings icon is visible on the top right corner of Devices listing page.

The value for Authenticator Only displays as Yes if the device is registered as an Authenticator Only device.

FIGURE 57. AUTHENTICATOR ONLY COLUMN IN DEVICES LIST
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Devices Device Groups Unmanaged Connections App Inventory Bulk Enroliment
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Filters X Search Q| Advanced Search [} - 2
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1 devices NAME EMAIL ADDRESS PHONE & os DEVICE TYPE STATUS LAST CHECK-IN 4 | VIOLATION COUNT AUTHEN
@ Device Type -
Carrier v m auth user authuser@mi.com i0S 13.3.1 iPhoneg, 1 Active 6 hours 49 minutes ago 0 Yes @ Status
UNKNOWN (1) @ Last Check-in
@ Violation Count
Android Work ~ i
Managed D
No (1) 0S Build
ves (0 Version
Device Source
Raw Model
Device Type A ot
IPhones, 1 (1) pme
Client Last
Check-in @
v
Mobilelron Threat e —
NIA (1)
Error (0)

The Authenticator Only device label is seen for devices when you click on the device listing for more details.

TIP: The labelis also visible in the user portal for an Authenticator Only device.
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Configuring Authenticator Only on Mobilelron Core

FIGURE 58. AUTHENTICATOR ONLY LABEL IN DEVICE DETAILS

Dashboard Users Devices Apps Content Configurations Policies Admin @ New Look!

«— Back to list Devices Device Groups Ur ged Connection: App Inventory Bulk Enroliment

auth user
Authenticator Only| = iPhone8.1 Phone # N/A | Space: Default Space (&) status: Active @ Last Check-in: 6 hours 31 minutes ago @ Client Last Check-in: 8 hours 31 minutes ago

o® =
Overview Configurations Installed Apps AppConnect Apps Policies Certificates Sentry Attributes Logs
~ General
Manufacturer Apple
Wi-Fi MAC Address 00:cd:Te:b7.26:24
Network Tethered No

The Configuration tab in device details also displays the Authenticator Only configuration applied to the device.

FIGURE 59. AUTHENTICATOR ONLY CONFIGURATION IN DEVICE DETAILS

mobileiron

CLOUD Dashboard Users Devices Apps Content Configurations Policies Admin @D New Lookl

« Back to list Devices Device Groups Unmanaged Connections App Inventory Bulk Enroliment

auth user | authuser@mi.com

Authenticator Only | iPhone8 1 | Phone # N/A | Space: Default Space | (/) Status® Active @ Last Check-in: 6 hours 31 minutes ago @ Client Last Check-in: 6 hours 31 minutes ago

o H

Overview Configurations Installed Apps AppConnect Apps Policies Certificates Sentry Attributes Logs

Configurations

Configurations that have been pushed to this device appear here. An individual configuration can be pushed or excluded. System configurations are required at all times and hence cannot be disabled or excluded

Distributed Configurations (2) Excluded Configurations (0)

Distributed configurations on the device can be re-pushed if either an error occurred in the initial install or they are currently excluded. System configurations cannot be excluded

Exclude Profiles

NAME TYPE STATUS DISTRIBUTION METHOD ACTIONS
Auth_only Authenticator Only Active @ Device Group Push  Exclude
Saas_1 Saas Sign-on Installed Device Group Push  Exclude

Configuring Authenticator Only on Mobilelron Core

An Authenticator Only deployment requires an Access deployment with Mobilelron UEM, as well as additional
configurations for Zero Sign-on in Access and in the Mobilelron UEM. The configurations for Authenticator Only are
done in Mobilelron UEM. The following steps provide an overview of the configuration steps for deploying
Authenticator Only and pointers to the relevant content in the Getting Started with Core guide.
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Configuring Authenticator Only on Mobilelron Core

Before you begin

* You have set up Mobilelron Access with Mobilelron Core.

See Overview of configuration with Mobilelron Core.

» Ensure that Zero Sign-on is configured.

See "Zero Sign-on" in the Access Guide.

Procedure: Overview of steps

1.

Create an LDAP group for Authenticator Only deployment and configure the group in Mobilelron Core.
See "Managing LDAP users" in the Getting Started with Core guide.

Alternately, you can add local users.

See "Adding local users" in the Getting Started with Core guide.

Assign the Enable Authenticator Only Role user role to the Authenticator Only LDAP group or local user
in Mobilelron Core.

When you assign the Enable Authenticator Only Role to a user, the Retire Device and Register
Device User Portal roles are selected by default. The Retire Device and Register Device roles are the
only User Portal roles available for Authenticator Only users. All other User Portal roles are grayed out.
See "Assigning and removing device user roles" in the Getting Started with Core guide.

NOTE: If auseris assigned the Enable Authenticator Only Role, then the user canregister their
device in Authenticator Only mode. This does not impact any devices that the user has
already registered.

FIGURE 60. ENABLE AUTHENTICATOR ONLY ROLE ON MOBILEIRON CORE

Devices  Users  Labels  ActiveSync  Apple Device Enoliment  Apple Education

Resync With LDAP To |Authorized Users v [Searchbyuserid »
E
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Assign Role(s) x

oo

miadmin Local Change Device Ovmership, Google Device Account, Locate De.

5]

TestUser User Portal Local Authenticator Only Role

TestUser2

=]

.. Local Authenticator Only Role, Register Device, Refire Device, User

Lise Google Device ACcount (For Androig enterprise device ony
Enable Authenticator Only Role @

Sync with Mobilelron Access.
See Syncing with Mobilelron Access

Download and register Mobile@Work.

In-app registration is supported. Users will need to use their enterprise credentials and know the Core
server address to register. Device users download Mobile@Work to their device directly from the Apple
App Store or from Google Play. See "In-app registration for iOS and Android" in the [[[Undefined variable
GlobalBookTitles. DDAG]]].
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Syncing with Mobilelron Access

Also see What users see for Authenticator Only for information about how device users can register their
devices to Mobilelron Core.

Syncing with Mobilelron Access
Sync with Mobilelron Access to pull the SaaS sign-on configuration from the UEM.

Procedure

1. In Mobilelron Access, navigate to the UEM tab.

2. Select the Core UEM and click the Sync UEM icon.

3. Enterthe UEM administrator credentials and click Verify.
4. Click Done.

Next steps
See Registration workflow for Authenticator Only devices

Viewing Authenticator Only on Mobilelron Core

After a device registers with Mobilelron Core in Authenticator Only mode, device information and status is available
on Mobilelron Core.

o Devices list

o Device details

Devices list

A device in Authenticator Only mode is listed with all other devices registered with Mobilelron Core. To view device
listings, on Mobilelron Core Admin Portal, go to Devices & Users > Devices.

The value for Authenticator Only displays as Yes if the device is registered as an Authenticator Only device.

FIGURE 6 1. AUTHENTICATOR ONLY COLUMN IN DEVICES LIST

Dashboard ~ Devices & Users  Admin Apps Policies & Configs  Services Seiings  Logs

Devices Users Labels ActiveSync Apple Device Enrollment Apple Education

=] DISPLAY NAME CURRENT PHONE ... | MODEL MANUFAC... | PLATFOR. HOME COUNT.... STATUS REGISTRATI. PHISHING PR... | LAST CHE... | OWNER OPERATOR AUTHENTIC...
= TestUser PDA iPhone 7 Apple i0S134 Active 2020-08-19 02 NIA 1Thiim Company true

The Authenticator Only device label is seen for devices when you click on the device listing for more details.
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What users see for Authenticator Only

TIP: The labelis also visible in the user portal for an Authenticator Only device.

FIGURE 62. AUTHENTICATOR ONLY LABEL IN DEVICE DETAILS

mobilei
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Data is not available
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AppConnect Terms of Service

AppCannect Terms of Service Date
Status Active
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Operator
Country Name
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Apple Devics Version

Apple Education Role Nene

Apple 05 Update Status

Apple User Enrolled Device falss
Authenticator Only trus
Background Status 2 -

What users see for Authenticator Only

Authenticator Only is a feature available with the Mobilelron UEM client. If Authenticator Only is configured, users
can register their unmanaged device in Authenticator Only mode. The device can now serve as the user's identity
and authentication factor, allowing users to authenticate and access enterprise cloud services from an unmanaged
device without having to use their user name and password.

The following provide information about the user experience with Authenticator Only:

» Registration workflow for Authenticator Only devices

« Logintocloud services

« Zero Sign-on with QR code - Android Authenticator Only devices
« Zero Sign-on with QR code - iOS Authenticator Only devices

« Zero Sign-on with push notifications or OTP

« Device out of compliance

« Deactivate Authenticator Only on the device

Registration workflow for Authenticator Only devices

To register their devices with Mobilelron UEM in Authenticator Only mode, users can download the Mobilelron
UEM client (Mobilelron Go or Mobile@ W ork) from the Apple App Store or from Google Play Store.
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Authenticator Only registration workflow on Android devices

IMPORTANT: Only in-app registration is supported.

« Authenticator Only registration workflow on Android devices

« Authenticator Only registration workflow on iOS devices

Authenticator Only registration workflow on Android devices

To register their unmanaged device in Authenticator Only mode, users download the Mobilelron UEM client from
the Google Play Store. The following picture illustrates the Authenticator Only registration workflow using
Mobilelron Go on Android devices.

FIGURE 63. AUTHENTICATOR ONLY REGISTRATION WORKFLOW ON MOBILEIRON GO FOR ANDROID
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= Mobilelron = Mobilelron
Welcome to
““"['g"'"":,:::;‘;uim"' s Username: user@mobileiron.com Mobilelron Go

' P
- —

Authenticate
Go passwordless by scanning the QR
code at the time of login on an untrusted
device

H mobliiren _ _

Users are prompted to grant permission for Mobilelron Go to access the camera. Access to the camera is needed
to scan the QR code for passwordless authentication. If biometrics is configured on the UEM, device users are
prompted to set up biometrics after they have registered.

Authenticator Only registration workflow on iOS devices

To register their unmanaged device in Authenticator Only mode, users download the Mobilelron UEM client from
the Apple App Store. The following picture illustrates the Authenticator Only registration workflow using Mobilelron
GooniOS devices.
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Loginto cloudservices

FIGURE 64. AUTHENTICATOR ONLY REGISTRATION WORKFLOW ON MOBILEIRON GO FOR IOS
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If biometrics is configured on the UEM, device users are prompted to set up biometrics after they have registered.

Log in to cloud services

When users attempt to access an enterprise cloud service on an unmanaged device, such as their desktop, they
are presented with an interaction page.

FIGURE 65. QR CODE PRESENTED ON AN UNMANGED DEVICE

D

Sign In
1. On your mobile device, open Mobilelron Go ==

or Mobile@Work =

2. Tap "Authenticate” and scan the QR code

Keep You Signed In (3

O Yes, this is my personal computer

® No, this is a shared computer

Alternatively. provide usemame and password

The interaction page contains a QR code and the following options, which are provided for additional security and

ease of use:

« Yes, this is my personal computer
By selecting this option, users indicate that the device is trusted.

* No, this is a shared computer
By selecting this option, users indicate that the device is publicly available.
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Subsequentlogin attempts

Users scan the QR code with the Mobilelron UEM client, Mobilelron Go or Mobile@Work, on their mobile device to
sign on to the enterprise cloud service. To scan the QR code, device users,

1. Tap the Mobilelron UEM client on their mobile device.
2. Tap Authenticate.

3. Authenticate with pass code or biometrics.
The authentication method depends on the setup of the device and the Mobilelron UEM client.

NOTE: The Authenticator Only device used to scan the QR code automatically becomes the primary
device for passwordless authentication. Push noftifications are sent to the primary device.

Subsequent login attempts

If users select the Yes, this is my personal computer option on the interaction page when scanning the QR

code, the user ID is remembered on the browser for 30 days. For subsequent login attempts to the enterprise cloud
services set up on Access:

« Loginis seamless. Users are not prompted to sign in for the session timeout duration set by the
administrator in Profile > SaaS Sign on.

« Forlogin attempts after the session timeout duration, a push notification is automatically sent to their
managed device. Users have the option to either enter an OTP or scan a QR code.

» Atthe end of 30 days, the user ID is no longer remembered in the browser, and users are once again
prompted to scan a QR code.

If users select No, this is a shared computer the session management settings in the cloud service are applied.

Zero Sign-on with QR code - Android Authenticator Only devices

The following figure provides an example of the workflow on an Android Authenticator Only device when using
passwordless authentication.

FIGURE 66. SCANNING THE QR CODE - WORKFLOW ON ANDDROID AUTHENTICATOR ONLY DEVICE
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Zero Sign-onwith QR code -i0S Authenticator Only devices

Zero Sign-on with QR code - iOS Authenticator Only devices

The following figure provides an example of the workflow on an iOS Authenticator Only device when using
passwordless authentication.

FIGURE 67.SCANNING THE QR CODE - WORKFLOW ON IOS AUTHENTICATOR ONLY DEVICE

041 -l T - 9:41 il -

¢ Back Authenticate

Mobilelron Go

Scan QR code

Authenticate

userBcompany.com

@

Scan QR code or view One-time
PIN for a passwordless experience.

Scan

L] & One Time PIN

Zero Sign-on with push notifications or OTP

Push notifications are sent to the Authenticator Only device that was used to scan the QR code. . Accepting the
push notification on the Authenticator Only device completes the sign-on to the enterprise cloud service.

Users also have the option to generate and use a one-time passcode (OTP) instead of using a push notification.
Generate the OTP on the Authenticator Only device, then click the OTP option on the unmanaged device to enter
the passcode.

FIGURE 68. LOGIN MESSAGE IF A PUSH NOTIFICATION IS SENT

Access to the requested webpage is denied. The mobile device used for
authentication is non-compliant as per your company policies.

@ Please use a compliant Mobilelron registered device for authentication. If you
cannot resolve the device compliance issue, please contact your administrator.

Sign In
1. On your mobile device, open Mobilelron Go =

or Mobile@Work %

2. Tap "Authenticate" and scan the QR code

Keep You Signed In @

Yes, this is my personal computer

© No, this is a shared computer

Alternatively, provide username and password
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Device outof compliance

The following illustrates an example of the OTP workflow on an Android device using Mobilelron Go.

FIGURE 69. OTP OPTION ON AN ANDROID AUTHENTICATOR ONLY DEVICE
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The following illustrates an example of the OTP workflow on an iOS device using Mobilelron Go.

FIGURE 70. OTP OPTION ON AN IOSAUTH-ONLY DEVICE
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Device out of compliance

In a Authenticator Only deployment, if users scan the QR code with a Authenticator Only device that is out of
compliance, an out of compliance message is presented. Access to the enterprise cloud service is not granted. A
new QR code is presented to the user. Users can switch to a compliant Authenticator Only device to authenticate.

Users see the non-compliance message in the following cases:

« Initial login by user, however the Authenticator Only device is not in compliance.

« Subsequent login by user, however the push notification sent to the Authenticator Only device is not in
compliance.
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FIGURE 7 1. QUT OF COMPLIANCE MESSAGE FOR DEVICES
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Deactivate Authenticator Only on the device

Deactivate Authenticator Only onthe device

Users can deactivate Authenticator Only on their device. Users may want to deactivate Authenticator Only on a
device if they want to use another Authenticator Only device to scan the QR code and receive push notifications on
the new device. The device used to scan the QR code automatically becomes the primary device for Authenticator
Only and receives push notifications if the user enabled the feature when scanning the QR code. Deactivating
Authenticator Only on the device stops the device from receiving push notifications.

To deactivate Authenticator Only in the UEM client for Android,open the menu and tap Settings > Sign Out.
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Deactivate Authenticator Only onthe device

FIGURE 72. DEACTIVATE AUTHENTICATOR ONLY ON ANDROID DEVICES
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When users sign out, the device is unregistered from the UEM. However, the Mobilelron UEM client app remains
on the device. To register once again, launch the Mobilelron UEM client app on the device and enter the username
and password.

OniOS devices, users deactivate Authenticator Only by removing the Mobilelron UEM client from the device. To
use the device as user's identity and authentication factor, device users can install and register the Mobilelron
UEM client foriOS in Authenticator Only mode.
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Multi-factor Authentication with
Mobilelron UEM Client

Multi-factor authentication with the Mobilelron UEM client allows device users to use their managed mobile device
for second-factor authentication.

IMPORTANT: The reference to multi-factor authenticationin device settingsisremoved from Access
user interface. Use the Client Registration Settings to register clients such as Mobilelron Go
and Mobilelron Authenticate with Access. For more information about configuring, see
Configuring multi-factor authentication in Access.

The multi-factor authentication feature is not supported with Access + Standalone Sentry deployments.
The following provide more information about multi-factor authentication:

« About multi-factor authentication with Mobilelron UEM client
« Overview of configuring multi-factor authentication with Mobilelron UEM client
« Configuring multi-factor authentication in Access

o What users see for multi-factor authentication in UEM client

About multi-factor authentication with Mobilelron UEM client

All approval notifications are sent to the primary device. Users also have the option to generate one-time passcode
(OTP).

» Required components for multi-factor authentication with Mobilelron UEM client
« Use cases for multi-factor authentication
o One-time passcode (OTP)

« About multi-factor authentication with Mobilelron UEM client

Required components for multi-factor authentication with Mobilelron UEM client
Deploying multi-factor authentication with Mobilelron Access requires that the following components are set up:

« Mobilelron Access deployment.
« Mobilelron UEM client.

See the Mobilelron Access Release Notes for supported versions.
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Use cases for multi-factor authentication

Use cases for multi-factor authentication

« Two-factor authentication to enterprise cloud services with push notification. Users accessing an
enterprise cloud service confirm their identity by:

o Providing their user credentials, typically the name and password, to the identity provider.
o Accepting the push notification on their managed device.

« Two-factor authentication to enterprise cloud services with one-time passcode (OTP). Users accessing an
enterprise cloud service confirm their identity by:

o Providing their user credentials, typically the name and password, to the identity provider.

o Generating a one-time passcode (OTP) using their Mobilelron UEM client, and entering the OTP in
addition to their user credentials.

« Inaddition, administrators can configure conditional rules to define when multi-factor authentication is
triggered.
Example: Create a User Info Rule to trigger multi-factor authentication for only a certain set of users or
groups, a Network Rule to trigger multi-factor authentication if the user is outside the enterprise IP range.

One-time passcode (OTP)

Device users have the option of generating a one-time passcode (OTP) in the Mobilelron UEM client, which they
can use instead of using push notification. OTP provides users another option to control access to enterprise cloud
services from another managed device. It also provides an option to control access to enterprise cloud services
even when the Mobilelron client does not have access to the Internet.

The OTP for multi-factor authentication is displayed when the Mobilelron UEM client is launched.

Multi-factor authentication flow

The following describes the authentication flow with multi-factor authentication.

Mobilelron Access Guide | 230



One-time passcode workflow

FIGURE 73. MULTI-FACTOR AUTHENTICATION FLOW
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Userrequests access to a cloud service.

The cloud service redirects user to the configured identity provider (IdP)to authenticate. Since
Accessis the configured IdP, the request isredirected to Access.

Accessredirects the request to the original IdP.

The original IdP challenges the user for a user name and password.

The user enters the user name and password and posts to the IdP.

Access obtains the useridentity from the SAML response, and sends a push notification tfo the
managed device registered to receive authentication push notifications for that user.

If one-time passcode (OTP) is enabled, users have the option to generate an OTP in the UEM
client. See One-time passcode workflow

The userreceives the push notification and launches the UEM client to respond. If the user
approves the transaction, the UEM client authenticates to Access.

If Access verifies the useridentity received from the UEM client to be the same as the user identity
receivedin the SAMLresponse, Access generates a new SAMLresponse to redirect fo the original
SP

The original SP obtains the user identity from the SAML response and presents the personalized
screen to the user.

One-time passcode workflow

Device users can generate a one-time passcode (OTP) in the UEM client. A progress value indicates for how long
the OTP is valid.
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Overview of configuring multi-factor authentication with Mobilelron UEM client

The following describes the OTP workflow when users access a cloud service provider (SP) from a browser or an

unmanaged app or device:

1. Users are redirected to an interaction page to enter their credentials. They have the option to click on the
Enter one-time password link to enter the OTP obtained from the UEM client.

2. Access validates the passcode entered by the user against the passcode generated by the Mobilelron
UEM client. A match completes the second-factor authentication of the user.

3. Access verifies and retrieves the user identity from the activated device and generates a new SAML
response to redirect to the original SP.

4. The original SP obtains the user identity from the SAML response and presents the personalized screen to
the user.

Overview of configuring multi-factor authentication with
Mobilelron UEM client

Multi-factor authentication requires configurations in Access as well as in the Mobilelron UEM.

Before you begin

» Ensure that you have an Access deployment.
See Set up Access with Mobilelron UEM.

Procedure: Overview of steps

1. Configure multi-factor authentication in Mobilelron Access
See Configuring multi-factor authentication in Access

2. Configure SasS sign-on in Mobilelron UEM.
See Configuring Zero Sign-on in Mobilelron Cloud.

OR
See Configuring Zero Sign-on in Mobilelron Core

Related topics

o About multi-factor authentication with Mobilelron UEM client

Configuring multi-factor authentication in Access

The following describes the multi-factor authentication configuration in Access.

Procedure: Overview of steps

1. Configuring multi-factor authentication.
See Configuring user ID for multi-factor authentication.
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Configuring user ID for multi-factor authentication

2. Add a conditional rule in Access for enabling multi-factor authentication, which triggers authentication
using the Mobilelron UEM client.
See Adding a conditional rule for multi-factor authentication.

3. Configure your company branding. Users see the branding on the messages on the device from which they
attempt to access cloud services.
See Configuring branding for multi-factor authentication in Access.

4. Publish the changes.
See Publishing the changes.

Configuring user ID for multi-factor authentication

Enable multi-factor authentication in Mobilelron Access in Profile > Client Registration Settings. You will also
map the fields from which the Mobilelron UEM client gets user identifying information.

Before you begin
Upload a sample Tunnel certificate in Profile > User Certificates. For more information, see User Certificates.

Procedure

1. In Mobilelron Access, go to Profile > Client Registration Settings.

2. ForUser Certificate, select the user certificate from which to get the user identification information.
The user certificate is the Tunnel sample certificate you uploaded to Access.
Profile { Client Regisfration Setlings

Client Registration Settings
Hide Description

This is used to register Zero Sign-On clients such as Mebilelron Go and Mobilelren Authenticate with Access.

Username to Identity Certificate Mapping

Mobilelron clients send the device identity certificate to Access for Zero Sign-On registration. The setting below is used to determine the username from the

certificate and register. Learn Maore
The device identity cerfificates used by Maobilelron clients must follow the same schema as the following certificate used in Cerificate 850, under Federation
DENTITY CERTIFICATE TEMPLATE USERMAME MAPS TO
Default Cliznt Certificate - SAM of type fedZZMames -
View certificate template + Additional transform

For Field Name, select the field from which the Mobilelron UEM client gets user identifying information.

4. (Optional) For Additional transforms, enter a MiTra expression.
Configure a MiTra expression if the value in the certificate does not map directly to the user identifying
information.
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5.

Adding a conditionalrule for mulfi-factor authentication

Example: select:X509:SubjectAltName:rfc822Name

Click Save.

NOTE: One time pass code (OTP) is enabled by default.

Next steps

Add a conditional rule for multi-factor authentication. See Adding a conditional rule for multi-factor authentication.

Related topics

For information about MiTra expressions, see Language to generate values from certificate fields.

Adding a conditional rule for multi-factor authentication

In the default policy in Mobilelron Access, add a Multi-Factor Authentication conditional rule. The rule triggers
multi-factor authentication.

Procedure

1

2
3.
4

In Mobilelron Access, go to Profile > Conditional Access.

Expand Default Policy.

Click +Add Rule > Multi-Factor Authentication to add the conditional rule.

Complete the requested fields.

Item Description
Name Enter a name for the multi-factor authentication rule.
Description Enter a descriptive text for the rule.

Map the Identity Provider
(IDP) user ID to
Authenticator user ID

Select one of the following:
*  SAML Subject (Default)
+  SAML Attribute

Additional transforms

(Optional) Enter a MiTra expression.

Configure a MiTra expression, if the value in the federation response
does not map directly to the user identifying information.

Example: The certificate contains the base-64 representation of the
user ID, however you need the hex representation. Enter the following:

decode:Base64

Rule Action

From the drop down menu, select Allow.

Click Done to save the policy and rule.
The rule appears at top of the list in the policy.

Ensure that the Trusted App and Device rule is enabled and the rule is moved to the top of the list.

Edit the General Bypass rule, and set the Action for the rule to Block.
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Configuring branding for multi-factor authenticationin Access

NOTE: You can create additional conditional rules to further define how multi-factor authenticationis
triggered. For example, you can create an User Info Rule to trigger multi-factor authentication
for only a certain set of users or groups

Next steps
Configure branding. See Configuring branding for multi-factor authentication in Access.

Related topics
For information about MiTra expressions, see Language to generate values from certificate fields.

Configuring branding for multi-factor authentication in Access

Customize the user experience for your enterprise users by uploading your company logo to Access. The user
notification screens are customized to display your company logo.

Ensure that your company logo is no more than 260 pixels wide by 30 pixels high. Supported file types are: PNG,
JPG, JPEG, and SVG.

Procedure

1. InAccess, go to Profile > Branding.
2. Inthe Company Logo section, drag and drop your company logo or click Choose to navigate to the location of
the file and add.

Next steps
Publish the updates. See Publishing the changes.

Publishing the changes
Publish the changes to make the updates available.

Procedure

1. Inthe Access administrative portal, go to Profile > Overview.
2. Click Publish.

Publish is only available if a federated pair has been created.
3. Click OK.

Next steps

Configure SasS sign-on in Mobilelron UEM.

« See Configuring Zero Sign-on in Mobilelron Cloud.
OR

« See Configuring Zero Sign-on in Mobilelron Core

Related topics
Publishing a profile
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What users see for multi-factor authenticationin UEM client

What users see for multi-factor authentication in UEM client

If multi-factor authentication is configured, device users can authenticate and access enterprise cloud services

from an unmanaged device. Users see the Authenticate option in the Mobilelron UEM client on their managed
device.

FIGURE 74. AUTHENTICATE OPTION IN MOBILEIRON GO

Mobilelron Go for i0OS Mobilelron Go for Android
10:237 - 206 A © P .
= mobileiron
Mobilelron Go
Device in compliance c
Devicaln Complianice Last checked in - 1 hour ago
Authenticate uthenticate
[Scan QR code or view One Time PIN

Threat Defense

NO THREATS FOUND

[ Device Threats

Network Threats

85 App Threats

The following topics provide information about multi-factor authentication on the Mobilelron UEM client:

o Access cloud services
o Custom service provider

« Generating one-time passcode (OTP)

Access cloud services

When users attempt to access an enterprise cloud service from an unmanaged device, they are prompted to enter
their user name and then prompted to confirm the request on the managed device that has the UEM client.

NOTE: The configured IdP challenges users for their credentials. Mobilelron Access does not ask users for
their credentials.

A prompt appears on the managed device alerting the user to the access request. If users accept the prompt, they
are allowed access from the unmanaged device. If users decline the prompt, they see an authentication failed
message on the device and the authentication request from the device is blocked.
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FIGURE 75. PROMPTTO ALLOW ACCESS FROM UNMANAGED DEVICE
Mobilelron Go for i0OS Mobilelron Go for Android

i T-Mobile = 2:22PM - & Mobilelron Go <%0
Authenticate
Authenticate 7
Are you trying to sign in to Micr.

] Office 365 Yes No

Are you trying to sign in to Microsoft Office
365(WS-Federation)?

Authenticate
Scan QR code or view One Time PIN

Device
Desktop Google Chrome

O

@ Location
Ashburn, Virginia, United States

Custom service provider

Customservice provider

The interaction pages and push notification for two-factor authentication display the service provider (SP) name
and logo. For a custom service provider, if a name is not configured, the interaction pages and push notifications
display Custom Service Provider for the SP name. If alogo is not configured for the custom SP, the name of SP

is seen where the logo would have been displayed.

Generating one-time passcode (OTP)

Device users can generate a one-time passcode in the Mobilelron UEM client. Users may want to generate an

OTP if the managed device does not have access to the Intermnet.

Procedure

1. Launch the Mobilelron UEM client.
2. Tap Authenticate > One-Time PIN.
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FIGURE 76. ONE-TIME PIN
Mobilelron Go for iOS

» 2:32 PM -

¢ Mobilelron Go  Authenticate

One-Time PIN

170080

00:20

Mobilelron Go for Android

242 EAQ P - il vl

¢ Authenticate

One Time PIN

533024

00:15

SCAN QR CODE

Generating one-time passcode (OTP)
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16

Multi-factor Authentication with
Mobilelron Authenticator

Multi-factor authentication with Mobilelron Authenticator allows device users to use their managed mobile device,
which has the Mobilelron Authenticator app, for second-factor authentication. The managed device on which the
Authenticator app is installed is the primary device.

The multi-factor authentication feature is not supported with Access + Standalone Sentry deployments.

The following provide more information about multi-factor authentication:

«  About multi-factor authentication with Mobilelron Authenticator
+  Configuring multi-factor authentication in Access for Authenticator
* What users see for multi-factor authentication

About multi-factor authentication with Mobilelron Authenticator

For multi-factor authentication, there can be only one primary device. The managed device on which the
Authenticator app is installed is the primary device. All approval notifications are sent to the primary device. If
multiple managed devices have Authenticator installed, the latest managed device on which Authenticator is
activated is considered the primary device. If enabled, users also have the option to generate one-time passcode
(OTP).

« Required components for multi-factor authentication with Mobilelron Authenticator
» Use cases for multi-factor authentication with Mobilelron Authenticator

o One-time passcode (OTP) with Authenticator

« Multi-factor authentication flow

o One-time passcode workflow

« Authenticator app features

Required components for multi-factor authentication with Mobilelron Authenticator
Deploying multi-factor authentication with Mobilelron Access requires that the following components are set up:

« Access deployment
« Mobilelron Tunnel

« Mobilelron Authenticator app on a managed mobile device.
The managed device can be either an iOS, Android, or Android enterprise device.
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Use cases for multi-factor authentication with Mobilelron Authenticator

See the Mobilelron Access Release Notes for supported versions.

Use cases for multi-factor authentication with Mobilelron Authenticator

« Mobilelron Authenticator provides two-factor authentication to enterprise cloud services. Users accessing
an enterprise cloud service confirm their identity by:

o Providing their user credentials, typically the name and password, to the identity provider.
o Accepting the Authenticator notification on their managed device.

« Inaddition, administrators can configure conditional rules to define when multi-factor authentication with
the Authenticator app is triggered. Example: Create a User Info Rule to trigger multi-factor authentication
for only a certain set of users or groups, a Network Rule to trigger multi-factor authentication if the user is
outside the enterprise IP range.

One-time passcode (OTP) with Authenticator

Device users have the option of generating a one-time passcode (OTP) in Authenticator, which they can use
instead of using push notification. OTP provides users another option to control access to enterprise cloud services
from another managed device. It also provides an option to control access to enterprise cloud services even when
Authenticator does not have access to the Internet.

The OTP for multi-factor authentication is displayed when the application is launched.

Multi-factor authentication flow

The following describes the authentication flow with multi-factor authentication.
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Multi-factor authentication flow

FIGURE 77. MULTI-FACTOR AUTHENTICATION FLOW

N~

o kW

.
©
6]

©00
Q e

¥

N Lo
(
( (
©
)
i >

© O

=
@

Userrequests access to a cloud service.

The cloud service redirects user to the configured identity provider (IdP)to authenticate. Since
Accessis the configured IdP, the request isredirected to Access.

Access redirects the request to the original IdP.

The original IdP challenges the user for a user name and password.

The user enters the user name and password and posts to the IdP.

The IdP verifies the useridentity, generates a SAML Response containing the user identity and
sendsit fo the configured service provider (SP) via aredirect. Since Accessis the configured SP in
the IdP, Accessreceives the redirect.

Access obtains the useridentity from the SAML response, and sends a push notification fo the
managed device registered to receive authentication push notifications for that user.

If one-time passcode (OTP) is enabled, users have the option to generate an OTP in
Authenticator. See One-time passcode workflow

The userreceives the push noftification and launches the Authenticator to respond. If the user
approves the fransaction, the Authenticator authenticates to Access using Tunnel.

If Access verifies the user identity received from Authenticator to be the same as the user identity
receivedin the SAMLresponse, Access generates a new SAMLresponse to redirect fo the original
SP

. The original SP obtains the user identity from the SAML response and presents the personalized

screen to the user.
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One-time passcode workflow

One-time passcode workflow

The Authenticator app automatically generates and displays a one-time passcode (OTP) when device users launch
the app. A progress value indicates for how long the OTP is valid.

The following describes the OTP workflow when users access a cloud service provider (SP) from a browser or an
unmanaged app or device:

1. Users are redirected to an interaction page to enter their credentials. They have the option to click on the
Enter one-time password link to enter the OTP obtained from Authenticator.

2. Access validates the OTP entered by the user against the OTP generated by Access for the activated
device for that user. A match completes the second-factor authentication of the user.

3. Access verifies and retrieves the user identity from the activated device and generates a new SAML
response to redirect to the original SP.

4. The original SP obtains the user identity from the SAML response and presents the personalized screen to
the user.

Authenticator app features
The Authenticator app provides the following features:

« The Authenticator app is easy to activate or deactivate on users' managed devices.

« Device users can either allow or block access to requests. They may want to deny access if an unknown
user attempts to access an enterprise cloud service.

« Ifarequestis not allowed or blocked within 5 minutes, the request expires and the authentication attempt
from the device is blocked.

« Device users have the option to generate a one-time passcode (OTP) instead of using push naotifications.

« If the managed device is locked, a notification is presented. Users unlock the device to view the request in
Authenticator.

« Authenticator provides information about the service being accessed and device information and location.

« Administrators can add their company branding to the Authenticator app.

Configuring multi-factor authentication in Access for
Authenticator

Multi-factor authentication requires a Access deployment, as well as additional configurations for multi-factor
authentication in Access.

Before you begin

* Ensure that you have an Access deployment.
See Set up Access with Mobilelron UEM.
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Configuring user ID for multi-factor authentication

Procedure: Overview of steps

1.

Configure multi-factor authentication in Access.
See Configuring user ID for multi-factor authentication

Add a conditional rule in Access for enabling multi-factor authentication, which triggers authentication
using the Authenticator app.
See Adding a conditional rule for the Authenticator app.

Configure the user identifying information to use with the Authenticator app. Authenticator extracts the
user identifying information from the certificate associated with Mobilelron Tunnel.
See Configuring multi-factor authentication in Access for Authenticator.

Configure your company branding. Users see the branding on the messages on the device from which they
attempt to access cloud services and on the Authenticator app.
See Configuring branding for multi-factor authentication in Access.

Publish the changes.
See Publishing the changes.

Add the Authenticator app to Mobilelron EMM for distribution to managed devices.
See the following:

« Adding the Authenticator app to Mobilelron Cloud
« Adding the Authenticator app to Mobilelron Core.

Configuring user ID for multi-factor authentication

Enable multi-factor authentication in Mobilelron Access in Profile > SaaS Sign-on. You will also map the fields
from which Authenticator gets user identifying information.

Before you begin

Upload a sample Tunnel certificate in Profile > User Certificates. For more information, see User Certificates.

Procedure

1.

In Mobilelron Access, go to Profile > Client Registration Settings.

2. For User Certificate, select the user certificate from which to get the user identification information.
The user certificate is the Tunnel sample certificate you uploaded to Access.
For Field Name, select the field from which Authenticator gets user identifying information.
4. (Optional) For Additional transforms, enter a MiTra expression.
Configure a MiTra expression if the value in the certificate does not map directly to the user identifying
information.
Example: select:X509: SubjectAltName:rfc822Name
5. Click Save Registration.
NOTE: One time pass code (OTP) is enabled by default.
Next steps

Add a conditional rule for the Authenticator app. See Adding a conditional rule for the Authenticator app.
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Adding a conditionalrule for the Authenticator app

Related topics
For information about MiTra expressions, see Language to generate values from certificate fields.

Adding a conditional rule for the Authenticator app

In the default policy in Mobilelron Access, add a Multi-Factor Authentication conditional rule. The rule triggers
multi-factor authentication using the Authenticator app.

Procedure

1. In Mobilelron Access, go to Profile > Conditional Access.

2. Expand Default Policy.

3. Click +Add Rule > Multi-Factor Authentication to add the conditional rule for the Authenticator app.
4

Complete the requested fields.

Item Description

Name Enter a name for the multi-factor authentication rule.
Description Enter a descriptive text for the rule.

Map the Identity Provider Select one of the following:

(IDP)userID to *  SAML Subject (Default)

Authenticator user ID «  SAML Attribute

Additional transforms (Optional) Enter a MiTra expression.

Configure a MiTra expression, if the value in the federation response
does not map directly to the user identifying information.

Example: The certificate contains the base-64 representation of the
user ID, however you need the hex representation. Enter the following:

decode:Baset4

Rule Action From the drop down menu, select Allow.

5. Click Done to save the policy and rule.
The rule appears at top of the list in the policy.

6. Ensure that the Trusted App and Device rule is enabled and move the Trusted App and Device rule to
the top of the list.

7. Edit the General Bypass rule, and set the Action for the rule to Block.

NOTE: You can create additional conditional rules to further define how the Authenticator app is
triggered. For example, you can create an User Info Rule to trigger multi-factor authentication
for only a certain set of users or groups

Next steps
Configure branding. See Configuring branding for multi-factor authentication in Access.
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Configuring branding for multi-factor authenticationin Access

Related topics
For information about MiTra expressions, see Language to generate values from certificate fields.

Configuring branding for multi-factor authentication in Access

Customize the user experience for your enterprise users by uploading your company logo to Access. The user
notification screen as well as the Authenticator app are customized to display your company logo.

Ensure that your company logo is no more than 260 pixels wide by 30 pixels high. Supported file types are: PNG,
JPG, JPEG, and SVG.

Procedure

1. InAccess, go to Profile > Branding.
2. Inthe Authenticator section, drag and drop your company logo or click Choose to navigate to the location of
the file and add.

Next steps
Publish the updates. See Publishing the changes.

Publishing the changes
Publish the changes to make the updates available.

Procedure

1. Inthe Access administrative portal, go to Profile > Overview.
2. Click Publish.

Publish is only available if a federated pair has been created.
3. Click OK.

Next steps

Add the Authenticator app to Mobilelron Cloud for distribution to managed devices. See the following:
* Adding the Authenticator app to Mobilelron Cloud
* Adding the Authenticator app to Mobilelron Core

Related topics
Publishing a profile

Adding the Authenticator app to Mobilelron Core

Adding the Authenticator app to Mobilelron Core makes the app available to distribute to managed devices.

* Adding the Authenticator app for iOS to Mobilelron Core
* Adding Authenticator for Android AppConnect to Mobilelron Core
*  Adding Authenticator for Android enterprise to Mobilelron Core
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Adding the Authenticator app foriOS to Mobilelron Core

Adding the Authenticator app for iOS to Mobilelron Core

Device users can download Authenticator for iOS directly from the Apple App Store. You can also distribute the
app as a recommended app through Apps@Work.

Procedure

In Mobilelron Core, go to Apps > App Catalog.

From the Quick Import drop-down list, select iOS.

Enter Mobilelron Authenticator in the Application Name text box.
Click Search.

Select the app from the list that is displayed.

For Mobilelron Authenticator, click Import.
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Click OK on the pop-up message, and close the Quick Import dialog.

Mobilelron Authenticator is now listed in the App Catalog. Information included in the app, such as the
name, is automatically configured. All other settings, such as the App Category and whether the app is a
free app, are set to default settings.

TIP: To view and edit the settings for the app, click on the app name in the App Catalog.

8. Apply the Tunnel VPN configuration to the app:
a. Click on the app name in the App Catalog to edit the app settings.
b. Inthe Per App VPN Settings, apply the Tunnel VPN setting to the app.
c. Click Save.
9. Select the app to and apply to a label:
a. Click Actions > Apply to Label.
b. Select the label that represents the iOS devices for which you want the selected app to be displayed.

c. Click Apply

Next steps

Create a managed app setting for the Authenticator app. See Creating a managed app setting for the Authenticator
app foriOS.

Related topics

For more information about adding iOS apps to Mobilelron Core for distribution, see the Mobilelron Core
Apps@ Work Guide.

Creating a managed app setting for the Authenticator app for iOS
Create a managed app configuration for the Authenticator app to provide additional configurations for the device.

Before you begin

« Make a note of the bundle ID for Authenticator. The bundle ID is com.mobileiron.efa.distribution.mica
» Create a plist file with the following content:
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Adding Authenticator for Android AppConnect to Mobilelron Core

<?xml version="1.0" ?>

<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDsPropertylList-
l1.0.dtd">

<plist version="1.0">

<dict>

<key>ACC_URL</key>
<string>https://ACC_URL_HERE</string>
</dict>

</plist>

Replace https://ACC_URL_HERE with one of the following:

- If your Access URL is access-na1.mobileiron.com, replace with
https://access.access-nal.mobileiron.com

OR

- Ifyour Access URL is access-eu1.mobileiron.com, replace with
https://access.access-eu1.mobileiron.com

Procedure

In the Mobilelron Core Admin Portal, go to Policies & Configs > Configurations.
Click Add New > iOS And macOS > Managed App Config.

Enter the requested information.

Click Save.

Apply to the configuration to the same label to which you applied the Authenticator app.
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Related topics

For more information about creating a managed app configuration in Mobilelron Core, see the "Managed App Config
settings that use plists" section in the Mobilelron Core Device Management Guide for iOS.

Adding Authenticator for Android AppConnect to Mobilelron Core

Upload the Mobilelron Authenticator app to Mobilelron Core as an in-house app and configure the app to make it
available to Android devices.

Before you begin

* Ensure that Secure Apps Manager is also installed on Mobilelron Core. For the supported Secure Apps
Manager (SAM) version for Authenticator, see the Mobilelron Access Release Notes.

* Download the Maobilelron Authenticator for Android AppConnect from the Mobilelron software download site at
https://support.mobileiron.com/support/CDL.html.

» This section provides basic information about how to add and configure the Authenticator app for Android
AppConnect. For information about AppConnect apps, see the Mobilelron Core AppConnect and App Tunnel
Guide.

Procedure

1. Inthe Mobilelron Core Admin Portal, go to Apps > App Catalog > Add+ > In-House. (Prior to
Mobilelron Core 8.0 go to Apps > App Distribution Library, and select Add App).
2. Addthe apps just as you would any in-house app.
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Configuring an AppConnect app configuration for Email+in Mobilelron Core

3. Add Secure Apps Manager (SAM) if you have not already uploaded it to support other secure apps.
4. After adding the apps, apply the apps to appropriate labels so that they are available to the required devices.

Next steps

Edit the AppConnect app configuration for Authenticator. See Configuring an AppConnect app configuration for
Email+ in Mobilelron Core.

Related topics

» Forinformation on adding in-house apps for Android, see “Working with Apps for Android devices” in the
Mobilelron Core Apps@ Work Guide.

Configuring an AppConnect app configuration for Email+ in Mobilelron Core

When you add Authenticator for Android AppConnect, an AppConnect app configuration is automatically created
for Authenticator. Edit the automatically-created AppConnect app configuration to add app specific configurations.

WARNING: Make sure only one AppConnect app configuration for Authenticatoris applied to each
device.

Procedure
1. Inthe Mobilelron Core Admin Portal, go to Policy & Configs > Configurations.
2. Select the automatically-created AppConnect app configuration for Authenticator for Android, and click Edit.
3. Select Enable Mobilelron Access.
4. In App-specific Configurations, add the following key-value pairs:
Key: ACC_URL
Value: https://access. YourAccessCluster.mobileiron.com.
YourAccessClusteris either access-nal or access-eu1.
Example: https://access.access-nal.mobileiron.com
5. Click Save.
The automatically-created app configuration has the same labels you applied to the app. You do not need to
apply the automatically-created app configuration to a label.

Adding Authenticator for Android enterprise to Mobilelron Core

Upload the Mobilelron Authenticator app to Mobilelron Cloud from the Google Play Store and configure the app to
make it available to Android enterprise devices.

Before you begin

Ensure that your Mobilelron Unified Endpoint Management (UEM) platform is set up for Android enterprise. Your
Mobilelron UEM is either Mobilelron Cloud or Mobilelron Core.

- Mobilelron Core: See the Mobilelron Core Device Management Guide for Android for Work.

- Mobilelron Cloud: See the Mobilelron Cloud online help documentation.

Procedure

1. In Mobilelron Core, go to Apps >App Catalog > +Add.
2. Select Google Play from the drop-down menu next to the search box.
3. Inthe search box, enter Mobilelron Authenticator.
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Adding the Authenticator app to Mobilelron Cloud

Click Mobilelron Authenticator to select the app.
Click Next and then Next .
Choose a distribution option for the app and click Next.
Update the settings in App Configurations as follows:
a. InInstall on device, enable Install on Device.
This is the recommended setup. Install on Device silently installs the app on the devices in the selected
distribution option.
b. In Promotion, update the promotion settings as needed.
c. For Managed Configurations for Android, click +.
Enter a name for the configuration.
In the Managed Configurations section:
For ACC_URL, enter https://access. YourAccessCluster.mobileiron.com.
YourAccessClusteris either access-na1 or access-eu.
Example: https://access.access-nal.mobileiron.com
8. Click Done.
9. If necessary, update the Tunnel VPN configuration for Android to tunnel authentication traffic from
Mobilelron Authenticator to Mobilelron Access.
The Tunnel VPN configuration for Android is listed in Mobilelron Cloud in Configurations.

No ok

Related topics

»  See the Mobilelron Core Apps@ Work Guide for more information about adding Android enterprise apps to the
Mobilelron Core app catalog.

Adding the Authenticator app to Mobilelron Cloud

Adding the Authenticator app to Mobilelron Cloud makes the app available to distribute to managed devices.

* Adding the Authenticator app for iOS to Mobilelron Cloud
* Adding Authenticator for Android AppConnect to Mobilelron Cloud
» Adding Authenticator for Android enterprise to Mobilelron Cloud

Adding the Authenticator app for iOS to Mobilelron Cloud

Upload the Mobilelron Authenticator app to Mobilelron Cloud from the Apple AppStore and configure the app to
make it available to iOS devices.

Procedure

In Mobilelron Cloud, go to Apps >App Catalog > +Add.

Select the icon for AppStore from the drop down list.

Enter Mobilelron Authenticator in the search text box.

Select Mobilelron Authenticator from the search results and click Next.
Make updates as necessary and click Next
You can change the category and add a description.

Choose a distribution option for the app and click Next.

Update the settings in App Configurations as follows:

a. InInstall on device, enable Install on Device.

abrobd -~
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Adding Authenticator for Android AppConnect to Mobilelron Cloud

This is the recommended setup. Install on Device silently installs the app on the devices in the selected
distribution option.
b. IniOS Managed App Configuration, click +Add.
For Key, enter ACC_URL.
For Value, enter https://access. YourAccessCluster.mobileiron.com.
YourAccessClusteris either access-nal or access-eu1.
Example: https://access.access-nal.mobileiron.com
c. InPer App VPN, click + to add a per app VPN configuration.
Select Enable Per-App VPN for this app.
From the drop-down list, select the Per-App VPN configuration for Tunnel.

8. Click Done.

Related topics

See the Mobilelron Cloud Guide or Help for more information on adding apps to the Mobilelron Cloud app catalog.

Adding Authenticator for Android AppConnect to Mobilelron Cloud

Upload the Mobilelron Authenticator app to Mobilelron Cloud as an in-house app and configure the app to make it
available to Android devices.

Before you begin

Ensure that Secure Apps Manager is also installed on Mobilelron Cloud. For the supported Secure Apps
Manager version for Authenticator, see the Mobilelron Access Release Notes.

Download the Mobilelron Authenticator for Android AppConnect from the Mobilelron software download site at
https://support.mobileiron.com/support/CDL.html.

Procedure

1.

In Mobilelron Cloud, go to Apps >App Catalog > +Add > In-House
Add the app just as would any in-house app.
Choose a distribution option for the app and click Next.
Update the settings in App Configurations as follows:
a. InlInstall on device, enable Install on Device.
This is the recommended setup. Install on Device silently installs the app on the devices in the selected
distribution option.
b. In Promotion, update the promotion settings as needed.
c. InApp Configurations, for AppConnect Custom Configuration, click +.
Enter a name for the configuration.
In the AppConnect Custom Configuration section:
For Key, enter ACC_URL.
For Value, enter https://access. YourAccessCluster.mobileiron.com.
YourAccessClusteris either access-nal or access-eu1.
Example: https://access.access-nal.mobileiron.com
Click Done.
If necessary, update the Tunnel VPN configuration for Android to tunnel authentication traffic from
Mobilelron Authenticator to Mobilelron Access.
The Tunnel VPN configuration for Android is listed in Mobilelron Cloud in Configurations.
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Adding Authenticator for Android enterprise to Mobilelron Cloud

Related topics

» See the Mobilelron Cloud Guide or Mobilelron Cloud Help for more information on adding Android AppConnect
apps to the Mobilelron Cloud app catalog.

«  See the Mobilelron Tunnel for Android Guide for Administrators for information on configuring the Tunnel VPN
configuration for Android.

Adding Authenticator for Android enterprise to Mobilelron Cloud

Upload the Mobilelron Authenticator app to Mobilelron Cloud from the Google Play Store and configure the app to
make it available to Android enterprise devices.

Procedure

In Mobilelron Cloud, go to Apps >App Catalog > +Add.
Select Google Play from the drop-down menu next to the search box.
In the search box, enter Mobilelron Authenticator. <is this what we are calling the app in Google play?>
Click Mobilelron Authenticator to select the app.
Click Next and then Next .
Choose a distribution option for the app and click Next.
Update the settings in App Configurations as follows:
a. InInstall on device, enable Install on Device.
This is the recommended setup. Install on Device silently installs the app on the devices in the selected
distribution option.
b. In Promotion, update the promotion settings as needed.
c. For Managed Configurations for Android, click +.
Enter a name for the configuration.
In the Managed Configurations section:
For ACC_URL, enter https://access. YourAccessCluster.mobileiron.com.
YourAccessClusteris either access-na1 or access-eu.
Example: https://access.access-nal.mobileiron.com
8. Click Done.
9. If necessary, update the Tunnel VPN configuration for Android to tunnel authentication traffic from
Mobilelron Authenticator to Mobilelron Access.
The Tunnel VPN configuration for Android is listed in Mobilelron Cloud in Configurations.

NogM~ODN -

Related topics

»  See the Mobilelron Cloud Guide or Mobilelron Cloud Help for more information on adding Android enterprise
apps to the Mobilelron Cloud app catalog.

« See the Mobilelron Tunnel for Android Guide for Administrators for information on configuring the Tunnel VPN
configuration for Android.

What users see for multi-factor authentication

Mobilelron Authenticator provides secure login to your enterprise cloud services. If you have configured the app to
be installed silently, which is recommended for a seamless user experience, the app is installed on managed
devices when the device checks in with Mobilelron Cloud.
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Activate Mobilelron Authenticator

NOTE: If adevice user has already launched Authenticator foriOS as a standalone trial app, the device
user must uninstall and reinstall the app to use it as a managed app.

The following topics provide information about multi-factor authentication:

o Activate Mobilelron Authenticator
o Access cloud services
o Custom service provider

« Authenticator settings

Activate Mobilelron Authenticator
To activate Mobilelron Authenticator, users simply launch the app after it is installed.

FIGURE 78. LAUNCH AUTHENTICATOR

Authenticator &

Mobilelron Authenticator allows you to control
and allow secure logins into your cloud services

®

This device is activated for <User ID>

Not you? Contact your IT admin

ACME

POWERED BY | )4 Mobilelron

Access cloud services

When users attempt to access an enterprise cloud service, they are prompted to enter their user name and then
prompted to confirm the request on the managed device that has the activated Authenticator app.

A prompt appears from the Authenticator app on the managed device alerting the user to the access request. If
users accept the prompt, they are allowed access. If users decline the Authenticator prompt, they see an
authentication failed message on the device and the authentication request from the device is blocked.

NOTE: The configured IdP challenges users for their credentials. Mobilelron Access does not ask users for
their credentials.
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FIGURE 79. AUTHENTICATOR PROMPT ON MANAGED DEVICE

r

AUTHENTICATOR

Device

O

Yes

I No

salesforce

Are you trying to signin to
www.salesforce.com?

Desktop Chrome Browser

Location
@ Mountain view, California, USA

Custom service provider

Customservice provider

The interaction pages and push notification for two-factor authentication display the service provider (SP) name
and logo. For a custom service provider, if a name is not configured, the interaction pages and push notifications
display Custom Service Provider for the SP name. If alogo is not configured for the custom SP, the name of SP
is seen where the logo would have been displayed.

Authenticator settings

The following table describes the information available in Settings in the Authenticator app.

TABLE 24. SETTINGS IN THE AUTHENTICATOR APP

Setting Description
About Tap to view version and license information.
Debug Logging Disabled by default.

Device users can enable debug logging if necessary.

Email Debug Log

Tap to enter an email address to send the debug logs.

Deactivate

Tap to deactivate the Authenticator app.
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Access Certificates

The Certificates page lists the SSL certificates and signing certificates that have been uploaded to the Mobilelron
Access administrative portal.

Certificates

By default at least one SSL certificate and an Access Signing Certificate are always available. These certificates
are not editable.

FIGURE 80. SSL AND SIGNING CERTIFICATES

Certificates

List of SSL and Signing certificates. You must have at least one SSL and Signing certificate.

ALIAS TYPE ACTIONS
sf_Signing Generated Signing Cert [:T v
Access Signing Generated Signing Cert W
Certificate D

sslCert Server Cert ET v

Actions you can take

You can take the following actions on a certificate:

|—'[: Click to view certificate details.

«  Z: Click to download the certificate.

. 9 Click to delete the certificate.

NOTE: Only the X509 certificate is available for viewing or downloading. Private keys are not available
for viewing or downloading.

User Certificates

The User Certificates page lists the client certificates that are uploaded to the Mobilelron Access administrative
portal. The Default Client Certificate is created by default. The Default Client Certificate can be used as a
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Adding a certificate

reference certificate and cannot be deleted.

FIGURE 81. DEFAULT CLIENT CERTIFICATE

Client Certificate - Default Client Certificate X

Certificate Details

Issuer: CN=Jane Doe, O=Example Inc., L=Mountain View, ST=CA, C=US
Valid From: 2018-01-09T02:45:45.000Z

Valid To: 2028-01-07T02:45:45.0002

Version No.: 3

Serial No.: 9644343468954880660

Fields available for SSO configuration

7 Item(s)
Subject CN=Jane Doe, O=Example Inc. L=Mountain View,ST=CA C=US
Subject 2 jane. doe@example.com
Adding a certificate

Adding your own user certificate enables you to easily map fields from the certificate into federation responses
generated by Access in Certificate based Single Sign-on. You can add a sample certificate used by your Tunnel
VPN profile that is assigned to mobile applications that use cloud services federated with Mobilelron Access.

Before you begin
Verify that you have created a certificate of your choice using the default certificate as a reference.

Procedure

1. In Mobilelron Access, go to Profile > User Certificates, click Add Certificate to import a User
Certificate.

2. Enter a Certificate Name.
Under Upload Certificate, click Choose File and browse to select the appropriate PEM certificate.

Click Add Certificate.
The user certificate is added.
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Actions you cantake

FIGURE 82. USER CERTIFICATE
Overview Federated Pairs Conditional Access Split Tunneling Branding Access Certificates User Certificates

User Certificates
Hide Descri pticn

List of User Certificates. Click on 'Add Certificate’ to Import a User Certificate.

Add Ceriificate

NAME ACTIONS
jian_test_cert G @
test3_cert G @
test2_cert G @

Actions you can take

You can take the following actions on a certificate:

« 'I: Click to view certificate details.
. S : Click to delete the certificate.

NOTE: You cannot delete a certificate that is configured in a federated pair for single sign-on. In order
toremove a certificate, you must first edit and associate the certificate with another certificate
(during enabling cert SSO). This disassociates the older certificate. You can thenremove the
older certificate.

User Certificate Details

The Client Certificate consists of Certificate Details and Fields available for SSO configuration. The
Certificate Details lists the Issuer, Serial No, Validity and Version of the Certificate.

The Fields available for SSO configuration enable you to view and provide friendly names to fields populated in
the User Certificate that you uploaded. These friendly names match the MiTra expression for a field used for SSO
configuration.
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Certificate expiry notifications

FIGURE 83. CLIENT CERTIFICATE

Client Certificate - Default Client Certificate X
7 Item(s) -
Subject CN=Jane Doe,0=Example Inc.,L=Mountain View,ST=CA C=US
Subject 2 jane.doe@example.com
SAN of type rfc822Name: Instance 2 jane.doe.alt@example.com
SAN of type rfc822Name jane.doe@example.com, jane.dos alt@example.com
SAN of type ntPrincipalName: Instance 1 T1ACEOF0GEA4TD439502ACCE2F5TF644
SAN of type ntPrincipalName: Instance 2 jane doe@example.com
SAN of type ntPrincipalName T1ACEOF06EA47D4395D2ACCS2F5TF644, jane doe@example.com

Certificate expiry notifications

Mobilelron Access periodically verifies the validity of the metadata for a service provider (SP) and identity provider
(IdP) federated pair. A scheduled job runs every 24 hours to check the federated pairs metadata files. Any issues
found during the scheduled job display as notifications in the administration portal in Profile > Federated Pair.

The verification includes checking the expiration date of the certificate embedded in the metadata.

Mobilelron Access sends email notifications to Access administrators on the 30th, 15th, and 7th day before the
expiry of the certificate. Starting on the 7th day before the certificate is set to expire, an email notification is sent
every day till the expiration date. Once the certificate expires, an email is sent to confirm that the certificate has
expired.

IMPORTANT: Update the certificate before expiry to ensure that the most current certificates are
available in Access. If the certificate in Access does not match the certificate in the SP or
IdP, authentication will fail for device users accessing the federated cloud service through
Mobilelron Access. Authentication will confinue to work as expected if the certificate in
Accessandinthe SP orIdP are the same, imrespective of whether the certificates are
expired or not.

In addition to email notifications, the following notifications are also provided in the Mobilelron Access user
interface:
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Notificationin Profile > Federation

« Notification in Profile > Federation
« Notification when you edit a federated pair or delegated IdP

» Notifications after a certificate expires

Notification in Profile > Federation

A notification displays in Profile > Federation. The notification includes the number of days remaining before the
certificate expires. The row for the delegated IdP or federated pair with certificates that have warnings expands by
default.

FIGURE 84. CERTIFICATE EXPIRATION NOTIFICATION

DP HAME POLICY CREATED OM ACTIONS

*fou dont have any pairs yet. Let's fix that! Click on Add Pair above

+ Federated Pairs

How to upload my Access metadata to my IDP or SR

2P DP NAME POLICY CERTIFICATE 880 CREATED ON ACTIONS

custom Z50- Yes 20200217 |E|" /’

o ktq Folicy 200 FN

Access SP Metadats (Upload to IDP}  Wiew | Download | Copy URL

Access IDP Metadata (Upleoad to 5P} View | Download | Copy URL

expired Default No 202000214 |E" /
v @ okta Folicy 11:05 AM I

Access SP Metadsts (Upload to IDP) Wis winload | Copy URL o IDP certificate has expired  Update

- iadata | " View | Dovwnload vl
Access IDF Metadata (Upload to SP)  Wiew | Download | Copy URL o SP certificate has expired  Update

sf-okta- Default No 2020002112 |E" f
» @ okta url- Falicy 228 FM I

axpire

Access SF Metadsts (Upload to IDP}  View | Download | Copy URL IDF certificats is expiring in 4 days  Update

- tadata | v ownload W L
Access IDP Metadata (Uplead to SP)  Wiew | Download | Copy URL o SF certificate has expired  Update

Notifications after a certificate expires

The following figure shows the notifications after the certificate expires for the delegated IdP or federated pair.
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Noftificationwhen you edit afederated pair or delegated IdP

FIGURE 85. NOTIFICATION AFTER CERTIFICATE EXPIRES

Y-

Access SP Metadata {Upload to IDP}  View | Download | Copy URL

Access IDP Metadata (Upload to SP)  View | Download | Copy URL

expirad Default

okta Folr

No

o IDP ceriificate has expired

0 EP certificate has expired

mm F 7

Update

Update

Notification when you edit a federated pair or delegated IdP

A notification displays when you edit the federated pair or delegated IdP. The notification includes the number of
days remaining before the certificate expires. The following figures show notifications 30 days and one day prior to
certificate expiration.

FIGURE 86. 30 DAYS BEFORE CERTIFICATE EXPIRES

+— Back to list

Edit Fecerated  Cancel
Pair

Choose Service
Provider

Configure Service
Provider

3 Choosae Identity
Provider

4 Configure Identity
Provider

Salesforce

Conditional access control for the Salesforce! mobile app and the of

that access

Encryption Certificate

Encrypt SAML assertions
Service Provider Metadata
Use the Help link for instructions an getting your Service Provider metadata

® Upload Metadata () Add Metadata Metadata URL

Mo Matadata selsctad

Drag and drop fila hera
OR

Choose File

Certificate expiras on:  April 3, 2019 ( 30 days )} |

MNative Mobile Application Single Sign-0On (S50)
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Updating certificates for an SP or IdP

FIGURE 87. ONE DAY BEFORE CERTIFICATE EXPIRES

« Back to list

Edit Federated  Carce

P Salesforce + Okta
alr

Okta is the foundation for secure connections betwsen paaple and technology. By hamnessing the power of the cloud, Okta allows paople to access applications on
any device at any time, while still enforcing strang security protections
L4 Choose Service
Provider

Signing Certificate

An Access self-signed signing certificate is provided per tenant. Use the links below to add a new eertificate.

U8 Configure Service
Provider

"3 Choose Identity |akshay] Access Signing Certificate
Provider

o Configure Identity
Provider Identity Provider Federation Metadata

+ Advance d Options

Use the Help link for instructians on getting your Identity Provider metadata

. Upload Metadata Add Mstadata Metadata URL

No Metadata selectad

Drag and drop file hare
OR

| Certificate expires on:  March 5, 2019 (1 days ) ‘
=

Updating certificates for an SP or IdP

Occasionally, you may need to update the service provider (SP) or identity provider (IdP) certificates for the
federated pairs configured in Access. You must update the certificates if the service provider or identity provider
certificate is about to expire or has expired. Access then provides notifications if the certificate expiration date is
upcoming. The administrator can then update the certificate by providing the updated metadata. For information
about certificate expiration notifications, see Certificate expiry notifications.

NOTE: Mobilelronrecommends to update certificates for uninterrupted services.

Certificate information is available in the service provider or identity provider metadata you upload to Access.
Depending on whether you uploaded metadata, added metadata, or entered a metadata URL when configuring the
federated pair, do one of the following to update the certificate:

« Certificate update if you uploaded metadata
« Certificate update if you entered a metadata URL

« Certificate update if you entered a metadata URL

NOTE: Accessonly consumes the informationinthe metadata. If the metadata references an expired
certificate or soon-to-expire certificate, Access will confinue to show the certificate expiration
notifications.

Certificate update if you uploaded metadata

Do the following if you uploaded metadata from the service provider (SP) or identity provider (IdP) when configuring
the federated pair.
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Cerfificate update if you uploaded metadata

Procedure

1. Get the metadata from the affected SP or IdP.
See Mobilelron Access Cookbooks for more details.

2. GotoProfile > Federation.

DP NAME POLICY CREATED ON ACTIONS

fou dont have any pairs yet. Let's fix that! Click on Add Pair above

+ Federated Pairs
How to upload my Access metadata fo my IDP or SP.

P DP NAME POLICY CERTIFICATE 330 CREATED ON ACTIONS

custom Z50- fes 2020002117 |E|— /)

okta Folicy 308 FM

Access SP Metadata (Upload to IDP)  iew | Download | Copy URL

Access |DP Metadata (Upload to SP)  iew | Dowmnload | Copy URL

expired Default No 2020/02/14 |E’ /’
" @ okta Policy 11:05 AM I

Access SP Metadats (Upload to IDP)  View | Download | Copy URL o IDP certificate has expired  Update

5: tadata || '} View | Dowmload y URL -
Access |DF Metadata (Upload to SF) iew | Download | Copy UR o SP certificate has expired  Update

sh-okta- Default No 202002112 |é~|" /’
s @ okta ;;l;."e Palicy 2:25 FM E

Access SP Metadats (Upload to IDP)  View | Download | Copy URL IDP certificate is expiring in 4 days  Update

5: tadata || '} View | Dowmload y URL -
Access |DF Metadata (Upload to SF) iew | Download | Copy UR o SP certificate has expired  Update

3. Click Update beside the warning message to update the certificate for the SP or IdP. The Update IDP
metadata screen displays.
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Certificate update if you added metadata

Update IDP metadata X

a
b.
c
d

Cerlificate{s): Expired on February 22, 2020

N ]

0 Update the metadata file as Federation and 550 may stop working. 1t

iz recommended to upload metadata to import the new cerlificate.
Learn Maore

Upload Metadata File

Drag and drop file here
OR

Edit to provide URL or add metadata instead Close

(Optional) Click Edit to provide an URL or to add metadata instead of Upload Metadata. OR
Click Choose File to upload the metadata data for the SP or the IdP as appropriate.

Click Upload Metadata.

Click Done.

Related topics

« Forinformation about getting metadata from the SP or IdP, see "Before you begin" in Configuring federated
pairs.

» Forinformation about editing a federated pair, see Editing a federated pair.

« Forinformation about downloading the Access proxy metadata and uploading the proxy metadata to the
SP or IdP, see Uploading proxy metadata.

Certificate update if you added metadata

Do the following if you added a metadata when configuring the federated pair.

Procedure

1. Goto Profile > Federation.

2. Click Update beside the warning message to update the certificate for the SP or IdP. The Update IDP
metadata screen displays.
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Certificate update if you entered a metadata URL

Update IDP metadata X

Cerfificale{s): Expired on February 12, 2020

o Renew the identity provider's federation certificate(s) and provide
details of the updated metadata file. Otherwise federation and 550
may stop working.

Learn More

Entity ID
hittp:/fensrw obta comfexkGd25myacStLMgZ0h7

Post 550 URL

hittp: /e okta comfexkGd25myacStLMgZ0h7

Redirect S50 URL

http: /e okta comfexkGd25my acSILMgZ0h7

EBaset4 Encoded Cerdificate for Signing

MICRDCCAa2gAwIBAQIBEADANBgkghkiGRWIBAQIFADAMOsWCQYDVIRQGEW 1czE - =

Edit to provide URL or upload metadata instead Close m

a. Update the certificate.
If a valid certificate is updated, a confirmation message displays that the update is successful.

Update IDF metadata X

n Lipdated the metadata attributes and imported new certificate(s)

Certificate{s): Expires on Movember 22, 2021
b. (Optional) Click Edit to change metadata to provide URL or Upload Metadata instead of Add
Metadata.

Certificate update if you entered a metadata URL
Do the following if you entered a metadata URL when configuring the federated pair.
Procedure

1. Goto Profile > Federation.
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Certificate update if you entered a metadata URL

DP HAME POLICY CREATED ON ACTIONS

You dent have any pairs yet. Let's fix that! Click on Add Pair above
+ Federated Pairs
How to upload my Access metadata to my IDP or SP.

1 DP NAME POLICY CERTIFICATE 330 CREATED ON ACTIONS

- custom 250- Yes 202000217 |é~|" /’
kv [_/_\J s - okta Policy 3:00 FM ‘

Access SP Metadata (Upload to IDP)  View

Access IDP Metadata (Upload to SP)  Wiew

expired Default No 20z0/02i14 =]
kv @ Policy 11:05 AM | I f
Access SP Metadata (Upload to IDP)  Wiew | Dy o |IDP certificate has expired  Update

Access IDF Metadata (Upload to 5P} Wie o SP certificate has expired  Update

stokts-  Defaul Mo 2020002712 g 7
v @ okta urk- Folicy 226 FM I
sxpire

Access 5P Metadata (Upload to IDP) W Copy URL IDP certificate is expiring in 4 days  Update

Access IDF Metadata (Upload to 5P} o SP certificate has expired  Update

2. Perform one of the following actions based on the changes:

a. Update link for Metadata expired or expiring : The Update IDP metadata window opens sync
option is available. Click Sync metadata to complete the update. However, the modified attributes are
not listed.

b. Update link for change in metadata: The Update IDP metadata window opens and the modified
attributes are listed along with a sync button. Click Sync metadata to complete the update.

X

ﬂ Tha lollowing attributes of the metadala have changed. s recommended thal you sync
trep rratnciata 10 mpoet ihose changes

« [Entity 1D

« Baseld Encoded Certificate lor Signing
+ Roderect 550 UAL

+ Post 550 UAL

to wpload or add matadata instead § Gymo meindain

C. Update SP or IDP metadata via menu option : This is a one-click sync operation link. Clicking on
the menu option syncs the metadata automatically and the quick update window displays the
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Cerfificate update if you entered a metadata URL

attributes that are modified.

NAML POLICY CERT 880 AEATED OM ACTIONS

Dataut L5 2020/04/01
& ™) =

Deslate

Access SP Metadata (Upioad 10 IDP)  View | Download | Copy UR 0 OF certficate has sxpaed pdare View SP Metladata
Access IDP Matadats (Upiond 10 8P)  View | Dowricas | Copy UR o &P certificate has axpred 1are View IDP Matadata
B IDP -=|.‘_qg has changed pdete

3. (Optional) Click Edit to Upload or Add Metadata instead of Metadata URL.

4. Click Sync metadata > Close.
A sync completed successfully confirmation message displays.

NOTE: For Office 365 and Microsoft ADFS, when the Office 365 domain is federated with Access and
Accessis federated with ADFS, ADFS metadatais uploadedin Access or it can provided using
metadata URL.

ADFS has certificate rollover functionality where it provides both primary and secondary signing
certificatesin the metadata. When the primary is about to expire, ADFS switches to secondary
certificate. Access also uses the certificate which has later expiry date and monitors that
certificate. This does not break the authentication.

However whenever the certificate is updated on ADFS side, it must either be uploaded in Access
by providing new ADFS metadata or can also be synced using "Sync IdP Metadata” if ADFS
metadatais provided using url.

For more information, see https://docs.microsoft.com/en-us/azure/active-
directory/hybrid/how-to-connect-fed-o0365-certs.

Related topics

« View federated pairs
« Service provider (SP) metadata

« ldentity provider (IdP) metadata
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18

Reports

You can generate reports in the Mobilelron Access administrative portal that provide information about
authentication, errors, and certain audit actions.

About reports

The following types of reports are available in the Access administrative portal:

Access Reports: Authentication traffic that goes through Access is captured and displayed in Reports >
Access.

Session Revocation: Session revocation report provides status information whether the user and service
provider (SP) revocation action was successful or not and the context for the revocation. The report is
displayed in Reports > Session Revocation. For more information, see Session Revocation.

Error Reports: Whenever a device connection to gateway fails, an error report is generated and displayed in
Reports > Errors.

Audit Log: Actions taken by the Access local administrator in the Access administrative portal are displayed in
Reports > Audit.

Authenticator: The Authenticator report provides debugging and activity tracking logs for the multi-factor
authentication activity from the Authenticator app in Reports > SaaS Sign-on.

Reports data is retained for 90 days.

You can download a report by clicking on Export. The report is downloaded as a CSV file. The export action is
captured in the Audit log. If the download fails, a failure message is also captured in the Audit log.
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FIGURE 88. ACCESS REPORTS

Reports / Audit

136 reports Clear

This shows audit trail of all the
admin activities for the tenant. It
captures who performed what on
which resource and the status of
the action as well as some

additional information.

Data will be retained for 90 days

Start Date & Time

yyyy/mm/dd

End Date & Time

yyyy/mm/dd

ACTION STATUS

DOWNLOADED SUCCESS
LOGIN SUCCESS
DOWNLOADED SUCCESS
LOGIN SUCCESS

Showing 1 to 50 of 136

Access reports

SOURCE IP

172.18.0.15

172.18.0.15

172.18.0.15

172.18.0.15

TIMESTAMP

2019/01/18
1:57 PM

2019/01/18
1:57 PM

20198/01/16
1:07 PM

2019/01/16
1:.07 PM

RESOURCE TYPE

USER

USER

USER

USER

USER AGENT

Mozilla/5.0
(Macintosh; Intel Mac
0S X 10_13_2)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/71.0.3578.98
Safari/537.36

Mozilla/5.0
(Macintosh; Intel Mac
0S X 10_13_2)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/71.0.3578.98
Safari/537.36

Mozilla/5.0
(Macintosh; Intel Mac
0S X 10_13_2)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/71.0.3578.98
Safari/537.36

Mozilla/5.0
(Macintosh; Intel Mac
0S8 X10_13_2)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/71.0.3578.98
Safari/537.36

S ' BB

Accessreports

Export O

DESCRIPTION

Access report downloaded successfully

User
qgvhlkhymtykhxnsjpyrda@
logged in

Audit report downloaded successfully

User
qgvhlkhymtykhxnsjpyrda@;
logged in

Authentication traffic that goes through Access is captured and displayed in Access Reports. Each IdP or SP
proxy request to Access is logged and displayed as a separate row. For a single authentication instance, there may
be up to two log entries.

Each row provides visibility into users, devices, and apps accessing cloud services.

You can do the following with the report data displayed in Access Reports:

« Filter the reported instances to view a subset.

« View details for the reported instances.

« Export the reported instances that are displayed.

« Search for reports in the search bar with advanced and flexible query search to filter desired report data.

« Access Report now displays the Client IP or the Device IP in the Access Reports.
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DelegatedIdP fieldin Accessreports

FIGURE 89. ACCESS REPORT

TIMESTAMP POLICY RULE PAIR SOURCE IP ACTION USER NAME USER AGENT
2018/12/08 R28Rel General multipleEndpointsUploadMetadataADFS9 ‘\_/_‘, Allowed Mozilla/5.0 (Macintosh; Intel Mac OS X
12:48 AM Bypass 10_13_6) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/70.0.3538.110
Safari/537.36

DETAIL:
Deployment Id: 0  Policy Id: 387028092977185 Duration: 6 Verbosity: DEBUG  Request Method: POST  Source Port: 57367 Source IP: Client IP:
Request Url: Request Class: SpProxy  Asserted Subject:

Request Type: AUTH_RESPONSE  Binding Type: SAML2  Active Logon: false  Delegated IDP: false

Assertion Attributes: {"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress":["{ "1} A ication Req Id: SNGD1f! d 18e4a790f86639a7c386e

Note: Policy: R28Rel, rule type:Default rule, rule: General Bypass, action: ALLOW.

Delegated IdP field in Access reports

Mobilelron Access displays the persisting Delegated IDP field in Access reports that help users identify the log
entries for delegated IdP.

FIGURE 90. DELEGATED IDP FIELD IN ACCESS REPORT

2018/10/05 Default Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebkKit/537.36
2:56 PM Policy (KHTML, like Gecko) Chrome/69.0.3497.100 Safari/537.36
DETAIL:
Deployment Id: 0 Policy Id: Duration: 46  Verbosity: DEBUG = Request Method: GET  Source Port: 50648  Source IP:
Client IP: Request Url: Request Class: |dpProxy

Note: Policy: Default Policy, rule type:Default rule, rule: General Bypass, action: ALLOW.  Request Type: AUTH_REQUEST  Binding Type: WS_FED  Active Logon: false

Delegated IDP: true | Processing Exception: {"errorCode":"CERTCONFIG_ B ge*:"Uni ified request or user certificate not found for delegated Idp"} ..more

authnRequestID field in Access reports

The authrequestID field for SP proxy and IdP proxy in Access Reports allows administrators to correlate entries for
the 1dP proxy and SP proxy that are part of the same pair. The authrequestID for SpProxy and IDpProxy is now
visible in Access Reports which lets you relate between the two entries. Export the report to a .csv file to do the
correlation.

NOTE: The authnrequestldis not searchable through flexible search.
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FIGURE 9 1. AUTHNREQUESTID IN ACCESS REPORT

DETAIL:
Deployment Id: 1000  Sentry: Policy Id: Duration: 33  Verbosity: DEBUG  Request Method: POST  Source Port: |

Request Url: https://| /ec0a2ale-2c13-4971-8064-9fcbe336166a/sp Request Class: SpProxy | Asserted Subject: { “ilcom

Note: Policy: Default Policy, rule type:Default rule, rule: , action: ALLOW.  Active Logon: false

: |, "http:/ nicrosoft.c

Assertion Attributes: {"hitp: micr com/identit: iy 3 fidentity/claims/tenantid":["0c5b2385-7ef2-424b-a663-
4e"],"http: licrosoft Videntity/claims/identityprovider":["https:/ 13-

[ p microsoft. /identity/claims/objecti i :["80119ecd-1eed-d4adc-baf8-0e2f284 6"],"hitp: 1as.xmlsoap.org/ws/2005/05/ident

[ /fschemas.xmisoap.org/ws/2005/05/identity/claims/name™:[* ],"http://schemas.
["urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport™],"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress":["{ )]

: 4e/),"h

uthnmett t

Authentication Request Id: _2CAAAAWCObjvTMES8wMEkwMDAwWMDA4TOk1AAAAONsDinuNWg3rCS_TWceMYc6lw22vRLETrVkw4AMIb7LfIbZPDxWAegAQRPtdz8NplRe2toK--
P2i4w67Y2Qtj03W9JjjNVANDQFHUMRDx1zjAPhgnFYtj540VPvyuQ-159aP7WelDUxd6g_mrkgxS4AB8fiBr2q-D7YW-
SMGMWVPdAJhiz9gGZgBuWwI5)8Y4aevnChEs4NtAhIMsg3TuVi2oldKgpTTAjCNpNMjtpusMWinISXixE3lJXIomtaXA

| Default General
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94

Policy Bypass |

DETAIL:

Policy Id: D ion: 28 ity: DEBUG q Method: GET  Source Port:

Deployment Id: 1000  Sentry: ¢
Request Url: https://¢ 'ec0a2a0e-2c13-4971-8064-9fcbe336156a/idp | Request Class: IdpProxy | Request Signed: true

Note: Policy: Default Policy, rule type:Default rule, rule: , action: ALLOW.  Active Logon: false
Authentication Request Id: _2CAAAAWCODbjvTME8wMEKkwMDAwWMDAA4TOk1AAAAONSDINUNWq3rCS_TWeceMYc6lw22vRL5Trvkw4AMIb7LfIbZPDxWAegAQRPtdz8NplRe2toK--

P2i4w67Y2Qtj03W9aJjjNVANDQFHUMRDx 1zjAPhgnFYtj540VPvyuQ-159aP7WelDUxd6g_mrkgxS4A68ffBr2q-D7YW-
SMGMWVPJAhiz9gGZqBuWwISJBY4aevnChEs4NtAhIMsg3TuVi2ol4KgpTTAjICNpNM;tpusMWinl5XixE3lXIomtaXA

Search Access reports

Access reports includes a search option that allows you to do advanced and flexible queries to filter the desired
data and customize the report in Reports > Access.

FIGURE 92. REPORTS SEARCH BAR

Reports / Access

Filters Clear Search Q, | 171 reports Show Details Export {7}
Hide Help
Start Date & Time Boolean operators: joe AND ( chrome OR android )

joe chrome Note: Default boolean operator is OR, example results in joe OR chrome

yyyyimmidd Lot
Wildcards: joe*, 209.191.88* Note: Wildcards(*) are not allowed at start of search term. Minimum 3 characters are required before wildcard(*)
Exact match: Use double quotes for exact match, eg. "joe@domain.com”

End Date & Time Note: Search performed on Source IP, UserAgent, Username, Exception, Service Name, Note, Request Url, Request Method, Assertion Aftributes, Request Class
More Info

yyyy/immidd

The screen displays the advanced query that you can use to search the report. A maximum or 1024 characters is

supported in a query.

The following query words are searched in the Search bar:

» SourcelP

« UserAgent

o Username

« Exception

» Service Name

o Request Class

« Assertion Attributes
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« Request Method
« Note

o Request Url

Flexible Query

The following flexible query types are supported. If more than one word (except boolean operators) is specified, the
select condition is composed by operators.

Note The Following:

« An exception is thrown for any word (except boolean operators) with wildcard (*,?) having length less than
three characters. For example: ab*, a?b, etc results in an exception, while abc*, abc? will not result in
exception.

« Searchingis not case sensitive.

TABLE 25. FLEXIBLE QUERY TYPE

Type Supported Values
Operators AND |OR |NOT
Unsupported characters All characters except the invisible control characters

and unused code points are supported.

Wildcards *and ?

Query Examples

The following table provides examples of search queries.

TABLE 26. SEARCH QUERY EXAMPLES

Type Example
AND Operator To search for records having IP Address as 10.11.12.13 and Chrome as the User
agent:

« 10.11.12.13 AND chrome

OR Operator To search for records having IP Address as 10.11.12.13 or chrome:
* 10.11.12.13 OR chrome

Difference between AND and OR.
A AND B means both A and B must be present in the record.

A OR B means either A or B should be present in the record.
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TABLE 26. SEARCH QUERY EXAMPLES (CONT.)

Type Example

NOT Operator NOT operator is used to exclude certain terms from the result.

For example, the below query returns all records that do not contain chrome and
10.11.12.13
* NOT chrome AND NOT 10.11.12.13

Wildcard If the details are partially unknown, use wildcards to fetch the results:
* 10.11.1* AND chro*

Using Quotes () 1. Double quotes are used around search words to get the exact match.

For example: To fetch the results with chrome version, use the below query:
e “Chrome/60.0.3112.113”

This query returns the records that have chrome version, 60.0.3112.113
2. Iftwo words are separated by a space, then by default OR operator is used.

For example, a search query, Intel Mac os x is interpreted as Intel OR Mac OR os

OR x.

3. Tosearch for space separated words as an exact string, apply double quotes
around the whole string.

For example: "Intel Mac os x"

This query returns the records with complete string Intel Mac os x.

Grouping Multiple Operators along with parenthesis can be used for searching.
For example, (chrome AND (10.11.12.13 OR 10.11.12.14))

This query returns all the records with chrome and IP Address as either 10.11.12.13
or10.11.12.14.

NOTE: Itisrecommended to include parenthesisin the query asit provides
grouping. For example, the above example without parenthesis
might be interpreted differently by the system and desired results
might not be obtained.

Best Practice: If the search word contains a special character, Mobilelron recommends to use double quotes
around the searched word.

For example: While searching for username joe@ domain.com, it is recommended to use quotes around the
username for better results - "joe@domain.com".

Display exceptions in reports

When there is an Access Report with error, by expanding Report Details an exception message is displayed.
When you click More, stack trace is also displayed. Also, the default message has the error code and message.
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FIGURE 93. EXCEPTIONS IN REPORTS

TIMESTAMP PoLICY RULE PAR SOURCE 1P AcTioN USER NAME USER AGENT

2018/01/10 9:22 AM

Default ‘senvicenow-adfs. Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppieWebKit/537 36 (KHTML, like Gecko) Chrome/63 03239 84 Safari/537.36
Policy

DETAIL:

Deployment Id: 1000 Sentry: Duration: 13 Verbosity: DEBUG  Request Method: POST  Source Port: Request Url:

Request Class: SpProxy  Note: Policy: Default Policy, rule fype:Default rule, rule: , action: ALLOW. | Active Logon:

tocalizedMessage™*SAML Response siatusCode: urn:oasis:names-tc:SAML:2 0:status:Requester”,“errorCod

i “fileName “lineNumber":54,"className"-"com mobileiran. cor false;
Y text, fleName" TineNumber'3,"className"“com. mobileiron.corona. false),

[y - "fleName™:" yiava" "ineNumber":328, "className":" bil "false),

{"'methodName”"handleTap" "fleName" "AccServiceHandler java" “lineNumber™154,"className""com mobilgiron.alcor handlers AccServiccHandier” "nativeMethod"false},

{"'methodName™"processUpstream’ “fileName""SockstState java®,"lineNumber"-760, "className"“com mobileiron.aicor handlers SocketState” “false) “run’ “fleName"™ java’ TineNumber"-886, className""com.mobileiron.alcor. handlers.SocketState", nativeMethod™false)
o “call"fileName""Executors java",| 1assName"-"java utilconcurrent. “false}, "run,fleName""FutureTask java", className""java. FutureTask"," )
{"'methodName”:"runWorker","fieName": ThreadPoolExecutorjava", TineNumber™:1149,"className" "java.uti. t false},

o “run”"fileName java” “lineNumber"624,className"~java.util concurrent ThreadPoolExecutorsWorker”, nativeMethod™false},

{"'methodName™“run’” "fieName""Server java’"lineNumber™ 1108, "className""com mobileiron alcor I false}] “message™"SAML ode: quester less

Filtering report data

Tofilter report data, do one or a combination of the following in the left panel:

* Entera Start Date & Time and End Date & Time.
» Select the data type to view a subset of the reported data.

NOTE: The report datais always sorted by timestamp in descending order. By default, the filter for time is
setfrom 12 AMto 12 AM.

Data available for filtering

The following fields are available to filter the report data. WWhen you run a report, the active federated pairs, policies,
and rules are listed on top of the list. The deleted items are structured at the bottom of the list.

TABLE 27. DATA FOR FILTERING

Item Description

Start Date & Time Enter a start date and time to filter the data.

End Date & Time Enter an end date and time to filter the data.

Federated Pair Select the federated pair for which you want to see data.

Action Select one of the following:
e Allow

e Block

e Error

¢ Wamn

Policy Select the conditional access policy for which you want to see data.

Rule Select the conditional access rule for which you want to see data.

Only the rules in the selected policy are available for selection. If a policy
is not selected, rules will not be available for selection.

Viewing details

To view additional details for a report entry, click on one of the following options:
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« Show Detail: Click on Show Detail to see the details for all rows.

« Click on the three dots (...) adjacent to each row to view details for that log entry.

FIGURE 94. REPORT DETAILS

Q| 819,094 reports Show Details Export O

Exporting report data

The Export feature allows you to download Access report data as a CSV file. You can then import the .csv fileto a
reporting tool and generate custom views and reports.

When you export report data, only the rows in the Reports > Access view will be downloaded. You cannot
customize the fields for exporting.

Procedure

1. Inthe Access administrative portal, go to Reports > Access.
2. Click on Export. The Export Reports window appears that displays the size of the report file.

FIGURE 95. EXPORT REPORTS
Export Reports X

You are about to export 171 record(s). The expected report file size is 150.29 KB. To
reduce the file size please select new or modify existing filter criteria.

3. Click Exportif the size is appropriate.
A CSV file containing the report data is downloaded.

Note The Following:
* When a report is exported, there is an appropriate entry in the Audit reports.

» Usethe left navigation filter to select appropriate records such as files that are larger in size. Only the filtered
records are then exported in the file and can help in reducing file sizes.

Errors Report

Whenever a device connection to Mobilelron Access fails, an error report is generated and displayed in Mobilelron
Access. Each row provides visibility into Source IP, Tunnel Type, Error Domain, and Error Code.
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To view the Errors report in Mobilelron Access, click Reports > Errors. Reports are generated for the following
error domains :

« SSL_AUTH: Errors related to authentication. For example, an invalid certificate.
+ COMPLIANCE: Errors related to device reported in a non compliant state.

*  CONFIGURATION: Error in reading or processing tenant configuration update from Mobilelron Access, or
issues with local configuration of UEM.

+  CONNECTION: Errors while attempting to connect to Mobilelron Access.

FIGURE 96. ERROR REPORT

Filters Clear Search Q, | 81 reports Show Details Export O
Show Help
Start Date & Time
yyyy/mm/dd TIME STAMP SOURCE IP TUNNEL TYP STATUS ERROR DOMAIN ERROR CODE USERNAME
End Dote . Tine 201620 1251 P - ERROR  cowPLANCE omeR —
yyyy/mm/dd DETAIL:
Status: ERROR Source IP: Source Port: 64354  Destination IP: Tunnel Type: IP  Username: Device Id: 40405

Data will be retained for 90 days — - -
Bundle Id: com.mobileiron.tunnel.android.release ~ User Agent: Mobilelron/Android VPN/V3.2.0.7 (98)/7.0-24-aarch64  Error Domain: COMPLIANCE  Error Code: OTHER

Error Domain Error Message: ComplianceExceptionCode - COMPLIANCE:0: Compliance check failed.: Fail dev compliance check: 40405

Select Error Domain .
Select Emor Domain 2018/06/20 11:57 AM P ERROR COMPLIANCE OTHER
SSL_AUTH
COMPLIANCE 2018/06/20 11:52 AM P ERROR COMPLIANCE OTHER
2018/06/20 11:51 AM P ERROR COMPLIANCE OTHER
2018/06/20 1150 AM P ERROR COMPLIANCE OTHER
2018/D6/20 807 AM P ERROR COMPLIANCE OTHER -

Showing 1 to 50 of 61 . - 2

You can filter the Error report data displayed in Access Reports based on the following error domain:

. SSL_AUTH
- COMPLIANCE

For more information on search field, see Search in Access reports.

Export error report
Export the error report to a .csv file for correlation.

Procedure

1. In Mobilelron Access, navigate to Reports > Errors.
The Error report displays.

2. Click Export at the right hand top cormner.
The Export Reports window appears.
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FIGURE 97. EXPORT REPORTS

Export Reports X

The approximate file size of the report is 2.05 KB. Click on Export to download the report.

Cancel Export

Click Export to confirm.
The report is exported to your local drive.

mi_access_gw_log_2018-06-22 - Excel Shruthy Devendra  £H

Insert  Pagelayout  Formulas  Data  Review  View  ACROBAT  Q Tell mewhatyou wantto

“D 3" i Calibri S A == S Wrap Text General 1 B B ’3 gﬂﬂ E‘X @ 2 Autosum © ';Y p
B Copy - - Fill ~
P o Formatpuiner | & 1 [ ElMergestconer - - 6 » |4 55 Condtora Formatas G | et Dokt Fomat | St Frds
Clipboard ] Font B Alignment B Number ] Styles Cells Editing ~
N1 & 5 Error Message v
A | B | iz | D | E L F | G | H | | | J | K | L | M -
1 |Date Source IP Source Porl Destination IP | Tunnel Type Userna Device ID Bundle IC User Ager Destinatii Status Error Code | Error Domain | Error
2 |2018-06-20T07:21:49.269Z 64354 P 40405 com.mobi MobilelronfAndroid ERROR ~ OTHER COMPLIANCE ComplianceExceptionCode - COMPLI
3 :201&0&20‘(05:2 B 59227 P 1 40405 com.mobi Mobilelron/Android ERROR ~ OTHER COMPLIANCE ComplianceExceptionCode - COMPLI
4 |2018-06-20T06:. 24731 1P 1 40405 com.mobi MobilelronfAndroid ERROR  OTHER COMPLIANCE ComplianceExceptionCode - COMPLI
5 |2018-06-20T06:2: 52729 P 40405 com.mobi MobilelronfAndroid ERROR ~ OTHER COMPLIANCE ComplianceExceptionCode - COMPLI
6:201&0520‘(05: 39205 P 1 40405 com.mobi Mobilelron/Android ERROR ~ OTHER COMPLIANCE ComplianceExceptionCode - COMPLI
7 2018-06-20T03:3 32622 1P 1 40405 com.mobi MobilelronfAndroid ERROR  OTHER COMPLIANCE ComplianceExceptionCode - COMPLI
8 |2018-06-20T03: 51352 1P 40405 com.mobi MobilelronfAndroid ERROR ~ OTHER COMPLIANCE ComplianceExceptionCode - COMPLI
9:201&0&20T03:3 52048 P 1 40405 com.mobi Mobilelron/Android ERROR ~ OTHER COMPLIANCE ComplianceExceptionCode - COMPLI
10 2018-06-19T07: 28905 1P 1 40405 com.mobi MobilelronfAndroid ERROR  OTHER COMPLIANCE ComplianceExceptionCode - COMPLI
2018-06-19T07: 52558 TCP 39204 com.micrc Mobilelro 3/64bit ERROR OTHER COMPLIANCE
35577 TCP 1 39204 com.micrc Mobilelro 3/64bit ERROR OTHER COMPLIANCE
40023 TCP 1 39204 com.micrc Mobilelro 3/64bit ERROR OTHER COMPLIANCE
58617 TCP 39204 com.micrc Mobilelro 3/64bit ERROR OTHER COMPLIANCE
51752 TCP 39204 com.micrc Mobilelro 3/64bit ERROR OTHER COMPLIANCE
55968 TCP 1 39204 com.micrc Mobilelro 3/64bit ERROR OTHER COMPLIANCE
17 2018-06-19T07:0: 7030 TCP 39204 com.micrc Mobilelro 3/64bit ERROR OTHER COMPLIANCE
18 2018-06-19T07:05: 15040 TCP 39204 com.micrc Mobilelro 3/64bit ERROR OTHER COMPLIANCE
19 2018-06-19T07:0: 36841 TCP 1 39204 com.micrc Mobilelro 3/64bit ERROR OTHER COMPLIANCE
20 2018-06-19T07:05: 40734 TCP 39204 com.micrc Mobilelro 3/64bit ERROR OTHER COMPLIANCE
51877 TCP 39204 com.micrc Mobilelro 3/64bit ERROR OTHER COMPLIANCE
29799 TCP 1 39204 com.micrc Mobilelro 3/64bit ERROR OTHER COMPLIANCE
34194 TCP 39204 com.micre Mahilelra 3/64bit FRROR HFR IMPLIANCE h
L] D
iii [ = 1 + 100%

Audit Log

Actions taken by the Mobilelron Access local administrator are captured in logs and displayed in Reports > Audit.

The Audit log displays audit trail information such as Actions, Status, SourcelP, Timestamp and so on.

The Description field now provides the following information about

The policy update that displays the federated pair it belongs to.
The rule update that displays the policy it belongs to.
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FIGURE 98. AUDITLOG

11 reports Clear

his shows audit trail of all the
dmin activities for the tenant. It
aptures who performed what on
hich resource and the status of
te action as well as some
dditional information.

ata will be retained for 90 days
tart Date & Time
yyyy/mm/dd

nd Date & Time

yyyy/mm/dd

You can do the following with the audit report data:

USER AGTION
ak@mi.com CREATED
ak@mi.com DELETED
ak@mi.com LOGIN
ak@mi.com LOGIN
ak@mi.com LOGIN
ak@mi.com LOGOUT
ak@mi.com LOGIN

Showing 1 to 50 of 111

STATUS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SOURCE IP

0:0:0:0:0:0:0:1

0:0:0:0:0:0:0:1

0:0:0:0:0:0:0:1

0:0:0:0:0:0:0:1

0:0:0:0:0:0:0:1

0:0:0:0:0:0:0:1

0:0:0:0:0:0:0:1

» Filter the reported instances to view a subset.

Filtering audit report data

TIMESTAMP
2018/07/13
12:34 PM

2018/07/13
12:34 PM

2018/07/13
12:33 PM

2018/07/13
11:17 AM

2018/07/13
10:40 AM

2018/07/12
11:43 AM

2018/07/12

RESOURGE TYPE

TUNNEL_RULE

APP_RULE

USER

USER

USER

USER

USER

"M

To filter audit report data, do the following the following in the left panel:
» Entera Start Date and End Date.

Audit report data available for filtering

The following fields are available to filter the report data:

TABLE 28. FIELDS TO FILTER AUDIT REPORT DATA

USER AGENT

Mozilla/5.0 (Macintosh; Intel Mac OS X
10_11_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/67.0.3396.99 Safari/537.36

Mozilla/5.0 (Macintosh; Intel Mac OS X
10_11_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/67.0.3396.99 Safari/537.36

Mozilla/5.0 (Macintosh; Intel Mac OS X
10_11_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/67.0.3396.99 Safari/537.36

Mozilla/5.0 (Macintosh; Intel Mac OS X
10_11_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/67.0.3396.99 Safari/537.36

Mozilla/5.0 (Macintosh; Intel Mac OS X
10_11_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/67.0.3396.99 Safari/537.36

Mozilla/5.0 (Macintosh; Intel Mac OS X
10_11_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/67.0.3396.99 Safari/537.36

Mozilla/5.0 (Macintosh; intel Mac OS X

Filtering auditreport data

O

DESCRIPTION

Tunnel rule TunnelRule for
policy New Policy 1
created

App rule A for policy New
Policy 1 deleted

User ak@mi.com logged in
User ak@mi.com logged in
User ak@mi.com logged in
User ak@mi.com logged
out

User ak@mi.com logged in

Item

Description

Start Date

Enter a start date to filter the data.

End Date

Enter an end date to filter the data.

Actions

Local administrator actions logged and reported in Reports > Audit include:
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TABLE 29. ADMINISTRATOR ACTIONS REPORT IN AUDIT

Actions

Action Description

Login Local administrator signs in to the Access administrative portal (User).
Logout Local administrator sings out of the Access administrative portal (User).
Password The local administrator password is changed (User).

Changed

Password Reset

Password recovery key is reset.

Created The following are created or added:
* Profile.
* Certificate.
» Service provider (SP) and identity provider (IdP) pair (SAML_Pair).
* Policy. A policy is automatically created when you click Continue in the App and
Device Identity Trust screen in the Getting Started Wizard.
» Conditional rule for a IP address range (Source_IP_Rule).
» Conditional rule for an app or device platform (User_Agent_Rule).
Updated The following are edited and saved:
* Profileis edited and saved.
» Service provider (SP) and identity provider (IdP) pair.
*  Profile details are updated. (Policy).
» Conditional rule for a IP address range (Source_IP_Rule).
« Conditional rule for an app or device platform (User_Agent_Rule).
* Remediation page.
Deleted The following are deleted:

» Service provider (SP) and identity provider (IdP) pair.

» Conditional rule for a IP address range (Source IP_Rule).

» Conditional rule for an app or device platform (User_Agent_Rule).
« Standalone Sentry is deleted (CRT).

Rules_Reordered

Conditional rules are reordered (Policy).

Registered A Standalone Sentry is registered to Mobilelron Access (CRT).
Assigned Standalone Sentry is assigned to the profile (CRT).

Unassigned Standalone Sentry is unassigned from the profile (CRT).

Recovery Key A Recovery Key is generated for the Access administrator account.
Generated

Emailld An Email ID is associated with Access.

Status provided for an action include:

Success: The action was successful.
Failure: The action was unsuccessful.
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The description column provides a description of the action taken.

*  Successful example: Saml pair SP-Box-IDP-Pingldentity created
* Failed example: Saml pair SP-Box-IDP-Pingldentity updated (failed)

SaasS Sign-on

The SaaS Sign-on report provides debugging and activity tracking logs for the multi-factor authentication and single
sign-on activity. The Export feature allows you to download SaaS sign-on report data as a CSV file. The SaaS
sign-on reports have a retention period of 90 days.

Select the Service Provider, Auth Modes (Zero Sign-on or Multi Factor Authentication), Auth Methods (OTP, Push,
QR Code, IDP Login), and the Status appropriately to fetch the desired report. The Auth Method that you select
displays the appropriate Status for that method. Select the Status that is applicable to the method from the list.

TIP: For UserlD, enter a partial or complete UserlD in the query search bar.

FIGURE 99. SAAS SIGN-ON REPORT

Q| 132 reports Epot

o0t ot Vet v

The following table provides the multi-factor authentication actions logged and reported in Reports > SaaS Sign-
on.

TABLE 30. ACTIONS REPORTED FOR SAAS SIGN-ON

Status Description

Device Status

Activated device User activates the client app.

The client app is either Mobilelron Go or Authenticator.

Deactivated device User deactivates the client app.

The client app is either Mobilelron Go or Authenticator.

No activated device User tries to log in through the client app but has not activated
the client app on a device.

Non Compliant Device The users device does not meet the compliance policy.
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TABLE 30. ACTIONS REPORTED FOR SAAS SIGN-ON (CONT.)

Status

Description

Authentication Status

Error

Push notification could not be sent.

IDP Login Attempted

User logs in using identity provider instead of SaaS Sign-on.

OTP incorrect

User uses an incorrect one-time passcode (OTP).

OTP successful

User uses one-time passcode (OTP) to approve the transaction
and is successful.

Push rejected

Firebase or APNS returned an error, therefore a push notification
was not sent.

Push successful

Push is successfully sent to the Firebase or APNS service.

QR code scanned

Allows the user to view only logs for authentication to the
service provider done using QR code.

Sign-In requested

A sign-in request is received by notification or QR scan.

Saas Sign-on Configuration

Invalid transforms

Configuration for SaaS sign-on in Mobilelron Access in Profile
> SaaS Sign-on is incorrect. An incorrect configuration results
in an exception during evaluation of the MiTra against the Tunnel
certificate.
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Settings

Use the Settings tab to perform the following tasks:

» Create administrators from the Admins tab. See Admins.

* Create Test IDPs from the Test IDP tab. See Working with Test IDP

» Create Test SPs from the Test SP tab. See Working with Test SP.

+ Enable or disable account-level features, such as delegated IdP, from the Tenant Settings tab.
See Delegated IdP.

Admins

The Adminstab lets you create, delete, reset password, and manage 2-Step Verification for administrators to
manage the Access portal. It also lets you activate and deactivate (enable or disable) the administrators.

NOTE: The Reset Password and 2-Step verification is not available with Access Cloud portal.

Admins added in the Access tab will not have any Cloud role. They will only see the Access tab. Admins added in
the Cloud tab may have Access roles as well as Cloud roles depending on what they are assigned.

FIGURE T00. ADMINS TAB

4 admin(s)
v N n LASTN T 10N
pd1 Admin pd1 pd1 pd1@mi.com Active ™ 4 (‘ b
£ )
pdz Super Admin pa2 po2 pa2@mi.com Require Password O e
Change & <
pd3 Read-only Admin pd3 pd3 pd3@mi.com Require Password 2>
A

Change

i Root Admin pd pd pd@mi.com Active —

An administrator can perform tasks such as reset password, create Federated Pairs, create rules with conditional
policies, and so on based on his role. These tasks are grouped as Configuration, Self Service, User Management,
and viewing Analytics and Dashboard only tasks.
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TABLE 31. ADMINISTRATOR TASK DETAILS

Dashboard and Reports Configuration User Management
Viewing Dashboard and Reports * Create a new profile * Create admin
only. * Create, Edit, and Delete * Delete admin
federated pairs * Reset admin (not Applicable
» Create, Edit, and Delete for Access Cloud portal)
conditional access policies « Enable and Disable
«  Configure split tunneling administrators
* Manage branding + Change administrator role
* Manage certificates » Disable 2-Step Verification
(not Applicable for Access
Cloud portal)

The administrator task details are provided in the following table:

TABLE 32. ADMINISTRATOR ROLES

Role Tasks based on Roles

Root Admin A Root Admin is created by the tenant provisioning process. A Root
Admin has all the permissions and can perform all the tasks as
mentioned in the above table. The Root Admin cannot be disabled or
deleted.

Super Admin A Super Admin can perform Read-only, Configuration, and User
Management tasks.

A Super Admin can delete all other admins, except Root Admin.

Admin An Admin can perform Read-only and Configuration tasks.

An Admin cannot delete any other admins.

Read-only Admin A Read-only Admin can perform Read-only tasks only.

A read-only Admin cannot delete any other admins.

Adding an administrator
A Root Admin and a Super Admin can add multiple role-based administrators.
NOTE: When adding an Admin, do not use mobileiron.com as the domain.

Before you begin

» Verify that you have understood the various Admin Roles available in Access. See Admins.
» Verify that you have the correct password to authorize the Admin creation.
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Deleting an administrator

Procedure
1. Navigate to Settings > Admins and click + Add Admin.
The Add New Admin window opens.
2. Inthe Admin details panel, enter the following information in appropriate fields:
- Firstname
- Lastname
- Email
- Display name
3. Inthe Admin Roles panel, select one of the following roles for the administrator:
- Super Admin
- Admin
- Read-only Admin
4. Click Save.
The new Admin is created.

Deleting an administrator

You can delete an admin based on your role.

* A Root Admin cannot be deleted.

* A Root Admin can delete other administrators.

* A Super Admin can delete all other administrators, except administrators with Root Admin role.
»  The Admin and Read-only Admin cannot delete any administrators.

* The Admin role cannot delete their own account.

Before you begin

» Verify that you have understood the various Admin Roles available in Access. See Admins.
» Verify that you have the correct password to authorize the Admin deletion.

Procedure

1. Navigate to Settings > Admins.
All the available administrators are displayed.

2. Click © in the Actions column of the admin you wish to delete.
3. Theadminis deleted successfully.

NOTE: You must always provide your login password to manage the administrators created.

Resetting password for an Access administrator
NOTE: Resetting the password for an Access administratoris not applicable for Access Cloud portal.

Administrators can reset the password of another administrator based on their role. The Audit log captures who
reset the password. Self-reset password is not allowed as ‘Change Password’ is the specified option. Password
reset is not allowed on a deactivated account.

The permission matrix for the roles to reset the password is as below:
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Working with Test IDP

TABLE 33. PERMISSION MATRIX

Performs Action Root Admin | Super Admin Admin Read-only Admin
Root Admin X yes yes yes

Super Admin yes yes yes yes

Admin X X X X

Read-only Admin X X X X

Before you begin

» Verify that you have understood the various Admin Roles available in Access. See Admins.
» Verify that you have the correct password to authorize the password reset.

Procedure

1. Navigate to Settings > Admins.
All the available administrators are displayed.

2. Click . in the Actions column for the administrator you wish to reset the password.
The password is reset and the affected administrator is emailed with the details to reset the password.

Working with Test IDP

The Test IDP tab lets you test IdP’s in your environment before using the identity provider in your production
deployment. It is provided only for testing purposes. You must use only commercial IdPs such as Microsoft ADFS,
Okta, OneLogin, or Pingldentity. You can add up to 5 test IdP users in your environment.

Before you begin

» Verify that you have downloaded the metadata file available on Settings > Test IDP > Applications >
Download Test IDP Metadata file.

» Create a federated pair with your service provider metadata file and the Test IDP metadata file that you
downloaded. For example, Salesforce metadata and Test IDP metadata.

Procedure

Navigate to Settings > Test IDP and click Add Test IDP User. The Add Test IDP User window opens.
Enter the First name, Last name, Username, Email and New Password for the IDP user.

Click Done. The IdP user is created.

On the Applications tab, click Add Application and enter the App Name.

Select Add Metadata or Upload Metadata to upload the Access SP Metadata file that you downloaded when
creating a Federated Pair OR or select Metadata URL and enter the URL for metadata details.

For example, the Salesforce metadata file used to create the test federated pair.

Click Done.

7. The Test IDP Reports tab displays the report after being authenticated by test IdP, success or failure.

Use this report to assess the IdP use in your deployment.

abroobd -~

2
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Working with Test SP

Working withTest SP

The Test SP tab lets you test SP’s in your environment before using the service provider in your production
deployment. You can add up to 5 test SP users in your environment.

Before you begin
Verify that you have the metadata (Entity D) details for the test SP.

Procedure
Navigate to Settings > Test SP Users and click + Add Test SP User. The Add Test SP User window

1.

w

opens.

Enter the First name, Last name, Username, and Email for the SP user.

Click Done. The SP user is created.
On the Linked IDP tab, click + Add IDP Details and enter the IDP Name. Choose from one of the following
options to login to the service provider:

Login to SP: Click this link to log in to the service provider.
Copy Login URL.: Click this link to copy the SP login URL to use on a different browser.

Select Upload Metadata and upload the metadata file that you downloaded OR select Add Metadata and
enter the details in the following table OR select Metadata URL and enter the URL for metadata details.

NOTE: When you upload the IDP metadata file, the details are populated by default.

Field Values
IDP Name Test IDP name.
Entity ID Entity ID from the metadata file.

Nameld Format

Supported values:
«  EMAIL

* PERSISTENT
*+  TRANSIENT

«  ENTITY
Auth Request Signed Yes orNo
Assertion Signed Yes orNo
Response Signed Yes or No
Default IDP Yes orNo
If the default IDP value is set to True,
Binding Type « REDIRECT
« POST

Redirect Location

Enter the data from the metadata file.
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Field

Values

Post Location

Enter the data from the metadata file.

Signature Algorithm

RSA_SHA1
RSA_SHA256

Click Done. The IDP details are added.
Click Login to SP to verify redirection.
Login to SP redirects to Test IDP and after providing credentials and successful authentication, it redirects to

Test SP.
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Troubleshooting

The following topics help you troubleshoot:

+ Password is not prompted by Email+ application when using Access for Office 365
+ Salesforce from Web@Work does not display authentication page
» Salesforce produces incorrect metadata with invalid Entity 1D

Password is not prompted by Email+ application when using
Access for Office 365

Problem: Password does not prompt for Email+ configuration before using Access for Office 365.
Cause: The prompt for email password option is not set to true in the Email+ configuration.

Solution:

*  For MICloud, in App Configuration setup, set the Prompt for Password Before Connecting to Serverto true in
Email+ configuration.
*  For Core, in AppConnect App Configuration, add prompt_email_password property and set the value to true.

Salesforce from Web@Work does not display authentication
page

Problem: If your setup uses Mobilelron Core, and you are using Okta as the IdP to access Salesforce, accessing
Salesforce from Web@ Work does not display the authentication page.

Solution: In the Standalone Sentry System Manager, in Settings > Services > Sentry > Outgoing SSL
Configuration: check Enable SNI and remove SSLv2Hello from Selected protocols.

Salesforce produces incorrect metadata with invalid Entity ID

Problem: Sometimes Salesforce produces metadata incorrectly with the EntitylD https://saml.salesforce.com
instead of https://customdomain.my.salesforce.com.

Solution: Mobilelron Access displays a warning message as follows:

You might have uploaded incorrect metadata. The EntityID in the uploaded metadata is saml.salesforce.com.
However, it must be customdomain.my.salesforce.com.

20
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Salesforce producesincorrect metadata withinvalid Entity ID

When you upload the Mobilelron Access metadata to Salesforce, download the Salesforce metadata again for the
Access IDP and upload it again. Alternatively, edit the Salesforce metadata file and provide the correct Entity ID.
Upload the modified metadata file again to Mobilelron Access.
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Appendix

This chapter provides more information about Mobilelron Access features.

Configuring Mobilelron Cloud for SSO certificates

Simple Certificate Enrollment Protocol (SCEP) must be configured in Mobilelron Cloud to generate certificates
from CAs configured within Cloud. To create the fields in user or device certificates, you must define SCEP. In
order to define SCEP, it must obtain information from LDAP source.

LDAP source configuration

For the SCEP to request user certificates from CA, it must obtain the user information from the LDAP source. For
example, Active Directory as an LDAP Source. You must configure two important attributes:

» User's email address obtained from Active Directory. userPrincipalName is the LDAP attribute populated in the
email field.
» User's unique ID in the Active Directory. ObjectGUID is obtained and set as the attribute Custom 1.

After updating LDAP, you must sync LDAP. On the User’s tab, value of the custom attribute objectGUID is as
below:

FIGURE 101. LDAP SOURCE CONFIGURATION
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SCEP configuration

o Back to list Users User Groups User Settings

tul-acc  Username: tul-acc@@mema.com
Status: Enabled

Overview Davices Avallable Apps Roles Attributes

Custom Attributes

Administrators use cusiom attributes for users to associate additional properties with these objects, These properties can then be used to bulld groups or
distribute configurations.

e B UTE NAME VALUE ACTIONS
Idap. objociguld \TOVAEN20VSaNCBVDBND VA BBE\ TN EID 111 b2 Edit elate
H—__

To craate custom atiributes, go to Adm| + Attribut

USER ATTRIBUTES

Administrators use account attributes for users 1o associate additional properties with these cbjects. These properties can then be used 1o build groups or
distribute configurations.

$googaPassword)

$(idap. cbjectGUID) 020\ 5 cB\0MDWB\GENTREID 1V Db BBV
$(sAMACCoUniNama) twi-ace
SCEP configuration

The SCEP configuration must be updated in two locations in Mobilelron Cloud:

*  Admin > Certificate Authority
« Configurations > Add > Identity Certificate

After the LDAP configuration, to obtain the fields for certificates, define the SCEP. Add two sub-fields in the

Subject Alternative Name field of the certificate.

*  The sub-field of type RFC 822 Name holds the email address. As shown in the LDAP configuration, this

corresponds to the $EMAIL$ directory attribute.

» The sub-field of type NT Principal Name (required only for Office 365) holds the unique immutable Id. This

configuration corresponds to the objectGUID custom attribute.
You must enter "fn:replace('${ldap.objectGUIDY, '\\', ")" manually in this field value.

If you are using a local user instead of LDAP, then you can hardcore the value of RFC 822 name to EmaillD of the

user.

For Office 365, you can get the immutable ID by executing the following command in ADFS Windows server

PowerShell.

Get-MsolUser -UserPrincipalName <username> | select ImmutableId

NOTE: Convert Immutable Id value from Base 64 to Hex and then add it in the SCEP profile. Both the

Subject Alt Names must be present in the SCEP profile for SSO to work.

FIGURE 102. IDENTITY CERTIFICATE CONFIGURATION
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Configuring Mobilelron Core for SSO certificates
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Configuring Mobilelron Core for SSO certificates

Simple Certificate Enrollment Protocol (SCEP) must be configured in Mobilelron Core to generate certificates from
CAs configured in Core. To create the fields in user or device certificates, you must define SCEP.

+ LDAP source configuration
+ SCEP configuration

LDAP source configuration

For the SCEP to request user certificates from CA, it must obtain the user information from the LDAP source. For
example, Active Directory as an LDAP Source. You must configure two important attributes:

» User's email address obtained from Active Directory. userPrincipalName is the LDAP attribute populated in the
email field.
* User's unique ID in the Active Directory. ObjectGUID is obtained and set as the attribute Custom 1.
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SCEP configuration

FIGURE 103. LDAP SOURCE CONFIGURATION

Modifying LDAP Setting

Al Levels

First Name: givenName

Last Name: 5n
AMAccountName

userPrincipalName

displayhame
Distinguished Name: distinguishedhame
userPrincipalName

User Principal Name:

SCEP configuration

After the LDAP configuration to obtain the fields for certificates, you must define the SCEP. Add two sub-fields in

the Subject Alternative Name field of the certificate.

« The sub-field of type RFC 822 Name holds the email address. As shown in the LDAP configuration, this
corresponds to the $EMAILS directory attribute.

* The sub-field of type NT Principal Name (required only for Office 365) holds the unique immutable Id. As shown
in the LDAP configuration, this corresponds to the User Custom 1 attribute.

NOTE: Ul displays a drop-down list of values for this attribute that does not contain the User Custom 1
option. You must enter $USER_CUSTOM1$ manually in this field value.

FIGURE 104. SCEP CONFIGURATION
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Configuring LDAP in Mobilelron Cloud for sessionrevocation
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Configuring LDAP in Mobilelron Cloud for session revocation

Configure one or all of the following custom attributes in the LDAP configuration in Mobilelron Core:

« userPrincipalName
» objectGUID

Procedure

1. Inthe Mobilelron Cloud, go to Admin > LDAP.
2. Select an LDAP server and click the Edit icon.
3. Click Test Connection and Continue.
4

In the Configure LDAP Server page, scroll down to Set Custom Attribute.
FIGURE 105. EDITLDAP SERVER

Set Custom Attribute (?)

objectGUID

This attribute can be referenced later using &{ldap.objectGUID}

+ Add Custom Attribute

5. Click + Add Custom Attribute.
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6. Enter one or both of the following custom attributes:
« userPrincipalName
« objectGUID

7. Click Done.

Related topics

Configuring LDAP in Mobilelron Core for sessionrevocation

« Forinformation about configuring LDAP in Mobilelron Cloud, see "Admin > LDAP" in the Mobilelron Cloud
Administrator Guide or click Help in the Mobilelron Cloud administrative portal.

» Configuring Session Revocation

Configuring LDAP in Mobilelron Core for session revocation

Configure one or all of the following custom attributes in the LDAP configuration in Mobilelron Core:

« userPrincipalName
« objectGUID

Procedure

1. Inthe Mobilelron Core Admin Portal, go to Services > LDAP.

2. Select an LDAP server and click the Edit icon.
FIGURE 106. EDITLDAP SERVER

Modifying LDAP Setting

Custom Attributes

Custom 1:

userPrincipalName
objectGUID

Custom 2:
Custom 3:

Custom 4:

»

Create New Custom Aftribute

Directory Configuration - Groups

User Group Base DN:

Search Filter:

All 1 aarale

e[ Sove ][ w0 s |

3. Inthe Modifying LDAP Setting page, scroll down to Custom Attributes.

4. Enter one or both of the following custom attributes:
« userPrincipalName
« objectGUID
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Customizing cerfificates for single sign-onin Access

Use an available custom field or click Create New Custom Attribute to add a new custom field.

5. Click Save.
Related topics

« Forinformation about configuring LDAP in Mobilelron Core, see "Configuring LDAP servers" in the Getting
Started with Core Guide.

» Configuring Session Revocation

Customizing certificates for single sign-on in Access

Certificate single sign-on lets you login to cloud services from managed apps on their devices without passwords.
You can customize the certificates for single sign-on by selecting SAML Assertions with your SP. The SP requires
additional information other than the email address in SAML Assertion's Subject field.

If you are authenticating an original Identity Provider, the SAML message that Access obtains from the original IdP
is relayed to the SP with minimal modifications. However, when the user is being authenticated using the Cert
SSO, Access must construct the SAML message, and put the appropriate user identifying values from the
certificate into the SAML assertion in that message. To provide flexibility in choosing and transforming values from
the certificate and putting them in the SAML, Mobilelron Access provides a flexible customization capability.
Currently, this capability is offered only when you choose the Custom SP.

» Configuring SAML assertion fields
» Language to generate values from certificate fields

Configuring SAML assertion fields

The Mobilelron Access Ul enabled you to choose the Certificate SAN rfc822Name and NTPrincipalName type
values and add them into the SAML Subject or in SAML attributes. However, this might not be sufficient for all
issues. For advanced configuration, select Custom and enter the values.

For more information, see Configuring Mobile App Single Sign-on (SSO).

Language to generate values from certificate fields

The values for either the subject or the attributes can be defined using Mobilelron Transform expressions or MiTra
expressions. The MiTra expressions are a comma-separated list of double-quoted strings. Each String in this list is
called a specification. Each specification has a verb, a format and a format-specific pattem. The verb, format, and
pattern are all separated by the ":" character. Evaluation of MiTra expressions is left-to-right, with the output of the
preceding expression on the left is used as the input to the expression on the right. The first specification must be
either a X509 format expression or a Literal format expression, so that values are either derived from the Tunnel
certificate or a constant string.

The grammar for MiTra expressions is as follows:
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Language to generate values from certificate fields

specs = ( X509spec / LiteralSpec ) [ *( ", " spec ) ]
X509spec = "select:X509:" pattern
LiteralSpec = "select:Literal:" pattern

spec = ( "select" / "encode" / "decode" ) ":" ( "HTTP" / "HTML" / "URL" / "Base64" /
"CompressedBase64" / "Deflate" / "XML" / "Hex" / "X509" / "RFC2253" / "Literal" ) [ ":"
pattern ]

The verb is a general description of the operation to be performed. The encode and decode verbs do not take any
arguments. The select verb takes the pattern argument. The pattern specifies the selector within the format. For
example, in X509, the pattern can be Subject or SubjectAltName:rfc822Name.

An example of a multi-expression specification is as follows:

select:X509:SubjectAltName:ntPrincipalName,decode:Hex,encode:Base64

The above expression sequence is used in constructing a SAML Subject for Office 365 from a cert that contains an
ObjectGUID from an Active Directory. The following formats are supported by MiTra expressions:

TABLE 34. MITRA EXPRESSIONS

Format Description Operations Notes
Supported
X509 X.509 Certificates select
Literal Constants select Selection pattern is

output verbatim.

RFC2253 LDAP name simple text select
representation
URL URL-encoded data select, encode, Selection pattern is
decode parameter name.
Hex Hex-encoded data encode, decode
HTML HTML format string select Selection pattern is in
CSS syntax.
HTTP HTTP request stream select Selection pattern is

either header name or
Content to select the
content.

Base64 Base64 encoded data encode, decode
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TABLE 34. MITRA EXPRESSIONS (CONT.)

Selection pattern description

Format Description Operations Notes
Supported
CompressedBase64 Deflate encoded Base64 encode, decode
Deflate Deflate encoded data encode, decode
XML XML-encoded data select, decode Selection pattern is

XPath spec. Decode
results in pretty-
printed XML.

Selection pattern description

The selection pattern that appears in a MiTra expression after the second ":", is dependent on the format on which

that expression applies. The following is the syntax of the pattern for each format:

+ X509 Pattern Syntax

X509pattern = ( "Subject" / sanPattern )

sanPattern = "SubjectAltName:"

sub-type [ ":"

occurence ]

sub-type = ( "otherName"/ "ntPrincipalName" / "rfc822Name" / "dnsName" / "x400Address" /
"directoryName" / "ediPartyName" / "uniformResourceldentifier" / "ipAddress" /

"registeredId" )

occurence = *DIGIT ; ordinal number starting with 1 for the first occurrence.

To select the second SAN extension of type rfc822Name, you must specify the following string:

select:X509:SubjectAltName:rfc822Name:2

e Literal

The pattern is any string that is selected in its entirety.

+ RFC 2253

RFC2253 is the string representation of LDAP names. A certificate's subject or

subjectAltName:directoryName might result in a value of type RFC2253 name. To choose a specific value
from an RFC2253 name, the pattern specifies the DN component name and optionally its occurrence from the
right. For example, a MiTra expression of the form

select:RFC2253:DC:2
from the string

"CN=testuser2521, OU=contacts, DC=mobileiron, DC=com"
results in getting the value mobileiron.
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Back up andrestore Office 365 settings

Back up and restore Office 365 settings

Back up Office 365 settings

*  Open the PowerShell command window and enter the following command to connect to the Office 365 tenant:

PS c:\>Connect-MsolService

+ Enterthe following command to back up the current domain federation settings into a file:

PS C:\Users\Administrator>Get-MsolDomainFederationSettings -DomainName <federated-domain>
Export-Clixml <xml-file-path>

For example:
Enter the following command to back up the current domain federation setting for the federated domain
orange.com to an xml file ¢:\orange.com-original-settings.xml.

PS C:\Users\Administrator>Get-MsolDomainFederationSettings -DomainName orange.com | Export-
Clixml c:\orange.com-original-settings.xml

Restore Office 365 settings

Perform the following tasks to restore Office 365 settings from an existing saved file:

1. Load the configuration into a variable.
PS C:\Users\Administrator>$original = Import-Clixml <xml-file-path>

For example:
load config from file c:\orange.com-original-settings.xml into variable $original

PS C:\Users\Administrator>$original = Import-Clixml c:\orange.com-original-settings.xml
2. Enterthe following command to unfederate the domain if the domain is federated.

PS C:\Users\Administrator>Set-MsolDomainAuthentication -DomainName <federated-domain> -
Authentication Managed

For example:
unfederate the orange.com domain

PS C:\Users\Administrator>Set-MsolDomainAuthentication -DomainName <federated-domain> -
Authentication Managed

3. Enter the following command to restore the configuration from the variable.

PS C:\Users\Administrator>Set-MsolDomainAuthentication -DomainName <federated-domain> -
FederationBrandName $original.FederationBrandName -Authentication Federated -PassivelogOnUri
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Configuring Mobilelron Access Splunk application

$original.PassivelLogOnUri -ActivelLogOnUri $original.ActivelLogonUri -SigningCertificate
$original.SigningCertificate -IssuerUri $original.IssuerUri -LogOffUri $original.LogOffUri -
PreferredAuthenticationProtocol <federation-protocol>

For example:
The restore federation settings for orange.com domain using WsFed protocol:

PS C:\Users\Administrator>Set-MsolDomainAuthentication -DomainName misentry.com -
FederationBrandName $original.FederationBrandName -Authentication Federated -PassivelogOnUri
$original.PassivelLogOnUri -ActivelLogOnUri $original.ActivelLogonUri -SigningCertificate
$original.SigningCertificate -IssuerUri $original.IssuerUri -LogOffUri $original.LogOffUri -
PreferredAuthenticationProtocol "WSFED"

NOTE: The value of the federation-protocol depends if you used SAML or WS-Federation earlier. The
acceptable values are SAMLP or WSFED.

Configuring Mobilelron Access Splunk application

Splunk fetches Audit logs and Access reports for a tenant everyday from Mobilelron Access. You must configure
Mobilelron Access Splunk application for this activity. Splunk v8.0.1 and Mobilelron Access Splunk app v5.0 is
now supported.

Before you begin

» Verify that you have installed Java 8 (JRE and JDK).
» Verify that before you upgrade, delete the configured data input for Access if any.

Procedure

1. Copy the app distribution .spl file (miaccess_splunk_ap.spl) to the Splunk machine.
The .spl file is available at Mobilelron Product Documentation Page.
2. Loginto Splunk > Apps.
Click Install app from file and select miaccess_splunk_app.spl file. The Upload an app window opens.

FIGURE 107.SPLUNK APP

splunk Apps v Administrator v

Apps

Install app from file ' Create app

Showing 1-21 of 21 items

Name % Folder name % Version % Update H] Visible Sharing * Status
checking
SplunkForwarder SplunkForwarder Yes No App | Permissions Disabli
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Configuring Mobilelron Access Splunk application

FIGURE 108. UPLOAD AN APP

Upload an app

If you have a .spl or .tar.gz app file to install, you can upload it using this form.
You can replace an existing app via the Splunk CLI. # Learn more.

File

Choose file No file chosen

Upgrade app. Checking this will overwrite the app if it already exists.

Cancel Upload

3. Click Choose file and select miaccess_splunk_app.spl.
4. Select Upgrade app. Check this will overwrite the app if it already exists.

NOTE: If you do not have the miaccess-splunk app already installed, then deselect this box.
5. Click Upload.

Once the upload completes, configure the data inputs.
6. Click Settings > Data inputs.

FIGURE 109. SETTINGS > DATA INPUTS

Administrator v S Settingsv  Activityv  Help v Find

KNOWLEDGE DATA
Searches, reports, and alerts Data inputs
Data models Forwarding and receiving
Event types Indexes
Add Data Tags Report acceleration

The miaccess_splunk_app entry is now listed in local Data inputs.
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FIGURE 110. MOBILEIRON ACCESS IN DATA INPUTS

sphunk

miaccess_splunk_app _
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rileat PittEes =y panlocnewsizon PERBCIE 1 Emabiad | Disable  Clone | Dalets

NOTE: If you do not see the app listedinlocal Data inputs, then restart Splunk.

7. Click New in miaccess_splunk_app to configure the file.
The data input screen appears.

FIGURE T11. CONFIGURE MOBILEIRON ACCESS IN SPLUNK

< Back
Add Data e ac A
Select Source Done

Files & Directories
Upload a file, index a local file, or monitor an entire directary.

Mobilelron Access

HTTP Event Collector Splunk app Config *
Configure tokens that clients can use to send data over HTTP or
HTTPS. Mobilelron Access
admin url
TCP /UDP
Configure the Splunk platform to listen on a network port. Mobilelron Access
Read-only admin
Scripts email. *

Get data from any API, service, or database with a script.
Mobilelron Access

miaccess_splunk_app Read-only admin
Fetches MI Access reports and Audit logs. password * Confirm password

Splunk user role
username *

Splunk user role
password. *

Confirm password

Splunk
management port. *

Polling Interval in
hours (1to 24). *

8. Enter the following details:

NOTE: You must not modify the data inputs when the job is running. However, you can modify the data
inputs when the job is not running.
- Mobilelron Access Splunk app Configuration: Enter any name for the input configuration.
- Mobilelron Access Read-only admin username and Mobilelron Access Read-only admin
password: Enter the Mobilelron Access username and password.

NOTE: Use Mobilelron Accessread-only user.

- Mobilelron Access admin url: Enter the Mobilelron Access admin URL such as https://access-
na1.mobileiron.com or https://access-eu1.mobileiron.com.
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- Mobilelron Access Read-only admin username: Enter the Mobilelron Access username.

- Mobilelron Access Read-only admin password: Enter the password for Mobilelron Access. The
password is now masked.

- Splunk user role username: Enter the Splunk userame with minimum user having edit_tcp role.

- Splunk user role password: Enter the Splunk user role password.

- Splunk management port: Enter the management port such as 8089.

- Polling interval in hours: Enter the frequency in number of hours to pull data from Mobilelron Access.

- Click Save.

You can now monitor the fetching of audit logs and access reports in splunkd.log file. Use the following indexes to
search for the reports after the Access Reports are available in Splunk:

* index="miaccess_report_index”

* index="miaccess_audit_log_index"

Note The Following:
«  Afterimporting the .spl file, if the app is not visible, then restart Splunk.
*  When you configure Splunk for the first time, it pulls data for past 90 days which can take a few minutes.

Splunk dashboard

After adding and configuring the .spl file, the MiAccess application is available on the homepage. Click the
application to view the dashboards for the application.

FIGURE 112. SPLUNK DASHBOARD

splunk
Search Auditlogs v AccessReporis v MIACCESS
Q Search
enter search here. Last24hours v | Q
No Event Sampling v ¥ Smart Mode v
How to Search What to Search
If you are not familiar with the search features, or want to learn Waiting for data...
more, see one of the following resources
Documentation (2 Tutorial (2 Data Summary
Search History

» Expand your search history

About  Suppont  FilesBug  Documentation  Privacy Policy © 20052018 Splunk Inc. All rights reserved

The graphs are prepopulated for AuditLogs and AccessReports. There is one graph for AuditLogs and four graphs
for AccessReports.

FIGURE 113. AUDITLOGS
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FIGURE 114. ACCESSREPORTS PLATFORMS
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FIGURE 115. ACCESSREPORTS ACTIONS
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FIGURE 116. ACCESS REPORTS GEODATA
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FIGURE 117. ACCESS REPORTS COUNTRY NAME
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FIGURE 118. ACCESS REPORTS DERIVED USERAGENTS
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