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About AppConnect for Android

About AppConnect for Android

Mobilelron AppConnect for Android containerizes apps to protect corporate data-at-rest without touching personal
data. Apps wrapped with the Mobilelron AppConnect wrapper become integrated into the secure container on the
device. The secure container can include secure email, secure documents, and secure apps, including
Web@Work, a secure browser. The apps’ data and documents are encrypted in the container, which requires
authorized access. The apps can interact only with other AppConnect apps.

Mobilelron provides a set of AppConnect apps. Also, third-party apps and your in-house apps can be AppConnect
apps. You can choose which AppConnect apps are appropriate for different sets of device users. On the device,
the apps are known as secure apps.

You can wrap apps to make them AppConnect apps by using either one of the following:

o The Mobilelron AppConnect Wrapping Portal
o The Mobilelron AppConnect for Android Wrapping Tool

AppConnect Secure Apps for Android are supported with the following Mobilelron EMM and client app:

« Mobilelron Core and Connected Cloud and Mobile@W ork for Android
« Mobilelron Cloud and Mobilelron Go for Android
« Mobilelron Cloud and Mobilelron AppStation for Android

New features and enhancements summary

The following new features and enhancements are provided with this release:

« Support for Android 11 and targetSdkVersion=30: AppConnect applies necessary changes to
AndroidManifest.xml if the app uses targetSdkVersion=30.
See "Generation 1 and Generation 2 support for commonly used app capabilities" in the Mobilelron
AppConnect for Android App Developers Guide.

» Support for scoped storage: The Generation 2 wrapper supports scoped storage. If the
targetSdkVersion of the app is set to 30, ensure that the app is wrapped with the Generation 2 Wrapper.
IMPORTANT: If the targetSdkVersion of the app is 22 and the app uses scoped storage, you can

wrap with the Generation 1 Wrapper. However, the Generation 1 wrapper does
not support scoped storage. Therefore, before wrapping your app with the
Generation 1 wrapper ensure that android:requestLegacyExternalStorage=""1rue™
in AndroidManifest.xml.

See "Support for scoped storage" in the Mobilelron AppConnect for Android App Developers Guide.
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Apps that Mobilelron provides with AppConnect 2.0.0.0 for Android

» Rebranding: Mobilelron has updated the Secure Apps Manager (SAM) icon and user interface color
scheme.

» Restrict data sharing: Added wrapper for BlobStoreManager.Session.allowPublicAccess() which, in
wrapped apps, behaves like the allowSameSignatureAccess() call. This prevents wrapped apps from
providing access to unwrapped apps.

See "Generation 1 and Generation 2 support for commonly used app capabilities" in the Mobilelron
AppConnect for Android App Developers Guide.

» Notification sound: Added support for Notification.Builder.setSound(...) and
NotificationChannel.setSound(...). This support provides a fix for AWE-1062, allowing Samsung
XCover devices to receive sound notifications.

« Value for android:extractNativeLibs: AppConnect checks the attribute value for
android:extractNativeLibs in AndroidManifest.xml and changes the value to true if the value is false.
AppConnect does this as a workaround because loading Android native libraries directly from the APK is
not supported.

« Updates for Realm Database: Updated flock() to be compatible with the Realm database library.
See "Generation 1 and Generation 2 support for commonly used app capabilities" in the Mobilelron
AppConnect for Android App Developers Guide.

» The Gallery is not allowed pop up: The pop up is no longer seen every time the Secure Apps Manager
receives a MEDIA_SCANNER_SCAN_FILE broadcast. Previously, the pop up was seen due to the
limitation introduced by Android Q, which prohibits starting an activity from the background.

« AccountManager.removeAccountExplicitly: Added support for

AccountManager.removeAccountExplicitly.

For new features and enhancements provided in previous AppConnect for Android releases, see the release notes
for those releases at AppConnect for Android Product Documentation Home Page.

Apps that Mobilelron provides with AppConnect
9.0.0.0 for Android

With AppConnect 9.0.0.0 for Android, Mobilelron provides:

o Secure Apps Manager 9.0.0.0
» Secure Apps Manager 9.0.0.0 for AppStation

NOTE: Secure Apps Manager for AppStation is packaged with Mobilelron AppStation. It is not
available on the Software tab of help.mobileiron.com.

« The Mobilelron AppConnect for Android Wrapping Tool, updated to support the latest wrapper version

« The AppConnect Wrapping Portal, updated to support the latest wrapper version, and updated to support
the AppStation option for wrapping apps for use with AppStation.
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Support and compatibility

Mobilelron also provides the following AppConnect (secure) apps wrapped with Secure Apps wrapper version
9.0.0.0. Two versions of each of these apps are provided: one wrapped without the AppStation option and another
wrapped with the AppStation option:

» File Manager version 2.25

NOTE: FileManager 2.25is wrapped with the Generation 2 wrapper. Previous versions were
wrapped with the Generation 1 wrapper. Although upgrading from a Generation 1
wrapped app o a Generation 2 wrapped version of the app is not generally supported,
upgrading to this version of FileManager wrapped with Generation 2is supported.

« AppConnect sample apps for Android

These apps are available at https://help.mobileiron.com in the Software tab.

Support and compatibility

The information in this section includes the following:

« Support policy

« Mobilelron end of sale and support policy

« Secure Apps Manager support and compatibility

« Secure Apps Manager for AppStation support and compatibility
« Wrapping tool support and compatibility

« Android device processor support

NOTE: Thisinformationis current af the time of thisrelease. For Mobilelron product versions released
after thisrelease, see that product version’s release notes for the most current support and
compatibility information.
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Support policy

Support policy

Mobilelron defines supported and compatible as follows:

TABLE 1. DEFINITIONS FOR SUPPORT AND COMPATIBLE

Term Definition

Supported product The functionality of the product and version with currently supported releases was

versions systematically tested as part of the current release and, therefore, will be supported.

Compatible product The functionality of the product and version with currently supported releases has

versions not been systematically tested as part of the current release, and therefore not
supported. Based on previous testing (if applicable), the product and version is
expected to function with currently supported releases.

Mobilelron end of sale and support policy

For the Mobilelron End of Sale and Support Policy, see Mobilelron End of Sale and Support Policy.

Secure Apps Manager support and compatibility

The following table provides the product versions that Secure Apps Manager supports for the release.

TABLE 2. SECURE APPS MANAGER SUPPORT AND COMPATIBILITY

Product Supported versions Compatible versions

Wrapper version 8.8.0.1,8.9.0.0, 9.0.0.0 8.4.0.0, 8.5.0.0, 8.6.0.0, 8.7.0.0

(apps wrapped with this

wrapper version)

Can upgrade to the new 8.8.0.1,8.9.0.0 8.4.0.0, 8.5.1.0, 8.6.0.0, 8.7.0.0

Secure Apps Manager

from:

Can upgrade a wrapped 8.8.0.1,8.9.0.0 8.4.0.0, 8.5.0.0, 8.6.0.0, 8.7.0.0

app to the new wrapper if

it was wrapped with:

Mobile@Work for 10.5.1.0,10.7.0.0, 10.8.0.0 10.0.0.0, 10.1.0.0, 10.1.1.0, 10.2.0.0,

Android 10.2.0.1, 10.2.1.0, 10.2.1.1,10.3.0.1,
10.3.0.2, 10.3.0.3,10.4.0.0, 10.4.0.1,
10.4.1.0,10.4.1.2
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Secure Apps Manager support and compatibility

TABLE 2. SECURE APPS MANAGER SUPPORT AND COMPATIBILITY (CONT.)

Product

Supported versions

Compatible versions

Mobilelron Core and
Connected Cloud

10.5.1.0, 10.6.0.0, 10.8.0.0

9.7.0.1,9.7.0.2, 10.0.0.1, 10.0.0.2, 10.0.0.3,
10.0.1.0, 10.1.0.0, 10.1.0.1, 10.2.0.0,
10.3.0.0,10.4.0.3,10.5.0.0

Standalone Sentry

9.8.1,9.85

9.4.0,9.4.1,9.5.0,9.6.0,9.7.0,9.7.2,9.8.0

Android OS

5.0,51,6.0,7.0,7.1,7.1.1,7.1.2,
8.0,8.1,9.0,10.0, 11.0

Not applicable

Mobilelron Cloud
and

Mobilelron Go

Not applicable.

NOTE: Eachrelease of
Mobilelron Go includes
a specific version of the
Secure Apps Manager.

See the Mobilelron Cloud Release
Notes.

Not applicable

Note The Following:

« Secure Apps Manager supports apps wrapped with prior wrapper versions as given in the table.
Therefore, you do not need to re-wrap apps wrapped with those prior versions.

o Appswrapped with wrapper version 9.0.0.0 require Secure Apps Manager 9.0.0.0 Therefore,
upgrade to Secure Apps Manager 9.0.0.0if you deploy an app with the 9.0.0.0 wrapper.

o Appsthat are to run with the Secure Apps Manager, not the Secure Apps Manager for
AppStation, must not be wrapped with the AppStation option.

« Android version support for each app can vary.

« Support for specific features of AppConnect for Android depends on the version of various
Mobilelron components and the Android OS version. See the Mobilelron Core AppConnect and
AppTunnel Guide for Mobilelron Core and Connected Cloud deployments, and the Mobilelron
Cloud Administrator Guide for Mobilelron Cloud deployments.
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Secure Apps Manager for AppStation support and compatibility

Secure Apps Manager for AppStation support and compatibility

The following table provides the product versions that Secure Apps Manager for AppStation supports for the
release.

NOTE: Secure Apps Manager for AppStation is packaged with Mobilelron AppStation.

TABLE 3. SECURE APPS MANAGER FOR APPSTATION SUPPORT AND COMPATIBILITY

Product Supported versions Compatible versions
Wrapper version 8.8.0.1,8.9.0.0 8.6.0.0, 8.7.0.0
(apps wrapped with this

wrapper version)

Can upgrade to the new Not applicable since SAM is built Not applicable
Secure Apps Manager for | into AppStation
AppStation from:

Can upgrade a wrapped 8.7.0.0, 8.8.0.0, 8.9.0.0 8.6.0.0
app to the new wrapper if
it was wrapped with:

AppStation for Android 72 (Targeted to release on 63
September 8, 2020)

NOTE: Eachrelease of
Mobilelron AppStation
includes a specific
version of the Secure

Apps Manager for

AppStation.
Mobilelron Cloud 71 70
Standalone Sentry 9.8.0,9.8.5 9.4.0,9.4.1,9.5.0,9.6.0,9.7.0
Android OS 5.0,5.1,6.0,7.0,7.1,7.1.1,7.1.2, Not applicable

8.0,8.1,9.0,10.0, 11.0

Note The Following:

« Appswrapped with the AppStation option with wrapper version 9.0.0.0 can run only with Secure
Apps Manager 9.0.0.0 for AppStation.

« Android version support for each app can vary.

« Support for specific features of AppConnect for Android depends on the version of various
Mobilelron components and the Android OS version. See the Mobilelron Core AppConnect and
AppTunnel Guide for Mobilelron Core and Connected Cloud deployments, and the Mobilelron
Cloud Administrator Guide for Mobilelron Cloud deployments.
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Wrapping foolsupport and compatibility

Wrapping tool support and compatibility

The following table provides the product versions that the AppConnect for Android Wrapping Tool supports for the
release.

TABLE 4. WRAPPING TOOL SUPPORT AND COMPATIBILITY

Product Supported versions Compatible versions

macOS 10.14 10.9-10.13

Windows Windows 7 Professional SP1 Any Windows 7 version
Windows 10

Android SDK tools 28, 29, 30 24.0.1-27.0.3

Server JRE 1.8.0_65 (8u65) Any Server JRE 8 or 9 version

(Jave SE Runtime 1.8.0_101 (8u101)

Environment)

Android device processor support

Secure Apps Manager, Secure Apps manager for AppStation, and AppConnect apps work only on Android devices
with ARM processors (32-bit or 64-bit).

Resolved issues

This release includes the following resolved issues.
« LP-11707: Previously, in some wrapped apps with ProGuard optimizations, capturing images for Camera
did not work in Android 5.6. This issue is fixed
» LP-11614: Fixed an issue due to which users were not able to open image files in Docs@Work.

» LP-11543: To avoid exposing any user data which are passed through appconfig, release builds of SAM no
longer show debug information in logs.

* LP-11286: Fixed the shield icon that is added over vector icons.

For resolved issues in prior Android Secure Apps releases, see the release notes for those releases at AppConnect
for Android Product Documentation Home Page.
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Knownissues

Known issues

This release contains the following new known issue:

» LP-11692: DLP policy does not prevent the app from accessing the Camera if it is allowed by the app.

» LP-11705: Device users can copy/paste from recent apps regardless of the copy/paste policy.

Workaround: Ensure that Screen capture is not selected in the Container policy for the app or in the
AppConnect Global policy.

For known issues found in prior Android Secure Apps releases, see the release notes for those releases at
AppConnect for Android Product Documentation Home Page.

Limitations

This release contains the following new limitations:

» LP-11645: Old Xamarin apps using the old camera plugin cannot capture the images on Android 11 devices
because the apps use the deprecated file scheme for communicating with the camera app.

For limitations found in prior Android Secure Apps releases, see the release notes for those releases at
AppConnect for Android Product Documentation Home Page.

AppConnect for Android upgrade notes for
Mobilelron Core

Upgrade the Secure Apps Manager to the latest version before:

« upgrading any secure apps to versions wrapped with the latest wrapper version.

« installing any new secure apps wrapped with the latest wrapper version.
The following provide additional upgrade notes for AppConnect for Android for Mobilelron Core:

» Upgrading the Secure Apps Manager

« Upgrading a secure app

Upgrading the Secure Apps Manager

Upgrading to the current Secure Apps Manager from previous Secure Apps Manager versions is supported.

See Support and compatibility for:
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Upgrading asecure app

« Theversions of Secure Apps Manager you can upgrade to Secure Apps Manager 9.0.0.0.

« What wrapped apps are supported with Secure Apps Manager 9.0.0.0.
Procedure
1. Upload the latest version of the Secure Apps Manager to the App Catalog.
On the Admin Portal, go to Apps > App Catalog > Add+ > In-House and follow the instructions.
2. Apply the appropriate labels to the new Secure Apps Manager.

3. Once you have confirmed that the devices are correctly running the new Secure Apps Manager, remove
the labels from the old Secure Apps Manager.

Upgrading a secure app

Upgrading to an app wrapped with this Secure Apps Wrapper version from an app wrapped with a previous wrapper
version is supported. See Support and compatibility for the wrapper versions you can upgrade from.

IMPORTANT: Upgrading a Generation 1 wrapped app to a Generation 2wrapped version of the app is
not supported.

When you upgrade a secure app, use the suggested upgrade procedure to ensure that:

« adevice user always has the app on the device.
« the app remains authorized.

« the app’s app configuration settings are preserved.

The upgrade procedure depends on the AppConnect app configuration that you use for the app. The AppConnect
app configuration is either:

« One that Mobilelron Core automatically created when you uploaded the secure app to the app distribution
library. Inthe Admin Portal, in Policies & Configs > Configurations, the automatically created
AppConnect app configuration’s description is “Default AppConnect Configuration”.

« An AppConnect app configuration that you manually created.
Depending on the type of AppConnect app configuration, choose the appropriate procedure from the following:

« Automatically created AppConnect app configuration: Upgrading when using the automatically created app
configuration

« Manually created AppConnect app configuration: Upgrading when using a manually created AppConnect
app configuration

Upgrading when using the automatically created app configuration

If you are using the automatically created AppConnect app configuration for an app, do the following to upgrade the
app.
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Upgrading when using a manually created AppConnect app configuration

Procedure

1. Upload the new version of the app to the app distribution library on Core.
On the Admin Portal, go to Apps > App Catalog > Add+ > In-House and follow the instructions.
The old version of the app now co-exists in the app distribution library with the new version of the app. Core
preserves any modifications you made to the automatically created app configuration.

2. Apply the appropriate labels to the new version of the app.
The Secure Apps Manager notifies the device user to update the app to the new version.

3. Once you have confirmed that the devices are correctly running the new version of the app, remove the
labels from the old version of the app.

Upgrading when using a manually created AppConnect app configuration

If you are using (applying to devices) an AppConnect app configuration that you manually created do the following
to upgrade the app.

Procedure

1. Upload the new version of the app to the app distribution library on Core.
On the Admin Portal, go to Apps > App Catalog > Add+ > In-House and follow the instructions.
The old version of the app now co-exists in the app distribution library with the new version of the app.
However, if you had previously deleted the automatically created app configuration, Core recreates it.

2. Delete the automatically created app configuration.

3. Apply the appropriate labels to the new version of the app.
These labels are the same ones you have applied to the manually created app configuration. When the
devices with the applicable labels next check in, the new version of the app is pushed to the device. The
Secure Apps Manager notifies the device user to update the app to the new version.

4. Once you have confirmed that the devices are correctly running the new version of the app, remove the
labels from the old version of the app.

Documentation resources

Mobilelron product documentation is available at https://help.mobileiron.com/s/mil-productdocumentation.

The Mobilelron Cloud Administrator Guide is also available from your instance of Mobilelron Cloud by clicking on
the Help link in the user interface.

Mobilelron Support credentials are required to access documentation in the Support Community.
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