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About the PIV-D Manager app for iOS

About the PIV-D Manager app for iOS
The PIV-D Manager app for iOS, which is an AppConnect app, is part of MobileIron’s solution for providing derived
credentials to iOS devices. These credentials are derived from the credentials on a device user’s smart card.
AppConnect apps, including Web@Work, Docs@Work and Email+, can use the identity certificates in the derived
credential for the same purposes that they use any identity certificate.
The PIV-D Manager app supports derived credentials from these derived credentials providers:
•
•

Entrust
DISA Purebred

When you launch the PIV-D Manager app, you choose which derived credential provider you are using.

New features summary
For the summary of new features introduced in previous releases, see MobileIron PIV-D Manager for iOS Product
Documentation for that release.
This release includes the following new features and enhancements:
l

Support for iOS 14: This release of the PIV-D Manager supports iOS 14.

Support and compatibility
The information in this section includes the components MobileIron supports with this product.
NOTE: The information provided is current at the time of this release. For MobileIron product versions
released after this release, see that product version’s release notes for the most current support
and compatibility information.
l

Support policy

l

Supported and compatible product versions
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Support policy

Support policy
MobileIron defines supported and compatible as follows:

TABLE 1. DEFINITIONS OF SUPPORTED AND COMPATIBLE
Supported product versions

The functionality of the product and version with currently supported
releases was systematically tested as part of the current release and,
therefore, will be supported.

Compatible product versions

The functionality of the product and version with currently supported
releases has not been systematically tested as part of the current release,
and therefore not supported. Based on previous testing (if applicable), the
product and version is expected to function with currently supported
releases.

Supported and compatible product versions
The following table summarizes supported and compatible product versions for this release of the PIV-D Manager
app. This information is current at the time of this release. For MobileIron product versions released after this PIV-D
Entrust app release, see that product version's release notes for the most current support and compatibility
information.

TABLE 2. SUPPORT AND COMPATIBILITY FOR THE PIV-D MANAGER APP FOR IOS
Product

Supported versions

Compatible versions

iOS

iOS 12 - iOS 14.3

iOS 11

MobileIron Core

11.0.0.0

8.0.0.0 - 10.2.0.2,
10.7.0.0, 10.8.0.0

Mobile@Work for iOS

12.11.0

10.0.0 - 11.1.1, 12.4.1

MobileIron Cloud

74

72, 73

MobileIron Go for iOS

74

3.5.0 - 5.0.0, 5.5.0, 5.5.1

Email+ for iOS

3.16.0

2.2.3 - 3.10.0

Web@Work for iOS

2.12.0

1.9.2 - 2.9.0

Docs@Work for iOS

2.16.0

2.1.0 - 2.11.0
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Resolved issues

Resolved issues
See PIV-D Manager app for iOS product documentation for release notes describing resolved issues fixed in
previous releases.
This release includes the following new resolved issues:
l

ICM-393: Resolves an issue where multiple certificates available in the Purebred keychain were all pushed
to users' devices. To address the issue, the following new key-value pair is provided:
key: MI_CREDENTIAL_PREFERRED_SUBJECT_NAME_REGEX
value: A rule in a regex format.
The key-value pair specifies the authentication certificate to send to the device. The key-value pair is
specific to a Purebred derived credentials implementation.
Configure the key-value pair in App-specific Configurations in the AppConnect App Configuration for the
PIV-D Manager app for iOS.
Example of a regex rule:
When Subject Alternative Name contains Principal name "1468133250@mil" then the Regex that would
match it can be presented as follows: ^[0-9]{10}@[a-zA-Z.-]{2,}?$

l

ICM-362: Fixes an issue where a high number of Purebred certificates corrupted the screen layout and the
Send to MobileIron button became unreachable.

Known issues
See PIV-D Manager app for iOS product documentation for release notes describing known issues found in
previous releases.
This release includes the following known issue:
l

ICM-401: The license and copyright information in the app are incorrect.

Limitations
See PIV-D Manager app for iOS product documentation for release notes describing limitations found in previous
releases.
This release does not have new limitations.
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Documentation resources

Documentation resources
MobileIron product documentation is available at https://help.mobileiron.com/s/mil-productdocumentation.
The MobileIron Cloud Administrator Guide is also available from your instance of MobileIron Cloud by clicking on
the Help link in the user interface.
MobileIron Support credentials are required to access documentation in the Support Community.
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