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Windows Firewall ( 10.x ) : ........................................................................................................... 502 

Windows Firewall ( 10.x ) : ........................................................................................................... 502 

Windows Firewall ( 10.x ) : ........................................................................................................... 502 

Windows Firewall ( 10.x ) : ........................................................................................................... 502 

Windows Firewall ( 10.x ) : ........................................................................................................... 502 

Windows Firewall ( 10.x ) : ........................................................................................................... 502 

Windows Firewall ( 10.x ) : ........................................................................................................... 502 

Windows Firewall ( 10.x ) : ........................................................................................................... 503 

Windows Firewall ( 10.x ) : ........................................................................................................... 503 

Windows Firewall ( 10.x ) : ........................................................................................................... 503 

Windows Firewall ( 10.x ) : ........................................................................................................... 503 

Windows Firewall ( 10.x ) : ........................................................................................................... 503 

Vendor name: Musarubra US LLC. ................................................................................................. 503 

Trellix Endpoint Security ( 10.x ) : ................................................................................................ 503 

Vendor name: NCP engineering GmbH .......................................................................................... 503 

NCP Secure Entry Client ( 9.x ) : ................................................................................................. 503 

NCP Secure Entry Client ( 10.x ) : ............................................................................................... 503 

NCP Secure Entry Client ( 10.x ) : ............................................................................................... 504 

Telekom Secure Client ( 9.x ) : .................................................................................................... 504 

Telekom Secure Client ( 10.x ) : .................................................................................................. 504 

Vendor name: NETGATE Technologies s.r.o. ................................................................................. 504 

FortKnox Personal Firewall ( 9.x ) : .............................................................................................. 504 

NETGATE Internet Security ( 5.x ) : ............................................................................................. 504 

Vendor name: NIFTY Corporation ................................................................................................... 504 

常時安全セキュリティ24 ( 19.x ) : ............................................................................................... 504 

Vendor name: Norman AS .............................................................................................................. 504 

Norman Security Suite ( 10.x ) : ................................................................................................... 504 

Norman Security Suite ( 9.x ) : ..................................................................................................... 504 

Norman Security Suite ( 11.x ) : ................................................................................................... 505 

Vendor name: NortonLifeLock Inc ................................................................................................... 505 

Norton Security Ultra ( 22.x ) : ..................................................................................................... 505 

Vendor name: PC Security Shield ................................................................................................... 505 
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Vendor name: PC Tools Software ................................................................................................... 505 
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PC Tools Firewall Plus ( 7.x ) :..................................................................................................... 505 

PC Tools Internet Security ( 9.x ) : ............................................................................................... 505 

PC Tools Internet Security ( 8.x ) : ............................................................................................... 505 

Vendor name: Panda Security, S.L. ................................................................................................ 505 

Cytomic EPDR ( 8.x ) : ................................................................................................................ 505 

Panda Adaptive Defense 360 ( 1.x ) : .......................................................................................... 506 

Panda Adaptive Defense 360 ( 7.x ) : .......................................................................................... 506 

Panda Adaptive Defense 360 ( 8.x ) : .......................................................................................... 506 

Panda Adaptive Defense 360 ( 7.x ) : .......................................................................................... 506 

Panda Adaptive Defense 360 ( 8.x ) : .......................................................................................... 506 

Panda Adaptive Defense 360 ( 11.x ) : ........................................................................................ 506 

Panda Antivirus Pro ( 1.x ) : ......................................................................................................... 506 

Panda Antivirus Pro ( 15.x ) : ....................................................................................................... 506 

Panda Antivirus Pro ( 16.x ) : ....................................................................................................... 506 

Panda Antivirus Pro ( 17.x ) : ....................................................................................................... 507 

Panda Cloud Office Protection ( 7.x ) : ......................................................................................... 507 

Panda Dome ( 1.x ) : ................................................................................................................... 507 

Panda Dome ( 18.x ) : ................................................................................................................. 507 

Panda Dome ( 20.x ) : ................................................................................................................. 507 

Panda Dome ( 21.x ) : ................................................................................................................. 507 

Panda Endpoint Protection ( 1.x ) : .............................................................................................. 507 

Panda Endpoint Protection ( 5.x ) : .............................................................................................. 507 

Panda Endpoint Protection ( 6.x ) : .............................................................................................. 507 

Panda Endpoint Protection ( 7.x ) : .............................................................................................. 508 

Panda Endpoint Protection ( 8.x ) : .............................................................................................. 508 

Panda Endpoint Protection Plus ( 8.x ) : ...................................................................................... 508 

Panda Endpoint Protection Plus ( 08.x ) : .................................................................................... 508 

Panda Global Protection ( 5.x ) : .................................................................................................. 508 

Panda Global Protection ( 6.x ) : .................................................................................................. 508 

Panda Global Protection ( 7.x ) : .................................................................................................. 508 

Panda Global Protection ( 15.x ) : ................................................................................................ 508 
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Panda Global Protection ( 17.x ) : ................................................................................................ 509 
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Panda Internet Security ( 17.x ) : ................................................................................................. 509 
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Panda Internet Security ( 15.x ) : ................................................................................................. 509 

Panda Internet Security ( 10.x ) : ................................................................................................. 509 

Panda Internet Security ( 11.x ) : ................................................................................................. 509 

Panda Internet Security ( 12.x ) : ................................................................................................. 509 

Panda Internet Security ( 13.x ) : ................................................................................................. 509 

Panda Internet Security ( 14.x ) : ................................................................................................. 509 

Panda Internet Security ( 18.x ) : ................................................................................................. 510 

Panda Internet Security ( 19.x ) : ................................................................................................. 510 

Vendor name: ParetoLogic, Inc. ...................................................................................................... 510 

XoftSpy AntiVirus Pro ( 9.x ) : ...................................................................................................... 510 

Vendor name: Privacyware/PWI, Inc. .............................................................................................. 510 

Privatefirewall ( 7.x ) : .................................................................................................................. 510 

Vendor name: Qi An Xin Group ....................................................................................................... 510 

QI-ANXIN Tianqing ( 6.x ) : .......................................................................................................... 510 

QI-ANXIN Tianqing ( 16.x ) : ........................................................................................................ 510 

Vendor name: Quick Heal Technologies (P) Ltd. ............................................................................. 510 

Quick Heal AntiVirus ( 8.x ) : ........................................................................................................ 510 

Quick Heal AntiVirus ( 13.x ) : ...................................................................................................... 511 

Quick Heal AntiVirus ( 14.x ) : ...................................................................................................... 511 

Quick Heal AntiVirus ( 15.x ) : ...................................................................................................... 511 

Quick Heal AntiVirus ( 16.x ) : ...................................................................................................... 511 

Quick Heal AntiVirus ( 17.x ) : ...................................................................................................... 511 

Quick Heal AntiVirus ( 19.x ) : ...................................................................................................... 511 

Quick Heal AntiVirus ( 23.x ) : ...................................................................................................... 511 

Quick Heal AntiVirus Server Edition ( 15.x ) : ............................................................................... 511 

Quick Heal AntiVirus Server Edition ( 12.x ) : ............................................................................... 511 

Quick Heal AntiVirus Server Edition ( 13.x ) : ............................................................................... 511 

Quick Heal AntiVirus Server Edition ( 14.x ) : ............................................................................... 512 

Quick Heal AntiVirus Server Edition ( 15.x ) : ............................................................................... 512 
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Quick Heal Internet Security ( 13.x ) : .......................................................................................... 512 

Quick Heal Internet Security ( 14.x ) : .......................................................................................... 512 

Quick Heal Internet Security ( 15.x ) : .......................................................................................... 513 

Quick Heal Internet Security ( 16.x ) : .......................................................................................... 513 

Quick Heal Internet Security ( 17.x ) : .......................................................................................... 513 

Quick Heal Internet Security ( 19.x ) : .......................................................................................... 513 

Quick Heal Internet Security ( 22.x ) : .......................................................................................... 513 

Quick Heal Internet Security ( 23.x ) : .......................................................................................... 513 

Quick Heal Internet Security Essentials ( 15.x ) : ......................................................................... 513 
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Quick Heal Total Security ( 13.x ) : .............................................................................................. 513 

Quick Heal Total Security ( 14.x ) : .............................................................................................. 513 

Quick Heal Total Security ( 15.x ) : .............................................................................................. 514 

Quick Heal Total Security ( 16.x ) : .............................................................................................. 514 

Quick Heal Total Security ( 17.x ) : .............................................................................................. 514 

Quick Heal Total Security ( 18.x ) : .............................................................................................. 514 

Quick Heal Total Security ( 19.x ) : .............................................................................................. 514 
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Seqrite Endpoint Security ( 15.x ) : .............................................................................................. 514 

Seqrite Endpoint Security ( 16.x ) : .............................................................................................. 514 

Seqrite Endpoint Security ( 17.x ) : .............................................................................................. 515 

Seqrite Endpoint Security ( 18.x ) : .............................................................................................. 515 

Seqrite Endpoint Security ( 0.x ) : ................................................................................................ 515 

Vendor name: Roboscan Inc ........................................................................................................... 515 

Roboscan Internet Security Free ( 2.x ) : ..................................................................................... 515 

Roboscan Internet Security Pro ( 2.x ) : ....................................................................................... 515 

Vendor name: Rogers ..................................................................................................................... 515 

Rogers Online Protection Premium ( 16.x ) : ................................................................................ 515 

Rogers Online Protection Premium ( 19.x ) : ................................................................................ 515 

Vendor name: SOURCENEXT CORPORATION ............................................................................. 515 
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Vendor name: Security Software Limited ........................................................................................ 516 
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Vendor name: SentinelOne ............................................................................................................. 516 

Sentinel Agent ( 1.x ) : ................................................................................................................. 516 
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Vendor name: Soft4Ever ................................................................................................................. 517 

Look 'n' Stop Firewall ( 2.x ) : ....................................................................................................... 517 

Vendor name: SoftSphere Technologies ......................................................................................... 517 

DefenseWall ( 3.x ) : .................................................................................................................... 517 

Vendor name: Sophos Limited ........................................................................................................ 517 

Sophos Endpoint Security and Control ( 9.x ) : ............................................................................ 517 

Sophos Endpoint Security and Control ( 10.x ) : .......................................................................... 517 

Sophos Endpoint Security and Control ( 11.x ) : .......................................................................... 517 

Sophos Endpoint Security and Control ( 1.x ) : ............................................................................ 518 

Vendor name: Stormshield .............................................................................................................. 518 

Stormshield Endpoint Security Agent ( 7.x ) : ............................................................................... 518 

Stormshield Endpoint Security Evolution Agent ( 2.x ) : ............................................................... 518 

Vendor name: Swiss security laboratory. ........................................................................................ 518 

SWITZ Antivirus ( 1.x ) :............................................................................................................... 518 

Vendor name: Symantec Corporation ............................................................................................. 518 

Norton 360 ( 21.x ) : ..................................................................................................................... 518 

Norton 360 ( 20.x ) : ..................................................................................................................... 518 

Norton 360 ( 6.x ) : ....................................................................................................................... 518 

Norton 360 ( 22.x ) : ..................................................................................................................... 518 

Norton AntiVirus ( 21.x ) : ............................................................................................................ 519 
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Norton Internet Security ( 19.x ) : ................................................................................................. 519 

Norton Internet Security ( 20.x ) : ................................................................................................. 519 

Norton Internet Security ( 22.x ) : ................................................................................................. 520 

Norton Internet Security ( 6.x ) : ................................................................................................... 520 

Norton Internet Security ( 7.x ) : ................................................................................................... 520 

Norton Internet Security ( 8.x ) : ................................................................................................... 520 

Norton Internet Security ( 12.x ) : ................................................................................................. 520 

Norton Internet Security ( 10.x ) : ................................................................................................. 520 

Norton Security ( 22.x ) : .............................................................................................................. 520 
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Norton Security with Backup ( 22.x ) : .......................................................................................... 521 

Symantec Endpoint Protection ( 12.1.x ) : .................................................................................... 521 

Symantec Endpoint Protection ( 11.0.x ) : .................................................................................... 521 

Symantec Endpoint Protection ( 14.0.x ) : .................................................................................... 521 

Symantec Endpoint Protection ( 14.2.x ) : .................................................................................... 521 

Symantec Endpoint Protection ( 14.3.x ) : .................................................................................... 521 

Symantec Endpoint Protection Cloud ( 22.8.x ) : ......................................................................... 521 

Symantec Endpoint Protection Cloud ( 22.9.x ) : ......................................................................... 521 

Symantec Endpoint Protection Cloud ( 22.1.x ) : ......................................................................... 522 

Symantec Endpoint Protection Cloud ( 22.2.x ) : ......................................................................... 522 

Symantec Hosted Endpoint Protection ( 5.x ) : ............................................................................ 522 

Symantec Hosted Endpoint Protection ( 2.x ) : ............................................................................ 522 

Symantec Hosted Endpoint Protection ( 3.x ) : ............................................................................ 522 

Vendor name: TELUS ..................................................................................................................... 522 

TELUS security services ( 16.x ) : ................................................................................................ 522 

TELUS security services ( 16.x ) : ................................................................................................ 522 

TELUS security services ( 7.x ) : .................................................................................................. 522 

TELUS security services ( 8.x ) : .................................................................................................. 523 

TELUS security services ( 9.x ) : .................................................................................................. 523 

Vendor name: Tech Guard Technologies ........................................................................................ 523 

Tech Guard Internet Security ( 1.x ) : ........................................................................................... 523 

Vendor name: Telefnica S.A. .......................................................................................................... 523 

Telefonica Vivo Seguranca Online Pacote Internet Fixa ( 12.x ) : ................................................ 523 

Telefonica Vivo Seguranca Online Pacote Internet Fixa ( 11.x ) : ................................................ 523 
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Vendor name: Thirtyseven4 ............................................................................................................ 523 

Thirtyseven4 AntiVirus ( 16.x ) : ................................................................................................... 523 

Vendor name: ThreatTrack Security, Inc. ........................................................................................ 524 

VIPRE Advanced Security ( 10.x ) : ............................................................................................. 524 

VIPRE Advanced Security ( 11.x ) : ............................................................................................. 524 

VIPRE Advanced Security ( 12.x ) : ............................................................................................. 524 

VIPRE Business Premium Agent ( 9.x ) : ..................................................................................... 524 

VIPRE Business Premium Agent ( 10.x ) : ................................................................................... 524 

VIPRE Endpoint Security Agent ( 9.x ) : ....................................................................................... 524 

VIPRE Endpoint Security Agent ( 10.x ) : ..................................................................................... 524 

VIPRE Endpoint Security Agent ( 11.x ) : ..................................................................................... 524 

VIPRE Endpoint Security Agent ( 12.x ) : ..................................................................................... 524 

VIPRE Endpoint Security Agent ( 13.x ) : ..................................................................................... 524 

VIPRE Internet Security ( 8.x ) : ................................................................................................... 525 

VIPRE Internet Security ( 7.x ) : ................................................................................................... 525 

VIPRE Internet Security ( 9.x ) : ................................................................................................... 525 

VIPRE Internet Security ( 10.x ) : ................................................................................................. 525 

Vendor name: Total Defense, Inc. ................................................................................................... 525 

Total Defense Internet Security Suite ( 9.x ) : .............................................................................. 525 

Total Defense Internet Security Suite ( 8.x ) : .............................................................................. 525 

Vendor name: Trend Micro, Inc. ...................................................................................................... 525 

Cyber Eye Security Agent ( 14.x ) : .............................................................................................. 525 

Trend Micro Apex One Security Agent ( 13.x ) : ........................................................................... 525 

Trend Micro Apex One Security Agent ( 14.x ) : ........................................................................... 525 

Trend Micro Deep Security Agent ( 8.x ) : .................................................................................... 526 

Trend Micro Deep Security Agent ( 9.x ) : .................................................................................... 526 

Trend Micro Deep Security Agent ( 12.x ) : .................................................................................. 526 

Trend Micro Deep Security Agent ( 20.x ) : .................................................................................. 526 

Trend Micro OfficeScan Client ( 10.5.x ) : .................................................................................... 526 

Trend Micro OfficeScan Client ( 10.6.x ) : .................................................................................... 526 

Trend Micro OfficeScan Client ( 11.0.x ) : .................................................................................... 526 

Trend Micro OfficeScan Client ( 12.0.x ) : .................................................................................... 526 

Trend Micro OfficeScan Client ( 10.6.x ) : .................................................................................... 526 

Trend Micro OfficeScan Client ( 13.9.x ) : .................................................................................... 527 

Trend Micro Worry-Free Business Security Agent ( 18.x ) : ......................................................... 527 
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Trend Micro Worry-Free Business Security Agent ( 19.x ) : ......................................................... 527 

Trend Micro Worry-Free Business Security Agent ( 5.x ) : ........................................................... 527 

Trend Micro Worry-Free Business Security Agent ( 6.x ) : ........................................................... 527 

Trend Micro Worry-Free Business Security Agent ( 19.x ) : ......................................................... 527 

Trend Micro Worry-Free Business Security Agent ( 20.x ) : ......................................................... 527 

Vendor name: TrustPort, a.s. .......................................................................................................... 527 

TrustPort Internet Security ( 14.x ) : ............................................................................................. 527 

TrustPort Internet Security ( 11.x ) : ............................................................................................. 527 

TrustPort Internet Security ( 12.x ) : ............................................................................................. 528 

TrustPort Internet Security ( 13.x ) : ............................................................................................. 528 

TrustPort Total Protection ( 14.x ) : .............................................................................................. 528 

TrustPort Total Protection ( 11.x ) : .............................................................................................. 528 

TrustPort Total Protection ( 12.x ) : .............................................................................................. 528 

TrustPort Total Protection ( 13.x ) : .............................................................................................. 528 

TrustPort Total Protection ( 15.x ) : .............................................................................................. 528 

TrustPort Total Protection ( 3.x ) : ................................................................................................ 528 

TrustPort Total Protection ( 4.x ) : ................................................................................................ 528 

TrustPort Total Protection ( 17.x ) : .............................................................................................. 528 

Vendor name: Webroot Software, Inc.............................................................................................. 529 

Webroot SecureAnywhere ( 9.x ) : ............................................................................................... 529 

Webroot SecureAnywhere Complete ( 8.x ) : ............................................................................... 529 

Webroot SecureAnywhere Complete ( 9.x ) : ............................................................................... 529 

Vendor name: adaware ................................................................................................................... 529 

adaware antivirus ( 12.x ) : .......................................................................................................... 529 

adaware antivirus ( 12.x ) : .......................................................................................................... 529 

Vendor name: eEye Digital Security ................................................................................................ 529 

eEye Digital Security Blink Personal ( 5.x ) : ................................................................................ 529 

eEye Digital Security Blink Personal ( 2.x ) : ................................................................................ 529 

eEye Digital Security Blink Personal ( 3.x ) : ................................................................................ 529 

eEye Digital Security Blink Personal ( 4.x ) : ................................................................................ 530 

eEye Digital Security Blink Professional ( 6.x ) : .......................................................................... 530 

eEye Digital Security Blink Professional ( 5.x ) : .......................................................................... 530 
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Vendor name: 360.CN .................................................................................................................... 530 
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Vendor name: 3R COMPANY ......................................................................................................... 530 
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Zillya! Antivirus for Business ( 1.x ) : ............................................................................................ 531 

Zillya! Internet Security ( 1.x ) : .................................................................................................... 531 

Zillya! Internet Security ( 3.x ) : .................................................................................................... 531 

Vendor name: AVANSI Soft. ........................................................................................................... 531 

AVANSI Antivirus ( 4.x ) : ............................................................................................................. 531 

Vendor name: Avast Software s.r.o. ................................................................................................ 531 

Avast One Essential ( 22.x ) : ...................................................................................................... 531 

Avast One Essential ( 23.x ) : ...................................................................................................... 531 

Vendor name: AVAST Software a.s. ............................................................................................... 531 

Avast Business Security ( 10.x ) : ................................................................................................ 531 

Avast Business Security ( 7.x ) : .................................................................................................. 532 

Avast Business Security ( 6.x ) : .................................................................................................. 532 

Avast Business Security ( 12.x ) : ................................................................................................ 532 
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avast! Endpoint Protection Plus ( 8.x ) : ....................................................................................... 533 

avast! Endpoint Protection Suite ( 8.x ) : ...................................................................................... 533 

avast! Endpoint Protection Suite Plus ( 8.x ) : .............................................................................. 533 
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avast! Free Antivirus ( 9.x ) : ........................................................................................................ 534 

avast! Free Antivirus ( 8.x ) : ........................................................................................................ 534 
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avast! Free Antivirus ( 10.x ) : ...................................................................................................... 534 

avast! Free Antivirus ( 11.x ) : ...................................................................................................... 534 

avast! Free Antivirus ( 12.x ) : ...................................................................................................... 534 

avast! Free Antivirus ( 17.x ) : ...................................................................................................... 534 

avast! Free Antivirus ( 18.x ) : ...................................................................................................... 534 

avast! Free Antivirus ( 19.x ) : ...................................................................................................... 535 

avast! Free Antivirus ( 20.x ) : ...................................................................................................... 535 

avast! Free Antivirus ( 21.x ) : ...................................................................................................... 535 

avast! Free Antivirus ( 22.x ) : ...................................................................................................... 535 

avast! Free Antivirus ( 23.x ) : ...................................................................................................... 535 

avast! Internet Security ( 2014.x ) : .............................................................................................. 535 

avast! Internet Security ( 7.x ) : .................................................................................................... 535 

avast! Internet Security ( 8.x ) : .................................................................................................... 535 

avast! Internet Security ( 9.x ) : .................................................................................................... 535 

avast! Internet Security ( 10.x ) : .................................................................................................. 536 

avast! Internet Security ( 11.x ) : .................................................................................................. 536 
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avast! Internet Security ( 19.x ) : .................................................................................................. 536 
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WithSecure Elements EPP for Computers Premium ( 3.x ) : ........................................................ 602 

WithSecure Elements EPP for Computers Premium ( 22.x ) : ...................................................... 602 

Vendor name: FRISK Software International ................................................................................... 602 

F-PROT Antivirus for Windows ( 6.x ) : ........................................................................................ 602 

Vendor name: Faronics Corporation ............................................................................................... 602 

Faronics Anti-Virus ( 4.x ) : .......................................................................................................... 602 

Faronics Anti-Virus Enterprise Workstation ( 3.x ) : ...................................................................... 602 

Vendor name: Filseclab Corporation ............................................................................................... 602 

Twister Antivirus ( 8.x ) : .............................................................................................................. 602 

Twister Antivirus ( 7.x ) : .............................................................................................................. 602 

Vendor name: FireEye, Inc. ............................................................................................................. 602 

FireEye Endpoint Agent ( 26.x ) : ................................................................................................. 602 

FireEye Endpoint Agent ( 27.x ) : ................................................................................................. 603 

FireEye Endpoint Agent ( 29.x ) : ................................................................................................. 603 

FireEye Endpoint Agent ( 28.x ) : ................................................................................................. 603 

FireEye Endpoint Agent ( 30.x ) : ................................................................................................. 603 

FireEye Endpoint Agent ( 29.x ) : ................................................................................................. 603 

FireEye Endpoint Agent ( 31.x ) : ................................................................................................. 603 

FireEye Endpoint Agent ( 32.x ) : ................................................................................................. 603 

FireEye Endpoint Agent ( 33.x ) : ................................................................................................. 603 

FireEye Endpoint Agent ( 34.x ) : ................................................................................................. 603 

FireEye Endpoint Agent ( 35.x ) : ................................................................................................. 603 

Vendor name: Fortinet Inc. .............................................................................................................. 604 

FortiClient ( 5.x ) : ........................................................................................................................ 604 

FortiClient ( 3.x ) : ........................................................................................................................ 604 

FortiClient ( 4.x ) : ........................................................................................................................ 604 

FortiClient ( 6.x ) : ........................................................................................................................ 604 

FortiClient ( 7.x ) : ........................................................................................................................ 604 

Fortinet Endpoint Detection and Response ( 4.x ) : ...................................................................... 604 

Vendor name: Francesco Bucci ...................................................................................................... 604 

Malware Eraser ( 1.x ) : ............................................................................................................... 604 

Vendor name: Fujitsu Services Ltd. ................................................................................................. 604 

Fujitsu Internet Security ( 16.x ) : ................................................................................................. 604 

Vendor name: G Data Software AG ................................................................................................ 605 

G Data AntiVirenKit Client ( 11.x ) : ............................................................................................. 605 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 98 of 826 
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Introduction 

 
With Release of ESAP 4.1.6 Ivanti Connect Secure and Ivanti Policy Secure supports following products. 
Each supported product is listed with limitation, if any, in tabular form. 

 Method: This column lists all method supported for Product. 
 Evaluation 
 Remediation 

 Functionality: This column lists different functionalities supported for Product.    
 Virus Definition Check 
 Detection 
 Real Time Protection 
 Download Latest Virus Definition 

 Requires Admin Privilege: This column lists whether respective method requires Admin Privilege for Browser 
connection. 
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List of Supported Products 
 

  "Windows Antivirus"  

Vendor name: 2345移动科技 

2345安全卫士 ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: 360.CN 

360 终端安全管理系统 ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: 3R COMPANY 
Reza AntiVirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ALLIT Service, LLC. 
Zillya Total Security ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Zillya! Antivirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Zillya! Antivirus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Zillya! Antivirus for Business ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Zillya! Internet Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Zillya! Internet Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Vendor name: AVANSI Soft. 
AVANSI Antivirus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Avast Software s.r.o. 
Avast One Essential ( 22.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avast One Essential ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: AVAST Software a.s. 
Avast Business Security ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Avast Business Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Avast Business Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Avast Business Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Avast Business Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Avast Business Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Avast Business Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Avast Business Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 
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Avast Business Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Avast Business Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Avast Premium Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Avast Premium Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Avast Premium Security ( 21.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Avast Premium Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Avast Premium Security ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Endpoint Protection ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Endpoint Protection Plus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Endpoint Protection Suite ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Endpoint Protection Suite Plus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! File Server Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

avast! Free Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 
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avast! Free Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Free Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Free Antivirus ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Free Antivirus ( 2015.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Free Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 168 of 826 

 

 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Free Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Free Antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Free Antivirus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Free Antivirus ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Free Antivirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Free Antivirus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Free Antivirus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Free Antivirus ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Free Antivirus ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Internet Security ( 2014.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 171 of 826 

 

 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Premier ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Premier ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Premier ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Pro Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Pro Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Pro Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Pro Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 
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avast! Pro Antivirus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Pro Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Pro Antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Pro Antivirus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

avast! Pro Antivirus ( 18.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Vendor name: AVG Technologies CZ, s.r.o. 
AVG Anti-Spyware ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus ( 2016.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus ( 2013.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 177 of 826 

 

 

AVG AntiVirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus Business Edition ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus Free ( 17.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus Free ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus Free ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus Free ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus Free ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 
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Remediation Download Latest Virus Definition No 

AVG AntiVirus Free ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG AntiVirus Free ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Business ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Business ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Business ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Business ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Business ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Business ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition Yes 

AVG CloudCare ( 2014.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG CloudCare ( 2013.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG CloudCare ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG CloudCare ( 2015.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG CloudCare ( 2016.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG CloudCare ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG File Server Edition ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Internet Security ( 2013.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 
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Remediation Download Latest Virus Definition No 

AVG Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Internet Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Internet Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Internet Security Business Edition ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Internet Security Business Edition ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Internet Security Business Edition ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AVG Premium Security ( 2015.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

AVG Premium Security ( 2013.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

AVG Premium Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Vendor name: Acronis 
Acronis Cyber Protection Agent ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection No 

Acronis Cyber Protection Agent ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection No 

Acronis Cyber Protection Agent ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection No 

Acronis True Image ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Acronis True Image ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Acronis True Image ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Acronis True Image ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Agnitum Ltd. 
Outpost Antivirus Pro ( 9.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Outpost Antivirus Pro ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Outpost Antivirus Pro ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Outpost Security Suite Free ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Download Latest Virus Definition No 

Outpost Security Suite Pro ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Outpost Security Suite Pro ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Outpost Security Suite Pro ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: AhnLab, Inc. 
AhnLab V3 Endpoint Security ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AhnLab V3 Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AhnLab V3 Internet Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AhnLab V3 Internet Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 
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Remediation Download Latest Virus Definition No 

AhnLab V3 Internet Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AhnLab V3 Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AhnLab V3 Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AhnLab V3 Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AhnLab V3 Internet Security ( 8.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

AhnLab V3 Lite ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

AhnLab V3 Lite ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

AhnLab V3 Lite ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

AhnLab V3 Net for Windows Server ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

AhnLab V3 Net for Windows Server ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

AhnLab V3 Net for Windows Server ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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AhnLab V3 Net for Windows Server ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Amzkomp 
C-Guard Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Antiy Labs 
Antiy Ghostbusters ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

安天智甲终端防御系统 ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Anvisoft Inc. 
Anvi Smart Defender ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Anvi Smart Defender ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Arcabit 
Arcabit AntiVirus ( 13.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Arcabit AntiVirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Arcabit AntiVirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Arcabit AntiVirus ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Arcabit Endpoint AntiVirus ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Arcabit Endpoint Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 
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Arcabit Internet Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Vendor name: Arovax Software 
Arovax AntiSpyware ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: AsiaInfo, Inc. 
Asiainfo OfficeScan Agent ( 12.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Asiainfo OfficeScan Agent ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Asiainfo OfficeScan Agent ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Asiainfo OfficeScan Agent ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Asiainfo OfficeScan Agent ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Vendor name: Atanium Software. 
PC Spyware Protection ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Auslogics 
Auslogics Antivirus 2013 ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Auslogics Antivirus 2013 ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Avanquest Software 
Double Anti-Spy Professional ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Double Anti-Spy Professional ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Fix-It Utilities 10 Professional ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Fix-It Utilities 10 Professional ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Fix-It Utilities 10 Professional ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Fix-It Utilities 10 Professional ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Fix-It Utilities 10 Professional ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Fix-It Utilities 10 Professional ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SystemSuite ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SystemSuite ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SystemSuite ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SystemSuite ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SystemSuite ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SystemSuite ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Avetix S.r.l 
Avetix ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Vendor name: Avira GmbH 
Avira AntiVir Personal - Free Antivirus ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira AntiVir Windows Workstation ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Antivirus Premium ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Antivirus Pro ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Antivirus Pro ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Antivirus Pro ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Antivirus Pro ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Antivirus Pro ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Antivirus Pro ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Antivirus Pro ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Antivirus Pro ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Antivirus Pro ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Antivirus Suite ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Endpoint Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Real Time Protection No 

Avira Endpoint Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Real Time Protection No 

Avira Family Protection Suite ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Free Antivirus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Free Antivirus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Free Antivirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Internet Security Suite ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 
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Remediation Download Latest Virus Definition No 

Avira Internet Security Suite ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Internet Security Suite ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Management Console Agent ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Management Console Server ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Premium Security Suite ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Professional Security ( 13.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Professional Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Server Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Server Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Avira Ultimate Protection Suite ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

WISO Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: AxBx 
VirusKeeper ( 11.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: BUSY BEE COMPANY LIMITED 
BeeDoctor ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Baidu Inc. 
Baidu Antivirus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Baidu Antivirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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Baidu Antivirus ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Baidu Antivirus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Baidu Antivirus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Baidu Antivirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Beijing Huorong Network Technology Co., Ltd. 
Huorong Endpoint Security Management Endpoint ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Huorong Endpoint Security Management Endpoint ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Huorong Internet Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Beijing Rising Information Technology Co., Ltd. 
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Rising AntiVirus ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Rising Internet Security ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Rising Internet Security ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

瑞星企业终端安全管理系统软件 ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

瑞星安全云终端 ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Vendor name: BeyondTrust, Inc. 
PowerBroker Endpoint Protection Platform for Desktops ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

PowerBroker Endpoint Protection Platform for Servers ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Vendor name: Bit9, Inc. 
Bit9 Agent ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: BitSecure Labs 
BitSecure Antivirus System ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Bitdefender 
BitDefender Antivirus Pro ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

BitDefender Security for File Servers ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Remediation AntiVirus Scan No 

Bitdefender 60-Second Virus Scanner ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Bitdefender Antivirus Free ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Free Edition ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Bitdefender Antivirus Free Edition ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Bitdefender Antivirus Plus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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Bitdefender Antivirus Plus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 12.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Antivirus Plus ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Business Client ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Bitdefender Endpoint Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Endpoint Security ( 7.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Endpoint Security Tools ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Endpoint Security Tools ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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Bitdefender Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Internet Security ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Total Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Total Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Total Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Total Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Total Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Total Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Total Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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Bitdefender Total Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Total Security ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Total Security ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Total Security ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Total Security ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Total Security ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Windows 8 Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: Biz Secure Labs, Pvt. Ltd. 
Net Protector ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Net Protector ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Net Protector ( 13.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Net Protector ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Bkav Corporation 
Bkav Home Plus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bkav Pro ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Bkav Pro ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: BlazingTools Software 
Keylogger Detector ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: BrightFort LLC 
SpywareBlaster ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

SpywareBlaster ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

SpywareBlaster ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

SpywareBlaster ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: BullGuard Ltd. 
BullGuard Antivirus ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Antivirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Antivirus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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BullGuard Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Antivirus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Antivirus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 15.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Premium Protection ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Premium Protection ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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BullGuard Premium Protection ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Premium Protection ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Premium Protection ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BullGuard Premium Protection ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: Byte Technologies LLC 
ByteFence Anti-Malware ( 5.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CA, Inc. 
CA Internet Security Suite ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

CA Internet Security Suite ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

CA Internet Security Suite ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

CA Internet Security Suite ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

CA Internet Security Suite ( 8.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

CA Internet Security Suite ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

CA Internet Security Suite ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

CA Internet Security Suite ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

CA Internet Security Suite ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 
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Remediation Download Latest Virus Definition No 

CA Internet Security Suite ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

CA Internet Security Suite ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

CA Internet Security Suite ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: CHOMAR 
CHOMAR Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

CHOMAR Endpoint Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

CHOMAR Internet Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: CJSC Returnil Software 
Returnil System Safe ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Vendor name: CK Technologies Ltd 
Bit Defender Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CMC InfoSec 
CMC Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

CMC Antivirus ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

CMC Internet Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CMC Internet Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: COMODO Security Solutions 
COMODO Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Antivirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Antivirus ( 8.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Client - Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

COMODO Client - Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

COMODO Client - Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

COMODO Client - Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

COMODO Cloud Antivirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

COMODO Cloud Antivirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

COMODO Endpoint Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Internet Security Complete ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Internet Security Complete ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Internet Security Complete ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Internet Security Plus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Plus ( 8.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Plus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Plus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Premium ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Internet Security Premium ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Internet Security Premium ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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COMODO Internet Security Premium ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Internet Security Premium ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

COMODO Internet Security Pro ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Vendor name: CYSEC 
CYSEC AV ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Carbon Black, Inc. 
Carbon Black Defense Sensor ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Carbon Black Defense Sensor ( 3.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Carbon Black Response ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Carbon Black Response ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Cb Protection Agent ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Check Point Software Technologies 
Check Point Endpoint Security ( 80.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Check Point Endpoint Security ( 81.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Check Point Endpoint Security ( 82.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Check Point Endpoint Security ( 83.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Check Point Endpoint Security ( 84.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Check Point Endpoint Security ( 85.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Check Point Endpoint Security ( 86.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Check Point Endpoint Security ( 87.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

ZoneAlarm Extreme Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

ZoneAlarm Extreme Security ( 13.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

ZoneAlarm Extreme Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

ZoneAlarm Extreme Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

ZoneAlarm Extreme Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

ZoneAlarm Extreme Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

ZoneAlarm Free Antivirus + Firewall ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ZoneAlarm Free Antivirus + Firewall ( 14.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ZoneAlarm Free Antivirus + Firewall ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ZoneAlarm Internet Security Suite ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ZoneAlarm Internet Security Suite ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ZoneAlarm Internet Security Suite ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ZoneAlarm Internet Security Suite ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ZoneAlarm Internet Security Suite ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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ZoneAlarm PRO Antivirus + Firewall ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ZoneAlarm PRO Antivirus + Firewall ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ZoneAlarm PRO Antivirus + Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ZoneAlarm PRO Antivirus + Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ZoneAlarm PRO Antivirus + Firewall ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ZoneAlarm PRO Antivirus + Firewall ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ZoneAlarm PRO Antivirus + Firewall ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ZoneAlarm PRO Antivirus + Firewall ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

ZoneAlarm PRO Antivirus + Firewall ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ZoneAlarm PRO Antivirus + Firewall ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ZoneAlarm Security Suite ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Chili Security 
Chili Security for PC ( 24.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Cisco Systems, Inc. 
Cisco Advanced Malware Protection for Endpoints ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cisco Advanced Malware Protection for Endpoints ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cisco Advanced Malware Protection for Endpoints ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cisco Advanced Malware Protection for Endpoints (x86) ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cisco Advanced Malware Protection for Endpoints (x86) ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cisco Secure Endpoint ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cisco Secure Endpoint ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cisco Secure Endpoint (x86) ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cisco Secure Endpoint (x86) ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

ClamAV ( ClamAV0.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

ClamAV ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Vendor name: ClamWin Pty Ltd 
ClamWin Free Antivirus ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Vendor name: Clearsight Technologies Ltd. 
Clearsight Antivirus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Coranti, Inc. 
Coranti ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Crawler Group 
Spyware Terminator ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CreaSoftware 
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CS Anti-Virus ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CrowdStrike, Inc. 
CrowdStrike Falcon ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

CrowdStrike Falcon ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

CrowdStrike Falcon ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

CrowdStrike Falcon ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

CrowdStrike Falcon ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: CurioLab S.M.B.A. 
Exterminate It! ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CyberByte SRL 
CyberByte Antivirus ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Cybereason 
Cybereason ActiveProbe ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cybereason ActiveProbe ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cybereason ActiveProbe ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cybereason ActiveProbe ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cybereason ActiveProbe ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cybereason ActiveProbe ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cybereason ActiveProbe Antimalware ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Cybereason ActiveProbe Antimalware ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Cybereason ActiveProbe Antimalware ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Cybereason ActiveProbe Antimalware ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Cybereason ActiveProbe Antimalware ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Cylance Inc. 
Advanced Threat Prevention ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

CylancePROTECT ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

CylancePROTECT ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

CylancePROTECT ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Cynet Security LTD 
CynetEPS ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

CynetEPS ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: DIY Software Inc 
DIY Virus Repair ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: DWS Technology 
DWS AntiVirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Datalink Industrial Corporation 
ProDot Antivirus ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ProDot Maximum Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Deep Instinct Ltd 
Deep Instinct ( 3.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Defender Pro 
Defender Pro ( 17.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Defender Pro 15-in-1 ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Digital Guardian 
Digital Guardian Agent ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Doctor Web, Ltd. 
Dr.Web AV-Desk Agent ( 11.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web AV-Desk Agent ( 12.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web Anti-virus for Windows ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Dr.Web Anti-virus for Windows ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Dr.Web Anti-virus for Windows ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Dr.Web Anti-virus for Windows ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Dr.Web KATANA ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web Security Space ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Download Latest Virus Definition No 

Dr.Web Security Space ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Dr.Web Security Space ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Dr.Web Security Space ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Dr.Web Security Space ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Dr.Web Security Space ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Vendor name: Dynamikode Software Ltd. 
Dynamikode USB Security Suite ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: EAV Software 
Trojan Guarder Gold ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: EGSoftWeb 
EG Anti Virus ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: EGSoftWeb 
EG Anti Virus ( 2017.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: EMCO Software 
EMCO Malware Destroyer ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ESET 
ESET Endpoint Antivirus ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Endpoint Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Endpoint Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Endpoint Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Endpoint Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 
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Remediation Download Latest Virus Definition No 

ESET Endpoint Antivirus ( 10.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Endpoint Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Endpoint Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Endpoint Security ( 8.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Endpoint Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Endpoint Security ( 10.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET File Security for Microsoft Windows Server ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET File Security for Microsoft Windows Server ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET File Security for Microsoft Windows Server ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET File Security for Microsoft Windows Server ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET File Security for Microsoft Windows Server ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Internet Security ( 16.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Mail Security for Microsoft Exchange Server ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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ESET Mail Security for Microsoft Exchange Server ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Mail Security for Microsoft Exchange Server ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET NOD32 Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET NOD32 Antivirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET NOD32 Antivirus ( 6.x ) :  



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 264 of 826 

 

 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET NOD32 Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET NOD32 Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET NOD32 Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET NOD32 Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET NOD32 Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET NOD32 Antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET NOD32 Antivirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET NOD32 Antivirus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET NOD32 Antivirus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET NOD32 Antivirus ( 16.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Smart Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Smart Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Smart Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Smart Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Smart Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Smart Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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ESET Smart Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Smart Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Smart Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Smart Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

ESET Smart Security ( 16.x ) : 
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: ESTsoft Corp. 
ALYac Enterprise ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ALYac Enterprise ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Vendor name: EarthLink, Inc. 
EarthLink Protection Control Center ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

EarthLink Protection Control Center ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: EgoSecure 
EgoSecure Endpoint Agent ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Elasticsearch B.V. 
Elastic Agent ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Elastic Agent ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Elex do Brasil Participaes Ltda 
YAC ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

YAC ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Emsisoft Ltd 
Emsisoft Anti-Malware ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Emsisoft Anti-Malware ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Emsisoft Anti-Malware ( 5.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Emsisoft Anti-Malware ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Emsisoft Anti-Malware ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Emsisoft Anti-Malware ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Emsisoft Anti-Malware ( 2017.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Emsisoft Anti-Malware ( 2018.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Emsisoft Anti-Malware ( 2019.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Emsisoft Anti-Malware ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Emsisoft Anti-Malware ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 
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Remediation Download Latest Virus Definition No 

Emsisoft Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Emsisoft Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Emsisoft Internet Security ( 2017.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Emsisoft Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Emsisoft Mamutu ( 3.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Online Armor ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Online Armor ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Online Armor ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Endgame, Inc. 
Endgame Sensor ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Enigma Software Group USA, LLC. 
SpyHunter ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SpyHunter ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Essentware S.A. 
PCKeeper Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: Evonsoft 
Advanced System Restore ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: F-Secure Corporation 
F-Secure Anti-Virus ( 15.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

F-Secure Anti-Virus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

F-Secure Anti-Virus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

F-Secure Anti-Virus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

F-Secure Anti-Virus ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

F-Secure Anti-Virus for Workstations ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Anti-Virus for Workstations ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Anti-Virus for Workstations ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Client Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 
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F-Secure Client Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

F-Secure Client Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

F-Secure Client Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Client Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Client Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Client Security ( 12.x ) :  



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 278 of 826 

 

 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Client Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Client Security Premium ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Client Security Premium ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Client Security Premium ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Client Security Premium ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Client Security Premium ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Client Security Premium ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

F-Secure Client Security Premium ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

F-Secure Computer Protection ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

F-Secure Computer Protection ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

F-Secure Computer Protection ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

F-Secure Computer Protection ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

F-Secure Computer Protection ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

F-Secure Computer Protection ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

F-Secure Computer Protection ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

F-Secure Computer Protection Premium ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation Real Time Protection Yes 

F-Secure Computer Protection Premium ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

F-Secure Computer Protection Premium ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

F-Secure Elements Agent ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Elements EDR and EPP for Computers Premium ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

F-Secure Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

F-Secure Internet Security ( 0.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

F-Secure Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

F-Secure Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

F-Secure PSB Workstation Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure PSB Workstation Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 
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F-Secure PSB Workstation Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure PSB Workstation Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure SAFE ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

F-Secure SAFE ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

F-Secure SAFE ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 
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Remediation Download Latest Virus Definition No 

F-Secure SAFE ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

F-Secure Server Protection ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

F-Secure Server Protection Premium ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

F-Secure Server Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

F-Secure Server Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 
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F-Secure Server Security Premium ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Pakiet Bezpieczeństwa UPC ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Pakiet Bezpieczeństwa UPC ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Security Suite ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Security Suite ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

WISO Internet Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

WISO Internet Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

WithSecure Elements EDR and EPP for Computers ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

WithSecure Elements EDR and EPP for Computers ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

WithSecure Elements EDR and EPP for Computers Premium ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

WithSecure Elements EDR and EPP for Computers Premium ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

WithSecure Elements EPP for Computers ( 3.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

WithSecure Elements EPP for Computers ( 22.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

WithSecure Elements EPP for Computers ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

WithSecure Elements EPP for Computers Premium ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

WithSecure Elements EPP for Computers Premium ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: FRISK Software International 
F-PROT Antivirus for Windows ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Vendor name: Faronics Corporation 
Faronics Anti-Virus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Faronics Anti-Virus Enterprise Workstation ( 3.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: Filseclab Corporation 
Twister Antivirus ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

Twister Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

Vendor name: FireEye, Inc. 
FireEye Endpoint Agent ( 26.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

FireEye Endpoint Agent ( 27.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

FireEye Endpoint Agent ( 29.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 
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FireEye Endpoint Agent ( 28.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

FireEye Endpoint Agent ( 30.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

FireEye Endpoint Agent ( 29.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

FireEye Endpoint Agent ( 31.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

FireEye Endpoint Agent ( 32.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

FireEye Endpoint Agent ( 33.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

FireEye Endpoint Agent ( 34.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

FireEye Endpoint Agent ( 35.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Vendor name: Fortinet Inc. 
FortiClient ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

FortiClient ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

FortiClient ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

FortiClient ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

FortiClient ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Fortinet Endpoint Detection and Response ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Francesco Bucci 
Malware Eraser ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Fujitsu Services Ltd. 
Fujitsu Internet Security ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: G Data Software AG 
G Data AntiVirenKit Client ( 11.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

G Data AntiVirus ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data AntiVirus ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data AntiVirus ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data AntiVirus ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data InternetSecurity ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data InternetSecurity ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data InternetSecurity ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data InternetSecurity ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data InternetSecurity ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data InternetSecurity ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data InternetSecurity ( 22.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data NotebookSecurity ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data NotebookSecurity ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data Security Client ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

G Data Security Client ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

G Data Security Client ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 296 of 826 

 

 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

G Data TotalCare ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data TotalProtection ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data TotalProtection ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data TotalProtection ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

G Data TotalSecurity ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

G Data TotalSecurity ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

G Data TotalSecurity ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

G Data TotalSecurity ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

G Data TotalSecurity ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

G Data TotalSecurity ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: GEN-X Technologies 
Gen-X Total Security ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Gen-X Total Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: GFI Software Ltd. 
GFI Cloud - Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

GFI Cloud - Antivirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

GFI Cloud Agent ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

VIPRE Business ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business Agent ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Business Premium Agent ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

VIPRE Business Premium Agent ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Download Latest Virus Definition No 

VIPRE Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

VIPRE Managed Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

VIPRE Managed Antivirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Glarysoft Ltd 
Malware Hunter ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Vendor name: Greatis Software, LLC. 
UnHackMe ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

Vendor name: GridinSoft LLC. 
GridinSoft Anti-Malware ( 3.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

GridinSoft Anti-Malware ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Trojan Killer ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Vendor name: HDD Labs. Inc 
PJMagic Total Security ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Hauri, Inc. 
ViRobot 7.0 ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ViRobot 7.0 ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ViRobot Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

ViRobot Internet Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

ViRobot Internet Security ( 2006.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Vendor name: Heimdal Security 
Heimdal Thor Agent ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: IKARUS Security Software GmbH 
IKARUS anti.virus ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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IKARUS anti.virus in the cloud ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

IKARUS anti.virus in the cloud ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Securepoint Antivirus Pro ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Vendor name: INCA Internet Co., Ltd. 
TACHYON Endpoint Security ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Vendor name: IObit 
Advance Spyware Remover ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Advanced SystemCare ( 7.x ) : 
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Advanced SystemCare ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Advanced SystemCare ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Advanced SystemCare ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

IObit Malware Fighter ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

IObit Malware Fighter ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

IObit Malware Fighter ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

IObit Malware Fighter ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

IObit Malware Fighter ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

IObit Malware Fighter ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 
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Remediation Download Latest Virus Definition No 

IObit Security 360 ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: InCode Solutions 
RemoveIT Pro Enterprise ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: InCode Solutions 
RemoveIT Pro Enterprise ( 2014 Enterprise.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Ivanti, Inc. 
Ivanti Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Ivanti Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Vendor name: K7 Computing Pvt Ltd 
K7 Anti-Virus Plus ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 Anti-Virus Plus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 Anti-Virus Plus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 Anti-Virus Plus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 Anti-Virus Plus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 Anti-Virus Plus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 AntiVirus Premium ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 AntiVirus Premium ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 AntiVirus Premium ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 AntiVirus Premium ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 AntiVirus Premium ( 16.x ) :  



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 309 of 826 

 

 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 AntiVirus Premium ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 Endpoint Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

K7 Endpoint Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

K7 Enterprise Security - Client ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

K7 Enterprise Security - Client ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

K7 Total Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 Total Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 Total Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 Total Security ( 13.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 Total Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 Total Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

K7 Ultimate Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

K7 Ultimate Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

K7 Ultimate Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

K7 Ultimate Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

K7 Ultimate Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

K7 Virus Security ZERO ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

K7 Virus Security ZERO ( 14.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

K7 Virus Security ZERO ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

K7VirusSecurity Plus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Kapha Anti-Malware, Inc. 
Kapha Anti-Malware ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Kardo Kristal 
Crystal Security ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Crystal Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Kaspersky Lab 
Ferrari Security Scan ( 15.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Anti-Virus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Anti-Virus ( 2013.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Anti-Virus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Anti-Virus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 
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Remediation Download Latest Virus Definition Yes 

Kaspersky Anti-Virus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Anti-Virus ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Anti-Virus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Anti-Virus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Anti-Virus ( 20.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Anti-Virus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Endpoint Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Endpoint Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Endpoint Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Endpoint Security ( 12.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Free ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Free ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Free ( 21.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Industrial CyberSecurity for Nodes ( 3.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 
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Kaspersky PURE ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky PURE ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky PURE ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky PURE ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Plus ( 21.x ) : 
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Premium ( 21.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Security Cloud ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Kaspersky Security Cloud ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Kaspersky Security Cloud ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 
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Remediation Download Latest Virus Definition No 

Kaspersky Security Scan ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Security for Virtualization ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Security for Virtualization ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Security for Windows Servers ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Security for Windows Servers ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Security for Windows Servers ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Small Office Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Small Office Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Small Office Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Small Office Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 
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Kaspersky Standard ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Total Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Total Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Total Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Total Security ( 18.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Total Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Total Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Kaspersky Total Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Suite de Scurit Orange ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

安心ネットセキュリティ ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: Kenoxis 
Kenoxis Antivirus Pro ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Vendor name: Kephyr 
Bazooka Scanner ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FreeFixer ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Kingsoft Corporation 
Kingsoft Antivirus ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Kingsoft Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Kingsoft Antivirus ( 2015.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Kingsoft Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Download Latest Virus Definition Yes 

Kingsoft Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Download Latest Virus Definition Yes 

Vendor name: Komal Technologies. 
Komal Antivirus ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Kromtech 
PCKeeper ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: LANDESK Software, Inc. 
LANDesk Antivirus ( 9.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

LANDesk Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

LANDesk Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

LANDesk Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

LANDesk Endpoint Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: LMT Technology Solutions 
Bitdefender Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Vendor name: Lavasoft 
Ad-Aware ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Ad-Aware 2008 ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Ad-Aware Total Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Ad-Aware Total Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Ad-Aware Total Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Ad-Aware Total Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Ad-Aware Total Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Ad-Aware Total Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Le Minh Thanh 
LMT AntiMalware ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Loaris, Inc. 
Loaris Trojan Remover ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

Vendor name: LogMeIn, Inc. 
LogMeIn Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

LogMeIn Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Vendor name: LogicNow, Inc 
Managed Antivirus ( 5.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Managed Antivirus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Managed Antivirus ( 33.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Managed Antivirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Managed Antivirus ( 38.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: Lumension Security, Inc. 
HEAT Endpoint Management and Security Suite Agent ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

HEAT Endpoint Management and Security Suite Agent ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: MINUSOFT INDIA PRIVATE LIMITED 
Minusoft Kido ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: MSecure Data Labs 
MSecure DenyWall Total Security 360 ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

MalwareSecure ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Last Scan Time No 

Vibranium Advanced Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Malwarebytes Corporation 
Malwarebytes Anti-Malware ( 2.1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware ( 2.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware ( 2.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware ( 1.8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware ( 3.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware ( 2.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware ( 4.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware Premium ( 1.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware Premium ( 2.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware Premium ( 1.8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware Premium ( 2.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware Premium ( 2.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 
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Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware Premium ( 3.1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware Premium ( 3.8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware Premium ( 4.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware Premium ( 4.1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware Premium ( 4.4.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware Premium ( 4.5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Malwarebytes Anti-Malware for Business ( 1.8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Malwarebytes Endpoint Agent ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Max Secure Software 
Max Internet Securіty ( 19.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Download Latest Virus Definition No 

Max Secure Anti Virus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

Max Secure Anti Virus Enterprise Edition ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

Max Secure Anti Virus Plus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Download Latest Virus Definition No 

Max Secure Total Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Download Latest Virus Definition No 

Max Secure Total Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Download Latest Virus Definition No 

Max Spyware Detector ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: Maya Software Technologies 
PremiumAV Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PremiumIS Internet Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: McAfee, Inc. 
BT Virus Protect ( 18.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

BT Virus Protect ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

MOVE AV Client ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

McAfee All Access ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee All Access ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee All Access ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee All Access ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee All Access ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee AntiVirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

McAfee AntiVirus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

McAfee AntiVirus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

McAfee AntiVirus Plus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee AntiVirus Plus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 
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Remediation Download Latest Virus Definition No 

McAfee AntiVirus Plus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee AntiVirus Plus ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee AntiVirus Plus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee AntiVirus Plus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee AntiVirus Plus ( 11.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee AntiVirus Plus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee AntiVirus Plus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee AntiVirus Plus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee AntiVirus Plus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee AntiVirus Plus ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

McAfee Endpoint Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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McAfee Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee LiveSafe – Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee LiveSafe – Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee LiveSafe – Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee LiveSafe – Internet Security ( 16.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee LiveSafe – Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee LiveSafe – Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee LiveSafe – Internet Security ( 85.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee Security-as-a-Service ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Download Latest Virus Definition No 

McAfee Small Business - PC Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee Total Protection ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee Total Protection ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

McAfee Total Protection ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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McAfee VirusScan Enterprise ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Seguridad Dispositivo ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Seguridad Dispositivo ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Vendor name: Mega HighTech S.L. 
Cerber AntiVirus ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: MicroWorld Technologies Inc. 
eScan Anti-Virus ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 
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eScan Anti-Virus (AV) Edition for SMB ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan Yes 

eScan Anti-Virus (AV) Edition for SMB ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan Yes 

eScan Anti-Virus (AV) Edition for SMB ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan Yes 

eScan Corporate Edition ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan Yes 

Remediation Download Latest Virus Definition No 

eScan Corporate Edition ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan Yes 

Remediation Download Latest Virus Definition No 

eScan Corporate Edition ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan Yes 

Remediation Download Latest Virus Definition No 

eScan Corporate for Microsoft SBS Standard ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan Yes 

eScan Corporate for Microsoft SBS Standard ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan Yes 

eScan Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

eScan Internet Security Suite for Business ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

eScan Internet Security Suite for Business ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

eScan Internet Security Suite for SMB ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

eScan Internet Security Suite for SMB ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

eScan Total Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

eScan Total Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

eScan Total Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

eScan Total Security ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Vendor name: Microminder 
Microminder Sentinel Antivirus ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Microminder Sentinel Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Microminder Sentinel Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Microsoft Corporation 
Microsoft Defender ATP ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Microsoft Forefront Client Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Forefront Endpoint Protection ( 2010.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Microsoft Forefront Endpoint Protection ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Microsoft Intune Endpoint Protection ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Microsoft Monitoring Agent ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Microsoft Security Essentials ( 4.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Microsoft Security Essentials ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Microsoft Security Essentials ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

System Center Endpoint Protection ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Windows Defender ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Windows Defender ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Vendor name: Morphisec Ltd. 
Morphisec Endpoint Threat Prevention ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Morphisec Protector ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Morphisec Protector ( 5.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Musarubra US LLC. 
Trellix Endpoint Security ( 10.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection No 

Vendor name: Mysecuritywin 
Xvirus Personal Guard ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Xvirus Personal Guard ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Vendor name: N-able Technologies Inc 
Security Manager AV Defender ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Security Manager AV Defender ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Security Manager AV Defender ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: NANO Security 
NANO AntiVirus ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition Yes 

NANO AntiVirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition Yes 

Vendor name: NETGATE Technologies s.r.o. 
NETGATE AMITI Antivirus ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

NETGATE Internet Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

NETGATE Spy Emergency ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

NETGATE Spy Emergency ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Vendor name: NIFTY Corporation 
常時安全セキュリティ24 ( 19.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

常時安全セキュリティ24 ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Nerdy Nynjas 
Nynja Clean - Antivirus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

Vendor name: Netpia.com, Inc. 
PC-Clean ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: New Technology Wave Inc. 
Virus Chaser ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Virus Chaser ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: NictaTech Software 
Digital Patrol ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Digital Patrol ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: NinjaRMM LLC 
VipreAV ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Noralabs 
Norascan ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Norman AS 
Norman EndPoint Protection ( 11.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Norman Security Suite ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Norman Security Suite ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Norman Security Suite ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Vendor name: NortonLifeLock Inc 
Norton Security Ultra ( 22.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: OPSWAT, Inc. 
Metadefender ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Metascan ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

Vendor name: OSHI LIMITED 
OSHI Defender ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Old McDonald's Farm 
Autorun Eater ( 2.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Orbasoft ApS. 
Adware Remover ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: PC Cleaners Inc. 
Anti-Malware Pro ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Anti-Malware Pro ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

PC Antivirus Pro ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Cleaner Pro ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Cleaner Pro ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: PC Matic, Inc. 
PC Matic Pro ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: PC Security Shield 
Security Shield ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

The Shield Deluxe ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

The Shield Deluxe ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

The Shield Deluxe ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

The Shield Deluxe ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: PC Tools Software 
PC Tools AntiVirus Free ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools AntiVirus Free ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools AntiVirus Free ( 3.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools AntiVirus Free ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools AntiVirus Free ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools AntiVirus Free ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools AntiVirus Free ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools AntiVirus Free ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Download Latest Virus Definition No 

PC Tools Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Download Latest Virus Definition No 

PC Tools Spyware Doctor ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

PC Tools Spyware Doctor with AntiVirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

PC Tools Spyware Doctor with AntiVirus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

PC Tools Spyware Doctor with AntiVirus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

PC Tools Spyware Doctor with AntiVirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

PC Tools Spyware Doctor with AntiVirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

PC Tools Spyware Doctor with AntiVirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

PC Tools Spyware Doctor with AntiVirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ThreatFire ( 5.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Palo Alto Networks, Inc. 
Cortex XDR ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Traps ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Traps ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Traps ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Traps ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Traps ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Traps ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Panda Security, S.L. 
Cytomic EDR ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Cytomic EPDR ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Adaptive Defense 360 ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Adaptive Defense 360 ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Adaptive Defense 360 ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Adaptive Defense 360 ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Adaptive Defense 360 ( 11.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Antivirus Pro ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Panda Antivirus Pro ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Panda Antivirus Pro ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Panda Antivirus Pro ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

Panda Cloud Antivirus ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 368 of 826 

 

 

Panda Cloud Antivirus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Cloud Cleaner ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Cloud Office Protection ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Dome ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Panda Dome ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Panda Dome ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Panda Dome ( 21.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Panda Endpoint Protection ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Endpoint Protection ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Endpoint Protection ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Endpoint Protection ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Endpoint Protection ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Endpoint Protection Plus ( 8.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Endpoint Protection Plus ( 08.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Free Antivirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Free Antivirus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Free Antivirus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Free Antivirus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Panda Free Antivirus ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Global Protection ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Panda Global Protection ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Panda Global Protection ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Panda Global Protection ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Global Protection ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Global Protection ( 17.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Gold Protection ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Panda Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Internet Security for Netbooks ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Last Scan Time No 

Panda Internet Security for Netbooks ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Last Scan Time No 

Panda Security for Desktops ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Security for Desktops ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: ParetoLogic, Inc. 
XoftSpy AntiVirus Pro ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Pika Software (Pty) Ltd. 
Pika Purger ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Pitiko 
Fusion360 Anti Spyware ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Proland Software 
Protector Plus ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Last Scan Time No 

Vendor name: Qi An Xin Group 
Gotion天擎 ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Gotion天擎 ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

QI-ANXIN Tianqing ( 6.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

QI-ANXIN Tianqing ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

QI-ANXIN Tianqing ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition No 

奇安信企业安全助手 ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Qihu 360 Software Co., Ltd. 
360 Internet Security ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360 Internet Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360 Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360 Total Security ( 4.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

360 Total Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

360 Total Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

360 Total Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

360 Total Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

360 Total Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

360天擎 ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

360安全卫士 ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

360安全卫士 ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

360杀毒 ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

360杀毒 ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

360杀毒 ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

360杀毒 ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

360杀毒 ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Qualys, Inc. 
Qualys Endpoint Protection ( 7.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Vendor name: Quick Guard Technologies 
Quick Guard Total Security ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Quick Heal Technologies (P) Ltd. 
Quick Heal AntiVirus ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal AntiVirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal AntiVirus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal AntiVirus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal AntiVirus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal AntiVirus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal AntiVirus ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal AntiVirus Server Edition ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Quick Heal AntiVirus Server Edition ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Quick Heal AntiVirus Server Edition ( 13.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Quick Heal AntiVirus Server Edition ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Quick Heal AntiVirus Server Edition ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Quick Heal AntiVirus Server Edition ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Quick Heal Endpoint Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection No 

Quick Heal Endpoint Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Quick Heal Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Internet Security ( 15.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Internet Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Internet Security ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Internet Security Essentials ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Total Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Total Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Total Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Total Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Total Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Total Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Total Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Total Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Total Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Quick Heal Total Security ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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Seqrite Endpoint Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Seqrite Endpoint Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Seqrite Endpoint Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Seqrite Endpoint Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Seqrite Endpoint Security ( 0.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: REVE Systems 
REVE Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

REVE Antivirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Radialpoint Inc. 
Tech Tune-Up Security ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Tech Tune-Up Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Tech Tune-Up Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Tech Tune-Up Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Tech Tune-Up Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Tech Tune-Up Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Tech Tune-Up Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: ReaQta BV 
ReaQta EDR ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

ReaQta EDR ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Reason Software Company Inc. 
RAV Endpoint Protection ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Reason Core Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 390 of 826 

 

 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Vendor name: Reza Restu , Inc 
RRAV AntiVirus Plus ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Roboscan Inc 
Roboscan Internet Security Free ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Roboscan Internet Security Pro ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Rogers 
Rogers Online Protection Basic ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Rogers Online Protection Basic ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Rogers Online Protection Premium ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Rogers Online Protection Premium ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Vendor name: SGA SOLUTIONS 
VirusChaser ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SHADOWDEFENDER.COM 
Shadow Defender ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SOURCENEXT CORPORATION 
ZERO スーパーセキュリティ ( 21.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZERO スーパーセキュリティ ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZERO スーパーセキュリティ ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZERO スーパーセキュリティ ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: SPAMfighter ApS 
SPYWAREfighter ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIRUSfighter ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SUPERAntiSpyware 
SUPERAntiSpyware ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

SUPERAntiSpyware ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Sangfor Technologies Inc. 

EDR终端防护中心 ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

EDR终端防护中心 ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Scandium Security Inc. 
UnThreat AntiVirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: SecuraShield India Pvt. Ltd. 
SecuraShield Total Security Cloud Premium ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SecureAge Technology 
CatchPulse ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SecureAPlus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SecureAPlus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SecureHunter, LLC. 
Secure Hunter Anti-Malware Professional ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: Security Software Limited 
Preventon Antivirus ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: Security Stronghold 
Stronghold AntiMalware ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SentinelOne 
Sentinel Agent ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Sentinel Agent ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Sentinel Agent ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Sentinel Agent ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Sentinel Agent ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Sentinel Agent ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Sentinel Agent ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: ShieldApps 
Shield Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Shield Antivirus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: Smadsoft 
SmadAV ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Download Latest Virus Definition No 
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Vendor name: Smart Heal 
Smart Heal Total Security ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

Vendor name: Sniper Corporation 
Sniper Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SolarWinds Worldwide, LLC. 
Managed Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: SonicWALL L.L.C. 
SonicWall Capture Client ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Sophos Limited 
Sophos Endpoint Agent ( 2022.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Sophos Endpoint Agent ( 2.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Sophos Endpoint Security and Control ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Sophos Endpoint Security and Control ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Sophos Endpoint Security and Control ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Sophos Endpoint Security and Control ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Sophos GVM Scanning Service ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Sophos Home ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Sophos Home ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Sophos Home ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Sophos Home ( 4.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Vendor name: Sourcefire, Inc 
Immunet ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Immunet ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Immunet ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: SparkTrust 
SparkTrust AntiVirus ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Stormshield 
Stormshield Endpoint Security Agent ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Stormshield Endpoint Security Evolution Agent ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Sunrise Antivirus 
Sunrise Total Security ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SurfRight B.V. 
HitmanPro ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

HitmanPro.Alert ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

Vendor name: Swiss security laboratory. 
SWITZ Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Symantec Corporation 
Norton 360 ( 21.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton 360 ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton 360 ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton 360 ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton AntiVirus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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Norton AntiVirus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton AntiVirus ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton AntiVirus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton Internet Security ( 21.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton Internet Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 405 of 826 

 

 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton Security Scan ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton Security Suite ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Norton Security with Backup ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Symantec Endpoint Protection ( 12.1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Symantec Endpoint Protection ( 11.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Symantec Endpoint Protection ( 14.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Symantec Endpoint Protection ( 14.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 
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Symantec Endpoint Protection ( 14.3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Symantec Endpoint Protection Cloud ( 22.8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Download Latest Virus Definition No 

Symantec Endpoint Protection Cloud ( 22.9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Download Latest Virus Definition No 

Symantec Endpoint Protection Cloud ( 22.1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Download Latest Virus Definition No 

Symantec Endpoint Protection Cloud ( 22.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Download Latest Virus Definition No 

Symantec Hosted Endpoint Protection ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Symantec Hosted Endpoint Protection ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Symantec Hosted Endpoint Protection ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: Systweak Inc. 
Advanced System Optimizer ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Advanced System Protector ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Netbook Optimizer ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: TEHTRI-Security 
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eGambit Endpoint Security agent ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Vendor name: TEHTRIS 
TEHTRIS EDR ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

TEHTRIS EPP ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: TELUS 
TELUS security services ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

TELUS security services ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

TELUS security services ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

TELUS security services ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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TELUS security services ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: TG Soft S.a.s. 
VirIT eXplorer PRO ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

VirIT eXplorer PRO ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

VirIT eXplorer PRO ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

VirIT eXplorer PRO ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Vendor name: Team Cymru, Inc. 
WinMHR ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: TeamViewer GmbH 
ITbrain Anti-Malware ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Tech Guard Technologies 
Tech Guard Internet Security ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Telefnica S.A. 
Telefonica Vivo Seguranca Online Pacote Internet Fixa ( 12.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Telefonica Vivo Seguranca Online Pacote Internet Fixa ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vivo Segurana Online ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Vivo Segurana Online ( 9.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Vendor name: Tencent 
Tencent PC Manager ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Tencent PC Manager ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

电脑管家 ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Thirtyseven4 
Thirtyseven4 AntiVirus ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: ThreatTrack Security, Inc. 
VIPRE Advanced Security ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

VIPRE Advanced Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation Real Time Protection No 

VIPRE Advanced Security ( 12.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

VIPRE Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Business Agent ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Business Agent ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Business Agent ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Business Agent ( 11.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Business Premium Agent ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Business Premium Agent ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Endpoint Security Agent ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Endpoint Security Agent ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Endpoint Security Agent ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Endpoint Security Agent ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Endpoint Security Agent ( 13.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

VIPRE Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: Total Defense, Inc. 
Total Defense Anti-Virus ( 12.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Total Defense Anti-Virus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Total Defense Anti-Virus ( 14.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Total Defense Anti-Virus ( 14.x ) : 
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Total Defense Anti-Virus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Total Defense Anti-Virus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Total Defense Internet Security Suite ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Total Defense Internet Security Suite ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Vendor name: TotalAV 
TotalAV ( 5.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TotalAV ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Trend Micro, Inc. 
Cyber Eye Security Agent ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Trend Micro Antivirus+ ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Apex One Security Agent ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Trend Micro Apex One Security Agent ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Trend Micro Deep Security Agent ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Trend Micro Deep Security Agent ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Trend Micro Deep Security Agent ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Trend Micro Deep Security Agent ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Trend Micro Maximum Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Maximum Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Maximum Security ( 8.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Maximum Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Maximum Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Maximum Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Maximum Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Maximum Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Maximum Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Maximum Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro OfficeScan Client ( 10.5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Trend Micro OfficeScan Client ( 10.6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Trend Micro OfficeScan Client ( 11.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Trend Micro OfficeScan Client ( 12.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Trend Micro OfficeScan Client ( 10.6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Trend Micro OfficeScan Client ( 13.9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Trend Micro Safe Lock ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Trend Micro Titanium ( 6.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Trend Micro Titanium ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Trend Micro Titanium ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Trend Micro Titanium ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Trend Micro Titanium ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Trend Micro Titanium Antivirus+ ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Trend Micro Titanium Antivirus+ ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Trend Micro Titanium Antivirus+ ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Trend Micro Titanium Antivirus+ ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Trend Micro Titanium Antivirus+ ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Trend Micro Titanium Antivirus+ ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Trend Micro Titanium Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Titanium Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Titanium Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Titanium Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Titanium Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Titanium Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Titanium Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 
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Trend Micro Titanium Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro Titanium Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Trend Micro VirusBuster ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Trend Micro Worry-Free Business Security Agent ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Trend Micro Worry-Free Business Security Agent ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Trend Micro Worry-Free Business Security Agent ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Trend Micro Worry-Free Business Security Agent ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Trend Micro Worry-Free Business Security Agent ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Trend Micro Worry-Free Business Security Agent ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

ウイルスバスター クラウド ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

ウイルスバスター クラウド ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 
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ウイルスバスター クラウド ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

ウイルスバスター クラウド ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

ウイルスバスター クラウド ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

ウイルスバスター クラウド ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

ウイルスバスター クラウド ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

ウイルスバスター クラウド ( 17.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Vendor name: TrustPort, a.s. 
TrustPort Antivirus ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

TrustPort Antivirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

TrustPort Antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

TrustPort Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

TrustPort Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

TrustPort Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

TrustPort Internet Security ( 12.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

TrustPort Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 

TrustPort Total Protection ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

TrustPort Total Protection ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

TrustPort Total Protection ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

TrustPort Total Protection ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

TrustPort Total Protection ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Remediation AntiVirus Scan No 

TrustPort Total Protection ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

TrustPort Total Protection ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

TrustPort Total Protection ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Vendor name: Trusteer Ltd. 
Rapport ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Vendor name: Unistal Systems Pvt. Ltd. 
Protegent Antivirus ( a13.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: VMware, Inc. 
Carbon Black App Control Agent ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Carbon Black Cloud Sensor ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

VMware Carbon Black EDR Sensor ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

vCenter Protect Essentials ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: VXPRO INC 
PROSHIELD Antivirus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Virus Chaser Information Technology co., LTD 
VirusChaser ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: VirusBlokAda Ltd. 
Vba32 for Windows Vista ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: VoodooSoft LLC 
VoodooShield ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VoodooShield ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: WARDWIZ 
WardWiz ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

WardWiz ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

WardWiz ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

WardWiz ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: WatchGuard Technologies Inc 
WatchGuard EPDR ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Webroot Software, Inc. 
Webroot AntiVirus with AntiSpyware ( 6.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Webroot SecureAnywhere ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Webroot SecureAnywhere Complete ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Webroot SecureAnywhere Complete ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Vendor name: WinMend 
WinMend System Doctor ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: WinZip Computing, S.L. 
WinZip Malware Protector ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation AntiVirus Scan No 
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Vendor name: WithSecure Corporation 
F-Secure Client Security ( 4.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

F-Secure Client Security ( 3.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

F-Secure Server Security ( 7.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

F-Secure Server Security ( 15.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Vendor name: WithSecure Corporation 
F-Secure Client Security ( 4.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security ( 3.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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F-Secure Server Security ( 7.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Server Security ( 15.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: XANALab 
XANA Evolution Antivirus ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: XANALab 
XANA Evolution Antivirus ( 5.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Xvirus 
Xvirus Anti-Malware ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Download Latest Virus Definition No 

Vendor name: Xyvos Technologies 
Xyvos Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Xyvos WhiteList Antivirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Zbshareware Lab 
USB Disk Security ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 438 of 826 

 

 

Evaluation Detection No 

Vendor name: Zemana Ltd. 
Zemana AntiMalware ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Zemana AntiMalware ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Zemana AntiMalware ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Zemana AntiMalware ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Zemana Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Zemana Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: ZookaWare 
SpyZooka ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Zugara Media 
SkyShieldAV ( 6.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: adaware 
adaware antivirus ( 12.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

adaware antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

adaware antivirus free ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: digital-defender 
digital-defender Antivirus ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: eEye Digital Security 
eEye Digital Security Blink Personal ( 5.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

eEye Digital Security Blink Personal ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

eEye Digital Security Blink Personal ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

eEye Digital Security Blink Personal ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

eEye Digital Security Blink Professional ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

eEye Digital Security Blink Professional ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection Yes 
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Remediation Download Latest Virus Definition No 

Vendor name: ePCheal Antivirus 
ePCheal Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Download Latest Virus Definition No 

Vendor name: eShieldAV LLC 
eShield Free Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: enSilo 
enSilo Data Protection Collector ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

enSilo Data Protection Collector ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: iS3, Inc. 
STOPzilla AntiVirus ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: iSheriff 
Endpoint Security ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: idoosoft 
idoo AntiSpyware Pro ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: iolo technologies, LLC 
iolo System Mechanic Professional ( 17.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

iolo System Mechanic Professional ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

iolo System Mechanic Professional ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

iolo System Mechanic Professional ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Last Scan Time No 

iolo System Mechanic Professional ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Last Scan Time No 

iolo System Mechanic Professional ( 11.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Last Scan Time No 

iolo System Mechanic Professional ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Last Scan Time No 

iolo System Mechanic Professional ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Last Scan Time No 

iolo System Mechanic Professional ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Last Scan Time No 

iolo System Shield ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

iolo System Shield ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

iolo System Shield ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

"Windows Firewall"  
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Vendor name: ALLIT Service, LLC. 
Zillya! Antivirus for Business ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Zillya! Internet Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Zillya! Internet Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Avast Software s.r.o. 
Avast One Essential ( 22.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Avast One Essential ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: AVAST Software a.s. 
Avast Business Security ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avast Business Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avast Business Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avast Business Security ( 12.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avast Business Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avast Business Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avast Business Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avast Business Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avast Business Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avast Business Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avast Premium Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avast Premium Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avast Premium Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Avast Premium Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avast Premium Security ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

avast! Endpoint Protection Plus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

avast! Endpoint Protection Suite Plus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

avast! Internet Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

avast! Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

avast! Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

avast! Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Remediation Enable Firewall Yes 

avast! Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

avast! Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

avast! Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

avast! Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

avast! Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

avast! Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

avast! Premier ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

avast! Premier ( 17.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

avast! Premier ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Vendor name: AVG Technologies CZ, s.r.o. 
AVG AntiVirus Business Edition ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

AVG Business ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

AVG Business ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

AVG Business ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

AVG Business ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

AVG Business ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Remediation Enable Firewall No 

AVG Business ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

AVG CloudCare ( 2013.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

AVG CloudCare ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

AVG CloudCare ( 2015.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

AVG CloudCare ( 2016.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

AVG CloudCare ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

AVG Internet Security ( 2013.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

AVG Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

AVG Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Remediation Enable Firewall No 

AVG Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

AVG Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

AVG Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

AVG Internet Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

AVG Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection Yes 

AVG Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

AVG Internet Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

AVG Internet Security Business Edition ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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AVG Internet Security Business Edition ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

AVG Internet Security Business Edition ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

AVG Premium Security ( 2015.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

AVG Premium Security ( 2013.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

AVG Premium Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Agnitum Ltd. 
Outpost Firewall Pro ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Outpost Security Suite Free ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Outpost Security Suite Pro ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Outpost Security Suite Pro ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Remediation Enable Firewall No 

Outpost Security Suite Pro ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: AhnLab, Inc. 
AhnLab V3 Internet Security ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection Yes 

Remediation Enable Firewall No 

AhnLab V3 Internet Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection Yes 

Remediation Enable Firewall No 

AhnLab V3 Internet Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection Yes 

Remediation Enable Firewall No 

AhnLab V3 Internet Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection Yes 

Remediation Enable Firewall No 

AhnLab V3 Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection Yes 

Remediation Enable Firewall No 

AhnLab V3 Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection Yes 

Remediation Enable Firewall No 
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AhnLab V3 Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection Yes 

Remediation Enable Firewall No 

AhnLab V3 Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection Yes 

Remediation Enable Firewall No 

Vendor name: Arcabit 
Arcabit Endpoint Security ( 2014.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Arcabit Internet Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: AsiaInfo, Inc. 
Asiainfo OfficeScan Agent ( 12.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Asiainfo OfficeScan Agent ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Asiainfo OfficeScan Agent ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Asiainfo OfficeScan Agent ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Asiainfo OfficeScan Agent ( 16.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Avanquest Software 
SystemSuite ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

SystemSuite ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

SystemSuite ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

SystemSuite ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

SystemSuite ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

SystemSuite ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Avira GmbH 
Avira Internet Security ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avira Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Avira Premium Security Suite ( 10.x ) :  



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 455 of 826 

 

 

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: Beijing Huorong Network Technology Co., Ltd. 
Huorong Endpoint Security Management Endpoint ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Huorong Endpoint Security Management Endpoint ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Huorong Internet Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Beijing Rising Information Technology Co., Ltd. 
Rising Internet Security ( 23.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Rising Internet Security ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Rising Personal FireWall ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Rising Personal FireWall ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: BeyondTrust, Inc. 
PowerBroker Endpoint Protection Platform for Desktops ( 8.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

PowerBroker Endpoint Protection Platform for Servers ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: Bitdefender 
Bitdefender Business Client ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Bitdefender Endpoint Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Endpoint Security ( 7.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Endpoint Security Tools ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Endpoint Security Tools ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Remediation Enable Firewall No 

Bitdefender Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Remediation Enable Firewall No 

Bitdefender Internet Security ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Internet Security ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Total Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Total Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Total Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Total Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Total Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Total Security ( 19.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Total Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Total Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Total Security ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Total Security ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Total Security ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Total Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Bitdefender Total Security ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Remediation Enable Firewall No 

Bitdefender Windows 8 Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: Bkav Corporation 
Bkav Home Plus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Bkav Pro ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Bkav Pro ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: BullGuard Ltd. 
BullGuard Internet Security ( 15.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Internet Security ( 21.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Premium Protection ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Premium Protection ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Premium Protection ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Premium Protection ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Remediation Enable Firewall No 

BullGuard Premium Protection ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BullGuard Premium Protection ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: CA, Inc. 
CA Internet Security Suite ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CA Internet Security Suite ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CA Internet Security Suite ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CA Internet Security Suite ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CA Internet Security Suite ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CA Internet Security Suite ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CA Internet Security Suite ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CA Internet Security Suite ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CA Internet Security Suite ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CA Internet Security Suite ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CA Internet Security Suite ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CA Internet Security Suite ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: CMC InfoSec 
CMC Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CMC Antivirus ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CMC Internet Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CMC Internet Security ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: COMODO Security Solutions 
COMODO Client - Security ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Client - Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Client - Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Client - Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Endpoint Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Firewall ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

COMODO Firewall ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

COMODO Firewall ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Remediation Enable Firewall No 

COMODO Firewall ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

COMODO Internet Security Complete ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Internet Security Complete ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Internet Security Complete ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Internet Security Plus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Internet Security Plus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Internet Security Plus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Internet Security Plus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Internet Security Premium ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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COMODO Internet Security Premium ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Internet Security Premium ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Internet Security Premium ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Internet Security Premium ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

COMODO Internet Security Pro ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Check Point Software Technologies 
Check Point Endpoint Security ( 80.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Check Point Endpoint Security ( 81.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Check Point Endpoint Security ( 82.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Check Point Endpoint Security ( 83.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Check Point Endpoint Security ( 84.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Check Point Endpoint Security ( 85.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Check Point Endpoint Security ( 86.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Check Point Endpoint Security ( 87.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

ZoneAlarm Extreme Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm Extreme Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm Extreme Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm Extreme Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm Extreme Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm Extreme Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm Free Antivirus + Firewall ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm Free Antivirus + Firewall ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm Free Antivirus + Firewall ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm Free Firewall ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm Internet Security Suite ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

ZoneAlarm Internet Security Suite ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

ZoneAlarm Internet Security Suite ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

ZoneAlarm Internet Security Suite ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

ZoneAlarm Internet Security Suite ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

ZoneAlarm PRO Antivirus + Firewall ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm PRO Antivirus + Firewall ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm PRO Antivirus + Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm PRO Antivirus + Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm PRO Antivirus + Firewall ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm PRO Antivirus + Firewall ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Remediation Enable Firewall No 

ZoneAlarm PRO Antivirus + Firewall ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm PRO Antivirus + Firewall ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm PRO Antivirus + Firewall ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm PRO Antivirus + Firewall ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm PRO Firewall ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ZoneAlarm PRO Firewall ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: Chili Security 
Chili Security for PC ( 24.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: CrowdStrike, Inc. 
CrowdStrike Falcon ( 3.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CrowdStrike Falcon ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CrowdStrike Falcon ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CrowdStrike Falcon ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

CrowdStrike Falcon ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Datalink Industrial Corporation 
ProDot Maximum Security ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Defender Pro 
Defender Pro 15-in-1 ( 15.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Doctor Web, Ltd. 
Dr.Web Security Space ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Dr.Web Security Space ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Dr.Web Security Space ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Dr.Web Security Space ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Dr.Web Security Space ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Dr.Web Security Space ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: ESET 
ESET Endpoint Security ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Endpoint Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Endpoint Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Endpoint Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 
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ESET Endpoint Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Endpoint Security ( 10.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Remediation Enable Firewall No 

ESET Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Internet Security ( 16.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Smart Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Smart Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Smart Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Smart Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Smart Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Smart Security ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Smart Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Smart Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Smart Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Smart Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

ESET Smart Security ( 16.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: ESTsoft Corp. 
ALYac Enterprise ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

ALYac Enterprise ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Vendor name: EarthLink, Inc. 
EarthLink Protection Control Center ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

EarthLink Protection Control Center ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Emsisoft Ltd 
Emsisoft Internet Security ( 11.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Emsisoft Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Emsisoft Internet Security ( 2017.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Emsisoft Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Online Armor ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Online Armor ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Online Armor ( 6.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: F-Secure Corporation 
F-Secure Client Security ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Client Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Client Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Client Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Client Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Client Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Client Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Client Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Client Security Premium ( 11.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Client Security Premium ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Client Security Premium ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Client Security Premium ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Client Security Premium ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Client Security Premium ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Client Security Premium ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure Elements EDR and EPP for Computers Premium ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure PSB Workstation Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure PSB Workstation Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

F-Secure PSB Workstation Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

F-Secure PSB Workstation Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Faronics Corporation 
Faronics Anti-Virus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Faronics Anti-Virus Enterprise Workstation ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Fortinet Inc. 
FortiClient ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

FortiClient ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

FortiClient ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

FortiClient ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

FortiClient ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Vendor name: Fujitsu Services Ltd. 
Fujitsu Internet Security ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: G Data Software AG 
G Data InternetSecurity ( 24.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data InternetSecurity ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data InternetSecurity ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data InternetSecurity ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data InternetSecurity ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data InternetSecurity ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data InternetSecurity ( 22.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data NotebookSecurity ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data NotebookSecurity ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data TotalCare ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data TotalProtection ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data TotalProtection ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data TotalProtection ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data TotalSecurity ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 484 of 826 

 

 

Remediation Enable Firewall No 

G Data TotalSecurity ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data TotalSecurity ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data TotalSecurity ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data TotalSecurity ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

G Data TotalSecurity ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: GFI Software Ltd. 
VIPRE Business Premium Agent ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Business Premium Agent ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Vendor name: HDD Labs. Inc 
PJMagic Total Security ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Jetico, Inc. 
Jetico Personal Firewall ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: K7 Computing Pvt Ltd 
K7 AntiVirus Premium ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 AntiVirus Premium ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 AntiVirus Premium ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 AntiVirus Premium ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 AntiVirus Premium ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Remediation Enable Firewall No 

K7 AntiVirus Premium ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 Endpoint Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

K7 Endpoint Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

K7 Enterprise Security - Client ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 Enterprise Security - Client ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 Total Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 Total Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 Total Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Remediation Enable Firewall No 

K7 Total Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 Total Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 Total Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 Ultimate Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 Ultimate Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 Ultimate Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 Ultimate Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 Ultimate Security ( 15.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

K7 Virus Security ZERO ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

K7 Virus Security ZERO ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

K7 Virus Security ZERO ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Kaspersky Lab 
Kaspersky Endpoint Security ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Endpoint Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Endpoint Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Endpoint Security ( 12.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Internet Security ( 15.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Kaspersky PURE ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky PURE ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky PURE ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky PURE ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Plus ( 21.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Kaspersky Premium ( 21.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Security Cloud ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Kaspersky Security Cloud ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Remediation Enable Firewall No 

Kaspersky Security Cloud ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Kaspersky Security for Virtualization ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Kaspersky Security for Virtualization ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Kaspersky Small Office Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Small Office Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Small Office Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Small Office Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Total Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Remediation Enable Firewall Yes 

Kaspersky Total Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Total Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Total Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Total Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Total Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Total Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Vendor name: Lavasoft 
Ad-Aware Total Security ( 21.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Ad-Aware Total Security ( 11.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Ad-Aware Total Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Ad-Aware Total Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Ad-Aware Total Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Ad-Aware Total Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Lavasoft Personal Firewall ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: LogMeIn, Inc. 
LogMeIn Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

LogMeIn Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: MSecure Data Labs 
MSecure DenyWall Total Security 360 ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Vendor name: Max Secure Software 
Max Internet Securіty ( 19.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: McAfee, Inc. 
BT Virus Protect ( 18.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

BT Virus Protect ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee All Access ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

McAfee All Access ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

McAfee All Access ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

McAfee All Access ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

McAfee All Access ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

McAfee AntiVirus ( 8.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

McAfee AntiVirus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

McAfee AntiVirus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

McAfee AntiVirus Plus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee AntiVirus Plus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee AntiVirus Plus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee AntiVirus Plus ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee AntiVirus Plus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee AntiVirus Plus ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee AntiVirus Plus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee AntiVirus Plus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee AntiVirus Plus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee AntiVirus Plus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee AntiVirus Plus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee AntiVirus Plus ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee Endpoint Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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McAfee Host Intrusion Prevention ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

McAfee Host Intrusion Prevention ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

McAfee Host Intrusion Prevention ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

McAfee Host Intrusion Prevention ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

McAfee Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee LiveSafe – Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee LiveSafe – Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee LiveSafe – Internet Security ( 15.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee LiveSafe – Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee LiveSafe – Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee LiveSafe – Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee LiveSafe – Internet Security ( 85.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee Security-as-a-Service ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

McAfee Small Business - PC Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee Total Protection ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 
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McAfee Total Protection ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

McAfee Total Protection ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Seguridad Dispositivo ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Seguridad Dispositivo ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: MicroWorld Technologies Inc. 
eScan Anti-Virus ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Anti-Virus (AV) Edition for SMB ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Anti-Virus (AV) Edition for SMB ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Anti-Virus (AV) Edition for SMB ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Corporate Edition ( 1.x ) :  



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 500 of 826 

 

 

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Corporate Edition ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Corporate Edition ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Corporate for Microsoft SBS Standard ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Corporate for Microsoft SBS Standard ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Internet Security Suite for Business ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Internet Security Suite for Business ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Internet Security Suite for SMB ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Internet Security Suite for SMB ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

eScan Total Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Total Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Total Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eScan Total Security ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Microsoft Corporation 
Windows Firewall ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 
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Windows Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Windows Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Vendor name: Musarubra US LLC. 
Trellix Endpoint Security ( 10.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: NCP engineering GmbH 
NCP Secure Entry Client ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

NCP Secure Entry Client ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

NCP Secure Entry Client ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Telekom Secure Client ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Telekom Secure Client ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: NETGATE Technologies s.r.o. 
FortKnox Personal Firewall ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

NETGATE Internet Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: NIFTY Corporation 
常時安全セキュリティ24 ( 19.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Norman AS 
Norman Security Suite ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Norman Security Suite ( 9.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Norman Security Suite ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Vendor name: NortonLifeLock Inc 
Norton Security Ultra ( 22.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: PC Security Shield 
Security Shield ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: PC Tools Software 
PC Tools Firewall Plus ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

PC Tools Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

PC Tools Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Panda Security, S.L. 
Cytomic EPDR ( 8.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Adaptive Defense 360 ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Adaptive Defense 360 ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Adaptive Defense 360 ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Adaptive Defense 360 ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Adaptive Defense 360 ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Adaptive Defense 360 ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Antivirus Pro ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Antivirus Pro ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Antivirus Pro ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Panda Antivirus Pro ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Cloud Office Protection ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Dome ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Panda Dome ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Panda Dome ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Panda Dome ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Panda Endpoint Protection ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Endpoint Protection ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Endpoint Protection ( 6.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Endpoint Protection ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Endpoint Protection ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Endpoint Protection Plus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Endpoint Protection Plus ( 08.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Global Protection ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Global Protection ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Global Protection ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Global Protection ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Global Protection ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Panda Global Protection ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Gold Protection ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Internet Security ( 14.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Panda Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: ParetoLogic, Inc. 
XoftSpy AntiVirus Pro ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Privacyware/PWI, Inc. 
Privatefirewall ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Qi An Xin Group 
QI-ANXIN Tianqing ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

QI-ANXIN Tianqing ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: Quick Heal Technologies (P) Ltd. 
Quick Heal AntiVirus ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Quick Heal AntiVirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal AntiVirus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal AntiVirus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal AntiVirus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal AntiVirus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal AntiVirus ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal AntiVirus Server Edition ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal AntiVirus Server Edition ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal AntiVirus Server Edition ( 13.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal AntiVirus Server Edition ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal AntiVirus Server Edition ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal AntiVirus Server Edition ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Endpoint Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Endpoint Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Firewall Pro ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Quick Heal Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Internet Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Internet Security ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Internet Security Essentials ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Total Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Total Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Total Security ( 14.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Total Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Total Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Total Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Total Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Total Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Total Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Quick Heal Total Security ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Seqrite Endpoint Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Seqrite Endpoint Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Seqrite Endpoint Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Seqrite Endpoint Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Seqrite Endpoint Security ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Roboscan Inc 
Roboscan Internet Security Free ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Roboscan Internet Security Pro ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: Rogers 
Rogers Online Protection Premium ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Rogers Online Protection Premium ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: SOURCENEXT CORPORATION 
ZERO スーパーセキュリティ ( 21.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

ZERO スーパーセキュリティ ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

ZERO スーパーセキュリティ ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

ZERO スーパーセキュリティ ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Security Software Limited 
Preventon Firewall ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: SentinelOne 
Sentinel Agent ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Sentinel Agent ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Sentinel Agent ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Sentinel Agent ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Sentinel Agent ( 5.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Sentinel Agent ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Sentinel Agent ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Soft4Ever 
Look 'n' Stop Firewall ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: SoftSphere Technologies 
DefenseWall ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Vendor name: Sophos Limited 
Sophos Endpoint Security and Control ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Sophos Endpoint Security and Control ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Sophos Endpoint Security and Control ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Remediation Enable Firewall No 

Sophos Endpoint Security and Control ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: Stormshield 
Stormshield Endpoint Security Agent ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Stormshield Endpoint Security Evolution Agent ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Swiss security laboratory. 
SWITZ Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Symantec Corporation 
Norton 360 ( 21.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Norton 360 ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Norton 360 ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Norton 360 ( 22.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Norton AntiVirus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Norton AntiVirus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Norton AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Norton AntiVirus ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Norton AntiVirus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Norton Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Norton Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Norton Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Remediation Enable Firewall No 

Norton Internet Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Norton Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Norton Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Norton Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Norton Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Norton Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Norton Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Norton Security Suite ( 22.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Norton Security with Backup ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Symantec Endpoint Protection ( 12.1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Symantec Endpoint Protection ( 11.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Symantec Endpoint Protection ( 14.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Symantec Endpoint Protection ( 14.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Symantec Endpoint Protection ( 14.3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Symantec Endpoint Protection Cloud ( 22.8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Symantec Endpoint Protection Cloud ( 22.9.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Symantec Endpoint Protection Cloud ( 22.1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Symantec Endpoint Protection Cloud ( 22.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Symantec Hosted Endpoint Protection ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Symantec Hosted Endpoint Protection ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Symantec Hosted Endpoint Protection ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: TELUS 
TELUS security services ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

TELUS security services ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

TELUS security services ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

TELUS security services ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

TELUS security services ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: Tech Guard Technologies 
Tech Guard Internet Security ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Telefnica S.A. 
Telefonica Vivo Seguranca Online Pacote Internet Fixa ( 12.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Telefonica Vivo Seguranca Online Pacote Internet Fixa ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vivo Segurana Online ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Thirtyseven4 
Thirtyseven4 AntiVirus ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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Vendor name: ThreatTrack Security, Inc. 
VIPRE Advanced Security ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Advanced Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Advanced Security ( 12.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Business Premium Agent ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Business Premium Agent ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Endpoint Security Agent ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Endpoint Security Agent ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Endpoint Security Agent ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Endpoint Security Agent ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Endpoint Security Agent ( 13.x ) : 
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

VIPRE Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Total Defense, Inc. 
Total Defense Internet Security Suite ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Total Defense Internet Security Suite ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Trend Micro, Inc. 
Cyber Eye Security Agent ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro Apex One Security Agent ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro Apex One Security Agent ( 14.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro Deep Security Agent ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro Deep Security Agent ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro Deep Security Agent ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro Deep Security Agent ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro OfficeScan Client ( 10.5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro OfficeScan Client ( 10.6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro OfficeScan Client ( 11.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro OfficeScan Client ( 12.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro OfficeScan Client ( 10.6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

Trend Micro OfficeScan Client ( 13.9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro Worry-Free Business Security Agent ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro Worry-Free Business Security Agent ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro Worry-Free Business Security Agent ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro Worry-Free Business Security Agent ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro Worry-Free Business Security Agent ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Trend Micro Worry-Free Business Security Agent ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: TrustPort, a.s. 
TrustPort Internet Security ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

TrustPort Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 
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TrustPort Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

TrustPort Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

TrustPort Total Protection ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

TrustPort Total Protection ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

TrustPort Total Protection ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

TrustPort Total Protection ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

TrustPort Total Protection ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

TrustPort Total Protection ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

TrustPort Total Protection ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

TrustPort Total Protection ( 17.x ) :  



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 529 of 826 

 

 

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: Webroot Software, Inc. 
Webroot SecureAnywhere ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Webroot SecureAnywhere Complete ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Webroot SecureAnywhere Complete ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: adaware 
adaware antivirus ( 12.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

adaware antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: eEye Digital Security 
eEye Digital Security Blink Personal ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eEye Digital Security Blink Personal ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eEye Digital Security Blink Personal ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

eEye Digital Security Blink Personal ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eEye Digital Security Blink Professional ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

eEye Digital Security Blink Professional ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

"Windows Antispyware"  

Vendor name: 2345移动科技 

2345安全卫士 ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: 360.CN 

360 终端安全管理系统 ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: 3R COMPANY 
Reza AntiVirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ALLIT Service, LLC. 
Zillya Total Security ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Zillya! Antivirus ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Zillya! Antivirus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Zillya! Antivirus for Business ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Zillya! Internet Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Zillya! Internet Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: AVANSI Soft. 
AVANSI Antivirus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Avast Software s.r.o. 
Avast One Essential ( 22.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast One Essential ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: AVAST Software a.s. 
Avast Business Security ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Avast Business Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast Business Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast Business Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast Business Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast Business Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast Business Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast Business Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast Business Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast Business Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast Premium Security ( 19.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast Premium Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast Premium Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast Premium Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast Premium Security ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

avast! Endpoint Protection ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Endpoint Protection Plus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Endpoint Protection Suite ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Endpoint Protection Suite Plus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! File Server Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

avast! Free Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Free Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Free Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Free Antivirus ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Free Antivirus ( 2015.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Free Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Free Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Free Antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Free Antivirus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Free Antivirus ( 18.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Free Antivirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Free Antivirus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Free Antivirus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Free Antivirus ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Free Antivirus ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Internet Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

avast! Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Premier ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Premier ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Premier ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Pro Antivirus ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Pro Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Pro Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Pro Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Pro Antivirus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Pro Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Pro Antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Pro Antivirus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

avast! Pro Antivirus ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: AVG Technologies CZ, s.r.o. 
AVG Anti-Spyware ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus ( 2016.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus ( 2013.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

AVG AntiVirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus Business Edition ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus Free ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus Free ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus Free ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus Free ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus Free ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus Free ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG AntiVirus Free ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Business ( 18.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Business ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Business ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Business ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Business ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Business ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG CloudCare ( 2014.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

AVG CloudCare ( 2013.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG CloudCare ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG CloudCare ( 2015.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

AVG CloudCare ( 2016.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG CloudCare ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG File Server Edition ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 2013.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 22.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security Business Edition ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security Business Edition ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security Business Edition ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Premium Security ( 2015.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Premium Security ( 2013.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Premium Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: Acronis 
Acronis Cyber Protection Agent ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Acronis Cyber Protection Agent ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Acronis Cyber Protection Agent ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Acronis True Image ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Acronis True Image ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Acronis True Image ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Acronis True Image ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Agnitum Ltd. 
Outpost Antivirus Pro ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Outpost Antivirus Pro ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Outpost Antivirus Pro ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Outpost Security Suite Free ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Outpost Security Suite Pro ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Outpost Security Suite Pro ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Outpost Security Suite Pro ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: AhnLab, Inc. 
AhnLab V3 Endpoint Security ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AhnLab V3 Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AhnLab V3 Internet Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AhnLab V3 Internet Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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AhnLab V3 Internet Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AhnLab V3 Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AhnLab V3 Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AhnLab V3 Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AhnLab V3 Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AhnLab V3 Lite ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AhnLab V3 Lite ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AhnLab V3 Lite ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AhnLab V3 Net for Windows Server ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AhnLab V3 Net for Windows Server ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AhnLab V3 Net for Windows Server ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AhnLab V3 Net for Windows Server ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Amzkomp 
C-Guard Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Antiy Labs 
Antiy Ghostbusters ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

安天智甲终端防御系统 ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Anvisoft Inc. 
Anvi Smart Defender ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Anvi Smart Defender ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Arcabit 
Arcabit AntiVirus ( 13.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Arcabit AntiVirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Arcabit AntiVirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Arcabit AntiVirus ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Arcabit Endpoint AntiVirus ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Arcabit Endpoint Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Arcabit Internet Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Arovax Software 
Arovax AntiSpyware ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: AsiaInfo, Inc. 
Asiainfo OfficeScan Agent ( 12.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Asiainfo OfficeScan Agent ( 13.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Asiainfo OfficeScan Agent ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Asiainfo OfficeScan Agent ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Asiainfo OfficeScan Agent ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Atanium Software. 
PC Spyware Protection ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Auslogics 
Auslogics Antivirus 2013 ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Auslogics Antivirus 2013 ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Avanquest Software 
Double Anti-Spy Professional ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Double Anti-Spy Professional ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Fix-It Utilities 10 Professional ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Fix-It Utilities 10 Professional ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Fix-It Utilities 10 Professional ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Fix-It Utilities 10 Professional ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Fix-It Utilities 10 Professional ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Fix-It Utilities 10 Professional ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SystemSuite ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SystemSuite ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SystemSuite ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SystemSuite ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SystemSuite ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SystemSuite ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Avetix S.r.l 
Avetix ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Avira GmbH 
Avira AntiVir Personal - Free Antivirus ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira AntiVir Windows Workstation ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Antivirus Premium ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Antivirus Pro ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Antivirus Pro ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Antivirus Pro ( 8.x ) :  



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 551 of 826 

 

 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Antivirus Pro ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Antivirus Pro ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Antivirus Pro ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Antivirus Pro ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Antivirus Pro ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Antivirus Pro ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Antivirus Suite ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Endpoint Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Endpoint Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Avira Family Protection Suite ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Free Antivirus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Free Antivirus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Free Antivirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Internet Security Suite ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Internet Security Suite ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Internet Security Suite ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Management Console Agent ( 2.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Management Console Server ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Premium Security Suite ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Professional Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Professional Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Server Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Server Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Ultimate Protection Suite ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

WISO Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: AxBx 
VirusKeeper ( 11.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: BUSY BEE COMPANY LIMITED 
BeeDoctor ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Baidu Inc. 
Baidu Antivirus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Baidu Antivirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Baidu Antivirus ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Baidu Antivirus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Baidu Antivirus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Baidu Antivirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Beijing Huorong Network Technology Co., Ltd. 
Huorong Endpoint Security Management Endpoint ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Huorong Endpoint Security Management Endpoint ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Huorong Internet Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Beijing Rising Information Technology Co., Ltd. 
Rising AntiVirus ( 24.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Rising Internet Security ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Rising Internet Security ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

瑞星企业终端安全管理系统软件 ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

瑞星安全云终端 ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: BeyondTrust, Inc. 
PowerBroker Endpoint Protection Platform for Desktops ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PowerBroker Endpoint Protection Platform for Servers ( 8.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Bit9, Inc. 
Bit9 Agent ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: BitSecure Labs 
BitSecure Antivirus System ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Bitdefender 
BitDefender Antivirus Pro ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BitDefender Security for File Servers ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender 60-Second Virus Scanner ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Free ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Free Edition ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Free Edition ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Bitdefender Antivirus Plus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 11.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus Plus ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Bitdefender Antivirus Plus ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Business Client ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Endpoint Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Endpoint Security ( 7.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Endpoint Security Tools ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Detection No 

Bitdefender Endpoint Security Tools ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Bitdefender Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 21.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Bitdefender Total Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Windows 8 Security ( 16.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Biz Secure Labs, Pvt. Ltd. 
Net Protector ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Net Protector ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Net Protector ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Net Protector ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Bkav Corporation 
Bkav Home Plus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bkav Pro ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bkav Pro ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: BlazingTools Software 
Keylogger Detector ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: BrightFort LLC 
SpywareBlaster ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SpywareBlaster ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SpywareBlaster ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SpywareBlaster ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: BullGuard Ltd. 
BullGuard Antivirus ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Antivirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

BullGuard Antivirus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Antivirus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Antivirus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Internet Security ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

BullGuard Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Premium Protection ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Premium Protection ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Premium Protection ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Premium Protection ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Premium Protection ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BullGuard Premium Protection ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Byte Technologies LLC 
ByteFence Anti-Malware ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Vendor name: CA, Inc. 
CA Internet Security Suite ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CA Internet Security Suite ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CA Internet Security Suite ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CA Internet Security Suite ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CA Internet Security Suite ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CA Internet Security Suite ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CA Internet Security Suite ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CA Internet Security Suite ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CA Internet Security Suite ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CA Internet Security Suite ( 11.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CA Internet Security Suite ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CA Internet Security Suite ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CHOMAR 
CHOMAR Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CHOMAR Endpoint Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CHOMAR Internet Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CJSC Returnil Software 
Returnil System Safe ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CK Technologies Ltd 
Bit Defender Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CMC InfoSec 
CMC Antivirus ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CMC Antivirus ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CMC Internet Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CMC Internet Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: COMODO Security Solutions 
COMODO Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Antivirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Antivirus ( 8.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Client - Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Client - Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Client - Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Client - Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

COMODO Cloud Antivirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Cloud Antivirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Endpoint Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Complete ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Complete ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Complete ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Plus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Plus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Plus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Plus ( 6.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Premium ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Premium ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Premium ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Premium ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Premium ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

COMODO Internet Security Pro ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CYSEC 
CYSEC AV ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Carbon Black, Inc. 
Carbon Black Defense Sensor ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Carbon Black Defense Sensor ( 3.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Carbon Black Response ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Carbon Black Response ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cb Protection Agent ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Check Point Software Technologies 
Check Point Endpoint Security ( 80.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 81.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 82.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 83.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 84.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 85.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 86.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 87.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm Extreme Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm Extreme Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm Extreme Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm Extreme Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm Extreme Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm Extreme Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm Free Antivirus + Firewall ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

ZoneAlarm Free Antivirus + Firewall ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm Free Antivirus + Firewall ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm Internet Security Suite ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm Internet Security Suite ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm Internet Security Suite ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm Internet Security Suite ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm Internet Security Suite ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm PRO Antivirus + Firewall ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm PRO Antivirus + Firewall ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm PRO Antivirus + Firewall ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm PRO Antivirus + Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm PRO Antivirus + Firewall ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm PRO Antivirus + Firewall ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm PRO Antivirus + Firewall ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm PRO Antivirus + Firewall ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm PRO Antivirus + Firewall ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm PRO Antivirus + Firewall ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZoneAlarm Security Suite ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Chili Security 
Chili Security for PC ( 24.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Cisco Systems, Inc. 
Cisco Advanced Malware Protection for Endpoints ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cisco Advanced Malware Protection for Endpoints ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cisco Advanced Malware Protection for Endpoints ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cisco Advanced Malware Protection for Endpoints (x86) ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cisco Advanced Malware Protection for Endpoints (x86) ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cisco Secure Endpoint ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cisco Secure Endpoint ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cisco Secure Endpoint (x86) ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Cisco Secure Endpoint (x86) ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ClamAV ( ClamAV0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ClamAV ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ClamWin Pty Ltd 
ClamWin Free Antivirus ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Clearsight Technologies Ltd. 
Clearsight Antivirus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Coranti, Inc. 
Coranti ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Crawler Group 
Spyware Terminator ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CreaSoftware 
CS Anti-Virus ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 580 of 826 

 

 

Evaluation Detection No 

Vendor name: CrowdStrike, Inc. 
CrowdStrike Falcon ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CrowdStrike Falcon ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CrowdStrike Falcon ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CrowdStrike Falcon ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CrowdStrike Falcon ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CurioLab S.M.B.A. 
Exterminate It! ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CyberByte SRL 
CyberByte Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Cybereason 
Cybereason ActiveProbe ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Cybereason ActiveProbe ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe Antimalware ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe Antimalware ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe Antimalware ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe Antimalware ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe Antimalware ( 23.x ) : 
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Cylance Inc. 
Advanced Threat Prevention ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CylancePROTECT ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CylancePROTECT ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CylancePROTECT ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Cynet Security LTD 
CynetEPS ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CynetEPS ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: DIY Software Inc 
DIY Virus Repair ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: DWS Technology 
DWS AntiVirus ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Datalink Industrial Corporation 
ProDot Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ProDot Maximum Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Deep Instinct Ltd 
Deep Instinct ( 3.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Defender Pro 
Defender Pro ( 17.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Defender Pro 15-in-1 ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Digital Guardian 
Digital Guardian Agent ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Doctor Web, Ltd. 
Dr.Web AV-Desk Agent ( 11.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web AV-Desk Agent ( 12.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web Anti-virus for Windows ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web Anti-virus for Windows ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web Anti-virus for Windows ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web Anti-virus for Windows ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web KATANA ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web Security Space ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web Security Space ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web Security Space ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web Security Space ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Dr.Web Security Space ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web Security Space ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Dynamikode Software Ltd. 
Dynamikode USB Security Suite ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: EAV Software 
Trojan Guarder Gold ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: EGSoftWeb 
EG Anti Virus ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: EGSoftWeb 
EG Anti Virus ( 2017.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: EMCO Software 
EMCO Malware Destroyer ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ESET 
ESET Endpoint Antivirus ( 5.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Endpoint Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Endpoint Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Endpoint Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Endpoint Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Endpoint Antivirus ( 10.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Endpoint Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Endpoint Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Endpoint Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

ESET Endpoint Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Endpoint Security ( 10.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET File Security for Microsoft Windows Server ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET File Security for Microsoft Windows Server ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET File Security for Microsoft Windows Server ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET File Security for Microsoft Windows Server ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET File Security for Microsoft Windows Server ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Internet Security ( 12.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Internet Security ( 16.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Mail Security for Microsoft Exchange Server ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Mail Security for Microsoft Exchange Server ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Mail Security for Microsoft Exchange Server ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET NOD32 Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

ESET NOD32 Antivirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET NOD32 Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET NOD32 Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET NOD32 Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET NOD32 Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET NOD32 Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET NOD32 Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET NOD32 Antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET NOD32 Antivirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET NOD32 Antivirus ( 14.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET NOD32 Antivirus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET NOD32 Antivirus ( 16.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Smart Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Smart Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Smart Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Smart Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Smart Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Smart Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Smart Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

ESET Smart Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Smart Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Smart Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Smart Security ( 16.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ESTsoft Corp. 
ALYac Enterprise ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ALYac Enterprise ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: EarthLink, Inc. 
EarthLink Protection Control Center ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

EarthLink Protection Control Center ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: EgoSecure 
EgoSecure Endpoint Agent ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Elasticsearch B.V. 
Elastic Agent ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Elastic Agent ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Elex do Brasil Participaes Ltda 
YAC ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

YAC ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Emsisoft Ltd 
Emsisoft Anti-Malware ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Emsisoft Anti-Malware ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Emsisoft Anti-Malware ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Emsisoft Anti-Malware ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Emsisoft Anti-Malware ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Emsisoft Anti-Malware ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Emsisoft Anti-Malware ( 2017.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Emsisoft Anti-Malware ( 2018.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Emsisoft Anti-Malware ( 2019.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Emsisoft Anti-Malware ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Emsisoft Anti-Malware ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Emsisoft Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Emsisoft Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Emsisoft Internet Security ( 2017.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Emsisoft Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Emsisoft Mamutu ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Online Armor ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Online Armor ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Online Armor ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Endgame, Inc. 
Endgame Sensor ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Enigma Software Group USA, LLC. 
SpyHunter ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SpyHunter ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 595 of 826 

 

 

Vendor name: Essentware S.A. 
PCKeeper Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Evonsoft 
Advanced System Restore ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: F-Secure Corporation 
F-Secure Anti-Virus ( 15.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Anti-Virus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Anti-Virus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Anti-Virus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Anti-Virus ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Anti-Virus for Workstations ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Anti-Virus for Workstations ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

F-Secure Anti-Virus for Workstations ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security Premium ( 11.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security Premium ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security Premium ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security Premium ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security Premium ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security Premium ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security Premium ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Computer Protection ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Computer Protection ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Computer Protection ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

F-Secure Computer Protection ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Computer Protection ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Computer Protection ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Computer Protection ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Computer Protection Premium ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Computer Protection Premium ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Computer Protection Premium ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Elements Agent ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Elements EDR and EPP for Computers Premium ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Internet Security ( 14.x ) :  



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 599 of 826 

 

 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure PSB Workstation Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure PSB Workstation Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure PSB Workstation Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure PSB Workstation Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure SAFE ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure SAFE ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure SAFE ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

F-Secure SAFE ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Server Protection ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Server Protection Premium ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Server Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Server Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Server Security Premium ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Pakiet Bezpieczeństwa UPC ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Pakiet Bezpieczeństwa UPC ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Security Suite ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Security Suite ( 18.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

WISO Internet Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

WISO Internet Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

WithSecure Elements EDR and EPP for Computers ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

WithSecure Elements EDR and EPP for Computers ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

WithSecure Elements EDR and EPP for Computers Premium ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

WithSecure Elements EDR and EPP for Computers Premium ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

WithSecure Elements EPP for Computers ( 3.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

WithSecure Elements EPP for Computers ( 22.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

WithSecure Elements EPP for Computers ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 
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Evaluation Detection No 

WithSecure Elements EPP for Computers Premium ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

WithSecure Elements EPP for Computers Premium ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: FRISK Software International 
F-PROT Antivirus for Windows ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Faronics Corporation 
Faronics Anti-Virus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Faronics Anti-Virus Enterprise Workstation ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Filseclab Corporation 
Twister Antivirus ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Twister Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: FireEye, Inc. 
FireEye Endpoint Agent ( 26.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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FireEye Endpoint Agent ( 27.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 29.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 28.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 30.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 29.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 31.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 32.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 33.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 34.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 35.x ) : 
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Fortinet Inc. 
FortiClient ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FortiClient ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FortiClient ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FortiClient ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FortiClient ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Fortinet Endpoint Detection and Response ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Francesco Bucci 
Malware Eraser ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Fujitsu Services Ltd. 
Fujitsu Internet Security ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 605 of 826 

 

 

Evaluation Detection No 

Vendor name: G Data Software AG 
G Data AntiVirenKit Client ( 11.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data AntiVirus ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data AntiVirus ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data AntiVirus ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data AntiVirus ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data InternetSecurity ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data InternetSecurity ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data InternetSecurity ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data InternetSecurity ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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G Data InternetSecurity ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data InternetSecurity ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data InternetSecurity ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data NotebookSecurity ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data NotebookSecurity ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data Security Client ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data Security Client ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data Security Client ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalCare ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalProtection ( 24.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalProtection ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalProtection ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalSecurity ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalSecurity ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalSecurity ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalSecurity ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalSecurity ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalSecurity ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: GEN-X Technologies 
Gen-X Total Security ( 9.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Gen-X Total Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: GFI Software Ltd. 
GFI Cloud - Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

GFI Cloud - Antivirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

GFI Cloud Agent ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business Agent ( 6.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business Premium Agent ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business Premium Agent ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Managed Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Managed Antivirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Glarysoft Ltd 
Malware Hunter ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Greatis Software, LLC. 
UnHackMe ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: GridinSoft LLC. 
GridinSoft Anti-Malware ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

GridinSoft Anti-Malware ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trojan Killer ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: HDD Labs. Inc 
PJMagic Total Security ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Hauri, Inc. 
ViRobot 7.0 ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ViRobot 7.0 ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ViRobot Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ViRobot Internet Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ViRobot Internet Security ( 2006.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Heimdal Security 
Heimdal Thor Agent ( 2.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: IKARUS Security Software GmbH 
IKARUS anti.virus ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

IKARUS anti.virus in the cloud ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

IKARUS anti.virus in the cloud ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Securepoint Antivirus Pro ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: INCA Internet Co., Ltd. 
TACHYON Endpoint Security ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: IObit 
Advance Spyware Remover ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Advanced SystemCare ( 7.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Advanced SystemCare ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Advanced SystemCare ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Advanced SystemCare ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

IObit Malware Fighter ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

IObit Malware Fighter ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

IObit Malware Fighter ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

IObit Malware Fighter ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

IObit Malware Fighter ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

IObit Malware Fighter ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

IObit Security 360 ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: InCode Solutions 
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RemoveIT Pro Enterprise ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: InCode Solutions 
RemoveIT Pro Enterprise ( 2014 Enterprise.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Ivanti, Inc. 
Ivanti Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Ivanti Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: K7 Computing Pvt Ltd 
K7 Anti-Virus Plus ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Anti-Virus Plus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Anti-Virus Plus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Anti-Virus Plus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Anti-Virus Plus ( 16.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Anti-Virus Plus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 AntiVirus Premium ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 AntiVirus Premium ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 AntiVirus Premium ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 AntiVirus Premium ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 AntiVirus Premium ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 AntiVirus Premium ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Endpoint Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Endpoint Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

K7 Enterprise Security - Client ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Enterprise Security - Client ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Total Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Total Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Total Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Total Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Total Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Total Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Ultimate Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Ultimate Security ( 13.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Ultimate Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Ultimate Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Ultimate Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Virus Security ZERO ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Virus Security ZERO ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7 Virus Security ZERO ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

K7VirusSecurity Plus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Kapha Anti-Malware, Inc. 
Kapha Anti-Malware ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kapha Anti-Malware ( 2.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Kardo Kristal 
Crystal Security ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Crystal Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Kaspersky Lab 
Ferrari Security Scan ( 15.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Anti-Virus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Anti-Virus ( 2013.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Anti-Virus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Anti-Virus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Anti-Virus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Anti-Virus ( 18.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Anti-Virus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Anti-Virus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Anti-Virus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Anti-Virus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Endpoint Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Endpoint Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Endpoint Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Endpoint Security ( 12.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Free ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Kaspersky Free ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Free ( 21.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Industrial CyberSecurity for Nodes ( 3.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 21.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky PURE ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky PURE ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky PURE ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky PURE ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Plus ( 21.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Premium ( 21.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Security Cloud ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Security Cloud ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Kaspersky Security Cloud ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Security Scan ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Security for Virtualization ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Security for Virtualization ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Security for Windows Servers ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Security for Windows Servers ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Security for Windows Servers ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Small Office Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Small Office Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Small Office Security ( 17.x ) :  



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 622 of 826 

 

 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Small Office Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Standard ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Kaspersky Total Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Total Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Total Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Total Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Total Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Total Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Total Security ( 21.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Suite de Scurit Orange ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

安心ネットセキュリティ ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: Kenoxis 
Kenoxis Antivirus Pro ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Kephyr 
Bazooka Scanner ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FreeFixer ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Kingsoft Corporation 
Kingsoft Antivirus ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kingsoft Antivirus ( 2015.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kingsoft Internet Security ( 9.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kingsoft Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Komal Technologies. 
Komal Antivirus ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Kromtech 
PCKeeper ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: LANDESK Software, Inc. 
LANDesk Antivirus ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

LANDesk Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

LANDesk Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

LANDesk Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

LANDesk Endpoint Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: LMT Technology Solutions 
Bitdefender Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Lavasoft 
Ad-Aware ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Ad-Aware 2008 ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Ad-Aware Total Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Ad-Aware Total Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Ad-Aware Total Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Ad-Aware Total Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Ad-Aware Total Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Ad-Aware Total Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: Le Minh Thanh 
LMT AntiMalware ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Loaris, Inc. 
Loaris Trojan Remover ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: LogMeIn, Inc. 
LogMeIn Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

LogMeIn Antivirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: LogicNow, Inc 
Managed Antivirus ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Managed Antivirus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Managed Antivirus ( 33.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Managed Antivirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Managed Antivirus ( 38.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Lumension Security, Inc. 
HEAT Endpoint Management and Security Suite Agent ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

HEAT Endpoint Management and Security Suite Agent ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: MINUSOFT INDIA PRIVATE LIMITED 
Minusoft Kido ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: MSecure Data Labs 
MSecure DenyWall Total Security 360 ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

MalwareSecure ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vibranium Advanced Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Malwarebytes Corporation 
Malwarebytes Anti-Malware ( 2.1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware ( 2.2.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware ( 2.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware ( 1.8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware ( 3.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware ( 2.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware ( 4.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware Premium ( 1.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware Premium ( 2.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware Premium ( 1.8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware Premium ( 2.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Malwarebytes Anti-Malware Premium ( 2.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware Premium ( 3.1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware Premium ( 3.8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware Premium ( 4.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware Premium ( 4.1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware Premium ( 4.4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware Premium ( 4.5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware for Business ( 1.8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Endpoint Agent ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Max Secure Software 
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Max Internet Securіty ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Max Secure Anti Virus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Max Secure Anti Virus Enterprise Edition ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Max Secure Anti Virus Plus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Max Secure Total Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Max Secure Total Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Max Spyware Detector ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Maya Software Technologies 
PremiumAV Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PremiumIS Internet Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: McAfee, Inc. 
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BT Virus Protect ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BT Virus Protect ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

MOVE AV Client ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee All Access ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee All Access ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee All Access ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee All Access ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee All Access ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus ( 14.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus Plus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus Plus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus Plus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus Plus ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus Plus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus Plus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus Plus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus Plus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

McAfee AntiVirus Plus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus Plus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus Plus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus Plus ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee CloudAV ( 100.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee LiveSafe – Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee LiveSafe – Internet Security ( 14.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee LiveSafe – Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee LiveSafe – Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee LiveSafe – Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee LiveSafe – Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee LiveSafe – Internet Security ( 85.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Security-as-a-Service ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Small Business - PC Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Total Protection ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Total Protection ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

McAfee Total Protection ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee VirusScan Enterprise ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Seguridad Dispositivo ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Seguridad Dispositivo ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Mega HighTech S.L. 
Cerber AntiVirus ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: MicroWorld Technologies Inc. 
eScan Anti-Virus ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Anti-Virus (AV) Edition for SMB ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Anti-Virus (AV) Edition for SMB ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Anti-Virus (AV) Edition for SMB ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

eScan Corporate Edition ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Corporate Edition ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Corporate Edition ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Corporate for Microsoft SBS Standard ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Corporate for Microsoft SBS Standard ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Internet Security Suite for Business ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Internet Security Suite for Business ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Internet Security Suite for SMB ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Internet Security Suite for SMB ( 14.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Total Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Total Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Total Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eScan Total Security ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Microminder 
Microminder Sentinel Antivirus ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microminder Sentinel Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microminder Sentinel Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Microsoft Corporation 
Microsoft Defender ATP ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Forefront Client Security ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Forefront Endpoint Protection ( 2010.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Forefront Endpoint Protection ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Intune Endpoint Protection ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Monitoring Agent ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Security Essentials ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Security Essentials ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Security Essentials ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

System Center Endpoint Protection ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Windows Defender ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Windows Defender ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Morphisec Ltd. 
Morphisec Endpoint Threat Prevention ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Morphisec Protector ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Morphisec Protector ( 5.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Musarubra US LLC. 
Trellix Endpoint Security ( 10.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Mysecuritywin 
Xvirus Personal Guard ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Xvirus Personal Guard ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: N-able Technologies Inc 
Security Manager AV Defender ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Security Manager AV Defender ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Security Manager AV Defender ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: NANO Security 
NANO AntiVirus ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

NANO AntiVirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: NETGATE Technologies s.r.o. 
NETGATE AMITI Antivirus ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

NETGATE Internet Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

NETGATE Spy Emergency ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

NETGATE Spy Emergency ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: NIFTY Corporation 
常時安全セキュリティ24 ( 19.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

常時安全セキュリティ24 ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Nerdy Nynjas 
Nynja Clean - Antivirus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Netpia.com, Inc. 
PC-Clean ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: New Technology Wave Inc. 
Virus Chaser ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Virus Chaser ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: NictaTech Software 
Digital Patrol ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Digital Patrol ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: NinjaRMM LLC 
VipreAV ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Noralabs 
Norascan ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Norman AS 
Norman EndPoint Protection ( 11.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norman Security Suite ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norman Security Suite ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norman Security Suite ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: NortonLifeLock Inc 
Norton Security Ultra ( 22.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: OPSWAT, Inc. 
Metadefender ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Metascan ( 3.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: OSHI LIMITED 
OSHI Defender ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Old McDonald's Farm 
Autorun Eater ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Orbasoft ApS. 
Adware Remover ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: PC Cleaners Inc. 
Anti-Malware Pro ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Anti-Malware Pro ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Antivirus Pro ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Cleaner Pro ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Cleaner Pro ( 14.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: PC Matic, Inc. 
PC Matic Pro ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: PC Security Shield 
Security Shield ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

The Shield Deluxe ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

The Shield Deluxe ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

The Shield Deluxe ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

The Shield Deluxe ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: PC Tools Software 
PC Tools AntiVirus Free ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools AntiVirus Free ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

PC Tools AntiVirus Free ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools AntiVirus Free ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools AntiVirus Free ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools AntiVirus Free ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools AntiVirus Free ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools AntiVirus Free ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools Spyware Doctor ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools Spyware Doctor with AntiVirus ( 9.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools Spyware Doctor with AntiVirus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools Spyware Doctor with AntiVirus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools Spyware Doctor with AntiVirus ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools Spyware Doctor with AntiVirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools Spyware Doctor with AntiVirus ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PC Tools Spyware Doctor with AntiVirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ThreatFire ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Palo Alto Networks, Inc. 
Cortex XDR ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Traps ( 3.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Traps ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Traps ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Traps ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Traps ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Traps ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Panda Security, S.L. 
Cytomic EDR ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cytomic EPDR ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Adaptive Defense 360 ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Adaptive Defense 360 ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Adaptive Defense 360 ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Adaptive Defense 360 ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Adaptive Defense 360 ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Antivirus Pro ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Antivirus Pro ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Antivirus Pro ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Antivirus Pro ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Cloud Antivirus ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Cloud Antivirus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Panda Cloud Cleaner ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Cloud Office Protection ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Dome ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Dome ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Dome ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Dome ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Endpoint Protection ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Endpoint Protection ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Endpoint Protection ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Endpoint Protection ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Endpoint Protection ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Endpoint Protection Plus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Endpoint Protection Plus ( 08.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Free Antivirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Free Antivirus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Free Antivirus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Free Antivirus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Free Antivirus ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Global Protection ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Panda Global Protection ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Global Protection ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Global Protection ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Global Protection ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Global Protection ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Gold Protection ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Internet Security ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Internet Security for Netbooks ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Internet Security for Netbooks ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Security for Desktops ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Panda Security for Desktops ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ParetoLogic, Inc. 
XoftSpy AntiVirus Pro ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Pika Software (Pty) Ltd. 
Pika Purger ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Pitiko 
Fusion360 Anti Spyware ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Proland Software 
Protector Plus ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Qi An Xin Group 
Gotion天擎 ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Gotion天擎 ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

QI-ANXIN Tianqing ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

QI-ANXIN Tianqing ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

QI-ANXIN Tianqing ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

奇安信企业安全助手 ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Qihu 360 Software Co., Ltd. 
360 Internet Security ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360 Internet Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360 Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360 Total Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360 Total Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360 Total Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

360 Total Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360 Total Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360 Total Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360天擎 ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360安全卫士 ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360安全卫士 ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360杀毒 ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360杀毒 ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360杀毒 ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360杀毒 ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

360杀毒 ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Qualys, Inc. 
Qualys Endpoint Protection ( 7.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Quick Guard Technologies 
Quick Guard Total Security ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Quick Heal Technologies (P) Ltd. 
Quick Heal AntiVirus ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal AntiVirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal AntiVirus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal AntiVirus ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Quick Heal AntiVirus ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal AntiVirus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal AntiVirus ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal AntiVirus Server Edition ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal AntiVirus Server Edition ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal AntiVirus Server Edition ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal AntiVirus Server Edition ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal AntiVirus Server Edition ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal AntiVirus Server Edition ( 19.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Endpoint Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Endpoint Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Quick Heal Internet Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Internet Security ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Internet Security Essentials ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Total Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Total Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Total Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Total Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Total Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Total Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Total Security ( 18.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Total Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Total Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Total Security ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Seqrite Endpoint Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Seqrite Endpoint Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Seqrite Endpoint Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Seqrite Endpoint Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Seqrite Endpoint Security ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: REVE Systems 
REVE Antivirus ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

REVE Antivirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Radialpoint Inc. 
Tech Tune-Up Security ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Tech Tune-Up Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Tech Tune-Up Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Tech Tune-Up Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Tech Tune-Up Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Tech Tune-Up Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Tech Tune-Up Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ReaQta BV 
ReaQta EDR ( 3.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ReaQta EDR ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Reason Software Company Inc. 
RAV Endpoint Protection ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Reason Core Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Reza Restu , Inc 
RRAV AntiVirus Plus ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Roboscan Inc 
Roboscan Internet Security Free ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Roboscan Internet Security Pro ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Rogers 
Rogers Online Protection Basic ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Rogers Online Protection Basic ( 19.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Rogers Online Protection Premium ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Rogers Online Protection Premium ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SGA SOLUTIONS 
VirusChaser ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SHADOWDEFENDER.COM 
Shadow Defender ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SOURCENEXT CORPORATION 
ZERO スーパーセキュリティ ( 21.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZERO スーパーセキュリティ ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZERO スーパーセキュリティ ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ZERO スーパーセキュリティ ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: SPAMfighter ApS 
SPYWAREfighter ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIRUSfighter ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SUPERAntiSpyware 
SUPERAntiSpyware ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SUPERAntiSpyware ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Sangfor Technologies Inc. 

EDR终端防护中心 ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

EDR终端防护中心 ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Scandium Security Inc. 
UnThreat AntiVirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SecuraShield India Pvt. Ltd. 
SecuraShield Total Security Cloud Premium ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SecureAge Technology 
CatchPulse ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SecureAPlus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SecureAPlus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SecureHunter, LLC. 
Secure Hunter Anti-Malware Professional ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Security Software Limited 
Preventon Antivirus ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Security Stronghold 
Stronghold AntiMalware ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SentinelOne 
Sentinel Agent ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sentinel Agent ( 2.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sentinel Agent ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sentinel Agent ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sentinel Agent ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sentinel Agent ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sentinel Agent ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ShieldApps 
Shield Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Shield Antivirus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Smadsoft 
SmadAV ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Vendor name: Smart Heal 
Smart Heal Total Security ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Sniper Corporation 
Sniper Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SolarWinds Worldwide, LLC. 
Managed Antivirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SonicWALL L.L.C. 
SonicWall Capture Client ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Sophos Limited 
Sophos Endpoint Agent ( 2022.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Endpoint Agent ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Endpoint Security and Control ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Endpoint Security and Control ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Sophos Endpoint Security and Control ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Endpoint Security and Control ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos GVM Scanning Service ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Home ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Home ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Home ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Home ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Sourcefire, Inc 
Immunet ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Immunet ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Immunet ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SparkTrust 
SparkTrust AntiVirus ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Stormshield 
Stormshield Endpoint Security Agent ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Sunrise Antivirus 
Sunrise Total Security ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SurfRight B.V. 
HitmanPro ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

HitmanPro.Alert ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Swiss security laboratory. 
SWITZ Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Symantec Corporation 
Norton 360 ( 21.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Norton 360 ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton 360 ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton 360 ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton AntiVirus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton AntiVirus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton AntiVirus ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton AntiVirus ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Internet Security ( 19.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Internet Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Security Scan ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Norton Security Suite ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Security with Backup ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection ( 12.1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection ( 11.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection ( 14.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection ( 14.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection ( 14.3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection Cloud ( 22.8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection Cloud ( 22.9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection Cloud ( 22.1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection Cloud ( 22.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Hosted Endpoint Protection ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Hosted Endpoint Protection ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Hosted Endpoint Protection ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Systweak Inc. 
Advanced System Optimizer ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Advanced System Protector ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Netbook Optimizer ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: TEHTRI-Security 
eGambit Endpoint Security agent ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Vendor name: TEHTRIS 
TEHTRIS EDR ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TEHTRIS EPP ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: TELUS 
TELUS security services ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TELUS security services ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TELUS security services ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TELUS security services ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TELUS security services ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: TG Soft S.a.s. 
VirIT eXplorer PRO ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VirIT eXplorer PRO ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

VirIT eXplorer PRO ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VirIT eXplorer PRO ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Team Cymru, Inc. 
WinMHR ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: TeamViewer GmbH 
ITbrain Anti-Malware ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Tech Guard Technologies 
Tech Guard Internet Security ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Telefnica S.A. 
Telefonica Vivo Seguranca Online Pacote Internet Fixa ( 12.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Telefonica Vivo Seguranca Online Pacote Internet Fixa ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vivo Segurana Online ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Vivo Segurana Online ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Tencent 
Tencent PC Manager ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Tencent PC Manager ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

电脑管家 ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Thirtyseven4 
Thirtyseven4 AntiVirus ( 16.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ThreatTrack Security, Inc. 
VIPRE Advanced Security ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Advanced Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Advanced Security ( 12.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Antivirus ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Antivirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Antivirus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business Agent ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business Agent ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business Agent ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business Agent ( 11.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business Premium Agent ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business Premium Agent ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Endpoint Security Agent ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

VIPRE Endpoint Security Agent ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Endpoint Security Agent ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Endpoint Security Agent ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Endpoint Security Agent ( 13.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Total Defense, Inc. 
Total Defense Anti-Virus ( 12.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Total Defense Anti-Virus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Total Defense Anti-Virus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Total Defense Anti-Virus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Total Defense Internet Security Suite ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Total Defense Internet Security Suite ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: TotalAV 
TotalAV ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TotalAV ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Trend Micro, Inc. 
Cyber Eye Security Agent ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Antivirus+ ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Trend Micro Apex One Security Agent ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Apex One Security Agent ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Deep Security Agent ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Deep Security Agent ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Deep Security Agent ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Deep Security Agent ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Maximum Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Maximum Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Maximum Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Maximum Security ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Maximum Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Maximum Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Maximum Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Maximum Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Maximum Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Maximum Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro OfficeScan Client ( 10.5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro OfficeScan Client ( 10.6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro OfficeScan Client ( 11.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Trend Micro OfficeScan Client ( 12.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro OfficeScan Client ( 10.6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro OfficeScan Client ( 13.9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Safe Lock ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium ( 5.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium Antivirus+ ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium Antivirus+ ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium Antivirus+ ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium Antivirus+ ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium Antivirus+ ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium Antivirus+ ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Trend Micro Titanium Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Titanium Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro VirusBuster ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Worry-Free Business Security Agent ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Worry-Free Business Security Agent ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Worry-Free Business Security Agent ( 5.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Worry-Free Business Security Agent ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Worry-Free Business Security Agent ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Worry-Free Business Security Agent ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ウイルスバスター クラウド ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ウイルスバスター クラウド ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ウイルスバスター クラウド ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ウイルスバスター クラウド ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ウイルスバスター クラウド ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ウイルスバスター クラウド ( 15.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ウイルスバスター クラウド ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ウイルスバスター クラウド ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: TrustPort, a.s. 
TrustPort Antivirus ( 14.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Antivirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Internet Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Internet Security ( 12.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Total Protection ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Total Protection ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Total Protection ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Total Protection ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Total Protection ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Total Protection ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Total Protection ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrustPort Total Protection ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: Trusteer Ltd. 
Rapport ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Unistal Systems Pvt. Ltd. 
Protegent Antivirus ( a13.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: VMware, Inc. 
Carbon Black App Control Agent ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Carbon Black Cloud Sensor ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

VMware Carbon Black EDR Sensor ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

vCenter Protect Essentials ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: VXPRO INC 
PROSHIELD Antivirus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Virus Chaser Information Technology co., LTD 
VirusChaser ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: VirusBlokAda Ltd. 
Vba32 for Windows Vista ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: VoodooSoft LLC 
VoodooShield ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VoodooShield ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: WARDWIZ 
WardWiz ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

WardWiz ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

WardWiz ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

WardWiz ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: WatchGuard Technologies Inc 
WatchGuard EPDR ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Vendor name: Webroot Software, Inc. 
Webroot AntiVirus with AntiSpyware ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Webroot SecureAnywhere ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Webroot SecureAnywhere Complete ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Webroot SecureAnywhere Complete ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: WinMend 
WinMend System Doctor ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: WinZip Computing, S.L. 
WinZip Malware Protector ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: WithSecure Corporation 
F-Secure Client Security ( 4.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security ( 3.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Server Security ( 7.x ) : 
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Server Security ( 15.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privelege 

Evaluation Detection No 

Vendor name: XANALab 
XANA Evolution Antivirus ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: XANALab 
XANA Evolution Antivirus ( 5.x ) : 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Xvirus 
Xvirus Anti-Malware ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Xyvos Technologies 
Xyvos Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Xyvos WhiteList Antivirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Zbshareware Lab 
USB Disk Security ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Zemana Ltd. 
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Zemana AntiMalware ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Zemana AntiMalware ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Zemana AntiMalware ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Zemana AntiMalware ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Zemana Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Zemana Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ZookaWare 
SpyZooka ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Zugara Media 
SkyShieldAV ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: adaware 
adaware antivirus ( 12.x ) :  



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 693 of 826 

 

 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

adaware antivirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

adaware antivirus free ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: digital-defender 
digital-defender Antivirus ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: eEye Digital Security 
eEye Digital Security Blink Personal ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eEye Digital Security Blink Personal ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eEye Digital Security Blink Personal ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eEye Digital Security Blink Personal ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eEye Digital Security Blink Professional ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

eEye Digital Security Blink Professional ( 5.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ePCheal Antivirus 
ePCheal Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: eShieldAV LLC 
eShield Free Antivirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: enSilo 
enSilo Data Protection Collector ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

enSilo Data Protection Collector ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: iS3, Inc. 
STOPzilla AntiVirus ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: iSheriff 
Endpoint Security ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: idoosoft 
idoo AntiSpyware Pro ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Vendor name: iolo technologies, LLC 
iolo System Mechanic Professional ( 17.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

iolo System Mechanic Professional ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

iolo System Mechanic Professional ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

iolo System Mechanic Professional ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

iolo System Mechanic Professional ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

iolo System Mechanic Professional ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

iolo System Mechanic Professional ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

iolo System Mechanic Professional ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

iolo System Mechanic Professional ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

iolo System Shield ( 4.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

iolo System Shield ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

iolo System Shield ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

"Windows Hard Disk Encryption"  
Vendor name: AVG Technologies CZ, s.r.o. 

AVG Business ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Business ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Business ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Business ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Business ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Business ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG CloudCare ( 2014.x ) : 
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Internet Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 698 of 826 

 

 

Evaluation Detection No 

AVG Premium Security ( 2015.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Premium Security ( 2013.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

AVG Premium Security ( 2014.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Bitdefender 
Bitdefender Internet Security ( 17.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Bitdefender Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 25.x ) :  



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 700 of 826 

 

 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Internet Security ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Bitdefender Total Security ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Total Security ( 26.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: COMODO Security Solutions 
COMODO Disk Encryption ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CP-Lab.com 
File Encryption eXtra Protection ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Check Point Software Technologies 
Check Point Endpoint Security ( 80.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 81.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 82.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 83.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 84.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 85.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 86.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 87.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security - Full Disk Encryption ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Cypherix Software Pvt. Ltd. 
Cryptainer LE ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Secure IT ( 4.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: DESlock Limited 
DESlock+ ( 4 ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

DESlock+ ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ESET 
ESET Endpoint Encryption ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Endpoint Encryption ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Full Disk Encryption ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: G Data Software AG 
G Data TotalProtection ( 24.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalProtection ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalProtection ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

G Data TotalSecurity ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalSecurity ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalSecurity ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalSecurity ( 23.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalSecurity ( 24.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data TotalSecurity ( 25.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Hewlett-Packard 
HP Drive Encryption ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: IDRIX 
VeraCrypt ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: InterCrypto Ltd 
CryptoExpert ( 8.x ) :  



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 705 of 826 

 

 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CryptoExpert ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Jetico, Inc. 
BestCrypt ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BestCrypt ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BestCrypt Volume Encryption ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BestCrypt Volume Encryption ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

BestCrypt Volume Encryption ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Kaspersky Lab 
Kaspersky Endpoint Security ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Endpoint Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Endpoint Security ( 11.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Endpoint Security ( 12.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky PURE ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky PURE ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky PURE ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky PURE ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Small Office Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Small Office Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Small Office Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Small Office Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 707 of 826 

 

 

Evaluation Detection No 

Kaspersky Standard ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Total Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Total Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Total Security ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Total Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Total Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Total Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Total Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Lavasoft 
Lavasoft Digital Lock ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Lavasoft Privacy Toolbox ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: McAfee, Inc. 
McAfee Endpoint Encryption ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Encryption ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Microsoft Corporation 
BitLocker Drive Encryption ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

BitLocker Drive Encryption ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Vendor name: New Softwares.net 
Folder Lock ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Nomadesk NV 
Nomadesk ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Nomadesk ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: PC Dynamics 
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SafeHouse ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: PRIMX 
CRYHOD ( 2021.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SecurStar GmbH 
ShareCrypt ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Sophos Limited 
Sophos SafeGuard ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos SafeGuard ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos SafeGuard ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Symantec Corporation 
PGP Desktop ( 10.2.1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PGP Desktop ( 10.2.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PGP Desktop ( 10.3.2.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

PGP Desktop ( 10.1.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Encryption Desktop ( 10.3.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Encryption Desktop ( 10.3.1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Encryption Desktop ( 10.3.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Encryption Desktop ( 10.4.1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Encryption Desktop ( 10.1.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Encryption Desktop ( 10.4.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Encryption Desktop ( 10.5.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Encryption ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: Trend Micro, Inc. 
Trend Micro Full Disk Encryption ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Full Disk Encryption ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: TrueCrypt Foundation 
TrueCrypt ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrueCrypt ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

TrueCrypt ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Utimaco Safeware AG 
SafeGuard PrivateDisk ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SafeGuard PrivateDisk ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: WARDWIZ 
WardWiz ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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WardWiz ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: WinEncrypt 
CryptArchiver Lite ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: WinMagic Inc. 
SecureDoc ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SecureDoc ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SecureDoc ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SecureDoc ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SecureDoc ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

SecureDoc ( 9.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

"Windows Patch Management"  
Vendor name: BMC Software, Inc. 

BMC Client Management Agent ( 12.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: GFI Software Ltd. 
GFI LanGuard Agent ( 11.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

GFI LanGuard Agent ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: HCL Technologies Limited 
BigFix Client ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Heimdal Security 
Heimdal Thor Agent ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: IBM Corp. 
IBM BigFix Client ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Ivanti, Inc. 
Ivanti Patch for Windows Servers Agent ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Ivanti Security Controls Agent ( 9.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: LANDESK Software, Inc. 
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Security and Patch Manager ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Security and Patch Manager ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Security and Patch Manager ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Microsoft Corporation 
System Center Configuration Manager Client ( 5.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

System Center Configuration Manager Client ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

System Center Configuration Manager Client ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

System Center Configuration Manager Client ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Windows Update Agent ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Windows Update Agent ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Windows Update Agent ( 922.x ) : 
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Windows Update Agent ( 923.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ZOHO Corp 

"Windows CVE Checks"  
CVE Id Description 

CVE-2017-
0143 Vulnerability that exploits WannaCry ransomware. 

CVE-2017-
0144 Vulnerability that exploits WannaCry ransomware. 

CVE-2017-
0145 Vulnerability that exploits WannaCry ransomware. 

CVE-2017-
0146 Vulnerability that exploits WannaCry ransomware. 

CVE-2017-
0147 Vulnerability that exploits WannaCry ransomware. 

CVE-2017-
0148 Vulnerability that exploits WannaCry ransomware. 

CVE-2017-
0199 Vulnerability that exploits GoldenEye/Peyta ransomware. 

CVE-2017-
8563 Vulnerability that exploits Windows evaluation of privilege. 

CVE-2019-
0708 Vulnerability that allows remote code execution through Remote Desktop Services. 

CVE-2019-
1181 Vulnerability that allows remote code execution through Remote Desktop Services. 

CVE-2019-
1182 Vulnerability that allows remote code execution through Remote Desktop Services. 

CVE-2019-
1222 Vulnerability that allows remote code execution through Remote Desktop Services. 

CVE-2019-
1223 Vulnerability that allows denial of service in Windows Remote Desktop Protocol. 

CVE-2019-
1224 Vulnerability that disclosure information of Windows Remote Desktop Protocol Server. 

CVE-2019-
1225 Vulnerability that disclosure information of Windows Remote Desktop Protocol Server. 

CVE-2019-
1226 Vulnerability that allows remote code execution through Remote Desktop Services. 
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CVE-2020-
0601 

Vulnerability in Windows CryptoAPI which allows using spoofed code-signing certificate 
to sign a malicious executable and make it looks like it comes from trusted source. 

CVE-2020-
0796 

Vulnerability that allows remote code execution of the Microsoft Server Message Block 
3.1.1 (SMBv3) protocol. 

CVE-2021-
34527 

Vulnerability in Windows Print Spooler that allows remote code execution with SYSTEM 
privileges. 

"Mac Antivirus"  
Vendor name: 360.CN 

360 Skylar ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: AVAST Software a.s. 
Avast Business Antivirus ( 13.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition Yes 

Avast Business Antivirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition Yes 

Avast Business Antivirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition Yes 

Avast Business Antivirus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 717 of 826 

 

 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Download Latest Virus Definition Yes 

Avast Mac Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition Yes 

Avast Mac Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition Yes 

Avast Mac Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition Yes 

Avast Mac Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition Yes 

Avast Mac Security ( 13.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition Yes 

Avast Mac Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition Yes 

Avast Mac Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition Yes 

Avast Mac Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition Yes 

Avast Mac Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Download Latest Virus Definition Yes 

Avast Mac Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition Yes 

Avast Mac Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition Yes 

Avast Mac Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition Yes 

Avast Mac Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition Yes 

Avast One ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Avast One ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Avast One ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Avast One ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Avast One ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Vendor name: AVG Technologies CZ, s.r.o. 
AVG AntiVirus ( 2015.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

AVG AntiVirus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

AVG AntiVirus ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

AVG AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

AVG AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

AVG AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

AVG AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

AVG AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

AVG AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

AVG AntiVirus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

AVG AntiVirus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

AVG AntiVirus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Vendor name: Amelia Dybala 
AntiVirus Thor ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Apple Inc. 
Gatekeeper ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Real Time Protection Yes 

Gatekeeper ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Real Time Protection Yes 

Gatekeeper ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Real Time Protection Yes 

Gatekeeper ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Real Time Protection Yes 

Xprotect ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Xprotect ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Xprotect ( 2105.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Xprotect ( 2161.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Xprotect ( 2162.x ) : 
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Xprotect ( 2163.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Xprotect ( 2165.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Xprotect ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Xprotect ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Xprotect ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Avira GmbH 
Avira Free Antivirus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Avira Free Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Avira Mac Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Avira Mac Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Avira Mac Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection No 

Avira Mac Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Bitdefender 
Bitdefender Antivirus for Mac ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Bitdefender Antivirus for Mac ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Bitdefender Antivirus for Mac ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Bitdefender Antivirus for Mac ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Bitdefender Antivirus for Mac ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Bitdefender Antivirus for Mac ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Bitdefender Endpoint Security for Mac ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Endpoint Security for Mac ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Endpoint Security for Mac ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Bitdefender Virus Scanner ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Bitdefender Virus Scanner Plus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Carbon Black, Inc. 
Carbon Black Cloud ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Carbon Black Defense ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Carbon Black Defense ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Carbon Black Defense ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Carbon Black Response ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Carbon Black Response ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Check Point Software Technologies 
Check Point Endpoint Security ( 80.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Check Point Endpoint Security ( 83.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Check Point Endpoint Security ( 84.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Check Point Endpoint Security ( 85.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Check Point Endpoint Security ( 86.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Check Point Endpoint Security ( 87.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Chili Security 
Chili Antivirus for Mac ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Cisco Systems, Inc. 
Cisco Advanced Malware Protection for Endpoints ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Cisco Secure Endpoint ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Vendor name: ClamWin Pty Ltd 
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ClamXav ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

ClamXav ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Vendor name: Comodo Group 
Comodo Antivirus for Mac ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Comodo Antivirus for Mac ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: CrowdStrike, Inc. 
CrowdStrike Falcon ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

CrowdStrike Falcon ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 
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CrowdStrike Falcon ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

CrowdStrike Falcon ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Vendor name: Cyber Intelligence Solution, LLC 
Antivirus X-Out ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CyberByte SRL 
CyberByte Antivirus ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Cybereason 
Cybereason ActiveProbe ( 17.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cybereason ActiveProbe ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cybereason ActiveProbe ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cybereason ActiveProbe ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cybereason ActiveProbe ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cybereason ActiveProbe ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Cybereason ActiveProbe Antimalware ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Cybereason ActiveProbe Antimalware ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Cybereason ActiveProbe Antimalware ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Cybereason ActiveProbe Antimalware ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Cylance Inc. 
Advanced Threat Prevention ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

CylancePROTECT ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

CylancePROTECT ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

CylancePROTECT ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Cynet Security LTD 
CynetEPS ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Doctor Web, Ltd. 
Dr.Web Light ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr.Web for MacOS ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Dr․Web for Mac OS X ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Vendor name: EDELWEISS SRL 
Endurance Antivirus ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Endurance Antivirus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Endurance Antivirus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ESET 
ESET Cyber Security ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

ESET Cyber Security ( 7.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 
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Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

ESET Cyber Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

ESET Cyber Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

ESET Cyber Security Pro ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

ESET Cyber Security Pro ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 
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ESET Endpoint Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

ESET Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

ESET Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

ESET Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

ESET Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check Yes 
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Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

ESET NOD32 Antivirus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Vendor name: Elasticsearch B.V. 
Elastic Agent ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Elastic Agent ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Endgame, Inc. 
Endgame Sensor ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: F-Secure Corporation 
F-Secure Anti-Virus for Mac ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

F-Secure Anti-Virus for Mac ( 16.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

F-Secure Anti-Virus for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

F-Secure Anti-Virus for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

F-Secure Anti-Virus for Mac ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

F-Secure Anti-Virus for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

F-Secure Anti-Virus for Mac ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

F-Secure Client Security for Mac ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Client Security for Mac ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 740 of 826 

 

 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Client Security for Mac ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Client Security for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Computer Protection for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Computer Protection for Mac ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Computer Protection for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Computer Protection for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Remediation AntiVirus Scan No 

F-Secure Computer Protection for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure Computer Protection for Mac ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

F-Secure SAFE ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

F-Secure SAFE ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: FireEye, Inc. 
FireEye Endpoint Agent ( 27.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

FireEye Endpoint Agent ( 28.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

FireEye Endpoint Agent ( 29.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

FireEye Endpoint Agent ( 30.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

FireEye Endpoint Agent ( 31.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

FireEye Endpoint Agent ( 32.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

FireEye Endpoint Agent ( 33.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

FireEye Endpoint Agent ( 34.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

FireEye Endpoint Agent ( 35.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Fortinet Inc. 
FortiClient ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Fortinet Endpoint Detection And Response ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Fortinet Endpoint Detection And Response ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: G Data Software AG 
G DATA Security Client ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G DATA Security Client ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data AntiVirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

G Data AntiVirus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

G Data AntiVirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: IObit 
MacBooster ( 2.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

MacBooster ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Intego 
Flextivity ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

VirusBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

VirusBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

VirusBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

VirusBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

VirusBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Vendor name: J2 Global, Inc 
VIPRE Endpoint Security ( 11.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: JAMF Software 
Jamf Protect ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Jamf Protect ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Kaspersky Lab 
Kaspersky Anti-Virus ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Kaspersky Anti-Virus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Kaspersky Endpoint Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Kaspersky Endpoint Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Kaspersky Internet Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Kaspersky Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Kaspersky Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Kaspersky Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Kaspersky Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Kaspersky Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Kaspersky Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 
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Remediation Download Latest Virus Definition No 

Kaspersky Plus ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Security Cloud ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Kaspersky Security Cloud ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Real Time Protection No 

Remediation Download Latest Virus Definition No 

Vendor name: Kromtech 
MacKeeper ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

MacKeeper ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Vendor name: MacPaw Inc. 
CleanMyMac X ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

CleanMyMac X ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Malwarebytes Corporation 
Malwarebytes ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Malwarebytes ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Malwarebytes Anti-Malware ( 1.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Malwarebytes Anti-Malware ( 1.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware ( 3.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Endpoint Protection ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Max Secure Software 
Max Secure AntiVirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Last Scan Time No 

MaxTotalSecurity ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

MaxTotalSecurity ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: McAfee, Inc. 
McAfee All Access - Internet Security ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

McAfee All Access - Internet Security ( 4.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

McAfee AntiVirus Plus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

McAfee AntiVirus Plus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

McAfee Endpoint Protection for Mac ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

McAfee Endpoint Protection for Mac ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

McAfee Endpoint Protection for Mac ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

McAfee Internet Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

McAfee Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

McAfee Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation Real Time Protection No 

McAfee Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

McAfee Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

McAfee Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

McAfee LiveSafe™ ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

McAfee LiveSafe™ ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

McAfee Security ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

McAfee Total Protection ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Mcafee Multi Access - Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Mcafee Multi Access - Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Vendor name: MicroWorld Technologies Inc. 
eScan Anti Virus Security ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Microsoft Corporation 
Microsoft Defender ATP ( 100.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 
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Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 
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Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time Yes 

Remediation Real Time Protection Yes 

System Center Endpoint Protection for Mac ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 
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Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

System Center Endpoint Protection for Mac ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Vendor name: Norman AS 
Norman Antivirus for Mac ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: PC Matic, Inc. 
PC Matic ( v0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: PC Tools Software 
iAntiVirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Palo Alto Networks, Inc. 
Cortex XDR ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time No 

Traps ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Traps ( 5.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Traps ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Traps ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Vendor name: Panda Security, S.L. 
Panda Adaptive Defense 360 ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Antivirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Panda Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: ProtectWorks Limited 
ProtectMac AntiVirus ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Quick Heal Technologies (P) Ltd. 
Quick Heal Total Security ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Quick Heal Total Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Quick Heal Total Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Quick Heal Total Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation Real Time Protection No 

Seqrite Endpoint Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 
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Remediation Real Time Protection No 

Vendor name: ReaQta BV 
ReaQta EDR ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: SecureMac.com, Inc. 
MacScan ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Last Scan Time No 

Vendor name: SentinelOne 
Sentinel Agent ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Sentinel Agent ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Sentinel Agent ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Sentinel Agent ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 
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Remediation Real Time Protection No 

Sentinel Agent ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Sentinel Agent ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Sentinel Agent ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check No 

Remediation Real Time Protection No 

Vendor name: Sniper Guard LTD 
Antivirus Sniper ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Vendor name: Sophos Limited 
Sophos Anti-Virus ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Sophos Anti-Virus ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Sophos Anti-Virus ( 10.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Sophos Endpoint ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Sophos Endpoint ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Sophos Home ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Sophos Home ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 
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Remediation Download Latest Virus Definition No 

Sophos Home ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Vendor name: Symantec Corporation 
Norton 360 ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Norton AntiVirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Norton AntiVirus ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Remediation AntiVirus Scan No 

Norton Internet Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Norton Internet Security ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Norton Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Norton Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Norton Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Norton Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Norton Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Norton Security ( 8.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Norton Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Norton Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Norton Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Symantec AntiVirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection ( 6.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Symantec Endpoint Protection ( 12.1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Symantec Endpoint Protection ( 14.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Symantec Endpoint Protection ( 14.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Symantec Endpoint Protection ( 14.3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Remediation AntiVirus Scan No 

Remediation Download Latest Virus Definition No 

Symantec Endpoint Protection Cloud ( 8.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Symantec Endpoint Protection Cloud ( 14.3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: ThreatTrack Security, Inc. 
VIPRE Business for Mac Agent ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

VIPRE Business for Mac Agent ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Total Defense, Inc. 
Total Defense Antivirus for Mac ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Total Defense Antivirus for Mac ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Vendor name: Trend Micro, Inc. 
Apex One (Mac) Security Agent ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan Yes 
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Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Cyber Eye Security Agent ( 3.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Trend Micro Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Trend Micro Deep Security Agent ( 20.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

Trend Micro Internet Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Trend Micro Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Trend Micro Internet Security ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Trend Micro Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Trend Micro Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Trend Micro Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Trend Micro Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan Yes 
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Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Trend Micro Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Trend Micro Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Trend Micro Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Evaluation Last Scan Time Yes 

Remediation AntiVirus Scan Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition Yes 

Trend Micro VirusBuster ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Trend Micro VirusBuster ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Trend Micro VirusBuster ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Evaluation Virus Definition Check Yes 

Remediation Real Time Protection Yes 

Remediation Download Latest Virus Definition No 

Vendor name: UAB RCS LT 
Combo Cleaner: Antivirus and System Optimizer ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Voros Innovation 
Antivirus Zap ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Webroot Software, Inc. 
Webroot SecureAnywhere ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Evaluation Last Scan Time No 

"Mac Firewall"  
Vendor name: Apple Inc. 

Mac OS X Builtin Firewall ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 
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Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 12.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 780 of 826 

 

 

Remediation Enable Firewall Yes 

Mac OS X Builtin Firewall ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall Yes 

Vendor name: Check Point Software Technologies 
Check Point Endpoint Security ( 80.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 83.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 84.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 85.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 86.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 87.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ESET 
ESET Cyber Security Pro ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Cyber Security Pro ( 5.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Vendor name: Intego 
Flextivity ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

NetBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

NetBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VirusBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VirusBarrier ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VirusBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VirusBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VirusBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: McAfee, Inc. 
McAfee All Access - Internet Security ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee All Access - Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Protection for Mac ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Protection for Mac ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Protection for Mac ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

McAfee Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Objective Development Soft. 
Little Snitch ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Little Snitch ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Little Snitch ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Open Door Networks, Inc. 
DoorStop X ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Vendor name: OpenBSD 
Packet Filter ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall No 

Packet Filter ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall No 

Packet Filter ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Remediation Enable Firewall No 

Packet Filter ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Remediation Enable Firewall No 

Vendor name: SentinelOne 
Sentinel Agent ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sentinel Agent ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sentinel Agent ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sentinel Agent ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sentinel Agent ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sentinel Agent ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sentinel Agent ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Symantec Corporation 
Norton 360 ( 8.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

"Mac Antispyware"  
Vendor name: 360.CN 

360 Skylar ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: AVAST Software a.s. 
Avast Business Antivirus ( 13.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Business Antivirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Business Antivirus ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Business Antivirus ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Mac Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Mac Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Mac Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection Yes 

Avast Mac Security ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Mac Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Mac Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Mac Security ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Mac Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Mac Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Mac Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Mac Security ( 14.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Mac Security ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast Mac Security ( 15.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Avast One ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast One ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast One ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast One ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avast One ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: AVG Technologies CZ, s.r.o. 
AVG AntiVirus ( 2015.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

AVG AntiVirus ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

AVG AntiVirus ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

AVG AntiVirus ( 19.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

AVG AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

AVG AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

AVG AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

AVG AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

AVG AntiVirus ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

AVG AntiVirus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

AVG AntiVirus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

AVG AntiVirus ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Vendor name: Amelia Dybala 
AntiVirus Thor ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Apple Inc. 
Gatekeeper ( 10.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Gatekeeper ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Gatekeeper ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Xprotect ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Xprotect ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Xprotect ( 2105.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Xprotect ( 2161.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Xprotect ( 2162.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 
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Xprotect ( 2163.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Xprotect ( 2165.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Evaluation Virus Definition Check No 

Xprotect ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Xprotect ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Xprotect ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Avira GmbH 
Avira Free Antivirus ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Free Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Mac Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Mac Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Avira Mac Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Avira Mac Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Bitdefender 
Bitdefender Antivirus for Mac ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus for Mac ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus for Mac ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus for Mac ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus for Mac ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Antivirus for Mac ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Endpoint Security for Mac ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Bitdefender Endpoint Security for Mac ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Virus Scanner ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Bitdefender Virus Scanner Plus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Carbon Black, Inc. 
Carbon Black Cloud ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Carbon Black Defense ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Carbon Black Defense ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Carbon Black Defense ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Carbon Black Response ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Carbon Black Response ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Check Point Software Technologies 
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Check Point Endpoint Security ( 80.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 83.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 84.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 85.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 86.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 87.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Chili Security 
Chili Antivirus for Mac ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Cisco Systems, Inc. 
Cisco Advanced Malware Protection for Endpoints ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cisco Secure Endpoint ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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Vendor name: ClamWin Pty Ltd 
ClamXav ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ClamXav ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Comodo Group 
Comodo Antivirus for Mac ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Comodo Antivirus for Mac ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Vendor name: CrowdStrike, Inc. 
CrowdStrike Falcon ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CrowdStrike Falcon ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CrowdStrike Falcon ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CrowdStrike Falcon ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Cyber Intelligence Solution, LLC 
Antivirus X-Out ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: CyberByte SRL 
CyberByte Antivirus ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Cybereason 
Cybereason ActiveProbe ( 17.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe Antimalware ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe Antimalware ( 21.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe Antimalware ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Cybereason ActiveProbe Antimalware ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Cylance Inc. 
Advanced Threat Prevention ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CylancePROTECT ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CylancePROTECT ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CylancePROTECT ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Cynet Security LTD 
CynetEPS ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Doctor Web, Ltd. 
Dr.Web Light ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Dr.Web for MacOS ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Dr․Web for Mac OS X ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: EDELWEISS SRL 
Endurance Antivirus ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Endurance Antivirus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Endurance Antivirus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ESET 
ESET Cyber Security ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Cyber Security ( 7.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Cyber Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Cyber Security ( 5.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Cyber Security Pro ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Cyber Security Pro ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Endpoint Antivirus ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

ESET Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET Endpoint Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

ESET NOD32 Antivirus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Vendor name: Elasticsearch B.V. 
Elastic Agent ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Elastic Agent ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Endgame, Inc. 
Endgame Sensor ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: F-Secure Corporation 
F-Secure Anti-Virus for Mac ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Anti-Virus for Mac ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Anti-Virus for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Anti-Virus for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Anti-Virus for Mac ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Anti-Virus for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Anti-Virus for Mac ( 18.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security for Mac ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security for Mac ( 13.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security for Mac ( 15.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Client Security for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Computer Protection for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Computer Protection for Mac ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Computer Protection for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Computer Protection for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure Computer Protection for Mac ( 17.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

F-Secure Computer Protection for Mac ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure SAFE ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

F-Secure SAFE ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: FireEye, Inc. 
FireEye Endpoint Agent ( 27.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 28.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 29.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 30.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 31.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 32.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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FireEye Endpoint Agent ( 33.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 34.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FireEye Endpoint Agent ( 35.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Fortinet Inc. 
FortiClient ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Fortinet Endpoint Detection And Response ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Fortinet Endpoint Detection And Response ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: G Data Software AG 
G DATA Security Client ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G DATA Security Client ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data AntiVirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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G Data AntiVirus ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

G Data AntiVirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: IObit 
MacBooster ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

MacBooster ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Intego 
Flextivity ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VirusBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VirusBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VirusBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VirusBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 
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VirusBarrier ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: J2 Global, Inc 
VIPRE Endpoint Security ( 11.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: JAMF Software 
Jamf Protect ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Jamf Protect ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Kaspersky Lab 
Kaspersky Anti-Virus ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Anti-Virus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Endpoint Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Endpoint Security ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 15.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 16.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 18.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Internet Security ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Plus ( 23.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Security Cloud ( 19.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Kaspersky Security Cloud ( 20.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Vendor name: Kromtech 
MacKeeper ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

MacKeeper ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Vendor name: MacPaw Inc. 
CleanMyMac X ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

CleanMyMac X ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Malwarebytes Corporation 
Malwarebytes ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes ( 0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware ( 1.0.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware ( 1.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Anti-Malware ( 3.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Malwarebytes Endpoint Protection ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Max Secure Software 
Max Secure AntiVirus ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

MaxTotalSecurity ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

MaxTotalSecurity ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: McAfee, Inc. 
McAfee All Access - Internet Security ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee All Access - Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus Plus ( 4.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee AntiVirus Plus ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Protection for Mac ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Protection for Mac ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Protection for Mac ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Endpoint Security for Mac ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Internet Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Internet Security ( 4.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee LiveSafe™ ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee LiveSafe™ ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

McAfee Total Protection ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Mcafee Multi Access - Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Mcafee Multi Access - Internet Security ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: MicroWorld Technologies Inc. 
eScan Anti Virus Security ( 0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Microsoft Corporation 
Microsoft Defender ATP ( 100.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  



Endpoint Security Assessment Plug-in 

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Terms of Use 

Page 814 of 826 

 

 

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Microsoft Defender ATP ( 101.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

System Center Endpoint Protection for Mac ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

System Center Endpoint Protection for Mac ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Vendor name: Norman AS 
Norman Antivirus for Mac ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: PC Matic, Inc. 
PC Matic ( v0.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: PC Tools Software 
iAntiVirus ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Palo Alto Networks, Inc. 
Cortex XDR ( 7.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Traps ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Traps ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Traps ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Traps ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Vendor name: Panda Security, S.L. 
Panda Adaptive Defense 360 ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Antivirus ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Panda Antivirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ProtectWorks Limited 
ProtectMac AntiVirus ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Quick Heal Technologies (P) Ltd. 
Quick Heal Total Security ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Total Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Total Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Quick Heal Total Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Seqrite Endpoint Security ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ReaQta BV 
ReaQta EDR ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SecureMac.com, Inc. 
MacScan ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: SentinelOne 
Sentinel Agent ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Sentinel Agent ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Sentinel Agent ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Sentinel Agent ( 4.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Sentinel Agent ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Sentinel Agent ( 21.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Sentinel Agent ( 22.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Vendor name: Sniper Guard LTD 
Antivirus Sniper ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Sophos Limited 
Sophos Anti-Virus ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Anti-Virus ( 9.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Anti-Virus ( 10.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Endpoint ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Endpoint ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Home ( 1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Home ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Sophos Home ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Symantec Corporation 
Norton 360 ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton AntiVirus ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton AntiVirus ( 12.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Internet Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Norton Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Norton Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec AntiVirus ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection ( 6.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection ( 12.1.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection ( 14.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection ( 14.2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection ( 14.3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection Cloud ( 8.0.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Symantec Endpoint Protection Cloud ( 14.3.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: ThreatTrack Security, Inc. 
VIPRE Business for Mac Agent ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

VIPRE Business for Mac Agent ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Total Defense, Inc. 
Total Defense Antivirus for Mac ( 7.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Total Defense Antivirus for Mac ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Trend Micro, Inc. 
Apex One (Mac) Security Agent ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Cyber Eye Security Agent ( 3.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Antivirus ( 11.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Trend Micro Deep Security Agent ( 20.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 
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Evaluation Detection No 

Trend Micro Internet Security ( 5.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Trend Micro Internet Security ( 6.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Trend Micro Internet Security ( 7.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Trend Micro Internet Security ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Trend Micro Internet Security ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Trend Micro Internet Security ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Trend Micro Security ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Trend Micro Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Trend Micro Security ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Trend Micro Security ( 3.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Trend Micro VirusBuster ( 8.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Trend Micro VirusBuster ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Trend Micro VirusBuster ( 9.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Vendor name: UAB RCS LT 
Combo Cleaner: Antivirus and System Optimizer ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Voros Innovation 
Antivirus Zap ( 3.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Webroot Software, Inc. 
Webroot SecureAnywhere ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

"Mac Hard Disk Encryption"  
Vendor name: Apple Inc. 

FileVault ( 10.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FileVault ( 11.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

FileVault ( 12.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Check Point Software Technologies 
Check Point Endpoint Security ( 80.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 83.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 84.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 85.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 86.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Check Point Endpoint Security ( 87.x ) : 
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Dell Inc. 
Dell Data Protection | Encryption ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 
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Vendor name: Hitek Software LLC 
AutoKrypt ( 11.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Kovell Ventures Ltd. 
iDoctor ( 1.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Kromtech 
MacKeeper ( 2.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

MacKeeper ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection Yes 

Vendor name: Nomadesk NV 
Nomadesk ( 9.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Sophos Limited 
Sophos SafeGuard ( 6.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

"Mac Patch Management"  
Vendor name: Apple Inc. 

Software Update ( 2.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Software Update ( 1.x ) :  
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Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Software Update ( 3.x ) :  
Product Specific Limitations 

Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Ivanti, Inc. 
Ivanti PatchLink Agent ( 8.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Munki 
Managed Software Center ( 4.x ) :  

Product Specific Limitations 
Method Functionality Requires Admin Privilege 

Evaluation Detection No 

Vendor name: Tanium Inc. 


