ivanti

Ivanti Connect Secure Deployment on Proxmox
Beta



Copyright Notice

This document is provided strictly as a guide. No guarantees can be provided or expected. This
document contains the confidential information and/or proprietary property of Ivanti, Inc. and its
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Revision History

Revision History

The following table lists the revision history for this document:

Document L.
. Date Description
Revision
1.0 July 2026 First version for 25.1.3.0 Beta
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ICS Proxmox Deployment

Introduction

This document provides a detailed guide for deploying Ivanti Connect Secure (ICS)
on Proxmox, including prerequisites for secure boot with Ivanti OVMF firmware,
steps to upload and prepare the ICS image, instructions to create and configure the
ICS virtual machine with appropriate hardware and network settings, initialization
using a configuration ISO, and reference configurations for firmware and image
management.

Prerequisites

lvanti Secure Boot

To boot Ivanti virtual ICS in secure boot mode, perform the following steps on compute
nodes.

1. Extract lvanti released OVMF firmware and VARS file from KVM ZIP artifact.

$ 1s -1
ISA-V-KVM-ICS-25.1.3.08-15737.1-VT-kvm.img.gz
ISA-V-KVM-ICS-25.1.3.8-15737.1.zip

kvm_template.xml
OVMF_CODE. sechoot.ivanti.fd
OVMF_VARS.sechoot.ivanti. fd

(= 45 BN - U N ]

2. Ivanti released OVMF firmware and VARS file needs to be copied to
/usr/share/pve-edk2-firmware directory of compute nodes.

1 root@proxmox:/usr/share/pve-edk2-firmware# 1ls *ivanti*
2 O0OVMF_CODE.sechoot.ivanti.fd OVMF_VARS_4M.ivanti.fd

3. Symlink default secboot OVMF files to point to Ivanti OVMF files. It should be as
follows.

1 root@bngproxl:/usr/share/pve-edk2-firmware# 1s -1 | grep -i ivanti

2 lrwxrwxrwx 1 root root 27 May 27 15:900 OVMF_CODE_4M.sechoot.fd ->
OVMF_CODE.sechoot.ivanti.fd

3 -rw-r--r-- 1 root root 3653632 May 27 14:58 OVMF_CODE.sechoot.ivanti.fd

4 =-rw-r--r-- 1 root root 548672 May 27 14:58 OVMF_VARS_4M.ivanti.fd

5 lrwxrwxrwx 1 root root 22 May 27 15:81 OVMF_VARS_4M.ms.fd ->
OVMF_VARS_4M.ivanti. fd
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4. Since OVMF contents is being modified, disable automatic update of OVMF.

1 apt-mark hold pve-edk2-firmware-ovmf

Upload ICS Image to Proxmox

To upload the ICS image on Proxmox, perform the following steps:
1. Extract ICS image from KVM ZIP artifact.

1 $1s -1

2 ISA-V-KVM-ICS5-25.
3

4

(RN

.3.8-15737.1-VT-kvm. img. gz
ISA-V-KVM-ICS-25.1.3.8-15737.1.zip

kvm_template.xml

5 OVMF_CODE.sechoot.ivanti. fd
6 O0VMF_VARS.sechoot.ivanti. fd

2.Unzip KVM image file.

1 $1s -1
2 ISA-V-KVM-ICS-25.1.3.8-15737.1-VT-kvm.img

3.Rename .img file to .qcow?2. Proxmox identifies file type based on extension.

Note: Itisimportant to rename .img to .qcow?2. Without this step, proxmox identifies image as raw and VM will not
boot.

1 $ mv ISA-V-KVM-ICS-25.1.3.8-15737.1-VT-kvm.img ISA-V-KVM-ICS-25.1.3.0-
15737.1-VT-kvm.qgcow2

2 $1s -1

3 ISA-V-KVM-ICS-25.1.3.8-15737.1-VT-kvm.acow2
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4.Upload ICS gqcow?2 image to Proxmox.

X PROXMOX vitual Environment 9.2.2 s
Setyel View B storage ‘ocal’ on node ‘bngprox1’
E2 Datacenter
B bogprox? & Summary Upload  Download from URL O impont Remove
£22 localnetwork (bngprox1) B Backups e
= [Jiocal (bngprox1) @ 150 Images

£ (]iocalvm (bngprox1) [ CT Templates

O import

of' Permissions

X PROMO

O

o
Upload
Fie C \fakepathUSA-V-KVM-ICS-25
Fiédo name ISAV-KVM.ICS-25 1.3 015737 1-VT-kvm-2 ¢
Fie size 188 GiB
MIME type

Hash algorithm  Nona

Uploads are stored temporanly in “vartmp’, make sure there is

enough free space
oot
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X PRO MO

Task viewer: Copy data
Outpud Slalus
g

starting fie import from: picad-78b | 29090 e

gt node brgos]
target fie: fvar/Sly/ve/rport/TSA-V-EVM-ICS-25.1,3.0- 1S737.1-VT- o 2 ol
file ze i: 2013855744

command: gp = | ppveupload- 78b1 2 McDire59008 1d
finesta] Ml Qo Suctessfully
TASK 0K

VEVMHICS25.1.3.0-15737 1V T2 quow?
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Create ICS VM on Proxmox

To create ICS VM image on Proxmox, perform the following steps:

1. Select Create VM option on Proxmox hypervisor.
X PROXMO X virtual Environment 9.2.2

Server View e Node ‘bngprox1*

£ Datacenter

.k u ’ =
e Node ‘bngprox 1’ =L
252 localnetwork (bngprox1)

Description Disk usage Memory us CPUu
localnetwork (bngproxi)

local {(bngprox1) 137%

local-lvm (bngprox1) 0.0%

- 1 Type
ﬁ]looal (bngprox1) ook M peenary 82 zone
&[] iocalvm (bngprox1) | © Create CT Jotes = 0
B BukStat o sl
torage
B Bulk Shutdown - E s
ayslam
£ Bulk Suspend
2 Network
>_ Shell
¥ Certificates
Wk \N
@ DNS
Q@ Hosts
€ Options
@ Time
B System Log
& Updates
@) Repositories
U Firewall
8 Disks
2. Enter the virtual machine name.
Create: Virtual Machine
|
os
Node bngproxi Resource Pool
VM ID 100
Name icq
| Addto HA
@ Help

Advanced [ ] BEE ‘ m
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3.Select “Do not use any media” option.

Create: Virtual Machine

General System

() Use CD/DVD disc image file (iso) Guest 0S
Type Linux
Version 7x-26 Kernel

) Use physical CD/DVD Drive

(® Do not use any media

Advanced Back m

4.Select information as follows:
a. Machine type: g35.
b. BIOS: OVMF (UEFI).
c¢. Add EFI Disk.
d. Pre-enroll Keys.
e. Add TPM.
f.Version: 2.0.

Copyright © 2026, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 10 of 17


http://www.ivanti.com/company/legal

ICS Proxmox Deployment

Create: Virtual Machine )

General  OS Disks  CFU  Lemon

Graphic card Default SCSI Controller.  VirtlO SCSI
Machine q35 Qemu Agent
| Firmware
BIOS OVMF (UEFI) Add TPM M
Add EFI Disk: M TPM Storage local-lvm
EFI Storage local-lvm
Version v2.0

Pre-Enroll keys: A

0 oo ponces - (D D

5. Delete default disk by clicking trash button on top left.

Create: Virtual Machine ®

General 0S  System CPU

=8 Bandwidth

Bus/Device Scsl 0 ¥ Cache Default (No cache)
SCSI Controller:  VirtlO SCSI Discard ]
Storage local-lvm 10 thread

Disk size (GiB) 32

o s parces ) [ D
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6.Click “Import” on bottom left corner for option to import ICS image.

7.lmport uploaded qcow?2 ICS image. Use Virtio Block as Bus/Device.

Create: Virtual Machine

General 0S System [Sa§ CPU

virtio0 o B sandwidn
Bus/Device VirtlO Block 0 Cache Default (No cache)
Import Storage local Discard
Select Image ISA-V-KVM-ICS-25.1.3.0 10 thread
Target Storage local-lvm
© Help Advanced Back Next

8.Enter CPU and memory information to suit your ICS instance size.
a.ISA4500V: 4 vCPUs and 8 GB RAM.

b.ISA6500V: 8 vCPUs and 16 GB RAM.
c. ISA8500V: 12 vCPUs and 32 GB RAM.
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Create: Virtual Machine

General OS  System  Disks Memory

Sockets 1 Type host X

Cores 1 Total cores 1

© Help Advanced m m

9.Select “Virtio (Paravirtualized)” for network model. Following interfaces need to be
configured. Create appropriate bridge interfaces for virtual NICs.
a.Management.

b. Internal.

c. External

Copyright © 2026, Ivanti, Inc. All Rights Reserved. Privacy and Legal.
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Create: Virtual Machine ®

Memory Confirm

General OS  System Disks CPU

No network device
Bridge vmbr0 Model VirtlO (paravirtualized)

VLAN Tag no VLAN MAC address auto

Firewall ]

© e AR

10.Click Confirm. Click Finish.

Create: Virtual Machine [}

|
—

General OS System Disks CPU  Memory

Key T Value

i s a
cpu host

efidisk0 local-lvm: 1 efitype=4m, pre-enrolled-keys=1

ide2 none media=cdrom

machine q35

memory 2048

name ICS

net0d virtio,bridge=vmbr0 firewall=1

nodename bngprox1

numa 0

ostype 126

scsihw virtio-scsi-pci

sockets 1

tpmstate0 local-lvm:1 version=v2.0

virtio0 local-lvm:0,import-from=local.import/ISA-V-KVM-ICS-25.1.3.0-15737.1-VT-kvm-2 qcow2,iothre....
vmid 100 bt

| Start after created

11. Start virtual machine.

pavrcsa

Copyright © 2026, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 14 of 17


http://www.ivanti.com/company/legal

ICS Proxmox Deployment

Configuration Initialization

ICS on Proxmox supports configuration initialization through init ISO image.

1. Extract kvm_template.xml file from KVM image tar.gz file. Example:- ISA-V-
KVM-ICS-25.1.4.0-18668.1.tar.gz.

2.Fillin required details.

3.Create ISO image from kvm_template.xml.

mkisofs -1 -o kvm.iso kvm_template.xml
Note: File name must be kvm_template.xml

4.Upload kvm.iso to Proxmox ISO datastore.

Uploads are stored temporanly in /varimp”, make sure there s
enough free space

5.When creating virtual machine, select ISO image.
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Create: Virtual Machine

General m System

Guest OS
ge.  local y Linux

mage: kvm.iso Version 7.x - 2.6 Kernel

6.Import gcow?2 image in subsequent steps.

7.If initialization is successful, then following output will be seen.

iting CD-ROM for Initial Con
ng whether Custom data = is ¢ able
s is KUH enwironment and configuration drive is present

Loaded Initial Configuration
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Reference working configuration

Virtual Machine 100 (ics) on node 'bngprox1’ No Tags &
& Summary Add Remove  Edit Disk Action Revert
> Console @ Memory 200 GiB
& Hardware ﬂ Processors 1 (1 sockets, 1 cores) [host]
& Cloud-Init 8 sios OVMF (UEFI)
& Options 2 Display Default
o5 Machine q35
(@ Task History
£ SCsl Controller VirtlO SCSI single
® Monitor @ CD/DVD Drive (ide2) local iso/kvm iso, media=cdrom size=352K
Backup & Hard Disk (virtio0) local-lvm vm-100-disk-2 iothread=1,size=80G
13 Replication = Network Device (net0) virtio=BC:24:11:F1:12:3B bridge=vmbr0 firewall=1
9 Snapshots & EFI Disk local-lvm vm-100-disk-0 efitype=4m ms-cert=2023k pre-enrolled-keys=1 size=4M
8 TPM State local-lvm vm-100-disk-1 size=4M version=v2 0

U Firewall

o' Permissions

Documentation

Ivanti documentation is available at https://www.ivanti.com/support/product-documentation.

Technical Support
When you need additional information or assistance, you can contact "Support Center:

«  https://forums.ivanti.com/s/contactsupport

e support@ivanti.com

For more technical support resources, browse the support website
https.//forums.ivanti.com/s/contactsupport
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