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Preface

Preface

Document conventions

The document conventions describe text formatting conventions, command syntax conventions, and

important notice formats used in Ivanti technical documentation.

Text formatting conventions

Text formatting conventions such as boldface, italic, or Courier font may be used in the flow of the text

to highlight specific words or phrases.

Format Description

bold text Identifies command names

Identifies keywords and operands

Identifies the names of user-manipulated GUI elements

Identifies text to enter at the GUI

italic text Identifies emphasis

Identifies variables

Identifies document titles

Courier Font Identifies command output

Identifies command syntax examples

Command syntax conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of

parameters and their logical relationships.

Convention Description

bold text Identifies command names, keywords, and command options.
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Convention Description

italic text |dentifies a variable.

[] Syntax components displayed within square brackets are optional.
Default responses to system prompts are enclosed in square
brackets.

{x|y|z} A choice of required parameters is enclosed in curly brackets

separated by vertical bars. You must select one of the options.

x|y A vertical bar separates mutually exclusive elements.

<> Non-printing characters, for example, passwords, are enclosed in
angle brackets.

Repeat the previous element, for example, member[member...].

\ Indicates a “soft” line break in command examples. If a backslash
separates two lines of a command input, enter the entire command
at the prompt without the backslash.

bold text Identifies command names, keywords, and command options.

Notes and Warnings

Note, Attention, and Caution statements might be used in this document.

o A Note provides a tip, guidance, or advice, emphasizes important information, or provides a
reference to related information.

Attention: An Attention statement indicates a stronger note, for example, to alert you when traffic

might be interrupted or the device might reboot.

Caution: A Caution statement alerts you to situations that can be potentially hazardous to you or cause
damage to hardware, firmware, software, or data.

Requesting Technical Support

Technical product support is available through the Ivanti Global Support Center. If you have a support
contract, file a ticket with Ivanti Global Support Center.
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¢ Product warranties—For product warranty information, visit
https://support.pulsesecure.net/product-service-policies/

Self-Help Online Tools and Resources

For quick and easy problem resolution, lvanti provides an online self-service portal called the Customer
Support Center (CSC) that provides you with the following features:

e Find CSC offerings: https://support.pulsesecure.net

e Search for known bugs: https://support.pulsesecure.net

¢ Find product documentation: https://www.ivanti.com/support/product-documentation

* Download the latest versions of software and review release notes:
https://support.pulsesecure.net

e Open a case online in the CSC Case Management tool: https://support.pulsesecure.net

» To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE)
Tool:
https://support.pulsesecure.net

For important product notices, technical articles, and to ask advice:

e Search the Knowledge Center for technical bulletins and security advisories:
https://kb.pulsesecure.net

e Ask questions and find solutions at the Pulse Community online forum:
https://community.pulsesecure.net

Opening a Case with lvanti Global Support Center
You can open a case with Ivanti Global Support Center on the Web or by telephone.

¢ Use the Case Management tool in the lvanti Global Support Center at
https://support.pulsesecure.net.

e Call 1-844 751 7629 (Toll Free, US).

For international or direct-dial options in countries without toll-free numbers, see
https://support.pulsesecure.net/support/support-contacts/.
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Reporting Documentation Issues

To report any errors or inaccuracies in lvanti technical documentation, or to make suggestions for
future improvement, contact Technical Support (https://support.pulsesecure.net). Include a full
description of your issue or suggestion and the document(s) to which it relates.
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Introduction to Ivanti Policy Secure

Overview

Ivanti Policy Secure (IPS) is a network access control (NAC) solution which provides network access only

to authorized and secured users and devices. It protects your network and guards mission critical

applications and sensitive data through comprehensive NAC management, visibility, and monitoring.

It reduces the cost and complexity of delivering and deploying granular, identity, and role enabled

access control from the branch to the corporate data center. It also addresses most NAC challenges,

which includes insider threats, guest access control, and regulatory compliance.

The IPS solution leverages AAA framework, which contains the user profiles, attributes, group roles and

identities. It then binds the user identity information to the endpoint and to the network and uses the

resultant policy to map the user to the appropriate role during the access session.

Ivanti Policy Secure

Role Provisioning

— —
= =

Switch/WLC

'Endpoint profiling, user auth, =:\\31 [ﬂ[l[l

Provisgioning

¥

Firewall

User access to protected resources

Endpoints

Protected
Resources
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IPS solution uses endpoint validation to place the users into specific access groups. The groups can be
provisioned access to different resources based on access control mechanisms such as virtual LANs
(VLAN), filters, or access control lists (ACL). You can also define additional QoS parameters for the
session for role based policy enforcement so that only authorized users can access the application and
data. The solution allows access only from users who are compliant with the security policies that you
define. IPS also works well with unmanaged devices, such as printers, VolP phones, and IP enabled
cameras. You can configure typical hosts, such as VolP phone, that is not 801.1X enabled to be
permitted to the network using SNMP enforcement and the Profiler. The integration with Profiler
enables IPS to build a database of the unmanaged devices on the network and have the same access
security as managed devices. IPS solution is extremely flexible and offers numerous options for
integration into your existing network. When an endpoint connects to the network, IPS gathers user
authentication data, endpoint security state data, and device location. It combines the information to
create dynamic policies or uses the user created policies, which are then propagated to enforcement
points. The enforcement can be either at the edge of the network prior to granting an IP address using
802.1X, within the network on the firewall, or both for greater granularity.

IPS Components

IPS solution consists of the following main components:

¢ lIvanti Policy Secure (IPS)—A central policy management server that validates the user’s identity,
determines the endpoint’s security compliance, and manages network policies.

e Enforcer—Policy enforcement points for user authentication. For example, switches, firewall, and
WLCs.

¢ Pulse Client—Client running on endpoints for user authentication, device compliance using IPS.

e Profiler—It dynamically identifies and classifies endpoints across managed and unmanaged
endpoint devices, so that access to network and resources can be controlled based on the type
of the device.

IPS offers the following benefits:
¢ Centralized management of Access and Compliance policies.
¢ Easy integration with several Authentication, Authorization, and Accounting (AAA) servers.

e Role-based, application-level enforcement.
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¢ Allows context-aware policy enforcement for wired and wireless connections across desktop and
mobile platforms.

e Distributed enforcement of network access policies.

e Dynamic endpoint assessment and enforcement.

e Supports compliance based network access for endpoints.

e Supports comprehensive network visibility with simplified auditing, and monitoring of devices.

e Supports interoperability with existing network infrastructure such as switches, wireless
controllers, AD, firewalls, IDS, and Security Information and Event Management (SIEM).

¢ Extends policy enforcement with information from Enterprise Mobility Management (EMM)
solutions. IPS supports leading global-device management solutions from Pulse Workspace
(PWS), Mobilelron, AirWatch, and Microsoft Intune. IPS works with the Mobile Device
Management (MDM) solution to evaluate whether the BYOD or corporate devices are compliant
with organizational and MDM policies.

e Supports automated device onboarding, self-service enrollment, and integration with existing
infrastructure to simplify deployments.

e Supports Simple Network Management Protocol (SNMP) in the network device definition for the
Profiling service to communicate with the network devices and profile endpoints that are
connected to the network devices.

e Delivers guest user access control capabilities for simple, seamless, and authorized network
access to guests.

e Supports captive portal capabilities for allowing users onto their guest networks and capturing
relevant information

IPS Enforcement Modes

To provision resource access policies, you can use 802.1X Layer 2 switch, access point, or firewall within
any enterprise class network edge infrastructure that supports 802.1X and Remote Authentication Dial-
In User Service (RADIUS).

The following types of devices can be used as IPS enforcement points:
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¢ Infranet Enforcer (Firewall) —Devices that control traffic flow based on Layer 3 data. You can use
Palo Alto, Check Point, Fortinet, Juniper Networks SRX series and Screen OS firewalls as

enforcers. For more information, see Layer 3 Enforcement.

e 802.1X devices—You can use any 802.1X enabled switches or access points with IPS. The 802.1X
protocol provides port based authenticated access to LAN. This standard applies to both wireless
and wired networks. For more information, see Layer 2 Enforcement.

You can use 802.1X enabled switches or access points with or without the Infranet Enforcer as part of
the solution. If you do not deploy the Enforcer, the 802.1X enabled switch or access point functions as
the enforcement point. You can create different security zones by configuring VLANs on the network

and assigning different roles to the appropriate VLAN.
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Profiler

Overview

Profiler dynamically identifies and classifies endpoints across managed and unmanaged endpoint
devices, so that access to network and resources can be controlled based on the type of the device. It
also helps you to get visibility and enforce your security policies for corporate access, BYOD, and guest

access.
The Profiler has the capability to:
e Detect and classify devices using DHCP fingerprinting.

e Provide access control for devices based on the device profile - mainly characterized by
Manufacturer, Operating System, and Device Category.

¢ Provide visibility into IP-enabled devices connecting to the network.
e Enable MAC Authentication.
e Enable granular policies based on device attributes.

A high-level overview of the configuration steps needed to set up and run Profiler is shown in the

following figure.
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Step 1: Download and Install Profiler License

Step 2: Switch Configuration

Set IP helpers for each
VLAN or mirror DHCP
port on switch

Switch Configuration for  Switch Configuration for
CDP/LLDP SHNMP Trap

N/

Waork with RSPAN
Configuration

Profiler Configuration to

Step 3: Wireless LAN Controller (WLC) Configuration

Forward HTTP User Agent to IPS

- 5
Step 4: Standalone Local Profiler Configuration
o (1Ps Only)
nHgure : . -
Configure SNMP Devices Profiler Authorization il andnﬂéi?tggstwered Rﬁ:?%:ﬁ'ﬁﬁggﬂgfs
Server

(Optional) Step 5: Remote Profiler Configuration

Lonfigure :
N Configure Role Mapping Rules for
Allow Access to IPS/Profiler Server F'rDﬁleréﬁ-EurLIl?rlzahﬂn Profilad Devices

For more information on deployment and configuration, see Profiler Deployment Guide.
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Roles, Realms and Sign-In Policy

Overview

IPS access management framework allows only qualified users to access protected resources. The
policies are created to allow or deny access to resources based on user’s role and user’s endpoint

device compliance. The access management framework comprises of the following key elements:

User Roles

User role is used to categorize a group of users and accordingly provide access to a set of protected
resources for these group of users. User role defines the type of access and the permissions required for
accessing a protected resource. Administrator can define multiple user roles for the end users.

For example:
¢ Employees- Users who require access to all the company resources.

e Contractors- Users who work on a contract basis and require access to selected network
resources.

¢ Guests- Users who visit the company and require limited access to network resources.

Authentication Realm

Authentication realm specifies the conditions that users must meet to sign-in to the system. A realm
contains details about the authentication server with which the user is authenticated and list of
restrictions/checks that needs to be passed on the client machine.

It also includes mapping of different users to different groups or roles with the use of role mapping
rules.
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e Authentication Server- An authentication server is a database that stores user credentials
(username, password, group, and attribute information). The user logs-in to IPS through a
specific authentication realm, which is associated with an authentication server, IPS forwards the
user's credentials to the authentication server to verify the user’s identity through AAA
framework.

The IPS supports the following authentication servers:

e Active Directory

e RADIUS

e LDAP

o RSA ACE/Server

e Certificate

e SAML Server

¢ Mac Address Authentication

e Local Authentication Server. For more information, see Local Authentication Server
Overview.

e Authentication Policy- It is a set of rules and restrictions to control resource access.

e Role-Mapping- It consists of conditions a user must meet for IPS to map the user to one or more
user roles. These conditions can be based on either the username, certificate, user information
returned by the realm’s directory server, or other administrator defined criteria.

The high-level configuration workflow is as follows:
1. Configure the Authentication Server
2. Configure User Roles
3. Configure Restrictions
4. Configure Authentication Realm

5. Configure Sign-in Policy
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Sign-in Policy

Sign-in policies define the URLs that users and administrators use to access the device and connect to
the network. This also provides option to the administrator to select the set of pages that users see
during the sign-in process. Note that, these pages can be customized by using Custom Sign-in Pages
option.

For example, if the enterprise has both PC users and mobile users, the admin can define two different
URLs so that different authentication methods can be used. The ICS could log in to the IPS with an RSA
token and their AD username and password. The mobile device use a client certificate (provided by an
MDM solution) and the AD username and password.

User Roles

The user can be assigned to one or more roles during the sign-in process. A role is an entity which
defines user session settings, role restrictions, appearance of the welcome page, and type of access
methods (Pulse Client or agentless).

Creating Roles
To create a user role:

1. Select Users > User Roles. For creating Administrator role, select Administrators > Admin
Role.
An administrator role specifies system management functions and session properties for
administrators who map to the role. You can customize an administrator role by selecting the
feature sets and user roles that members of the administrator role can view and manage.

2. Click New Role and then enter a name and, optionally, a description. This name is displayed in
the list of Roles on the Roles page.
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3. Under Options, specify the session and appearance details.

¢ Session Options—Sets timeouts and user permissions that apply to each session
established through the role.

¢ Ul Options—Sets the appearance of agentless log in pages.

¢ Guest User Account Management—Provides limited permissions to allow users
assigned to this role to create guest accounts

User Roles = New Role

New Role

Name: Full Access

Description:

w Options

Session and appearanca opfions are specfied in Default Options. Chack the following if this role should override these defaulis

#| Session Options
» Ul Options
Odyssey Settings for Access
Odyssey Settings for Preconfigured Installer
Enable Guast User Account Management Rights
Enable Sponsored Guest User Account Management Rights

Configuring User Access Options

IPS supports connection through an agent (software) installed on the client device. The supported
agent type is Pulse Client. The Administrator can configure what agent to install on the client device and

the corresponding settings to push during the installation.

To configure the user access options:
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Select Users > User Roles > Role Name > Agent.

ser Roles > Users = Agent = General

General

General Agentless

General Odyssey Setfings

v Options

(@ Install Agent for this role
Install Odyssey
@ Install Pulse Secure client

(] Enable Host Enforcer
d to this role

utt, i you en
Mal Enforcer poicies on the "Re
Host Enforcer policies that apply to this role:

= Access control

v Session scripts

Windows: Session end seript
This script is executed after the session has started. This script is executed affer the session has ended.

Windows: Session start script

Script Location Script Location

Save Changes

2. To allow Ivanti to download automatically on Windows endpoints, select Install Agent for this
role, and then select the Install Pulse Client option.

3. Under Session Scripts, specify scripts to run on Windows endpoints for users assigned to a role.
For example, you can specify a script that maps network drives on an endpoint as a session start
script, and you can specify another script that disconnects the mapped network drives as session

end script.

Customizing Ul Options

IPS provides options to administrators in customizing the page that gets displayed to the end users
during sign-in process. These customization options are applied based on the list of user roles that are
getting assigned to the end user. Using these options, administrators can change the logo, background
and the welcome message that gets displayed to the end users during the sign-in process.

To customize the welcome page:
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1. Select Users > User Roles > Role Name > General > Ul Options.

ivantl s

User Roles > Default Options for User Roles > General > Ul Options
Ul Options

Session Options m Custom Messages

Save Changes Restore Factory Defaults

Authentication

Administrators

Ivanti Policy Secure
Profiler Endpoint Policy Maintenance Wizards

v Header

Current appearance:-

Logo image: No file chosen " = = o )

Background color:

v User Toolbar

Determine the tools that are available to users at the top of the page on the Ivanti Policy Secure.
Home
Preferences

() Session Counter

v Post Auth Sign In Notification

If Role-based Post-Auth Sign-in Notification is configured in the sign-in url and this role is the first role assigned to the user after authentication, then this will be used.
(None)

v Personalized greeting

([ Show notification message on user's welcome page

2 e use ome ank, nothing
end the following message s ati ev

Vv Informative

Show instruction message

Welcome to the Ivanti Policy Secure. Do not
navigate away from this page, or you will lose
access to protected resources.

v User Admin

() Show User Admin instruction message

to format

Enable bulk user creation

Save Changes Restore Factory Defaults

Licensed to VASPH7RTHX3Q70ZBE
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2. (Optional) Under Header, specify a custom logo and alternate background color for the header
area of the welcome page:

e Click Browse and locate your custom image file. The new logo is displayed in the Current
appearance box only after you save your changes.

¢ Type the hexadecimal number for the background color, or click the Color Palette icon
and select a color. The Current appearance box updates immediately.

3. Under User Toolbar, select the Session Counter check box to display both a session countdown
timer and an Extend button that allows agentless users to extend their session time to the
maximum session length if the Enable Session Extension option is selected.

4. (Optional) Under Post-Auth Sign-In Notification, select a post authentication message that
you configured earlier. If you select this option, the user receives an information page (for
example, an end-user license agreement [EULA]) that you have created.

5. (Optional) Under Personalized greeting, select the Show notification message check box, and
enter a message in the associated text box.The message is displayed as a header on the welcome
page after the user is authenticated. You can format text and add links using the following HTML
tags: <i>, <b>, <br>, <font>, and <a href>. This information does not appear on the initial sign-
in page that is displayed prior to authentication. You can also use system variables and attributes
in this field.The length of the personalized greeting cannot exceed 12K, (12288 characters).If you
use unsupported HTML tags in your custom message, the system might display the user's home
page incorrectly.

6. (Optional) Under Informative, select the Show instruction message check box and specify any
instructions to appear on the welcome page. For example, you could advise users of company
privacy notices or usage restrictions, or you can link to another site for more information.

7. If youinclude a link to an external website, a warning message appears informing the user of loss
of access privileges if they leave the current page. To avoid this, add a tag for opening links in a
new browser window.

For example: <a href="http://www.google.com” target="_blank">Google</a> displays the
linked text "Google,” and the link opens in a new browser window.

The instruction message supports non-English languages.
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8. (Optional) Under User Admin, select the Show User Admin instruction message checkbox and
specify any instructions to appear on the user admin page. Select Enable bulk user creation to
create bulk user accounts for numerous users.

9. (Optional) Under Other, specify whether to display the copyright notice and label in the footer.
This setting applies only to users whose license permits disabling the copyright notice. For more
information about this feature, call Ivanti Support.

10. (Optional) Click Restore Factory Defaults to reset all user-interface options back to factory
defaults.

11. Click Save Changes.

 If a user maps to more than one role, then the system displays the user interface settings
that correspond to the first role to which the user is mapped.

 Sign-in pages can also be customized using the Custom Sign-In page functionality. For
more information, see Configuring Custom Sign-In Pages

Customizing the Session Options

IPS provides option to administrators for configuring the maximum session length and heartbeat
interval for the end user sessions. Using these options Administrator can control how long the user
sessions are allowed and the interval within which server should receive heartbeat from client device.

IPS also provides option to enable session roaming so that mobile users can continue to have the

connection with server while roaming.

To specify general session options:
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1. Select Users > User Roles > RoleName > General > Session Options.

Session Options

pgent Agentess

Overvie Restricfions ~ Session Options Ul Op
———

Save Changes
v Session lifetime

“Max. Session Length 725 minutes (min: 6

*Heartbeat Interval: 900 seconds (15 - 1800 seconds) Recommend greater than Host Checker interval (if enabled
“Heartbeat Timeout 1e00 seconds

“Auth Table Timeout 60 seconds (60 - 86400 seconds ) Auth table idle imeout value when auth table entry is provision as
“Reminder Time 5 minutes (min: 3

= Use Session/ldle timeout values sent by the primary RADIUS authentication Server

") Enable Session Extension Allow User to Exter

niries must b

) Allow VPN Through Firewall A work NOTE
as network NOTE: due

nficate but not ma
is feature only apples to n

w Enable session timeout warning

Enabled
@ Disabled

v Roaming session

Roaming sessions allow user sessions to work across source IP addresses. This is useful for mobile users with dynamically assigned IP addresses, as it allows them to sign in from their desk and continue
working from a conference room

@ Enabled (maximize mobility)
Limit to subnet (some mobility, increased security)

Disabled (maximize security)

Save Changes

2. For Max. Session Length, specify the number of minutes an active non-administrative user
session can remain open before ending. The minimum is 6 minutes. The maximum is 725
minutes. During a user session, prior to the expiration of the maximum session length, the
system prompts the user to reenter authentication credentials, thereby avoiding the unexpected
termination of the user session.

3. For Heartbeat Interval, set the frequency at which the endpoint sends out a heartbeat to IPS to
keep the session alive. For agentless access, the browser refreshes the page with every heartbeat.
Users must not the browser, because this will interrupt the heartbeat and end the session. Pulse
Client and the Java agent provide the heartbeat. You should ensure that the heartbeat interval of
the agent is greater than the Host Checker interval. If it is not, performance could be affected. In
general, set the heartbeat interval to 50% more than the Host Checker interval.

4. For Heartbeat Timeout, specify the amount of time the system should “wait” before terminating
a session when the endpoint does not send a heartbeat response.
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5. For Auth Table Timeout, enter a timeout value for the auth table entry to be provisioned as
needed. This parameter allows you to specify how long a user with no activity (for example, a
user reading a static web page), can remain in the auth table before the auth table entry is
cleared by the Infranet Enforcer.

6. Enter the reminder time in minutes.

7. Guest users (users created by guest user account managers) can log in with their guest account,
and then tunnel into their corporate Virtual Private Network (VPN). In this case, the heartbeat
connection to IPS is lost, and the user is disconnected after the heartbeat timeout expires. To
prevent this, use firewall traffic as the heartbeat by selecting the Allow VPN Through Firewall
check box.

When the "Disable use of Allow VPN Through Firewall check box is not checked (the
o default setting), AJAX requests are sent to the IPS at the configured interval. If the Use
Traffic as Heartbeats option is enabled, AJAX heartbeat errors are masked.

If a guest user is assigned two roles, and one of the roles has a Host Checker policy and one
doesn't, the user loses the role with the Host Checker policy if the Host Checker policy expires
while the user is accessing a VPN through a tunnel. The user will lose access to the resources
associated with the Host Checker role.

8. For agentless users, you can select the Enable Session Extension check box to allow users with a

Layer 2 or Layer 3 connection to continue a session beyond the maximum session length.

If this feature is enabled, users with agentless access can be reauthenticated and extend their
current session without interruption.

When the user session nears the end of maximum session length, a pop up a new sign-in page
for agentless. When the user enters credentials, Host Checker verifies that the user is still
compliant and the session continues.

When the user extends the session before its expiration, the session time is restored to the
original maximum session length time that you have specified for the role, and the log indicates
the new session time. If the user fails to extend the session before session time expires, the
session is terminated.

For agentless access, you must select the Session Counter option on the Ul Options tab to enable

the session timer.
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9. Under Enable Session timeout warning, specify:
e Enabled-To enable expiration warning for users using Pulse Client.
¢ Disabled-To disable expiration warning message.
10. Under Roaming session, specify:

¢ Enabled-To enable roaming user sessions for users mapped to this role. A roaming user
session works across source IP addresses, which allows mobile users (laptop users) with
dynamic IP addresses to sign in from one location and continue working from another.
Disable this feature to prevent users from accessing a previously established session from
a new source IP address. This prevents the spoofing attack on the user's session.

¢ Limit to subnet-To limit the roaming session to the local subnet specified in the Netmask
box. Users may sign in from one IP address and continue using their sessions with another
IP address if the new IP address is within the same subnet.

¢ Disabled-To disable roaming user sessions for users mapped to this role. Users who sign
in from one IP address may not continue an active session from another IP address. User

sessions are tied to the initial source IP address.

You must enable roaming for roles that are created for security policies that classify
sessions into VLANSs, for example, VLANSs that have been provisioned for Users or
Remediation. A session stores the client IP address. If the session gets placed in a
different VLAN transition, the control channel is re-established, and a new IP address is

o sent to the server. If the remediation role does not have roaming enabled, the server
terminates the session. This can lead to repeated problems. When the session is
terminated, it causes a new log on, which reconnects to the same session, resulting in
the same roaming problem. The Pulse client sets a connection roaming error and logs
the server FATAL_ERROR message.

11. Click Save Changes.

Configuring Role Restrictions

The role restrictions allow only a valid user to access the network and prevents unauthorized access.
You can specify security requirements based on source IP address, password, certificate, browser type,
and Host Checker policies. If the user does not meet the requirements specified in the restriction, then
the user is not allowed to access the protected resource.
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Source IP Access Restriction

Use a source IP restriction at the role to control from which IP addresses users can access a sign-in
page. You must specify one or more IP addresses otherwise; no IP address restriction applies.

To enable Source IP access restriction:
1. Select Users > User Roles > Select Role > General > Restrictions > Source IP.
2. Assign the Source IP restrictions on roles.

¢ Allow users to sign-in from any IP address- You can allow or deny access to any IP
address/netmask combination. For example, you can deny access to all users on a wireless
network (10.64.4.100), or you can allow access to all other network users (0.0.0.0).

e Allow or deny users from following IP address- Enter the IPv4/IPv6 address,
network/prefix length and choose whether to allow or deny access. Click Add.

3. Click Save Changes.

User Roles = Full Access > General > Restrictions > Source IP

Source IP
Restrictions

Source IP

® Allow users to sign in fram any IP address

Allow or deny users from the following IP addresses:

e ] ] ]
|Pvdive Address Netmask/Prefix Length Allow/Deny
| ® Allow O Deny
Note: This restriction will not allow access to the role if no IP addresses are listed. Add one or more source IP addresses from which users are allowed o sign in or denied access
Save Changes

Certificate Access Restriction

Certificate access restriction restricts access only to clients that have a client-side certificates. You can
further restrict access using specific certificate attribute and value pairs.

To enable certificate access restriction:
1. Select Users > User Roles > Select Role > General > Restrictions > Certificate.

2. Select the Only allow users with a client certificate signed by Certificate Authority (CA).
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3. Create a field/value pair check based on attributes within the client certificates. Enter the
"Certificate field" and the expected value. Click Add. The value in the field depends on the
naming attributes in the Relative Distinguished Name(RDN) in the subject DN of the certificate.

For example, if the subject DN is cn=user1, uid=uid1, sn=lastname, E=user1@sample.net,

OU=QA, O=company, C=US, you can use ‘cn’, 'uid’, 'sn’, 'E', 'ou’, '0’, 'c".

4. Click Save Changes.

User Roles > Full Access > General > Restrictions > Cerificate
Certificate
Overvie Restrictions 5 Opfions Ul Opfions
—
® Allow all users (no client-side certificate required)
Only allow users with a client-side certificate signed by Certification Authority to sign in. To change the certification authority, see the Trusted Client CA page. Important: To enable certificate restrictions or conditions for this role, you must
first choose to remember certificate information or enable certificate restrictions at the realm(s) that map users to this role, see Users Authentication page
You can optionally require specific values in the client certificate
10 - records per page Search
Certificate fleld (example "cn") Expected value
r ——
oo [l o
Save Changes

Host Checker Restrictions
To specify Host Checker restrictions:
1. Select Users > User Roles > Select Role > General > Restrictions > Host Checker.

2. Select Allow only users whose workstations meet the requirements specified by these
Host Checker policies to apply HC restrictions.

3. Select the Host Checker policy from the Available Policies list and click Add.

4. Select the Allow access to role if any ONE of the selected policies is passed check box if you do
not want to require users to meet all of the requirements in all of the selected policies.

5. Click Save Changes.
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User Roles = Full Access Role = General = Restrictions = Host Checker

Host Checker

Agent Agentless

Owverview Resfrictions Session Oplions Ul Optlions
T
Source 1P Browser Cerlificate Host Checker
I

'~ Allow all users (Host Checker not required)

'® Allow users whose workstations meet the requirements specified by these Host Checker policies:

Available Policies: Selected Policies:

antivirus . Notepad

Remove

L Allow access to the role if any ONE of the selected policies is passed.

To manage Host Checker policies, see the Host Checker configuration page.

Browser Restriction
To specify browser restrictions:

1. Select Users > User Roles > Select Role > General > Restrictions > Browser.

2. Select Only allow users matching the following user-agent policy to define browser access

control rules.
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3. Tocreate arule:

e For the user-agent string pattern, enter a string in the format
*<browser_string>*
where asterisk (*) is an optional character used to match any character and <browser_
string> is a case-sensitive pattern that must match a substring in the user-agent header
sent by the browser. You cannot include escape characters
(\) in browser restrictions.

o Select either:

¢ Allow to allow users to use a browser that has a user-agent header containing the
<browser_string> substring.

¢ Deny to prevent users from using a browser that has a user-agent header
containing the <browser_string> substring.

e Click Add.
4. Click Save Changes.

Rules are applied in order, so the first matched rule applies. Literal characters in rules are case sensitive,
and spaces are allowed as literal characters. For example, the string *Opera* matches any user-agent
string that contains the substring Opera.

User Roles > Full Access Role » General > Restrictions > Browser

Browser

Agent Agentless

Restrictions

® Allow all users matching any user-agent string sent by the browser.

Only allow users matching based on the user-agent string sent by the browser. Note that some browsers allow users to change this string, so this is not a guaranteed method of identifying the browser type

e T T

&  User-agent Access
® Allow Deny
Note: This restriction will not allow access tc the role if no user-agent sirings are listed
Save Changes
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Authentication Realm

An authentication realm defines the authentication server with which end user is authenticated and the
list of restrictions that must be satisfied on the client machine during sign-in. It also provides role
mapping option to administrators for configuring the list of roles that needs to be assigned to the user.
Role mapping provides flexibility to administrators in configuring how different set of roles need to be
assigned to the user.

Creating an Authentication Realm
To create an authentication realm:
1. Select Administrators > Admin Realms or Users > User Realms.

2. On the respective Authentication Realms page, click New.

User Realms > New Authentication Realm

New Authentication Realm

* Name Label fo reference this reaim

Description

A

When editing, start on the Role Mapping page

W Servers

Specify the servers fo use for aulhenticalion and authorization. To creale or manage servers, see the Servers page

Authentication Administrators. v Specify the serv
User Directory/Attribute: None v Specify the
Accounting None v Specify the
Device Attributes: None v Specify the se
v Additional Authentication Server
Enable additional authentication server
¥ Dynamic policy evaluation
Enable dynamic policy evaluation
Save Changes

*indicates required field

3. Enter a name to label this realm and, optionally, a description.

4. Select When editing, start on the Role Mapping page if you want the Role Mapping tab to be
selected when you open the realm for editing.
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5. Under Servers, specify:

¢ An authentication server to use for authenticating users who sign in to this realm.

(Optional) A directory/attribute server to use for retrieving user attribute and group
information for role-mapping rules and resource policies.

(Optional) A RADIUS accounting server to use to track when a user signs in and out.

Device attributes server to use the device attributes.

6. If you previously selected a RADIUS server for Authentication, the RADIUS Proxy option buttons
appear. Select Proxy Outer Authentication or Proxy Inner Authentication to allow the
system to proxy EAP authentication methods. Select Do not proxy if you do not want to use
RADIUS proxy.

7. Select Enable additional authentication server to specify an additional authentication server.
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8. To use dynamic policy evaluation for this realm, select Dynamic policy evaluation to enable an
automatic timer for dynamic policy evaluation of this realm’s authentication policy, role-mapping
rules, and role restrictions. Then:

o Select the Refresh interval option to specify how often to perform an automatic policy
evaluation of all currently signed in realm users. Specify the number of minutes (5 to
1440).

e Select Refresh roles to refresh the roles of all users in this realm. (This option does not
control the scope of the Refresh Now button.)

» Select Refresh resource policies to also refresh the resource policies for all users in this
realm. (This option does not control the scope of the Refresh Now button.)

e Click Refresh Now to manually evaluate the realm’s authentication policy, role-mapping
rules, role restrictions, user roles, and resource policies of all currently signed-in realm
users. Use this button if you make changes to an authentication policy, role-mapping
rules, role restrictions, or resource policies and you want to immediately refresh the roles
of this realm’s users.

e To use session migration for endpoints with the Pulse client, select the Session Migration
check box. Then enter the Authentication Group and specify whether you want to receive
user attributes from IF-MAP or from a directory server. Note that you must also configure
IF-MAP Federation for all of IPS nodes in a session migration network.

¢ Click Save Changes to create the realm. The General, Authentication Policy, and Role
Mapping tabs for the authentication realm appear.

9. Perform the next configuration steps:
¢ Configure one or more role-mapping rules.
¢ Configure an authentication policy for the realm.

¢ After you configure the authentication realm, select Authentication > Signing In >
Signin Policies, add the realm to a sign-in policy, and associate the realm with an
authentication protocol set.

Configuring Admin/User Realm to associate an additional
Authentication Server

To configure a user realm:
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option.

e Username: Specified by user on the sign-in page/Predefined as <USER>.

Select Users > User Realms > New User Realm.

Complete the settings for the user-realm.

Specify the username and password.

Under Additional Authentication Server, select the Enable additional authentication server

Select any already created authentication-server from the Authentication #2 dropdown.

o Configure Predefined as <NTUSER> if Primary Authentication server is AD server.

e Password: Specified by user in sign-in page options/Predefined as <PASSWORD>/Mask

static password.

6. Click Save Changes.

* Name:

Description:

w Servers

Authentication:
User DirectoryfAttribute:
Accounting:

Device Attributes:

+ Additional Authentication Server

Enable additional authentication server

[ Enable adaptive authentication

Authentication #2:

Usemame is:

Password is

‘ou can specify an additional authentication server. The addiional credentials can be specified by the user on the sign-in page (the labels

entication is supported by leveraging the be

Users

Default authentication
realm for users

[ When editing, start on the Role Mapping page

n. To create or manage servers, see the Servers page.
System Local v
None v
None M
None v
a als ca age (the

AD_204 v

@ specified by user on sign-in page

() predefined as{| <USER>

® specified by user on sign-in page

) predefined as;| <PASSWORD= [] Mask static password

End session if authentication against this server fails

authentication server.

Certificate Auth Server and SQL Auth Server are currently not supported as secondary

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 44 of 1219



http://www.ivanti.com/company/legal

Roles, Realms and Sign-In Policy

Configuring Realm Restrictions

Source IP Access Restriction

Use a source IP restriction at the realm to control from which IP addresses users can access a sign-in
page.

To enable Source IP access restriction:
1. Select Users > User Realm > Select Realm > Authentication Policy > Source IP.

2. Select one of the following options:

¢ Allow users to sign-in from any IP address- You can allow or deny access to any IP
address/netmask combination. For example, you can deny access to all users on a wireless
network (10.64.4.100), or you can allow access to all other network users (0.0.0.0).

e Allow or deny users from following IP address- Enter the IPv4/IPv6 address,
network/prefix length and choose whether to allow or deny access. Click Add.

3. Click Save Changes.

[User Realms = Users > Authentication Policy = Source IP

Source IP

General Authentication Policy Role Mapping

Source IP Browsel

® Allow users to sign in from any IP address
Allow or deny users from the following P addresses:

e
IPvdlv6 Address Netmask/Prafix Length Allow/Deny
| ® Allow © Deny
Note: This restriction will not be enforced if no IP addresses are listed. Add one or more source IP addresses from which users are allowed to sign in or denied access.
Save Changes

Certificate Access Restriction

Certificate access restriction restricts access only to clients that have a client-side certificates. You can
further restrict access using specific certificate attribute and value pairs.

To enable certificate access restriction:
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1. Select Users > User Realms > Select Realm > Authentication Policy > Certificate.

2. Select one of the following options:
¢ Allow all users- Requires no client certificate.

e Allow all users and remember certificate information while user is signed in.-Client
certificate information is saved.

e Only allow users with a client certificate signed by Certificate Authority (CA). -
Requires client certificate signed by CA.

3. Create a field/value pair check based on attributes within the client certificates. Enter the
“Certificate field” and the expected value. Click Add. The value in the field depends on the
naming attributes in the Relative Distinguished Name(RDN) in the subject DN of the certificate.
For example, if the subject DN is cn=user1, uid=uid1, sn=lastname, E=user1@sample.net,
OU=QA, O=company, C=US, you can use ‘cn’, ‘uid’, 'sn’, 'E’, ‘'ou’, ‘o', 'c’.

4. Click Save Changes.

User Realms = Users » Aulheniication Policy > Gertificate.

Certificate

General Authentication Policy Role Mapping

Ceriificate

Allow all users (no client-side certificate required)
Allow all users and remember certificate information while user is signed in.

Only allow users with a client-side certificate signed by Trusted Client CAs to sign in. To change the certification authority, see the Trusted Client CA page.

You can optionally reguire specific values in the client certificate

10 ~ | records per page Search
Cerificate field (example "cn”) Expected value
— —
« Previous n Next—

Host Checker Restrictions
To specify Host Checker restrictions:
1. Select Users > User Roles > Select Realm > General > Restrictions > Host Checker.

2. Select Allow users whose workstations meet the requirements specified by these Host
Checker policies to apply HC restrictions.
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3. Select the Host Checker policy from the Available Policies list and click Add.

4. Select the Allow access to role if any ONE of the selected policies is passed check box if you do
not want to require users to meet all of the requirements in all of the selected policies.

5. Click Save Changes.

User Roles = Full Access Role = General = Restrictions = Host Checker

Host Checker

Agent Agentless

Owverview Resfrictions Session Opfions Ul Opfions
T
Source IP Browser Ceriificate Host Checker
I

' Allow all users (Host Checker not required)

'® Allow users whose workstations meet the requirements specified by these Host Checker policies:

Available Policies: Selected Paolicies:

- antivirus -
Remaove

L) Allow access to the role if any ONE of the selected policies is passed.

To manage Host Checker policies, see the Host Checker configuration page.

Browser Restriction
To specify browser restrictions:
1. Select Users > User Realms > Select Realm > Authentication Policy > Browser.

2. Select Only allow users matching the following user-agent policy to define browser access

control rules. To create a rule:
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¢ For the user-agent string pattern, enter a string in the format *<browser_string>* where
asterisk (*) is an optional character used to match any character and <browser_string> is a
case-sensitive pattern that must match a substring in the user-agent header sent by the
browser. You cannot include escape characters(\) in browser restrictions.

e Select one of the following options:

¢ Allow to allow users to use a browser that has a user-agent header containing
the <browser_string> substring.

e Deny to prevent users from using a browser that has a user-agent header
containing the <browser_string> substring.

e Click Add.

3. Click Save Changes. Rules are applied in order, so the first matched rule applies. Literal
characters in rules are case sensitive, and spaces are allowed as literal characters. For example,
the string *Opera* matches any user-agent string that contains the substring Opera.

user Realms = Users = Authentication Policy > Browser

Browser

General Authentication Policy Role Mapping

Browser erfficats  Password  HostChecker  Limits  RADIUS Request Policies

® Allow all users matching any user-agent string sent by the browser.

Only allow users matching the following User-agent policy. Note that some browsers allow users to change this string, so this is not a quaranteed method of identlfying the browser type

ceee |1
@ User-agent string pattern Allow/Deny
®
Allow O Deny
Note: This restriction will not be enforced i no user-agent slrings are listed. Once enforced he defaull policy is "deny al’. Use wildcard ™" to add generic allow/deny policies
Save Changes

Password Access Restriction

You can restrict network and resource access by password-length when administrators or users try to
sign in. The user must enter a password whose length meets the minimum password-length
requirement specified for the realm. Note that local user and administrator records are stored in the
local authentication server. This server requires that passwords are a minimum length of 6 characters,
regardless of the value you specify for the realm's authentication policy.

To specify password restrictions:
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1. Select Users > User Realms > Select Realm > Authentication Policy > Password.
2. Select one of the following options:

¢ Allow all users (passwords of any length) — Does not apply password restrictions on
password length.

¢ Only allow users that have passwords of a minimum length — Requires the user to
enter a password with a minimum length that you specify.

3. Select Enable Password Management to enable password management. You must also
configure password management on the authentication server configuration page (local
authentication server) or through an LDAP server.

4. Select Allow MS-CHAPv2 for Password authentication to perform password authentication
using MS-CHAPv2 prtotocol to allow single sign-on for Windows desktop clients.

5. Click Save Changes. By default, the system requires that user passwords entered on the sign-in
page be a minimum of four characters. The authentication server used to validate a user’s
credentials might require a different minimum length. For example, the local authentication
database requires user passwords to be a minimum length of six characters.

ser Realms = Users = Authentication Policy = Password

Password

General Authentication Policy Role Mapping

Source IP Browse: Cerlificate Password Host Checke Limits RADIUS Request Policies

+ Options for primary authentication server

Allow all users (passwords of any length)

® Only allow users that have passwords of a minimum length
Minimum Length: | 4 characters

¥ Enable Password Management

This option enables the device to relay vital password information to users and enables users to change their passwords.
Note: You must also configure password management on the Local Authentication server configuration page

Allow M5-CHAPv2 for Password Authentication
This option enables the device to perform password verification using the MS-CHAPv2 protocol. This allows single sign-on from Windows Desktop clients.

Save Changes

Limits

To limit the number of simultaneous sessions:
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1. Select Users > User Realms > Select Realm > Authentication Policy > Limits.

2. To limit the number of concurrent sessions, select the check box for Limit number of concurrent

sessions, and type either a Guaranteed minimum and/or Guaranteed maximum.

3. To limit the number of sessions for users, select Limit the number of concurrent sessions for
users.

4. Specify the number of sessions permitted for users in the Session Limit text box. By default, the
number is 1 if the realm maximum is greater than 0; otherwise, the default is 0. The maximum
number must be no greater than the maximum number of concurrent users for the realm.

5. Click Save Changes.

User Realms = Users = Authentication Policy = Limits

Limits
General Role Mapping
Source |P Browser Cerificate Password Host Checker Limnits RADIUS Request Policies
I
[ Limit number of concurrent sessions
Guaranteed minimum: 0 to realm maximum limit or maximum licensed sessions

Maximum: | guaranteed minimum to maximum licensed sessions.

Mofe: value "0" disables all logins to this realm.

[_| Lirit the number of concurrent sessions per user

Sassion limit: | 1 to realm maximum.
' Mote: default value is 1 if realm maximum is = 0; otherwise default is 0
Save Changes

RADIUS Request Policies

You can create RADIUS request attribute policies to require authentication requests to contain specific
RADIUS attribute values. If an endpoint attempts to access a realm with a RADIUS request attribute
policy, the endpoint must meet the conditions specified in the policy.

To add a RADIUS request attribute policy to a realm:
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1. Select a user realm on which you want to implement a RADIUS request attributes policy by
selecting Users > User Realms > Select Realm > Authentication Policy > RADIUS Request
Policies.

2. Click Add to populate the Selected RADIUS Request Attributes Policies list from the available
RADIUS Request Attribute Policies. The RADIUS request policies selected must be passed to
allow users to access a realm.

3. Select the Allow access to realm if any ONE of the selected policies are passed check box if you
would like to allow access if any one of the selected policies is passed.

4. Click Save Changes.

ser Realms > Users = Authentication Policy = RADIUS Request Policies

RADIUS Request Policies

General Authentication Policy Role Mapping

Host Checker  Limis  RADIUS Request Policies

Restrict the users based on the RADIUS request attributes received from the connecting NAS device. If none of these policies are set then all users will be allowed. By default, a user will be allowed if any one of the selected policies
olds true. To configure these policies go to RADIUS Request Policies.

Available RADIUS Request Selected RADIUS Request
Attribute Policies: Attribute Policies
(none) - Radius request policy ~

Allow access to realm if any ONE of the selected policies are passed

Configuring Role Mapping
Role-mapping rules are conditions a user must meet to map to user roles.
To specify role-mapping rules for an authentication realm:

1. Select Administrators > Admin Realms, Users > User Realms.

2. Select a realm and then click the Role Mapping tab.
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Click New Rule to access the Role Mapping Rule page. This page provides an inline editor for
defining the rule.

User Realms > dot1x > Role Mapping = Role Mapping Rule

Role Mapping Rule

Rule based on: Usemname v

* Name

“ Rule:lf username...

If more than one username should maich, enter one username per line. You can use * wildcards.

v then assign these roles

Available Roles: Selected Roles:

s -

Guest Remove

Guest Admin

(none) -

pulse

remid

[-J Stop processing rules when this rule matches

To manage roles, see the Roles configuration page
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4.

In the Rule based on list, select one of the following:

¢ Username—The system username entered on the sign-in page. Select this option if you

want to map users to roles based on their usernames. If this is a RADIUS realm, and you
are using RADIUS proxy for outer authentication, you cannot configure a role-mapping

rule with a username.

User attribute—A user attribute from a RADIUS or LDAP server. Select this option if you
want to map users to roles based on an attribute from the corresponding server. This type
of rule is available only for realms that use a RADIUS server for the authentication server,
or that use an LDAP server for either the authentication server or the directory server.
After choosing the User attribute option, click Update to display the Attribute list and the
Attributes button. Click the Attributes button to display the server catalog.

Certificate or Certificate attribute—Certificate or Certificate attribute is an attribute
supported by the users’ client-side certificate. Select this option to map users to roles
based on certificate attributes. The Certificate option is available for all realms. The
Certificate attribute option is available only for realms that use LDAP for the
authentication or directory server. After choosing this option, click Update to display the
Attribute text box.

Group membership—Group membership is group information from an LDAP or native
Active Directory server that you add to the server catalog Groups Tab. Select this option
to map users to roles based on either LDAP or Active Directory group information. This
type of rule is available only for realms that use an LDAP server for either the
authentication server or directory server or that use an Active Directory server for
authentication. (Note that you cannot specify an Active Directory server as an

authorization server for a realm.)

Custom Expressions—Custom Expressions is one or more custom expressions that you
define in the server catalog. Select this option to map users to roles based on custom
expressions. This type of rule is available for all realms. After you select this option, click
Update to display the Expressions lists. Click the Expressions button to display the
Expressions tab of the server catalog.

¢ Anomaly Attribute-Select this option for behavioral analytics.
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5. Under Rule, specify the condition to evaluate, which corresponds to the type of rule you select
and consists of the following:

 If you are creating a role mapping rule for a MAC address authentication realm, the
attributes list cannot be edited. If there is an LDAP server assigned to this MAC
authentication server and you want to use and edit the attributes assigned to that LDAP
server, please specify the LDAP server as the Directory/Attribute server.

¢ Specifying one or more usernames, RADIUS or LDAP user attributes, certificate attributes,
LDAP groups, or custom expressions.

e Specifying to what the value must equate, which might include a list of usernames, user
attribute values from a RADIUS, or LDAP server, client-side certificate values (static or
LDAP attribute values), LDAP groups, or custom expressions.

6. Under then assign these roles:

e Specify the roles to assign to the authenticated user by adding roles to the Selected Roles
list.

¢ Select Stop processing rules when this rule matches if you want the system to stop
evaluating role-mapping rules if the user meets the conditions specified for this rule.

7. Click Save Changes to create the rule on the Role Mapping tab. When you finish creating rules,
be sure to order role-mapping rules in the order in which you want the system to evaluate them.
This task is particularly important when you want to stop processing role-mapping rules when a
match is identified.

User Role Evaluation

Administrator can configure the role mapping rules for determining the list of roles that need to be
assigned to the users. In case of multiple role assignment, IPS merges the various role settings using
permission merge. Administrators can also configure how different rules can be evaluated and merged
using the options provided on role mapping rules page.

If you assign a role to a RADIUS proxy realm, role restrictions cannot be enforced. Host Checker
policies, source IP restrictions, and any other limits that have been assigned are bypassed. Use

o RADIUS proxy only if no restrictions have been applied. Additionally, outer proxy cannot be
used if a role-mapping rule based on usernames is being used, because the system cannot see
the username, and a session cannot be created.
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A permissive merge is a merge of two or more roles that combines enabled features and settings

according to the following guidelines:

e Any enabled access feature in one role takes precedence over the same feature set to disabled in

another role. For example, if a user maps to two roles, one of which disables the Host Enforcer
while the other role enables the Host Enforcer, the system enables the Host Enforcer for that
session.

In the case of user interface options, the system applies the settings that correspond to the user's
first role.

In the case of maximum session lengths, the system applies the greatest value from all the roles
to the user’s session.

If more than one role enables the Roaming Session feature, then the system merges the
netmasks to formulate a greater netmask for the session

The system performs the following security checks before creating a session for a role:

1.

The system begins rule evaluation with the first rule on the Role Mapping tab of the
authentication realm to which the user successfully signs in. During the evaluation, the system
determines if the user meets the rule conditions. If so, then:

¢ The system adds the corresponding roles to a list of eligible roles available to the user.

e The system determines if the “stop on match” feature is configured. If so, then the engine
proceeds.

The system evaluates the next rule on the authentication realm’s Role Mapping tab according to
the process in Step 1 and repeats this process for each subsequent rule. When the system
evaluates all role-mapping rules, it compiles a comprehensive list of eligible roles.

The system evaluates the definition for each role in the eligibility list to determine whether the
user complies with any role restrictions. The system then uses this information to compile a list of
valid roles, whose requirements the user also meets. If the list of valid roles contains only one
role, then the system assigns the user to that role. Otherwise, the system continues the
evaluation process.
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4. The system evaluates the setting specified on the Role Mapping tab for users who are assigned
to more than one role:

e Merge settings for all assigned roles—If you select this option, the system performs a
permissive merge of all the valid user roles to determine the overall (net) session role for a

user session.

¢ User must select from among assigned roles—If you select this option, the system
presents a list of eligible roles to an authenticated user. The user must select a role from
the list, and the system assigns the user to that role for the duration of the user session.

e User must select the sets of merged roles assigned by each rule—If you select this
option, the system presents a list of eligible rules to an authenticated user (that is, rules
whose conditions the user has met). The user must select a rule from the list, and the
system performs a permissive merge of all the roles that map to that rule.

If you use automatic (time-based) dynamic policy evaluation or if you perform a manual policy
evaluation, the system repeats the role evaluation process described in this section.

Sign-in Policies

Sign-in policies define the URL's that any user needs to use for accessing the network. IPS provides
support for sign-in URL's for administrators and end users. Administrators can login to IPS using the
administrator sign-in URL and configure/monitor the server. The user’s login using the user sign-in
URL's for connecting to the network. The sign-in URL's are configured with authentication realm so that
authentication of the users is performed during the sign-in process. Administrators can also use the
custom sign-in pages on the sign-in URL's so that pages displayed for the users are customized.

Configuring Administrator Sign-In Policies

To configure administrator sign-in policy:

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 56 of 1219


http://www.ivanti.com/company/legal

Roles, Realms and Sign-In Policy

1. Select Authentication > Signing In > Sign-in Policies.

2. To create a new sign-in policy, click New URL. To edit an existing policy, click a URL in the
Administrator URLs or the User URLs column.

New Sign-In Policy

User type: Users @ Administrators

Sign-in URL: Format: <host=/<path=/; Use * as wikdeard in the beginning of the host name.

Description

Sign-in page Default Sign-In Page

To create or manag < Sign-In pages

w Authentication realm

Specify how to select an authentication realm when signing in
@ User types the realm name
The user must type the name of one of the available authentication realms.
User picks from a list of authentication realms
The user must choose one of the folloving selected authentication realms when they sign in. If only one realm is selected, it is automatically used (the sign-in page wil not display the list). To create or manage realms, see the Administrator

Authentication page.

Available realms: Selected realms:

Admin Users (all)

w Configure Signin Notifications

) Pre-Auth Sign-in Notification
=) Post-Auth Sign-in Notification

Save Changes

3. To create an administrator sign-in policy, select the Administrators option button at the top of
the page. (By default, the Users option button is selected.)

4. In the Sign-in URL field, enter the URL to associate with the policy. Use the format
<host>/<path> where <host> is the hostname of IPS, and <path> is any string users must
enter. For example: users1.yourcompany.com/ic. To specify multiple hosts, use the asterisk (*)
wildcard character. For instance:

To specify that all administrator URLs must use the sign-in page, enter */admin.

o Use wildcard characters (*) only at the beginning of the hostname portion of the URL.
The system does not recognize wildcards in the URL path.

5. (Optional) Enter a Description for the policy.
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6. From the Sign-in Page list, select the page that you want to associate with the policy. You can
select the default page, a variation of the standard sign-in page, or a custom page that you
create using the customizable Ul feature.

7. For administrator sign-in policies, under Authentication realm, specify which realm maps to the
policy, and how users and administrators must choose from among realms. If you select:

¢ User types the realm name—The system maps the sign-in policy to all authentication
realms but does not provide a list of realms from which the administrator can choose.
Instead, the administrator must manually enter the realm name into the sign-in page.

e User picks from a list of authentication realms—The system maps the sign-in policy to
only the authentication realms that you choose. The system presents this list of realms
when the administrator signs in and allows a realm to be chosen from the list. (Note that
the system does not provide a list of authentication realms if the URL is mapped only to
one realm. Instead, only the realm you specify is displayed).

8. Click the Add button to add available realms to the Selected realms box.

9. Click Save Changes.

Configuring User Sign-In Policies

To create or configure user sign-in policies:
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Select Authentication > Signing In > Sign-in Policies.

To create a new sign-in policy, click New URL. To edit an existing policy, click a URL in the
Administrator URLs or User URLs column.

Signing In > Sign-in Policies = */certauthy

*/certauth,
User type: Users Administrators
Sign-in URL. *leertauth/ Format: <host=/<path>/; Use * as wikicard in the beginning of the host name.
Desciiption System created Certificate
Authentication Sign In
4
Signin page: Default Sign-in Page *

n

To create or manage ee Sign-In pages

P
v Authentication realm

Specify what realms will be available when signing in

coOmE

Available realms Authentication protocol set
Cert Auth A - Not applicable - v m
=] Cert Auth Cert Auth

If more than one realm appears above, Odyssey Access Client or the Policy Secure sign-in page will ask the user to choose. Other endpoints cannot choose a realm; the Policy Secure wiill assign the first suitable reaim from the list. If no realms appear
above, sign-in il fail
(] User may specify the realm name as a Username suffix
When this option is selected, the Username suffix will be used to specify a realm
Remove realm suffix before passing to authentication server
When this option is selected, the usermame suffix il be stripped from the Username prior o authenticating with an authentication server
+ Fail if suffix does not match any of the realms

When this option is selected, the user should provide one of the realm as suffic. If not, the user will be denied signin.

w Configure Guest Settings
=) Use this signin policy for Guest and Guest admin to use specific pages
“ Configure Signin Notifications

) Pre-Auth Sign-in Notification
=) Post-Auth Sign-in Notification

Save Changes

In the Sign-in URL field, enter the URL that you want to associate with the policy. Use the format
<host>/<path>, where <host> is the host name of IPS, and <path> is any string users must
enter. For example: users1.yourcompany.com/ic. To specify multiple hosts, use the asterisk (*)
wildcard character. For example, to specify that all end-user URLs must use the sign-in page,
enter */.

Under Authentication realm, specify the realms that must be mapped to the sign-in policy.
Under Available realms, select realms from the menu. The system maps the sign-in policy only to
the authentication realms that you add.
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5. Under Authentication protocol set, select an authentication protocol set that you have
configured previously. If endpoints will connect with a IPS agent, select the default 802.1X
protocol set. The protocol set used with a realm must be compatible with the authentication

server that is associated with the realm.
6. Click Add to add the new realm and authentication protocol pair.

7. Select the User may specify the realm name as a username suffix check box to allow non- IPS
endpoints to access the system by entering their credentials (in the format user@realm).

8. Select the Remove realm suffix before passing to authentication server check box for users
to enter their credentials with a suffix to send the username without the suffix. Most
authentication servers are not compatible with a realm suffix or decorated username.

9. Click Save Changes.

Associating Authentication Realms and Protocols with User Sign-in
Policies

Different types of endpoints can request authentication through IPS, including IPS agents, third-party
802.1X supplicants (including 802.1X IP phones), switches, and endpoints that request authentication
with agentless access.

AIPS agent is software that can use the JUAC protocol. IPS agents include Pulse Client client, and the
Java agent. By default, IPS can communicate with IPS agents, the Java agent, and endpoints with
agentless access. To accommodate other types of endpoint clients, you might need to create
authentication protocol sets within sign-in policies.

When you add a realm in a sign-in policy, you select an authentication protocol set to be used with that
realm. There are two default authentication protocol sets. For IPS agents, use the default 802.1X
authentication protocol set. For 802.1X IP phones, use the default 802.1X-Phones protocol set.

Third-party 802.1X supplicants cannot use the preconfigured 802.1X protocol set that is used by default
with IPS agents. For example, some switches can request authentication using CHAP or EAP-MD5-
Challenge. You must define a specific authentication protocol set for these requests.

To define an endpoint’s authentication method, you add authentication realms to sign-in policies. You
configure authentication protocol sets as required, based on authentication methods that are
compatible with the authentication server that you are using. IPS maps the sign-in policy to the
authentication realms that you choose. Users who sign in using the URL that you provide have access
only to those realms that you specify.
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For non- IPS agents, you must select the protocols that the client and the authentication server are

compatible with. See the below table for details of what authentication protocols are compatible with

different authentication servers.

Protocols Authentication Servers
Certificate Local Active Directory ACE Mac Auth

EAP-GTC - - - Y ,
PAP - Y Y Y -
CHAP, EAP-MD5- - Y - - -
Challenge

MS-CHAP - Y Y - -
MS-CHAP-V2, EAP-MS- | - Y Y - -
CHAP-V2

EAP-TLS Y - - - -
Mac-based auth - - - Y
EAP-JUAC Y Y Y Y -

o For 802.1X, AD authentication server used as LDAP is not supported for the following
protocols: MS-CHAP, MS-CHAP-V2, and EAP-MS-CHAP-V2.

The decision of what realms are available to the user within a sign-in policy is based on two factors.

First, the order of realms in the list is considered. Realms at the top of the list are attempted. Second,

the authentication protocol set that you choose must be compatible with the client or supplicant.

To determine a compatible realm, the system looks for a RADIUS subprotocol that is compatible with

the client or supplicant’s available protocols, and the system automatically selects compatible realms. If

the endpoint is using a Ivanti Policy Secure agent, the system presents a list of realms. Any realm with

both outer and inner protocols that match the outer and inner protocols on the client is considered

compatible.
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Protocol compatibility does not guarantee authentication. For example, CHAP and EAP-MD-5 challenge
sign-in succeeds only if the stored password is retrievable as clear text. In addition, if the client or
supplicant is configured with a non-JUAC protocol (for example, the Windows Vista supplicant), the
system searches for a realm without TNC Host Checker restrictions, browser restrictions, or certificate

restrictions.

If you are configuring a realm for a Windows client, with a Statement of Health Host Checker

o policy, you must use an authentication protocol set with the EAP-SOH protocol. When you
select EAP-SOH in an authentication protocol set, EAP-SOH is always offered first, regardless of
protocol ordering.

If an endpoint is using IPS agent software, the system presents the list of realms to the user or
administrator when the user signs in and allows the user to choose a realm from the list. The system
does not display a list of authentication realms if the URL is mapped only to one realm. Instead, it
automatically uses the realm you specify.

For endpoints that use a non- IPS agent, you can select the User may specify the realm name as a
username suffix check box. When the user provides a username with a suffix in the format user@realm,
the suffix determines the realm assignment. If you do not select this option, the endpoint is assigned to
the first realm in the list whose authentication server is a match with the endpoint’s software. For
example, if the endpoint’s software is configured for tokens (EAP-Generic Token Card), and if the sign in
policy permits EAP-GTC, the endpoint is assigned the first realm in the list whose authentication server
supports tokens.

When an 802.1X IP phone connects through a realm with the 802.1X-Phone protocol set selected, the
device is automatically directed to the proper realm for authentication based on the compatible
protocol.

If you are using inner or outer RADIUS proxy with a selected realm, routing with respect to
authentication protocols is different. IPS forwards all traffic to a proxy target, which rejects protocols it
does not support. With an outer proxy realm, IPS ignores the authentication protocol set. For an inner
proxy realm, the authentication protocol set directs IPS as it negotiates the outer protocol (EAP-PEAP or
EAP-TTLS) but does not affect the inner protocol.

Managing Sign-In Policies

This topic describes how to configure and manage user sign-in policies.
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Enabling and Disabling Sign-in Policies

IPS provides an option to control the list of sign-in URL's that can be used by the users for logging into
the network. The Administrator can control the list of sign-in URL's that are allowed for sign-in process
using enable/disable functionality. Sign-in URLs that are disabled on Ivanti Policy Secure cannot be

used by the users for connecting to the network.

To enable and disable sign-in policies:

1. Select Authentication > Signing In > Sign-in Policies.

Signing In = Sign-in Policies

Sign-in Policies

) Restrict access to administrators only

Wamning: Enabling this oplion will immediately terminate al user sessions

e

Administrator URLs Sign-In Page
*fadmin/ Default Sign-In Page

User URLs Sign-in Page
*Iguestadmin/ Default Sign-In Page

U *Iguest/ Default Sign-In Page
*feertauth/ Default Sign-In Page

Default Sign-In Page

Sign-in Pages Sign-in Notifications Authentication Protocol Sets

Only administrator URLSs will be accessible. Note that Administrators can attempt to sign in even if all rules on this page are disabled.

Authentication Realm(s)

Admin Users

Authentication Realm(s)
Guest Admin (N/A)
Guest (Guest)

Cert Auth (Cert Auth)

Users (802 1X)

Save Changes

Enabled

v

Enabled

< < <

2. Select the check box for the policy that you want to change then click Enable or Disable for

enabling or disabling an individual policy.

3. Select or clear the Restrict access to administrators only check box at the top of the page to

enable or disable the policy or all user policies.

4. Click Save Changes.

Specifying the Order of Evaluation

The IPS evaluates sign-in policies in the same order that you list them on the Sign-in Policies page.
When it finds a URL that matches exactly, it stops evaluating and presents the appropriate sign-in page
to the administrator or user. For example, for 2 administrator sign-in policies with different URLs:
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e The first policy uses the URL */admin and maps to the default administrator sign-in page.

e The second policy uses the URL yourcompany.com/admin and maps to a custom administrator
sign-in page.

If you list the policies in this order on the Sign-in Policies page, the system never evaluates or uses the
second policy because the first URL encompasses the second one. Even if an administrator signs in
using the yourcompany.com/admin URL, the system displays the default administrator sign-in page. If
you list the second policy first, however, the system displays the custom administrator sign-in page to
administrators who access the system using the yourcompany.com/admin URL.

Note that the system accepts only wildcard characters in the hostname section of the URL and matches
URLs based on the exact path. For example, two administrator sign-in policies with two different URL
paths:

e The first policy uses the URL */marketing and maps to a custom sign-in page for the entire
Marketing Department.

e The second policy uses the URL */marketing/joe and maps to a custom sign-in page designed

exclusively for Joe in the Marketing Department.

If you list the policies in this order on the Sign-in Policies page, the system displays Joe's custom sign-in
page to him when he uses the yourcompany.com/marketing/joe URL to access the system. He does not
see the Marketing sign-in page, even though it is listed and evaluated first, because the path portion of
his URL does not exactly match the URL defined in the first policy.

To change the order in which administrator sign-in policies are evaluated:
1. Select Authentication > Signing In > Sign-in Policies.
2. Select a sign-in policy in the Administrator URLs or User URLs list.

3. Click the up or down arrow to change the selected policy’s placement in the list.
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4. Click Save Changes.

Signing In = Sign-in Policies
Sign-in Policies
Sign-in Policies Sign-in Pages Sign-in Motifications Authentication Protocol Sets
Restrict access to administrators only
Only administrator URLS will be accessible. Nole that Administrators can attempt to sign in even if all rules on this page are disabled
Waming: Enabling this option will immediately lerminate all user sessions
e g oG
Administrator URLs Sign-In Page Authentication Realmis) Enabled
*fadmin/ Default Sign-In Page Admin Users v
User URLs Sign-In Page Authentication Realmis) Enabled
*/guestadmin/ Default Sign-In Page Guest Admin (N/A) v

Configuring Sign-In Notifications

With sign-in notifications, you can create and configure detailed notification messages that appear for
Pulse clients and for agentless access endpoints when the user attempts to sign in. For example, you
can configure a notification message that explains terms of use, company-specific policies, a welcome
page, an end user license agreement (EULA), or a message of the day.

For a browser-based (agentless) log in, the notification message appears in a separate page either
before (pre-auth) or after (post-auth) user authentication during the sign-in process. For a Pulse client
log in, the notification messages appear in a message box. The user is expected to read the content of
the sign-in notification message and acknowledge by clicking a Proceed button. The user may indicate
disagreement by clicking a Decline button, which ends the log in attempt.

You can configure a sign-in policy to use a sign-in notification either as pre-auth or post-auth (or both).
In the case of post-auth configuration, you can either use a common message for all roles or use
separate messages for each role.

You can create a multi-language sign-in notification package that relies on the language setting of the
endpoint. You can customize the sign-in notification page appearance for browser-based log ins by
modifying the related fields in a sign-in page in the Admin Ul or by using a custom sign-in page.

Configuring and Implementing Sign-In Notifications

Sign-in notifications appear for Pulse client and for browser-based logins when the user attempts to
signin.

To configure and implement sign-in notifications:

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 65 of 1219


http://www.ivanti.com/company/legal

Roles, Realms and Sign-In Policy

1. Select Authentication > Signing In > Sign-in Notifications.

2. Click New Notification.

Signing In > Sign-In Nofification = New Sign-In Notification

New Sign-In Notification

Name: New Sign-In Notification Label to reference the sign-in nefification

Type ® Text Package

Text: You are about to sign in to the system. Do you wantto proceed ?

64 character(s)
Text for the sign-in nolification
NOTE: For Pulse desktop L3 VPN connections. the combined length of all the sign-in notification messages
cannot exceed 3000 characters. If it does then the notifications will not be displayed to the user.

Save Changes

3. Specify a Name for the notification. This name appears in the sign-in policies page, and in the Ul
Options page for a selected role.

4. Select Text or Package.

¢ If you select Text, type the desired sign-in notification message, or copy and paste the
relevant text into the Text field.

¢ If you select Package, click the Browse button and navigate to a previously prepared .zip

file. A package is typically used to provide different language versions of the notification
message.

e The zip file should include a default.txt file and one or more <language>.txt files
(Example: en.txt).

e Language-abbreviations should be strings that can appear in Accept-Language
header of an HTTP request.

e The character encoding supported is UTF-tly.

5. Click Save Changes. To enable sign-in notifications:
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6. Click Authentication > Signing In > Sign-in Policies.

7. Under Configure Sign-in Notifications, select the check box for Pre-Auth Sign-in Notification,
Post-Auth Sign-in Notification, or both.

e After Pre-Auth Sign-in Notification, select a previously configured sign-in notification
from the drop-down menu.

e After Post-Auth Sign-in Notification, select the option for Use a common Sign-in
Notification for all roles or Use the Sign-in Notification associated to the assigned
role.

¢ If you select Use a common Sign-in Notification for all roles, select a previously
configured sign-in notification from the drop-down menu.

¢ If you select Use the Sign-in Notification associated to the assigned role, the sign-in
notification configured for the assigned role will be used.

¢ Prevent the Post-Auth sign-in notification from being displayed to users who have seen it
before, by selecting the Skip if already shown check box. (This is only a hint to the
system and might not be honored in all environments.)

8. Click Save Changes.

9. You can customize the appearance of the sign-in notification message by selecting
Authentication > Signing In > Sign-in Pages and creating a sign-in page or using an existing
page.
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10. Under Sign-in Notification appearance, customize Ul options for Pre-Auth Notifications and
Post-Auth Notifications by changing the following items:

* For Notification Title enter the text that appears at the top of the sign-in notification

page.

¢ In the Proceed Button box, enter the text for the button that the user clicks to proceed
with the sign-in. This text applies to browser-based log ins only. A Pulse client log in

always displays Proceed.

e Optionally, clear the check box for Display “Decline” Button. If this box is not checked,
the user does not have the option to decline.

¢ In the Decline Button box, enter the text for the button that the user clicks to decline.

e This text applies to browser-based log ins only. A Pulse client log in always displays

Decline.

¢ In the Message on Decline box, enter the text that you would like to appear when a user
clicks the Decline button.

11. Click Save Changes.

If you enabled Use the Sign-in Notification associated to the assigned role you

o must complete the implementation by selecting the sign-in notification on the Users >
User Roles > Role Name > General > Ul Options page or Administrators > Admin Roles
> Role Name > General > Ul Options page, as applicable.

If more than one role is available to a user, the sign-in notification associated with the first role
assigned is displayed.

12. Add the sign-in page in which you have customized the sign-in notification appearance to the

sign-in policy.

Configuring Sign-In Pages

A sign-in page defines the customized properties in the end-user’'s welcome page such as the welcome
text, help text, logo, header, and footer. The system allows you to create two types of sign-in pages to
present to users and administrators:
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Configuring Standard Sign-In Pages

Standard sign-in pages are included with the default system. You can modify standard sign-in pages.

You can modify the default sign-in page that the system displays at sign-in. You can also create new

standard sign-in pages that contain custom text, logo, colors, and error message text.

To create or modify a standard sign-in page:

1.

Select Authentication > Signing In > Sign-in Pages.
Click New Page. To modify an existing page, select the link for the page you want to modify.
Enter a name to identify the page.

In the Custom text section, revise the default text used for the various screen labels. When you
add text to the Instructions field, you can format text and add links using the following HTML

tags: <i>, <b>, <br>, <font>, and <ahref>. However, the system does not rewrite links on the
sign-in page (because the user has not yet been authenticated), so point only to external sites.

Links to sites behind a firewall will fail.

If you use unsupported HTML tags in your custom message, the system might display the end-
user's home page incorrectly.

(Optional) In the Header appearance section, specify a custom logo image file for the header and
a different header color.

(Optional) In the Custom error messages section, revise the default text that is displayed to users
if they encounter certificate errors.

You can include <<host>>, <<port>>, <<protocol>>, and <<request>> variables and user
attribute variables, such as < <userAttr.cn>> in the custom error messages. These variables must
be in the format <variable> to distinguish them from HTML tags that have the format <tag>.

(Optional) To provide custom help or additional instructions for your users, select Show Help
button, enter a label to display on the button, and specify an HTML file to upload. Note that the
system does not display images and other content referenced in this HTML page.
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8. Click Save Changes. The changes take effect immediately, but users with active sessions might
need to refresh their Web browser. Click Restore Factory Defaults to reset the sign-in page,
user home page, and admin console appearance.
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Signing In > Sign-In Pages > Default Sign-In Page

Default Sign-In Page

Name: Label to reference the sign-in page.

Page Type: @ Users/Administrators

v Custom text

Welcome message: I Welcome to I
Portal name: I Ivanti Policy Secure I
Instructions:

Please sign in to begin your secure session.
<br><br><noscript>Note: Javascript is disabled

on your browser.</noscript> P

This text appears on the right-hand side of the sign-in page. You can use <b>, <br>, <font>, <noscript>, and <a href> tags to format the text

Cloud Secure Instructions: Please sign in to begin your <font

class="signin-cloud-secure'>Cloud
Secure</font> session.<br><br>

4
This text appears on the right-hand side of the sign-in page. You can use <b>

font>, <noscript>, and gs to format the text

Username: Username
Password: Password

Realm: Realm This prompt appears when the sign in page supports more than one realm.

O Pulse Client displays customized username and password prompts

Supported Pulse Clients will display the userame and password prompts defined above instead of the default prompts.

Sign Out message: [ Your session has ended. For increasec IT“X' appears in message box when user signs out

Text appears as link to sign in page when user signs out

Sign In link text: I Click here to sign in again

v Header appearance

Current appearance:

Recommended size:
. Browse

Logo image: Nofile chosen | . inan a0 pixels tall and 10KB

Background color: #060B0OC - Select from palette or type hexadecimal RGB

v Custom error messages

Missing certificate: Missing certificate. Check that your certificate is
valid and up-to-date, and try again

4

This message appears when the user does not have a
required client-side certificate

Invalid certificate: Invalid or expired certificate. Check that your

certificate is valid and up-to-date, and try again.

4

This message appears when the user does not have a valid
required client-side certificate

v Signin Notification appearance

Sign-in Notification will be displayed only if it is configured in the Sign-in Policy.
Pre-Auth Notification:

Notification title: Pre Sign-In Notification

Proceed button: Proceed User must click this bu

on to continue the sign-in process.

Display 'Decline’ button

Decline button: Decline User may click this button to abort the sign-in process.

Message on Decline: You are not allowed to sign in to the system.

4

This message appears when the user clicks the 'Decline’ button.

Post-Auth Notification:
Notification title: Post Sign-In Notification

Proceed button: Proceed User must click this button to continue the sign-in process.

Display 'Decline’ button

Decline button: Decline User may click this button to abort the sign-in process.

Message on Decline: You are not allowed to sign in to the system.

Your sign-in has been canceled.

4

This message appears when the user clicks the ‘Decline’

v Show Help button

() Show Help button

If you want to provide users with more information regarding sign-in requirertrgﬁvﬁéﬁ%la©Hzﬁﬂ “Rt/"éﬂﬁﬁa 1Lﬁtocm ﬂw_ wig hts Reserved PrIVaC a nd Le al

Help button: Displayed only if Help Button is enabled
HTML file: No file chosen Note that images and other external content will not be display P age 71 0f 1219

Save Changes Restore Factory Defaults
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Configuring Custom Sign-In Pages

Customized sign-in pages are THTML pages that you produce using the Template Toolkit and upload in
the form of an archived ZIP file. The customized sign-in pages enable you to use your own pages rather

than modify the standard sign-in pages.
To upload Custom Sign-In Pages:

1. Select Authentication > Signing In > Sign-in Pages.

2. Click Sample to download the Sample Folder as ZIP and save it on local disk.

Signing In = Sign-In Page = Custom Sign-In Pages
Custom Sign-In Pages

Custom sign-in pages allow you to provide customized templates for various pages that may appear during the sign-in process  Refer to the
documentation for information about creating valid templates.

v Sign-In Pages

Narme: Sign-In new
Label to reference the custom sign-in pages
Page Type @ Access

| Use Custom Page for the Pulse Desktop Client Lagon
The Pulse Desklop Client wil open a web browser and use custom pages for authentication instead of standard login prompts

[ Prompt the secondary credentials on the second page

a realm usin

from user is always taken from the second page.

Templates File: Mo fils chosen

Zip file containing the custom templates
Current Template File:
(] sample zip Sizs 196808 bytes Uploadsd on Tus Oct 4 11:44:53 2016

sets

= Skip validation checks during upload

Save Changes

Sample Templates Files

The following sample templates may be useful in producing your ovn
customized sign-in page templates. Ciick to dovmnload the sampie files, edit
them o fit your needs, and then upload them.

(] Sample

This is a basic set of templates that works for most cases.
(] Softid

This is a set of templates for ACE Authentication
(] Kiosk Example

This is an example which demonstrates how to protect against hardware
keystroke loggers

A Notices:

WARNING: Page PleaseWait is out of date. It is
recommended you re-customize this page from the latest
sample zip file

3. Copy the following files after unzipping the folder (locally saved in previous step):

e UserAdmin-add-user.thtml

¢ UserAdmin-add-bulk-users.thtml

¢ UserAdmin-update-user.thtml
¢ Logout.thtml
¢ PleaseWait.thtml

4. Open the previously downloaded Sample Custom Sign-in folder and replace the files.

5. Select all the files and create *.ZIP file for uploading custom sign-in page.

6. Upload the new custom sign-in page and click Save Changes.
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Using the Initial Setup Wizard

Overview

The initial setup wizard allows you to quickly configure IPS to ensure that the IPS device is configured
effectively and efficiently. You can open the initial setup wizard through Wizards > Initial Setup >
Configure. As a best practice, it is recommended to configure Profiling as a first step so that all the
network devices are discovered. You can then launch the wizard to configure the enforcement policies

on the discovered devices.
Using the initial setup wizard, you can configure IPS for the following use cases:
e Network visibility using Profiler functionality
¢ Layer 2 enforcement through 802.1X, MAC authentication, and SNMP for endpoints.

¢ Easy deployment for guest or BYOD access

Benefits
The initial setup wizard provides the following benefits:

¢ Provides quick onboarding of existing Ivanti Connect Secure (ICS) users to IPS with a mechanism

to import existing ICS policy configuration into IPS.

¢ Allows users to easily and quickly deploy IPS based for the desired use case (network visibility,

enforcement, and guest access).

Prerequisites
You must keep the following information ready before configuring the IPS device:
e NTP server address and other details.

e The license SKU or license server details. The IPS appliance is added as a license client with

necessary licenses to be leased.

¢ Authentication servers (AD/LDAP) must have groups defined for different roles so that
corresponding access can be configured for L2 enforcement use case.
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e The list of switches along with IP address and other parameters such as VLAN information for
different set of users.

e Administrator account details of ICS for fetching the authentication server and role details.

e Fingerprint database, subnets to scan, and switch details for Profiling the network.

Limitations
The following are the limitations:
e Supports only layer 2 enforcement use cases.
e The initial setup wizard is supported only with the new Ul.

¢ You can configure each use case only once using the wizard and cannot edit the configurations
once it is completed.

Configuring IPS using Initial Setup Wizard
This section covers the configuration using initial setup wizard.
You can launch the initial setup wizard using:

¢ Select Wizards > Initial Wizard > Configure

e Select Wizards > Initial Wizard > Configuration Summary

The configuration summary page shows the configured/ not configured use cases and the
corresponding details. It is recommended to configure the use cases using the configuration summary

page.

The following figure shows the configuration summary page for a fresh installation.
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Initial Setup = Initial Setup Configuration Summary

Initial Setup Configuration Summary

1 2 3 4 & Configure

Profiler Enforcement Guest Access End
(Not Configured) (Not Configured) (Not Configured)

Ivanti Policy Secure supports different use cases and across the various devices and platforms. Initial Setup Wizard helps in configuring below use cases

« Profiler to get the visibilty of all the devices present in the network
« Enforcement for the devices connecting in the network using 802.1x. MAC Authentication and SNMP Authentication mechanisms
« Guest Access to enable guest users to login to the network along with provision of self registration for guest users

Note: It is recommended to configure the profiler first so that devices in the network are discovered. After the profiling of the network is done, wizard can be I hed fi the enfe

pelicies for the discovered device types. Additionally, Guest Access fi ionality can also be enabled.

again to

¥ Common Configuration Details
¥ Profiling Configuration Details

¥ Enforcement Configuration Details

¥ Guest Access Configuration Details

Basic Settings

Configuring System Date and Time

The time synchronization between IPS and another component is very critical. You can easily configure
the system date and time using the initial setup wizard. The system date and time can be configured
manually or you can configure a network time protocol (NTP) server. It is recommended to use a public
NTP server for time synchronization.

To set the system date and time:
1. Select Wizards > Initial Setup > Configure.
2. Select the deployment use case.

3. Select your time zone. Selecting the appropriate time zone enables the system to automatically
adjust the time for Daylight Saving Time changes.

e Use NTP Server- Enter the fully qualified domain name or IP address for the NTP server.

¢ Set Time Manually- Enter the date (MM/DD/YY) and time. You can click Get from Browser
to automatically populate the Date and Time.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 75 of 1219


http://www.ivanti.com/company/legal

Using the Initial Setup Wizard

4. Click Set Date and Time.

Initial Setup

Date and Time

Select TmeZone

'® Use NTP Server

- SetTime Manually

Set Date & Time

Licenses

License Keys

¥ Configure License Server

L install License

i L Ihnct? (00 ncore )

(GMT-12:00) Eniwetok, Kwajalein

Cancel

Configuring License

The license can be applied in 2 ways:
¢ Manually by entering the license key
e License Server

To apply the license manually:
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1. Enter the license keys obtained through license key generation.

2. Click Install License.

Initial Setup
¥ SetTime Manually 211412017 1212557 FM © Get from Browser A
Set Date & Time

Licenses

License Keys

% Configure License Server

£ install License
Installed New License Keys

localhost2 - (1000 users ) 1 license
Licensing Hardware 1D: 0274 M7 RKS0CVJOHDE

Pulse Policy Secure License 1000 Concurrent Sessions - Perpetual Permanent

To configure through the license server:
1. Enter IP address or hostname of license server.

2. Enter a unique ID for the client. This ID is used to communicate and verify the client with the

license server.

3. Select the network to communicate with the license server from the Preferred Network menu.
The available options are internal (default), external, and management.
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4. Select the Verify SSL Certificate check box if you want the client to verify the server's SSL
certificate when establishing communication with it.

4 ~
w Configure License Server
Server IP/Hostname 1111
Lease Client ID HX,
Password
Preferred Network internal -
Verify SSL Cerlificate
& Install License
Installed New License Keys
localhost2 - (1000 users ) 1license
w’ Licensing Hardware 1D: 0274 M7 RKSOCVIOHDE
wanti Policy Secure License 1000 Concurrent Sessions - Perpetual Permanent
Key:
[~ Prioue J et - |

Configuring Profiling for Network Visibility

Profiler dynamically identifies and classifies endpoints across managed and unmanaged endpoint
devices, so that access to network and resources can be controlled based on the type of the device. It
also helps you to get visibility so that necessary security policies for corporate access, BYOD, and guest

access can be enforced.

To enable profiling on your network:
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1.

Select Enable Profiling to get visibility of devices in the network.

Initial Setup

Use cases and Features

(Note: It is recommended to configure the profiler first so that devices in the network are discovered. After the
profiling of the network is done, wizard can be launched again to configure the enforcement policies for the discovered
device types.)

#| Enable profiling to get visiblity of devices in the network

) Enable enforcement and authentication mechanisms for the devices connecting to the network

)" Fetch configuration details from another lvanti Connect Secure server

) Enable guest access for providing access to guest users

Prerequisite
Below are the details required for configuring IPS through this wizard

« License Details
License SKU or License server details are required. In case oflicense server, this IPS box needs to be added asa
license client with necessary licenses to be leased configured

Profiling Details
Fingerbank database, Subnet and Switch details for profiling the network and provide visibility

Switch Details
List of switches that we wantto be used for providing the access to the end users and different VLANS on the switch for
different set of users. -

o D

Configure system date and time. See Configuring System Date and Time
Configure license. See Configuring License

You can add an SNMP device manually through Add New Switch configuration or automatically
discover SNMP devices through Device Discovery.
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5. To discover SNMP v2 devices:

e Select the SNMP version as v2

e Enter the IP address/range and community string.

Initial Setup

w Discover Switches

IP Address/Range

XXX

Community String

RYZ

9 Add New Switch

Name

ruckus

What switches do you have?

Switch can be used as an Infranet Enforcer with lvanti Policy Secure. With this solution, lvanti Policy Secure is the policy decision point
while the switch is the policy enforcement point.

IP Address

102048812

SNMP Version

v2

SNMP

v2

[

Radius Client

Cancel
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6. To discover SNMP v3 devices:
e Enter the IP address/range
e Select the SNMP version as v3
¢ Select the desired Authentication protocol and Privacy protocol.
¢ Enter the Authentication password and Privacy password.

e Click the search icon.

Initial Setup
What switches do you have?
Switch can be used as an Infranet Enforcer with Ivanti Policy Secure. With this solution, lvanti Policy Secure is the policy decision point,
while the switch is the policy enforcement point.
¥ Discover Switches
IP Address/Range SNMP Version
1111 v3 -
Username Authentication Protocol Authentication Password
00K MD5 -
Privacy Protocol Privacy Password
MNone - Q =
¥ Add New Switch
Name IP Address SNMP Radius Client
switch 10.204.88.12 v3 ra ﬁj
switch 10.204.88.12 v2 Ve ﬁj
[ oo J x>
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7. Toadd a new switch:
e Enter the name and IP address of the switch
e Select the Make/Model of the switch
¢ Under SNMP configuration, select the SNMP version- v2/v3

e For SNMP v2, enter the read community string.

e For SNMPv3, enter the authentication password, privacy password and select the

authentication protocol and privacy protocol.

¢ Click Save.

Initial Setup
What switches do you have? -
Switch can be used as an Infranet Enforcer with Ivanti Policy Secure. With this solution, Ivanti Policy Secure is the policy decision point, while the switch is the policy enforcement point
> Discover Switches
w Add New Switch
Name IP Address Make/Model
wz 102048815 HP -
v SNMP Configuration
SNMP Version
V2 -
Read Community String
public
E3 e
Name IP Address SNMP Radius Client
xyz 102048815 v2 .
cancel [ < Provious Jif wext > ]
8. Click Next.
9. Select Browse and upload the fingerprint database downloaded from the Ivanti portal.

10. Select the DHCP sniffing mode that is whether to run the DHCP sniffing on DHCP helper (Internal
Port) or RSPAN (External Port).

11. Under WMI configuration, specify WMI profiler user name and password to fetch endpoint
information from remote desktops running Microsoft Windows. The WMI profiler collects
granular OS level information such as accurate OS version and patch level.

12. Add one or more subnets that can be included or excluded for fingerprinting devices using

Nmap target scans. Nmap target scan is only performed on valid IP addresses in the subnet.
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13. Enter the subnet details and Click Add.

Initial Setup

Profiling functionility details
Use Cases

Profiling is used to profile various devices on the network. Profiling is supported through DHCP finger printing, SNMP,Nmap.
System Settings

Switch Configuration Upload Fingerprint Database ipdb-22.pkg

DHCP Sniffing Mode DHCF Helper (Internal port)  «

v WMI Configuration

Usermname Password
Endpoint IP Test

Subnet Collector

10.204.0.016 Nmap S o

Cance! < previous I wext > |

Configuring Layer 2 Enforcement

The following enforcements are supported for the devices connecting to the network.
e 802.1X
e MAC Authentication
e SNMP

Before you begin:

As a best practice, it is recommended to configure Profiling as a first step so that all the network devices
are discovered. You can then launch the wizard to configure the enforcement policies on the discovered

devices.

To configure enforcement and authentication mechanism:
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1. Select Enable enforcement and authentication mechanism for the devices connecting to
the network.

o Profiling is enabled by default when you enable enforcement and authentication.

Initial Setup

Use cases and Features

(Note: It is recommended to configure the profiler first so that devices in the network are discovered. After the
profiling of the network is done, wizard can be launched again to configure the enforcement policies for the
discovered device types.)

! Enable profiling to get visiblity of devices in the network

¥/ Enable enforcement and authentication mechanisms for the devices connecting to the network

I#  Fetch configuration details from another Pulse Connect Secure server

)" Enable guest access for providing access to guest users

Prerequisite

Below are the details required for configuring |PS through this wizard

« License Details
License SKU or License server details are required. In case of license server, this IPS box needs to be added as a
license client with necessary licenses to be leased configured

Authentication Servers
Authentication Servers{AD/LDAF) need to have groups defined for diferent roles so that corresponding access can
be configured in this wizard

Switch Details
List of switches that we want to be used for providing the access to the end users and diferent VLANS on the switch -

= D

2. Configure basic settings. See Basic Settings.
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3. Configure the switch. Complete the configurations as described in the following table.

Discover Switches

SNMP v2

SNMP v3

e Enter the IP address/range and community string.
« Enter the IP address/range

» Select the desired Authentication protocol and

Privacy protocol.

e Enter the Authentication password and Privacy

password.

e Click the search icon.

Add New Switch

Name Enter a name to label the RADIUS client. You can assign any
name to a RADIUS client entry, use the device's SSID or
IPv4/IPv6 address to avoid confusion.

I[P Address Enter the IPv4/IPv6 address of the switch.

Make/Model Select the make/model of the switch vendor. The

make/model selection tells IPS which dictionary of RADIUS
attributes to use when communicating with this client.

RADIUS Client Configuration

IP Address Range

Enter the number of IP addresses in the IP address range for
the switch/WLC, starting with the address you specified for
IP Address. You can specify a range up to a maximum of
32,768 addresses.

Shared Secret

Enter the RADIUS shared secret. A RADIUS shared secret is a
case-sensitive password used to validate communications
between IPS and switch.

SNMP Configuration
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Discover Switches

SNMP Version .

Select the SNMP version (v2/v3).
For SNMP v2, enter the read community string.

For SNMPv3, enter the authentication password,
privacy password and select the authentication
protocol and privacy protocol.

Select Use for enforcement to use the SNMP
device for SNMP enforcement.

w Radius Client Configuration

IP Address Range
1

“ SNMP Configuration
SNMP Version

v2 -

Read Community String

public
Name IP Address
Xz 10.204.88.15

Write/Trap User Same? ¥

Initial Setup
v Add New Switch -
Mame IP Address Make/Model
xyzZ 10.204.88.15 HP -

Shared Secret

Use for Enforcement

SNMP Radius Client

v2 -

Cancel
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Initial Setup
v Add New Switch "
Name IP Address Make/Model
pa'rd 10.204.88.15 HP -
w Radius Client Configuration
IP Address Range Shared Secret
1
“ SNMP Configuration
SNMP Version
v3 - Write/Trap User Same? ¥ Use for Enforcement @
Read User Credentials
Username Authentication Protocol Authentication Password
MD5 -
Privacy Protocol Privacy Password
None -
[~ rrovious J teri>
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4. Configure the enforcement for devices, which includes laptops, smart phones, VOIP phones, and
unmanaged devices.

o If profiling is enabled the device platform types are automatically enabled.

. L Additional
Device Type Platforms Authentication Type
Support

Laptops *  Windows «  802.1X Host Checker

«  MAC «  SNMP

e Linux
Smart phones « Android 802.1X NA

« i0S
VOIP phones NA e 802.1X NA

«  MAC

Unmanaged NA MAC NA
devices
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5. Enter the SSID for 802.1X. Use comma as a delimiter for entering multiple SSID's.

Initial Setup

What kind of enforcement do you want to support? .
Laptops ¥ windows ¥ Macintosh ¥ Linux

System Settings Enable compliance check - OFF

Select Authentication types ¥ B02.1x ¥ sNMP
Smart Phones ¥ Android ¥ jos

VOIP Phones ¥ 802.1x ¥ mac

Unmanaged Devices @ Brinters — Other Devices - .

S5IDs for 802.1x wyz

Cance! < Previous B wext > |

Importing Configurations from Ivanti Connect Secure
Importing Configurations from Ivanti Connect Secure
The existing configurations in ICS can be imported to IPS for quickly configuring the IPS device.
The following configurations can be imported from ICS:

¢ Authentication servers

¢ Role names

¢ Host Checker compliance policies
To import the ICS device configurations to IPS device:

1. Select Fetch configuration details from another Ivanti Connect Secure server.

2. Enter the ICS sign-in URL.

3. Enter the admin username.
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4. Enter the password
5. Enter the realm information.

6. Click Fetch. The list of imported authentication servers, roles, and Host Checker compliance
policies are displayed.

o If you try to import the configuration multiple times. The configurations will be overwritten
with the newer configuration.

Initial Setup
Successiully fetched configuration details from lvanti Connect Secure -~

This will import configuration from existing lvanti Connect Secure instance and use them in configuring lvanti Policy Secure. Below
are the list of configuration items that will be fetched from Ivanti Connect Secure.

= Authentication servers
« Roles

Admin Signin URL

Username admindb

Password | wees

Admin Realm Admin Users

List of imported Authenticafion Servers
Idap

List of imported Roles

AAA-Role

List of imported Host Checker Compliance Policies
PS-Check

cancel < Previous Jii wext > |

Authentication Server

Authentication server is used for authentication and verifying group membership. It validates the user
credentials and then provides the required access. It also maps users to roles based on either Light
Weight Directory Access protocol (LDAP) or Active Directory (AD) group information. The initial setup
wizard supports AD and LDAP authentication servers for user authentication. LDAP is supported for
device authentication based on MAC address.

To add the authentication server:
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1.

Select the Server Type (AD/LDAP).

Use Cases

System Settings
Profiling

Pulse Connect Secure

Authentication Servers

Authentication Servers are used for authenticating the end users logging onto the network. Select appropriate servers for authentication.

User Authentication

MAC Authentication

List of available Servers

Add Server Type

AuthServer Name

Idap

AD

Initial Setup
What Authentication Servers do you have?

- Add Mew Server -

AuthServer Type

LDAP

ACTIVE_DIRECTORY

Domain/HostName

10.209.114.249:389 -

S m
pcsqalab 7 ﬁﬁ
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2. For Active Directory, enter the server name, user credentials, Kerberos realm, and domain. You

can click Test to verify the configuration.

Initial Setup

Introduction

Use Cases
authentication.

System Settings
Switch Configurati
ofiling

User Authentication

MAC Authentication

List of available Servers

Add Server Type

Active Directory

What Authentication Servers do you have?

Authentication Servers are used for authenticating the end users logging onto the network. Select appropriate servers for

‘ Active Directory

Password

B E3 D

Server Name Username

l AD ] I administrator
Kerberos Realm Domain

[ pcsgalab.net ] I pcsqalab
AuthServer Name AuthServer Type

Domain/HostName
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3. For LDAP, enter the server name, LDAP server type (Generic, AD, Profiler), connection type, filter,
admin DN, base DN, unique variable for filtering, group member attribute, and group base DN.

Initial Setup
N
User Authentication AD -
MAC Authentication Idap -

List of available Servers

Add Server Type | LDAP - ‘

LDAP Server

Server Name Host Server Type

[ Idap l [ 10.204.90.216 l [ Active Directory - ]

Fort Connection Type Filter

l 389 l { Unencrypted - ] l macAddress=<USER= l

Admin DN Password Base DN

l cn=Administrator,cn=users,dc=uz l [ ------------ l l OU=MACAddresses,OU=MAC d( l

Group Filter Group Member Attribute Group BaseDN

l (&(objectClass=group){cn="*}) l [ member l l OU=MACGroups, OU=MAC dc=u l

-

Cancel [ < previous Tl Mext >

4. Configure the required authentication server for user authentication and machine
authentication.
Roles

A user role defines user session parameters (session settings and options) and personalization settings
(user interface customization).

o You can reuse the roles imported from ICS and then configure the VLAN and group
information.

To add a role name:
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1. Enter the role name and VLAN information.

2. Select the AD group or LDAP group.

o If the AD or LDAP group information is not available you must add the group

information manually.

3. Click Add (+) icon.

4. Enter the remediation role and the VLAN information.

5. Enter the role name and the VLAN information for unmanaged devices.

Initial Setup

What Roles do you have?

User Roles defines user session parameters(session settings and options) and personalisation settings(User Interface customization)

Role

Role Name VLAN AD Group LDAP Group
Enter Name l [ LA l [ - Choose User Grou| ~ | - Choose User Grou| ~ =+
Role 65 domain users cameras 7 ﬁ]T]
Remediation Role I Rem-Role l l 74 l
Unmanaged Devices I Unmanaged-Roles l [ 60 l

Compliance Check

IPS offers a variety of endpoint host checks to ensure compliance, including predefined checks for

third-party endpoint security software including anti-virus, firewall, anti-malware/anti-spyware

applications.

o You can reuse the compliance policies from ICS.

To configure IPS for endpoint compliance:
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1. Enter the rule name.

2. Select the platform type- Windows, Linux, MAC.
3. Select the rule type.
Antivirus, Firewall, and Process policies are supported for Windows and MAC platforms.
o Process policy is supported for Linux platform.
4. To enable remediation action, select Enable Remediation Action.
5. Click + Add.

Initial Setup
-
+ Add HostChecker Policy
RuleName Platform - Select Platform Type - v
Type - Select Compliance Type -
! Enable Remediation Action m
Initial SetupHC Policy
Rule Name Platform Compli Type R d
RuleName windows Firewall v 7 m
Policy Name Windows Mac Linux Enforce
PS-Check Process Process Process 7]
v v v
InitialSetup_HostCheckerPolicy Firewall o
v

Configuring Guest Authentication

Guest access feature on IPS enables guest users to access the network through a self-registration

process. The guest users self-register for network access from their device. Upon successful registration,
the guest users are notified with the user credentials and other details through SMS or email.

To configure guest authentication:
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1.

Select Wizards > Initial Setup > Configuration Summary.

2. Select Enable guest access for providing access to guest users.

Initial Setup

Use cases and Features

(Mote: It is recommended to configure the profiler first so that devices in the network are discovered. After the profiling of
the network is done, wizard can be launched again to configure the enforcement policies for the discovered device
types.)

) Enable profiling to get visiblity of devices in the netwark

Ll Enable enforcement and authentication mechanisms for the devices connecting to the network

") Fetch configuration details fram another Pulse Connect Secure server

|#/  Enable guest access for providing access to guest users

Prerequisite

Below are the details required for configuring IPS through this wizard

« License Details
License SKU or License server details are required. In case of license server, this IPS box needs to be added as a license
client with necessary licenses to be leased configured

Switch Details

List of switches that we wantto be used for providing the access to the end users and different VLAMs on the switch for
diferent set of users.

Maote: VLANs on all the switches need to be configured similarly

« Guest Authentication -
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3. Enter the VLAN information for the guest user.

rd

rd

rd

rd

Do you want to configure Guest Access?

Guest Access feature is used for providing access to guest users. Guest users can go through self registration process for obtaining
credentials and login to the network using them.

Guest Users VLAN 65

Create Guest Administrator Account

UserName adminuser

Enable Self Registration
Send Email to Guest Users
SMTP Server abe.xyz.net
Login qwerty
Send SMS to Guest Users
Gateway Clickatell

Login Name name

APl Product ID 12345

Password

Email Address

Password

Gateway URL

Password

Mobile No

qwr@xyz.net

Cancel

4. (Optional) Select Create Guest Administrator Account and enter the username and password.

5. (Optional) Select Enable Self Registration.

The SMTP and SMS configuration settings must be configured to enable guest users to create

user accounts on their own.

6. (Optional) Select Send Email to Guest Users and then enter the IP address or host name of the

SMTP server, email address, and log in credentials of the SMTP server.

7. (Optional) Select Send SMS to Guest Users and then select the SMS gateway type, gateway

URL, SMS gateway log in credentials, APl ID, and the mobile number of the guest user.

8. Configure the switch as described in table.

Add New Switch

Name

Enter a name to label the RADIUS client. You can assign any name to a
RADIUS client entry, use the device's SSID or IPv4/IPv6 address to avoid

confusion.
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Add New Switch

IP Address Enter the IPv4/IPv6 address of the switch.

Make/Model Select the make/model of the switch vendor. The make/model selection tells
IPS which dictionary of RADIUS attributes to use when communicating with
this client.

RADIUS Client Configuration

IP Address Range Enter the number of IP addresses in the IP address range for the switch/WLC,
starting with the address you specified for IP Address. You can specify a
range up to a maximum of 32,768 addresses.

Shared Secret Enter the RADIUS shared secret. A RADIUS shared secret is a case-sensitive
password used to validate communications between IPS and switch.

Initial Setup

What switches do you have?

Switch can be used as an Infranet Enforcer with (wanti Policy Secure With this solution, Ivanti Policy Secure is the policy decision point
while the switch is the policy enforcement point.

3 x figurat B v Add New Switch
Guest Access

Name IP Address Make/Model

10.204.88.12 10.204.88.12 Ruckus Wireless -

v Radius Client Configuration
IP Address Range Shared Secret Ruckus Password

1 e
Validate Ruckus Server Certificate

Name IP Address SNMP Radius Client

10.204.88.12 102048812 Nong v

Cance! | < provious Jf wext > |
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Verification and Troubleshooting

You can verify the configuration summary page for any errors during the initial setup configuration and

perform the troubleshooting task based on the issue. The wizard captures the summary of the

configurations before proceeding with enabling the corresponding use case on IPS. If needed you can

modify the required configurations before completing the configuration.

Initial Setup

What is getting configured?

Usecases Selected: Profiling, Guest Access, Enforcement

Switch Settings: ProCurve Switch 2810-24G(HP)

Profiler Settings: Subnets:

Guest Access Settings: Guest VLAN: 65

Enforcement: Windows - Compliance: ON Authentication: 802 1x, SNMP

Mac - Compliance: ON Authentication: 802.1x, SNMP
Linux - Compliance: ON Authentication: 802.1x, SNMP
Android - Authentication: 802.1x

108 - Authentication: 802.1x

VOIP - Authentication: 802.1x, MAC

Unmanaged Devices - Authentication: MAC

Authentication Servers: User Authentication Server: AD(ACTIVE DIRECTORY)
MAC Authentication Server: LDAP(LDAP)

Roles Configured: Role(65)
Remediation Role: Rem-Role(74)
Role For Unmanaged devices: Unmanaged-Roles(60)

Compliance Settings:
Initials i C Policy:

rm EE

The following figure shows the final configuration summary page. You can verify the common

configuration, profiling, enforcement, guest access configuration details.

Initial Sefup = Initial Setup Configuration Summary

Initial Setup Configuration Summary

o o o

Profiler Enforcement Guest Access
(Completed) (Completed) (Completed)

Ivanti Palicy Secure supports different use cases and across the various devices and platforms. Initial Setup Wizard helps in configuring below use cases

+ Profiler to get the visibilty of all the devices present in the network
« Enforcement for the devices connecting in the network using 802.1x. MAC Authentication and SNMP Authentication mechanisms

+ Guest Access to enable guest users to login to the network along with provision of self registration for guest users

policies for the di d device types. Additionally, Guest Access functionality can also be enabled.

» Common Configuration Details
» Profiling Configuration Details
¥ Enforcement Configuration Details

¥ Guest Access Configuration Details

Note: It is recommended to configure the profiler first so that devices in the network are discovered. After the profiling of the network is done, wizard can be I

End

again to

° @ Configure

the enf
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IPS Migration Wizard

IPS Migration wizard enables seamless migration of RADIUS and TACACS+ configuration, and also
automatically creates basic IPS configuration needed for these use cases to work right after migration is

complete.

Prerequisites

Before proceeding with the IPS Migration wizard, export the RADIUS/TACACS+ clients’ details in the
form of CSV file from Cisco ACS.

Follow the below steps to export the RADIUS/TACACS+ clients’ details:
1. Login to Cisco ACS GUI.
2. Navigate to Network Resources > Network Devices and AAA Clients.
3. Select all the clients.

4. Click Export.

LogOut About Help

acsadmin  cisco-acs (Primary : LogCollector)

vhialn Cisco Secure
CISCO  NFR(Days left: 266

iy tiotspace Network Resources » Network Devices and AAA Glients
Network Devices Showing 1-50f3 50 | per page| Go|
+ Network Device Groups , =
p— Filter: | ™| Match it hall - g
D Ty [[] Name -« |P Address Description NDG:Location NDG:Device Type
Defauit Network Device [] Arsta3500 10.204.66.33/32 All Locations:Singapore All Device Types
External Proxy Servers [] Cisco2300 10.204.57.62/32, 3.4.51/24 All Locations:India Bangalore All Device Types:CiscoSwilches
SIS ITP S [] Cisco3s60 122232 Cisco 3560 LAB Al Localicns:india All Device Types CiscoSwilches
g Users and Ideniity Stores
_ Cisco3650-VLAN- . ) . ; ’
G Policy Elements (I 1225032 Cisco 3560 LAB Al Locations:SFO:FIR-1-BAY-1  All Device Types CiscoSwitches:Cisco2960
[ Access Poi o
PRF T T [] hp clentt 10204 88 30/32 All Locations:India All Device Types
» [..] Monitoring and Reporis
» & System Administration
Duplicate | [Edit| [ Delete | [ [ File Operations Pagel:loﬁ
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Configuring RADIUS and TACACS+ Migration using IPS Migration
Wizard

The IPS Migration wizard helps administrators in creating RADIUS and TACACS+ configuration using
the CSV file exported from Cisco ACS.

To configure RADIUS and TACACS+ migration using IPS Wizard:
1. Login to the IPS Admin console.

2. Select Wizards > Migration > RADIUS and TACACS+ config migration. The Introduction

window lists the configuration steps.

3. Click Next.

RADIUS and TACACS+ config migration

[==— ]
This wizard helbys in creating RADIUS and TACACS+ configuration using CSV file. As part of this below are the various functionalities that can be

configured

» Creation of Radius clients, Return attribute policies for 802.1x authentication
» Creation of TACACS+ clients, Shell policies for device administration.
= Authentcation server for authenticating the users.

- 3

4. Inthe Import File window, choose the use cases for configuration import — the RADIUS clients
check box or TACACS+ clients check box or both. Based on these selections, migration wizard

provides steps to create the Radius policies followed by the Shell policies.

5. Click Browse and select the CSV file that is exported from Cisco ACS.
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6. Click Next. After receiving confirmation for successful upload, click Next.

RADIUS and TACACS+ config migration

Introduction
m Successfully validated file chosen. Click on "Next” to continue with the configuration.

RADIUS clients

TACACS+ clients

Upload File (csv) export-net-type.csv

Cancel < Previous

o At any stage of the migration wizard, you can click Previous to go back to the previous
window or click Cancel to cancel the migration.

7. Next step is to configure the Active Directory server. You can select one from the existing list of
AD servers or add a new AD server.

e To select from the existing list, click Select existing server and choose the required AD

server from the list.

e To add a new AD server, click Add new AD server. Enter the name, domain name,
Kerberos realm, user name, password that matches with the ACS configurations.

8. Click Test to validate the Active Directory configuration. This will take a few seconds to complete.
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9. Once the validation is successful, click Next.

10.

11.

12.

13.

RADIUS and TACACS+ config migration

Introduction -
¥/ Retumn Attribute

Impoﬂ Flle
Return Attribute Value Action
Aumgmcanm
Aﬂri:ule Policies Filter-Id - +
Filter-Ild compliant.in =
. ]

L) Add Session-Timeout attribute

® Terminate the session Re-authenticate the session

Interface Automatic -
Available AD groups: Selected AD groups:

domain computers - Add = -

(all)
domain controllers

i
schema admins
enterprise adming

cert publishers

domain admins -

sove cranges | cacl

In the RADIUS Return Attribute Policies window, click New Policy and enter a name to the
Radius policy.

Select Location Groups.

o IPS supports single location group; nested location groups are not supported. The
subgroups created on ACS have to be configured as individual groups in IPS.

Select the Return Attribute check box. Select appropriate Vendor Specific Attribute as Return
Attribute. In the Value field, define the ACL/Firewall Filter. For example, Return Attribute is Filter-
Id and Value is compliant.in.

Click Save Changes to save the configuration.
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14. Click Next.

RADIUS and TACACS+ config migration

Infroduction

RADIUS Return Attribute Policies

In'pon Flle
A to o) ess device, such as = LAN e ints must use to
Aulhenhcahm .
RMm Attribute Policies -
Policy Name l Radius policy
Awailable Location Groups: Selected Location Groups:

All Locations_India - Al Locations_India_Bangalore ~
All Locations_SFO_FIR-1_BAY-1 m

All Locations_Singapore

-~ Provide full Access (Open Port)
® Control the Access

¥ viAN: 55
I  Retum Attribute:

Return Attrioute: Value Action

Filter-1d a +

-

Carncel < Previous Next >
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RADIUS and TACACS+ config migration

Introduction

¥ Return Attribute

Impon Flle
Return Attribute Value Action
Aulhenhcahun
Aﬂri:ue Policies Filter-1d . +
Filter-1d compliant.in =
¢ ]

Ll Add Session-Timeout atiribute

# Terminate the session Re-authenticate the session

Interface Automatic

Available AD groups: Selected AD groups:

domain computers -

(all)
domain controllers

. Remove
schema admins
enterprise admins
ceri publishers

domain admins

-

Sove Gl .

15. In the Shell Policies window, click New Policy and enter a name to the Shell policy.

16. Define external group, device type, shell profile and the command set.

17. Click Save Changes to save the configuration.
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18. Click Next.

RADIUS and TACACS+ config migration

Import File

Shell Policies

TR A Shell policy
Retumn Atinbute Policies Shell Policy Name: Shell policy
Awvailable Device Groups: Selected Device Groups:

All Device Types - All Device Types_CiscoSwitches -
All Device Types_CiscoSwitches_Cisco?360

- -
Default Priviege
Maximum Privilege
Command Sets:

Command Arguments Action
permit - + -

Cancel < Previous Next >
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RADIUS and TACACS+ config migration

. ‘

permit - =
Please Spaciy e action to be taken on any COMManG that does not Mateh any of the rule In he table
o oo

Custom Attributes:

Altribute Walue Requirement Action

Mandatary - +

Awvailable AD groups: Selected AD groups:

. - = .
domain computers domain conirolers

schema admins Remove enterprise admins
cert pubiishers

domain admins

domain users

dnmain nuesis

sav g

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 108 of 1219



http://www.ivanti.com/company/legal

IPS Migration Wizard

19. In the Summary window, verify the details and click Finish to complete the RADIUS and

TACACS+ configuration migration.

RADIUS and TACACS+ config migration

Import File

Return Atiribute Policies
Shell Policies

Summary

Summary
Signin url
User Realm
Admin Realm
Authentication server

Location Groups
RADIUS Clients
TACACS+ Clients
RADIUS Return Atfribute
Policies

Device Groups

Shell Policies

migration_url
migration_realm
migration_admin_realm
AD Server
wlocation Groups List
All Locations_India_Bangalore, All Locations_India, All Locations_SFC_FIR-1_BAY-1, All

Locations_Singapore

wRADIUS Clients List
Cisco2%00, Cisco3560, Cisco3B50-VLAN-10, hp_client1, Cisco 2960X

wTACACS+ Clients List
Arista3500, Cisco2000, Cisco3560, Cisco3650-VLAN-10, Cisco 2960X

wFolicies List

Radius policy

wDevice Groups List

All Device Types , All Device Types_CiscoSwitches , All Device Types_CiscoSwitches_Cisco2960

wPolicies List

Shell policy

-

Cancel

RADIUS and TACACS+ config migration status

Successiully created auth server with name: AD Server
Successiully created 2 roles
Successfully crealed user realm : migration_realm
Successiully created 2 role mapping ruleds)
Successiully created signin wi =/migration_url
Successfully creatled 4 Location groups
Successiully crealed 4 Radius dients
Failed to create 1 Radus clents
Successfully created 1 retumn attribute policies
Successiully created 2 roles
Successiully created admin realm - migraticn_admin_raalm
Successfully created 2 role mapping rula{s)

Successiully created 3 Device groups
Successiully crealed 5 TACACS clients
Successiully created 1 Shell policies

|

For more information on 802.1X authentication and troubleshooting, see 802.1X Authentication with

Cisco Switch cook book
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Layer 2 Enforcement

Layer 2 enforcement means controlling network access at the point where the user attaches to the
network. In a wired network, this control is at the switch port; in a wireless network the control is at the
wireless access point. The network access control is accomplished through 802.1X authentication
protocol (implemented on the switch or wireless AP) in conjunction with RADIUS return attributes to

control switch or AP operation such as VLAN assignment and filtering.

Using the 802.1X standard we can create a strong network perimeter defense through strong admission
controls that do not allow users onto the network unless they are compliant with specified policy.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 110 of 1219


http://www.ivanti.com/company/legal

Policy Enforcement using 802.1X

Policy Enforcement using 802.1X

Overview

802.1Xis an |EEE standard for port-based network access control. It provides an authentication
mechanism for devices and users attempting to connect to wired and wireless LANs so that only

authorized connections are allowed.
The basic components of 802.1X are:

¢ Endpoints- The endpoint is the device being authenticated. The supplicant is an agent running
on the endpoint. For example, Pulse client, native supplicant, and non-lvanti Policy Secure

supplicant.

¢ Authenticator/Switch-The authenticator is a network device a managed switch or wireless
access point that facilitates authentication by relaying credentials between the supplicant and

authentication server.

¢ Authentication Server- IPS acts as an authentication server (typically a RADIUS server) and
validates the credentials of the supplicant requesting access.

The 802.1X standard specifies the Extensible Authentication Protocol (EAP) as its encrypted message
format for transmission between supplicant and authenticator.

Benefits of 802.1X Authentication

Following are the benefits of 802.1X authentication:
e Supports dynamic authentication policy using 802.1X, RADIUS, and RADIUS proxy.

e Supports RADIUS Change of Authorization (CoA) and RADIUS Disconnect, which allows devices
to change the VLAN/ACL for the endpoint based on roles.

e Supports hybrid NAC deployment (802.1X for wireless network and SNMP for wired network).
e Supports backend third-party RADIUS servers through RADIUS proxy.

e Supports native client, pulse client, and third party supplicants.
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Deployments using 802.1X Authentication

The 802.1X provides authenticated access to LAN, which applies to both wireless and wired networks. In
a wireless network, the 802.1X authentication occurs after the client has associated to an access point
using an 802.11 association method. The wired networks use the 802.1X standard without any 802.11
association by connecting to a port on an 802.1X enabled switch.

Using 802.1X, the user is authenticated to the network by means of user credentials, such as a password,
certificate, or a token card. The keys used for data encryption are generated dynamically. The
authentication is not performed by the switch, but rather by IPS as the RADIUS server. The 802.1X
method uses EAP messages to perform authentication. The newer EAP protocols can dynamically
generate the Wired Equivalent Privacy (WEP), Temporary Key Integrity Protocol (TKIP), or Advanced
Encryption Standard (AES) keys that encrypt data between the client and the wireless access point.
Dynamically created keys are more difficult to break than preconfigured keys because their lifetime is
much shorter. The known cryptographic attacks against WEP can be prevented by reducing the length
of time that an encryption key remains in use. The encryption keys generated using EAP protocols are
generated on a per-user and per-session basis. The keys are not shared among users, as they must be
with preconfigured keys or preshared passphrases.

Deployment of IPS with External Authentication Server

It is difficult or impossible to maintain a centralized database of users in environments with many
distributed users. You can easily pair IPS with an organization's other identity databases, such as LDAP
and Active Directory to leverage existing credentials. IPS RADIUS server can forward authentication
requests from a network access device (NAD) to an external Authentication server.

O

)
S
z‘(»@ Switch =
© E% S lui
Ik T o h

‘ Ivanti Policy Secure

External
Authentication
Server

./

@ 1T _

\__ Endpoints |

Patch Remediation

The authentication process is described below:
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1. The endpoint connects to an 802.1X enabled switch/WLC. The endpoint exchange EAP messages
using 802.1X, which contain information about user credentials and the health of the endpoint.

2. The switch receives the request and starts the RADIUS authentication with IPS.

3. IPS receives the request and then converts the request to the required format for the external
authentication server.

4. If IPS successfully authenticates the user, it sends a message to the switch/WLC to allow the
endpoint access to the network. The type of access granted depends on the user's identity and
the health of the endpoint. For example, if the endpoint meets the requirements of all Host
Checker policies, the user can have full network access. If the endpoint does not meet some
security requirements, the user can be granted access to a remediation server. If the endpoint is
using Pulse Client as its 802.1X supplicant, IPS and the endpoint exchange messages as
necessary throughout a session (for example, to monitor the endpoint's security compliance). If
the endpoint is using a native supplicant, Host Checker is not supported.

5. If the endpoint is using Pulse Client, and the endpoint meets the requirements of all Host
Checker policies then IPS allows user to access the protected resources.

The user's identity and the endpoint health assessment are used to determine which VLAN to use for
the switch port that the endpoint is connected to. Typically, if the endpoint does not meet minimum
criteria for health assessment as defined by the administrator, the endpoint will be placed on a
restricted VLAN which allows access to servers which can aid in remediating the endpoint.

You define VLAN policies for endpoints that access switches using 802.1X. After an authenticated
endpoint, has been mapped to a set of roles, the VLAN policies are evaluated and the VLAN information
is communicated to the switch through RADIUS attributes. RADIUS attributes vary by make and model
of switch. You specify the make and model when configuring a RADIUS client on IPS.

In addition to authenticating endpoints with 802.1X IPS RADIUS server can be used to authenticate
802.1X IP phones, switches.

Deployment of IPS as a RADIUS Server

IPS provides the RADIUS server functionality for layer 2 enforcement. Using the IPS internal RADIUS
server, you can provision 802.1X authentication for endpoints. Layer 2 authentication and enforcement
is used to control network access policies at the edge of the network using an 802.1X enabled switch or
access point.
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A RADIUS license allows you to use the IPS series device as a RADIUS appliance. To apply your initial
license or to upgrade your license, select System > Configuration > Licensing in the left navigation
pane.

r Switch @D
&’ -’ .
|I§ — > |00 000|,
=] i (37 Ivanti Policy Secure
= = = -
7 )

\_ Endpoints

The authentication process is described below:
1. The endpoints connect to switch over 802.1X using EAP protocol.
2. The switch receives the request and starts the RADIUS authentication with IPS.

3. IPSintegrated RADIUS server receives the request and performs the authentication and then
returns the attributes for controlling user access.

4. The switch uses the returned attributes to control the user access privileges on the port or
service set identifier (SSID).

The following RADIUS configuration options are available only with RADIUS license.

e Host Checker Custom: Statement of Health policy- When you apply both a RADIUS license and
an MS-NAP license, you can configure an Endpoint Security policy by way of the Host Checker
policy. If you have only a RADIUS license, the Endpoint Security menu is not available.

¢ RADIUS User Count- This feature allows you to create RADIUS users. To view the number of
RADIUS users, select System > Status. The number of RADIUS users does not count against the
concurrent user license if you have both a RADIUS license and a user license installed.

The following features are not available with RADIUS only license:
e |F-MAP Federation

¢ Infranet Enforcer
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¢ Host Enforcer

e Endpoint

Security

e Push Configuration

« MDM Authentication servers

e Sign-in Notifications

¢ Agent and Agentless tabs do not appear on the Overview page.

¢ Enterprise onboarding

Deployment of IPS as a RADIUS Proxy

In environments with many distributed users, it can be difficult or impossible to maintain a centralized

database of users. Using RADIUS proxy, IPS RADIUS server can forward authentication requests from a

network access device (NAD) to an external RADIUS server.

You can configure IPS to proxy RADIUS inner or outer authentication to an external RADIUS server.

Proxying inner or outer authentication gives you the flexibility to direct requests for authentication

through whatever realm is most appropriate for each user.
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Server

The authentication process when using an external authentication server is described below:

1. The endpoints connect to switch.

2. The switch receives the request and starts the RADIUS authentication with IPS.

3. IPS receives the request and then forms another RADIUS request and forwards it to the external
RADIUS server.
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4. If authentication succeeds the IPS assigns the user the appropriate roles, and then passes the
associated RADIUS attributes back to the access device.

With RADIUS proxy enabled, IPS acts as a simple relay agent and does not participate in the accounting
and authorization process. You must configure all attributes for authenticator configuration on the
external RADIUS server.

You can specify the outer or inner proxy as follows:

e Outer proxy requires that the external RADIUS server presents a certificate to the supplicant. The
result is a secure tunnel between the supplicant and the external server.

e Inner proxy uses the IPS certificate to establish the secured tunnel, but relays the supplicant
authentication data to the external RADIUS server. The secured tunnel is established between the
supplicant and IPS. The data passes between the IPS and the external RADIUS server in clear text.

Configuring 802.1X on IPS

This section covers the configuration for 802.1X authentication. It involves configuring the various
elements necessary for performing 802.1X authentication between the endpoint and IPS.

802.1X authentication is also supported on external port. As a prerequisite, the Admin must
o enable Global Setting with Auth Traffic Control option. For configuration procedure, see "AAA
Traffic Management" on page 549

Configuring Authentication Protocol Set

Authentication protocol is a method of defining how endpoints are authenticated through IPS. IPS
supports a set of authentication protocols. You can configure sign-in policy with combination of
authentication protocol set and associate them with realms to determine how endpoints connect and
authenticate using 802.1X. The IPS supports a variety of EAP and non-EAP authentication methods to
allow you to determine how endpoints authenticate. For example, you can use the default EAP methods
with Pulse Client, or you can use different methods to permit authentication with different endpoints,
such as non-lvanti 802.1X supplicants and IP phones.

For IPS agents (Pulse Client and Host Checker agentless access), authentication is supported through
EAP-TTLS and EAP-PEAP as the outer protocols and EAP-JUAC (a proprietary protocol) by default.
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EAP-TTLS first authenticates the server and sets up an encrypted Transport Layer Security (TLS) tunnel
for secure transport of authentication information. Within the TLS tunnel, a second authentication
protocol is used to authenticate the user. EAP-TTLS is the “outer” authentication, while the second

protocol is the "inner” authentication.
The following is a list of supported EAP types:

EAP-PEAP uses server-side public key certificates to authenticate clients with server. The PEAP
authentication creates an encrypted SSL/ TLS tunnel between the client and the authentication server.
The exchange of information is encrypted and stored in the tunnel ensuring the user credentials are

kept secure.

e EAP-JUAC is a proprietary protocol that enables host check, firewall provisioning, and IP address

restrictions.
e EAP-TTLS uses server-side certificates to set up authentication between clients and servers.

e EAP-SoH allows the endpoint to exchange state of health messages with IPS to assess endpoint
qualification for passing Statement of Health rules in a Host Checker policy. It is used only with
Windows native 802.1X supplicants.

e EAP-Generic Token Card (EAP-GTC) supports the use of authentication tokens.
e PAP supports the exchange of plaintext passwords.

e CHAP support includes MS-CHAP, MS-CHAPv2, EAP-Message Digest 5 (EAP-MD5), and EAP-MS-
CHAPv2

e Password Authentication Protocol (PAP) with plain-text passwords.

e EAP Transport Layer Security (EAP-TLS) allows non-lvanti 802.1X supplicants to authenticate
through a certificate authentication server.

IPS supports these authentication protocols as non-tunneled authentication methods as well as inner
authentication methods, depending on the policies that you configure. You can configure protocol sets
with or without EAP, with the exception of MD5, EAP-GTC, EAP-TLS, and EAP-SOH, which are supported
only for EAP. To use EAP-SOH, you must use EAP-PEAP as an outer authentication protocol.

If you use a protocol set with inner and outer authentication, both protocols must match the inner and
outer protocol that is configured for the endpoint.

IPS uses two default preconfigured protocol sets.
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e 802.1X protocol set that is used by default with IPS agents.

e 802.1X-phones protocol set that is used for authenticating 802.1X IP phones.

Third-party supplicants cannot use the preconfigured 802.1X protocol set. For example, some switches

can request authentication using CHAP, or EAP-MD5-Challenge. For such devices, you must define an

authentication protocol set.

. Usage

Outer Inner Basis .
recommendation

PAP [1] n/a Password Local auth server, Active
Directory, LDAP [2] Cisco
switch authentication

CHAP [1] n/a Password Captive portal or
authentication of switch
administrators for HP
ProCurve switch

EAP-MD5-Challenge n/a Password Captive portal or

(1] authentication of switch
administrators, some IP
phones

MS-CHAP [1] n/a Password

MS-CHAP-V2 [1] n/a Password

EAP-MS-CHAP-V2 [1] | n/a Password

EAP-GTC [1] n/a Token

EAP-TLS n/a User Certificate 802.1X supplicant, some
IP phones
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. Usage
Outer Inner Basis .
recommendation
EAP-PEAP Non-lvanti 802.1X
supplicant
EAP-SOH System Health Windows supplicant with
Statement of Health
Host Checker policy
EAP-MS-CHAP-V2 Password Local or Active Directory
server
EAP-GTC Token 802.1X supplicant
EAP-TLS User Certificate
EAP-JUAC Various Pulse Client
EAP-TTLS Pulse Client, other
supplicant
PAP LDAP authentication
server
CHAP
EAP-MD5-Challenge
MS-CHAP
MS-CHAP-V2
EAP-MS-CHAP-V2 Local or Active Directory
server
EAP-GTC 802.1X supplicant
EAP-JUAC Pulse Client

The following additional information is intended to help you understand the protocols that have been

implemented for our 802.1x solution:
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 |vanti always uses EAP-TTLS/EAP-JUAC.

e EAP-TTLS, EAP-PEAP, and EAP-TLS are based on TLS and therefore secure. We recommend
protecting other protocols by putting them into an EAP-TTLS or EAP-PEAP tunnel, if the
supplicant supports one of these tunnels.

¢ With LDAP, there are 3 protocol possibilities:

¢ If the LDAP server is also an Active Directory server, configure the server on IPS as an
Active Directory server, not as an LDAP server. On IPS, PEAP-MS-CHAP-V2 is enabled by
default. You can also enable MS-CHAP and MS-CHAP-V2 if necessary.

¢ |f passwords in the LDAP server are stored irreversibly hashed, CHAP family protocols will
not work, only PAP and TTLS-PAP will work. On IPS TTLS-PAP is enabled by default. You
can enable PAP if required, but this is the least secure protocol.

e Some LDAP servers allow you to store the passwords in clear text or reversibly encrypted.
In this situation, all the CHAP family protocols will work.

During RADIUS authentication, if a user's password has expired then the user is prompted to change
the password if the protocol is:

EAP-MSChapV2

PEAP with EAP-MSChapV2

TTLS with EAP-MSChapV2

TTLS with Non-EAP MSChapV2

¢ Plain Non-EAP MSChapV?2

EAP-JUAC
The following table summarizes additional usage guidelines.

¢ Password- The protocols that support password changing on IPS include JUAC, MS-CHAP-V2,
EAP-MS-CHAP-V2, and EAP-GTC. If you use CHAP, PAP or MS-CHAP for a Layer 2 connection (for
example, with an Active Directory Server), password changing is not supported through IPS.

e Expired passwords- You can direct users with expired passwords to a Web interface to access a
default VLAN to allow users to log in with a clear text password and change their password.
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e Password restrictions- Password restrictions (for example, password length) cannot be enforced
if you use the CHAP family protocols for authentication.

e Default protocols for Ivanti- The 802.1X protocol set is used by default for endpoints that
connects Pulse Client. If you disable the JUAC protocol (a proprietary protocol) on Pulse Client
and IPS have only the features of a standard non-Ivanti supplicant.

To configure an authentication protocol set:

1. Select Authentication > Signing In > Authentication Protocols.

* The default 802.1X protocol set is configured with EAP-TTLS and EAP-PEAP as
primary (outer) authentication protocols.

o ¢ EAP-JUAC, EAP-MSCHAP- V2 are used as inner authentication for EAP-PEAP.

e EAP-JUAC, PAP, MSCHAP- V2, EAP-MS-CHAP-V2, or EAP-GenericTokenCard are
used as inner authentication for EAP-TTLS.

2. To create a new protocol set, click New Authentication Protocol, or select the check box beside
the existing 802.1X protocol set and click Duplicate.

Is > New Authentication Protocol

tion protocols in preferred order
Available protocols: Selected protocols:

CHAP - m EAP-TTLS
EAP-GenericTokenCard| m EAP-PEAP .
EAP-MDS-Challenge

MS-CHAP

v PEAP

1f EAP-PEAP is selected in ion protocol and is not used proxy, specify inner protocols in preferred order
Availa s Selected protocols:

enCard ~ EAP-JUAC

EAP-SOH [ remove JASTST

epwunc

EAP-MDS-Challenge PAP
MS-CHAP. MS-CHAP-V2
EAP-MS-CHAP-V2

EAPGenericTokenCard

3. Enter a name, and optionally a description for the new authentication protocol set. You select the
protocol set by name when you create a sign-in policy.
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Under Authentication Protocol, select authentication protocol(s) from the Available Protocol list.
Click Add.

For non-tunneled protocols, create an authentication protocol set, which includes CHAP, PAP or
EAP-MD5 Challenge.

If you select EAP-PEAP as the main authentication protocol, under PEAP select an inner
authentication protocol from the Available Protocol list. Click Add.

If you select EAP-TTLS as the main authentication protocol, under TTLS select an inner
authentication protocol from the Available Protocol list. Click Add.

o If you are using inner RADIUS proxy, do not select an inner protocol with EAP-PEAP or
EAP-TTLS.

Click Save Changes to save your selections. When you configure a sign-in policy, you associate
this authentication protocol set with an authentication realm.

Creating and modifying the sign-in policy

Sign-in policies define both the URLs that users and administrators use to access the network and to

view the sign-in pages. IPS has two types of sign-in policies—one for users and one for administrators.

When you configure sign-in policies, you associate realms, sign-in pages, and URLs that are provided

for users when they first log in.

To modify the authentication protocol set used by a specific authentication realm:

1.

Select Authentication > Signing In > Sign-In Policies and click New URL.

in Folcies > New Sign-n Policy

® Users © Administrators

Available realms Authentication protocol set
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2. Under Authentication realm, add a new realm or modify an existing realm.
3. Select the desired authentication protocol set.

4. Click Save Changes.

Configuring a Location Group

Location groups let you organize or logically group network access devices by associating the devices
with specific sign-in policies. Sign-in policies provide a way to define and direct independent access
control policies with the network. For example, you can create location group policies to logically group
the switch/WLC in each building at a corporate campus. You can also use location group policies to
specify a special realm for MAC address authentication.

To configure a location group:
1. Create a sign-in policy to associate with the location group.

2. Select Endpoint Policy > Network Access > Location Group.

Network Access > Location Group > New Location Group
New Location Group

v Location Group

* Name: Label to reference this Location Group

Description

* Sign-in Policy */questadmin/ v Tor

MAC Authentication Realm’ (none) v Tor

Save Changes

* indicates required field

3. On the New Location Group page, enter a name to label this location group and optionally a
Description.

4. For Sign-in Policy, select the sign-in policy associate with the location group.

5. Click Save Changes.

Location groups allows you to block Layer 2 endpoints in specific locations from using
particular authentication protocols, realms, and roles. For example, you can block endpoints in

o unsecure locations from accessing sensitive roles. However, RADIUS clients should not be
placed in insecure locations. To ensure that RADIUS clients are not compromised and do not
violate these policies, all the network RADIUS clients should be securely protected.
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Configuring the network access device as a RADIUS Client

A RADIUS client policy specifies the information required for an 802.1X network access device to
connect as a RADIUS client of the IPS.

When you select the device's make and model in a RADIUS client policy, you are selecting a dictionary
file that contains the vendor-specific attributes (VSAs) for that device. Whenever IPS receives a RADIUS
packet from that device, it consults the dictionary file for any nonstandard attributes that it encounters
in the packet. If you do not know the make and model of a device, you can use the standard RADIUS
attributes by choosing the Standard RADIUS setting in a RADIUS client policy.

In addition to the configuration on IPS, you must configure the NAD with information about IPS,
including:

e [P address

e Shared secret specified in the RADIUS client policy for the device
To configure a RADIUS client:

1. Select Endpoint Policy > Network Access > RADIUS Client.

2. Click New RADIUS Client.

¥ RADIUS Client

@© Cisco WLC 10.204.88.244 successfully updated

* Name. | Cisco WLC 10.204.88.244 Label to reference this RADIUS Clignt
Description:
4
* IP Address [ 1020488 224
* IP Address Range: | 1 ADIU: t
* Shared Secret: | reee
Key Wrap "
* Key Wrap Format ASCIl
* Key Encryption Key(KEK) | esanes
* Message Authentication Code Key(MACK): | esanes should be 16 bytes to 64 bytes
* Make/Model Airespace v

* Location Group: Default

 Dynamic Authorization Support

Support Disconnect Messages v Disconnect Message Support

3. On the RADIUS Client page, enter a name to label the RADIUS client. You can assign any name to
a RADIUS client entry, use the device's SSID or IPv4/IPv6 address to avoid confusion.

4. (Optional) Enter a purpose or description of the configuration so that other users are aware of it.
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5. Enter the IPv4/IPv6 address of the switch.

o If you specify the Switch Address as IPV6, IPS will allow Pulse Client to connect only
using Client’s IPv6 address in 802.1x Connection Type.

6. (Optional) For IP Address Range, enter the number of IP addresses in the IP address range for
the switch/WLC, starting with the address you specified for IP Address. You can specify a range
up to a maximum of 32,768 addresses.

7. For Shared Secret, enter the RADIUS shared secret. A RADIUS shared secret is a case-sensitive
password used to validate communications between IPS and NAD. IPS supports shared secrets of
up to 127 alphanumeric characters, including spaces and the following special characters:

~1@#$%N&*()_+\=-"01:";<>?/,

8. For Make/Model, select the make and model of the NAD. The make/model selection tells IPS
which dictionary of RADIUS attributes to use when communicating with this client.
Note that Ruckus Request Password needs to be configured only for SmartZone Guest
Access.

9. (Support for RFC 6218: Cisco/Airespace Switches). If you are configuring a new RADIUS
authentication server and want to enable AES key wrap, which makes the shared secret between
the controller and the RADIUS server more secure, follow these steps:

e Enable the Key Wrap checkbox.

e From the Key Wrap Format drop-down list, choose ASCII or HEX to specify the format of
the AES key wrap keys: Key Encryption Key (KEK) and Message Authentication Code Key
(MACK)

e Enter the 16-byte KEK used for encrypting the key generated by the server

e Enter the 16-64 bytes MACK used for authenticating the messages.

o AES key wrap is designed for Federal Information Processing Standards (FIPS) customers
and requires a key-wrap compliant RADIUS authentication server.

10. For Location Group, select the location group to use with this NAD.
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11.

12.

13.

Under Dynamic Authorization support, Select the Support Disconnect Messages check box
to send disconnect messages to supplicants if access is no longer authorized. If this check box is
selected, a disconnect request is sent to the NAD any time a session is deleted. IPS can also send
disconnect messages upon a role event that includes a VLAN change or a change in RADIUS
attributes.

Select Support CoA Messages to enable CoA messages and disconnect messages support for
the client. Ensure that Pulse Client is configured with EAP-JUAC in EAP-TTLS inner protocol as
most preferred protocol.

RADIUS CoA feature provides a mechanism to change the attributes of an authentication,
authorization, and accounting (AAA) session after it is authenticated. Using the existing session,
RADIUS CoA allows devices to change the VLAN/ACL for the endpoint based on roles. CoA works
on role mapping associated with every user. As the device state changes, the user is put in to
various roles based on the Host Checker assessment or compliance check. During the dynamic
assessment, CoA requests such as filter-id or any other return attributes that suites the role is
sent to the NAD to provide the required access for the device. IPS receives CoA-NAK request if
the NAD is not able to apply filter-id or any other return attributes.

(Optional) Enter a new Dynamic Authorization Port (Default port is 3799). The default port
might vary depending on the manufacturer. NAD listens to UDP port to receive RADIUS CoA
messages from IPS.

14. Click Save Changes.

Configuring Role and Role Mapping

IPS access management framework evaluates authentication requests to match endpoints to roles. You

must configure user roles for the various types of endpoints authenticated.

1.

To create a user role:

Select Users > User Roles.

2. Click New Role.
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3. Complete the name and description configuration and then save the configuration.

User Roles = New Role

New Role

Mame: |

Description:

w Options

Session and appearance options are specified in Default Options. Check the following if this role should override these defaults.

@ Session Options

w Ul Options

) Odyssey Seftings for Access

) Cdyssey Settings for Preconfigured Installer

) Enable Guest User Account Management Rights

Save Changes

4. Click Agent and deselect agent options and then save the configuration.

User Roles = Users > Agent > General

General

General m Agentless

Genera

w Options

[ Install Agent for this role

() Enable Host Enforcer

Mote:(Odyssey A =z Client only) By default, if yvou enable H

t Enforcer on a role, all traffic is blocked for users mapped to this role.

Make sure you Host Enforcer policies on the "Resource Policies®Host Enforcer™ page to allow particular traffic for this role.
Host Enforcer policies that apply to this role:

» Agcess control

W Session scripts

Windows: Session start script Windows: Session end script
This script is executed afferthe session has started. Thiz script is executed afferthe session has ended.

Script Location:

Save Changes

Script Location:
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5. Click Agentless and enable agentless access and then save the configuration.

# Enable Agentless Access for this role
Disable use of AJAX for heartbeats
Hide the Agentless page after Captive Portal redirectin this option. the Browser spiash page wil not appear after Gaptive Portal suthentication. AS & fesuft, heartbeats wil not be sent and the session wil timeout uniess option Allow VPN Through Firewall is enable

Role mapping rules define how endpoints are assigned to roles.
To configure the role mapping rules for User Realms:
1. Select Users > User Realm.
2. Click New to display the User Realm configuration page and create a user realm.
3. Click the Role Mapping tab to display the role mapping configuration page for the realm.

4. On the role mapping configuration page, click New Rule to display the role mapping rule
configuration page.

e (Optional) For Name, enter a name to label this role mapping rule.
¢ Select the rule from the Rule based list and provide the appropriate details.
¢ Select the appropriate role and click Add.

5. Click Save Changes to save the configuration.

Configuring RADIUS Attributes Policies

This section describes the configuration information for RADIUS return attributes policy that is applied
on switch, request attribute policy, which can be used along with sign-in policies for realm selection,
policy realm restrictions, and authentication/accounting reporting for RADIUS authentication events.

Configuring RADIUS Return Attributes

RADIUS attributes policies sends the return list of attributes to an 802.1X switch. For example, you can
specify which VLAN endpoints must be used to access the network. You can also configure other
functions on a NAD's port based on the role assigned to the user who is currently using that port. For
example, a Switch might let you use return list of attributes to configure Quality-of-Service (QoS)
functions (Bandwidth or Priority) on the device's port based on the current user's role.
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Areturn list is a set of attributes that IPS returns to the NAD after authentication. The return list usually
provides additional parameters that the NAD needs to complete the connection. Return list attributes

are authorization configuration parameters.

In the RADIUS attributes policy, you can select RADIUS attributes by name from a predefined list. For
each attribute, you specify values using strings or numbers. By default, IPS sends a session timeout
value on all RADIUS accepts that is equal to the timeout value of the configured session length. You can

bypass the default timeout.

To configure a RADIUS attributes policy:
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1. Select Endpoint Policy > Network Access > RADIUS Attributes.
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2. Click New Policy.
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Network Access = Radius Aliributes = RADIUS Retumn Attributes > Full Access Policy
Full Access Policy

* Name:

Full Access Policy

Description-

+ Location Group

Location Groups
Specify the Location Group for which this policy applies.

Available Location Groups: Selected Location Groups
Default ~ Cisco Test Location
Guest

Cert Auth
Guest Wired
HP Test Location

v Access Control Policy Settings

Select belows option to control the access level for the device/user connecting lo the network
() Provide full Access (Open Port)
Control the Access

Access can be controlled using the VLAN Id, ACLs and Radius Return Aftribute settings below
Control using VLAN Id: | 80 -

Specify the PPS interface to which end points will connect while they are assigned to above
® Automatic

© Intemal ) Extemal

Control access using Access Control List (ACL) settings (Supported only for Cisco, Juniper,

Specify the ACL mode for controling the device access

@ ACL Rule(s)
E

) ACL Name:

Protocol Destination IP / Metwork  Destination Port
» [
O wep 10.204.89.245 443
O e 10.204.89.246 443

Control access using Radius Return Attributes

Camm

B Retumn Attribute

Radius Auth Server Attribute Value

&

Filterd -none- -none-
O | Filter-d -none- -none-

Add Session-Timeout attribute
Specify the action that needs to taken for the device upen expiration of session timeout on the switch

(@ Terminate the session () Re-authenticate the session

+ Roles

Select the roles to which this policy is applicable
() Any Role

Selected below () Other than selected below

Available roles:

Selected roles:
Agentless_full_role

~ ENGG
Agentless_rem_role
Add
Compliant Role
Eng
Guest
_ v

NOTE: Any changes to this page resulls in termination of existing L2 connections and triggers reconnections.

Save Changes Cancel

Auth Server Catalog Attribute Value

Required: Label o reference this policy.

Selected Radius Clients

Below list is populated dynamically based on the selected Location Groups:

Vendar (Manufacturer) Client Details

Cisco Systems Cisco 3850 ,

Note: Selecting this option wil result in opening the port without any restrictons

Note: Selecting this option enables control of the device or user access

Note: This option is used for assigning devices to corresponding VLAN on the switch

VLAN
HP)
Note: Specify the ACL name that exist on the switch
Note: Specify the ACL rules to be applied on the switch
Action
permit E‘ Add
permit
deny

Note: These attributes are sent to switch for controling the access

Value

PERMIT-ALL.in

2]

Note: This wil send session timeout attribute equal to session lifetime
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. On the New Policy page, enter a name for the policy.
. (Optional) For Description, enter a description for the policy.

Under Location Group, select the location groups to which you want to apply this policy, and
click Add. To apply the policy to all location groups, do not add any location groups and use the
default setting (all) listed in the Selected Location Groups list. The selected Radius clients table is
dynamically updated based on the selected Location Groups.
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6. Under Access Control Policy Settings, select from the following options:

¢ Provide full Access (Open Port)-Check this option if you do not want to assign
endpoints to a VLAN or return any RADIUS attributes. Selecting this check box disables all
other RADIUS Attributes options.
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e Control the Access-Select this option to control access using VLAN ID, ACLs and RADIUS
return attributes.

Control using VLAN Id: Enter the VLAN ID (1-4094) used for assigning devices to
corresponding VLAN on the switch.

For Interface, specify IPS network interface that endpoints affected by this policy to
use to connect to IPS:

e Automatic (use configured VLANSs)-Select this option to use VLAN tagging. You
must also connect the internal interface to the trunk port on a VLAN-enabled
Switch that sees all the VLAN traffic.

¢ Internal- Select this option if the endpoints using this RADIUS attributes policy
should use the IP address of the internal interface.

¢ External-Select this option if the endpoints on the configured VLAN should use
the IP address of the external interface.

Control access using Access Control List (ACL) settings (Supported only for Cisco, Juniper,
HP)

¢ Specify the ACL Name for controlling the device access or specify the ACL Rule to
be applied on the Switch.

¢ Select the Protocol (IP/TCP/UDP/ICMP), Destination IP/Network Mask, Destination
Port, Action (Permit/Deny) and Click Add.

The supported RADIUS clients for ACL mode are Cisco, Juniper, and HP switches.
If there are any unsupported clients listed in the Supported RADIUS client table
then the ACL configuration will be disabled.

Control Access using Radius Return Attribute-Select this option to specify the return
attributes you want sent to the Switch/WLC.

¢ Select the return attribute to send from the attribute list. Enter the value for the
selected attribute and then click Add.

¢ You can specify multiple return attributes and values for this policy.
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¢ To rearrange the order in which you want to send the return attributes, select the

check box next to the attribute name and then click the up or down arrow.

* To delete an attribute, select the check box next to the attribute name then click

Delete.

o If both (user/policy) have the same attributes, preference will be given to User

attribute values.

Add Session-Timeout attribute-Select this option to specify the action (Terminate the

session or reauthenticate the session) taken upon on the expiration of session timeout.

7. Under Roles, specify:

¢ Any role-To apply the policy to all users.

¢ Selected roles-To apply this policy only to users who are mapped to roles in the Selected

roles list. You must add roles to this list from the Available roles list.

* Roles other than those selected below-To apply this policy to all users except for those

who map to the roles in the Selected roles list. You must add roles to this list from the

Available roles list.

8. Click Save Changes.

o VLAN change using CoA is not supported with Cisco Switches. It is recommended to use

RADIUS disconnect for VLAN change.

Uies » RADIUS Return ATIToutes

DIUS Retumn At

policy applies, Open Port is the default action.

TR T 3
[hes o ==

o) »  Policies ACL Settings

o0 1 Full Access Policy

ACL Rule=Protacoltcp Destination

Location Group Interface  Appiies to role

Cisco Test Location AUTO  ENGG

Example configuration for parsing ACL rule name (HP, Cisco, and Juniper)

IPS ACL rule
configuration

tcp | 10.xx.xx.x | 443 | Permit

HP 2920 expansion HP-nas-filter-rule=permit in tcp from any to 10.xx.xx.x 443

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 136 of 1219


http://www.ivanti.com/company/legal

Policy Enforcement using 802.1X

IPS ACL rule
configuration

tep | 10.xx.xx.x | 443 | Permit

Cisco 3850 expansion

ip:inacl#100=permit tcp any host 10.xx.xx.xxx eq 443

Juniper - EX 2200
expansion

Juniper-Switching-Filter="Match Destination-ip 10.xx.xx.x Ip-protocol 6

Destination-port 443 Action allow'

Example configuration for parsing ACL name (HP, Cisco, and Juniper)

Vendors Cisco HP Juniper
RADIUS VSA filter-id filter-id filter-id
Example- RADIUS VSA | <ACL-NAME>.in <ACL-NAME>.in ACL-Name
value

Example: RADIUS Attribute Policies

You can configure RADIUS attributes in the IPS to send return list attributes to an 802.1X network access

device. For example, you can specify which VLAN the endpoint must use to access the network. You can

also configure other functions on the network devices port based on the role assignment. For example,

a particular Switch might let you use return attributes to configure QoS functions (bandwidth, priority,

or both) on the device port based on the user role.

The example illustrates a RADIUS attribute policy to specify VLANs for endpoints, using the following

steps:

« If you are using more than two VLANs, connect IPS internal interface to the trunk port on a
VLAN-enabled switch that detects all the VLAN traffic.

¢ You can also configure a RADIUS attributes policy with the Automatic setting, which enables IPS

to take advantage of VLAN tagging. When connected to a trunk port on a VLAN-enabled switch,
IPS detects traffic from all VLANS.

¢ You can also configure routing on the network to enable endpoints to access IPS over the

network. In this case, you must configure RADIUS attributes policies with the VLAN IDs you are

using for endpoints, but you do not need to configure any VLAN ports on IPS.
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The following figure illustrates an example of using a RADIUS attributes policy to specify VLANs for

endpoints.

AAA

I

Ivanti Policy Secure

User 2

Finance

Bl (/

Video

Policies and auth
table entries

LAN
= | Trunk Full Aufff-g \—\\JJ
(1) -
. port
802.1X Network Remediation
Access Device sServer

User 1 802 1X

Apps
Corporate Data Center

(o )

Firewall

VLAN 1

VLAN 655
Quarantine

e If the user 1 is authenticated and the endpoint complies with Host Checker security policies, then
the user is assigned a role on the Full Access VLAN that allows full network access and access to

protected resources.

e |f user 2 is authenticated but the endpoint does not comply with Host Checker security policies.
The user is assigned a role on the Quarantine VLAN that only allows access to a remediation

server.

Example: Configuring various RADIUS Return Attribute Policies

Configuring VLAN Assignment using RADIUS return Attribute Policy

This configuration describes how to send VLAN assignment to the Switch/WLC by returning RADIUS

attributes.

1. Select Ivanti Policy Secure > Network Access > RADIUS Return Attributes.

2. Under Access Control Policy Settings, select Control the Access > Control using VLAN ID.

3. Specify a VLAN ID.
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Configuring VLAN Assignment along with other RADIUS return Attributes Policies

This configuration describes how to send VLAN assignment and other attributes to the Switch/WLC by
returning RADIUS attributes.

1.

Select Ivanti Policy Secure > Network Access > RADIUS Return Attributes.

Under Access Control Policy Settings, select Control the Access > Control using VLAN ID.
Specify a VLAN ID.

Select Control Access using Radius Return Attributes.

Select the attribute you want to return from the Attribute list.

For Value, specify an attribute value.

Configuring Filter-ID using RADIUS Return Attribute Policy

This configuration describes how to send Filter-1D to switch/WLC by using the Filter-ID return attribute.

1.

Select Endpoint Policy > Network Access > RADIUS Return Attributes.

Under Access Control Policy Settings, select Control Access using Radius Return Attributes.
Select Filter-1D from the Attribute list.

For value, specify the policy name.

Configure the filter on the NAD.

Configuring VLAN Assignment in a multi-vendor Switch Environment

This configuration describes how to send VLAN assignment in a multi-vendor switch environment that

includes switch/WLC from different vendors. For example, you might have one type of switch that

supports RADIUS tunnel attributes only, a second type of switch that supports the Filter-ID return

attribute only, and a third type of switch that supports both.

1.

2.

Select Endpoint Policy > Network Access > Location Group and create a location group
policy for each type of NAD.

Create a location group policy for switches that support RADIUS tunnel attributes only.
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. Create a second location group policy for switches that support the Filter-ID return attribute
only.

. Create a third location group policy for switches that support both RADIUS tunnel attributes and
the Filter-1D return attribute.

. Select Endpoint Policy > Network Access > RADIUS Client. Then, follow these steps to create
a RADIUS client policy for each type of NAD and associate each RADIUS client policy with the
appropriate location group.

. Create a RADIUS client policy and specify a make/model for Make/Model that supports the
RADIUS tunnel attributes. Associate this policy with the location group policy for switches that
support RADIUS tunnel attributes only.

. Create a second RADIUS client policy and specify a make/model that supports the Filter-ID
return attribute. Associate this policy with the location group policy for switches that support the
Filter-1D return attribute only.

. Create a third RADIUS client policy and specify a make/model that supports the both RADIUS
tunnel attributes and the Filter-ID return attribute. Associate this policy with the location group
policy for switches that support both RADIUS tunnel attributes and the Filter-ID return attribute.

. Select Endpoint Policy > Network Access > RADIUS Attributes and then follow these steps:

¢ Create a RADIUS Attributes policy that specifies only the VLAN option and a value for
VLAN ID. Associate this policy with the location group policy for switches that support
RADIUS tunnel attributes only.

¢ Create a second RADIUS Attributes policy that specifies only the Filter-ID option from the
Attribute list and a policy name for Value. Associate this policy with the location group
policy for switches that support the Filter-ID return attribute only.

¢ Create a third RADIUS Attributes policy that specifies both the VLAN option and a value
for VLAN ID, and the Filter-ID option with a policy name for Value. Associate this policy
with the location group policy for switches that support both RADIUS tunnel attributes
and the Filter-1D return attribute.
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Configuring RADIUS Request Attribute Policies

RADIUS request attribute policies allows you to enforce the authentication requests based on
information in the RADIUS packet. RADIUS request attribute policies consist of rules. Each rule consists
of one attribute and some number of values. The type of value depends on the type of rule chosen. For
example, if you select a rule with the User-Name attribute, you enter a string.

e RADIUS request attribute policy names must be unique.

» Each request page includes guidance on what type of value is expected.

If you select a rule with the Login-IP-Host attribute, you enter an IP address and an optional netmask.
The default netmask value is 255.255.255.255. The value of the attribute must fall within the specified IP
address and netmask to pass the policy.

The RADIUS Access-Request attribute policy performs two tasks:

e Determines communication with the RADIUS client, indicating that the specified attributes must
be sent in the Access-Request message.

e Parses the attribute-value pairs that are sent in the Access-Request message against the
allow/deny rules you configure. The result of rules processing can be enforced in a realm
restriction.

To configure a RADIUS Request attribute policy:

1. Select Endpoint Policy > Network Access > RADIUS Attributes > Request Attributes to
display the configuration summary page.

2. Click New to display the policy configuration page.

Request Attribute Value AllowDeny

3. Specify a policy name and description.
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Under Rule Settings, select a RADIUS Access-Request attribute and click Add to display the rule

configuration page.

Request Attribute Valve

AllowDeny

Complete the rule configuration as described below.

Settings Guidelines

Add Specify values or a pattern for rule matching. The system parses
wildcards and value expressions as follows:

String-An asterisk (*) matches multiple characters and a question mark

(?) matches a single character.

Integer-An asterisk (*) matches any value. You can use a hyphen to

specify a range of values, for example 1-99.

Hexadecimal-An asterisk (*) matches any value.

Click Add again to add more attribute values, as necessary. The result
of adding multiple values is a comma-separated list.

Allow / Deny Select Allow to permit access to matching sessions.
Select Deny to deny access to matching sessions.
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6. Save the rule configuration and return to the policy configuration page.

RADIUS Request Aftributes » RADIUS Request Attribute Policy

Use this policy to restrict the users with these RADIUS Request Attributes

¥ RADIUS Request Policy

* Policy Name: Labelto reference this RADIUS Request Atribute Po

Description

¥ Rule Settings

@ Request Attribute Value Allow/Deny
.. y

NAS-Port 30,34 Allow

Configuring a RADIUS Request Policy Realm Restriction

RADIUS request attribute policies can be assigned with a realm restriction. Any authentication request
that comes from a realm with attribute policy requirements sends the RADIUS attributes specified in the

policy, otherwise the authentication request is not granted. If multiple rules are configured in a policy,

then all rules in the policy must pass otherwise the authentication fails.

If a user authentication fails based on the RADIUS request attribute policy, a user event log message is

displayed. Debug logs allow the administrator to determine that a user met the policies, or indicate that

the user failed a RADIUS return attribute policy.

To configure a RADIUS Request realm restriction:

1.

Select Endpoint Policy > Network Access > RADIUS Attributes > Request Attributes to
display the configuration summary page.

Click New to display the policy configuration page.

Complete the configuration as described in the following table.
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4. Click Save.
Restrict the users based on the RADIUS request attributes received from the connecting NAS device. If none of these policies are set then all users will be allowed By default. a user will be allowed if any one of the selected policies holds true. To configure these policies
g0 to RADIUS Request Policies
Avalable RADIUS Request Selected RADIUS Request
Artribute Policies. Attribute Pelicies:
Deny pronet
Remove
Allow access to realm if any (;V\E of the selected policies are passed
Settings Guidelines
Policy list Use the Add and Remove buttons to create a policy list. The available
policies are populated by the RADIUS request policies configured in the
prior procedure.
Allow access to This option determines what happens when multiple policies match.
realm if any one of Select this option to allow access to the realm if any of the matching
the selected policy is | policies allow access (Ignoring any matching deny policies).
passed. Do not select this option if you want to deny access if one of the matching
policies deny access (Ignoring any matching allow policies).

Configuring RADIUS Attribute Logging

You can configure IPS to enable or disable authentication reporting for RADIUS authentication events.
Using this feature you can obtain a granular record of authentication attempts using configurable and
detailed authentication reports.

You can selectively choose events to record based on both successful and unsuccessful authentication
attempts. If you select an attribute to be recorded and the value is not present in the authentication
request/response, an entry is made in the debug log and in the RADIUS log. You can also specify
accounting log messages.

The byte limit for log entries is 2048. If a message exceeds the byte limit the last value is trimmed and
an entry is made in the debug and RADIUS logs.

To configure RADIUS attribute logging:
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1. Select Endpoint Policy > Network Access > RADIUS Attributes > Attribute Logging.

Metwork Access = Radius Aftribute Logging

Radius Attribute Logging

RADIUS Dictionary RADIUS Vendor Location Group RADIUS Client RADIUS Atiributes SNMP Device SNMP Enforcement Policies

Return Attributes Request Aftributes Aftribute Logging
——

v Authentication Success Log Attributes

¥ Authentication Success Log Message

Available Attributes: Selected Attributes:
802.1P-Tag = NAS-P-Address
ACL-Name NAS-Port
ARAP-Challenge-Response NAS-Port-Type
ARAP-Features User-Name -
ARAP-Password NAS-IPv6-Address -
ARAP-Security NAS- dentifier
ARAP-Security-Data Framed-IPv6-Address
ARAP-Zone-Access Framed-IPv6-Paol
Acct-Authentic h FramedIPv6-Prefix ¥

v Authentication Reject Log Attributes

¥ Authentication Reject Log Message

Available Attributes: Selected Attributes:

802.1P-Tag = NAS-IP-Address -
ACL-Name NAS-Port
ARAP-Challenge-Response NAS-Port-Type

ARAP-Features User-Name -
ARAP-Password Framed-IPv6-Route -
ARAP-Security Framed-IPvB-Prefix
ARAP-Security-Data Framed-IPv6-Pool
ARAP-Zone-Access Framed-IPvB-Address
Acct-Authentic h -

v Accounting Log Attributes

¥ Accounting Log Message

Available Attributes: Selected Attributes:
802.1P-Tag = Framed-IPv6-Address
ACL-Name NAS-IPvB-Address

ARAP-Challenge-Response Framed-IPvB-Prefix

ARAP-Features User-Name -

ARAP-Password Acct-Authentic
ARAP-Security NAS- dentifier
ARAP-Security-Data NAS-Port
ARAP-Zone-Access NAS-P-Address
Acct-Delay-Time h Framed-IP-Address ¥

2. Select Authentication Success Log Message and Authentication Reject Log Message.
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3. Select the Accounting Log Message option to specify the accounting log messages.
4. Select Available attributes from the lists, and click Add to populate the Selected Attributes lists.

5. Click Save Changes.

e Toinclude the RADIUS accounting messages in user access logs, select System >
Log/Monitoring > User Access > Settings and enable RADIUS Accounting

o Messages.

e The order of RADIUS attributes in the user access log is based on the order you select
the attributes from the RADIUS attributes logging page.

Verifying the RADIUS Request Attribute Policy Configuration

When a user authentication fails because it did not meet the requirements specified in the RADIUS
request attribute policy, a user event log message is displayed that includes information about which
policies the user met or failed.

To display the User Access log:
1. Select System Log/Monitoring.
2. Click the User Access tab.

3. Click the Log tab.

Verifying the RADIUS Dictionary

IPS supports many specific network access devices (NAD) by using its built-in standard RADIUS and
vendor-specific, proprietary dictionary files. You can upload new dictionaries to add new RADIUS
clients. IPS uses the dictionary files to store lists of RADIUS attributes, parse authentication requests,
and generate responses.

To upload a new RADIUS dictionary:

1. Select Endpoint Policy > Network Access > RADIUS Dictionary to display the preconfigured
dictionaries and their associated vendors.
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2. Click New RADIUS dictionary.

Network Access = RADIUS Dictionary = New RADIUS Dictionary
New RADIUS Dictionary

v RADIUS Dictionary

* Name: | Label to reference this RADIUS Dictionary.

Description:

* Dictionary: Mo file chosen Dictionary file

Mote: Save Changes wil restart RADIUS service

Save Changes

*indicates required field

Enter a Name and optionally a description for the new dictionary.

Click Browse to search for the dictionary file (.dct) on a local or connected drive, then click Save
Changes. The uploaded dictionary is displayed on the main RADIUS Dictionary page, and in the
Make/Model list on the RADIUS Client page.

Click Save Changes.

* You can only remove dictionaries that are not associated with a vendor.

* You can download any dictionary from the list, including preinstalled dictionaries. You
can modify the downloaded dictionary and then upload it as a new make/model.

Verifying RADIUS Vendor List

RADIUS server contains a file with the list of manufacturers for the access devices, which communicate
with the RADIUS server.

To verify the vendor and the associated dictionary on the RADIUS Vendor page:
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1. Select Network Access > RADIUS Vendor.

2. Click New RADIUS Vendor, enter the name and then select the imported dictionary.

Network Access = RADIUS Vendor = New RADIUS Vendor
New RADIUS Vendor

¥ RADIUS Vendor

* Name: Label to reference this RADIUS Dictionary
Description:
Ve
* Dictionary: | radius.dct v To manage dictionary, see the RADIUS Dictionary

Note: Save Changes wil restart RADIUS service

Save Changes

*indic ates required field

3. Click Save Changes.

Additional Configurations

Configuration Commands for Cisco Switch

The below example shows a sample configuration of 802.1X authentication on Cisco switch. Only
sample commands are documented in this example. For more information, see Cisco documentation.

The configuration involves the following:
e Configuring IPS server as a RADIUS server in configuration mode.

e Configuring 802.1X on the switch port in configuration mode.

Configuring IPS server as a RADIUS server

The sample configuration below shows how to add IPS server as a RADIUS authentication and

accounting server on Cisco switch.

You must execute the following commands in the CLI configuration mode.

--Execute this command to add IPS as a RADIUS server
radius server <RADIUS SERVER NAME>

*Note* IPS listens to both 1812/1813 and 1645/1646 ports. Default is 1645 and 1646.
address ipv4 <RADIUS SERVER IP> auth-port 1645 acct-port 1646

key <SHARED-KEY>
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--Execute these commands to create a RADIUS Server Group, and associate your IPS appliances to

the group.

aaa group server radius <RADIUS-GROUP>

server name <RADIUS SERVER NAME>

*Note* Repeat for every IPS Appliance.

--Execute these commands to turn on AAA

aaa

aaa

aaa

aaa

aaa

aaa

aaa

aaa

new-model

session-id common

authentication dotlx default group <RADIUS-GROUP>

authorization network default group <RADIUS-GROUP>

authorization auth-proxy default group <RADIUS-GROUP>

accounting send stop-record authentication failure

accounting identity default start-stop broadcast group <RADIUS-GROUP>

accounting update newinfo

-- Execute this command to configure RADIUS CoA

aaa

server radius dynamic-author

client <RADIUS SERVER IP> server-key <SHARED-KEY>

auth-type all

ignore session-key

port 3799

*Note* Default is 1700

--Optional commands for DHCP snooping and IP device tracking for dACL or filter id attributes

ip device tracking

ip dhcp snooping

ip http server

ip http secure-server

Configuring 802.1x and MAC Authentication

The below example shows a sample configuration of 802.1X and MAC Address authentication on Cisco

switch interface. You must execute the following commands in CLI configuration mode.

interface GigabitEthernetl/0/24

switchport access vlan 60

switchport mode access

--Execute this command to trigger re-authentication from IPS

authentication periodic

authentication timer reauthenticate server

--Execute this command for configuring 802.1X

access-session port-control auto

dotlx pae authenticator
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--Execute this command for configuring MAC BYPASS
mab
spanning-tree portfast
service-policy type control subscriber POLICY Gil/0/24
--POLICY Gil/0/24 is a policy map configuration. See the POLICY MAP configuration for more

details.

--Specify the order of execution

authentication order mab dotlx

authentication priority dotlx mab
--Execute this command for viewing the status of the session on Cisco OS version 15.x and
above

Show access-session interface gi-X/Y/Z detail
--Execute this command for viewing the status of the session on Cisco OS version 12.

Show authentication session interface gi-X/Y/Z detail

POLICY_MAP configuration

--Execute this command to define POLICY MAP configuration
--Define class-map Policies

class-map type control subscriber match-all DOT1X

match method dotlx

!

class-map type control subscriber match-all DOT1X FAILED
match method dotlx

match result-type method dotlx authoritative

!

class-map type control subscriber match-all DOT1X MEDIUM PRIO
match authorizing-method-priority gt 20

!

class-map type control subscriber match-all DOT1X NO RESP
match method dotlx

match result-type method dotlx agent-not-found

!

class-map type control subscriber match-all DOT1X TIMEOUT
match method dotlx

match result-type method dotlx method-timeout

!

class-map type control subscriber match-all MAB

match method mab
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!
class-map type control subscriber match-all MAB FAILED
match method mab
match result-type method mab authoritative
--Define policy-map using class-map
sh run | beg POLICY Gil/0/24
policy-map type control subscriber POLICY Gil/0/24
event session-started match-all
10 class always do-until-failure
10 authenticate using mab priority 10
event authentication-failure match-first
5 class DOT1X FAILED do-until-failure
10 terminate dotlx
20 authentication-restart 60
10 class MAB FAILED do-until-failure
10 terminate mab
20 authenticate using dotlx priority 20
20 class DOT1X NO RESP do-until-failure
10 terminate dotlx
20 authentication-restart 60
40 class always do-until-failure
10 terminate mab
20 terminate dotlx
30 authentication-restart 60
event agent-found match-all
10 class DOT1X MEDIUM PRIO do-until-failure
10 authenticate using dotlx priority 20
event authentication-success match-all

10 class always do-until-failure

10 activate service-template DEFAULT LINKSEC_ POLICY SHOULD_ SECURE

Configuration Commands: EX Switch

set system services web-management http

set system services web-management https system-generated-certificate

--Execute this command for Employee dotlx
set protocols dotlx authenticator interface ge-0/0/31.0

protocols dotlx authenticator interface ge-0/0/32.0

--Agentless/Guest access

set protocols dotlx authenticator interface ge-0/0/35.0 mac-radius restrict
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set firewall family ethernet-switching filter PERMIT-ALL.in term ALLOW ALL from

destination-address 0.0.0.0/0

set

set

set

set

set

set

set

set

firewall family ethernet-switching filter PERMIT-ALL.in term ALLOW ALL then accept

access

access

access

access

access

access

access

radius-server 10.96.69.26 dynamic-request-port 3799

radius-server 10.96.69.26 secret "$9$TQ6ABIcevLECK8XxdVgmPQ69"
radius-server 10.96.69.26 source-address 10.96.4.43

profile juniper-access-profile authentication-order radius

profile juniper-access-profile radius authentication-server 10.96.69.26
profile juniper-access-profile radius accounting-server 10.96.69.26

profile juniper-access-profile accounting order radius

Configuration Commands: Huawei Switch

The below example shows a sample configuration of 802.1X authentication on Huawei switch (S5720).

Only sample commands are documented in this example. For more information, see Huawei

documentation.

# Creation of VLAN

vlan batch 100 200

# Creation of dotlx profile

dotlx-access-profile name <dotlx-profile-name>

authentication trigger-condition dhcp

# Creation of authentication profile mapped to dotlx-access-profile

authentication-profile name <auth-profile-name>

dotlx-access-profile <dotlx-profile-name>

authentication mode multi-authen max-user 100

# For MAC auth (MAB), enable below 2 commands

mac-access-profile <Mac-profile-name>

authentication dotlx-mac-bypass

# Domain in which authentication happens

domain isp

# When Switch acts as CoA server, decoding of calling-station-id format has to be

specified.

radius-server authorization calling-station-id decode-mac-format ascii hyphen-split

common
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# Create IPS as radius-server, which will be mapped in aaa profile. Enter the same
shared key as configured in IPS.

radius-server template rd-server-IPS

radius-server shared-key cipher $"%#~SZ#Wvmi~*}.Q L'"|s;g9%ci) (u&U4'!>:1JalT (% %4
radius-server authentication <Radius-Server-IP> <1812> weight 80

radius-server accounting <Radius-Server-IP> <1813> weight 80

calling-station-id mac-format hyphen-split mode2 uppercase

# Configure the switch to support dynamic authorisation
radius-server authorization 192.168.10.11 shared-key cipher
$7%#qIj! ' 3LZNITKkF=JkGF:Gx:US$: | c] HES=$BG. *HwY %" % #
# Configure aaa profile
aaa
authentication-scheme <auth-scheme>
authentication-mode radius
authorization-scheme default
accounting-scheme <accounting>
accounting-mode radius
accounting realtime 15
domain isp
authentication-scheme <auth-scheme>
accounting-scheme <accounting>

radius-server <rad-server-IPS>

# Create VLAN interfaces which will be used for enforcement

# Endpoint will get IP address in the VLAN to which it is assigned.

interface V1anifl100
ip address 192.168.10.10 255.255.255.0

dhcp select interface

interface V1anif200

ip address 192.168.20.10 255.255.255.0

dhcp select interface

# Access Interface having authentication-profile as dotlx
interface GigabitEthernet0/0/17

description "EP Interface"

port link-type hybrid

Port hybrid untagged vlan 100 200

authentication-profile <auth-profile-name>

# Interface Connected to IPS server
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interface GigabitEthernet0/0/19
description "connected to IPS"
port link-type access

port default vlan 100

Configuration Commands: Juniper EX Series Switch
The below example shows a sample configuration of 802.1X authentication on Juniper EX switch.
The configuration involves the following:

e Configuring IPS server as a RADIUS server in edit mode.

e Configuring 802.1x on the switch port in edit mode.

Configuring IPS server as a RADIUS server

The sample configuration below shows how to add IPS server as a RADIUS authentication and
accounting server on Juniper EX switch. You must execute the following commands in edit mode.

set access radius-server <RADIUS SERVER IP> secret <SHARED-KEY>

set access radius-server <RADIUS SERVER IP> source-address 10.204.88.30

--Execute this command for configuring RADIUS CoA

set access radius-server <RADIUS SERVER IP> dynamic-request-port 3799

--Execute this command to add IPS as a RADIUS server

set access profile 802.1X-access-profile authentication-order radius

set access profile 802.1X-access-profile accounting order radius

set access profile 802.1X-access-profile radius authentication-server <RADIUS SERVER
Ip>

set access profile 802.1X-access-profile radius accounting-server <RADIUS SERVER IP>

Configuring 802.1x on the Switch Port

The below example shows a sample configuration of 802.1X/ MAC address authentication
on Juniper EX switch interface. You must execute the following commands in edit mode.

--Execute this command for 802.1X

set protocols dotlx authenticator authentication-profile-name 802.1X-access-profile
set protocols dotlx authenticator interface ge-0/0/0.0 supplicant multiple
--Execute this command for configuring MAC BYPASS

set protocols dotlx authenticator interface ge-0/0/0.0 mac-radius

--Execute this command for viewing the status of the session

Show dotlx interface ge-X/Y/Z detail
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RADIUS Dictionary Files

This section contains dictionary translations for parsing requests and generating responses. All
transactions are composed of Attribute/Value Pairs. The value of each attribute is specified as one of

these valid data types shown in table.

Data Description

hexadecimal Hexadecimal string

hex1, hex4 1- or 4-byte hexadecimal number

string 0-254 octets (includes null terminator)

stringnz 0-254 octets (without null terminator)

ipveaddr 16 octets in network byte order (per RFC-3162)
ipvbprefix 2-18 octets in network byte order (per RFC-3162)

ipvbinterface

8 octets in network byte order (per RFC-3162)

ipaddr 4 octets in network byte order

ipaddr-pool IP address selected from an IP address pool

ipxaddr-pool IPX network number selected from an IPX address pool

integer 32-bit value in big endian order (high byte first)

int1, int4 1- or 4-byte decimal number (integer is equivalent to int4)

time 32-bit value in big endian order; seconds since 00:00:00 GMT, Jan. 1, 1970

All attribute names and value names in the supplied radius.dct dictionary are derived from the RADIUS
specification by replacing all nonalphanumeric characters with dashes (-).

The following dictionary format provides a mechanism for including secondary dictionaries from the
text of a primary dictionary. For example, only the attribute/value definitions that differ from the
RADIUS specification need to be listed in a primary dictionary for a vendor specific implementation.
Definitions for the attribute/values that are common to both are brought in by including the radius.dct
dictionary anywhere within the vendor dictionary.

The following rules apply to the creation and use of dictionaries:
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e All comments begin with a pound sign (#) in column 0 OR appear on an attribute or value line
with <white space>#<white space> as the Mandatory delimiter between dictionary data and
comment text. (This is a simple parser.)

¢ Include another dictionary file with an at sign (@). The (@) character must be in column 0.

e All attribute and attribute value names and numeric codes must be unique within a single
dictionary. Conflicts between dictionaries are resolved according to the following rules:

e Attributes and values have precedence over any that are parsed later, and parsing is depth
first.

¢ For example, to override a baseline attribute, create a file with that attribute in it, followed
by an include of the baseline file. Because the baseline file is parsed later than the desired
override, the baseline file is ignored.

e When two secondary dictionary definitions of an attribute or value conflict, the earlier
include takes precedence.

e Other than include files, there are two meaningful line entry formats in a dictionary -one
for attributes and one for attribute values.

e ATTRIBUTE_KEY ATTRIBUTE_NAME ATTRIBUTE_CODE DATA_TYPE FLAGS [COMMENT_
DELIMITER COMMENT_TEXT]

e VALUE_KEY ATTRIBUTE_NAME VALUE_NAME VALUE_CODE [COMMENT_DELIMITER
COMMENT_TEXT]

e The legend for the last column of an attribute entry should be:
e 'c'indicates a SINGLE value attribute that is a candidate for inclusion in a user's checklist.
¢ 'C'indicates a MULTI value attribute that is a candidate for inclusion in a user's checklist.
¢ 'r"indicates a SINGLE value attribute that is a candidate for inclusion in a user's reply list.
e 'R'indicates a MULTI valued attribute that is a candidate for inclusion in a user's reply list.

e '0,'0O" ordered attribute, some attributes (such as Reply-Message) might need to be
presented in a particular order to make sense.
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e The absence of {C,c,R 1} flags indicates an item that is neither a reply nor a check list item
(such as State, Proxy-State).

* All FLAG characters on a given attribute line must be clustered together to parse
properly. No white space is allowed between individual characters.
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Policy Enforcement using MAC
Authentication

Overview

Media Access Control (MAC) authentication is used to authenticate devices based on their physical
MAC addresses. Using MAC authentication IPS accepts the device MAC address as user credentials,
matches it with the local database or LDAP server and then assigns the port connecting the device to a
predetermined VLAN. MAC addresses can be easily spoofed so we recommend you to create separate
VLANS or filters specifically for devices using MAC authentication. For example, you can create separate
a special VLAN or separate filters for each of the device type such as printers, VOIP phones, and so on.
You can also use Profiler for device validation and MAC authentication.

MAC based authentication is not as secure as agent access or agentless access authentication. MAC
addresses are not generally guarded as secrets, so an attacker can spoof a MAC address and
impersonate a device to gain network access. To reduce risk of an exploit, create a special VLAN for
each device type.

Benefits of MAC authentication

The benefits of MAC authentication are:
e IPS supports MAC authentication using both a local database and with LDAP servers.
¢ Supports authentication for unmanageable devices, such as printers, VOIP phones, and so on.

e Supports device validation and MAC authentication using Profiler.

Deployments using MAC Authentication

MAC address authentication is port-based security typically deployed at the edge of the network to
enable secure access for devices, such as IP phones, printers, and network attached storage devices. The
IPS MAC address authentication solution uses IPS 802.1x framework. When a device connects to a
switch, the switch forwards the MAC address as the log in credential to IPS RADIUS server. Using MAC
based authentication, the MAC address serves as both the username and the password. The RADIUS
server consults the authentication server and sends back a RADIUS return attribute based on the
authentication results.
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Deployment of IPS using Local MAC Authentication Server

IPS supports MAC address authentication using a local Mac Authentication server. You can configure
the IPS server to act as the authentication and policy server for MAC address authentication and
optionally a separate directory/attribute server. You cannot use a RADIUS server with outer proxy
authentication for MAC address authentication.

MAC Address —

L " =
%‘% i
‘ = T

Unmanaged Switch . Ivanti Policy Secure AA

Devices

The authentication process is described below:
1. Unmanaged devices connect to network switch.

2. IPS accepts the device MAC address as username and password using MAC Authentication.

3. IPS matches the MAC address with the entries either in a local database or external database and

then assigns a port connecting the device to a predetermined VLAN or filter id.

4. If the device MAC address is not found, then IPS places the device in a specified default VLAN.

Deployment of IPS using Profiler

IPS supports the device validation using Profiler. Profiler dynamically identifies and classifies endpoints
across managed and unmanaged endpoint devices, so that access to network and resources can be

controlled based on the type of the device.
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The authentication process is described below:
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4.

5.

Profiler discovers and classifies the endpoints on the network.

Unmanaged devices connect to network and the switch sends MAC RADIUS query.
IPS verifies the MAC address in Profiler database.

IPS then assigns role based on device attributes.

IPS assigns the switch port to appropriate VLAN or filter id.

For more information on Profiler, see Profiler Deployment Guide.

Configuring MAC Authentication on IPS

To allow access for unmanageable devices, configure the necessary VLANs on your internal network to

accommodate the different devices that you want to allow. On IPS, you assign devices to VLANs

through the location groups that are added to RADIUS attributes policies.

Configuring the MAC Address Authentication Server

To support MAC authentication, add a MAC authentication server to IPS. You can either configure the

MAC addresses directly on IPS or you can associate the MAC authentication server with an LDAP server.

To configure the MAC address authentication server:
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1. Select Authentication > Auth.Servers.

2. Select MAC Address Authentication and click New Server to display the configuration page
MAC address authentication server configuration page.

Auth Servers > Demo-Mac-Auth-Server > Settings

Settings

Settings Users

* Name: | Demo-Mac-Auth-Server abel to reference this authentication

+ MAC Addresses

Maximum 500 addresses
e

MAC Address Action Attributes

O 00:11:85:bb:8c:66 Allow Session-Timeout=120; Termination-Action=1;demo-custom-attribute-mac- (or v S

v & Atrit
users=https://10.10.10.10 !

1 and looks it up in the optional

below for authorization attributes.

+ Optional LDAP Servers

Available LDAP Servers: Selected LDAP Servers:
[+

To manage servers, see the Server configuration page

v Server Catalog

Attributes... The attributes catalog should be used for both attri
Save Changes m

3. Complete the configuration as described in the below table.

4. Click Save Changes to save the configuration.

Settings Guidelines

Name Specify a name to identify the configuration. Follow a convention that is
helpful to you and others who might perform administration tasks.

MAC Addresses
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Settings Guidelines

MAC Address Enter a MAC address. The system supports various formats, including no-
delimiter (003048436665), single dash (003048-436665), multidash (00-30-
48-43-66-65), and multicolon (00:30:48:43:66:65). The system supports
wildcards (00:30:*:*:*:*). In the user log, entries appear in the multicolon
format.

Action Select an action to take when the MAC address matches:
Allow-Signal successful authentication.
Deny-Signal unsuccessful authentication.
Allow and Attributes-Typically, a match terminates the search. If you select
Allow and Attributes, the search is not terminated; instead, the system
searches the LDAP servers for a match to retrieve the LDAP authorization
attributes.

Attributes Specify a name-value pair to associate the MAC address with a particular

group or organization. For example, dept=eng is a name-value pair that
associates the MAC address with a department (engineering). When you
create the MAC address realm, you can create a custom expression to assign

the MAC address to a specific role.

Radius Return Attributes from the dictionaries is pre-populated to
the Server Catalog of MAC Auth server so that they are available
under the custom attributes for a specific user.

Optional LDAP Serve

rs

Available / Selected
LDAP Servers

Use the Add and Remove selector buttons to add LDAP servers to the list of
selected servers. Use the up and down buttons to order the list.

The order in which the LDAP servers are listed is important. The system
searches for MAC address matches in the following order:

If the MAC address of the endpoint matches a manual entry, the system
does not query servers in the LDAP server list. If no manual entries match,
the system tries the first LDAP server. If the request times out or gets
rejected, the system tries the second, then the third, and so on.

o Each LDAP server that must be queried affects performance.

Server Catalog
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Settings

Guidelines

Attributes

If you have selected LDAP servers in the configuration, save the
configuration. After you have saved the configuration, the Attributes button
is displayed. Click the Attributes button to display the LDAP server catalog,
which you can use to select or add attributes to be retrieved from the LDAP

servers.

Configuring the MAC Address Authentication Realm and Role

Mapping Rules

The MAC address authentication framework uses a special realm called the MAC Address
Authentication Realm. You need not configure a sign-in policy while using MAC address authentication
realm. The MAC Address authentication realm uses any username credential that matches one of the
common variants of a MAC address format (colon-separated, dash-separated, and the like) and sends it
to the MAC authentication realm based on its format.

To configure the MAC Address authentication realm and role mapping rules:

1.

Select Endpoint Policy > MAC Address Realm.

2. Click New to create a new configuration.

ation Realm

Auth

ation:
User Directory/Atribue:

Accounting

Device Aftributes

Save Changes

S5 Realms > New Authentication Realm

——

When ediing. start on the Role Mapping page
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3. Complete the configuration. The following table summarizes the key settings.

Setting Guideline

Name Enter the name of the realm.

Description Enter the description for identifying the realm.
Server

Authentication server Select the MAC Address authentication server configured.

User Select the LDAP authentication server configured.
Directory/Attribute

Accounting Select the MAC Address authentication server configured.

Device attribute Specify the server for device authorization. For profiler, select the
name of the local profiler.

Dynamic Policy Evaluation

Dynamic Policy Select this option to automatically or manually refresh the assigned
Evaluation roles of users by evaluating a realm's authentication policy, role-
mappings, role restrictions, and resource policies.

4. Save the configuration. Upon saving the new realm, the system displays the role mapping rules
page. Under Role Mapping tab, click New Rule. Role Mapping Rule page appears.

5. Select Device Attribute under Rule based on tab and click Update. Enter the name for the rule.

6. Select the relevant Attribute under Attributes tab for Role Mapping and enter an appropriate
value.

7. Select an appropriate role from Available Roles and Click Add to Selected Roles.
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Click Save Changes to save the configuration settings.

MAC Address Realms > MAC_Realm > Role Mapping > Role Mapping Rule

Role Mapping Rule

* Name:

v Rule:lf username

v then assign these roles

Available Roles: Selected Roles

Guest 8 -
Guest Admin

OnboardRole
remed
Users

) Stop processing rules when this rule matches

To manage roles, see the Roles configuration page.

e e

“indicates required field

Hmore than one
is A

Configuring User Roles for the MAC Address Authentication Realm

IPS access management framework evaluates authentication requests to match endpoints to roles. You

must configure user roles for the various types of endpoints authenticated by the MAC address
authentication framework.

To create a user role:

1.

Select Users > User Roles.

2. Click New Role.

3. Complete the name and description configuration and then save the configuration.
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4. Click Agent and deselect agent options and then save the configuration.

User Roles = New Role

New Role

Name:

Description:

 Options
Session and appearance options are specified in Default Options. Check the following if this role should override thess defaults.
# Session Options
@ Ul Options
Qdyssey Settings for Access

Odyssey Settings for Preconfigured Installer
Enable Guest User Account Management Rights

Save Changes

5. Click Agentless and enable agentless access and then save the configuration.

User Roles = Users = Agent = General

General

General “ Agentless

w Options

Install Agent for this role

Enable Host Enforcer

Ma

& = yo
Host Enforcer

® Agcess control

W Session scripts

Windows: Session start script
This script is executed afterthe session has started.

Windows: Session end script
This script is executed afferthe session has ended.

Script Location;

Script Location;

Save Changes

Do not configure role restrictions for roles used with a MAC address authentication realm.
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Configuring a Location Group

Location groups let you organize or logically group network access devices by associating the devices
with specific sign-in policies. Sign-in policies provide a way to define and direct independent access
control policies with the network. For example, you can create location group policies to logically group
the network access devices in each building at a corporate campus. You can also use location group
policies to specify a special realm for MAC address authentication.

To configure a location group:
1. Create a sign-in policy to associate with the location group.

2. Select Endpoint Policy > Network Access > Location Group.

Network Access = Locafion Group = New Location Group
New Location Group

W Location Group

* Name: MAC authentication Label to reference this Location Group.

Description

ign-In Polcies

* Sign-in Policy */guestadmin/ v

MAC Authentication Realm: (none) M

Save Changes

*indicates required field

3. On the New Location Group page, enter a name to label this location group and optionally a

Description.
4. For Sign-in Policy, select the sign-in policy associate with the location group.

5. For controlling an unmanageable device using MAC address authentication, select a MAC
Authentication Realm that you created from the list.

6. Click Save Changes.

Configuring RADIUS Client

A RADIUS client policy specifies the information required for unmanaged devices to connect as a
RADIUS client of the IPS.

To configure a RADIUS client:
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1. Select Endpoint Policy > Network Access > RADIUS Client.

2. Click New RADIUS Client.

¥ RADIUS Client

© Cisco WLC 10.204.88.244 successfully updated

* Name | Cisco WLC 10.204.88.244 Label to reference this RADIUS Client

Description

" IP Address: 10.204.88 244

* IP Address Range: | 1
* Shared Secret: |
?

Key Wrap

* Key Wrap Format AsCHl

* Key Encryption Key(KEK) | Key

* Message Authentication Code Key(MACK) |

1ACK), size should be 16 byles to 64 bytes

* Make/Model Airespace

* Location Greup: Default

~ Dynamic Authorization Support

Support Disconnect Messages (¢ Disconnect Message Support

On the RADIUS Client page, enter a name to label the RADIUS client. You can assign any name to
a RADIUS client entry, use the device's SSID or IPv4 address to avoid confusion.

Enter a purpose or description of the configuration so that other users are aware of it.
Enter the IP address of the NAD.

(Optional) For IP Address Range, enter the number of IP addresses in the IP address range for
the switch/WLC, starting with the address you specified for IP Address. You can specify a range
up to a maximum of 32,768 addresses.

For Shared Secret, enter the RADIUS shared secret. A RADIUS shared secret is a case-sensitive
password used to validate communications between IPS and NAD. IPS supports shared secrets of
up to 127 alphanumeric characters, including spaces and the following special characters:
~@#$% A& ()_+\=-"({1:"; <>/,

For Make/Model, select the make and model of the NAD. The make/model selection tells IPS
which dictionary of RADIUS attributes to use when communicating with this client.

For Location Group, select the location group to use with this NAD.
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10.

11.

12.

13.

Under Dynamic Authorization support, Select the Support Disconnect Messages check box
to send disconnect messages to supplicants if access is no longer authorized. If this check box is
selected, a disconnect request is sent to the NAD any time a session is deleted. IPS can also send
disconnect messages upon a role event that includes a VLAN change or a change in RADIUS
attributes.

Select Support CoA Messages to enable CoA messages and disconnect messages support for
the client.

(Optional) Enter a new Dynamic Authorization Port (Default port is 3799). The default port
might vary depending on the manufacturer. NAD listens to UDP port to receive RADIUS CoA
messages from IPS.

Click Save Changes.

MAC address authentication must be enabled on the switch port. See Configuring 802.1x and
MAC Authentication on the Switch Port for switch configuration.

Configuring RADIUS Attributes

This configuration describes the configuration information for RADIUS return attributes policy that is

applied on switch, request attribute policy, which can be used along with sign-in policies for realm

selection, policy realm restrictions, and authentication/accounting reporting for RADIUS authentication

events.

This configuration describes how to send VLAN assignment and other attributes to the switch/WLC by
returning RADIUS attributes.

1.

Select IPS > Network Access > RADIUS Attributes, and then select VLAN.
Specify a VLAN ID.

Select Return Attribute.

Select the attribute you want to return from the Attribute list.

For Value, specify an attribute value.
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IP Address Pools

In current implementation, the IPS supports only static IP address assignment. From 9.1R13, IPS also
allows the admins to assign IP addresses dynamically for the users or nodes from IP address pools.

When the RADIUS authentication succeeds, if the pool name is configured in the Framed-IP-Address
return attribute, then the available IP address is assigned to the user from the corresponding IP address
pool. When the user session ends (on receiving acct-stop or admin deletes the user session), the
assigned IP address is released back to the pool.

In order to release the IP address when a user is deleted from the active user page, it is necessary to
have received an "accounting start” request after authentication request by the user/node.

o IP address pools are not supported for Ivanti dot1x and native dot1x use cases.

Configuring IP Address Pool
To configure the IP address pools, use the following procedure:

1. Navigate to Endpoint Policy > Network Access > IP Address Pools. The page lists the existing
IP address pools. Click New IP Address Pool... to add a new address pool.

Network Access > IP Address Pools

IP Address Pools

RADIUS Dictionary RADIUS Vendor Location Group RADIUS Client IP Address Pools RADIUS Attributes Network Infrastructure Device SNMP Enforcement Policies.

Radius return attribute "Framed IP address" specifies the IP address pool name from which the IP address will be allocated to the user once authenticated successfully.

New IP Address Pool...

Name a Description

O 1 poolt
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Add the name and IP address range for the IP address pool and save the changes.

Network Access > IP Address Pools > New IP Address Pool

New IP Address Pool

o _
4

v Address Ranges

Starting IP Address Range

[ ] |

Save Changes

* indicates required field
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1. To configure IP address pools for System Local Users, use the following procedure:

e For System Local Users, under Custom Attributes, select Framed-IP-Address. Then
select IP Address Pool as the type and select the name of the IP address pool to add to
the attribute list.

Framed-IP-Adddress

Framed-1P-Adress Type : IP Address Pool

Value : 1P Pool1
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(Mandatory) If Radius Return Attributes policy is configured, then under Access Control
Policy Settings do one of the following:

e Map the Framed-IP-Address attribute to the auth server catalog attribute.

¢ Select Framed-IP-Address. Then select IP Address Pool as the type and select the
name of the IP address pool to add to the attribute list.

Framed-IP-Adddress

Framed-IP-Adress Type : 1P Address Pool

Value : 1P Pool1
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4. To configure IP address pools associated with Radius Client, use the following procedure:

e For Radius Clients, select the IP address pool from the list.

Network Access > RADIUS Client > New RADIUS Client

New RADIUS Client

¥ RADIUS Client

* Name: | Label to reference this RADIUS Client.
Description
4
* IP Address: IP Address of this RADIUS Client.

* IP Address Rangs' 1 Number of IP Addresses for this RADIUS Client

* Shared Secret: RADIUS shared secret

* Make/Model - Standard Radius - v To manage make/model, see the RADIUS Vendor
* Location Group: Default v To manage groups, see the Location Group
IP Address Pool POOL1 v

¥ Dynamic Authorization Support

Support Disconnect Messages [_] Disconnect Message Support
Support CoA Messages (] Change of Authorization Message Suppol

Save Changes

¢ Once Radius client is associated with the IP pool configuration, associate it with Framed-
IP-Address attribute in Radius Return Attribute Policy or User catalog attributes.

Framed-IP-Adddress

Framed-1P-Adress Type : 1P Address Pool

Value : 1P Pool1

1P Pool2

oK
Pool associated with RAS client

o The user catalog attribute value takes precedence over the value associated with Radius Return

Attribute policy.
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Delegated Admin Control

This feature allows super admin to configure different access levels to RADIUS, SNMP policies and
RADIUS Clients, SNMP Clients configurations listed under Endpoint Policy — Network Access.

A super admin can configure a delegated admin role and assign permission levels (Read/Write/Deny)
for Network Access Clients and Network Access policies in the Delegated Admin role configuration.

On successful login to IPS, the delegated admin is assigned the permissions as set by super admin.

Admin Roles > test_read > Resource Policies

Resource Policies

Specify the delegated admin role's level of access to various resource policies. You may set access levels (read, write, deny) for all resource policies or you may set custom access levels per policy type or individual policy (Additional Access Policies). The Write access for f
Additional Access Policies will only allow the admin to change the assigned user roles and the detailed rules in the policy.

v Delegate resource policies

Deny Al v
Deny Read Write
Infranet Enforcer
Host Enforcer.

Specify level of access to RADIUS Dictionary, RADIUS Vendor, Location Group, RADIUS Client, Network Infrastructure Device using Network Access Clients option.
Specify level of access to RADIUS Attibutes. SNMP Enforcement Policies using Network Access Policies option

Network Access Clients:
Network Access Policies: » 0 Additional Access Policies

Save Changes
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Policy Enforcement using SNMP/SSH

Overview

IPS supports device visibility and policy enforcement on switches using SNMP as an alternative to
802.1X. Using SNMP enforcement, you can easily deploy and achieve comprehensive compliance and

role based access.

Benefits of SNMP Enforcement

The following are the benefits of SNMP enforcement:
e Supports SNMP enforcement for MAC based authentication and role assignment.
e Supports network visibility using SNMP v1/v2/v3.

¢ The endpoints are discovered through SNMP traps (Linkup/Down, MAC notification, and Port
security).

e Supports easy NAC deployment with SNMP enforcement based on compliance and role-based
access.

¢ Supports Non-802.1X compliance endpoints.
e Supports SNMP discovery for L2/L3 switches.
e Supports session after SNMP MAC authentication.

e Supports hybrid deployment- 802.1X for wireless network and SNMP for wired network.

Policy Enforcement Using Simple Network Management
Protocol/SSH

Policy Enforcement using SNMP for Unmanaged Devices

To deploy policy enforcement using SNMP for unmanaged devices, add the switch as an SNMP Agent
and the IPS device as an SNMP server in the switch and then configure the SNMP Enforcement Policies
in IPS.
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= M ) e >
e — e
- )
Unmanaged Switch , Ivanti Policy Secure
Devices O

The workflow for the SNMP policy enforcement using linkup/MAC address Notification traps is

described below:

1.

Unmanaged corporate devices such as phones, printers, and cameras connect to SNMP switch.
The SNMP switch is configured for linkup/MAC address Notification trap. The SNMP switch
generates the SNMP trap. See the Appendix section for switch configuration.

IPS learns or receives the MAC address.

IPS performs the MAC authentication and sets the VLAN/ACL based on the role assigned using
SNMP.

When the user disconnects the device from the switch by plugging out the cable, IPS receives an
SNMP trap and it deletes the session from the IPS server and sets the switch port to the default
VLAN/ACL.

The workflow for the SNMP policy enforcement using port-security trap is described below:

1.

Unmanaged corporate devices such as phones, printers, and cameras connect to SNMP switch.
The SNMP switch is configured for port-security trap. A dummy static MAC address is configured
on the port. Since machine's MAC address does not match with the configured dummy mac
address, it generates a security violation and a port security trap is sent to IPS. See the Appendix

section for switch configuration.
IPS learns or receives the MAC address.

IPS performs the MAC authentication and the dummy MAC address configured on the interface
is replaced with the endpoint MAC address thus authorizing the endpoint on the switch and sets
the VLAN based on the role assigned.

When the user disconnects the device from the switch by plugging out the cable, the session is
not deleted from the IPS. However, the session is deleted only after the session timeout.
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Policy Enforcement using SNMP for Managed Devices

To deploy policy enforcement using SNMP for managed devices, add the switch as an SNMP Agent and
the IPS device as an SNMP server in the switch and then configure the SNMP Enforcement Policies in
IPS.

U (- \—/
NS . e
Managed @ SNMP Switch -

Devices « »

+

lvanti Policy Secure

The workflow for the SNMP policy enforcement using link-up/MAC address Notification traps is

described below:

1. Managed corporate client (Pulse Desktop client is installed) such as Windows/MAC OSX machine
connects to SNMP switch port. The SNMP switch is configured for link-up/MAC address
Notification trap. The SNMP switch generates the SNMP trap. See Appendix section for switch
configuration.

2. IPS learns or receives the MAC address.

3. IPS performs the MAC authentication and sets the VLAN/ACL based on the role assigned using
SNMP.

4. The user connects to IPS using Pulse Client. Host checker evaluates the compliance status of
machine. If machine is compliant with Host Checker policy.

5. IPS sets the VLAN/ACL configured for compliant role using SNMP and if machine is non-
compliant with Host Checker policy then IPS sets the VLAN/ACL configured for non-compliant
role using SNMP.

6. When the user disconnects the Pulse client. IPS reevaluates the role and sets the VLAN/ACL
based on the role assigned.

7. When the user disconnects the endpoint from the switch by plugging out the cable, session from
the IPS server is deleted and the switch port is set to the default VLAN/ACL.

The workflow for the SNMP policy enforcement using port-security trap is described below:
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. Managed corporate client (Pulse Desktop client is installed) such as Windows/MAC OSX machine
connects to SNMP switch port.

The SNMP switch need to be configured for port-security trap. A dummy static MAC address is
configured on the port. Since the machine's MAC address does not match with the configured
dummy mac address, it generates a security violation and a port security trap is sent to IPS.

. IPS learns or receives the MAC address.

. IPS performs the MAC authentication and the dummy MAC address configured on the interface
is replaced with the endpoint MAC address thus authorizing the endpoint on the switch and sets
the VLAN based on the role assigned.

. When the user disconnects the device from the switch by plugging out cable, the session is not
deleted from the IPS. However, the session is deleted only after the session timeout.

. IPS sets the VLAN configured for compliant role using SNMP and if machine is non-compliant
with Host Checker policy then IPS sets the VLAN configured for non-compliant role using SNMP.

. When the user disconnects the Pulse client. IPS reevaluates the role and sets the VLAN based on

the role assigned.

. When the user disconnects the device from the switch by plugging out the cable, the session is
not deleted from the IPS. However, the session is deleted only after the session timeout.

If the SNMP switch supports MAC Notification traps (MAC added notification trap), you
must enable the traps in addition to the Link Up / Link Down traps.

* If Port Security traps are enabled, LinkUp/LinkDown or MAC Added Notification traps
should not be enabled.

¢ |IPS does not support MAC removed notifications trap. It tracks the session / MAC
address associated with a particular interface and removes it once a link down trap is

received.
e MAC notification traps are supported only for Cisco and HP switches.

e SNMP Enforcement using ACL is not supported using Port-Security traps.
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Configuring SNMP Policy Enforcement using VLAN (Cisco,
HP)

This section covers the configuration for SNMP policy enforcement. SNMP based policy enforcement is
applied to endpoints running Pulse Client, and to clientless endpoints where the MAC address is
discovered through SNMP. For endpoints running Pulse Client, role assignment is based on compliance;
for clientless endpoints, role assignment is based on MAC address.

Configuring a MAC address Authentication Server

A MAC address authentication server defines how endpoints are authorized using the MAC address.
You can choose to allow or deny a MAC address or use wildcards to allow or deny groups of MAC
addresses.

To configure a MAC address authentication server:
1. Select Authentication > Auth Server.

2. Select MAC Address Authentication and click New Server to display the MAC Address
Authentication Server configuration page as shown in figure.

Servers > MACARServer

- Name: MACAuthServer

a MAC Address Action Attributes

Available LDAP Servers: Seiecied LDAP Servers:

{none) (none)
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3. Onthe MAC address authentication server configuration page:
e For Name, enter a name to label this MAC address authentication server.
¢ Under MAC Addresses, enter the MAC address(es) to whitelist.
e Select an action to take when the MAC address matches:
e Allow-Signal successful authentication.
e Deny-Signal unsuccessful authentication.

¢ Allow and Attributes-Typically, a match terminates the search. If you select Allow
and Attributes, the search is not terminated; instead, the system searches the LDAP
servers for a match in order to retrieve the LDAP authorization attributes.

¢ Specify a name-value pair to associate the MAC address with a particular group or
organization.

¢ Under Optional LDAP servers, Use the Add and Remove selector buttons to add LDAP
servers to the list of selected servers. Use the up and down buttons to order the list. The
order in which the LDAP servers are listed is important.

e Under Server Catalog, Click the Attributes button to display the LDAP server catalog,
which you can use to select or add attributes to be retrieved from the LDAP servers.

4. Click Save Changes to save the configuration.

Configuring a MAC address Authentication Realm and Role Mapping

A MAC address authentication realm uses a MAC address authentication server and role mapping rules
to sort MAC address authentication requests into roles.

To configure a MAC address authentication realm:
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1. Select Endpoint Policy > MAC Address Realms.

2. Click New to display the MAC Address Realm configuration page.

MAC Address Realms > MAC_Realm > General

m Authentication Policy Role Mapping
* Name: MAC_Realm Labelto

Description

)

When editing, start on the Role Mapping page

v servers

Speciy the servers o use for authentiation and authorization. To create or manage

Authentication: Mac
User Directory/Attribute: Same as above
Accounting None

Device Attributes: tse

Device Check Interval 60 minutes

1 10080 minut
v Dynamic poiicy evaluation
Enable dynamic policy evaluation
+ Other Settings
Authentication Policy No restrictions,
Role Mapping: 1Rule
Save Changes

3. Onthe MAC address realm configuration page:
e For Name, enter a name to label this MAC address realm.
¢ (Optional) For description, enter a description.

e For Authentication Server, select the MAC address authentication server configured
earlier.

e For User Directory/Attribute Server, select "Same as above".
e For accounting, select the authentication server.

e For device attribute, select the server for device authorization. For profiler, select the
name of the local profiler.

e Specify the device check interval in minutes.

¢ Select the Enable dynamic policy evaluation to automatically or manually refresh the
assigned roles of users by evaluating a realm'’s authentication policy, role-mappings, role
restrictions, and resource policies.

4. Click Save Changes to save the configuration.

Role mapping rules define how endpoints are assigned to roles.
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To configure the role mapping rules for your MAC Address Realm:
1. Click the Role Mapping tab to display the role mapping configuration page for the realm.
2. Click New to display the MAC Address Realm configuration page.

3. On the role mapping configuration page, click New Rule to display the role mapping rule
configuration page.

MAG Address Realms > MAG_Realm > Role Mapping > Role Mapping Rule

Selected Roles.

Stop processing rules when this rule matches

To manage rokes, see the Roles configurafion page.

e

“indicates required field

¢ (Optional) For Name, enter a name to label this role mapping rule.
o Select the rule from the Rule based list and provide the appropriate details.
» Select the appropriate role and click Add.

4. Click Save Changes to save the configuration.

Configuring a Location Group

A location group enables association of a sign-in policy and MAC address realm for network access
policy enforcement.

To configure a location group:
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1. Select Endpoint Policy > Network Access > Location Group.

2. Click New Location Group to display the Location Group configuration page.

+ Location Group

= Name: | SNMP_LocationGroup_1

Description: ‘
=Sign-in Policy: = j

MAC Authentication Realm: MACRealm j T 1 the MAC Address Realms
Save Changes

= indicates required field

3. On the location group configuration page:
e Enter a name or label to describe the location group.

e Enter a description.

Select the default sign-in policy as it is not applicable for SNMP enforcement. For
example, default */ sign-in policy.

Select the MAC authentication realm which was configured earlier.

4. Click Save Changes to save the configuration.

Configuring SNMP Devices

You can add an SNMP device manually through SNMP device configuration or automatically discover
SNMP devices through SNMP Device Discovery configuration.

Manual Addition of SNMP Devices

You can manually add SNMP devices from IPS. This section describes the SNMP device configuration

for switches with different versions.
¢ Configuring devices with SNMP v1/v2c

e Configuring devices with SNMP v3
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Configuring Devices with SNMP v1/v2c

To configure the device with SNMP v1/v2c:

1.

Select Endpoint Policy > Network Access > Network Infrastructure Device and click New
Network Infrastructure Device.

Enter a name to label this SNMP device.
For Description, enter a description. (Optional)

Enter the IP address of the SNMP device. You must enter a single IP address, not an IP address
range or subnet.

Select the device vendor. SNMP VLAN enforcement check box will appear only for vendors who
support SNMP enforcement. VLAN enforcement is supported only for HP and Cisco switches.

Under Enforcement, enable the VLAN Enforcement checkbox for using the device for SNMP
enforcement using VLAN.

For Profiler, you must disable SNMP enforcement; the Location Group, Default VLAN, Write
Community and Trap Community String fields are not applicable for profiling. A device so
added is not used for enforcement.

e For Location Group, select the location group configured earlier. Only location groups
which have MAC Address Realms associated will be available for selection.

¢ For Default VLAN, enter the VLAN to be provisioned when the SNMP user session is
deleted or no endpoint is connected.

Under SNMP Settings, select SNMP version v1/v2c.

To use different credentials for write and trap community strings, disable the "Use same
credentials for write and trap operations” check box.

Enter the community string(s) for the Read community.
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10. Click Save Changes to save the configuration.

Netw cess = Network Infrastructure Device = New Network Infrastructure Device

New Network Infrastructure Device

*Name: Label to refere
Description

*IP Address: IP Address of this Device
*Vendor CISCO w| Device Vendor

¥ Enforcement
ACL and/or VLAN will be used as an enforcement attribute to provision the policy for the endpoint. VLAN Enfarcement is supported anly for HP and Cisco.
Enforcement is supported anly for Wired Switches.

ACL Enforcement (] VLAN Enforcement i

*Location Group: Guest Wired v | Only groups which are associated with a MAC Address realm appear here. To manage groups, see the Location Group
*Default VLAN To set the device interface to default VLAN specified value
¥ SHMP Settings
*SNMP Version: ® vihze O w3
Same credentials for Write and
Trap user
*Read Community String

Save Changes

Configuring Devices with SNMP v3
To configure the switch with SNMP v3:
1. Select Endpoint Policy > Network Access > Network Infrastructure Device.
2. Click New Infrastructure Device.
3. Enter a name to label this SNMP device.
4. For Description, enter a description. (Optional)

5. Enter the IP address of the SNMP device. You must enter a single IP address, not an IP address
range or subnet.

6. Select the device vendor. SNMP VLAN enforcement check box will appear only for vendors who
support SNMP enforcement. VLAN enforcement is supported only for HP and Cisco switches.
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10.

11.

Under Enforcement, enable the VLAN Enforcement checkbox for using the device for SNMP
enforcement using VLAN.

For Profiler, you must disable SNMP enforcement; the Location Group, Default VLAN, Write

Community and Trap Community String fields are not applicable for profiling. A device so
added is not used for enforcement.

e For Location Group, select the location group configured earlier. Only location groups
which have MAC Address Realms associated will be available for selection.

* For Default VLAN, enter the VLAN to be provisioned when the SNMP user session is
deleted or no endpoint is connected.

Under SNMP Settings, select SNMP version v3 and define the SNMP switch settings:

Enter the Read Username, select the Read Security Level and Auth Protocol, and enter the Auth
Password.

To use different credentials for write and trap community strings, disable the "Use same
credentials for write and trap operations” check box.

Click Save Changes to save the configuration.

Netw

cess = Network Infrastructure Device > New Metwork Infrastructure Device

New Network Infrastructure Device

*Name: Label to reference this Device
Description:

*IP Address: P Address of this Device

*Vendor CISCO v De d

w Enforcement

ACL and/or VLAN will be used as an enforcement attribute to provision the policy for the endpoint. VLAN Enforcement is supported only for HP and Cisco.

Enforcement is supported only for Wired Switches.

ACL Enforcement []  VLAN Enforcement
w | Only groups which are associated with a MAC Address realm appear here. To

“Location Group® Guest Wired © manage groups, ses the Location Group

*Default VLAN: To set the device interface to default VLAN specified value when there is no ROLE assigned. This is mainly used when a SNMP session is

W SHMP Settings

*SNMP Version: O vih2e ® 3

Same credentials for Write and Trap user

*Read Username

*Read Security Level: Auth, NoPriv v

“Auth Protocol: MD5 v

*Auth Password: i eharactere
Save Changes
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If you unplug a cable from an interface, the associated session would be deleted only if link
down traps are enabled. If the port security traps are configured on the device, unplugging of
the cable does not cause session deletion.

Auto Discovery of SNMP Devices

IPS provides an optional SNMP Device Discovery option. You can specify a range of IP addresses and
other details needed for SNMP configuration to perform discovery of SNMP enabled devices.

IPS discovers all SNMP enabled L2 or L3 devices. SNMP enabled devices, which are not supported are
listed as unsupported and cannot be added to the SNMP devices page.

To discover SNMP enabled devices:

1. Select Endpoint Policy > Network Access > Network Infrastructure Device > Discovery.

Network Access > SNMP Device Discovery > SNMP Device Discovery

SNMP Device Discovery

RADIUS Dictionary RADIUS Vendor Location Group RADIUS Client RADIUS Affributes SNMP Device SNMP Enforcement Policies

Configuration  Discovery

Atleast one of v2 or v3 seltings need to be configured for enabling SNMP Discovery

*IP address/range: 10.204.88.16 IP address

+ SNMP V2 Settings
* Community string: | Prof

v SNMP V3 Settings

*User name:
thenticati
Authentcation | ypg | Autheniication Password
protocol:
Privacy protocol CBC-DES v Privacy Password

or range of IP add

| Name IP Address SNMP Device Details SNMP Location Group Default Vlan
Version Enforcement
o 1 10.204.88 16 vz Vendor: CISCO C2)
102048816 initialSet v 123

Name: Profiler3750 [liaBetup_snmp
Descr: Cisco 10S Software, C3750 Software
(C3750-IPSERV
Location: Bangalore
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2. On the SNMP device discovery configuration page:

For IP Address Range, enter a range of IP addresses in CIDR format (for example,
10.204.88.0/28) to discover SNMP devices.

e To discover SNMP v1/v2c devices, enter the community string to use with SNMP v1/v2c
device.

e To discover SNMP v3 devices, enter the user name to use with SNMP v3 devices. Enter the
Authentication protocol, Authentication password, Privacy protocol and Privacy password
for SNMP v3 devices.

¢ Click Discover to start the discovery process.

Once the devices are discovered, you must complete the following configuration for SNMP
enforcement on each device:

1. Choose a location group from the dropdown list.

2. You can enable the SNMP VLAN enforcement for the supported switches (HP/Cisco).
3. Specify a default VLAN.

4. Select the devices to be added and click Add Device.

5. Click Save Changes.

The SNMP enforcement option is disabled for the Switches, which don't support SNMP enforcement.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 189 of 1219


http://www.ivanti.com/company/legal

Policy Enforcement using SNMP/SSH

Network Access > SNMP Device Discovery > SNMP Device Discovery

SNMP Device Discovery

RADIUS Dictionary RADIUS Vendor Location Group RADIUS Client RADIUS Atftributes

Configuration

Discovery

Atleast one of v2 or v3 settings need to be configured for enabling SNMP Discovery.

*|P address/range 10.204.88.16 IP address or range of IP addresses in CIDR format.

¥ SNMP V2 Settings

* Community string | Prof
v SNMP V3 Settings

*User name:

suthentication MD5 v Authentication Password:

protocol

Privacy protocol CBC-DES v Privacy Password:

& Name IP Address SNMP Device Details

Version
10204 88 16 v2 Vendor: CISCO

H | o208

Name: Profiler3750

(C3750-PSERV
Location: Bangalore

Descr: Cisco 10S Software, C3750 Software

SNMP Device SNMP Enforcement Policies

SNMP
Enforcement

Location Group Default Vian

]
initialSetup_snmp ¥ 123

- Discovery of SNMP-enabled devices applies only to L2 and L3 devices which support Bridge

MIB configuration.

- Enable the SNMP Enforcement checkbox for using the device for SNMP enforcement and

then define the location group and the default VLAN. For Profiler, you must disable SNMP

enforcement; the Location Group, Default VLAN fields are not applicable for profiling.

- Admin can modify the added SNMP client to enable the ACL enforcement if required. See

Adding SNMP Client

Verifying the status of SNMP Devices

You can view the SNMP device status from the SNMP Device page. You can view details such as device

name, device location, device description, device contact information, SNMP version, IP Address, model,

location group, default VLAN, default ACL, and the current status of the added device.

To view the status of SNMP devices:
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1. Select Endpoint Policy > Network Access > Network Infrastructure Device.

2. Click Configuration.

Network Access = Network Infrastructure Device > Network Infrastructure Device Configuration

Network Infrastructure Device Configuration

RADIUS Dictionary RADIUS Vendar Location Group RADIUS Client RADIUS Attributes Metwork Infrastructure Device SNMP Enforcement Policies

10 ~ records per page Search:

& Name a Protocol  IP Address Device Details Location Group Default VLAN Default ACL Status
O 1| c2960X uac local SNMP- 18-l F Vendor: CISCO SNMP-LG 60 NA_ Q
V3 Name: C2960X uac local
Descr: Cisco I0S Software, C2960X Software
(C2960X-UNIV___

Location: HUBROOM
Contact: test

Configuring SNMP Enforcement Policy

SNMP Enforcement Policy is used for dynamic VLAN assignment and modification, which is based on
role assignment.

o You must ensure that the session roaming is enabled on the roles for SNMP enforcement.

To configure an SNMP Enforcement Policy:
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1. Select Endpoint Policy > Network Access > SNMP Enforcement Policies.

2. Click New SNMP Policies to display the New SNMP Policy configuration page.

Network Access > SNMP Enfarcement Policies > Full Access Policy

Full Access Policy

v SNMP Policy

“Policy Name: | Full sccess Palicy

Description:

Location Group: SNMP-LG ¥|  Tomanage groups, see the Location Group
VLAN- 65
ACL: - Custom - v

Custom ACL: Spec

+ Roles

) Policy applies to ALL roles

@ Policy applies to SELECTED roles

(0 Policy applies to all roles OTHER THAN those selected below
Available roles: Selected roles:

Guest ~ ENGG

Add =
Guest Admin

Guest Sponsor
Remove
et Wi et | )

REMEDIATION

Save Changes

3. On the SNMP policy configuration page:
¢ Enter a label for the SNMP enforcement policy.
e Enter a description for the SNMP policy.
e For VLAN, specify the VLAN to assign.
¢ Choose a location group from the dropdown menu.

¢ Under Roles, select Policy Applies to Selected Role; choose a role from the Available Roles
and click Add to add it to the Selected Roles list.

4. Click Save Changes to save the configuration.

Configuring SNMP Policy Enforcement through Templates
using ACL/VLAN

Policy enforcement using ACLs is achieved through both SNMP and SSH. The SNMP traps are received
through SNMP and ACL enforcement is done using CLI (SSH).
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Template based Policy enforcement using ACL/VLAN as enforcement attribute is achieved through a
combination of SNMP and SSH protocols. SNMP protocol is used to receive the traps and ACL/VLAN
enforcement is performed using CLI via SSH protocol.

Pre-requisites
e The user must be logged in with highest privilege level for ACL/VLAN enforcement using SSH.

e ACLs should be configured either manually on the Switch or pushed from 182 through ACL
creation.

e Default templates are available for Cisco, Juniper and HP. For other Switch models/vendors the
admin can create new template. See Creating Template or using Existing Template.

¢ Enable SNMP diagnostic logging to capture the CLIs sent to the Switch.

Creating Template or using Existing Template

Template is required to specify the CLI format for each vendor. Admin can upload/download the
templates which will be in pre-defined format. Using the template, CLIs are formed to enforce the
ACL/VLAN on to the interface.

To view and add the templates:
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1. Select Endpoint Policy > Network Access > Network Infrastructure Device > Templates.

o Cisco, Juniper, HP, HP 3com, Dell, Alcatel-Lucent, Arista and Huawei switch templates

are available by default.

[T — Restore Factory Defaut...

10 ~  records per page Search:
Name File Name Vandor Device Type
1 cisco-switch-12-enforcertmpl cisco-switch-12-enforcer.tmpl Cisco Systems Switch
2 hp-switch-I2-enforcer.tmpl hp-switch-12-anforcar:tmpl HP Procurve Switch
3 ch-12-anforcer.tmpl dell-switch-12-enforcer.tmpl Dell NXXXX Series Switch
4 juniper-switch-12-enforc: juniper-switch-12-enforcer.tmpl Juniper Networks. Switch
5 hp-3com-switch-12-enforcertmpl hp-3com-switch-12-enforcer.tmpl HP 3Com Switch
6 arista-switch-I2-enforcer.tmpl ansta-switch-12-enforcer.tmpl Arista Networks Switch
7  huawei-switch-I12-enforcertmpl huawei-switch-[2-enforcer.tmpl Huawei Switch
8 alcatel-switch-12-enforcer.tmpl alcatel-switch-12-enforcer.tmpl Alcatel-Lucent Switch
2. Admin can also choose to create a new template. Click New Template.
Metwork Access = Metwork Infrastructure Device = Templates = Mew Template
I
New Template
* - i i
Mame: Label to reference this template.

Description:

* Template File: Mo file chosen Template file
Save Changes

* indicates reguired field

3. Enter the template name.
4. Enter the description.

5. Click Browse and upload the created template file.
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6. Click Save Changes.

(Optional) Creating an ACL
The Admin can configure ACL in 2 ways:

¢ Logging into the Switch console and creating the ACLs manually. Ensure that the configured ACL
name is same while creating the SNMP client and policy in IPS.

e Creating the ACLs on IPS, which will push the ACLs to the switches belonging to the
corresponding Location Group.

o Creating an ACL in IPS is not applicable if Enforcement attribute is VLAN.

To create an ACL on IPS:
1. Select Endpoint Policy > Network Access > ACL.
2. Click New ACL.
3. Enter the Name
4. Enter the ACL number.

5. Set the Location Group.
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Under ACL Rules:

¢ Specify the Protocol.

Enter the Destination IP address

¢ Enter the Destination Port

Click Add.

L]

Specify the action as either permit or deny.

3COM-Default-ACL

Metwork Access = Network Infrastructure Device = Access Control List {(ACL) = 3COM-Default-ACL

Label fo reference

Applicable only for H3C. Ensure 1o use the unused ACL number.

*Name: | 3COM-Default-ACL
MNumber: | 3101
Description: This is 3COM-Default-ACL

*Location Group: SNMP-LG v

+ ACL Rules

Cooee T T

[  Protocol

To manage groups, see the Location Group

Destination IP / Network Destination Port

ip '|

0.0.0.0/0

Action

permit

permit

deny

:

Click Save Changes.
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- Admin can login to the Switch and verify if the ACL is properly configured. ACL name is
prefixed with IPS- to distinguish between the ACLs created manually and the one's pushed
from IPS.

- ACL name modification is not allowed.

- When deleting an ACL from IPS ensure that it is not applied on any interface or port.
Otherwise, deletion of ACL will not succeed on the Switch.

- ACL configured from IPS should not be modified manually.

- ACL number has to be chosen based on the Switch configuration guide. This is required only
for the Switches, which create ACLs using ACL number as the key. Ensure that the configured
ACL number is not used on the Switch. Currently, ACL number is mandatory only for HP-3com
(H3C) switches.

- Alcatel-Lucent Switch (Omni-Switch) doesn't support ACL configuration on the interface.
Hence, ACL enforcement is not supported for Alcatel-Lucent Switch (Omni-Switch).

Adding SNMP Client

To add a client using ACL enforcement:

1.

Select Endpoint Policy > Network Access > Network Infrastructure Device.
Click New.

Enter the name of the client that will be added in the IPS.

Enter the description.

Enter the IP address of the client.

Under Enforcement, select ACL Enforcement.

o ACL enforcement is supported for all Switches supporting SSH.

Select the Location Group.

Select default ACL from the drop down.

o Select the Custom option and enter the ACL name if the ACL is configured manually on
the Switch.
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9. Select the template corresponding to the selected vendor.

10. Under SSH settings:
e Specify the Authentication Method.

¢ Enter the user name, password and port number if authentication method is Password OR

¢ Enter the user name, key and pass-phrase if the authentication method is Public Key.

11. Under SNMP settings, specify the SNMP version.

12. Specify the Read username, Read Security Level, Auth Protocol, and Auth Password.

13. Click Save Changes.

NEfWOrk ACCESS > Netwark Infrasiiuciure Device » New Network Infiastructure Device

New Network Infrastructure Device

Name: cisco Label to reference this Device.

Description:

“IP Address: 10maiag. 14

*Vendor

+ Enforcement

ACL and/or VLAN will be used as an enforcement attribute to provision the policy for the endpoint. VLAN Enforcement is supported only for HP and Cisco.
Enforcement is supported only for Wired Switches.

ACL Enforcement VLAN Enforcement []

*Location Group: Guest Wired w| Only groups which are associated with a MAC Address realm appear here. To man: &e the Location Group

*Default ACL:

- Custom - v Tosetre A he ACL. If the ACL is directly configured on the switch, select - Custom - option.
“Custom ACL: testacl
“Template cisco-switch-I2-enforcertmpl |v| Template use
v SSH Settings
Authentication Method: Password v

Use Public key authentication to maximize secu

*User: admin
“Password | esessssssss

Port Number: 22

v SNMP Settings

*SNMP Version: O vikze ® v3
Same credentials for Trap user

“Read Usemame sauser

“Read Security Level: Auth, NoPriv >

*Auth Protocol: MD5 S

“Auth Password: | eeessess inimum 8 characters.

o Admin can select both VLAN and ACL enforcement for an SNMP client.

To add a client using VLAN enforcement:
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10.

11.

12.

. Select Endpoint Policy > Network Access > Network Infrastructure Device.

Click New.

Enter the name of the client that will be added in the IPS.
Enter the description.

Enter the IP address of the client.

Under Enforcement, select VLAN Enforcement.

o VLAN enforcement using SSH is supported on all Switches except HP and Cisco.

Select the Location Group.
Enter the default VLAN number.
Select the template corresponding to the selected vendor.
Under SSH settings:
¢ Specify the Authentication Method.
e Enter the user name, password and port number if authentication method is Password OR
¢ Enter the user name, key and pass-phrase if the authentication method is Public Key.
Under SNMP settings, specify the SNMP version.

Specify the Read username, Read Security Level, Auth Protocol, and Auth Password.
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13. Click Save Changes.

Network Access = Network Infrastructure Device = Dell-swilch-N3024

Dell-switch-N3024

w Enforcement

Enforcament is supported only for Wired Switches
ACL Enforcement ] VLAN Enforcement &
*Location Group: SNMP-LG v

“User. admin
“Password -

¥ SNMP Settings

“SNMP Version: O wviv2e @ w3
Same credentials for Trap user 4]
*Read Username k3
*Read Security Level: Auth, Priv v
“Auth Protocol: MD5 v
“Auth Password! | """" Minimum 8 characters.
*Priv Protocol CBC-DES v

*Priv Password: | """" Minimum & characters.
Save Changes

*Namea: Dell-switch-N3024 Label o reference this Device

Description: ‘
)
*IP Address: —m IP Address of this Device.
*Vendor Dell v Device Vendor

ACL and/or VLAN will be used as an enforcement attribute to provision the policy for the endpoint.

Only groups which are associated with a MAC Address realm appear here. To manage groups, see the Location Group

*Default VLAN: | To set the device interface to default VLAN specified value when there is no ROLE assigned. This is main

*Template dell-switch-12-enforcer tmpl v | Template used for SSH enforcement
v §5H Settings
Authentication Method: Password A
*Use Public key authentication to maximize security

Port Number: SSH port number

ly used when a SNMP session is deleted

SNMP Enforcement Policies

To create SNMP Enforcement policies:

1. Select Endpoint Policy > Network Access > SNMP Enforcement Policies

2. Click New Policy.
3. Enter the policy name.
4. Enter the Description.

5. Select the Location Group.
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6. Select the ACL from the drop down.

o Select the Custom option and enter the ACL name if the ACL is configured directly on
the Switch.

7. Under Roles, specify:
¢ Policy applies to ALL roles-To apply the policy to all users.

e Policy applies to SELECTED roles-To apply this policy only to users who are mapped to
roles in the Selected roles list. You must add roles to this list from the Available roles list.

e Policy applies to all roles OTHER THAN those selected below-To apply this policy to all

users except for those who map to the roles in the Selected roles list. You must add roles
to this list from the Available roles list.

8. Click Save changes.

Metwork Access = SNMP Enforcement Policies = New SNMP Enforcement Policy

New SNMP Enforcement Policy

v SNMP Policy

*Policy Name: Policy Label to reference this SNMP Polic:

Description:

Location Group: Guest Wired w | Tomanage groups, see the Location Group

Either VLAN or ACL is mandatory

VLAN: 0

ACL: ACLA v To manage ACLs, see the ACL. If the ACL is directly configured on the switch, select - Custom - option.
¥ Roles

(@ Policy applies to ALL roles

() Policy applies to SELECTED roles

() Policy applies to all roles OTHER THAN those selected below
Available roles: Selected roles:
Guest

(none)
Guest Admin :]

Guest Sponsor

Guest Wired Restricte :]

Users

Save Changes

o Either VLAN and/or ACL must be configured in the SNMP policy.
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Appendix

Configuration Commands for Cisco

The following is a sample configuration for linkup/linkdown/MAC notification traps for SNMP v2c. In

the below configuration snmp server is configured as IPS, which is receiving SNMP traps.

You must execute the following commands in configuration mode.

Execute the
snmp-server
snmp-server

Execute the

following command to globally enable linkup and linkdown traps.
enable traps snmp linkdown linkup
enable traps mac-notification

following command to configure IPS as an snmp-server host, which receives

SNMP notifications.

snmp-server

mac-address-—
mac-address-—

mac-address-—

snmp-server

snmp-server

host <IPS IP Address> trap version 2c public snmp mac-notification
table notification interval 0O

table notification

table aging-time 3600

community string ro

community string rw

Cisco SNMP v3 configuration

The following commands show a sample configuration for configuring SNMP v3 on Cisco switch. In the

below configuration snmp server is configured as IPS, which is receiving SNMP traps.

You must execute the following commands in configuration mode.

snmp-server

snmp-server

view <Read-View Name> iso included

view <Write-View Name> iso included

The below configuration applies when the SNMP v3 settings for Security Level is "Auth,

Prev" on IPS.

snmp-server

snmp-server

Name>

snmp-server

group <snmpv3 group name> v3 priv context vlan- match

group <snmpv3 group name> v3 priv read <Read-View Name> write <Write-View

user <snmpv3 username> <snmpv3 group name> v3 auth sha/md5 <auth password>

priv aes/des <128> <password>

snmp-server

snmp-server

enable traps snmp authentication linkdown linkup coldstart warmstart

host <IPS IP Address> version 3 auth/priv <snmpv3 username> snmp

The below configuration applies when the SNMP v3 settings for Security Level is "Auth, NoPrev" on IPS.
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snmp-server
Name>

snmp-server
snmp-server

snmp-server

group <snmpv3 group name> v3 auth read <Read-View Name> write <Write-View

group <snmpv3 group name> v3 auth context vlan- match prefix

user <snmpv3

host <IPS IP

username> <snmpv3 group name> v3 auth sha/md5 <auth password>

Address> version 3 auth <snmpv3 username>

The following sample shows the command, which are executed at interface level.

switchport

switchport

mode access

access vlan 4

snmp trap mac-notification added

Configuring Port Security Traps

The following sample shows the commands that is executed at global set up level for configuring port

security traps.

snmp-server enable traps port-security

snmp-server enable traps port-security trap-rate 1

snmp-server host 192.168.1.5 version 2c public port-security

The following sample shows the commands, which are executed at interface level.

switchport
switchport
switchport
switchport
switchport

switchport

access vlan <default vlan>

port-security
port-security
port-security
port-security

port-security

Configuring Cisco ACL

maximum 2
maximum 1 vlan access
violation restrict

mac-address <dummy mac address>

The following sample shows the command for default ACL.

#show ip access-lists snmp-default-acl

Extended IP access list snmp-default-acl

10 deny

#show run i

ip any any

nt gi 1/0/7

interface GigabitEthernetl/0/7

The default ACL is pushed from IPS

ip access-group <Default-ACL>

end

The following sample shows the command for Restrict ACL.
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#show ip access-lists snmp-restrict-acl
Extended IP access list snmp-restrict-acl
10 permit tcp any host <IPS-IP Address>
20 permit tcp any host <IPS-IP Address> eq 443
30 permit tcp any host <IPS-IP Address> eq wWww
100 deny ip any any
#show run int gi 1/0/7
interface GigabitEthernetl/0/7
The Restict ACL name is pushed from IPS.
ip access-group <restrict-ACL name>

end

The following sample shows the command for Full Access ACL.

#show ip access-lists snmp-full-access-acl

Extended IP access list snmp-full-access-acl
10 permit ip any any

#do sh runn int gi 1/0/7

interface GigabitEthernetl/0/7

The Full access ACL is pushed from IPS

ip access-group <Full-Access-ACL name>

end

Configuration Commands for Juniper

Juniper SNMP v2 Configuration

set snmp client-list listnew <IPS-IP>

set snmp community public authorization read-write
set snmp community public client-list-name listnew
set snmp trap-group global

set groups global snmp trap-group managers version v2

set groups global snmp trap-group managers targets <IPS-IP>

Juniper SNMP v3 Configuration

set snmp v3 usm local-engine user <user-name> authentication-sha authentication-key
<key>

set snmp v3 usm local-engine user <user-name> privacy-aesl28 privacy-key <key>

set snmp v3 vacm security-to-group security-model usm security-name <user-name> group

<group name>
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set snmp v3 vacm access group <group name> default-context-prefix security-model any

security-level privacy read-view view-all

set snmp v3

set

set

set

set

set

set

set

set

set

set

set

set

snmp
snmp
snmp
snmp
snmp
snmp
snmp
snmp
snmp
snmp
snmp

snmp

v3
v3
v3
v3
v3
v3
v3
v3
v3
v3
v3
v3

target-address tarallow address <IPS-IP>

target-address tarallow tag-list MYTAG

target-address tarallow address-mask 255.255.255.255
target-address tarallow target-parameters <target parameter name>
target-parameters tpl parameters message-processing-model v3
target-parameters tpl parameters security-model usm
target-parameters tpl parameters security-level privacy
target-parameters tpl parameters security-name <user-name>
target-parameters tpl notify-filter NF1

notify N1 type trap

notify N1 tag MYTAG

notify-filter NF1 oid 1.3.6.1.6.3.1.1.5.3 include

notify-filter NF1 oid 1.3.6.1.6.3.1.1.5.4 include

Configuration Commands for Dell

SNMP v2 Configuration

snmp-server view <SNMP label> iso included

snmp-server community "public" rw

snmp-server host <IPS-IP> traps version 2 "public"

SNMP V3 Configuration

snmp-server

snmp-server

snmp-server

snmp-server

"profiler"

snmp-server

snmp-server

view "profiler" iso included
filter "profiler" iso included
group <group name> v3 auth read "profiler" write "profiler"

group <group name> v3 priv notify "profiler" read "profiler" write

user <user-name> <group name> auth-md5-key <key> priv-des-key <key>

v3-host <IPS-IP> <user name> traps priv

Configuration Commands for HP 3Com

HP 3Com SNMP v2 Configuration

snmp-agent community read public

snmp-agent sys-info version v2c
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snmp-agent target-host trap address udp-domain <IPS-IP> params securityname public v2c

HP 3Com SNMP v3 Configuration

snmp-agent community read public

snmp-agent sys-info version all

snmp-agent group v3 <Group name>

snmp-agent target-host trap address udp-domain <IPS-IP> params securityname public v3
privacy

snmp-agent usm-user v3 <user name> <Group name> cipher authentication-mode md5 <key>
privacy-mode desb56 <key>

snmp-agent trap enable default-route

Configuration Commands for HP

HP SNMPv2 Commands

The following is a sample configuration for MAC notification traps for SNMP v2c. In the below
configuration snmp server is configured as IPS, which is receiving SNMP traps. Execute the
following commands.

snmp-server community "public"
snmp-server community "private" unrestricted

snmp-server host 10.204.89.131 community "public" trap-level all

The following command shows an example for configuring linkup, linkdown, and MAC notification
traps.

--Execute the following commands for enabling linkup and linkdown traps.
snmp-server enable traps link-change 5
--Execute the following command for enabling mac notification.

snmp-server enable traps mac-notify

HP SNMPv3 Commands

The following commands show a sample configuration for configuring SNMP v3 on switch. In the below
configuration snmp server is configured as IPS, which is receiving SNMP traps.

Execute the following commands in configuration mode.

snmpv3 enable
snmpv3 only

snmpv3 restricted-access
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snmpv3 group managerpriv user sec-model ver3

snmpv3 notify "procurve" tagvalue "procurve"

snmpv3 targetaddress "procurve" params "procurve" 10.204.xx.xxx filter all taglist
"procurve"

snmpv3 params "procurve" user sec-model ver3 message-processing ver3 priv

snmpv3 community index "20" name "public" sec-name tag "procurve"

snmpv3 user

no snmpv3 user initial

The following command shows an example configuration for configuring port security trap.

snmp-server enable traps port-security

ACL Configuration for Default, Restricted, and Full Access Role
Restricted ACL, give access to DHCP server and IPS

ip access-list extended <"Remediation-ACL">

10 permit udp <Source-Address><wildcard/mask> eq <port number> <Destination-Address>
<wildcard/mask> eq <port number>

20 permit tcp 0.0.0.0 255.255.255.255 10.204.xx.x 0.0.0.0 eq 443
30 permit tcp 0.0.0.0 255.255.255.255 10.204.xx.x 0.0.0.0 eg 80
exit

ip access-list extended <"Default-ACL-Name">

10 deny 0.0.0.0 255.255.255.255

exit

ip access-list extended <"Full-Access-ACL">

10 permit 0.0.0.0 255.255.255.255

exit

Configuration Commands for Alcatel-Lucent

Alcatel-Lucent SNMP V2 Configuration

The following is a sample configuration for MAC notification traps for SNMP v2c. In the below
configuration snmp server is configured as IPS, which is receiving SNMP traps.

snmp-user ivanti password juniperl23 read-only all no auth
snmp community map public user ivanti

user secure password juniperl23 read-write all no auth
snmp community map private user secure

snmp security no security

snmp station 10.96.xx.x secure v2 enable
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Alcatel-Lucent SNMP V3 Configuration

aaa authentication snmp local

user snmpv3user password juniperl23 md5+des read-write all

user snmpv3user password juniperl23 md5+des read-write all priv-password fjf
snmp community map "public" user "snmpv2user" on

snmp security authentication set

snmp station 10.10.10.10 162 "snmpv3user" v3 enable

Configuration Commands for Arista

Arista SNMP V2 Configuration

snmp-server community public rw

snmp-server host 10.96.xx.xx version 2c public
snmp-server enable traps snmp authentication
snmp-server enable traps snmp link-down

snmp-server enable traps snmp link-up

Arista SNMP V3 Configuration
SNMP V3: AuthNoPriv: Arista

Command for configuring the Switch: tacacs-switch(config) #snmp-server user
authnoprivsha TEST_GROUP v3 auth sha Psec

tacacs-switch (config) #show running-config | include snmp

snmp-server engineID local xXXxXxXX

snmp-server local-interface Managementl

snmp-server view all-items iso included

snmp-server group TEST GROUP v3 auth write all-items

snmp-server user <user-name>authnoprivsha TEST GROUP v3 localized xxxx auth sha 6dasda
snmp-server host 10.96.xx.xx version 3 auth <user-name>authnoprivsha
snmp-server enable traps snmp authentication

snmp-server enable traps snmp link-down

snmp-server enable traps snmp link-up

SNMP V3: AuthPriv: Arista

tacacs-switch#sho running-config | include snmp
snmp-server engineID local XXXXXX
snmp-server local-interface Managementl

snmp-server view all-items iso included
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snmp-server group TEST GROUP v3 priv write all-items

snmp-server user <user-name>md5 TEST GROUP v3 localized xxxxx auth md5 cxc priv des
3adada

snmp-server user <user-name>mdSaes TEST GROUP v3 localized xxxxx auth md5 7dada priv
aes cddsdf

snmp-server user <user-name>shaaes TEST GROUP v3 localized xxxxx auth sha 49da priv
aes 3dasd

snmp-server user <user-name>shades TEST GROUP v3 localized xxxx auth sha 6das priv des
af95

snmp-server host 10.96.xx.xx version 3 priv md5

snmp-server enable traps snmp authentication

snmp-server enable traps snmp link-down

snmp-server enable traps snmp link-up

Configuring ACL

ACL Configuration for Default, Restricted, and Full Access Role

#show running-config

ip access-list <FullAccess ACL>
1 permit ip any host 10.x.x.x
3 permit icmp any host 10.100.x.x
4 deny ip any host 0.0.0.0

!

ip access-list <RestrictedAccess ACL>
1 permit ip any host 10.200.200.200
2 permit ip any host 10.100.100.100
3 permit icmp deny host x.x.x.x
4 deny ip any host 0.0.0.0

!

ip access-list <BlockAllTraffic ACL>

1 deny ip any host 0.0.0.0

Configuration Commands for Huawei

Huawei SNMP V2 Configuration

snmp-agent
snmp-agent local-engineid casdasd
snmp-agent community read cipher xxxx

snmp-agent community write cipher xxxx
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snmp-agent
snmp-agent
snmp-agent
cipher xxx
snmp-agent
snmp-agent
snmp-agent
snmp-agent

snmp-agent

community complexity-check disable
sys-info version all

target-host trap address udp-domain 192.168.xx.xX params securityname

mib-view included allexthgmp iso
mib-view excluded allextrmon rmon
notification-log enable
notification-log global-ageout 12

trap enable

Huawei SNMP V3

[Huaweildisplay current-configuration | include snmp

snmp-agent
snmp-agent
snmp-agent
snmp-agent

snmp-agent

local-engineid xxxx
sys—-info version v3
group v3 snmpv3group authentication

group v3 snmpv3group privacy read-view isoview write-view isoview notify-

view isoview

snmp-agent
snmpv3user
snmp-agent
snmp-agent
snmp-agent
snmp-agent
snmp-agent
snmp-agent
snmp-agent
snmp-agent

snmp-agent

target-host trap address udp-domain 192.168.xx.xX params securityname
v3 privacy

mib-view included isoview iso

mib-view excluded allextrmon rmon

usm-user v3 snmpv3user

usm-user v3 snmpv3user group snmpv3group

usm-user v3 snmpv3user authentication-mode md5 cipher xxx

usm-user v3 snmpv3user privacy-mode aesl28 cipher xxx
notification-log enable

notification-log global-ageout 12

trap enable

Configuring ACL

ACL Configuration for Default, Restricted, and Full Access Role

display acl all

(In Restricted ACL, give access to DHCP server and IPS)

Advanced ACL restrictedAccess 3997, 3 rules

rule 1 permit tcp destination <IPS IP> <wildcard> destination-port eq 443

rule 2 permit udp destination-port eq bootpc
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rule 3 permit udp destination-port eqg 80

Advanced ACL fullAccess 3998, 1 rule

rule 1 permit ip destination 0.0.0.0 <wildcard>

Advanced ACL defaultAccess 3996, 1 rule

rule 1 deny ip destination 0.0.0.0 <wildcard>
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Policy Enforcement using 802.1X Native
Supplicant

Overview

IPS supports 801.X authentication using native supplicants. The Native supplicant is the default
Operating System (OS) agent, which runs on the client machine. The mobile platforms and laptops have

native supplicant support.

o The secondary authentication is not supported with 802.1x Native supplicant.

Benefits

e Supports simplified access to applications from personally owned devices, addressing the Bring
Your Own Device (BYOD) users.

¢ Devices that do not have Pulse Client can authenticate with IPS and get the realm and roles

applied.

Deployments using 802.1X Authentication with Native
Supplicant

802.1X Authentication with Native Supplicant

Using IPS, you can provision 802.1X authentication for endpoints using native supplicant. The Layer 2
authentication and enforcement is used to control network access policies at the edge of the network

using an 802.1X enabled switch or access point.
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The workflow for 802.1X authentication with native supplicant is described below:

1. Configure the endpoints protocols from the Adapter settings as per the IPS configured
protocols. Once the client adapter is online the authentication starts automatically.

2. Switch receives the request and starts RADIUS authentication with IPS. The user is prompted for
user credentials.

3. IPS assigns the roles based on the credentials provided by the user. IPS communicates the
enforcement rules to switch in form of RADIUS return attributes (For example, Change of VLAN)
for the authenticated user.

4. Switch provides access and IP address to the endpoints based on the RADIUS return attributes.

Agentless Host Checking with Native Supplicant

As many users bring their own devices, additional intelligence must be applied to eliminate intrusions
and protect sensitive information. The IT administrators need the ability to control where devices are
allowed on the network, based on the device type, operating system, owner of the device and user log
in credentials of the device. The network resource request must be handled appropriately and
appropriate action must be taken for any violation, which includes limiting access to internet only.

The IPS solution provides endpoint compliance for BYOD devices for providing seamless access to
protected resources with native supplicant. For example, enterprise users need to provide onsite access
to employees and contractors. To provide network access, the BYOD devices from contractor must be
compliant to host checker security policies. For such users, you can use 802.1X authentication using
native supplicant and then endpoint compliance check is achieved using a web browser. A single
session is created for both the connections and a single license is consumed.
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The workflow is described below:

1. The contractor user connects to network, performs layer 2 authentication using AD credentials.
For 802.1X, AD username and password is used for authentication. For MAC authentication,
endpoints MAC address or device attributes for profiler is used for authentication.

2. The endpoint host check is not performed and hence the user gets limited connectivity. The user
must be compliant to host check security policy for full access.

3. IPS sets the RADIUS return attribute with limited access role. Limited access role is applied on the
endpoint.

4. The user is redirected to a IPS log in page for user authentication.

5. The user opens the web browser and enters the AD username and password. The agentless Host
Checker provides the compliance details to IPS.

6. IPS finds the existing session with the same username and MAC address and then updates the
session with full access role.

The user gets the required full access to protected resources if the system is compliant to HC security
policies.

- The user can choose to remember the username and password to avoid entering it multiple
o times for layer 2 and layer 3 connections.

- This feature is supported for Windows and MAC OSX.

- For configuration, see Configuring Agentless Host Checking with Native Supplicant.
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Host Checking with Native Supplicant

On Mac OSX, Windows, and Linux endpoint using native supplicant, IPS Host checking can be enforced
only for Layer 3 connection. Once the endpoint gets authenticated using native supplicant and gains
network access, you can launch and install Pulse Client using web browser deployment or SCCM
advertisement to establish a Layer 3 session. This evaluates the health status of the endpoints and
thereby ensuring legitimate resource access behind IPS Enforcer.

There will be only one session for Layer 2 and Layer 3 connections on IPS which will consume single
license.

For agentless host checking, native supplicant is used to perform 802.1x authentication. The compliance
check is performed using browser based agentless L3 session. The L2 and agentless L3 session are
bridged on IPS to provide compliance based layer 2 access control. For access control, RADIUS return
attribute Filter-ID with Radius COA is used.

The Host Checker functionality is not supported on the native Mozilla browser on MAC OSX. As
a workaround disable the Captive Network Assistant feature, which is enabled by default or
open the Pulse Client using a different web browser.

o Using Native Supplicant the Host Checker functionality is not supported. This is possible
through Configuring Agentless Host Checking with Native Supplicant .
Agentless Session Bridging requires Host Checker functionality to be executed on Linux via
JAVA NPAPI plugin, which is only supported on Firefox ESR browser with v52.0 and lower.

Configuring Agentless Host Checking with Native
Supplicant

The access control for this use case can be achieved through RADIUS CoA and a sample workflow is
described below:

1. The native supplicant performs 802.1X authentication and IPS creates a session. The IPS assigns a
limited access role since the host check is not performed.
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2. The user configures the RADIUS URL-redirection attributes on the Cisco Switch. Using RADIUS
URL-Redirection return attributes the Cisco switch redirects any initial HTTP/s traffic to IPS so
that Layer 3 authentication is performed along with compliance check. Upon successful Host
Check, a different set of radius attributes is pushed using Radius CoA to seamlessly access any
resource.

You must configure the following return attributes (supported only on Cisco switches):

Cisco-AVPAIR=url-redirect-acl=REDIRECT To IPS

Cisco-AVPAIR=url-redirect=https://<IPS-SIGN-IN-URL>/

The following figure shows a sample IPS configuration for URL-redirection on Cisco switch.

% RADIUS Attributes

) Open port

) VLAN: (1-4094)
¥ Return Attribute
e

Retumn Attribute Radius Auth Server Attribute Value  Auth Server Catalog Attribute Value  Value
Filter1d v -none- v -none- A | m
& | Filterld -none- -none-

Cisco-AVPAIR v -none- v -none- A | url-redirect=https://10.204.£

) Add Session-Timeout attribute with value equal to the session lifetime

Add Termination-Action attribute with value equal 1

¥ Interface
% Roles
@ Policy applies to ALL roles

() Policy applies to SELECTED roles
() Policy applies to all roles OTHER THAN those selected below

Available roles Selected roles:
Guest - (none) -
Guest Admin

Users
=33

r
2

NOTE: changes to this page will cause all L2 clients to drop their connections and reconnect.

Save Changes Save as Copy
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3. The user configures the RADIUS CoA attributes. The recommended radius return attribute to
perform access control using RADIUS CoA is Filter-ID for wired devices and ACL-name for WLC.

You must configure the following return attributes on IPS:

Filter-Id=PERMIT-ALL.in
CiscoAVPAIR=subscriber:command=reauthenticate

Cisco-AVPAIR=subscriber:reauthenticate-type=last

The following figure shows a sample IPS configuration for RADIUS CoA.

Metwork Access » RADIUS Return Attributes Policies

RADIUS Return Attributes Policies

RADIUS Dictionary RADIUS Vendor Location Group RADIUS Client RADIUS Atiributes SNMP Device SNMP Enforcement Policies

Return Attributes Request Affributes Attribute Logging

Show policies that apply to: All roles v

A RADIUS return attributes policy specifies the return list attributes to send te an 802.1X network access device, such as which VLAN endpoints must use to access the network. If no policy
applies, Open Port is the default action.

v L o Looee 1] oo |

] »  Policies Attributes Location Group Interface  Applies to role
- 1 contractor-policy-wireless ACL-Name=PERMIT-ALL WIRELESS-LG NA contractor
Cisco-

AVPAIR=subscriber.command=reauthenticate
Cisco-AVPAIR=subscriber.reauthenticate-
type=last

o2 contractor-policy-wired Filter-Id&=PERMIT-ALL.in WIRED_LG N& contractor
Cisco-
AVPAIR=subscriber:command=reauthenticate
Cisco-AVPAIR=subscriber reauthenticate-

type=last
E |3 remediation-policy Cisco-AVPAIR=url-redirect-acl=REDIRECT- WIRED_LG N/A remediation
12 WIRELESS-LG

Cisco-AVPAIR=url-
redirect=https://10.204.89.171/test
Session-Timeout=43400
Termination-Action=1

4. The agentless L3 authentication is done through web browser and host check is performed. If
host check passes the user receives new role (for example, full-access), which provides full access
to authorized resources.

- The L2 and L3 connections are merged and the merged session receives full-access role.
- The change of role triggers new RADIUS return attribute policy. The new policy triggers
RADIUS CoA and applies new radius attribute, which provides full access to authorized
o resources.

- VLAN change using CoA is not supported with Cisco Switches. It is recommended to use
RADIUS disconnect for VLAN change.

- The RADIUS CoA configuration for various Cisco switch platforms is described below.
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Cisco Platform 10S Version RADIUS CoA Configuration

3850 16.3 Filter-ld=PERMIT-ALL.in
2960X 15.2 Filter-ld=PERMIT-ALL.in
2960 12.2 Filter-ld=PERMIT-ALL.in

Cisco-AVPAIR=subscriber.command=reauthenticate
Cisco-AVPAIR=subscriber:reauthenticate-type=last

Configuring 802.1X for Native Supplicant on IPS

This section covers the procedure for configuring 802.1X authentication on IPS.

- Authentication Protocol Set configuration varies among different platforms. For example,
MAC OSX supports EAP-TTLS/PAP, EAP-TTLS/MS-CHAP-V2 and PEAP/EAP-MS-CHAP-V2
authentication protocol set when IPS is configured with AD server for user authentication.

- EAP-TTLS/CHAP are supported with local authentication server and not supported on Active
Directory.

Configuring Native Supplicant for 802.1X Authentication

Example: Configuring Windows 7 Native Supplicant for IPS 802.1X
Authentication

The 802.1X wired LAN Authentication gives you the possibility to connect your device using the cable

network (wired). You can use the windows native supplicant for 802.1X authentication.

Requirements

Your device must be equipped with a LAN interface and meet the standards for connecting to
enterprise networks requiring 802.1X authentication.

Local admin privileges are required on the endpoint.
The OS security updates are installed and an Antivirus Software is present and up-to-date.

It is recommended to disable all third-party connection management tools so that the native
Windows tool is used.
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Configuring the Windows Native Supplicant

To configure the native supplicant:

1. Select Control Panel > System and Security > Administrative Tools and access the Services

tool.

In the services window locate the service named Wired Autoconfig and double click the service.

L5 WinHTTP Web Proxy Auto-... WinHTTP i..
£* 1 \Wired AutoConfig The Wired ...
25 WLAN AutoConfig The WLANS...

Manual Lecal Service

Running  Automatic Local Syste...

Automatic Local Syste...

2. Select the Startup type Automatic and click Start.

General | Log On | Recovery | Dependencies
Service name:  dot3sve
Display name:  Wired AutoCorfig

- = Viirsd AutoConfig (DOTISVC) service is
Desatiption [thpunslh\elurpedumlng |EEE 802.1X

Path to executable:

C:\Windows'system32\svchost exe 4 LocalSystemNetworkRestricted

Statuptype:  JAutomatic

Help me corfiqure service startup options

Service status Running

rom here

Start parameters:

op =

“You can specify the start parameters that apply when you start the service

| [

3. Click Start > Control Panel > Network and Internet > Network and Sharing Center.

4. Select Change adapter settings and then right click on the LAN adapter, Ethernet or Local Area

Connection and select Properties.

5. Click the Authentication tab at the top of the window. Select Enable IEEE 802.1X
authentication and Fallback to unauthorized network access. From the dropdown list about
the network authentication, choose Microsoft: Protected EAP (PEAP).
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6. Click Settings to choose the authentication method and then click OK to proceed.

If you choose Remember my credentials for this connection each time I'm logged
on the user credentials are not prompted for every log in. Don't use this option if
multiple people are using the device.

[',‘:] Ethernetl Properties 5

Metworking  Authentication

Select this option to provide authenticated networs access for
this Ethemet adapter.

Enable IEEE 802.1X authertication

Choose a networlc authentication method:

Microsoft: Protected EAP (PEAP) o

Remember my credentials for this connection each
time I'm logged an

Fallback to unauthorized network access

Additional Settings...

Corcs
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7. Uncheck Verify the server's identity by validating the certificate and select the Enable Fast

Reconnect option. Click Configure to continue.

When connecting:

[ ] verify the server's identity by validating the certificate

Connect to these servers (examples:srv1;srv2;, *\ srv. 3\ com):

Trusted Root Cerkification Autharities:

M| 2ddTrust External CA Root A

[] Baltimore CyberTrust Root

[ ] clazs 3 Public Primary Certification Authority

[] CigiCert Assured ID Root CA

[ ] DigiCert Global Root CA

|:| DigiCert High Assurance EV Root CA

[ ] DST Root CA %3 v
£ >

Motifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) e
Enable Fast Reconnect

[ ] Disconnect if server does not present cryptobinding TLY
[ ]Enable Identity Privacy

Cancel

Protected EAP Properties >
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8. Uncheck Automatically use my Windows logon name and password and click OK to confirm.

When connecting:

0 Automatically use my VThduws logon name and
assword domain ¥ any).

o] s

9. Click Additional Settings.

U EthernetD Properties x

Metworlding Authentication

Select this option to provide authenticated networs access for
this Ethemet adapter.

Enable IEEE 802.1X authentication

Choose a networkc authentication method:

Microsoft: Protected EAP (PEAF) v

Remember my credentials for this connection each
time I'm logged an

Fallback to unauthorized netwaork access

Addttional Settings...

QK Cancel

10. Select Specify authentication mode and choose User authentication from the list.
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11. If you are using Cisco switch/WLC then you can use Save credentials to save the user credentials.

302, 1¥ settings

Spedfy authentication mode

|L.Iser authentication V| | Save credentials

Delete credentials for all users

[ ]Enable single sign on for thiz network

&) Perform immediately before user logon
Perform immediately after user logon
Maximum delay (seconds): 10 EI

+f| Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LAMNs for machine
and user authentication

CK | | Cancel
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12. Click Additional Settings and choose User authentication and then Click OK.

802. 1X settings
Spedfy authentication mode

User authentication Save credentials

Delete credentials for all users

[] Enable single sign on for this netwark
) Perform immediately before user logon
Perform immediately after user lagon
Maximum delay (seconds): 10

/] Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

13. Plug the network cable and If already inserted, unplug it and attach it again.

14. Alog in window pops to enter Username and Password.

Example: Configuring Mac OSX Native Supplicant for IPS 802.1X
Authentication

This section details the procedure for configuring native Mac OSX supplicant for IPS 802.1X
authentication.
Requirements:

e Apple Mac OSX endpoint

¢ iPhone Configuration utility

Configuring MAC OSX Native Supplicant

Authentication to a IPS 802.1X server in MAC OSX endpoints is achieved using Apple Configurator. This
tool allows you to easily create, maintain, and install configuration profiles, track and install provisioning
profiles, and capture device information including console logs.

o The latest MAC OSX endpoints can be configured using Apple Configurator 2 tool.
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Configuring 802.1x profile

You can create various profiles (TTLS/PAP, TTLS/MS-CHAP-V2, and PEAP/MS-CHAP-V?2) required for IPS
802.1x authentication using Apple Configurator. The generated configuration profiles can be exported
to a Mac OSX endpoint. To create profiles, install the profiles (by double clicking on the exported files)
on their OSX endpoints and that will provision Layer 2 access when connected to 802.1x enabled switch
port.

Configuring 802.1x profiles -TTLS/PAP, TTLS/MS-CHAP-V2, and PEAP/MS-CHAP-V2 applies only for
General and Wi-Fi settings. If the authentication server is LDAP, use TTLS-PAP for LDAP servers. If the
authentication server is Active Directory or local, use TTLS-MSChapV2 or PEAP-MSChapV2.

Configuring TTLS-PAP Authentication Profile
To configure TTLS-PAP profile, perform the following:
1. On the iPhone configuration utility (IPCU) navigate to Configuration Profiles tab.

2. On configuration Profiles page, select General and enter the required values.

. General

(&) Passcode
Not Configured Name

P Display name of the profile (shown on the device)
. i Restrictions
(5 Resitons g e

Wi-Fi Identifier
load Confiaured Unique identifier for the profile (e.g. com.company.profile)

com.ivanti.dotx

D,

VPN

Not Configured
Lk
/) Exchange ActiveSync
LA ot Configured
[7] LDAP
Mot Configured
C‘ CalDAV
4% ot Configured

Security

%/ CardDAV Controls when the profile can be removed
Not Configure

E

Organization
Name of the organization for the profile

mail
ot Confiqured Pulse Secure

Description
Brief explanation of the contents or purpose of the profile

Profile description.

Len| jured Always
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3. Select Wi-Fi and enter the required values.

: [l ‘| General
. B .| Mand:tory
() Passcode
0-) Not Configurec
P Lat
L,.. Restrictions
J Not Configurec

N ven

Not Configured

& Elmall

7| Exchange ActiveSync
L] Not Configurec

=] LDAP
Not Configured

C- CalDAV
7 Not Configured

(| CardDAV
_{* ar,

Not Configured

gured

(R s

Web Clips

Not Configurec

-

% Credentials

Service Set Identifier (SSID)

Identification of the wireless network to connect to

TTLS-PAP
|| Auto Join
Automatically join the target network

|| Hidden Network
Enable if target network is not open or broadcasting

Proxy Setup

Configures proxies to be used with this network.
| None dl

Security Type

Wireless network encryption to use when connecting
| WPA | WPA2 Enterprise

Enterprise Settings
Configuration of protocols, authentication, and trust

Protocols | Authentication Trust |

Accepted EAP Types
Authentication protocols supparted on target network
[ I TLS | |LEAP | | EAP-FAST
MTTLS  [IPEAP  [JEAP-SIM
EAP-FAST
Configuration of Protected Access Credential (PAC)
| Use PAC

Provision PAC
Provision PAC Anorymously

Inner Authentication
Authentication protocol (for use only with TTLS)

| pap 4|

Configuring TTLS/MS-CHAP-V2 Authentication Profile

To configure TTLS/MS-CHAP-V2, perform the following:
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On the iPhone configuration utility (IPCU) navigate to Configuration Profiles tab.

On configuration Profiles page, select General and enter the required values.

m General

w f:\lsslclode

Name
- Display name of the profile (shown on the device]
17 Restrictions
I"J"_] Not Configured TTLS-MACHAPY2
Identifier
| Configurad Unigue icentifier for the profile (e.q. com.company.profile)

com.ivanti.dotix

(1 VPN
h!] Wot Configured Organization
Mame of the organization for the profile

Email

'* Hot Configured [optional]
" Description
/1| Exchange ActiveSync
B{) Not Conl 9,, ed ¥ Brief explanation of the contents or purpose of the profile
Profile description.

LDAP

o o
) Security

_5.., Card DAV Controls when the profile can be removed
| | Mot Configured | Always

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 227 of 1219


http://www.ivanti.com/company/legal

Policy Enforcement using 802.1X Native Supplicant

3. Select Wi-Fi and enter the required values.

“n | General
" [l 4| Mandztory
(0) Passcode
Not Configured

li};‘. Restrictions
]

Mot Configured

1LY, VPN

Net Configured

Email
| Mot Configured

Exchange ActiveSync

'~
E’) Mot Configured
] LDAP
Not Configured
c: CalDAV
L s Net Configured

(1 CardDAV

Not Configured

Subscribed Calendars
Not Configured

Web Clips

Mot Configured

#e. Credentials
Net Configured

Service Set Identifier (SSID)
Identification of the wireless network to connect to

[TTLA-MsCHAPYV2

|| Auto Join

Automatically join the target network

|| Hidden Metwork

Enable if target network is not open or broadcasting
Proxy Setup

Configures proxies to be used with this network.,

| Mone s

Security Type

Wireless network encryption to use when connecting
| WPA | WPAZ Enterprise 4 |

Enterprise Settings
Configuration of protocols, authentication, and trust

—[INLIIIS- Authentication Trust ———

Accepted EAP Types
Authentication protocels supported on target network

|| TLS || LEAP | EAP-FAST

MTILS  (JPEAP [ EAP-SIM

EAP-FAST

Configuration of Protected Access Credential (PAC)
|| Use PAC

Provision PAC

Provision PAC Anonymously

Inner Authentication
Authentication protocol (for use only with TTLS)

| MSCHAMVZ % |

Configuring PEAP Authentication Profile

To configure PEAP, perform the following:
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1. On the iPhone configuration utility (IPCU) navigate to Configuration Profiles tab.

2. On configuration Profiles page, select General and enter the required values.

General

Passcode

Not Canfigured

Name

Display name of the profile (shown on the device)
Restrictions

Nat Configured PEAP

Wi-Fi Identifier
1 Payload Configured Unique identifier for the profile (e.g. com.company.profile)

Com.ivanti.dot1x
VPN

Nat Canfigured

Organization

Name of the organization for the profile
Email
Nat Canfigured [optional

Exchange ActiveSync Dgs:riptlon ) .
Nat Configured Brief explanation of the contents or purpose of the profile

[Profile description.
LDAP

Nat Configured

CalDAvV
Nat Configured
Security
CardDAY Contrecls when the profile can be removed
Not Configured Always

Subscribed Calendars

Nat Canfigured

BeEWBEREDI) B
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3. Select Wi-Fi and enter the required values.

f:z) Passcode

Not Config

d

|H'.“‘J Restrictions
T Vot Configured

Email
i Not Configured
73 Exchange ActiveSync
U‘:} Not Configured
@ LDAP
Q CalDAV
¥ ot Configured
2 CardDAV
ﬁ Not Configured

Subscribed Calendars

Mot Configured

Web Clips

Service Set [dentifier (SSID)
Identification of the wireless network 1o connect 1o

| PEAP
|| Auto Join
Automatically join the target network

|| Hidden Network
Enable if target network is not open or broadcasting

Proxy Setup

Configures proxies to be used with this network.
| None %]

Security Type

Wireless network encryption to use when connecting
| WPA [ WPA2 Enterprise 4 |

Enterprise Settings
Configuraticn of protocols, authentication, and trust

~| Protocols | Authentication Trust |

Accepted EAP Types
Authentication protocols supported on target network

) TS || LEAP [ | EAP-FAST
[)TTLs WIPEAP [ EAP-SIM
EAP-FAST
Configuraticn of Protected Access Credential (PAC)
|| Use PAC
Provision PAC

Provision PAC Anonymaously
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Layer 3 Enforcement

Layer 3 enforcement means using devices other than L2 switches or wireless access points for
enforcement. This includes adding SRX, ScreenOS, Palo Alto, Fortigate, and Check Point firewall as

enforcement points.

From 9.1R15 onwards, support for Sensors is deprecated. Ensure you remove all related
o configurations before upgrading to 9.1R15. Upgrade may fail if all configurations are not
removed. For more information refer KB45044.
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Enforcement using Check Point Next-
Generation Firewall

Overview

IPS delivers layer 3 network access control solution when deployed with Check Point Next-Generation
Firewall (NGFW). IPS authenticates users, ensures that the endpoints meet security policies, and then

dynamically updates the firewall enforcement point with the resulting user session information. Upon
successful user authentication with IPS, the access to protected resources behind the firewall is based

on the user identity, IP address, and user role information provided by IPS.

The IPS and Check Point firewall integration provides identity enabled layer 3 enforcement for BYOD,
guests, and enterprise employees and protects corporate sensitive data from unauthenticated access
and attacks.

Deployment of IPS using Check Point Next-Generation
Firewall

This section describes the integration of IPS with Check Point Next-Generation Firewall. The Check Point
Next-Generation Firewall controls the access to resources (for example, internet, CRM systems, Wikis
and so on.) based on policy settings that defines the access. The Check Point Next-Generation Firewall
allows integration with directory sources (For example, AD or LDAP) to get user and group information.
The policies are then defined based on user role information.

IPS serves as the provider of identity information (For example, user-ID, IP address, and roles) for Check
Point Next-Generation Firewall. The Check Point Next-Generation Firewall uses the identity information
provided by the IPS for deciding the resource access.
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1
L3 Authentication ——
Ivanti Policy Secure -
Provision
< User-ID
— = \ L2|Authentication ,(R,\
\ - bg (=l ! w D’@‘“""”

v P—

(z2)

il

Protected

j ér = =

Resources

Endpoints Switch/WLC

The authentication process is described below:

1.

The endpoints connect to Switch/WLAN and performs the layer 2 authentication with IPS.

IPS performs the layer 3 authentication and performs compliance check on the endpoint and
detects for any unauthorized behavior. IPS can also learn endpoint IP address using accounting
and provision mapping.

IPS provisions the auth table entries (user-ID, IP address, and roles) on the Check Point Next-

Generation Firewall.

The user role changes, which includes any unauthorized behavior are dynamically updated on
the firewall. IPS provisions the auth table with changes in role information if any on Check Point
Next-Generation Firewall. The access is based on roles.

The Check Point Next-Generation Firewall applies policies to allow or block user access to
protected resources.

Deployment of IPS with Check Point Next-Generation
Firewall for a Large Enterprise

For an enterprise with remote branch offices connected to the headquarters with VPN, deploy the

Security Gateway at the remote branch offices. When you enable Identity Awareness on the branch

office Security Gateway, users are authenticated before they reach internal resources. The identity data

on the branch office Security Gateway is shared with other Security Gateways to avoid unnecessary

authentication.

For more information see, |dentity Awareness feature of Check Point.
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Firewall: Global Datacenter Firewall: Global Datacenter Firewall: Global Datacenter

Top Layer:
Firewalls can enforce policy

for all users in all regions Al user mappings

redistributed
Morth America Region
Firewall: North America HQ

Local user mapping
redistributed

All user mappings

European Region redistributed
rewall: Europe HO
Middle Layer:
Firewalls can enforce policy
for all users in a specific
region
Local user mapping
redistributed

Bottom Layer: 1 1
Firewalls can enforce policy R s Ly
only for local users I T
Caollect local Collect local
user mappings ; user mappings
IPS IPS IPS IPS
Paris Office Berlin Office SFO Office New York Office

Configuring IPS with Check Point Next-Generation Firewall

This section covers the configuration of IPS for adding Check Point Next-Generation Firewall as an

Infranet Enforcer.

Configuring Check Point Infranet Enforcer in IPS

The IPS configuration requires defining a new Check Point Infranet Enforcer instance on IPS and then
fetching the pre-configured shared secret key from the firewall. The shared secret key is used to
communicate between the Check Point firewall and IPS. The standard user authentication /
authorization configurations such as Auth Table Mapping Policies should also be created and
associated with the required roles.

To configure a Check Point Firewall Infranet Enforcer in IPS:

1. Select Endpoint Policy > Infranet Enforcer.

Infranet Enforcer = Infranet Enforcer Connection

Infranet Enforcer Connection

Resource IPsec Auth Table Mapping IP Address Pools

A connection policy specifies the cannection between the Ivanti Policy Secure and Infranet Enforcer

o
10 ~ | records per page Search:
] Enforcer Serial Numbers Location Group Platform Version FIPS IP Address
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2. Click New Infranet Enforcer and select Check Point Firewall in the Platform drop down.

3. Enter the Name and IP Address of the Check Point Next-Generation Firewall and enter the shared

secret between IPS and Check Point.

o IPS has the default server URL for Check Point R80.10.

Infranet Enforcer > Connection > 10:884188.452

¥ Infranet Enforcer

To modify Server Url click on edit

By default the Server Url will be "https://<ipAddress>/_IA_API/1.0".

Platform: Check Point :
* Name: | ReRaev o]
* IP Address: I szt

* ServerUrl: I https://* L2000 S0/_IA_APIN1.0

* Shared Secret: | ........

Server Certificate Validation: (

Save Changes

* indicates required field

Platform of this Infranet Enforcer.

Label to reference this Infranet Enforcer.

IP Address of this Infranet Enforcer

ServerUrl of this Infranet Enforcer

Pre-Shared Secret:

Enable this option to verify the firewall's certificate

For previous version of Check Point (R77.30), edit the server URL manually to https://<IP_

Address>/_IA_MU_Agent/idasdk

Infranet Enforcer > Connection > 13:28% 8¢. 180

+ Infranet Enforcer

Server Certificate Validation: ()

Save Changes

* indicates required field

Platform: Check Point Firewall v
* Name:
* IP Address:
By default the Server Url will be "https://<ipAddress>/_IA_APIAA1.0".
To modify Server Url click on edit
* ServerUrl: 2.420/_IA_MU_Agent/idasdk
* Shared Secret: I """"

Platform of this Infranet Enforcer.

Label to reference this Infranet Enforcer.

IP Address of this Infranet Enforcer

ServerUr of this Infranet Enforcer

Pre-Shared Secret:

Enable this option to verify the firewall's certificate

4. (Optional) Select Server Certificate Validation to verify the firewall certificate.

5. Click Save Changes.
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Configuring Auth Table Mapping Policies

An auth table entry consists of the user's name, a set of roles, and the IP address of the user device. An
auth table mapping policy specifies which enforcer device (Firewall) can be used for each user role.
These policies prevent the IPS from creating unnecessary auth table entries on all connected enforcer

devices.

IPS's default configuration includes only one default auth table mapping policy. When the default auth
table mapping policy is enabled, IPS pushes one auth table entry for each authenticated user to the
selected Check Point Next-Generation Firewall configured as Infranet Enforcers in IPS.

To configure an Auth Table Mapping Policy:
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1. Select Endpoint Policy > Infranet Enforcer > Auth Table Mapping and click New Policy.
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Infranet Enforcer = Infranet Enforcer Auth Table Mapping Policies = New Policy

New Policy

* MName: CheckPoint8&_Policy

Description:

+ Infranet Enforcer

Specify the Infranet Enfercer(s) to which this policy applies.

Available Enforcers: Selected Enfarcers:
SRX650-109 - CHKPNT-ENG -
PAN Add >

+ Roles

() Paolicy applies to ALL roles

@ Policy applies to SELECTED roles

() Palicy applies to all roles OTHER THAN those selected below

Available roles: Selected roles:
Contractor_FullAccess_Role N N
- - Full_Access
Contractor_LimitedAccess_Role o
Add > Limited_Access

Full_Access_Role .

Guest Admin

Guest Sponsor v v
¥ Actions

'® Always Provision Auth Table
) Provision Auth Table As Needed oniy availabie for Juniper enforcers.

=) Mever Provision Auth Table

VSYS:

+ One-to-one NAT Deployment

[ Provision Auth table for one-to-one NAT Deployment Enabie this option to provision Auth Table for one-to-one NAT Deployment

e oy

* indicates required field
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2. On the New Policy page:
1. For Name, enter a name to label the auth table mapping policy.
2. (Optional) For Description, enter a description.

3. In the Enforcer section, specify the Infranet Enforcer firewall(s) to which you want to apply
the auth table mapping policy.

4. In the Roles section, specify:

* Policy applies to ALL roles-Select this option to apply the auth table mapping
policy to all users.

e Policy applies to SELECTED roles-Select this option to apply the auth table
mapping policy only to users who are mapped to roles in the SELECTED roles list.
You can add roles to this list from the available roles list.

e Policy applies to all roles OTHER THAN those selected below-Select this option to
apply the auth table mapping policy to all users except for those who map to the
roles in the SELECTED roles list. You can add roles to this list from the available
roles list.

5. Inthe Action section, specify auth table mapping rules for the specified Infranet Enforcer.

¢ Always Provision Auth Table-Select this option to automatically provision auth
table entries for chosen roles on the specified Infranet Enforcer.

e Provision Auth Table as Needed-Select this option to provision auth table entries
only when a user with a chosen role attempts to access a resource behind the
specified Infranet Enforcer. This option is greyed out for Check Point Firewall
Enforcers since it is not supported.

* Never Provision Auth Table-Select this option to prevent chosen roles from
accessing resources behind the specified Infranet Enforcer.

6. You must delete the Default Policy if you configure any custom auth table mapping
policies. IPS's default configuration includes this default auth table mapping policy that
allows all source IP endpoints to use all Infranet Enforcers.
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7. Click Save Changes.

-

Timeframe. | 1 hour ¥ Refresh- | &0 seconds mum &1 s=conds, Select list of graphs - Charts Per Row: 3 (v Save Changes

Appliance Details

Licenses 4 1 of 400
Max Licensed Users: 400

User Licenses Consumed: 1 System Version License:
Total Users.

User Licenses: 1

MAC Address Users: ]

Total Signed-In Users: 1

0,
Member Status 0/6

Logging Disk

* Node currently used Critical Events

Timestamp Message

Enforcer Status

Configuring Check Point Next-Generation Firewall

Check Point firewall detects traffic from an endpoint that matches a configured security policy using the
access roles. It determines the role(s) associated with that user, and allows or denies the traffic based on
the actions configured in the security policy.

The network interfaces are configured on the Check Point Next-Generation firewall and the remaining
configurations are done on the Check Point Smart Console.

2 admin | [ k

Manage Software Blades using SmartConsole

System Overview Ax | |Blades Ax

vewmoses [ )
® overvien =
. ) ) R Packets accepted: 3325326
3 2 Network Management Check Point Security Gateway | RE0.10 e e
S Network Interfaces L]

1] Peak numberof 522
Kernet 2.6.18-92cpx86_64 Firewall connections

Edition: 64-bit Number of 54
Y connections:

& are
£ DHCP Server
&4 Hosts and DNS Build Number:

2 . " 18 days 47 minutes
aw IPv4 Static Routes. System Uptime: ¥ IPSec VPN

& NetFlow Export Software Updates:
3 #F System Management

4 Tme [

¥ Cloning Group

£ sump

¥ Joo screauier

£¥ Mail Notfication

1 Proxy URL Filtering

1 Messages

¥ Display Format

¥ session R

Core Dum
* ° VMware
¥ system Configuration Anti-Bot

Application Control

Anti-Virus

£# system Logging
£¥ Network Access

£¥ Certificate Authority
¥ Host Accass

= @ Acvanced Routing

Network Configuration AX
Threat Emulation
Neme 1Pva Address  IPv6 Address Link Status
«tho 1020480.150 - [CR
v e . & w Threat Extraction
&+ DHCP Reiay sn2 102515101 5 QO up
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Configuring Identity Awareness in SmartConsole

The Identity Awareness lets you easily configure network access and auditing based on network
location, identity of user, and identity of the device. When Identity Awareness identifies a source or
destination, it shows the IP address of the user or computer with a name. For example, this lets you
create firewall rules with any of these properties. You can define a firewall rule for specific users when
they send traffic from specific computers or a firewall rule for a specific user regardless of which

computer they send traffic from.
To enable Identity awareness:
1. Login to the Check Point SmartConsole.

2. From the Security & Gateways view, double-click the Security Gateway on which to enable

identity awareness.

x|

&9 Objects* | @ Install Policy

Columns: |@ General - ‘ *- N\ X . 2. G || Q Search. T 19
= _ g
Status Name i Version Active Blades Hardware (o VRUES T Recommended Updates Comments #
(] BB CheckPoint3d 12.229.52220 RA010 =55 % B Opensever & 3% 3 updates available =
(o
Summary Tasks Errors

= CheckPoint88 Access Blades
W)

sam Identi
1Pvd Address: ~ i ™ Open server 223 Firewsll | 0= Awaret:‘ess
Access Control Policy: Standard Management Blades
12/5/2017 11:46 AM b MNetwork Policy Logging &
== Management Status

0% Gaia
Version: R80.10 o
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3. Create an object for IPS. Select Objects > New Host and enter the IPS IP address. Under Servers,
enable Web Server and click OK.

- @ | 3 Publish

. Enter Object Mame lation Date TotalUsers  AD Query  Identity Agents  Browser-|

Enter Object Comment

017 1446 A 0 1] 1] 1]

General Machine

IPwd address:

| Resolve from name

Pt address: |

Metwark Management
MNAT

Advanced

3
HreErs # Add Tag

% ]|

Cancel

4. Select Gateways & Servers > Identity Awareness and enable the following options:
¢ Terminal Servers- Note down the pre-shared secret key.

 Identity Web API- Click Settings and add the IPS device as Authorised Clients.

Check Paint Gateway - Chodnr e 98 7 [é
General Praperties
[ Metwork Management Identity Sources
- MAT . B
-HTTPS Inspection [ Browser-Based Authentication Settings...
~HTTR/HTTPS Proxy Browszer-B azed Authentication iz not enabled on this Gateway
. Platfo.rm Portal Partal UAL:
[ |dentity Awareness
[ Logs [ Active Directory Query Settings. Clients created from the SmartConsole,
‘.. Olptimizati Navi, Objects » New H
H 3|:tgnlzatt|ons Domains to get identities from are not selected avigate to, Ubj > New Host
i Hit Count —
Other Iderttity Agents
Learn maore..
Temninal Servers
Using the following pre-shared secret: Proome 1208 Tdentity Web AP1 Settings
Download agent
Chent Access i =
[F] R&DIUS Accounting Settings... Chient can scoess this gatey jugh all interfaces
[ 1dentity Collector Settings. A ioed Chants
Chient Name Secret
dentity Wieb AP ||1 [ — g (-]
(=]
Remate Access Q- = ot
B T
Shong
Selected Chant Secret: 71220 —— —
Generate
lion Settings
[ Setiings..
[ conce
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5. Click Install Policy.

6. From the Object Explorer create an object for Identity matching by creating user roles. Select
Objects > Object Explorer and Click New > Users > Access Role.

o The role names must match with the Role names created on IPS.

[ ey

":'_ _ Full_Access
— Arccess F{u:ule|
Metiearks (@) Apye Metiork
Users () Specific Metworks:
Search...
hlachines Q
Rernote Socess Clients Mame Comments
# Add Tag
O | | Cancel
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7. From the SmartConsole, create a security policy by keeping the Access Role in Source column.
Select Security Policies > Access Control > Policy and then configure the required policies.
For example, Full_Access policy allows traffic from Client with Full_Access role, Limited_Access
role policy denies traffic from Client with Limited_Acces role, and default_allow policy which
allows all traffic. The Full_Access role is on the top of the list since it should be considered first.

Standard +

4

= Install Palicy | [ &ctions ~

- Access Cantrol

NJ Policy 3 Destination Services & Applications  Action

G NAT 1 * Any &8 CheckPointss * Any * Any @ accept

-~ Threat Prevention 2 G Full_Access *  Any *  Any *  Any Accept
A Palicy 3 = Limted Access * Any * Any * Any S Rejert

i@ Except
@ bxcephions Missing cleanup rule - Unmatched traffic will be dropped and not logged.

Shared Polides

3 @ Geo Policy
F Inspection Settings

8. Click Install Policy.

Troubleshooting

You can use the following CLI commands (Expert Mode) on the Check Point firewall for troubleshooting:

e pdp monitor all - Displays the table of user identities mapped to IP addresses.

Unsupported Features

The following features are not supported:

IP Address Pools

e |Psec Enforcement

e Virtual Systems (VSYS)

¢ Enforcement for endpoints behind Network Address Translation (NAT)

e Resource access policies. The administrator should configure all firewall policies on the firewall
through smartboard
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Enforcement using Palo Alto Networks
Firewall

Overview

IPS delivers layer 3 network access control solution when deployed with Palo Alto Networks next-
generation firewalls. IPS authenticates users, ensures that the endpoints meet security policies, and then
dynamically updates the firewall enforcement point with the resulting user session information. Upon
successful user authentication with IPS, the access to protected resources behind the firewall is based
on the user identity, IP address, and user role information provided by IPS.

The IPS and PAN integration provides identity enabled layer 3 enforcement for BYOD and guests as well
as enterprise employees, with the end authentication and comprehensive compliance checks from IPS.

Deployment of IPS using PAN Firewall

This section describes the integration of IPS with Palo Alto Networks next-generation firewall. The IPS
and PAN firewall integration allows users to enforce role based access to network resources and web
applications and ensures endpoint compliance. The integrated solution provides policy enforcement for
end to end protection of sensitive corporate data from unauthenticated access and attacks.

IPS combines user identity and device security state information with network location to create a
unique, session specific access control policy for each user. The Palo Alto Networks firewall provides a
feature called User Identification (User-ID) that creates policies and performs reporting based on users
and groups rather than individual IP addresses. IPS uses the User-ID XML API to send the IP address to
user and IP address to Group (Role) mapping information to the Palo Alto Networks firewall. PAN
firewall enables the flexibility to apply different rules to the same server based on tags. A tag is a
metadata element, which defines its role on the network, the operating system, or the different kinds of

traffic it processes.

The Palo Alto Networks firewall compares the user information against the tag that is associated to a
security rule. If the User Role name matches the tag, then traffic is either allowed or denied based on
the configuration. When a user logs in, Ivanti Policy Secure provisions their user ID, IP address of the

endpoint, and role information to the Palo Alto Networks firewall; that enables firewall policies based
on any of these attributes to be enforced.
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Similarly, when a user logs out, the user ID, IP address of the endpoint, and role information is removed
from the firewall. More importantly, when a user's role changes, the role change information is
dynamically updated on the firewall, so that access based on the updated roles is automatically
changed based on the policy matched by the new information.

With Palo Alto Networks firewall integration, all users' role changes, which includes compliance check
failure or unauthorized behavior are dynamically updated on the firewall. The access is based on user
roles and not merely on source IP addresses.

IPS is the policy decision point that determines which users and endpoints can access protected
resources. Palo Alto Networks Next Gen firewalls serve as the policy enforcement points to provide the

ultimate protection to ensure that network assets are secured.

Palo Alto Networks integration with Ivanti Policy Secure leverages dynamic role information
provisioned to the firewall upon user session establishment and for the duration of the session. Ilvanti
Policy Secure also communicates user information to the Palo Alto Networks firewall when users log in
or log out from their device.

Deploying IPS with a PAN firewall for a Small Enterprise

IPS and PAN integration can be used for role based layer 3 access control. For small scale enterprise
deployment, you can use a single IPS and PAN firewall as it involves less number of users. For example,
employees, contractors, and guest users. A single IPS device provisioning to a PAN firewall can handle
up to 30,000 user sessions. The following is a sample deployment with a IPS device along with a PAN

firewall.

L3 Authentication E?

Ivanti Policy Secure
Provision

Q User-ID

= L2|Authentication

= 5|
— 9 |oong} &2 (oot

N

= - - aloalto = =

@ ﬁetworks EJ 1001 e \m”]'
S/ == Protected

Endpoints Switch/WLC Resources

The authentication process is described below:
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1. The endpoints connect to switch/WLAN and performs the layer 2 authentication with IPS.

2. IPS performs the layer 3 authentication and performs compliance check on the endpoint and
detects for any unauthorized behavior.

3. IPS provisions the auth table entries on the PAN firewall.

4. IPS provisions the auth table with changes in role information if any on PAN firewall. The user
role changes, which includes any unauthorized behavior are dynamically updated on the firewall.
The access is based on roles, rather than only on source IP addresses.

5. The PAN firewall applies policies to allow or block user access to protected resources.

Deploying multiple IPS with PAN firewall

The deployment example describes an enterprise environment with multiple IPS servers where different
users are authenticated using different IPS servers. For such deployments, multiple IPS servers can be
configured to communicate with a single PAN firewall. The multiple IPS servers sends user-ID entries to
a single PAN firewall.

I B Y
s PPS 1

User Authentication
] |',==-.'] @ '\II -
! - L H'"-.

=T T xo Vs
[ I=L e
‘. Endpoints / -

L

PPS 2 AN
| | User Authentication E Plr,c::z :E.“ _Td_rg_]
1 e (5]

m ._I_JJ
‘. Endpoints _/ ‘ .
aloalto
@ Eetwurks
PAN Firewall

o“'
= N I PPS n L ?‘0‘1\5\\0
|| ” 050(

= o - User Authentication E -

\__End points J
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Deploying IPS with PAN firewall for a Large Enterprise

A large-scale enterprise network uses multiple firewalls to enforce policies. You can reduce the
resources that the firewalls and information sources use in the querying process by configuring some
firewalls to acquire mapping information. You can enable the firewall to enforce user based policies
when users rely on local sources for authentication (for example, regional directory services) but need
access to remote resources (for example, global data center applications).

The deployment example describes how a global datacenter resources is distributed across the
branches and shared across the local offices. It also shows how you can organize the redistribution
sequence in layers, where each layer has one or more firewalls. In this example, bottom-layer firewalls in
local offices rely on IPS for authentication and then redistribute the mapping information to middle-
layer firewalls in regional offices, which redistribute to one top-layer firewall in a global data center. The
data center firewall redistributes the mapping information to other data center firewalls so that they can
enforce global policies for all users.

Firewall: Global Datacenter Firewall: Global Datacenter Firewall: Global Datacenter

1 7]
All user mappings palu STfo

All user mappings
redistributed Meworke

redistributed

m paloa[to
networks

All user mappings

{ European Region | redistributed
/ irewall: Europe HQ

paloalto
networks

North America Region

Firewall: North America HQ

NP RA!
—
—T[+

paloalto

networks .
Local user mapping

redistributed

Local user mapping
redistributed

paloalto

paloa[to
networks

networks

Collect local
user mappings

Collect local
user mappings

Ivanti Policy Secure Ivanti Policy Secure Ivanti Policy Secure Ivanti Policy Secure
Paris Office Berlin Office SFO Office New York Office

Specification for deploying IPS and PAN Appliances

The firewall provides access to resources based on the user role. You can use the IP role mapping on the
PAN firewall for role based access. The maximum number of IP addresses that can be registered for
each PAN device is different. The following table describes the specifics for different PAN firewall
appliances and the recommended IPS appliance for your deployment.
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Maximum number of
. dynamically Recommended IPS
PAN Appliance . IP Address Tag .
registered IP Appliance
addresses
PA 500 1,000 32 PSA 5000
PA3020 5,000 32 PSA 5000
PA 5020 20,000 32 SM 360, PSA 7000
PA 7000 44,000 32 PSA 7000

- The IP role mapping scale limit or the maximum number of dynamically registered IP

addresses for a unique endpoint is based on the PAN appliance.

- The maximum number of IP address tags supported is also based on the PAN appliance.

o - The IP Address tag is a metadata element or attribute-value pair that is registered on the

firewall. For example, IP1 {tag1, tag2,....tag32}, where the IP address and the associated tags are

maintained as a list; each registered IP address can have up to 32 tags such as the operating

system, the datacenter or the switch to which it belongs.

Configuring IPS with PAN Firewall

This section covers the configuration of IPS for adding PAN firewall as an Infranet Enforcer.

Configuring PAN Infranet Enforcer in IPS

The IPS configuration requires defining a new Palo Alto Networks Firewall Infranet Enforcer instance on

IPS and then fetching the API key from the firewall. The API key is used to communicate between the

Palo Alto Networks firewall and IPS. The standard user authentication / authorization configurations

such as Auth Table Mapping Policies should also be created and associated with the required roles.

To configure a Palo Alto Networks Firewall Infranet Enforcer in IPS:
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1. Select Endpoint Policy > Infranet Enforcer.

Infranet Enforcer = Infranet Enforcer Conneclion

Infranet Enforcer Connection

‘Connection Resource

A connection policy specifies the connection between the lvanti Policy Secure and Infranet Enforcer.

10

IPsec Auth Table Mapping IP Address Pools

~  records per page

& Enforcer Serial Numbers Location Group

Search

Platform FIPS

Version IP Address

2. Click New Infranet Enforcer and select Palo Alto

Networks Firewall in the Platform drop down.

Infranet Enforcer = Connection = New Infranet Enforcer

New Infranet Enforcer

+ Infranet Enforcer

Platform: Palo Alto Networks Firewall

Server Certificate Validation: []

Save Changes

* indicates required field

v

* Name: |

* IP Address: | ddress of
* APl Key: | Auto-complete

3. Enter the Name and IP Address of the Palo Alto Networks firewall and then click Get API Key

which opens a new page:

Infranet Enforcer = Connection = New Infranet Enforcer

New Infranet Enforcer

+ Retrieve API Key

* Enforcer Usermname: | admin

* Enfarcer Password:

4. Enter the Admin Username and Admin Password of the Palo Alto Networks firewall and then

Click Retrieve. This enables IPS to fetch the APl key of the firewall. Once the API key is retrieved,

the page automatically redirects back to the New Infranet Enforcer page as shown above and
updates the API Key Field.

See Configuring PAN Device Certificates for understanding the validation procedure.

5. Click Save Changes.
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Configuring Auth Table Mapping Policies

An auth table entry consists of the user's name, a set of roles, and the IP address of the wired, wireless,
or virtual adapter. An auth table mapping policy specifies which enforcer device can be used for each
user role. These policies prevent the IPS from creating unnecessary auth table entries on all connected
enforcer devices.

IPS's default configuration includes only one default auth table mapping policy. When the default auth
table mapping policy is enabled, IPS pushes one auth table entry for each authenticated user to all Palo
Alto Networks firewalls configured as Infranet Enforcers in IPS.

To configure an Auth Table Mapping Policy:
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Select Endpoint Policy > Infranet Enforcer > Auth Table Mapping and click New Policy.

Infranet Enforcer = Infranet Enforcer Auth Table Mapping Policies = AuthTablePolicy

AuthTablePolicy

* Name: | AuthTablePolicy

Description AuthTablePolicy

W Infranet Enforcer

Specify the Infranet Enforcer(s) to which this policy applies.

Avallable Enforcers: Selected Enforcers:

CHKPNT PAN

w Enforcement Settings

) Provision only IP-User mapping to Palo Alto Networks Enforcer

¥ Roles
() Policy applies to ALL roles
@ Policy applies to SELECTED roles
() Policy applies to all roles OTHER THAN those selected below
Available roles Selected roles
Guest - Users -
Guest Admin
Guest Sponser
Guest Wired Restricted
w Actions

® Always Provision Auth Table
Provision Auth Table As Needed oniy available for Juniper enforcers
' Never Provision Auth Tabla

VSYS:

vsys2

v One-to-one NAT Deployment

Enable this option to provision only IP-User mapping to Pale Alto Networks Enforcer. Applicable to Palo Alto Networks Enforcer only.

[ Provision Auth table for one-to-one NAT Deployment Enabie this option o provision Auth Table for one-to-one NAT Daployment
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2. On the New Policy page:
e For Name, enter a name to label the auth table mapping policy.
¢ (Optional) For Description, enter a description.

¢ In the Enforcer section, specify the Infranet Enforcer firewall(s) to which you want to apply
the auth table mapping policy.

e Under Enforcement Settings, Admin can enable Provision only IP-User mapping to
Palo Alto Networks Enforcer to provision only the IP-user mapping information to Palo
Alto Networks firewall.

o This option is available only with Palo Alto Networks Enforcer.

If you are using group lookup (LDAP group from AD server) in the Palo Alto Networks security
policy then enable “Provisioning only IP-User information to Palo Alto Networks Enforcer” in
Ivanti Policy Secure to control resource access.

* In the Roles section, specify:

e Policy applies to ALL roles-Select this option to apply the auth table mapping
policy to all users.

e Policy applies to SELECTED roles-Select this option to apply the auth table
mapping policy only to users who are mapped to roles in the SELECTED roles list.
You can add roles to this list from the available roles list.

¢ Policy applies to all roles OTHER THAN those selected below-Select this option to
apply the auth table mapping policy to all users except for those who map to the
roles in the SELECTED roles list. You can add roles to this list from the available
roles list.
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¢ In the Action section, specify auth table mapping rules for the specified Infranet Enforcer.

e Always Provision Auth Table-Select this option to automatically provision auth
table entries for chosen roles on the specified Infranet Enforcer.

¢ Provision Auth Table as Needed-Select this option to provision auth table entries
only when a user with a chosen role attempts to access a resource behind the
specified Infranet Enforcer. This option is greyed out for Palo Alto Networks
Firewall Enforcers since it is not supported.

e Never Provision Auth Table-Select this option to prevent chosen roles from
accessing resources behind the specified Infranet Enforcer.

3. You must delete the Default Policy if you configure any custom auth table mapping policies. IPS's
default configuration includes this default auth table mapping policy that allows all source IP
endpoints to use all Infranet Enforcers.

4. If you created a vsys on a PAN Enforcer, enter the ID of the vsys in the vsys text box. To view the
enforcers or vsys that are associated with each policy, select Endpoint Policy > Infranet
Enforcer > Auth Table Mapping. If no VSYS ID is provided in VSYS textbox, then auth table will
be provisioned to default VSYS in PAN firewall.

5. Enable Provision Auth Table for one-to-one NAT deployment to provision auth table entries
for endpoints behind one-to-one NAT deployment. On enabling checkbox for “Provision Auth
Table for one-to-one NAT deployment”, admin will be redirected to a confirmation page. Click
Enable button to enable the setting.

6. Click Save Changes.

Configuring Resource Access Policy

A resource access policy specifies which users are allowed or denied access to a set of protected
resources. You can specify which users you want to allow or deny by choosing the roles for each
resource access policy.

Resource Access Policy and 10T Policy Provisioning with Palo Alto Network’s Firewall works only with
default device name localhost.localdomain configuration.

Each Resource Access Policy is configured with single VSYS information. For a selected PAN firewall if
resource access policy needs to be pushed to multiple VSYS, multiple Resource Access Policy need to
be created that is one policy for each VSYS.

To configure Infranet Enforcer resource access policies:
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1. Select Endpoint Policy > Infranet Enforcer > Resource Access Policy and click New Policy.

Infranet Enforcer > Infranet Enforcer Resource Access Policies » policy-vsys2

policy-vsys2

* Name: | policy-vsys2

Required: Label fo reference this policy
Description

w Infranet Enforcer

Platform: Juniper Enforcers @ Palo Alto Networks Firewall

Specify the Infranet Enforcer(s) to which this policy applies
(Applicable for only Juniper and Palo Alto Netuworks Firewalls )

Available Enforcers Selected Enforcers:

(none) enf_pan (PANNGFW) ~

W Security Zones
Specify firewall security zones for this policy.

If security zone is not specified. then it applies fo all zones ie. any
Multiple zenes can be specified with comma separated. Example: trust mgmt

Source Zons
Desination Zoreffust ]

v Service
Senvice. any

v Resources

Specify ihe resources for which this policy applies, one per line.

10.25.15.85

* Resources:

v Roles
) Policy applies to ALL roles
@ Policy applies to SELECTED roles
Policy applies to all roles OTHER THAN those sslected below
Available roles: Selected roles:
Guest - Users -
Guest Admin
Guest Sponsor
Guet Wod Restictd
v Actions

® Allow access

O Deny access
w Enforcer Options

VSYS:| wsyst

NOTE: changes to this page will cause a slight intemuption of service for Infranet Enforcer Resource Policies users

*indicates required field

2. On the New Policy page:

¢ For Name, enter a name to label this Infranet Enforcer resource access policy.

e (Optional) For Description, enter a description.
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For Resources, specify the protocol, IP address, network mask, and port of each resource (or range of

addresses) for which this Infranet Enforcer resource access policy applies, one per line. Do not insert any

spaces in your entries, or the policy may not be applied correctly.

You cannot specify a host name in a resource access policy. You can specify only an IP address. You can
use TCP, UDP, or ICMP.

¢ Under Infranet Enforcer, specify the Infranet Enforcer to which this policy applies by using Add.

e Specify one of the following in the Roles section:

¢ Policy applies to ALL roles-To apply this Infranet Enforcer resource access policy to all

users.

¢ Policy applies to SELECTED roles-To apply this Infranet Enforcer resource access policy

only to users who are mapped to roles in the Selected roles list. You must add roles to this

list from the Available roles list.

¢ Policy applies to all roles other than those selected below- To apply this Infranet

Enforcer resource access policy to all users except those who map to the roles in the

Selected roles list. You must add roles to this list from the Available roles list.

¢ In the Action section, specify whether you want to use this Infranet Enforcer resource access

policy to allow or deny access to the specified resources.

 If you have created a vsys on PAN Enforcer, enter the ID of the vsys in the VSYS text box, if

applicable.

If no VSYS ID is provided in VSYS textbox, then policy will be pushed to default VSYS in PAN firewall.

The Infranet Enforcer > Resource Access Policy page displays the Enforcers and/or vsys that are

associated with each policy.

Infranet Enforcer Resource Access Policies

Connection Resource IPsec

Show policies that apply to: Al roles.

» Policies
1 policy-vsys2
2 policy-vsys1

3 rap1

Infranet Enforcer - Infranet Enforcer Resource Access Policies

Auth Table Mapping

P Address Poals

v Show policies that apply to Enforcer: All Enforcers v

A resource access policy enables or disables access to protected resources. If no policy applies, deny access is the default action

Action Resources  Enforcer
Alow | LZl0d | enf pan
Alow 1895 enf pan

Alow | 1111 enf_pan

Veys  Applies to role
veys1  Users
veys1  Users

All roles
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Configuring Palo Alto Networks Firewall

Palo Alto Networks firewall detects traffic from an endpoint that matches a configured security policy

using the endpoint's auth table entry. It determines the role(s) associated with that user and allows or

denies the traffic based on the actions configured in the security policy.

Configuring User Identification on Security Zones

Policy rules on the firewall use security zones to identify the source and the destination of the traffic.

The data traffic flows freely within a zone and not between different zones until you define a security

policy rule that allows it. To enable User-ID enforcement, you must enable User Identification on both

inbound and outbound zones traversed by the end-user traffic.
To enable User Identification:

1. Select Palo Alto Networks > Network > Zones.

2. For each zone that serves as an inbound or outbound zone for enforced traffic, click the zone

name (For example, trust, untrust, and so on).

3. Select Enable User Identification and click OK.

Type | Virtual Wire

-

- =y E‘ Interfaces a

(Hadd [=)pelete

Zone Protection Profile | None

Log Setting | None

[A Enable user Identification

j Name [untrust |~ User 1dentification AcL

E| Include List a

[Hadd (S)pelete

Usars from these addresse:
EI Exclude List a

not supported. You must configure the required security policies on the firewall.

Provisioning of Resource Access Policies from IPS to the Palo Alto Networks Firewall Enforcer is
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Configuring Dynamic Address Groups

Dynamic address groups allow you to create policy that automatically adapts to changes-adds, moves,
or deletions of servers. It also enables the flexibility to apply different rules to the same server based on
its role on the network or the different kinds of traffic it processes.

To configure a dynamic address group:

1. Select Palo Alto Networks > Objects > Address Groups.

Name [Engineering. Grouel ]

Description
Type | Dynamic Dt
Match |‘Enginesring’

|Add Match Criteria

Tags v

_m

2. Click Add and enter a Name and a Description for the address group.

3. Select Type as Dynamic. Define the match criteria. You can select dynamic and static tags as the
match criteria to populate the members of the group.

4. Enter the role name of the users. The role name in the Match section should match the roles that
are configured in IPS.

5. Click OK.

o Dynamic discovery of users and their roles is not supported on the Palo Alto Networks firewall.
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Configuring Security Policies

Security policies protect network assets from threats and disruptions and aid in optimally allocating
network resources for enhancing productivity and efficiency in business processes. On the Palo Alto
Networks firewall, security policies determine whether to block or allow a session based on traffic
attributes such as the source and destination security zone, the source and destination IP address, the

application, user, and the service.
To configure security policies associated with dynamic address groups:
1. Select Palo Alto Networks > Policies > Security.

2. Click Add to create a new security policy rule. In the Source Address tab, select the previously-

configured address group, as shown in figure.

2 palo
o Dashboard ACC Monitor

Network Device

B35 Security
NAT

* QoS

f;- Policy Based Forwarding Name Tags Zone Address User HIP Profile Zone

~

4 Decryption 1 fiq Cs ]y (412

E: Application Override 2 g

& captive Portal i =
$ DoS Protection Gll' Sourca W m‘ Application | Service/URL Category | Actions

__| Any |_| any
Source Zone & E Source Address &
J % [F] gy untrust_Zone IE[EnuImeﬂm_Gmup -
Name
(Hadd (=) Delete (+)Add (=] Delete
[ Negate

Add
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3. Inthe User tab, enable known-user.

#B palo
e Dashboard Monitor Objects Network Device
8 Securiy =) 6
35 NAT
A, QoS
5 Policy Based Forwarding Name. Tags Zone. Address User HIP Profile Zone Address Application Service Action Profile Opfins.
& Decryption 1 ™ 1 zone (3 g T - B
i =} 2] S0 T e B
Security Policy Rule ®
(| [ [ o | Fevision” [ ey [
2 I
nownuser HIP Profiles a.
2®
Badd (SJpekets @Badd (SJpekets
[ ok |

When the known-user is enabled, the resource access is revoked immediately once the

4. Configure the other options to meet your security requirements. Traffic from the endpoint is

user disconnects from IPS.

allowed or blocked based on the action chosen under the Action tab.

5. Click Commit to complete the configuration. The completed security configuration on the Palo
Alto Networks firewall is shown below.

paloalto

. Secunty
L Destination
& s
B Pokicy Based Forvearding ame Tags Ty Zone Address Liser HIP Profle Zore Address. Appicaton Sery]
of Decryption 1 Untnee To Trst rane. unierssl  rg untrust (5 Enginesring. 8 knoweuser ANy £ trust any any an
Bl Pppacation Override 2 repet_al rane universsl any any any any avy any any vy
S.-r_auw-.-r-uts
(s mrotection 3 ntrazone-defauk Rone nirone  any anty any any fintrazone) Ty any any
4 | ddmt | ene nkezone any any ary any any any any any
a1 |
Flagd [Flosae [loome 0 cwride @ peert (Z)Emable [Dmabls Mowe = || Highbkght Unused Rues.
admin | Logeut i Tasks Languagel
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Configuring PAN Device Certificates

PAN device certificate validation enhances the security between IPS and the PAN device. It allows IPS to
verify whether the server certificate is from a trusted source. This topic describes how to configure the
IPS for validating device certificates, creating certificates on PAN, and checking the validity of the
certificate.

Creating a Certificate Signing Request (PAN 6.0 and later)

To create a Certificate Signing Request (CSR) for sending to public third-party Certificate Authority (like
Verisign, Globalsign, Entrust, and so on). For more information, see_
https://www.paloaltonetworks.com/documentation/60/pan-os/pan-os/certificate-

management/obtain-certificates
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1. Select Device > Certificate Management > Certificates > Device Certificates.
Generate Certificate

Certificate Mame  PAMcertificate

Common Mame | www.example.com

IP or FQDN to appear on the certificate

Signed By External Autharity (CSR)
|:| Certificate Autharity
OCSP Responder
Cryptographic Settings
Algorithm RSA
Mumber of Bits | 2043
Digest sha2se

Expiration (days)

Certificate Attributes

]| Type
rCuunh’y
(]

2. Enter a Certificate Name (save this name for later).

3. Inthe Common Name field, enter the IP address of the interface where you will configure the
service that will use this certificate.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 262 of 1219


http://www.ivanti.com/company/legal

Enforcement using Palo Alto Networks Firewall

6.

Select the Certificate Authority (CA) check box for self-signed root CA certificate. Exporting the
CSR and Importing the Signed Certificate are not applicable for self-signed certificates.

o Uncheck the Certificate Authority check box if you are using enterprise CA, or trusted
third-party CA certificates.

Complete the remaining details such as Country, Organization, and so on. Check with the
Certificate Authority (CA) about their requirements for Certificate Attribute formatting and

criteria.

Click Generate.

Ensure that the SSL/TLS service profile is enabled while creating the server certificate.

Exporting the CSR and Importing the Signed Request

Once the CSR is created, you must export the CSR to a third-party CA for signature.

To export the CSR:

1.

2.

3.

Click the check box next to the Certificate Name.
Click Export and save the file.

Send the exported CSR to a third-party Certificate Authority. The CA will respond with a signed
certificate.

Once the CA responds with the signed certificate, you must import the signed certificate from the

certificate authority.

To import the signed certificate:

1.

Note the name, including capitalization, of the certificate to import. (This must match the CSR
request from above.)

Click Import.
In the Import Certificate dialog, type the name of the pending certificate. It must match exactly.
Go to the signed certificate received from the Certificate Authority and click OK.

Do not click the Import Private Key check box.
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6. Depending on the certificate authority used, it may be necessary to chain the intermediate
certificate with the server certificate and import it before completing this step.

7. Click OK.

Importing the Certificate on IPS
You can use the Trusted Server CAs page to import the trusted root certificate.
To configure device certificate verification:

1. Select System > Trusted Server CAs > Import Trusted Server CA.

2. Click Browse and select the certificate file.

3. Click Import Certificate. The Trusted Server CA page appears.

4. Verify if the certificate is imported successfully and click Done.

5. Click Configuration > Certificates > Trusted Server CAs and verify that the certificate is from
a trusted source.

Adding PAN Device to IPS

For complete information on configuration, See Configuring PAN Infranet Enforcer in IPS.

o If the server certificate is not valid the user will see the following error message. Error: Failed to
Retrieve API Key. Peer Certificate cannot be authenticated with known CA certificates.

Troubleshooting

You can use the following CLI commands on the Palo Alto Networks firewall for troubleshooting:
e show user ip-user-mapping all- Displays the table of user identities mapped to IP addresses.

e show object registered-address all - Displays the table of addresses with user information
associated.

For identity management using Palo Alto Networks firewall only minimum Admin role permissions are
sufficient. Ensure that the XML API rights on the Palo Alto Networks Ul is enabled as shown in the below
screenshot.
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Admin Role Profile ®

Name xmladmin

Description

WebUl  XMLAPI  Command Line

(@ Report

@ Log

@ Configuration

(# Operational Requests
@ Commit

@ User-ID Agent

@ Export

@ Import

]
Legend: (4) Enable (Z) Read Only (% Disable

I e 1

Admin can choose to disable other options from the Web Ul tab of the Palo Alto Networks Ul as per the

security requirement.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 265 of 1219


http://www.ivanti.com/company/legal

Enforcement using Palo Alto Networks Firewall

Admin Role Profile ®

Mame xmladmin

Description

Web Ul XMLAPI  Command Line

® Dashboard ~
®ACC

@ Monitor
® Policies
® Objects
@ Metwork
® Device
® Privacy
@ Validate
) save

® Commit
@ Tasks

® Global

4 3
Legend: (&) Enable (&) Read Only () Disable

Unsupported Features

The following features are not supported:
e Captive portal
e |Psec Enforcement
¢ Dynamic Auth Table Allocation

For federated access across multiple policy servers / firewall enforcers federated single sign-on for
Ivanti Connect Secure tunneled traffic, see Provisioning ICS sessions to PAN/Check Point/FortiGate
Firewall

For information on Alert based Admission Control, see Admission Control using Palo Alto Networks
Firewall
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Enforcement using FortiGate Firewall

Overview

This chapter covers the FortiGate firewall integration with IPS using RADIUS accounting messages.
FortiGate Firewall "SSO using RADIUS accounting records” feature allows FortiGate to receive user and
group information details using RADIUS accounting messages.

FortiGate firewall can authenticate users transparently who have already authenticated on an external
RADIUS server. The security policy applies the appropriate profiles based on the user group to which
the user belongs. RADIUS SSO is relatively simple because the FortiGate unit does not interact with the
RADIUS server, it only monitors RADIUS accounting records that the server forwards (originating from
the RADIUS client, i.e lvanti Policy Secure). These records include the user’s IP address, user group and

user name.

FortiGate needs to know the user’s endpoint identifier (usually IP address) and RADIUS user group.

Deployment of IPS using FortiGate Firewall

This section describes the integration of IPS with FortiGate firewall.

£ Authent icatio" %

Ivanti Policy Secure .

Provision User-ID
and Roles

L2 Authentication

Fortigate Firewall
Endpoints Switch/WLC Protected Resources

The authentication process is described below:

1. The user is authenticated on IPS after validating the host check policy to ensure that the
endpoints meets the corporate policy.

2. IPS learns the endpoint IP using RADIUS accounting(L2) or L3 connection.

3. The User Id, IP address and role(s) are provisioned to the firewall.
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4. Ivanti Policy Secure shares the User Id, IP address and role information with FortiGate firewall in
the form of a RADIUS accounting packet.

5. The FortiGate firewall maps the user to a specific security policy and then provides the required

access.

If multiple firewall devices are configured, then the user's information will be provisioned to all the
devices. The user's information will be sent to the firewall only if user's role requires session to be

provisioned.

Configuring IPS with FortiGate Firewall
To configure FortiGate firewall:
1. Select Endpoint Policy > Infranet Enforcer.

2. Click New Infranet Enforcer and select FortiGate Firewall in the Platform drop down.

Infranet Enforcer = Connection = New Infranet Enforcer

New Infranet Enforcer

w Infranet Enforcer

Platform: FortiGate Firewall ¥ | Platform of this Infranet Enforcer.
* Name | fortigated00D Label fo reference this Infranet Enforcer
I
* IP Address: ! IP Address of this Infranet Enforcer
* Sharad Secret: | """ Pre-Shared Secret

* Accounting Port: | 1813 Port used for RADIUS accounting
Save Changes

* indicates required fisld

3. Enter the name of the Infranet Enforcer in the Name box.
4. Enter the IP address of FortiGate Firewall.

5. Enter the shared secret.

6. Enter the port number used for RADIUS accounting.

7. Click Save Changes. You must create security policies on the FortiGate firewall for traffic

enforcement.
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8. Check the Status > Overview page for checking the status of the connection.

Status = System Status Overview
System Status Overview
Activity m Active Users Device Profiles Behavioral Analytics Admin Notification
Timeframe: | 1 hour v Refresh: | 60 seconds (Minimum 60 seconds Select list of graphs ~ Charts PerRow: | 3 v
Appliance Details -
! 21R3 (build
Logging Disk: 0% Full . ‘I o
) of 20000 0%
Licenses L ing Disk
Max Licensed Users: 20000 = - 09ging Dis
System Version Licenses used
Total Users
User Licenses: 1
MAC Address Users: 0
Total Signed-In Users: ! Critical Events  Timeframe |1_ days (130 Hote: Masimam 100 events Last Updated: 2019-09-16 10:41:13 PM
Member Status. are displayed
Q ‘ NodeA Timestamp Message m
Q ‘ NodeB * N
* Node currently used There are no critical messages to display
Enforcer Status
Q fortigate900D

Configuring Auth Table Mapping Policy

To configure auth table mapping policies:

1.

Select Endpoint Policy > Infranet Enforcer > Auth Table Mapping.
Click New Policy.
Enter a name to label this auth table mapping policy.

Select FortiGate as an enforcer in the Enforcer section, specify the Infranet Enforcer device(s) to
which you want to apply this auth table mapping policy.

In the Action section, specify auth table mapping rules for the specified Infranet Enforcer.

Click Save Changes.

Configuring FortiGate Firewall

The FortiGate firewall detects traffic from an endpoint that matches a configured security policy using

IPS RSSO record. It determines the role(s) associated with that user, and allows or denies the traffic

based on the actions configured in the security policy.

To configure FortiGate firewall:

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 269 of 1219


http://www.ivanti.com/company/legal

Enforcement using FortiGate Firewall

1.

Select System > Network > Interfaces[datainterface] and enable RADIUS Accounting to allow

the interfaces to listen for RADIUS Accounting Messages.

== FortiGate 900D FG900D3917800553

@ Dashboard > | Edit Interface
NX Security Fabric >
Interface Name  port10(70:4C:A5:53:69:6C)
e FortiView >
Alias
+ Network v
Link Status Up ©
Interfaces W
Type Physical Interface
DNS
Packet Capture Tags
SRR Role @ |LAN v
Performance SLA © Add Tag Category
SD-WAN Rules
Static Routes Address
Policy Routes Addressing mode DHCP | Dedicated to FortiSwitch
RIP IP/Network Mask | 182&miee 260G G0
OSPF
BGP Administrative Access
Multicast IPvd ¢ HTTPS [« HTTP & [ PING |# FMG-Access
& Syst o> ¥ CAPWAP |# SSH [+ SNMP ¥ FTM
ystem ¥ RADIUS Accounting | [#| FortiTelemetry
B Policy & Objects >
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2. Select Fabric Connector > Create New, under SSO/Identity select RADIUSSingle Sign-On
Agent.

e Name: Enter a name for the entry
e Enter the RADIUS shared secret, which matches with IPS.

e Click OK.

= "= FortiGate 900D FG900D3917800553

@ Dashboard > Edit Fabric Connector
~A Security Fabric v
Physical Topology 550/ldentity
Logical Topology %
Security Rating "'.'
Automation @
Settings o RADIUSSingle
Fabric Connectors ) Sign-On Agent
e FortiView >
& Network N Connector Settings
£ System @ > Name PPS RSSO Agent
B Policy & Objects > Use RADIUS Shared Secret @D | ssssssss
& Security Profiles > Send RADIUS Responses @D
O VPN >

User & Devi b
& User&Device Cancel

= WiFi & Switch Controller b
Ll Log & Report >
€ Monitor >
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3. Create matching User groups. Select User & Device > User Groups. Click create New and enter
the following data:

e Name- Enter the name of the group. This name will appear in the firewall policy.

L]

Type- Select RADIUS Single Sign-On as type.

RADIUS Attribute Value- Enter the User Role created on IPS to match the User Group in
FotiGate.

L]

- = FortiGate 900D FG900D3917800553

Click OK.

@ Dashboard > = EditUser Group
NX Security Fabric >
Name Users
s FortiView >
Type Firewall
b Network > Fortinet Single Sign-On (FSS0)
# System [ 1 I RADIUS Single Sign-On (RSSO)
B Policy & Objects > This value matches the value from the RADIUS Accounting-Start attribute
& Security Profiles N RADIUS Attribute Value % | Users
O VPN >
& User & Device ~ Cancel
User Definition
User Groups 4
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Create a firewall policy to use the IPS enforcement groups just created. Select Policy & Objects

> IPv4 Policy. Click Create New and create the policy based on the resource access restrictions

to be enforced.

& Dashboard
N4 Security Fabric
law FortiView
+ Network

B Policy & Objects
1Pv4 Policy
IPv4 DoS Policy
Addresses

Wildcard FQDN
Addresses

Internet Service Database
Services
Schedules
Virtual IPs
IP Pools
Traffic Shapers
Traffic Shaping Policy
& Security Profiles

fa)

New Policy

£ System [1 33

=-5 FortiGate 900D FG900D3917800553

Name @

Incoming Interface -
Qutgoing Interface -
Source ‘ + ‘ |
Destination i + |
Schedule [8 always -

Service

+
Action + ACCEPT E=HviaiNg

Firewall / Network Options
NAT ©
IP Pool Configuration

Preserve Source Port (B

Use Outgoing Interface Address [UEIRY e o RS

Security Profiles

AntiVirus o ]
Web Filter >

Select Engr: x
Addresg Device | Internet Service
Q Seard | +

8 USER GROUP(8)

g Full Access Role

@ FullAccess

@& Guest

[F Restricted Access Role
Ef SSO Guest_Users

@ testl rd
@& test12
@ Users

Close

Cancel

Disable overriding of the roles on FortiGate firewall when the same user logs in with a different

device. The default behavior is to override the role information with the latest role received from

IPS.

For example, if a same user login's to IPS from different devices (mobile/laptop) with different
roles (Employee/Guest). Fortigate firewall overrides the role information with the latest role by
default. To disable overriding with the latest roles “set sso-attribute-value-override disable”.

config user radius

edit <My Rsso>

set rsso enable

set sso-attribute-value-override enable/disable // Enable/Disable override old attribute

value with new value for the same endpoint.

end
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Reports and Logging

1. You can monitor the RSSO Sessions on FortiGate firewall from CLI or GUI:

Using the FortiGate CLI, type:
diag rsso query ip <Ip-Address>

diag rsso query rsso-key

*Queries the RSSO database.

Im: E5)

2. Select Monitor > Firewall user Monitor. The list shows all the identity records.

& Security Profiles ’ ' Refresh Show all FSSO Logons Search Q
12 VPN >
. User Name * User Group Duration IP Address Traffic Volume Method

& User & Device >

= WiFi & Switch Controller > employeel @ Users 3 second(s) 172.21.9.76 0B @ Radius Single Sign-On

il Log & Report ’ qauser10 @ Users 1minute(s) and 40 second(s)  10.96.67.10 0B @ Radius Single Sign-On

€ Monitor v qauser2 @ Users 1minute(s) and 40 second(s) ~ 10.96.67.2 0B @ Radius Single Sign-On
Routing Monitor qauser3 @ Users 1minute(s) and 40 second(s)  10.96.67.3 0B @ Radius Single Sign-On
DHCP Monitor gauserd @ Users 1minute(s) and 40 second(s)  10.96.67.4 0B @ Radius Single Sign-On
5D-WAN Monitor gauser5 @ Users 1 minute(s) and 40 second(s)  10.96.67.5 0B @ Radius Single Sign-On
IPsec Monitor qauseré @ Users 1minute(s) and 40 second(s)  10.96.67.6 0B @ Radius Single Sign-On
SSL-VPN Monitor qauser? @ Users 1minute(s) and 40 second(s)  10.96.67.7 0B @ Radius Single Sign-On
Firewall User Monitor s qauser8 @ Users 1minute(s) and 40 second(s)  10.96.67.8 0B @ Radius Single Sign-On
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Identity Based Enforcement using FortiGate
Products

Overview

IPS integration with the FortiGate firewall provides enhanced identity enabled enforcement with
backend authentication and comprehensive compliance checks. This section describes the procedure to
integrate IPS with FortiGate firewall using FortiAuthenticator, which acts as a syslog server. The
FortiAuthenticator receives the syslog messages from IPS and then creates Fortinet Single Sign-on
(FSSO) record which is then shared with FortiGate firewall. The firewall uses the FSSO information to
either allow or block traffic based on the configured policy.

Deployment of IPS using FortiAuthenticator and FortiGate
Firewall

This section describes the integration of IPS with FortiAuthenticator and FortiGate firewall. The IPS and
Fortinet solution provides functionality for enforcing security policies on a per user and role basis.

@ _ ®

Ivanti Policy Secure .

Provision User-ID
and Roles

L2 Authentication

Fortigate Firewall
Endpoints Switch/WLC Protected Resources

The authentication process is described below:

1. The user is authenticated on IPS after validating the host check policy to ensure that the

endpoints meets the corporate policy.

2. The syslog sessions are exported to FortiAuthenticator.
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3. ldentity information is parsed from the syslog message and is used to create an IP address to
username mapping file within FortiAuthenticator. This information is shared with FortiGate
firewall in the form of a FSSO record.

4. The FortiGate firewall maps the user to a specific resource access policy and then provides the
required access.

Configuring IPS with FortiAuthenticator

The IPS configuration requires defining the FortiAuthenticator as the syslog server on IPS. The Syslog
sever uses the filter created in the User Access Log Filters for receiving and parsing the logs.

Creating Custom Filter for User Access Logs
To create a custom filter in IPS:
1. Select System > Log/Monitoring > User Access > Filters.
2. Click New Filter.
3. Enter the filter name.
4. Under Export Format, select WELF.

5. Click Save to save the filter.

Log/Monitoring > User Access > Filters > New Log fitter
New Log filter

Events User Access Admin Access Sensors Client Logs SNMP Statistics Advanced Settings

Filter

Filter Name: | pogq

Make defaull for syslog and archiving fiter selection

$ Query
v Export Format
Format Standard ® WELF O W3C O Custom
id=firewall ime="%date% % time?%" pri=Ssyslogcode%
=9%localip% vpn=tbnode® user=Skusert realm="%realm%"
roles="%role%" proto=tprotocol% src=Ssourceip% .
dst=%remoteip% dstname=2%remotehost® type=vpn y
ca

Editing the Custom Filter

To edit the custom created filter:
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1. From the Log Filters screen, click the filter name and edit the filter.
2. Under Export Format, select Custom format.

3. Edit the ID with the filter name. For example, id=FSSO.

Log/Monitoring > User Access > Filters = New Log filter
New Log filter
Events User Access Admin Access Sensors Client Logs SNMP Statistics Advanced Settings
Fiters
—
Filter
Filter Name: | tggpy
() make defaut for sysiog and archiving fiter selection
» Query
+ Export Format
Format: Standard ' WELF W3
id=FSS0}time="%date% %time%:" pri=thsyslogcode% -
fw="%localip% vpn="%node% user: ert realm="vrealm%"
roles="%role%" proto=%protoce|% src=%sourceip% .
dst=0remoteip% dstname=%remotehost% type=vpn )
ca

Configuring Syslog Server

You can configure IPS to send logs to FortiAuthenticator syslog server.

To configure the syslog server:
1. Select System > Log/Monitoring > User Access > Settings Policy and click New Policy.
2. Under Select Events to Log, retain the default settings.
3. Under Syslog Servers, create a new Syslog server with the following details:

e Server name/IP- Enter the fully qualified domain name or the IP address for the syslog
server (FortiAutheticator).

 Facility- Select LOCALO as the facility level.
e Type- Select UDP as the connection type.
e Filter- Select the custom created filter format.

4. Click Add and then click Save Changes.
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o You must add FortiAuthenticator as a syslog server in all the nodes in a clustering environment.

Log/Monitoring = Events = Log settings

Log settings

Im User Access Admin Access Sensors Client Logs SNMP Statistics Advanced Settings

Settings

‘Save Changes

> Maximum Log Size
> Select Events to Log

w Syslog Servers

Events are logged locally. You can also log them to one or more external Syslag servers.

Server name/IP Facility Type Client Certificate Filter
| 1096.71.4 LOCALD v uDP v Select Client Cert v FSSO: Custom v m
S
e——

Configuring FortiAuthenticator

You must add IPS as a syslog source in FortiAuthenticator to parse the information.

Prerequisite:

¢ Ensure that the FortiAuthenticator instance is communicating on the network and is reachable
from the IPS appliance's management interface.

¢ Select System > Network > Interfaces, select the port and enable the FortiGate FSSO,
FortiClient FSSO and Syslog services on FortiAuthenticator interface, which communicates with
IPS and FortiGate firewall.

To configure FortiAuthenticator:

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 278 of 1219


http://www.ivanti.com/company/legal

Identity Based Enforcement using FortiGate Products

1. Create a Local user group with the names which matches the name IPS will send as the 'Group="
value in your Syslog messages. Select Authentication > User Management > User Groups
and click Create New. Create the groups with the following data:

¢ Name- Enter the same names, which is received from IPS, For example, Users.
e Type- Select Local as type.

e Click OK.

FortiAuthenticator Loggedin as admin | &) | 0P

System Create New User Group

:

:%1 & User Account Policies

Type: @ Local (O Remote LDAP (O Remote RADIUS
= General

= Passwords Q|Fitter
= Custom User Fields

:+1 I7@ User Management

! = Local Users
= Remote Users
= Remote User Sync Rules
« Social Login Users
- T
= Organization
= FortiToken
= MAC Devices

B TRy - S
< >

Fortinet SSO Methods

Choose all visible €3 ) Remove all

0K | | Cancel

Monitor
b
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2. Create a syslog matching rule. Select Fortinet SSO methods > SSO > Syslog Sources. In the
upper right corner, from the 'View' drop down choose matching rules and click Create New and
give the following data:

¢ Name: Enter the name for the syslog Rule.
e Trigger: Enter the filter name created in IPS. For example, id=FSSO

¢ Auth Type Indicators: Enter strings to differentiate between the types of user activities.
For example, Logon: AUT24803

e Update: AUT23524
e Logoff: AUT22673

¢ Username field: Define the semantics of the username field, where {{user}} indicates

where the username is extracted from. For example: user= {{: username}}
¢ Client IP field: Define the semantics of the client IP address. For example, src={{:client_ip}}

* Group field: Define the semantics of the group. For example: roles=" {{: group}}"

There is a trailing space after the User, IP, and Group fields. The parser treats the trailing
o space as an ending character after the variable portion of the field. The parsing fails if
the trailing space is omitted.

e Group List Separator: SSO syslog feed can parse multiple groups if the names are
separated by a plus (+) symbol or a comma (,). Use the Group list separator to specify the
separator.

e Test Rule: Enter a sample log message into the text box, then select Test to test that the
desired fields are correctly extracted.
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Click OK to add the new matching rule.

o

Help

FortiAuthenticator = I ;@

2| FERATINE

Logout

it ysog etohng
e Name: Pratnannsun
Fortinet S50 Methods
Description: Rule configuration to extract parameters from incoming syslog message

=g sso
« General Fields to Extract
« Portal Services Trigger. id-F5S0

= SAML Authenticati
uinentication Auth Type Indicators.
= Windows Event Log Sources

Logom:
= RADIUS Accounting Sources| egon: AUT24414
CrET— o e

Logoft AUT22673

= Fine-grained Controls
= S50 Users
= S50 Groups
= ForfiGate Fillering
« IP Fillering Rules Client IPv6 field: .9, Framed-IPv6-Address={{-client_ipve}).
= Tiered Architecture
® % Accounting Proxy

Username field: | user=-username}}

Client IPvd field: | src({client_ipt

Group field: roles="{{.group}
Group st separator

Test Rule
Test the matching rule above by entering a sample log fine fo parse belov

Enter a sampie log line

Monitor

Certificate Management

Logging

For the Logon and Logoff indicators, the data specified will vary depending on the
installation and depending on your syslog message contents. In this example, when a
user logs in the message ID created is AUT24414 and is considered as a Logon event on

o FortiAuthenticator. When the role change happens as part of periodic host check
updates, the message ID created by IPS is AUT23524. A sign-out event is considered a
‘Logoff' event on FortiAuthenticator, and the identity is removed from the user group,
thus, failing to match policy.
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4. Create a Syslog source, Select Fortinet SSO methods > SSO > Syslog Sources. In the upper right
corner, from the 'View' drop down choose Syslog Source and click Create New and provide the
following data:

¢ Name- Enter a name for the source
¢ |P address- Enter the IP address of IPS server
¢ Matching rule- Select the requisite matching rule created above.

e SSO user type- Select External as the user type.

FortiAuthenticator Logged in as admin

(TR

Logout

System i Create New Syslog Source

Authentication
Hame: Ivanti

Fortinet 550 Methods

sS0
* General Matching rule:
= Portal Services

» Fine-grained Controis
= 5SSO Users

|- % S50 Groups

« Domain Controliers

IP address: XXXX
=2
Ivanti ~/
S50 user type: (@ Externzl @

(O Localusers @

(O Remote users @ | [ Please Select]

« RADIUS Accounting OK | Cancel
ETTe—
« FortiGate Filtering
| = IPFitering Rules
« Tiered Architecture
® 2 Accounting Proxy

o You must add all the cluster node IP's (not cluster VIP's) in the FortiAuthenticator when
using a IPS cluster setup.

Configuring FortiGate Firewall

The FortiGate firewall detects traffic from an endpoint that matches a configured security policy using
the FortiAuthenticator FSSO record. It determines the role(s) associated with that user, and allows or
denies the traffic based on the actions configured in the security policy.

To configure FortiGate firewall:
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1. (Applies to Release 6.0.*) Create the FortiAuthenticator as an FSSO agent in the FortiGate
Firewall. Select Fabric Connector > Create New, under SSO/Identity select Fortinet Single

Sign-On Agent.

e Name: Enter a name for the entry

¢ Primary FSSO Agent: Enter the IP address of the FortiAuthenticator appliance, and the

password* used to communicate with it.

e Click Apply & Refresh to test your configuration. If correct, the users /groups area will

automatically populate

@ Dashboard

N& Security Fabric
Physical Topology
Logical Topology
Security Rating
Automation

Settings

Fabric Connectors

I FortiView

+ Network

£ System

B Policy & Objects

& Security Profiles

0 VPN

& User &Device

#F WiFi & Switch Controller
lbl Log & Report

amn . =
= = FortiGate 200D FG?

»  Edit Fabric Connector

S50/Identity

Connector Settings
> | Name PPS agent

! Primary FSSO Agent 10.96.71.2 LTI +

Collector Agent AD access mode Advanced
Users/Groups @ 2 @ View

} Apply & Refresh OK Cancel

(Applies to Release 5.6.*) Create the FortiAuthenticator as an FSSO agent in the FortiGate
Firewall. Select User & Device >Single Sign-On and click Create New and enter the following

data.

e Type: Fortinet Single-Sign-On Agent

¢ Name: Enter a name for the entry

e Primary Agent IP/Name: Enter the IP address of the FortiAuthenticator appliance, and the

password* used to communicate with it.
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*This is the same as the secret key configured on FortiAuthenticator in the Fortinet SSO Methods
> General section.

¢ Click Apply & Refresh to test your configuration. If correct, the users /groups area will
automatically populate.

B Phial s Che pdiory Sevwee

8 Swern » RLAHLIS Sirgle- Sigr- O A g
I 7oacy & Dbt
& e ey P
. , Frivvary P50 dggeni +
T — Lol ot dgerl Al o ade Stardeed [T

U Dalinition LOWP Sarver -

Uhar Groups

et Mgt

Dvice Frveniory

ot D & Grawi:

LCWP Srvers

SADHLE Sarvers

sotraneres TN oo

Authantication Sattings
o R

W AT & Switch Coneraller

18l Log & Feport

O i d

Create matching User groups. Select User & Device > User Groups. Click create New and enter
the following data:

¢ Name- Enter the name of the group. This name will appear in the firewall policy.

¢ Type- Select Fortinet Single Sign-On as type.

¢ Select the matching User group created on FortiAuthenticator and Click OK.

ortiGate VMé64 FGVMO020000076196 Release Candidate 1+
@& Dashboard ~ New User Group
| FortiView > . PulseUserGroups
Type () Firewall (@) Fortinet Single Sign-On (F550) () Guest | RADIUS Single Sign-On (RSSO)
[+f+ Network
Members
£ System > Please Select x
& Policy & Objects > ENGG
. HC
& Security Profiles > REMED
o ven N REMEDIATION e
& User & Device v
User Definition
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3. Create a firewall policy to use the IPS enforcement groups just created. Select Policy & Objects

> IPv4 Policy. Click Create New and create the policy based on the resource access restrictions

to be enforced.

=_m FortiGate VM64 FGVMO020000076196

@ Dashboard

i FortiView

s Network

£ System

IR Policy & Objects

IPv4 Policy

IPv4 DoS Policy

Addresses

Internet Service Database

Services

Schedules

Virtual IPs

IP Pools

Traffic Shapers

Traffic Shaping Policy NAT ©
& Security Profiles > Fixed Port »
VPN N IP Pool Configuration RUSSOINEGIPAMNEREWEGAERS Use Dynamic IP Pool
User & Devi
& User & Device ? Security Profiles
= WiFi & Switch Controller 3
AntiVirus >
lus Log & Report ? Wah Filter »

Edit Policy
Name full_access
Incoming Interface portl v
Outgoing Interface @) port2 -
Source ﬁ all ®x
{§ PulseUserGroup x
=R\ X
Destination Address | I3 all x
Schedule [ always -
Service @ ALLICMP *®
@ rFre x
@ HTTP *®
| @ HTTPS x
Action VeloSal @ DENY T=LEARN

Firewall / Network Options

Reports and Logging

You can verify if the syslog messages are reaching the FortiAuthenticator by doing a packet capture on

the FortiAuthenticator Interface.

1. Select System > Network > Packet Capture and select the interface which is used to

communicate with the IPS and click Start capture button. Once packet capture is done stop the

capture and download the packets and view it using any tool like wireshark.
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2. To view identity records from the FortiAuthenticator GUI, Select Monitor > Sessions. The list
shows the records parsed through syslog.

1 2 5 LY
FortiAuthenticator wogpeainassamn | € | OB FiERTINET
| "% | oo |
— ——
System D Reesh @ Export | ] Logaft All of 1 selecte: : sess 7
I S S N e e
Fortinet SS0 Methods a Tue Dec 20 1:20 2018 Tue Dec20 18:21:20 2018 10.98.74.1 10.98.74.1 HC Syslog ENGG

= 6 550
Domains
« Domain Controllers.
FortiGates

= DCITS Agents
@ [P Autnentication

3. You can monitor the FSSO Sessions on FortiGate firewall from CLI or GUI:
Using the FortiGate CLI, type: diag debug auth fsso list
The command displays identity records received from FortiAuthenticator.

Helcome T

FGUHBZBHBBB76196 # diag debug authd fsso list
--—-F350 logons--——-

IP: 1A.96.74.1 User: HC Groups: ENGG HWorkstation: 18.96.74.1 MemberOf: Pulsel
serGroup

Total number of logons listed: 1, filtered: 8
—--——-end of F350 logons————

FGUMBZBAAABAAT76196 # _

4. Select Monitor > Firewall user Monitor. The list shows all the identity records.

FortiGate VM64 FGVMO020000076196 Release Candidate 1v 15 @ [] admine
@B Dashboard

£ Refresh

Show all FSSO Logons @

| FortiView

o3 Network User Name User Group Duration |P Address Traffic Volume & Method

& HC PulseUserGroup 0day{s) 0 hour(s) O minute(s) 10.96.74.1 oe 4 Fortinet Single Sign-On (FS50)
ystem

& Policy & Objects

@ Security Profiles

O VPN

& User & Device

S WiFi & Switch Controller

il Log & Report

v v v v v v v v v

@ Monitor
Routing Monitor
DHCP Monitor
WAN Link Monitor
FortiGuard Quota

IPsec Monitor

SSLVPN Monitor

Firewall User Monitor b d
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Enforcement using SRX Series Firewall

Overview

IPS delivers a layer 3 network access control solution when deployed with Juniper SRX firewall. The IPS is
the Layer 2 or Layer 3 policy decision point that determines which users and endpoints can access
protected resources. You can use Juniper Networks SRX firewall to serve as the enforcement point to
provide the protection to ensure that network assets are secured. IPS authenticates users, ensures that
endpoints meet security policies, and serves resource access policy information to Juniper Networks
SRX devices.

Deployment of IPS using SRX Firewall

This section describes the integration of IPS with SRX firewall. The IPS and SRX firewall solution provides
functionality for enforcing application level security policies on a per user and role basis. It also delivers
granular level access control so that it can be easily managed through IPS.

g ¥ L
— =
o B
M
%‘— = lui
L3 Authentication External
lvanti Policy Secure i Authentication

'\. o Server

Juniper
Firewall

h 74

Protected
Resources

Endpoints

The authentication process is described below:
1. The endpoint connects to switch to perform the layer 2 authentication with IPS.

2. IPS communicates with authentication server and performs the layer 3 authentication along with
host check to ensure that the endpoints meets the corporate policy.
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3. The external authentication server such as AD/LDAP confirms the role and sends the entries to
IPS.

4. IPS provisions the auth table on SRX firewall with changes in role information if any.

5. The SRX series firewall maps the user to a specific resource access policy and then provides the
required access.

Configuring IPS with SRX Firewall

The IPS connects with the SRX device over an SSL connection. To enable the connection between the
two devices, you must specify the password and serial number of the SRX firewall. The SRX firewall
initiates the connection to IPS. IPS presents its SSL server certificate to the SRX device. Optionally, you
can configure the SRX device to verify the certificate and to specify constraints with which IPS must
comply.

The SRX device and IPS perform mutual authentication with the proprietary JUEP-MAUTH challenge-
response authentication based on the password configured. For security reasons, the password is not
included in the message sent to IPS. After the SSL handshake, all further communication between the
IPS device and the SRX device occurs over the SSL connection. The SRX device acts as a client and the
IPS device as server.

Configuring SRX Infranet Enforcer in IPS
To configure a SRX Firewall Infranet Enforcer in IPS:

1. Select Endpoint Policy > Infranet Enforcer.

Infranet Enforcer = Infranet Enforcer Connection

Infranet Enforcer Connection

Resource IPsec Auth Table Mapping IP Address Pools

A connection policy specifies the connectian between the lvanti Palicy Secure and Infranet Enforcer.

10 ~ | records per page Search:

Enforcer Serial Numbers Location Group Platform Version FIPS IP Address
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2. Click New Infranet Enforcer and select Junos SRX Firewall in the Platform drop down.

Infranet Enforcer = Connection = New Infranet Enforcer

New Infranet Enforcer
w Infranet Enforcer
Platform JUNOS SRX w | Platform of this Infranet Enforcer
* Name: | Label to reference this Infranet Enforcer.
* Password | Connection password

* Serial number(s): One per line

Location Group: - No 802.1X - v To manage groups, see the Location Group

v Coordinated Threat Control

Note that not all enforcer versions and platforms have an IDP module.

Use IDP Module as Sensor

Save Changes

3. Enter the name of the Infranet Enforcer in the Name box.

>

Enter the password for the SRX enforcer.

5. Enter the serial number of the Junos SRX Enforcer. You can view the serial number on the SRX
device using the command: user@host show chassis hardware

6. Ensure that the server certificate for IPS is configured for the interface to which the SRX device is

connecting.

7. Click Save Changes. You must create security policies on the SRX device for traffic enforcement.

Configuring Auth Table Mapping Policies

An auth table consists of username, a set of roles, and IP address of the wired adapter, wireless adapter,
or virtual adapter of the user device. Using SRX series firewall you can dynamically create auth table
entries when a user tries to access the protected resource. An auth table mapping policy specifies which
enforcer device can be used for each user role. These policies prevent the IPS from creating unnecessary
auth table entries on all connected enforcer devices.

IPS's default configuration includes only one default auth table mapping policy. When the default auth
table mapping policy is enabled, IPS pushes one auth table entry for each authenticated user to all SRX
firewalls configured as Infranet Enforcers in IPS.

To configure auth table mapping policies:
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1. Select Endpoint Policy > Infranet Enforcer > Auth Table Mapping.

2. Select the default auth table mapping policy called Default Policy and click Delete.
On the New Policy page, do the following:

1. For Name, enter a name to label this auth table mapping policy.

2. (Optional) For Description, enter a description.

3. Inthe Enforcer section, specify the Infranet Enforcer device(s) to which you want to apply this
auth table mapping policy.

4. In the Roles section, specify:
e Policy applies to ALL roles-To apply this auth table mapping policy to all users.

e Policy applies to SELECTED roles-To apply this auth table mapping policy only to users
who are mapped to roles in the Selected roles list. Be sure to add roles to this list from the
Available roles list.

* Policy applies to all roles OTHER THAN those selected below-To apply this auth table
mapping policy to all users except for those who map to the roles in the Selected roles list.
Be sure to add roles to this list from the Available roles list.

5. In the Action section, specify auth table mapping rules for the specified Infranet Enforcer device:

e Always Provision Auth Table-To automatically provision auth table entries for chosen roles
on the specified Infranet Enforcer.

¢ Provision Auth Table as Needed-To provision auth table entries only when a user with a
chosen role attempts to access a resource behind the specified Infranet Enforcer.

e Never Provision Auth Table-To prevent chosen roles from accessing resources behind the
specified Infranet Enforcer.

¢ Make sure you delete the Default Policy if you configure any of your own auth table
mapping policies. IPS includes this default auth table mapping policy that allows all
source IP endpoints to use all Infranet Enforcer devices.

6. If you created a vsys on a ScreenOS Enforcer, enter the ID of the vsys in the vsys text box. To view
the enforcers or vsys that are associated with each policy, select Infranet Enforcer > Auth Table
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Mapping.
7. Click Save Changes.

For more information on dynamic authentication table, see Configuring Dynamic Auth Table Policies

Configuring Resource Access Policy

A resource access policy specifies which users are allowed or denied access to a set of protected
resources. You can specify which users you want to allow or deny by choosing the roles for each

resource access policy.
To configure Infranet Enforcer resource access policies:
1. Select Endpoint Policy > Infranet Enforcer > Resource Access Policy and click New Policy.
On the New Policy page do the following:
2. For Name, enter a name to label this Infranet Enforcer resource access policy.
3. (Optional) For Description, enter a description.

For Resources, specify the protocol, IP address, network mask, and port of each resource (or
range of addresses) for which this Infranet Enforcer resource access policy applies, one per line.
Do not insert any spaces in your entries, or the policy may not be applied correctly.

You cannot specify a host name in a resource access policy. You can specify only an IP address.
You can use TCP, UDP, or ICMP.

4. Under Infranet Enforcer, specify the Infranet Enforcer to which this policy applies by using Add.
5. Specify one of the following in the Roles section:

¢ Policy applies to ALL roles-To apply this Infranet Enforcer resource access policy to all

users.

¢ Policy applies to SELECTED roles-To apply this Infranet Enforcer resource access policy
only to users who are mapped to roles in the Selected roles list. You must add roles to this
list from the Available roles list.

« Policy applies to all roles other than those selected below- To apply this Infranet
Enforcer resource access policy to all users except those who map to the roles in the
Selected roles list. You must add roles to this list from the Available roles list.
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6. In the Action section, specify whether you want to use this Infranet Enforcer resource access
policy to allow or deny access to the specified resources.

If you select deny, a text box is displayed that allows you to customize a deny message for users.

With ScreenOS Enforcer Release 6.3 r13 or later, you can also select Reject Access. The customized deny

message is available with the reject action.

The reject action is designed for clients that hang for a long period while waiting for connection
initiations that the firewall is blocking. With the deny action, the Enforcer drops traffic in accordance
with the IPS policy, but does not send back reject information. The policy action of “reject” denies the
traffic and sends a TCP RST to the traffic originator for TCP traffic, or ICMP unreachable for UDP traffic.
In earlier versions of ScreenOS and on the Junos Enforcer, the selection of reject results in a deny action.

To record deny actions in the User Access Log, select the Infranet Enforcer Deny Messages check box
on the Log/monitoring > User Access > Settings page. The log records the user, source IP,

destination IP, protocol, and destination port.

1. For ScreenOS Enforcers, in the ScreenOS Options section, use the option buttons to select the
policy options that you want to apply to selected roles. Use the Add and Remove buttons to
specify antispam, logging, IDP, web filtering, antivirus, and deep inspection.

2. By default, all policy options are enabled. To enforce the policies, you must create corresponding
policies on the ScreenOS Enforcer. If IPS is upgraded from a previous version, all ScreenOS
options are enabled for the resource access policies that were available prior to the upgrade.

3. If you have created a vsys on a ScreenOS Enforcer, enter the ID of the vsys in the VSYS text box, if
applicable. The Infranet Enforcer > Resource Access Policy page displays the Enforcers and/or

vsys that are associated with each policy.

Configuring SRX Firewall

IPS can utilize a SRX device as a policy enforcement point to work as a Layer 3 Enforcer. When the SRX is
configured to work as an enforcer with IPS, the following takes place:

 |PS provisions resource access policies.

e SRX gets the user's role membership information from authentication table entries that are sent
by IPS when the user authenticates with the IPS or when the user tries to access resources
through SRX.
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e SRX does a policy lookup in resource access policies, which is sent by IPS and accordingly takes
allow/deny decisions.

For the SRX to perform a IPS policy lookup, the uac-policy application service needs to be turned on in
the SRX firewall rule and the firewall rule's action should be set to permit. The SRX security policies have
to be manually configured on SRX.

Configuring SRX as an Enforcer

The SRX enforcer works with the IPS device for Layer 3 connectivity. You can connect with source IP or
IPsec. For the initial setup, you must specify the IPS device name, IP address, port number over which
the Junos Enforcer and IPS device will connect, the interface, the password (the same password as
entered on the IPS device), and, optionally, the CA profile and server certificate subject. Use the Junos
CLI to add this information.

You can configure the SRX device in "test only" mode. In test only mode, the SRX device does not
enforce IPS policies and allows all traffic to pass. However, all policy decisions are logged. This allows
you to set up the devices before actual deployment and determine how the IPS solution works using
different configuration options. For example, the IPS device and endpoints can reside on different
physical interfaces of the Junos Enforcer or on the same interface.

IPS device policies are role based. Each policy specifies a destination (the resources that are being
protected), a set of roles, and an action (allow or deny). To determine the roles for users, an auth table
maps source IP addresses to roles. When an endpoint accesses the IPS device, the IPS device populates
the Junos Enforcer with an auth table entry mapping the endpoint's IP address to the endpoint's set of
roles. When evaluating a flow, the source IP address of the initial packet is used to look up the roles.
Then the first policy that matches both the destination (resource) and the roles is used to determine
whether to permit or deny the flow.

To use IPsec with the SRX device, you must enable IKE services for the gateway. If you have multiple
IPsec tunnels with multiple gateways, the hostname for each gateway must be unique.

o SRX Series communication to IPS is not supported on an interface that is in a routing instance
or VRF instance.

To configure the Junos Enforcer:

1. Set up the trusted interface. The trusted interface connects to the protected resource. The
untrusted interface connects to IPS.
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2. Ensure that the DHCP server is disabled or enabled as required for the deployment.

3. Create a IPS configuration on the Junos security device, and provide the network information
required for connecting using the CLI. This information includes IPS host name, the IP address,
and the interface to which the device will connect. The default port for communication with IPS is
11123, you cannot change the port. You must also specify a password, that matches the
password configured on IPS.

4. For complete CLI instructions and syntax, see the Junos Software CLI Reference.

e Specify IPS hostname:

user@host# set services unified-access-control infranet-controller hostname

e Specify IPS IP address:
user@host# set services unified-access-control infranet-controller hostname address ip-
address

e Specify the Junos interface to which IPS should connect:
user@host# set services unified-access-control infranet-controller hostname interface

interface-name

¢ Specify the password that the SRX Series or J Series device should use to initiate secure
communications with IPS:
user@host# set services unified-access-control infranet-controller hostname password
password

5. Set the appropriate timeout and interval values, and specify a timeout action. The timeout that
you set specifies the elapsed time beyond which the Junos Enforcer attempts to reconnect with
IPS if no communication is received. The interval specifies how often IPS sends a heartbeat to the
Junos Enforcer.
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6. (Optional) Verify that the certificate of the CA that signed IPS's server certificate is loaded in the
Junos Enforcer and that the path to the certificate is specified.

o Although certificate verification is optional, there are three different certificate options
on the Junos Enforcer that will produce different results.

« |f certificate-verification is set to required, it is required that the device verify any IPS
server certificate. If any IPS ca-profile is not configured, the commit check fails.

e |f certificate-verification is set to warning (the default), and IPS ca-profile is not
configured, the commit check displays a warning about the security risk with a similar
warning in the syslog.

e If certificate-verification is set to optional, there is no warning.
7. Verify routing from IPS to the untrusted interface.

8. Ensure that both the Junos Enforcer and IPS are set to the correct time. If possible, use a Network
Time Protocol (NTP) Server to set the date and time of both appliances.

When you finish configuring IPS instance, the Junos Enforcer can initiate the connection with IPS. The
Junos Enforcer optionally validates IPS server certificate if so configured. The device sends the serial
number to authenticate with IPS.

For the Junos Enforcer to establish communication, you must configure the Junos Enforcer on IPS.

Configuring Additional TLS Settings
The user can change different SSL/TLS versions and different encryptions in the Outbound SSL Settings.
To change the SSL/TLS versions:

1. Select Configuration > Security > Outbound SSL Settings page.

2. Under Outbound Settings, select TLS 1.2 for maximum security.
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Under Allowed Encryption Strength, select Maximum Security (High Ciphers) for maximum
security.

Confguration > Securlly > Outbound SSL Options

Outbound SSL Options

Licensing Pulse One m Certificates DMIAgent Sensors Client Types SAML Guest Access Advanced Networking Notification

Inbound SSL Options Outbound SSL Opti

Configuration
Security

Healt

DoD Certification Mode
JITC s Off

SSL NDcPP Mode
NDcPP is Off

SSL FIPS Mode
FIPS is Off

Outbound Settings

Allowed SSL and TLS Version
The older SSL V2 protocol has known security issues addressed by SSL V3 and TLS. It is no longer supported.
These settings apply to the outbound connections that this device makes. No services are restarted with these changes, but the settings will take effect for all new connections established after the change.
@ Use TLS 1.2 (maximize security)
() Use TLS 1.1 and later
(O Use TLS 1.0 and later
(O Use SSLV3 and TLS (maximize compatibility)
Allowed Encryption Strength
Please see the Setting Security Options section in the Admin guide for more details.
@ Maximize Security (High Ciphers)
() Maximize Compatibilty (Medium Ciphers)
(O Custom SSL Cipher Selection
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Enforcement using EX Series Ethernet
Switches

Overview

You can use the EX Series switch as an Infranet Enforcer with IPS. With this solution, IPS is the policy
decision point, while the switch is the policy enforcement point. In prior releases, Layer 3 firewalls were
the only option for policy enforcement points. This scenario allows enforcement with 802.1X
deployments.

To employ the switch as an Infranet Enforcer, you configure a connection between the EX Series switch
and the IPS, establish communication, set up 802.1X, configure IPS parameters for admission to the
network, and configure resource access policies.

Upon successful configuration, the following occurs:
e The EX Series switch sends a connection request to IPS.

e The EX Series switch shares its RADIUS configuration with IPS from the CLI configuration on the
switch.

e IPS creates the RADIUS client for the EX Series switch using the information provided.

¢ When a user successfully authenticates, IPS provides an auth table entry to the connected EX
Series switch. The auth table includes the MAC address of the user, the assigned roles and the
port index.

¢ |PS must receive the attributes Calling Station ID and Network Access Server (NAS) Port from the
switch to successfully make the connection.

Configuring EX switch with IPS

The EX Series switch serves as a policy enforcement point. IPS sends auth table entries and resource
access policies when an endpoint successfully completes 802.1X authentication or MAC authentication
(unmanaged devices). Access for any endpoint is governed by the resource access policies that you
configure on IPS. Because resource access policies are employed, firewall filters are not required for the
EX Series switch configuration.
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Configuring EX switch as an Infranet Enforcer

The EX-series switches will permit or deny network access based on policies developed and distributed
by IPS, including those policies based on user authentication status, endpoint posture compliance,
user/device role and other policies. The EX-series switches provide standards-based 802.1X port-level

access control.

To configure a Juniper EX switch as an Infranet Enforcer in IPS:

Select Endpoint Policy > Infranet Enforcer.

Infranet Enforcer = Infranet Enforcer Connection

Infranet Enforcer Connection

Resource IPsec Auth Table Mapping IP Address Pools

A connection policy specifies the connection between the anti Palicy Secure and Infranet Enforcer.

10 ~ | records per page Search:

& Enforcer Serial Numbers Location Group Platform Version FIPS IP Address

Click New Infranet Enforcer and select Junos EX in the Platform drop down.

Infranet Enforcer = Connection = New Infranet Enforcer
New Infranet Enforcer

w Infranet Enforcer

Platfarm: JUNOS EX v | Platform of this Infranet Enforcer.
* Name | Labe! to reference this Infranet Enforcer
* Password: | Connection password.
* Serial number(s ) One per line.
e
* Location Group. - Mo 802.1X - v To manage groups, see the Location Group

Save Changes

* indicates reguired field

Enter the name of the EX Series switch in the Name box.

Enter the password for the EX Series switch. This password is a shared secret that administrators
of both the switch and IPS can use for connectivity between the two devices.

Enter the serial number of the EX Series switch.
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6. Select the location group.
7. Click Save Changes.

On the EX Series switch, you use the CLI to configure the connection with IPS.

Configuring an Authentication Table

The EX Series switch receives and maintains auth tables for valid user sessions with IPS. An auth tables
consist of a unique identification number, the MAC address of the endpoint that initiated the session,

and a list of roles that the user has been assigned.

Auth tables are sent from IPS to the EX Series switch when a user is authenticated on the network.

o Always Provision and Never Provision Auth table mapping policies are supported for the EX
Series switch.

For complete configuration information, see Configuring Auth Table Mapping Policies.

Configuring Resource Access Policy

Using resource access policies with an EX Series switch you can configure authorization for protected
resources. If you have configured the EX Series switch as an Infranet Enforcer, select the switch in the
resource access policy.

A resource is a single entry in the resource field of the resource access policy. This could be a MAC
address, or it could be a combination of IP address ranges, ports, and protocol. A filter term is the
access/deny detail for a single resource. The number of terms you can configure per firewall filter will
vary, depending on which EX Series switch you are configuring. The below table shows the number of
terms allowed per firewall filter for different EX Series switches.

EX Switch Number of Terms Allowed

EX2200 switch 512

EX3200 and 4200 | 7,042
switches

EX4500 switch 1,536

EX8200 switch 32,768

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 299 of 1219


http://www.ivanti.com/company/legal

Enforcement using EX Series Ethernet Switches

EX Switch Number of Terms Allowed
EX3300 switch 1,436
EX6200 switch 1,400

If you create resource access policies with the number of resources greater than the maximum number

of filter terms allowed, the filter is not installed, and 802.1X authentication fails.

For complete information on configuring resource access policy, see Configuring Resource Access

Policy.
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Enforcement using Screen OS Firewall

Overview

IPS delivers a layer 3 network access control solution when deployed with Screen OS firewall device. The
IPS is the policy decision point that determines which users and endpoints can access protected
resources. You can use Screen OS firewalls to serve as the enforcement point to provide the ultimate
protection to ensure that network assets are secured.

Deployment of IPS using ScreenOS Firewall

This section describes the integration of IPS with ScreenOS firewall. The IPS and Screen OS firewall
solution provides functionality for enforcing security policies on a per user and role basis. It also delivers
granular level access control so that it can be easily managed through IPS.

Initial Setup
User Authentication AD -
MAC Authentication Idap -

List of available Servers

Add Server Type | LDAP - ‘

LDAP Server

Server Name Host Server Type

l ldap l [ 1020490216 l | Active Directory - |
Port Connection Type Filter

[ 389 l | Unencrypted - | [ macAddress=<USER> l
Admin DN FPassword Base DN

[ cn=Administrator cn=users,dc=u: l

[ OU=MACAddresses,OU=MAC d l

Group Filter

Group Member Aftribute

Group BaseDN

l (&(objectClass=group){cn="}) l

[ member

[ OU=MACGroups,0U=MAC dc=u l

Cance [ < Previous Jif next > |

The authentication process is described below:
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1. The endpoint connects to switch to perform the layer 2 authentication with IPS.

2. IPS communicates with authentication server and performs the layer 3 authentication along with
host check to ensure that the endpoints meets the corporate policy.

3. The external authentication server such as AD/LDAP confirms the role and sends the entries to
IPS.

4. IPS provisions the auth table on ScreenOS firewall with changes in role information if any.

5. The ScreenOS firewall maps the user to a specific resource access policy and then provides the
required access.

Configuring IPS with ScreenOS Firewall

The ScreenOS Enforcer connects to IPS over an SSH connection that uses the NetScreen Address
Change Notification (NACN) protocol. IPS uses the NACN password and serial number for a connection
from the ScreenOS Enforcer. When the ScreenOS Enforcer first turns on, it sends an NACN message
containing the NACN password and serial number to IPS. IPS uses the serial number to determine which
ScreenOS Enforcer is attempting to connect, and IPS uses the NACN password to authenticate the
ScreenOS Enforcer. IPS then begins communicating with the ScreenOS Enforcer using SSH.

Configuring ScreenOS Infranet Enforcer in IPS
To configure a SRX Firewall Infranet Enforcer in IPS:

1. Select Endpoint Policy > Infranet Enforcer.

Infranet Enforcer = Infranet Enforcer Connection

Infranet Enforcer Connection

Resource IPsec Auth Table Mapping IP Address Pools

A connection policy specifies the connection between the lvanti Policy Secure and Infranst Enforcer.

10 ~ | records per page Search:

& Enforcer Serial Numbers Location Group Platform Version FIPS IP Address
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2. Click New Infranet Enforcer and select ScreenOS Firewall in the Platform drop down.

10.

Infranet Enforcer = Connection = New Infranet Enforcer
New Infranet Enforcer

W Infranet Enforcer

Platform: Screen0S ¥ | Platform of this Infranet Enforcer.

* Name: Label to reference this Infranet Enforcer

* NACN password:

NetScreen Address Change Nofification password

* Admin usemame

* Admin password: |

* Serial numberis) One per ling

Location Group: - Mo 802.1X - v To manage groups, see the Location Group

w Coordinated Threat Control

Note that not all enforcer versions and platforms have an IDP module.

) Use IDP Module as Sensor

Save Changes

* indic ates required field

Enter an NACN password for this Infranet Enforcer in the NACN password box. You must enter
this same NACN password when configuring the Infranet Enforcer.

In the appropriate boxes, enter the administrator name and password for signing into the
Infranet Enforcer

Enter the name of the Infranet Enforcer in the Name box.
Enter the password for the ScreenOS enforcer.

Enter the serial number of the ScreenOS Enforcer. You can view the serial number on the
ScreenOS device using the command: get system

Select No 802.1X from the Location Group list if you are not using an Infranet Enforcer as an
802.1X RADIUS client.

Ensure that the server certificate for IPS is configured for the interface to which the SRX device is

connecting.

Click Save Changes.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 303 of 1219


http://www.ivanti.com/company/legal

Enforcement using Screen OS Firewall

When you finish configuring the Infranet Enforcer, the Infranet Enforcer attempts to connect to IPS. If
the connection is successful, a green dot is displayed next to the Infranet Enforcer icon. Under Enforcer
Status select System > Status > Overview. The Infranet Enforcer IP address is also displayed in
Endpoint Policy > Infranet Enforcer > Connection.

Configuring Auth Table Mapping Policies

An auth table consists of username, a set of roles, and IP address of the wired adapter, wireless adapter,
or virtual adapter of the user device. Using SRX series firewall you can dynamically create auth table
entries when a user tries to access the protected resource. An auth table mapping policy specifies which
enforcer device can be used for each user role. These policies prevent the IPS from creating unnecessary
auth table entries on all connected enforcer devices.

For complete configuration information, see Configuring Auth Table Mapping Policies

Configuring Resource Access Policy

A resource access policy specifies which users are allowed or denied access to a set of protected
resources. You can specify which users you want to allow or deny by choosing the roles for each firewall
enforcer access policy.

For complete configuration procedure, see Configuring Resource Access Policy

Configuring ScreenOS Firewall

IPS can utilize a ScreenOS device as a policy enforcement point to work as a Layer 3 Enforcer. When the
ScreenOS device is configured to work as an enforcer with IPS, the following takes place:

 |PS provisions resource access policies.

e Screen OS device gets the user's role membership information from authentication table entries
that are sent by IPS when the user authenticates with the IPS or when the user tries to access
resources through ScreenOS.

¢ ScreenOS device does a policy lookup in resource access policies, which is sent by IPS and
accordingly takes allow/deny decisions.
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Configuring ScreenOS as an Enforcer

You can configure basic Infranet auth Enforcer policies that specify a source zone and a destination
zone on the IPS Series device and then push the policies to the ScreenOS Enforcer to add additional
policy details, or you can use the ScreenOS Enforcer to configure the policies with the CLI or Web UI.
We recommend that you use the IPS Series device to set up the policies for source IP enforcement on
the Infranet Enforcer.

Before setting a policy, you must create address book entries for the destination and source addresses
unless you use address book entries that already exist, such as Any.

The following example, sets an Infranet auth policy and adds it to the top of the list of policies. The
policy allows all traffic of any type from any host to another host. The policy allows traffic according to
the Infranet Enforcer resource access policies that you configure on the IPS Series device.

set policy top from untrust to trust any permit Infranet-auth

The following example sets two address book entries and a policy between them for anyone in the
10.64.0.0/16 range can reach the 10.65.0.0/16 range.

set address Trust "10.64 Range" 10.64.0.0 255.255.0.0
set address Untrust "10.65 Range" 10.65.0.0 255.255.0.0

set policy from trust to untrust "10.64 Range" "10.65 Range" any permit Infranet-auth

You can use Route mode or Transparent mode to configure a Juniper Networks ScreenOS Enforcer. By
default, the ScreenOS Enforcer operates in Route mode. For more information on ScreenOS, see the
ScreenQS Reference Guide.

Configuring the ScreenOS in Route Mode

The IPS can reside on trust/untrust interface side of the Infranet Enforcer. If IPS resides on the trust
interface side, and users come in through the untrust interface, the administrator must configure a
policy (untrust to trust) on the Infranet Enforcer that allows traffic to pass between IPS and Pulse Client.
By default, Infranet Enforcer traffic from the untrust interface to the trust interface is denied.

The following procedure describes the setup with IPS on the untrust interface side (same side as users).

To configure an Infranet Enforcer in Route mode:
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1.

2.

3.

4.

Set up the trust interface. The trust interface connects to the protected resource. The untrust
interface connects to IPS. Set the following interface (ethernet1/1) settings:

e Setrouting
e Enable management of the following services:
e SSL
e SSH
e |P (options)
Ensure that the DHCP server is disabled or enabled, as appropriate for the deployment.
Import the certificate of the CA that signed IPS's server certificate into the Infranet Enforcer.

If you set up an NSRP cluster before you import the CA certificate into the Infranet Enforcer, the
CA certificate is automatically synchronized to all Infranet Enforcers in the cluster. However, if
you set up the NSRP cluster after you import the CA certificate, you must manually synchronize
the certificate to the other Infranet Enforcers in the cluster by typing the following CLI command:

exec nsrp sync pki
You cannot load the self-signed SSL certificate into the Juniper security device.

The certificate of the CA that signed IPS's certificate must be imported on the Infranet Enforcer
because the Infranet Enforcer must be able to trust IPS during an SSL session. When a user signs
into a server by means of SSL, the server displays a dialog box in which the user can manually
accept the certificate that is associated with that server. For the Infranet Enforcer to skip that
manual step and automatically accept IPS's certificate, the Infranet Enforcer must have the
certificate of the CA that signed IPS's certificate.

Create an instance of IPS on the Juniper security device.
Enable SSH.
Verify routing from IPS to the untrust interface.

Ensure that both the Infranet Enforcer and IPS have the correct time. If possible, use a Network
Time Protocol (NTP) server to set the date and time of both appliances.
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Creating a Route based interface with ScreenOS

When an interface is in route mode, the security device routes traffic between different zones without
performing source NAT.

To create a IPS instance on ScreenOS, you must configure the following items:
e |P address or hostname of IPS
e Password to use when the Infranet Enforcer uses NACN to contact IPS
e Source interface
¢ CA index number (ca-idx)

You can set these items using the Web Ul or the CLI.

In the following procedure, you first set interface management options and disable the DCHP server
option. Then you enable SSHv2 and configure an IPS server named controller1. Next, you set the host IP
address, which is the IP address of the server, to 10.64.12.1. The NACN password is 8!JsP37cK9a*_HiEwe.
The NACN password must match the NACN password that you entered for IPS server. The source
interface is the interface that the Infranet Enforcer uses to communicate with IPS, and the CA index
number is 001.

For this example, the source interface is ethernet 1/1. For a descriptive list of CA index numbers by
typing the following command at the ScreenOS CLI:

get ssl ca-list

To change SSH versions, delete SSH settings by typing the following CLI command:

delete ssh device all

When you use the Web Ul, you do not need to fill in the Full Subject Name of IPS Cert field. If you do fill
it in, be sure to enter the entire certificate subject. For example:

CN=icl.sample.net,CN=14087306185,CN=06990218,0U=Software, O=Comp, S=CA, C=US
To create the instance using the Web Ul:

1. Select Network > Interfaces > Edit > Services from the left navigation bar to set management
options.
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10.

11.

12.

13.

14.

15.

16.

17.

Select Network > DHCP > Edit to disable the DHCP server for both interfaces (Trust and
Untrust).

Select and load the CA if you have not already done so.

Select Objects > Certificates.

Click Browse to find and select the certificate. Then click Load.
Select CA from the show list.

Click Server Settings and make sure Check Method is set correctly for the certificate you are
using.

Click OK.

Create IPS instance.

Select Configuration > Infranet Auth > Controllers (List) > New.

Type controller1 in IPS instance box.

Type IP/domain name: 10.64.12.1 in the IP/Domain Name box.

For the NACN Parameters, select ethernet1/1 from the Source Interface list.
Type 8sP37cK9a* HiEwe in the Password box.

Select the CA from the Selected CA list.

Enable SSH version 2.

Select Configuration > Admin > Management > Enable SSH (v2).

To create the instance using the CLI:

Type the following commands

set interface ethernetl/l manage ssl

set interface ethernetl/l1 manage ssh

set interface ethernetl/l manage ip

set interface ethernet2/lmanage ping

set interface ethernet2/1 dhcp server disable
set interface ethernetl/1l dhcp server disable
delete ssh device all

set ssh version v2
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set ssh enable

set infranet controller name controllerl host-name 10.64.12.1

set infranet controller name controllerl password 8!JsP37cK9a* HiEwe
set infranet controller name controllerl src-interface ethernetl/1
set infranet controller name controllerl ca-idx 001

save

Configuring the ScreenOS in Transparent Mode

The ScreenOS device is usually installed between a core router and an access distribution device in a

transparent mode. The services are enabled at the zone level, and VLANT1 is used for management.

Transparent mode permits you to implement the following functionality:

e The device can act as a Layer 2 forwarding device, such as a bridge.

e You can control traffic flow between Layer 2 security zones by defining policies.

To configure a ScreenOS Enforcer in Transparent mode:

1.

Set up Transparent mode using the predefined security zones, v1-trust and v1- untrust.
Assign interfaces to v1-trust and v1-untrust.

Configure the IP address for a source interface to establish connectivity with IPS. You can use V1-
trust, V1-untrust, or V1-dmz.

Configure the broadcast mechanism to flooding (default) or ARP/traceroute. ARP/trace-route is
more secure than broadcast.

Enable management of the following services for VLAN1:
e SSL
e SSH
¢ Web (optional)

Set up the Juniper Networks security device zones. The protected resources can be in either zone
(v1-trust or v1-untrust) as long as the protected resources are in a zone different from the
endpoints.

IPS can also reside in either zone. If IPS resides in a zone different from the endpoints, configure
a policy that allows traffic to the endpoints through the ScreenOS Enforcer.
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7. Import the certificate of the CA that signed IPS's server certificate into the ScreenOS Enforcer.
Do not import IPS SSL certificate into the Juniper Networks security device.

8. Create an instance of IPS on the ScreenOS Enforcer.
9. Enable SSH.

10. Verify routing from IPS to the V1-untrust zone.
To use IPsec enforcement with a ScreenOS Enforcer in Transparent mode, you might need to
configure a source interface policy on IPS.

11. Ensure that both the Infranet Enforcer and IPS have the correct time. If possible, use a Network
Time Protocol (NTP) server to set the date and time of both appliances.
Creating a Transparent Mode instance on the ScreenOS
To create a IPS instance in transparent mode, use the CLI to perform the following actions:
e Assign all interfaces to Layer 2 zones.
e Assign an IP address to vlan1 and set the route command.
¢ Setinterface management options.
¢ Configure a IPS instance named controller1.
e Set the host IP address, which is the IP address of IPS, to 10.64.12.1.

e Enter the NACN password. The NACN password is 81JsP37cK9a*_HiEwe. The NACN password
must match the NACN password that you entered for IPS.

* The source interface, vlan1, is the interface that the Infranet Enforcer uses to communicate with
IPS. The CA index number is 001. For a descriptive list of CA index numbers type the following CLI
command: get ssl ca-list

You can use the following sample configuration to create the instance using the CLI.

o For the firewall to operate in Transparent (Layer 2) mode, all interfaces must be in a Layer 2
zone, such as v1-trust or in the null zone. Interfaces cannot remain in a Layer 3 zone.

set interface ethl zone vl-trust
set interface eth2 zone vl-untrust
set interface vlanl ip 10.64.12.x

set interface vlanl route
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set interface vlanl ip manageable

unset interface vlanl manage ping

unset interface vlanl manage telnet

unset interface vlanl manage

unset interface vlanl manage

set

set

set

set

infranet
infranet
infranet

infranet

controller name
controller name
controller name

controller name

snmp

web

controllerl host-name 10.64.12.1
controllerl password 8!JsP37cK9a* HiEwe
controllerl src-interface vlanl

controllerl ca-idx 0001

Verifying the IPS Configuration on ScreenOS Enforcer

You can view the configuration of a IPS instance through the Web Ul and the CLI. You can view the

following information:

* Name of IPS instance

e |P address or domain name of IPS

e Port number (Default 11122)

¢ Timeout (60 seconds by default)

* Source interface

The Web Ul also allows you to view the NACN password.

Web UI

To view configuration information on the Web Ul select the following:

1. Configuration > Infranet Auth > Controllers from the left navigation bar.

2. Configuration > Infranet Auth > General Settings from the left navigation bar.

CLI

To view configuration information at the CLI, type the following command:

get infranet controller name controllerl
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Appendix

Infranet Enforcer Policies Overview

After you set up user roles, authentication servers, realms and sign-in policies, you deploy the Infranet
Enforcer in front of servers and resources that you want to protect. You control access through a
number of different security policies that you configure on Ivanti Policy Secure.

All policy options are supported on the ScreenOS Enforcer.

Resource access policy-Specifies which users are allowed or denied access to a set of protected
resources. You specify which users you want to allow or deny by choosing roles for each resource access

policy.

Source IP policy-This is an infranet auth policy the on ScreenOS Enforcer or a security policy on the
Junos Enforcer that contains a source and destination that permits the Infranet Enforcer to route clear
text traffic between source and destination zones. You can set up a source IP policy on Ivanti Policy
Secure and push the policy to the Infranet Enforcer, or you can set up the policy using ScreenOS Web Ul
or the command line.

Auth table mapping policy-Specifies which Infranet Enforcer device an endpoint must use to access
resources when the endpoint is using source IP enforcement. If you are using either a ScreenOS
Enforcer with Release 6.1 or later or the Junos Enforcer, you do not need to configure auth table
mapping policies. Instead, you can use dynamic auth table provisioning.

You can use a username with spaces, a username with quotation marks, a username with UTF-8
o characters, or a username with a backslash (\). Each of these conventions is accepted by the
firewall with a valid corresponding auth table entry.

The following figure demonstrates how policies on the Infranet Enforcer and Ivanti Policy Secure
interact when a user has an auth table entry on the Infranet Enforcer.
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Rule Table an Flrewall
{Infranet-auth policy on ScreenOS or sacurity policy on JUNOS)

Source |P/Port Dest IP/Port Action
any any allow
(1) (4)
L R
! Auth Table on Flrewall
Saurca IP Roles
(2) ()
Ry Ly
Resource Access Policy on Infranet Controller
Dest IP Roles Action
iy any alloiar
(5) (8)
e’ L

The Infranet Enforcer detects a flow to a specific resource and compares the source IP of the packet with
IP addresses in the auth tables. The IP address is associated with a set of roles in the auth table. The
destination IP of the packet is matched with the destination IP of a resource access policy to which a set
of roles has been assigned. The Infranet Enforcer parses the roles in the resource access policy to
determine whether or not the role can access the resource.

Understanding Infranet Enforcer Source IP Security Policies

This topic provides an overview of Infranet Enforcer source IP security policies.

Source IP Security Policy Overview

Source IP enforcement permits users to access resources that are protected by the Infranet Enforcer.
IPsec provides an encrypted tunnel for bidirectional traffic, while source IP enforcement allows
unencrypted (clear text) traffic between endpoints and the Infranet Enforcer. You can use source IP
enforcement alone on the Infranet Enforcer to protect resources alone, or with IPsec on the ScreenOS
Enforcer.
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To use source IP enforcement, you configure Ivanti Policy Secure policies. On a ScreenOS Enforcer, an
Ivanti Policy Secure policy is an infranet auth policy (a policy that includes an infranet-auth statement).
On a Junos Enforcer, an Ivanti Policy Secure policy is a security policy (a security policy that includes an
application-services Ivanti Policy Secure-policy statement, and may or may not also include a match

source-identity statement for user-role firewall functionality).

Ivanti Policy Secure policies control which zones use Infranet Enforcer resource access policies to allow
or deny traffic. By default, traffic is denied through the Infranet Enforcer. With Ivanti Policy Secure
policies, you control the traffic that is permitted to pass.

When you first set up the Infranet Enforcer and Policy Secure, you bind zones to interfaces. lvanti Policy
Secure policies control the traffic flow between zones. For example, you can configure an Ivanti Policy
Secure policy on the ScreenOS Enforcer to enforce traffic from the Untrust zone to the Trust zone. Then,
you configure resource access policies and specify resources that are within the Trust zone. The roles
that you assign to the resource access policy are permitted to access the specified resources.

o Source IP enforcement does not work if there is a NAT device between the endpoint and Ivanti
Policy Secure.

In a case where the endpoint is behind a NAT device and Ivanti Policy Secure and the Infranet Enforcer
are both on the other side of the NAT device, only one configuration is supported. Source IP
enforcement works only with agentless access, and only if it is "one-to-one" NAT, since Ivanti Policy
Secure and the Infranet Enforcer both see the external (translated) address, and there will be only one
user session per |IP address.

Source IP enforcement with agentless access might appear to work, but does not operate properly, if an
endpoint is behind a NAT device performing is "many-to-one" NAT. The first user that authenticates
from behind the NAT external IP address will get access, but only as long as they are the only
authenticated user. If a second user authenticates from behind the same external (translated) IP
address, the previous user's session is terminated. The web browser shows that their session was
terminated, the same as if an lvanti Policy Secure administrator deleted their session from the active
user table.

If the endpoint is behind a NAT device, Source IP enforcement with Pulse Client does not work at all,
regardless of the type of NAT. The agent reports the internal IP address of the endpoint, but the IC will
see the external IP of the endpoint. The user can authenticate, and the active user table displays X.X.X.X-
Y.Y.Y.Y, where X X.X.X is the IP address reported by the agent and Y.Y.Y.Y is the IP address detected by
the IC. However, no auth table entry will be provisioned to the firewall, since lvanti Policy Secure detects
that the endpoint is behind a NAT.
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To provide access for Pulse Client behind a NAT device, you must use the IPsec policy feature. The IPsec
enforcement section provides instructions on how to accommodate users in this use case.

ScreenOS Infranet Enforcer Configuration Summary

You can configure Source IP security policies in either of the following ways:

¢ You can configure basic Source IP policies (source and destination zone) on lvanti Policy Secure
and then push the policies to the ScreenOS Enforcer to add additional policy details.
(Recommended)

e You can configure the policies directly on the ScreenOS Enforcer (using the ScreenOS Web Ul or
CLI).

» To use ScreenOS global policies as infranet auth policies, you must configure them
directly on the ScreenOS Enforcer. ScreenOS global policies do not include source and
destination zones, and policies pushed from Ivanti Policy Secure must include source

o and destination zones, so the infranet auth policy pushed by Ivanti Policy Secure is not
useful when configuring ScreenOS global policies.

e On ScreenOS, you create a policy using address book entries for the destination and
source addresses, as well as policy wildcards, such as Any.

The following example sets an infranet auth policy and adds it to the top of the list of policies
controlling traffic from the Untrust zone to the Trust zone. The policy applies to all traffic of any type
from any host to another host. The policy allows traffic according to the Infranet Enforcer resource
access policies that you configure on lvanti Policy Secure.

set policy top from untrust to trust any permit infranet-auth

The following example sets two address book entries and a policy for anyone in the 10.64.0.0/16 range
to reach the 10.65.0.0/16 range, subject to resource access policies.

set address Trust "10.64 Range" 10.64.0.0 255.255.0.0
set address Untrust "10.65 Range" 10.65.0.0 255.255.0.0

set policy from trust to untrust "10.64 Range" "10.65 Range" any permit infranet-auth
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Junos Infranet Enforcer Configuration Summary

On the Junos Enforcer, security policies enforce rules for the transit traffic. From the perspective of
security policies, traffic enters one security zone and exits another. This combination of a from-zone and
a to-zone is called a context on the Junos Enforcer.

A security zone is a logical group of interfaces with identical security requirements. Each security zone
contains an address book. Before you can set up policies between two zones, you must define the
addresses for each of the zone's address books. A zone's address book must contain entries for the
addressable networks and end hosts belonging to the zone.

Each security policy that you create must contain at a minimum match criteria and an action. You can
specify additional policy options as required.

You can create security policies on the Junos Enforcer from the Junos Web interface, or from the CLI.

The following example sets an Ivanti Policy Secure-policy security policy controlling traffic from the
Untrust zone to the Trust zone. The policy applies to all traffic of any type from any host to another
host. The policy allows traffic according to the Infranet Enforcer resource access policies that you
configure on Ivanti Policy Secure.

set security policies from-zone Untrust to-zone Trust policy ENFORCE ALL match source-
address any

set security policies from-zone Untrust to-zone Trust policy ENFORCE ALL match
destination-address any

set security policies from-zone Untrust to-zone Trust policy ENFORCE ALL match
application any

set security policies from-zone Untrust to-zone Trust policy ENFORCE ALL then permit

application-services uac-policy

The following example sets two address book entries and a policy for anyone in the 10.64.0.0/16 range
to reach the 10.65.0.0/16 range, subject to resource access policies.

set security zones security-zone Trust address-book address 10.64 Range 10.64.0.0/16
set security zones security-zone Untrust address-book address 10.65 Range 10.65.0.0/16
set security policies from-zone Trust to-zone Untrust policy ENFORCE ALL match source-
address 10.64 Range

set security policies from-zone Trust to-zone Untrust policy ENFORCE ALL match
destination-address 10.65 Range

set security policies from-zone Trust to-zone Untrust policy ENFORCE ALL match

application any
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set security policies from-zone Trust to-zone Untrust policy ENFORCE ALL then permit

application-services uac-policy

Understanding Infranet Enforcer Auth Tables

The Infranet Enforcer holds auth tables for valid sessions on Ivanti Policy Secure. Auth tables consist of a
unique identification number, the source IP address of the endpoint that initiated the session, the
username, and a list of roles that the user has been assigned.

When a user with a username containing spaces or quotes authenticates with Ivanti Policy Secure, the
device removes spaces and quotes from the username in the authentication table entry that is sent to
Infranet Enforcers.

You can allow the Infranet Enforcer to automatically generate auth tables whenever users are
authenticated, or you can configure dynamic auth table allocation. With dynamic auth table allocation,
auth tables are provisioned only as a response to a valid request from an authenticated user for a
resource behind the Infranet Enforcer.

Dynamic auth table allocation is available on all Junos Enforcers, and on ScreenOS Enforcers with
Release 6.1 or later.

Dynamic auth table allocation is required to use IF-MAP Federation.

Understanding Dynamic Auth Table Allocation

You can use the dynamic auth table allocation feature to push auth table entries to the Infranet Enforcer
only when a user attempts to access a protected resource. This is more efficient than the Auth Table
Mapping Policies option, which requires administrators to provision auth table entries for authenticated
users whether they are accessing resources or not. Dynamic auth table allocation reduces auth table
entries to only those that are needed, enabling you to deploy smaller firewalls with a larger user
population.

When dynamic auth table allocation is used and a user attempts to access a protected resource, the
Infranet Enforcer does not yet have an auth table entry for the user, so it sends a drop notification to
Ivanti Policy Secure to prompt it to send an auth table entry. Unlike captive portal redirect, which only
occurs when the user sends HTTP traffic, drop notifications are triggered by any type of traffic for which
the destination is a protected resource.

After the user disconnects, the Infranet Enforcer automatically expires the auth table entry.
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On the Junos Enforcer, whenever traffic matches a security policy that includes an application-
o services uac-policy statement, then the firewall sends a drop notification to Ivanti Policy Secure
if there is no auth table entry associated with that traffic. This applies in the captive portal use

case, and for all policies that include the application-services uac-policy statement.

However, this behavior changes if user role firewall is configured. When a match source-identity
statement is included in any policy within a zone pair (source zone + destination zone), user and role
information must be retrieved before policy look-up can proceed. (If all policies in the zone pair are set
to match source-identity any, or have no match source-identity state, user and role information is not
required and the five standard match criteria are used for policy look-up.) Therefore, for any zone pair in
which a security policy is configured that contains a match source-identity statement, the firewall sends
a drop notification for all traffic matching that source and destination zone, whether or not the traffic
matches the specific security policy containing the match source-identity statement. This can result in
an unexpected number of drop notifications if a single zone contains a mix of protected and
unprotected resources.

In most deployments, it is recommended that you use dynamic auth table allocation. The benefits of
dynamic auth table allocation are based on many factors within the network deployment: the number
of Infranet Enforcers, the anticipated number of sessions, and the persistence of user sessions.

The following requirements and limitations apply:

¢ Dynamic auth table allocation is supported for all deployments with Junos Enforcer and with
ScreenOS Enforcers running ScreenQS 6.1 or later.

e Dynamic auth table allocation does not work with HTTP traffic if the captive portal feature is
configured to redirect user traffic to an external web server other than Ivanti Policy Secure. Ivanti

Policy Secure must be aware of a user login/session before it can provision an auth table entry.

 If you configure dynamic auth table allocation on Ivanti Policy Secure, and the DNS server for the
network is behind the Infranet Enforcer, endpoints might occasionally experience DNS time-out
issues before resources are provisioned.

¢ Dynamic auth table allocation is required to use IF-MAP Federation.

One scenario in which static auth tables are more practical is a deployment that forces every endpoint
to go through a single Infranet Enforcer for all access. In this case, static auth tables can reduce overall
traffic between Ivanti Policy Secure servers and Infranet Enforcers.
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For deployments that use static auth table mapping policies (for example, if you are using a ScreenOS
Release 6.1 or earlier), we recommend no more than 100 connected Infranet Enforcers. For deployment
scenarios with more than 100 Infranet Enforcers, we recommend a deployment strategy using dynamic
auth table allocation.

Testing has shown that with 5,000 active sessions, performance is impacted significantly when dynamic
auth table allocation is not configured and 100 connected firewalls are deployed.

Performance metrics vary for each Ivanti Policy Secure release.

Configuring Dynamic Auth Table Policies

You can use the dynamic auth table allocation feature to push auth table entries to the Infranet Enforcer
only when a user attempts to access a protected resource. This is more efficient than the Auth Table
Mapping Policies option, which requires administrators to provision auth table entries for authenticated
users whether they are accessing resources or not. Dynamic auth table allocation reduces auth table
entries to only those that are needed, enabling you to deploy smaller firewalls with a larger user
population.

When dynamic auth table allocation is used and a user attempts to access a protected resource, the
Infranet Enforcer does not yet have an auth table entry for the user, so it sends a drop notification to IPS
to prompt it to send an auth table entry. Unlike captive portal redirect, which only occurs when the user
sends HTTP traffic, drop notifications are triggered by any type of traffic for which the destination is a
protected resource.

After the user disconnects, the Infranet Enforcer automatically expires the auth table entry.

On the SRX device, whenever traffic matches a security policy that includes an application-

o services uac-policy statement, then the firewall sends a drop notification to IPS if there is no
auth table entry associated with that traffic. This applies in the captive portal use case, and for
all policies that include the application-services uac-policy statement.
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However, this behavior changes if user role firewall is configured. When a match source-identity
statement is included in any policy within a zone pair (source zone + destination zone), user and role
information must be retrieved before policy look-up can proceed. (If all policies in the zone pair are set
to match source-identity any, or have no match source-identity state, user and role information is not
required and the five standard match criteria are used for policy look-up.) Therefore, for any zone pair in
which a security policy is configured that contains a match source-identity statement, the firewall sends
a drop notification for all traffic matching that source and destination zone, whether or not the traffic
matches the specific security policy containing the match source-identity statement. This can result in
an unexpected number of drop notifications if a single zone contains a mix of protected and
unprotected resources.

In most deployments, it is recommended that you use dynamic auth table allocation. The benefits of
dynamic auth table allocation are based on many factors within the network deployment: the number
of Infranet Enforcers, the anticipated number of sessions, and the persistence of user sessions.

The following requirements and limitations apply:

e Dynamic auth table allocation is supported for all deployments with Junos Enforcer and with
ScreenOS Enforcers running ScreenQS 6.1 or later.

¢ Dynamic auth table allocation does not work with HTTP traffic if the captive portal feature is
configured to redirect user traffic to an external web server other than IPS. IPS must be aware of
a user login/session before it can provision an auth table entry.

 If you configure dynamic auth table allocation on IPS, and the DNS server for the network is
behind the Infranet Enforcer, endpoints might occasionally experience DNS time-out issues
before resources are provisioned.

¢ Dynamic auth table allocation is required to use IF-MAP Federation.

One scenario in which static auth tables are more practical is a deployment that forces every endpoint
to go through a single Infranet Enforcer for all access. In this case, static auth tables can reduce overall
traffic between IPS servers and Infranet Enforcers.

For deployments that use static auth table mapping policies, we recommend not more than 100
connected Infranet Enforcers. For deployment scenarios with more than 100 Infranet Enforcers, we
recommend a deployment strategy using dynamic auth table allocation. Testing has shown that with
5,000 active sessions, performance is impacted significantly when dynamic auth table allocation is not
configured and 100 connected firewalls are deployed. Performance metrics vary for each IPS release.

To enable dynamic auth table allocation:
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1. Select Infranet Enforcer > Auth Table Mapping in the admin console. Either delete the Default
Policy or specify an Enforcer for which you do not want to configure this feature.

2. Click Save Changes.

Binding an Interface to a Security Zone on a Junos Enforcer

Interfaces are the doorways through which traffic enters and exits an Enforcer. Many interfaces share
the same security requirements. However, different interfaces can have different security requirements
for inbound and outbound data packets. Interfaces with identical security requirements can be grouped

together in a single security zone.

A security zone is a collection of network segments that require the regulation of inbound and
outbound traffic through policies. Security zones are logical entities to which one or more interfaces are
bound. Many types of Enforcers let you define multiple security zones based on network requirements.

You can configure multiple security zones by dividing the network into segments to which you can then
apply various security options to satisfy the needs of each segment. At a minimum, you must define two
security zones, basically to protect one area of the network from the other. On some security platforms,
you can define many security zones, bringing finer granularity to the network security design without
deploying multiple security appliances to do so.

From the perspective of security policies, traffic enters one security zone and exits through another
security zone. This combination of a "from-zone" and a "to-zone" is defined as a context. Each context
contains an ordered list of policies. On the Junos Enforcer, you must define at least two zones to protect
one area of the network from another.

You might need to bind the physical interfaces on a Juniper security device to security zones or you
might need to change a binding to accommodate your deployment.

Slot numbering varies by platform, and interface numbering varies by module type. For
o numbering information, see the user guide that accompanied the device for slot and interface
numbering information or visit https://www.ivanti.com/support/product-documentation to

obtain a copy of the user guide specific to your device.

Endpoints must reside in a different security zone from your protected resources. IPS can reside in any
security zone. If you place IPS in a different security zone from the one that contains endpoints, you
must set a policy allowing traffic from the endpoints to IPS.
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Through the policies you define, you can permit traffic between zones to flow in one or both directions.
The routes that you define specify the interfaces that traffic from one zone to another must use.
Because you can bind multiple interfaces to a zone, the routes you chart are important for directing
traffic to the interfaces of your choice.

To view the zones on a Junos Enforcer, type the following command in the CLI:
user@host#show security zones
To bind the physical interface on the Junos Enforcer, do the following:

¢ To configure the interface and its IP address for the trust and untrust zones, enter the following
statement in Edit mode:

user@host# set interfaces ge-0/0/1 unit 0 family inet address 192.168.0.1/24

¢ To configure the trust zone and to assign the interface to it, enter the following statement in Edit
mode:

user@host# set security zones security-zone trust interfaces interface

e To configure the interface and its IP address for the untrust zone, enter the following statement
in Edit mode:

user@host# set interfaces ge-0/0/1 unit 0 family inet address 10.0.0.20/24

¢ To configure the untrust zone and to assign the interface to it, enter the following statement in
Edit mode:

user@host# set security zones security-zone untrust interfaces interface

o To use IPsec with the Junos Enforcer, you must enable IKE services for the gateway. If you have
multiple IPsec tunnels with multiple gateways, the hostname for each gateway must be unique.

Captive Portal

Captive portal enables an endpoint to be redirected to a specified URL when the user attempts to
access a protected resource behind an Infranet Enforcer. The default redirection page is the
authentication page of IPS.

The Captive Portal workflow is described below:
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. The user attempts to access a protected resource.

The generic source IP policy that matches the destination includes a redirect configuration.
The enforcer sends a redirect message to the endpoint browser that includes the URL of IPS.
The browser opens a session with IPS and the endpoint completes authentication.

IPS sends an authentication table information to Enforcer.

IPS redirects the browser back to the original resource.

The user tries to access the resource and the enforcer allows the user to access the protected
resource.

Configuring Captive Portal

You can configure a captive portal directly on the Infranet enforcer using the CLI. You must create a

captive-portal application service and then set the traffic that would like to redirect:

¢ unauthenticated-Select this option if your deployment uses source IP only or a combination of

source IP and IPsec. The Infranet Enforcer redirects clear-text traffic from unauthenticated users
to the currently connected IPS, or to an IP address or domain name that you specify in a redirect
URL.

all-Select this option if your deployment uses IPsec only. The Infranet Enforcer redirects all clear-
text traffic to the currently connected IPS, or to an IP address or domain name that you specify in
a redirect URL.

- The captive portal feature redirects HTTP traffic only. If the user attempts to access a
protected resource using HTTPS or another protocol such as SMTP, the Infranet Enforcer does
not redirect the user's traffic. When using HTTPS or another application, the user must
manually sign into IPS first before attempting to access protected resources.

- If there is an HTTP proxy between the endpoint and the Infranet Enforcer, the Infranet
Enforcer might not redirect the HTTP traffic.

Example: Junos SRX CLI

To use captive portal with the Junos Enforcer, Release 10.2 is required.

To enable captive portal. associate an instance of a captive portal with a security zone use the following

command format:
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user@host# set security policies from-zone zone-name to-zone zone-name policy policy-

name

To create the captive portal use the following command format:

user@host# permit application-services uac-policy captive-portal captive-portal-name

You can redirect all traffic, or only unauthenticated traffic on the Junos Enforcer using the following
command format:

# edit services unified-access-control captive-portal policy redirect-traffic (all |

unauthenticated)

Example: ScreenOS CLI

To configure a redirect infranet auth policy for deployments that use either source IP only or a
combination of source IP and IPsec type the following command:

set policy from source-zone to dest-zone src_addr dst addr any permit infranet-auth

redirect-unauthenticated

To configure a redirect infranet auth policy for deployments that use IPsec only type the following
command:

set policy from source-zone to dest-zone src_addr dst_addr any permit infranet-auth

redirect-all

Creating a Redirect Policy on the Junos Enforcer
In a Junos Enforcer security policy, specify the redirect URL in the following format:

user@host# set services unified-access-control captive-portal policy redirect-url url

By default, after you configure a captive portal policy, the Junos Enforcer redirects HTTP traffic to the
currently connected IPS by using HTTPS. To perform the redirection, the Junos Enforcer uses the IP
address or domain name that you specified when you configured IPS instance on the Junos Enforcer.

You specify the redirect URL in a Junos Enforcer security policy using the following hierarchy:

user@host# set services unified-access-control captive-portal cap-policy redirect-url

"https://%ic-ip%/?target=%dest-url%senforcer=%enforcer-id%&policy=%policy-ids"

These are the four available parameters for redirection.
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e target
e enforcer
e policy
e dest-ip
Target, enforcer, and policy are required. Dest-ip is optional. For example:

redirect-url "https://acmegizmo.juniper.net/?target=%dest-url%&enforcer=%enforcer-

id%&policy=%policy-ids"

If you do not specify the redirect URL, the Junos Enforcer uses the default configuration.

o To set a redirect URL for the Junos Enforcer, use escape characters instead of dot (.).

For configuration instructions and examples, see the Junos OS Initial Configuration Guide for Security
Devices.

Creating a Redirect Policy on the ScreenOS Enforcer

From the ScreenOS CLI

e To specify the redirect URL, enter: set infranet controller name controllerl url
"http://10.64.12.1/?target=%dest-urls"

e To specify the redirect URL without the ?target=%dest-url% string, enter: set infranet
controller name controllerl url http://abc.company.com
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Deployments with Juniper IDP

About IDP Technology

Securing intranet work application and resource traffic is vital to protecting the network. You can add
levels of application security to detect internal threats coming from users who are authenticated
through the system by integrating IPS with a Juniper Networks IDP Series sensor.

IPS supports standalone IDP and IDP through the Juniper Networks ISG Series Integrated Security
Gateways Infranet Enforcer with the IDP Security Module (supported in ScreenOS Release 6.2 or

greater).

The IDP device provides the following types of protection (some of which depend upon the specific

configuration):
e Protects against attacks from user to application.
e Detects and blocks most network worms based on software vulnerabilities.
e Detects and blocks non-file-based Trojan Horses.
e Detects and blocks effects of spyware. adware, and key loggers.
¢ Detects and blocks many types of malware.
¢ Detects and blocks zero day attacks through the use of anomaly detection.

Using the admin console, you can configure and manage interaction attributes between IPS and an IDP,

including the following:

¢ (With standalone IDP) Global configuration parameters such as the IDP hostname or IP address,
the TCP port over which the sensor communicates with IPS, and the one-time password IPS and
IDP use to authenticate with one another.

e Various levels of attack severity warnings and the action that IPS takes.

The IDP sits within the network and monitors traffic from endpoints that are connected through IPS.
You can position the IDP in-line, or you can configure the IDP in sniffer mode.

After IPS connects with the IDP sensor, IPS registers all of the IP addresses to be monitored for potential
threats. With standalone IDP, you enter the IP addresses to monitor.
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Any abnormal events detected by the IDP Sensor are reported to IPS, which you configure to take
appropriate action based on the severity level of the reported events. The IDP Sensor performs
reporting functions to allow you to determine what IP address within the network has launched the
attacks in addition to any normal logging the IDP has been configured to undertake.

With a large number of connected users IDP can overwhelm IPS with more alert logs than it can
process. In this situation, the number of logs sent by the IDP to IPS can be controlled by decreasing the
severity level setting in the IDP connection settings.

With IDP deployments using the Infranet Enforcer and the IDP Security Module, the Infranet Enforcer
can send messages to debug log.

IDP Deployment Scenarios Overview

Three possible deployment scenarios are shown in the following figure.The standalone IDP is located
within the internal network. All network traffic originating from endpoints that are registered with the
IDP is monitored. You can deploy IDP in sniffer mode, or inline mode. You can use transparent mode or
route mode with an inline mode configuration. In the first deployment example, the IDP does not
monitor IPsec traffic from the user to protected resources.

To monitor all IPsec traffic from users to protected resources, deploy the IDP behind the Infranet
Enforcer, as shown in figure.

You can deploy up to ten IDP devices in a network with IPS. Performance is based on how rapidly
sessions are created or changed, the number of events that IDP sends to IPS, and the efficiency of the
network links that connect the devices. IDP devices must be connected over a high-speed LAN link.

In a clustering environment, only one member of an IPS cluster exchanges information with an IDP
sensor. If the connected IPS fails or is shut down, another cluster member will assume the load.

Understanding IPS Deployments with IDP Devices

This topic provides and overview of deployments with IDP devices.
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About IDP Devices

The IDP Sensor is a powerful tool to counteract users who initiate attacks. The IDP sensor monitors the
network on which the IDP system is installed. The IDP sits within the network and monitors traffic from
endpoints that are connected through IPS. You can position the IDP in-line, or you can configure the
IDP in sniffer mode. The sensor’s primary task is to detect suspicious and anomalous network traffic
based on specific rules defined in IDP rulebases.

The IDP device provides the following types of protection (some of which depend upon the specific
configuration):

* Protects against attacks from user to application.

¢ Detects and blocks most network worms based on software vulnerabilities.

Detects and blocks non-file-based Trojan Horses.

¢ Detects and blocks effects of spyware, adware, and key loggers.

Detects and blocks many types of malware.

Detects and blocks zero day attacks through the use of anomaly detection.

Coordinated Threat Control Overview

In a coordinated threat control deployment, the IDP device reports abnormal events to IPS. The attack
logs sent by the IDP device include the source and destination IP addresses and port numbers of the
attacking host, and the resource against which the attack was launched, along with the attack identifier,
severity of the attack, and the time at which the attack was launched.

IPS displays the attack information received from the IDP sensor on the Active Users page. Based on the
attackers IP address and port number, IPS can uniquely identify the user’s session.

When you learn that an attack has been launched by an active user, you can disable the user’s account,
end the user's session, or remediate to a different role. You can choose automatic or manual actions for
attacks detected by the IDP sensor. For manual action, you look up the information available on the
Active Users page and decide on an action. For automatic action, you configure the action in advance
when you define IDP policies.

IPS displays an error message to the user whose account has been disabled indicating the reason.
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Deployments with IDP Series Devices

You can deploy IPS with IDP Series devices in coordinated threat control deployments and user-role-
based IDP policy deployments. User-role-based IDP policy deployments require IDP Series 5.0 or later.

Using the admin console, you can configure and manage interaction attributes between IPS and an IDP
Series device, including the following:

e Global configuration parameters such as the IDP hostname or IP address, the TCP port over
which the sensor communicates with IPS, and the one-time password IPS and IDP use to

authenticate with one another.
e Various levels of attack severity warnings and the action that IPS takes
¢ |P addresses to monitor.

With a large number of connected users IDP can overwhelm IPS with more alert logs than it can
process. In this situation, the number of logs sent by the IDP to IPS can be controlled by decreasing the

severity level setting in the IDP connection settings.

Deployments with IDP-Enabled Infranet Enforcers

IPS also supports IDP through the Juniper Networks ISG Series Integrated Security Gateways Infranet
Enforcer with the IDP Security Module (supported in ScreenOS Release 6.2 or later).

Unlike a standalone IDP which requires manual configuration on the IDP to allow communication with
the IPS, the ScreenOS Enforcer or the Junos Enforcer use the existing communication channel with IPS.

When ISG-IDP or Junos IDP are activated, ScreenOS or Junos notifies IPS when an attack event is
detected from any endpoint. To avoid overwhelming the SSH connection between IPS and the Infranet
Enforcer, the number of attack notifications is limited to ten per second. If additional attacks are
detected, the Infranet Enforcer holds an additional ten notifications in a queue.

ISG-IDP or Junos devices attached to any node in a cluster may send messages regarding sessions

attached to any node in the cluster.

With IDP deployments using the Infranet Enforcer and the IDP Security Module, the Infranet Enforcer
can send messages to debug log.
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Monitoring IDP-Reported Events

After the IDP Sensor has been set up, you can specify the events you want the IDP to watch for and the
actions that Ivanti Policy Secure takes once a particular event has been noted and reported.

On Ivanti Policy Secure, you can specify actions to be taken in response to users that perform attacks:

¢ Users page—Manually identify and quarantine or disable users on the Active Users page, which
lists users who have performed attacks.

Activating IDP for the ScreenOS or Junos Enforcer

To activate ISG-IDP or Junos IDP on Ivanti Policy Secure:
1. Select Ivanti Policy Secure > Infranet Enforcer.
2. Select the name of the Enforcer on which you want to activate IDP.
3. Select the Use IDP Module as Sensor check box. Additional options are presented.

4. Select For sessions provisioned for this Enforcer only to limit monitored sessions to this
device. This is applicable in an IF-MAP Federation network.

5. Select 1 - INFO through 5 - Critical from the Severity menu. The severity filter allows you to
specify the level of attacks that the Infranet Enforcer reports to Ilvanti Policy Secure. For example,
if you select 3, only level 3 attacks or higher are reported.

Identifying and Managing Quarantined Users Manually

When IPS quarantines a user based on an attack, you can display and manage the states by locating the
user link in the Active Users page.

e A small warning icon is displayed in front of the username.
¢ The linked username.

e An enabled Quarantined option button on the specific user’s page. If the user is not quarantined,
the option button is disabled.

To manage quarantined users:
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1. Locate Identify quarantined users at System > Status > Active Users.

2. The quarantined user and click on the username link. The user page opens, showing a number of
options.

3. Click Disabled to disallow a user from authenticating.

4. Click Quarantined to leave a user in a quarantined state. The Quarantined option is enabled only
if the user is already quarantined.

o IPS assigns quarantined users to the quarantined role, regardless of their log in realm.

5. Click Save Changes.

To re-enable previously quarantined or disabled users, select Authentication > Auth. Servers >
Select Server > Users and click the link for the given user.

o You can also disable users from this location.

6. Click Enabled to release the user from quarantine.

7. Click Save Changes.

Using Role-Based Policies to Monitor User Activity

If you are using IDP Release 5.0 or later or ScreenOS ISG-IDP Release 6.3 or later, you can add enhanced
user management capabilities to your IPS IDP deployment. This feature is supported for endpoints
using Pulse Client and users who connect with agentless access.

When a user session is established on IPS, IPS pushes session information including IP address,
username and the roles to which the user is assigned to the IDP. The session information allows IDP to
apply policies based on user roles, or on the username which is added to the IDP log.

Since role selection for a user can be based on the results of Host Checker policies, you can set policies
that are based on Host Checker results. For example, if a user is assigned to a restrictive role based on
the results of a Host Checker policy requiring a instant messaging software patch, you can restrict
instant messenger traffic for that role.

IPS keeps the IDP device updated when a user’s role changes or when a session is deleted. IDP’s
application policy enforcement reflects the most currently available information about a user.
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If role-based policies are less restrictive than IP address based policies, some users could be
inadvertently blocked during this period. Once session information is obtained about the endpoint IDP
re-evaluates the endpoint and applies the less restrictive policies.

If role-based policies are more restrictive than IP address based policies, IDP cannot apply the more
restrictive policies, and an endpoint could engage in potentially damaging behavior prior to session
information being sent.

If you are using IPS and IDP in a network that employs IF-MAP client and server Federation, and IDP
detects an attack that is attributed to a session, IDP informs IPS about the attack. Upon notification, IPS
publishes the information to any attached IF-MAP servers. The IF-MAP server notifies IPS that originally
published the session and IPS takes the appropriate action based on the applicable Sensor Event
Policies.
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Provisioning ICS sessions to PAN/Check
Point/FortiGate Firewall

Overview

Ivanti Policy Secure (IPS) integrates with Palo Alto Network's (PAN)/Check Point/ FortiGate Next
Generation Firewall to provision user's identity information (user name, roles and IP address) to
PAN/Check Point/ FortiGate firewall.

This section focuses on provisioning Ivanti Connect Secure(ICS) /IPS user's identity information to
PAN/Check Point/ FortiGate firewall using IF-MAP server. Using this solution access control can be
provided for ICS/IPS users for accessing resources protected by Firewall.

Deployment of IPS/ICS using PAN/Check Point/ FortiGate
Next Generation Firewall

In a federated enterprise, a user can log in to a IPS or ICS device (remote access) for authentication and
access the resource protected by the PAN/Check Point/ FortiGate Firewall. The session information is
shared across IPS or ICS device using IF-MAP protocol through IF-MAP server.

The PAN/Check Point/ FortiGate Firewall controls the IPS and ICS user's access to protected resources
based on the policy settings. The IF-MAP server receives the session information of multiple IPS and ICS
and provisions user identity information to Firewall. The federation requires provisioning of user's
information on the PAN/Check Point/ FortiGate Firewall and allows access to the protected resource
based on the resource access policies that are configured on IPS.

IPS (IF-MAP Client)

PR =in o [mfnni| [ mdna]
T

IF-MAP —
LOCAL USER Export ary
REST paloalto

[mim o [mimmi [ [ wimn AN netwerke .

. B I Check Roint
IEFX':I:: IPS (IF-MAP Server)
Protected
Resources

PR =in o [minni| [ mSna]
T

ICS (IF-MAP Client)

REMOTE USER

The authentication process is described below:
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1. The remote user establishes VPN tunnel using Pulse Client and the role is granted to the user
based on policy configured on ICS.

e |CS session is exported to IF-MAP server.
e |IF-MAP server provisions user identity details to PAN/Check Point/ FortiGate Firewall.

2. The remote user tries to access PAN firewall protected resource. PAN/Check Point/ FortiGate
Firewall allows access to protected resource if the user is authorized.

3. User's role changes while logged in (for example, when Host Check compliance change causes
role(s) to change). In this case, user's new role(s) are sent to PAN/Check Point/ FortiGate Firewall.

4. User logs out of ICS. In this case, all information associated with the user from that endpoint is
removed from the Firewall. User is denied access to protected resources by Firewall.

o The same workflow applies to local users connecting through IPS.

IF-MAP Configuration

A high-level overview of the configuration steps needed to set up and run the integration:

e The Administrator configures IF-MAP clients (IPS, ICS) on IF-MAP server admin Ul from System >
IF-MAP Federation.

* Install the Device certificates and Trusted Server CA from System > Configuration > certificates
on both IF-MAP Server and IF-MAP client.

¢ From IF-MAP Server admin Ul, admin configures PAN Firewall device by entering the following:
¢ Name for the PAN/Check Point/ FortiGate Firewall
¢ |P address of the PAN/Check Point/ FortiGate Firewall
* API Key for PAN/ Shared Secret for Check Point/ FortiGate

¢ Administrator configures the Infranet Enforcer Auth Table Mapping Policies.

When the IPS or ICS session is exported to IF-MAP server, IF-MAP server provisions user identity details
to configured PAN/Check Point/ FortiGate Firewall based on the configured Auth Table Mapping
Policies.
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Step1: Configuring IF-MAP Server

To configure IF-MAP server on the IPS:

Select System > IF-MAP Federation > Overview.
2. Select IF-MAP Server.

3. Click Save Changes.

IF-MAFP = Overview

This Server This Client

An IF-MAP federation simplifies the work of end users by letting network devices share information about user sessions. For example, if a user connects to the network using Connect Secure, they can
automatically gain access (if authorized) to protected resources that are behind Infranet Enforcer firewalls, without having to log in again.

A Warning: Please reduce total log file sizes to 500 MB, under Log/Monitoring and Troubleshooting, to ensure enough space for the IF-MAP database

Choose whether this Ivanti Policy Secure runs an IF-MAP Server, an IF-MAP client, or no IF-MAP
® IF-MAP Server

Enhance IF-MAP Server storage Note: If PP
IF-MAP Client

No IF-MAP

s crares

An IF-MAP

nt of itsell

his option should t

ed for better scale

4. Select IF-MAP > This Server > Clients > New Client and add IPS/ICS as IF-MAP client

IF-MAP = This Server = Clients = New [F-MAP Clients

ew IF-MAP Clients

w IF MAP client

Name: Label to reference this IF-MAP client

Description

IP addresses: All possible source IP ad

sses for inbound connections from the clien

w Authentication

Basic

Certificate

Save Changes
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5.

6.

Install the Device certificates and Trusted Server CA from System > Configuration >
certificates on both IF-MAP Server.

Configuration = Certificates = Davice Certificate

Device Certificate

Licensing Puise One Security DMI Agent Sensors Client Types Guest Access

Client Auth Cerfificates  Cerfificates Validity Check

Specify the Device Certificate(s). If you don't have a certificate yet, you can create a CSR and import the resulting signed certificate. If necessary, you can add custom Intermediate CAs.

Import Certificate & Key._
10 ~ records per page Search

[ Certificate issued to Issued by Valid Dates Used by
[ Elpsecurenet psecure net Feb 2 14:29:33 2018 GMT to Jul 26 14:29:33 2023
GMT.

If the client is added successfully the status turns to green color.

Configuration > Certificates > Device Certificate

Device Certificate
Licensing Pulse One Security Certificates DMI Agent Sensors Client Types Guest Access

Client Auth Cerfificates  Ceriificates Validity Check

Specify the Device Cerificate(s). If you don't have a certificate yet, you can create a CSR and import the resulting signed certificate. If necessary, you can add custom Intermediate CAs

impor Getcat 5 ey
10 ~ records per page Search:

Certificate issued to Issued by Valid Dates Used by
L Epsecurenet psecure net Feb 2 14:28:33 2018 GMT to Jul 26 14:29:33 2023
GMT

Step 2: Configuring IF-MAP Client

To configure the IF-MAP client:

1.

2.

Select System > IF-MAP Federation > Overview.

Select IF-MAP Client.
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3. Enter the IF-MAP server IP address or the complete server URL.

IF-MAF = Overview

| This Client

An IF-MAP federation simplifies the work of end users by letting network devices share information about user sessions. For example, if a user connects to the network using Connect Secure, they can
automatically gain access (if autharized) to protected resources that are behind Infranet Enforcer firewalls, without having te log in again

Choose whether this Ivanti Policy Secure runs an IF-MAP Server, an IF-MAP client, or no IF-MAP

IF-MAP Server
® IF-MAP Client
No IF-MAP

An IF-MAP Server is automatically an IF-MAP client of itself

w Server URL

* Server URL: Example: hitps /fic/dana-ws/soap/dsifmap

+ Authentication

® Basic

" Usemname
* Password:

Certificate

e e

After completing the IF-MAP server and IF-client configurations, configure the IF-MAP Policies. For
more information, see Configuring Session Export Policies

o This use case supports configuring only Session-Export policies.

Step 3: Viewing the Federated Session Details

To view the federated session details, select System > IF-MAP > This Server > Federation-wide
Sessions.

[F-MAP > This Server > Fed-Wide Sessions

ed-Wide Sessions
COverview This Semver This Client

210 sessions First user in administrative domain)
10 ~ | records per page Search |

Jse Capabilities IF-MAP Roles Device Altributes Signin Time Events Signed in IP Address Signed in MAC Address Publisher ID

user1 LimtedAccess_Role 2018-01-12 09:37:40 1588885 1CsxZsQ/PCS-30.250

—preious [Jl rex—
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Visibility based Firewall Enforcement

Overview

Profiler provides visibility of the endpoints connected to network. On Profiler, Profile groups can be

created using an attribute or combination of device attributes.

The profiler discovered and classified devices with matching attributes belong to configured groups. In
few customer environments such as manufacturing industries devices should be able to access
applications/resources protected by firewall.

In such scenarios, IPS allows Administrator to provision Auth Table Mapping policy and Resource
Access policy configured using profile groups for the devices. IPS provisions the device identity
information to the firewall and then Administrator can configure firewall policy based on the

requirement.
The provisioning of device information to firewall is described below:
1. Profiler configured on IPS discovers devices connected to network.

2. IPS gets the profiled device information, which belongs to one or more groups. IPS then uses this
device information to provision Auth Table Mapping to firewall. The Auth Table Mapping policy
defines Profile Group based access control to firewall protected devices.

3. Device Identity details (user id: MAC address of the device, IP address and Profile Group Name)
are provisioned to firewall.

4. Device tries to access resources protected by firewall. Devices are allowed to access resources
behind firewall based on Profile Group.

5. Any change to Profile Group information for a device will be updated in the firewall.

- SRX security policy applies to the role ID and not the role name. Hence, IPS exports Profile
o group IDs to SRX and not the Profile group names.

- Resource access policy and loT policy configured based on Profile groups will be exported to

firewall along with group information.

Configuring Firewall Provisioning based on Profile Group

To configure firewall provisioning based on Profile group:
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1. Admin configures local profiler on IPS to discover devices connected to network. For Profile

group configuration, see Configuring Profiler Groups. Auth Table Timeout option is used for

dynamic auth table policy provisioning to firewall (Applies only to SRX firewall).

Profiler Configuration = Profile Groups

Profile Groups

Settings Forward and Sync Endpoint Data

+ New Profile Group...

10T
Juniper

Switches

Device Sponsoring Troubleshooting Fingerprint DB Profile Groups

" Edit Profile Group

Cisco_Devices .’

Group Name *

Switches Devices in this group

= "*juniper™") or (0s 1= "*juniper™ and ip = “10.204*")
category = "Switch*" -
@ Auto-Approval O Manual-Approval O Time-Bound-Approval

[J send email notifications whenever a new device enters this group.

Auth Table Timeout
60 Seconds (60 - 86400 seconds)

Auth table idle timeout value is used for Firewall provisioning, when action is configured as "Provision Auth Table As Needed" in Auth table mapping policy

Purge devices older than:

Never -

tabase automatically. Automatic Purge willtrigger every 24 hours Or it can be manually triggered using
ime of the device.

1 Delete this group

2. Configure firewall as an Enforcer, select Endpoint Policy > Infranet Enforcer > Connection

and add the enforcer.

3. Configure Auth Table Mapping Policy based on Profile Group, select Endpoint Policy >

Infranet Enforcer > Auth Table Mapping. Under Provision Settings, enable Provision Auth

Table based on Profile Groups.
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Select the Profile Group to which the policy applies and click Add and then click Save Changes.

Infranet Enforcer > Infranet Enforcer Auth Table Mapping Policies > New Policy

New Policy

Required: Label to reference this polic

* Name: AUTH_TABLE_PROFILER_GROUPS_SWI'

Description

+ Infranet Enforcer

Specify the Infranet Enforcer(s) to which this policy applies.

Available Enforcers: Selected Enforcers:
(none) PAN -
Add FortigateFW
SRX
-

+ Enforcement Settings
Enable this option to provision only IP-User mapping to Palo Alto Networks Enforcer. Applicable to Palo Alto Networks Enforcer only.

[ Provision only IP-User mapping to Palo Alto Networks Enforcer

“ Provision Settings

Enable this option to provision Auth Table based on Profile groups (for devices that require resource access without authentication).

Provision Auth Table Based on Profile groups

“ Profile Group

Select the profile group(s) for which this policy applies.
Available Profile Group(s): Selected Profile Group(s):

- -

CIsCO 10T

Switches

juniper

v KCEIOI‘IS

® Always Provision Auth Table
Provision Auth Table As Needed Only available for Juniper enforcers
O Never Provision Auth Table

V8YS:

]

¥ One-to-one NAT Deployment

[ Provision Auth table for one-to-one NAT Deployment Enable this option to provision Auth Table for one-to-one NAT Deployment

Save Changes Save as Copy

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 340 of 1219


http://www.ivanti.com/company/legal

Visibility based Firewall Enforcement

5. Configure Resource Access Policy based on Profile Group, select Endpoint Policy > Infranet
Enforcer > Resource Access Policy. Under Provision Settings, enable Provision Resource
Access Policy based on Profile Groups.
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Select the Profile Group to which the policy applies and click Add and then click Save Changes.

RESOURCE_ACCESS_JUNOS_SWITCHES

General

Infranet Enforcer > Infranet Enforcer Resource Access Policies > RESOURCE_ACCESS_JUNOS_SWITCHES

* Name: [ RESOURCE_ACCESS_JUNOS_SWITCHE

Required: Label to reference this policy.

Description:

v Infranet Enforcer

Platform @ Juniper Enforcers

Available Enforcers:

~ Resources

" Resources: 10.10.10.0/24

20.2010.0/20:*

Palo Alto Networks Firewall

Specify the Infranet Enforcer(s) to which this policy applies
(Applicable for only Juniper and Palo Alto Networks Firewalls.)

Selected Enforcers

SRX (SRX)

Specify the resources for which this policy applies, one per line.

Examples
/%:1-1024

10.10.10.0/24:%
icmp://10.10.10.10/255.255.255.255
10.10.10.0/24

“ Provision Settings

 Profile Group

Available Profile Group(s):

Clsco

juniper

Enable this option to provision Resource Access policies based on Profile groups (for devices that require resource access without authentication)

Provision Resource Access Policy Based on Profile groups

Select the profile group(s) for which this policy applies

Selected Profile Group(s):

10T

Switches

W Rctions.

@ Allow access
O Deny access

~ Enforcer Options

@ ALL Enforcer Options
(O SELECTED Enforcer Options

Available options

Antispam -
IDP
.
Web Filtering
Antivirus

Save Changes Save as Copy

* indicates required field

Specify the Enforcer options that should be enabled. If enabled here, the option must also be specified on the Enforcer policy that controls UAC traffic in order to take effect

(O Enforcer Options OTHER THAN those selected below

Selected options:

(none)

NOTE: changes to this page will cause a slight interruption of service for Infranet Enforcer Resource Policies users.
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7. ForloT access policy, select Endpoint Policy > loT Access > Enforcer Policy Configuration.
Under Provision Settings, enable Provision Resource Access Policy based on Profile Groups.
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16T Access = loT Policy Provisioning - Enforcer Policy Configuration > New Policy

New Policy

* Name: [ RESOURCE ACCESS PAN 0T ] Required: Labcl to reference this policy.

Description:

~ Infranet Enforcer

Platform JUNOS SRX

Palo Alto Networks Firewall

Specify the: Infranet Fnforcer(s) fo which this policy applies,
(Applicablc for only Jumiper and Falo Alto Notworks Hrewalls.)

Available Enforcers: Selected Enforcers

(none) PAN (PANNGFW)

~ Security Zones
Specily fitewall secuily zones for this policy.

If security 7one is not specified, then it applies to all 7ones i e any,
Multiple zones can be speciied with comma separated. Lxample: trust, mgmt

~ Device Details

Specity the hilter for getting resourees.
Category and Manufacturer
@ Profile Group
Ciick here te configure Device Categery or Profile Group

Selcct the profile aroup(s) for which this policy applics.

Available Profile Group(s): Selected Profile Group(s):
Clsco - 1oT -
USER

Service: any ~

Aulo-Updale Newly Discovered Devices.

~ Resources

Resources will be auto-pepulated using the configuration specified in Device Details panel, port field is editable.
I"olicy for the selected resources will be pushed to enforcer.

10~ records per page Search

P Protocol Port ]

10.25.16.160

10.25.15.250
10.25.15.251

10.25.15.252

10.25.15.263
10.96.195.224
Showing 1 to 6 of 6 entries Previous - Next

~ Provision Settings

Enable this option to provisi

n Resource \ccess policies based on Profile aroups (for devices that require rescurce access without authentication)

Provision Resource Access Pollcy Based on Profile groups
~ Profile Group

Select the profile group(e) for which this policy applies.
Available Profile Group(s): Selected Profile Group(s):

Clsco 1oT

USER

~ Actions

® Allow access

O Deny access

~ Enforcer Options

VaY:

NOTE: changes to this page will cause a slight interruption of service for Infranet Enforcer Resource Folicies users.
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10T Access > oT Policy Provisioning - Enforcer Policy Gonfiguration

10T Policy Provisioning - Enforcer Policy Configuration

10T Policy Provisioning

f e Enforcer Policy Configuration
Show policies that apply to Enforcer: All Enforcers v

New Policy

Showing 1o 5 of 5 entries 10 | records per page Search:
0 Policy Category Manufacturers Z::ﬁ:;ce Bctle C::;"e Enforcers  Roles Z::::s Profile Resources Action
10.25.15.150:*
10.25.15.250:*
O  RESOURCE_ACCESS_PAN_loT 101 oN PAN (PAN)  NA 107 0,215,250 Alow

10.25.15.252:"
10.25.15.253:"
10 96 195 224-*

- If there are Auth Table Mapping Policies based on Roles as well as Profile Groups and if there
is an authenticated session for an endpoint which is also profiled and belongs to group(s), then
user roles will be given precedence over profiler groups for firewall provisioning.

- If the user is logged out but profiled information is still available in the Profiler database then
endpoint information will not be provisioned to firewall based on profile groups. However, it
will be synced with firewall during next reconciliation.

- If there is an authenticated session and if the Auth Table Mapping policy provisioning is
changed to groups from roles then the corresponding entry may get deleted from the firewall
if there are no other policies applying to the user role(s).
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One-to-One Network Address Translation

Overview

One-to-One NAT is the process that maps one internal private IP address to one external public IP
address. This helps to protect the private IP addresses from any malicious attack or discovery as the
private IP addresses are kept hidden. IPS allows admin to provision auth table entries for endpoints
behind one-to-one NAT deployment.

One-to-One NAT Deployment

In this deployment, each end user is having their local address and they are assigned a unique NAT IP
address. IPS labels the end user as behind NAT for this type of deployment. The resources are
provisioned to firewall only if the Provision Auth table for endpoints behind one-to-one NAT
deployment option is enabled on IPS.

Unigue NAT [ [amea | [uiea]
IP address
Ivanti Policy Secure
M Provision Auth Table on the
firewall if one-to-one NAT
config is ON
NAT Router
Unique NAT
IP address
N
________________ }
Endpoint with local IP address
Firewall Protected Resources

The authentication process is described below:
1. User behind one-to-one NAT logs in and the corresponding user role is assigned.

2. A matching auth table mapping policy is detected. If configuration for Provision Auth table for
one-to-one NAT Deployment option is enabled in this policy, then authentication table for
external public IP address for the user is pushed on the firewall.

3. User logs out and all the external public IP address information associated with the user from
that endpoint is removed from the firewall.
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Configuring one-to-one NAT

To configure one-to-one NAT on IPS:
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1. Select Endpoint Policy > Infranet Enforcer > Auth Table Mapping.
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2. Under One-One NAT deployment, enable the checkbox for Provision Auth Table for one-to-
one NAT deployment.
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Infranet Enforcer = Infranet Enforcer Auth Table Mapping Folicies = AUTH PROV
AUTH PROV

* Name: AUTH PROV

Description:

+ Infranet Enforcer

Specify the Infranet Enforcer(s) to which this pelicy applies.
Available Enforcers: Selected Enforcers:

-

CHKPNT-BNG
SRX650-109

PAN

Add

Remove

¥ Roles

) Policy applies to ALL roles
@ Policy applies to SELECTED roles
() Policy applies to all roles OTHER THAN those selected below

Available roles:

Agentless_full_role Compliant

Agentless_rem_rols -

Add

Remove

Blocked_Users_Role
Contractor_FullAccess_Rols

Contractor_LimitedAccess_Role

-

+ Actions

'® Always Provision Auth Table

Provision Auth Table As Needed oniy available for Juniper enforcers

'~ Never Provision Auth Table

VSYS:

Selected roles:

w One-to-one NAT Deployment

¥ Provision Auth table for one-to-one NAT Deployment Enable this option to provision Auth Table for one-to-one NAT Deployment

* indicates required fisld
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3. The Admin is redirected to a confirmation page with a warning message.

This configuration option is recommended to use for one-to-one NAT Deployment. It is
o not recommended to use for many-to-one NAT Deployment. If used, it could allow

multiple endpoints behind many-to-one NAT to access resources without
authentication.

4. Click Enable.

5. Click Save Changes.
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IF-MAP Federation

Overview

The federation allows users to connect to a IPS or ICS appliance and then access resources that are
protected by the firewall connected to different IPS without re-authentication. For example, users in
large campus sites and in branch offices connect to the corporate network from campus, branch, or
private home offices and access the resources distributed across locations. The federation eliminates
redundant log ins and host checks and provides seamless access to protected resources. The federation
uses IF-MAP protocol to share information about user sessions between ICS and IPS over the
distributed network.

For more information about IF-MAP, see http://www.trustedcomputinggroup.org/wp-
content/uploads/TNC_IFMAP_v1_1_r5.pdf

IF-MAP Federation Use Cases

This section describes the various IF-MAP use cases. Using IF-MAP federation the users can seamlessly
access with a single log in to corporate resources protected by the firewall. It provisions seamless access
between the user sessions of ICS and IPS.

Access Control in the Federated Enterprise

In a federated enterprise, a user can log in to a IPS or ICS device for authentication or remote access
and access the resource protected by the firewall connected to another IPS. The session information is
shared across IPS or ICS device using IF-MAP protocol through IF-MAP server.

The federation requires dynamic auth table provisioning on the SRX firewall and allows access to the
protected resource based on the resource access policies that are configured on IPS.

The access solution serves the following objectives:

e Ensures that the employees can access the corporate network and can access resources and data
in both local and remote locations without having to specify their authentication credentials at

each security policy enforcement point.

¢ Enhances security by enforcing role or policy based access control.
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Ilvanti Policy Secure -F$

FC 1 sets metadata and o FC2 searches IF-MAP server for
publish to IF-MAP server metadata

Ivanti Policy Secure/lvanti Connect Secure — FC1 Ilvanti Policy Secure — FC2

o Firewall nofifies FC1 @ ez senas Aumn tavie entry
with a drop notification

Endpoint tries to access

protected resource Blocked -
) - NO Auth table entry =
) ” = =]
ﬂ ) L)l —========="""- Protected
o Resources
) SRX firewall
Endpoints Allowed

The session federation work flow is described below:
1. The user connects to network and authenticates with IPS/ICS (FC1).

2. Authentication information such as IP address, MAC address, username, and roles are published
to the IF-MAP server.

3. The user tries to access protected resource from the branch office.
4. The firewall blocks the access.

5. The firewall requests IPS (FC2) for session details such as user roles. IPS device subscribes to
session information and other endpoint data based on the originating IP address.

6. The federation server sends the search result based on the search request from IPS (FC2).
7. IPS (FC2) send roles and policy information to the firewall.

8. The firewall allows or denies traffic based on the resource access policies received from FC2.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 353 of 1219


http://www.ivanti.com/company/legal

[F-MAP Federation

Session Migration across ICS and IPS using IF-MAP

IF-MAP federation allows seamless access to the users connected through remote access and on
premise network without re-authenticating. For example, a user can connect from home through ICS
and then arrive at work and connect through IPS without logging in again. The session migration also
enables users to access different resources within the network that are protected by internal devices
without repeatedly providing credentials.

When a session is migrated, realm role-mapping rules determine user access capabilities. You can
import user attributes when a session is migrated, or you can configure a dedicated directory server to
look up attributes for migrated user sessions. To ensure that session migration retains user sessions,
configure a limited access remediation role that does not require a Host Checker policy. This role is
necessary because the Host Checker timeout can be exceeded if an endpoint is in hibernation or asleep.
With the new remediation role, the user's session is maintained. The session migration works only with
same authentication group.

If additional Host Checker policies are configured on a role or realm to which a migrated session
applies, the policies are performed before allowing the user to access the role or realm. Administrators
of different Ivanti servers should ensure that Host Checker policies are appropriately configured for
endpoint compatibility.
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Ivanti Policy Secure - F§

Publish the session ° o

information . . .
session migration

Ivanti Connect Secure lvanti Policy Secure
A

r s

session identifier

jipu

Endpoints

The session migration workflow is as follows:

1. User connects to ICS and the information is published to the federation server, which includes
session identifier.

2. The session identifier information is also communicated to Pulse client.

3. When user connect to IPS in the same authentication group after arriving at office network using
Pulse client.

4. The Pulse client sends session identifier to IPS.

5. IPS appliance uses the session identifier to look up the session information in the IF-MAP server
and request to migrate the session from ICS to IPS.

6. IPS create a local session for the endpoint.

To permit session migration for users with the Pulse client, perform the following tasks:
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Configure location awareness rules within a client connection set to specify locations included in
the scope of session migration for users. For example, configure location awareness rules for a
corporate IPS server connection and a ICS server connection.

Configure an IF-MAP federated network, with the applicable lvanti servers as IF-MAP Federation
clients of the same IF-MAP Federation server.

Ensure that user entries are configured on the authentication server for each gateway.
Ensure that user roles are configured for all users on each gateway.

Define a remediation role with no Host Checker policies to allow user sessions to be maintained
when an endpoint is sleeping or hibernating.

Configure role-mapping rules that permit users to access resources on each gateway.
Enable and configure session migration from the User Realms page of the admin console.

Distribute the Pulse client to users.

Configuring Session Migration for Pulse Client

Ensure that all of the IPS and ICS servers for which you want to enable session migration are I[F-MAP

Federation clients of the same IF-MAP Federation server. Additionally, make sure that each gateway is

configured according to the procedures outlined in this section.

To configure session migration:

1.

In the admin console, select Users > User Realms.

Select an existing realm, or create a new realm.

On the General page, select the Session Migration check box. Additional options appear.
In the Authentication Group box, enter a string that is common to all of the gateways

that provision session migration for users. The authentication group is used as an
identifier.

Select for either the Use Attributes from IF-MAP option button or the Lookup Attributes
using Directory Server option.
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o Select Lookup Attributes using Directory Server only if you are using an LDAP server. Attributes
are served faster with an LDAP server.
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User Realms = Cert Auth = General

General
m Authentication Policy Role Mapping
*  MName: Cert Auth
Description: System created
authentication realm for
Certificate Authentication.
! When editing, start on the Role Mapping page
v Servers

Specify the servers to use for authentication and authorization. To create or manage servers, see the Servers page.

Authentication: Certificate Authentication ¥
User Directory/Attribute: MNone v
Accounting: Mone v
Device Attributes: None v

w Additional Authentication Server

[ Enable additional authentication server

* Dynamic policy evaluation

[ Enable dynamic policy evaluation

+ Session Migration

¥ Session Migration

Session migration allows Pulse Secure clienis to maintain a session across different Pulse Policy Secure and Pulse Connect Secure devices without reguiring rea

Authentication Group: | Auth_Group A string that determines which sessions may be migrated or shared

Inbound Sessions:
'® Use Attributes from IF-MAP

) Lookup Attributes using Directory Server

w Other Settings

Authentication Policy: Certificate restrictions
Password restrictions
Role Mapping: Mo Rules

* indicates required field
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Authentication Server Support

The behavior of session migration depends to some extent on the authentication server on the inbound
side.

The following list provides a summary of authentication server support:
e Local authentication server-Migration succeeds if the username is valid on the local
e authentication server.

e LDAP server-Migration succeeds if the LDAP authentication server can resolve the username to a
distinguished name (DN).

e ACE server-Migration always succeeds.

e RADIUS server-Migration always succeeds. If you select Lookup Attributes using Directory Server,

no attributes are present in the user context data.

e Active Directory-Migration always succeeds. The Lookup Attributes using Directory Server option
may not work, depending on your configuration.

¢ Certificate-Migration succeeds if the certificate is valid.

e SAML-Migration always succeeds because Identity provider is external server.

IF-MAP Configuration

The IF-MAP configuration involves configuring the IPS device as an IF-MAP client or an IF-MAP server.
You can configure the ICS device as an IF-MAP client for an IF-MAP server. A device configured as an IF-
MAP server is automatically a client of itself. An IF-MAP server can function as a fully functional IPS
device and any endpoint sessions with an IP address created on an IF-MAP server are automatically
published to that IF-MAP server.

Configuring IF-MAP Server

An IF-MAP server is a repository for IF-MAP clients, which is used for publishing information regarding
an activity on the network. To deploy IPS as an IF-MAP server, you must configure IPS as an IF-MAP
server and then add IPS/ICS as IF-MAP clients. A IPS device can be deployed as a dedicated IF-MAP
server for better scale and performance. If you opt for this configuration it consumes most of the virtual
memory available on appliance, which results in performance degradation of other IPS services.
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o Currently, only Active/Passive cluster mode for IF-MAP server is supported.

To configure IF-MAP server on the IPS:

1. Select System > IF-MAP Federation > Overview.

IF-MAP > Qverview

Overview
This Server This Client

An IF-MAP federation simplifies the work of end users by letting network devices share information about user sessions. For example, if a user connects to the netwark using Connect Secure, they can
automatically gain access (if authorized) to protected resources that are behind Infranet Enforcer firewalls, without having to log in again.

A Warning: Please reduce total log file sizes to 500 MB, under Log/Monitoring and Troubleshooting, to ensure enough space for the IF-MAP database.

Choose whether this Ivanti Policy Secure runs an IF-MAP Server, an IF-MAP client, or no IF-MAP

® IF-MAP Server

An IF-MAP Server is autom an IF-MAP client of tself

[J Enhance IF-MAP Server storage Note: If PS is used d IF-MAP server, this option should be selected for better scale
IF-MAP Client

No IF-MAP

Save Cranges

2. Select IF-MAP Server option

(Optional) Select Enhance IF-MAP server storage for using the appliance as a dedicated
federation server for high scalability.

3. Click Save Changes.

Adding IF-MAP Clients

The IF-MAP client must be added for subscribing the session information on an IF-MAP server. You
configure an entry for each IF-MAP client on the IF-MAP server.

To add IF-MAP client:

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 360 of 1219


http://www.ivanti.com/company/legal

[F-MAP Federation

1. Select System > IF-MAP Federation > This Server > Clients.

2. Click New IF-MAP Client.

IF-MAP = This Server > Clients > New IF-MAP Clients

New IF-MAP Clients

W IF MAP client

Name: Labe! o reference this IF-MAP client
Description:

4
IP addresses: All possible source IP addresses for inbound connections from the client

% Authentication

Basic
Certificate

Save Changes

3. Under IF-MAP Client,
e Enter name and optionally a description for client.
¢ Enter one or more IP addresses of the client.

 If the client is connected to multiple data links on the same network or different
network, then list all of its physical network interfaces.

¢ If the client is a IPS cluster, then list the internal and external network interfaces of
all nodes. You must enter all of the IP addresses for all of the interfaces because
equipment failures may cause traffic between the IF-MAP client and the IF-MAP
server to be re-routed through a different network interface. Listing all of the IP
addresses maximizes the probability that IF-MAP Federation still works in the event
of a failure.

4. Under Authentication, select the Client Authentication Method: Basic or Certificate.

« If you select Basic, enter a Username and Password. The same information should be
added to the IF-MAP server.

 If you select Certificate, choose which Certificate Authority (CA) to use to verify the
certificate for this client. Optionally, specify certificate attributes or restrictions to require
values for certain client certificate attributes.

5. Click Save Changes.
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Configuring IF-MAP Client

The IF-MAP client publishes the basic session information, which includes IP address, usernames, and
roles. The IF-MAP server stores the information as metadata. Other IF-MAP clients in the network can
poll the server for metadata information when the endpoint tries to access the protected resource. A
ICS or IPS device can be deployed as an IF-MAP client. The IPS device connected to firewall is always
added as an IF-MAP client. You must import the trusted root CA certificate of the federation sever
device certificate issuing cert store in to IF-MAP client for secure connection. You can trust the
certificate issued by CA of server's device certificate by importing the root certificate of the issuing

authority.
To configure the IF-MAP client:
1. Select System > IF-MAP Federation > Overview.

2. Select IF-MAP Client.

IF-MAP = Qverview

This Client

|An IF-MAP federation simplifies the wark of end users by letting network devices share information about user sessions. For example, if a user connects ta the network using Connect Secure, they can
automatically gain access (if authorized) to protected resources that are behind Infranet Enforcer firewalls, without having to log in again
Choose whether this [vanti Policy Secure runs an IF-MAP Server. an IF-MAP client. or no IF-MAP

IF-MAP Server An IF-MAP Server is automatically an IF-MAP client of itself
® IF-MAP Client
No IF-MAP

w Server URL

* Server URL: Example: hitps:/fic/dana-ws/soapidsifmar

+ Authentication

@ Basic

* Usemame:
* Password:

Certificate

s e

3. Enter IF-MAP server IP address or complete IF-MAP server URL. For IF-MAP server in cluster
mode use the virtual IP address (VIP).
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4. Select the Client Authentication Method: Basic or Certificate.

e Select Basic authentication, and enter the username and password. This is the same as
the information that you entered on the IF-MAP server.

» Select Certificate, select the Device Certificate to use.

5. Ensure that the certificate of the CA that signed the IF-MAP server certificate is added from the
System > Configuration > Certificates > Trusted Server CA page.

6. Ensure that the hostname in the IF-MAP URL on the client machine matches the hostname of the
server certificate on the IF-MAP server and that the CA that signed the server certificate is
configured as trusted server CA on the IF-MAP client.

7. Click Save Changes.

The status light on the server's IF-MAP Federation > This Server > Clients page is green when the client
and server are successfully connected.

Configuring IF MAP Policies

The IF-MAP policies allows you to perform the data synchronization operations between the?IF-MAP
server and IF-MAP clients.

Session Export Policies

The session export policy specifies how to transform Pulse Client session data into IF-MAP standard
data. It allows IF-MAP clients to translate outgoing session information into IF-MAP data and incoming
IF-MAP data into session information. These translations enable sessions to be shared between ICS and
IPS even if the devices sharing sessions have different role configurations.

To configure a session export policy:
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1. Select System > IF-MAP Federation > Session-Export Policies.

2. Click New to create a new policy.

Policy Type: Session Export

Policy Mame: |

Policy Description: |

Apply policy for these roles: Available Roles: Selected Roles:
Erss : :
Guest Admin
OnboardRole
remed
Remediation
Users

v Policy Actions

[# Set IF-MAP Capabilities IF-MAP capabilities are similar to Pulse Policy Secure and Pulse Connect Secure roles

@ Copy matching roles
Copy ALL roles

Set capabilities specified below

= View Advanced Actions

= Stop processing policies when this policy matches.

Save Changes

3. Enter a policy name and, optionally, a description.

4. Select role and add if the policy needs to be applied to selected roles only, otherwise by default
is to apply policy for all roles.

5. Under Policy Actions, select Set IF-MAP Capabilities and select the applicable option:

e Copy Matching Roles-Copies all of the user roles that match the roles specified in the
Roles section of this policy into the IF-MAP capabilities data.

e Copy all Roles-Copies all of the roles from the user session to the IF-MAP capabilities
data.

e Set capabilities specified below-Enter capabilities, one per line.

To configure advanced options:
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1. Select the View Advanced Actions link to display additional options.
2. Select Set IF-MAP Identity and configure identity settings:

* Identity Type -Select an element used to specify identity. Options include aik-name,
distinguished-name, dns-name, email-address, kerberos-principal, trusted-platform-
model, username, sip-uri, tel-uri, and other. For example, for a regular employee named
Bob Smith you can select username as the Identity Type and enter the Identity as

username bsmith.

« Identity-ldentity is normally specified as <NAME>, which assigns the user's log in name.
Any combination of literal text and context variables may be specified. If you select other
for Identity Type, enter a unique Identity Type in the text box.

¢ Administrative Domain-This optional information is applied to identity and MAC
address data. One example for using this field is in a large network environment with
several domains in which a username could be duplicated. By supplying the domain, you
ensure that the correct user is identified.

e Other-This field is provided for advanced use cases when none of the predefined options
are applicable.

3. Select Set IF-MAP Roles and select the applicable option:

¢ Copy Matching Roles-Copies all of the user roles that match the roles specified in the
Roles section of this policy into the IF-MAP capabilities data.

¢ Copy all Roles-Copies all of the roles from the user session to the IF-MAP capabilities
data.

* Set capabilities specified below-Enter capabilities, one per line.

4. Select Set IF-MAP Device Attributes. Device attributes represent a passed Host Checker policy
on PIPSPS or ICS. Select the applicable option:

e Copy Host Checker policy names-The name of each Host Checker policy that passed for
the session is copied to a device attribute.

¢ Set Device Attributes-Enter device attributes, one per line.

5. Select Stop processing policies when this policy matches to specify that when this policy is
matched, no more Session-Export policies should be applied.
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6. Select Save Changes or continue to configure advanced actions.

Session Import Policies

The session import policies specify how the device derives a username and a set of roles based on IF-

MAP data that it receives from the IF-MAP server. The import policies are similar to role mapping rules

on a realm. You must be precise when you configure Import policies, otherwise roles cannot be
assigned properly.

To configure session-import policies:

1. Select System > IF-MAP > Session-Import Policies.

2. Click New to create a new policy.

IF-MAP = This Client = IF-MAP session import policies = Session-import Policy

Session-Import Policy

Policy Type: Session Import
Policy Name:
Policy Description:

v Conditions when Policy Applies

(] Match IF-MAP Capabilities

Makes this poiicy apply only when a federation-wide session has parficular capabiliies. IF-MAP capabiities are similar to Pulse Policy Secure roke:
= View Advanced Conditions

¥ Assign these roles

(7] Use these roles

(¢ Copy IF-MAP Capabilities
® All capabilities
Specified capabilities
All capabilities other than those specified below

4

= View Advanced Assignment Option

) Stop processing policies when this policy matches.

e e

3. Type a policy name and, optionally, a description.

Under Conditions when Policy Applies, select Match IF-MAP Capabilities.
You can use the wildcard characters * and % to match IF-MAP capabilities.
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5. Enter IF-MAP capabilities exactly as they appear in the corresponding session-export policy. For
example, if you assigned the value “engineering” to an IF-MAP capability in the session-export
policy, enter "engineering” here.

6. Under "Assign these roles,” select Use these roles and select the roles for which the policy
applies.

7. Alternatively, select Copy IF-MAP Capabilities. If you select this check box, IF-MAP session
capabilities on the IF-MAP server are converted to IPS roles with the same name. You can use this
option if IPS roles and IF-MAP capabilities have the same name. This option is typically not
required for IPS deployments.

8. Select Stop processing policies when this policy matches to specify that when this policy is
matched, no more Session-Export policies should be applied.

9. Select Save Changes, or continue to configure Advanced Conditions.
You can configure advanced options that would further require that Identity, Role, or Device
Attributes in the IF-MAP data for a session must match before applying the role matching. The
advanced options are not required for most IPS IF-MAP deployments.

To configure advanced options:
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. Select the View Advanced Conditions link to additional options.

. Select one or more of the following check boxes to specify which IF-MAP criteria to use for

assigning roles:

You can use the wildcard characters * and % to match IF-MAP capabilities.

¢ If you select Match IF-MAP Identity, complete the following settings:

Identity Type-Select an element used to specify identity. Options include aik-
name, distinguished-name, dns-name, email-address, kerberos-principal, trusted-
platform-model, username, sip-uri, tel-uri, and other. For example, for a regular
employee named Bob Smith you can select username as the Identity Type and

enter the Identity as username bsmith.

Identity-Identity is normally specified as <NAME>, which assigns the user's log in
name. Any combination of literal text and context variables may be specified. If you
select other for Identity Type, enter a unique Identity Type in the text box.

Administrative Domain-This optional information is applied to identity and MAC
address data. One example for using this field is in a large network environment
with several domains in which a username could be duplicated. By supplying the
domain, you ensure that the correct user is identified.

Other-This field is provided for advanced use cases when none of the predefined
options are applicable.

¢ Match IF-MAP Roles-Enter individual roles in the provided text box.

e Match IF-MAP Device Attributes-Enter individual device attributes in the provided text

3. Click Save Changes.

Active Federated Session Details

The federated session details of all the active users can be viewed on both the IF-MAP client and the IF-

MAP server.

Imported Session Details

The session details from IPS, which are provisioned to SRX firewall can be viewed on an IF-MAP client.
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To view, remove, or remove all the current sessions on an IF-MAP client:
1. Select System > IF-MAP Federation > This Client.

2. Select Imported Sessions.

IF-MAP = This Client = Imported IF-MAP Sessions
Imported IF-MAP Sessions

QOverview This Server This Client

Exported Session Importe s
e —

Show users namedl * Show| 200 users

Total number of imported sessions: 0

& Active = Endpoint + Usemame Publisher Id Assigned Roles

3. Select Remove or Remove All to remove the imported federated session(s) from the device and

the associated authentication table entries.

Exported Session Details

On an IF-MAP client, you can view all sessions from other IPS appliances that are currently published to

firewall.
To view the exported sessions:
1. Select System > IF-MAP Federation > This Client.

2. Select Exported Sessions.

IF-MAP = This Client = Exported IF-MAP Sessions
Exported IF-MAP Sessions

Overview This Server This Client

Exportec ns
——

Show users named:| * Show| 200 users

Total number of exported sessions: 0

Usemame + Identity Identity Type Identity Other Roles Capabilities Device Attributes
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Federated Session Details

The federated sessions published to the server can be viewed on an IF-MAP server. The IF-MAP server
purges sessions about 3.5 minutes after the client disconnects. The exceptions are if the server is
currently involved in a purge or immediately after the server starts. It takes several minutes to scan the

database before a purge can begin.
To view details about users and their sessions, and perform detailed searches:

1. Select System > IF-MAP Federation > This Server > Federation-Wide Sessions.

IF-MAP = This Server > Fed-Wide Sessions

Fed-Wide Sessions

Overviow This Clent

Federation-Wide Sessions

200 sessions First user: in administrative domain
10 ~  records per page Search

User Capabilities IF-MAP Roles Device Attributes Signin Time Events Signed in IP Address Signed in MAC Address Publisher ID
Mo entries are present

«— Previous = Next —

2. Enter users and administrative domain and click Update to search for specific session

information.

3. Sort users on the page by selecting User or Signed in IP Address.

e The maximum number of session entries displayed in the Federation-Wide Sessions
table or returned by the query to the table is 5,000 entries.

e You can also view IF-MAP session-export details by selecting the IF-MAP check box at
Troubleshooting > User Sessions > Policy Tracing in the admin console.

Troubleshooting
The following diagnostic tools on IPS can assist you in troubleshooting the federated network:

e IF-MAP Client User Messages-On the IF-MAP client, logs information that is published to and
removed from the IF-MAP server. Enable IF-MAP Client User Messages by selecting
Log/Monitoring > User Access > Settings on the IPS IF-MAP client.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 370 of 1219



http://www.ivanti.com/company/legal

[F-MAP Federation

¢ IF-MAP Server Trace-On the IF-MAP server, logs the XML for all IF-MAP requests and
responses. Enable the IF-MAP Server Trace by selecting Log/Monitoring > Events > Settings on
the IF-MAP server. IF-MAP Server Trace should only be enabled for troubleshooting purposes,

because running this diagnostic incurs a large performance impact.

¢ Debuglog - Select Troubleshooting > Monitoring > Debug Log, use event code dsfederate for
debugging logs.

The admin logs help to debug the configuration issues. Ensure that the server root CA certificate is
imported to avoid configuration issues.

If the IF-MAP server loses the connectivity due to hard failures and reconnects back within 3 minutes,
then the access to protected resources is not affected. If the connection is lost for more than 3 minutes
the access to protected resource is suspended till the users tries to access the resource.

Appendix

Clustering in a Federated Deployment

You can deploy clustered IPS appliance as IF-MAP servers or IF-MAP clients. You can configure IF-MAP
servers in an Active Passive cluster. IF-MAP clients must be configured with the cluster's virtual IP (VIP)
and must communicate with only the active node.

The session changes in federation cluster networks are propagated rapidly. The clients can access
resources without experiencing delays, and there is no single point of failure. If any single device fails,
the passive node recovers in seconds. You can configure IF-MAP client in Active/Active or
Active/Passive cluster.

You can also use clustered IPS appliances as server replicas. The following figure illustrates a complex
network of clustered and standalone IPS appliance.
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/IF- MAP Server 2 in A/P Cluster

E=a

Requests from clients will be
forwarded to replica. If the
request is from another
replica it will not be
forwarded

Fed client sets metadata
and publish to IF-MAP
server.

= =

IF- MAP Client

Requests from clients will be
forwarded to replica. If the request
is from another replica it will not be
forwarded.

IF- MAP Client

Fed client sets metadata and publish

- <

to IF-MAP server.

IF- MAP Server 3

When a new node joins the
replication, Nodes create a back up
and forwards only the metadata of It's
clients

Any requests during backup will be
forwarded to the new node

o

If a replica gets disconnected and the node get

-
[ IF-MAP Server 1in A/P Custer/

— reconnected there will be reconciliation either
o ° Fast or Full.
IF- MAP Server 4 Fast : Connect back in less than 3 mins
Resend the last few changes just the ones the

receiver is missing

Full: If down time is more than 3 mins
purge all the data for this replica and

push a snapshot of DB with metadata of it's
client.

Replica IF-MAP Server

The IF-MAP server has the capability to replicate all of its IF-MAP data to other IF-MAP servers. For
example, if you have a network in Boston and a network in London, you can run IF-MAP servers in both

places and configure the IF-MAP servers in both locations to replicate data to one another. An endpoint

that accesses IPS or ICS can access protected resources behind any of the IPS devices connected to local

or replica IF-MAP server.

Each replica IF-MAP server communicates in a bidirectional way with all the connected IF-MAP server

replicas. The data on each IF-MAP server is available on every server and enhances the system

performance. A 3-way replica in mesh topology in which all the servers are connected to each other is

supported.

The following figure depicts one possible deployment replica scenario.
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IF-MAP Server 2
r Y

CEE=s
IF-MAP client

IF-MAP client
CEE=]

IF-MAP Server 1

Y

IF-MAP client

Bandwidth issues determine the effectiveness of the entire IF-MAP Federation's operation. A key to
timeliness is that IF-MAP servers should generally be placed geographically close to IF-MAP clients to
ensure the most efficient operation. Replicas in an IF-MAP federated network allow user session data to
be shared over greater distance. For example, the user in Boston can connect with servers in London

through the replicated IF-MAP server in London.

To configure IF-MAP server replicas to communicate:
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10.

Select System > IF-MAP Federation > This Server.

Click the Replicas tab and then select New IF-MAP replica to configure Replica settings.

IF-MAP = This Server > Replicas > New IF-MAP Replicas

New IF-MAP Replicas

“ IF MAP replica

Name: | Label to reference this IF-MAP repiica

Description:

Hostname | Hos

IP addresses:

w Authentication

Basic
Certificate

Save Changes

Type a Name for the replica IF-MAP server.
(Optional) Enter a Description for the replica or replica network.

For Hostname, enter the hostname that exactly matches the replica's device certificate. This is
used when this IF-MAP server initiates a connection to the replica. Use the fully qualified domain
name (FQDN) of the replica's internal or external interface. For a cluster, use the FQDN of the
internal or external VIP.

After IP addresses, provide one or more IP addresses from which the replica can initiate
connections to this server. If the replica is standalone, for survivability list both the internal and
external network interfaces. If the replica is a cluster, for survivability list the internal and external
network interfaces of both cluster nodes.

Select the Authentication method: Basic or Certificate.
For Basic, enter a username and password.

For Certificate, select the CA that issued the IF-MAP replica's certificate. Enter restrictions, one
per line. If any restrictions match, (for example CN=ic.example.com), the certificate is accepted.

Click Save Changes to create the connection for the replica.
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Coordinated Threat Control in a Federated Environment

You can use Juniper Networks IDP Series Intrusion Detection and Prevention Appliance with Federation
to detect attacks from within the network. Any endpoint that is on any connected IPS device or ICS can
be monitored for suspicious activity. IF-MAP clients can work together to provide coordinated threat
control across all attached enforcement points.

Endpoints that access ICS can be monitored by standalone IDP. Endpoints that access IPS device can be
monitored by either standalone IDP, Integrated Security Gateway Intrusion Detection and Prevention
ISG-IDP, or SRX Series Services Gateway IDP.

The IDP device reports attacks to the IPS or ICS to which it is connected. The IPS or ICS configured as an
IF-MAP client reports the user's activity to the IF-MAP server using IF-MAP. The IF-MAP server notifies
the authenticating IPS or ICS about the attack, and the authenticating device applies its IDP sensor
policies. If new roles or restrictions are imposed on the endpoint based on policies configured on the
device, the IPS or ICS publishes the new session information for the endpoint to the IF-MAP server.

When any other IPS or ICS polls the IF-MAP server, the newly published session information for the user
determines the protected resources that the user can access. The following figure shows a deployment
with IDP.

IF-MAF Server

™ :.
Protected R‘::SOI.II'CES
o o iDP
o .’\/\\
——
IPS 1/1CS 1 IPS 2/ICS 2 IPsS3 B[]
]

Fire= va

| = =

Endpoints

The following steps summarize the interaction with IDP in an IF-MAP federated network.
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1. The endpoint successfully accesses IPS or ICS 1 and publishes session data to the IF-MAP server
through Session-Export policies.

2. The endpoint attempts to access protected resources behind the SRX firewall, which is connected
to IPS 3. IPS 3 uses IF-MAP to query the IF-MAP server for session information about the
endpoint. After receiving session information, IPS 3 uses Session-Import policies to determine
roles and then provisions an auth table entry on the SRX firewall. IPS 3 subscribes to updates
about the endpoint's session data.

3. After the endpoint is successfully connected to resources behind the SRX firewall, IDP detects an
attack originating from the endpoint.

4. |DP notifies IPS 2 of the attack. (If IDP is standalone IDP, IPS 2 could also be an ICS. If IDP is an
SRX firewall with the ISG-IDP security module, IPS 2 cannot be a ICS, because the ICS does not
communicate with the SRX firewall.)

5. IPS 2 updates the endpoint session data on the IF-MAP server with information about the attack.

6. The IF-MAP server notifies IPS or ICS 1 (the original authenticating device) about the attack. The
authenticating IPS or ICS is responsible for consuming the attack.

7. The authenticating IPS or ICS applies its sensor policies to the endpoint and updates the
endpoint's session according to actions specified in the sensor policies. For example, the
endpoint must be assigned a more restrictive role. The IPS or ICS publishes the new session
information to the IF-MAP server, and the new information replaces the old data.

8. The IF-MAP server notifies any IPS that subscribe to updates about the endpoint. This includes
IPS 3, which is connected to the SRX firewall.

9. IPS 3 applies Session-Import policies to the new session data for the endpoint and pushes the
resulting roles to the SRX firewall.

10. If the new set of roles denies access to the protected resources, access is denied.

Performance and Scalability
The IF-MAP server is supported on both hardware and virtual platforms.

The scalability of the IF-MAP server depends on:
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¢ Type of platform- Hardware or VM image.

e If the IF-MAP server is used as a dedicated IF-MAP server and the virtual memory available. You
must configure IPS as dedicated only when you want it to be fully used as an IF-MAP server and
not for other processes such as authentication.

* Number of roles and attributes.

¢ For example, PSA 7000 has no impact of dedicated IF-MAP server setting option due to kernel
memory limit of process. With single role for session, scale limit is up to 300K fed-wide sessions.

e PSA5000/SM360/PSA3000, the scale limit is 150K fed-wide session on dedicated IF-MAP
appliance.

e For virtual platform (VM image), scalability is limited and based on the size of virtual memory.
The performance on IF-MAP server is described below:
e The IF-MAP server supports 24 export/import requests together per second.

¢ The time interval required to access the resource protected by the firewall after the user log in is
20 seconds.

e Latency and bandwidth between IF-MAP replicas affect the amount of time taken to replicate
large amounts of data during heavy IF-MAP server utilization.

e The IF-MAP federation replica is supported over transatlantic link, however we might face issues
due to WAN connection and latency between the devices.

e For clustering or replication, there is no impact on the scalability.
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Behavioral Analytics

Overview

Enterprises deal with constant and ever-increasing magnitude of threat vectors, which includes Data
Loss Prevention (DLP), malware and Domain Generation Algorithms (DGA) attacks. With changing
business requirements and new types of threats, Administrators must understand how users and
devices are accessing company's data and services to ensure that the access control policies are up to
date. Even after successful authentication the user’s activity should be monitored fully to ensure device
compliance. Policy rules for protecting resources need to be configured and should be resistant to new
attacks. Policy rules are configured manually, and the process is not scalable with new attacks. Hence, it
is very important for Administrators to have insights into any anomalous behavior and act accordingly.

Behavioral Analytics feature analyzes user’s action along with other context data to derive conclusions
about any anomalous activities. It provides information/visibility based on real time user or device
context thus helping in advanced attack detection and helps in proactive policy-based enforcement.

= =

= H
|lﬂ Adaptive authentication

wie - Potential malware detection
Ivanti Policy Secure > Anomalous traffc from oT

Analytics
. e @ === (Reports, Dashboards)
LOE i
peerhceess > > %

Device Access

eeeeee

Network Traffic

Users and Devices

The Behavioral Analytics feature analyzes user or device behavior using the following methods:

¢ Adaptive Authentication- User/device is prompted for second level of authentication based on
the threat profile determined for the corresponding user/device.
Below are some of the scenarios where second level of authentication is required:

e User authenticating from new device: This is detected by using the device MAC
address.

e User authenticating from new location: Location details are obtained by using the
subnet and location configurations.
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Anomalous Traffic from loT devices: The unmanaged and loT devices are profiled during the
learning period configured in IPS. Any Anomolous traffic from these devices is detected as an
anomoly based on the known profile of the device. IPS uses both Netflow and SPAN
configuration on switches for detecting anomalous traffic from loT devices.

Potential Malware Detection: Malware on client devices have become more intelligent and in
generating domain names by using dynamic generation algoritms. Hence, using rule-based
policies might not detect these anomalies. IPS uses SPAN data collection method for monitoring
DNS traffic and detects these potential malware on the endpoint.

Adaptive authentication user flow

Users connect to IPS.

IPS performs the primary authentication.

IPS checks for any anomalies.

IPS prompts for secondary authentication for the first login or if the user location changes.
User enters the credentials required for secondary authentication.

IPS performs the secondary authentication and allows/rejects access to the user/device.

Anomalous traffic from loT devices user flow:

1.

2.

3.

User/Device establishes a connection with IPS.
Switch and DNS Server forwards the network traffic of the device to IPS.

IPS analyzes the network traffic and takes the action based on the detected anomaly.

Potential malware detection user flow:

1.

2.

3.

User/Device establishes a connection with IPS.
DNS server forwards all the domain resolutions to IPS.

IPS analyzes the DNS traffic and detects potential malware on the endpoint.
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Licensing
e Adaptive Authentication feature is part of the IPS license.

* Anomalous Traffic detection from loT devices and Potential Malware detection feature requires
Behavioral Analytics license to be installed on IPS.

Benefits

¢ Monitors the traffic from user/devices and helps in determining the possible anomalous
activities such as:

e User is authenticating from a new device/new location.
¢ Device traffic is different from previous instances.
¢ Potential malware on the endpoint.

« Data collected as part of Behavioral Analytics is stored so that it can be used later for
determining the anomalies.

Configurations

Pre-Requisites

IPS determines the network anomalies based on the NetFlow and Switch Port Analyzer (SPAN)
configurations on the switch.

e Enable NetFlow (v5 or v9) and port mirroring/SPAN on switches. For sample configurations, see
Appendix.

¢ NetFlow traffic is currently qualified only with Cisco switches.

Summary of Configuration

1. Administrator enables the Behavioral Analytics feature and configures IPS based on the use case
(Adaptive Authentication, anomaly traffic detection, potential malware detection). The Admin
configures the list of switches in the network from where the network traffic can be
received/forwarded to analytics engine on IPS.
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Administrator configures the role mapping rules to consume these flags and control the access
to the corresponding users and devices.

Administrator enables the secondary authentication for the users in case they are tagged with
anomalies activities to ensure additional level of authentication for security purpose.

View the Dashboard and Reports for any detected anomalies.

From the Reports page, Administrator has options to clear the detected anomalies, export the
available anomaly data to a CSV file.

- Behavioral Analytics configuration is synched across the nodes in the cluster (including
config-only clusters). However, data collected and analyzed is synched across the nodes but
not in case of config-only clusters.

- RSPAN is the recommended configuration for cluster deployments especially for the
Active/Passive cluster for seamless VIP failover.

- Adaptive authentication is not supported for 802.1.x connections using native supplicant.

Configuring IPS for enabling Behavioral Analytics

For the fresh Installation of IPS, UEBA package will not be available by default for anomaly detection.

Admin must add the UEBA package. In case of upgrade of IPS (R7 or earlier to R8 or later), the previous

UEBA package is retained. You may download latest UEBA package from lvanti Secure Support Site

(https://my.pulsesecure.net).

UEBA Package

To upload the UEBA package:

1.

Log in to Ivanti Support Site, https://my.pulsesecure.net.

Select Ivanti Policy Secure as product and navigate to the "lvanti Behavioral Analytics Database"
section. Download the package, "ps-pcs-pps-behavioral-analytics-v1.0.x.pkg".

From the Admin Console, select System > Behavioral Analytics.
Navigate to Browse and select the UEBA package.
Click Upload & Activate.

Click Save Changes.
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Configuring IPS for Adaptive Authentication

To enable adaptive authentication:

1.

Select System > Behavioral Analytics > Configuration.

Under Configurations, select Enable Behavioral Analytics.

For enabling Adaptive Authentication, select Enable data collection during authentication of

devices and users.

e Forlocation-based anomaly detection, select Enable subnet based location anomaly

detection.

Enter the Subnet details. For example, 10.11.1.2/24.

Enter the location name.

Type the location to search and press Enter.

Click Add to add the location.

w Enable Behavioral Analytics

w# Enable data collection during authentication of devices and users
@ Enable subnet based location anomaly detection

Subnet Location Name

Location

BANGALORE

MUMBAI

17l el HYDERABAD

OpanSirastiss contributors
Bengaluru, Bangalore Urban, Karnataka, India
Mumbai, Mumbai City, Maharashtra, India

Hyderabad, Telangana, India

8. Select User > User Realms > General.
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9. Under Additional Authentication Server, Enable Additional Authentication Server.
¢ Select Enable Adaptive authentication.

e Under Authentication #2, select the desired secondary authentication server from the
drop-down list.

» Additional Authentication Server

B Enable additional authentication server

[ Enable adaptive authentication

Authentication #2 AD_204 w

Usemame is () specified by user on sign-in page
() predefined as.! <USER=>

Password is - specified by user on sign-in page

() predefined as | <PASSWORD> [] Mask static password

[w] End session if authentication against this server fails

10. Click Save Changes.

Configuring IPS to detect Anomaly Traffic from loT devices

As a pre-requisite Profiler should have been configured for detecting the anomaly traffic from loT
devices. For more information, see Profiler Deployment Guide.

To determine anomaly traffic from loT devices:
1. Select System > Behavioral Analytics > Configuration.

2. Under Configurations, select Enable Behavioral Analytics.
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3. Select Enable Network Traffic from switches.

e Configure the list of switches in the network from where the required data can be

received/forwarded to analytics engine on IPS.

¢ Add the switches manually by adding (Switch IP address/mac address) or add the
existing switches under Add Switch from list table. Select Dynamically add switches
from RADIUS and SNMP clients to automatically add switches from RADIUS and SNMP
clients.

4. Select Enable Data Collection through SPAN from switch to enable SPAN configuration for

determining unknown domain anomaly for unmanaged devices.
e Select the network interface (External port/Internal port).

e (Optional) Enter the IP address of the DNS server and click Add. DNS requests from these
servers will not be considered for anomaly detection.
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5. Enter the learning duration in days (7-30 days). Learning duration is learning period for
unmanaged devices to build the device profile.

(¢ Enable Network Traffic Menitoring from switches

Nofe: This is used for detection of Anomalous traffic from loT devices
¥ Add switches manually

Add switches manually for monitoring netfiow traffic.

comE

Switch IP

I

Example: 10.1.1.2 or 10.1.1.20/28 or

v Add switches from list
Add existing switches from the list which are configured as RADIUS or SNMP clients for monitoring netflow traffic.

Switch P Type [ Select
all

Cisco 6 Radius =]

¥ Dynamically add switches from RADIUS and SNMP Clients

tomatically add s\

om RADIUS and St

Note: Selecting this option

ients for monitoring network traffic

| Enable data collection through SPAN from switch

Note: This is used for M

Anomalous traffic from loT devices

Select Network Intarface - External port v | Mote: The selected interface cannot be used for any ofher traffic

DNS Servers

Note: D

requests from DI wil not be considered for domain anomaly detection. Example: 10.

White listed domains

—

Note: Whitelisted ¢

Leaming duration | 15 days  Number of days
Save Changes

ain. Ex abe com

ins will not be considered a

r an endpoint. The value should between 7 to 3

6. Click Save Changes.
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7. Configure the role mapping rules for user realm and/or MAC authentication realm.

e Create new role mapping rule, select Anomaly attribute under Rule based on and click
Update.

e Enter the rule name.

e Under Rule: If device has any of the following anomaly types:

« Any of the anomalies found- Select this option to detect the device with any
anomaly type.

* Select from list of anomalies- Select this option to configure the specific
anomaly type from the available list. To detect anomaly traffic from loT devices

configure Unknown server/Unknown domain as anomaly from the list of
Available Anomaly Types.

e Select Stop processing more rules option to stop evaluating role mapping rules if the

user meets the conditions specified for this rule. Ensure that the rule is at the top of the
list.

Configure the required roles and click Save Changes.

User Reaims » Users » Role Mapping » Role Mapping Rule
Role Mapping Rule

Rule based on’ Anomaly atiribute ¥

* Name:

 Rule:If device has any of the following anomaly types...

Any of the anomalies found

® Select from the list of anomalies
Available Anomaly Types: Selected Anomaly Types:

DGA - Unkmown server -
Unknown domain

+ then assign these roles

Ayailable Roles: Selected Roles:

Guest 2 none) E
Guest Admin

Guest Sponsor
Guest Wired Reslricied
Remediation

¥ Stop processing rules when this rule matches

/o manage roles, see the Roles configuration page.

Configuring IPS to detect Potential Malware

IPS relies on DNS traffic collected through SPAN to determine the potential malware on the endpoint.
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To configure IPS for detecting potential malware:

1.

Select System > Behavioral Analytics > Configuration.
Under Configurations, select Enable Behavioral Analytics.

Select Enable Data Collection through SPAN from switch to enable SPAN configuration for
determining DGA based potential malware attacks. This anomaly detection mechanism is
supported for both managed and unmanged/IoT devices.

e Select the network interface (External port/Internal port).

e (Optional) Enter the IP address of the DNS server and click Add. DNS requests from these
servers will not be considered for anomaly detection.

e (Optional) Enter the white listed domains to exempt the domains from anomaly detection.

w# Enable data collection through SPAN from switch

Select Network Interface ;| External port

DNS Servers

White listed domains

Note: Wnitelisted domains wil not be consis
Leaming duration - | 15 days n
Save Changes
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4. Configure the role mapping rules for user realm and/or MAC authentication realm.

e Create new role mapping rule, select Anomaly attribute under Rule based on and click
Update.

e Enter the rule name.

e Under Rule: If device has any of the following anomaly types:

e Any of the anomalies found- Select this option to detect the device with any
anomaly type.

* Select from list of anomalies- Select this option to configure the specific
anomaly type from the available list. To detect potential malware from loT devices
configure DGA as anomaly from the list of Available Anomaly Types.

¢ Select Stop processing more rules option to stop evaluating role mapping rules if the

user meets the conditions specified for this rule. Ensure that the rule is at the top of the
list.

o The Administrator can also create Anomaly rules based on Custom Expressions.

User Realms » Users > Role Mapping = Role Mapping Rule

Role Mapping Rule
Rule based on: Anomaly attribute v

* Name:

 Rule:If device has any of the following anomaly types...

Any of the anomalies found

® Select from the list of anomalies

Available Anomaly Types: Selected Anomaly Types:

Unknown domain DGA -

Unknown server Remove

 then assign these roles

Available Roles Selected Roles:

Guest = {none) -

Guest Admin

Guest Sponsor
Guest Wired Restricted

Remediation

¥ Stop processing rules when this rule maiches

To manage roles. see the Roles configuration page:

5. Click Save Changes.
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Dashboard and Reports

The Behavioral Analytics dashboard provides visibility to many anomalies in the network. It provides
visibility of any known, active anomalies, devices with potential malware, loT devices with anomalous

traffic, anomalies location, trend and so on.
To view the Behavioral analytics dashboard:
1. Select System > Status > Behavioral Analytics.
2. Select the desired timeframe from available options.
3. Click Save Changes.
You can also view the drill down reports such as:
e Top 5 Users with Adaptive Authentication
e Top 5 Devices with Potential Malware

e Top 5 Devices with Anomalous Traffic
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Status > Behavior Analytics > Behaviour Analytics Dashboard
Behaviour Analytics Dashboard

Device Profiles

Active Users

Activity Overview

Timerrame: (T

- Vi
-
I |
Top 5 Users with Adaptive Authentication
(Click on bar to see details en reports page)
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To view the Behavioural Analytics reports, select System > Reports > Behavioral Analytics.

Reports > Behavioral Analytics > Behavioral Analytics User Report

[h

Reports

Behavioral Analyfics User Report

User Summary Single User Activities Device Summary Single Device Activities Device Discovery Application Discovery Authentication Compliance
Behavioral Analytics Infected Devices
User Network
Clear All & Showing 110 3 of 3 entries 10 ¥ records per page All~ | Search
Last 24hrs - Anomalies R N N
[ UserName hom: Recent Anomaly Detection Time  Recent IP Address ~ Recent MAC Address Recent Location Actions.
Last Week
—— = 3 Fri, 02 Nov 2018 111814 MUMBAI
@ 5 Fii, 02 Nov 2018 MUMBAI
Cleared Anomalies
2 Fri, 02 Nov 2018 10 . MUMBAI

Advanced Fillers

From

First Previous 1 Next Last
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User Name: salaaie:

User History

] 2 v_ireconis per page Search: l

I Location - Number of Logins 4 Last Login Time v MAC Address = [ 1P Address
MUMBAI 5 Fri, 02 Nov 2018 11:23.09 - — . Lo

: HYDERABAD | Fri, 02 Nov 2018 10:53:23 - )

OL-OUIU-UL-UO- T e

Reports » Behavioral Analytics » Behavioral Analytics Network Report

Reports

Behavioral Analyfics Network Report

User Summary Single User Activities

W friectes Devees

User  Network

Device Summary

Single Device Activities

Device Dizcovery

Application Discovery

Autnentication

Compliance

Last 24nrs . Anomalies i
o MAC Address Device Category Count Recent Anomaly Detection Time ~,  RecentIP Address ~ Recent Locations Actions
Last Week
Last Menth =] - o Internet of Things (loT) n Fri, 02 Nov 2018 11:36:221 - MUMBAI
ctive Anomal o i Projectors 50 Fri, 02 Nov 2018 11:34:58 1 BANGALORE
nomalies
Cleared Anomalies o o -
— ol Windows 7 Fri, 02 Nov 2018 11:31:16 1 HYDERABAD (
First  Previous Next  Last
Advanced Filters
From

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 391 of 1219


http://www.ivanti.com/company/legal

Behavioral Analytics

Mac Address: 00-50-56-bf-3c-49 (=]
Location
+
@
.
Device History
Z v |records perpage Sean z  w |recomds per page Search
Domains Destination Servers
Mo dats svailzble in table Mo data suailable in table
Anomalies
7 ¥ recods perpage Search.
Last Detzcted Time w  Category IP Address Anomaly Type Valuz Count
Fri, 02 Now 2018 Intemet of Things (0T} Unknown domain dns.msftncsi.com 2
Fri. 02 Now 2018 Intemet of Things (0T} Unknown domain safebrowsing. googleapis.com 1
rmooos [ 2 | 3] a5 e
I bleshooti

The event and debug logs can be used for troubleshooting:

The Event logs are generated for the device related anomalies:

* Anomalous traffic from loT devices

¢ Potential malware

You can use the User Access and Admin Logs in case of any issues. The user access logs are generated

whenever there are any user related anomalies such as user logging from new location/device/new
user. The Admin Logs are generated whenever there is a change with Behavioral Analytics options and if
there are any changes with respect to application policies.

You can also use Maintenance > Troubleshooting > Monitoring > Debug Log for debugging

issues. Enable debug log with events ueba.
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Appendix

SPAN

Switched Port Analyzer (SPAN) allows you to send a copy of traffic passing through ports to another
port on the switch. SPAN is important to mirror received or transmitted (or both) traffic on one or more
source ports to a destination port for analysis.

SPAN is mirroring ports in the same switch, RSPAN (Remote SPAN) is mirroring ports in one switch to a
port in different switch.

This example describes how to configure RSPAN on Cisco Catalyst switches (Cisco 2960).

RSPAN

A sample topology to monitor traffic on port Gi0/1 in Switch1 using a IPS Profiler connected to port
Gi0/2 in Switch2 is shown below.

Create a VLAN that will be used as an RSPAN-VLAN on both switches. In this example vlan ID 999 is
used as the RSPAN-VLAN. Allow the RSPAN-VLAN on the trunk port between Switch1 and Switch2.

Remote SPAN Example Configuration

Gl ' GiQ/2 Gil’.]."ia

Gi0/2

DHCP Server Swilch 1 Switch 2

==0

Profiler

Switch1 (Source switch)

Switchl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switchl (config) #vlan 999

Switchl (config-vlan) #name RSPAN-Vlan

Switchl (config-vlan) #remote-span
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Switchl (config-vlan) #fexit
Switchl (config) #monitor session 1 source interface Gi0O/1
Switchl (config) #monitor session 1 destination remote vlan 999

Switchl (config) #end

Allow VLAN ID 999 on the trunk port Gi0/2

Switchl#sh run int g0/2

Building configuration...

Current configuration : 175 bytes

!

interface GigabitEthernet0/2
description To-Switch2-port-Gi0/1
switchport trunk allowed vlan 74,999
switchport mode trunk

end

Switch2 (destination switch)

Switch2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch2 (config) #vlan 999

Switch2 (config-vlan) #name RSPAN-Vlan

Switch2 (config-vlan) #remote-span

Switch2 (config-vlan) ffexit

Switch2 (config) #monitor session 1 source remote vlan 999

Switch?2 (config) #end

Allow vlan id 999 on the trunk port Gi0/1

Switch2#sh run int g0/1
Building configuration...
Current configuration : 175 bytes
!
interface GigabitEthernet0/1
description To-Switchl-port-Gi0/2
switchport trunk allowed vlan 10,20,30,999,60
switchport mode trunk
end

Allow VLAN id 999 on trunk port Gi0/2.
Switchl#sh run int g0/2

Building configuration...
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Current configuration : 175 bytes

|

interface GigabitEthernet0/2
description To-Switch2-port-Gi0/2
switchport trunk allowed vlan 60,999
switchport mode trunk

end
NetFlow

NetFlow is a network protocol developed by Cisco for collecting IP traffic information and monitoring
network traffic. Using a NetFlow collector and analyzer, you can see where network traffic is coming
from and going to and how much traffic is being generated.

NetFlow V5 or V9 has to be configured on Cisco switch.

Commands on Cisco Switch

ueba-switch (config) #flow exporter UEBA
ueba-switch (config-flow-exporter)# destination <IPS IP>
ueba-switch (config-flow-exporter) #transport udp 2055

ueba-switch (config-flow-exporter) #fexport-protocol netflow-v9 (or netflow-v5)

o Cisco 3850 Catalyst switches support only v9 whereas Cisco 2960 supports both v5 and v9

ueba-switch (config) #flow record UEBA
ueba-switch (config-flow-record) # match ipv4 protocol
ueba-switch (config-flow-record) #match ipv4 source address
ueba-switch (config-flow-record) #match ipv4 destination address
ueba-switch (config-flow-record)# match transport source-port
ueba-switch (config-flow-record) #match transport destination-port
ueba-switch (config-flow-record) #match interface input
ueba-switch (config-flow-record) #collect interface output
ueba-switch (config) #flow monitor UEBA
ueba-switch (config-flow-monitor) fexporter UEBA
ueba-switch (config-flow-monitor) #cache timeout active 60
ueba-switch (config-flow-monitor) #record UEBA
ueba-switch (config) #interface GigabitEthernetl/0/3 ---(interface to which client
endpoint is connected)

ueba-switch (config-if)#ip flow monitor UEBA input
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loT Policy Provisioning

This chapter provides an overview of |oT device enforcement using SRX/PAN firewall.

Overview

As we increasingly connect devices to the Internet, new opportunities to exploit potential security
vulnerabilities grow. Any unknown devices including loT devices could serve as entry points for
cyberattack by allowing malicious individuals to re-program a device or cause it to malfunction. The loT
devices are being added to corporate networks with or without the knowledge of IT administrator and
they may communicate using the corporate IP network. These devices may have limited security
controls leaving them open to be used as an attack vector. To improve security posture of 10T devices in
corporate network, visibility and Role Based Access Control play a key role. Hence, it's extremely
important to detect and classify what's there on the network.

IPS along with Profiler enables you to secure and manage access to loT devices. It allows you to
configure loT Access Policy based on discovered or profiled device category. It also allows you to
dynamically configure resource access policies for newly discovered devices and map user's role-based
access to specific category and manufacturer or profile group of loT devices.

Benefits

The loT Policy Provisioning Page enables you to quickly configure loT policy provisioning and provides
the following benefits:

e Discover and profile loT devices using Profiler. Profiler enables you to continuously monitor the
network and discover new devices such as security cameras, sensors, Industrial loT devices (ll1oT),

medical sensors, and so on.

e |PS provides loT access control using the loT Access Policies, which are created automatically
based on profiled or newly discovered device information from Profiler.

¢ Reduce loT/lloT machine downtime by allowing authorised users to get a role-based access to
specific [oT/IloT device for troubleshooting/maintenance.

e Automatic access control for the newly discovered IoT devices.
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Deployments

The below network diagram depicts how IPS, Profiler, and SRX/PAN Firewall can be deployed to protect
access to loT devices. For example, the manufacturing domain consists of different loT devices to
monitor and control the manufacturing process. The industrial 10T devices are separated and controlled
behind the firewall. IPS enables you to define loT Access Policy using the Profiler attributes (category
and manufacturer or profile group) and provides secure and seamless access to loT devices for
authorized users.

. New loT device discovered

(@ Proficr discovers IoT and other devices

@ Provision UserD to Firewall
PR,
o peed

. L3 Authentication | Provision discovered
H
|
1
H
H

1PS + Profiler . resources to Firewall

@ Auto-Provision new T device.

H
H . L2 Authentication
i

Endpoints Firewall

Switch / WLC

Industrial Internet of Things (lloT)

The workflow is described below:

1. Alocal Profiler configured on IPS discovers devices including loT devices connected to corporate
network.

2. IPS leverages the list of loT devices discovered using Profiler and based on device category and
manufacturer or profile group and it enforces or controls the access to 0T devices protected by
the firewall.

3. User authenticates to IPS and endpoint compliance is evaluated. The user session is created on
IPS and appropriate role is assigned based on the compliance check and user ID.

4. User Identity details (AuthTable) are provisioned to firewall.

5. User tries to access |loT devices protected by firewall. Authorised users (based on roles) are
allowed to access loT devices. Access to loT devices by unauthorised users is blocked.

6. Anew loT device is added to the corporate network and same is discovered by Profiler.
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7. loT Access Policy for the newly discovered IoT device is automatically pushed to SRX/PAN
firewall.

Only Local Profiler is currently supported.
The Administrator can group the discovered devices based on any Profiler attributes. For more
information see, Configuring Profiler Groups.

Configuring loT Policy Provisioning

This section covers the procedure for configuring loT Policy Provisioning on IPS.

Pre-Requisite

loT Policy Provisioning requires Profiler feature. You must install the Profiler license on IPS to enable it.

Summary of Configuration

A high-level overview of the configuration steps needed to set up loT Policy Provisioning is shown
below.

Step 1: Configure Profiler

Step 2: Configure SRX/PAN Enforcer

Step 3: Configuring loT Access Policy

Step 3.1: Viewing Devices in Enforcer Policy Report

Step 3.2:Configuring loT Access Policy using Juniper SRX Firewall

Step 4: Configuring Additional Device Category/Profile Groups

Basic Configurations

e The basic configuration page enables you to configure Profiler to discover loT devices in the
network,

e Enforcer to push the user identity information to IPS, and loT Access Policy for loT devices.

To launch the configuration page:
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Select Endpoint Policy > loT Access > loT Policy Provisioning.

Click Basic Configuration.

T Access > 10T Policy Provisioning - Basic Configuration

loT Policy Provisioning - Basic Configuration

10T Policy Provisioning

Basic Configuraion  Enforcer Policy Report  Enforcer Policy Configuralion  Device Configuration

B r Vo
v
= v
Profiler Enforcer Connection IoT Access Policy
Configure Profiler to discover IoT Configure Enforcer Connection Configure IoT Access Policy

devices in the network

Click here to find out how to configure IoT Access Policy

o If IPS is already configured with Profiler and Enforcer. The configurations will be reused.
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3. Configure the Profiler used to discover the IoT devices in the network. Click Profiler and
configure the local Profiler. See Profiler Deployment Guide for complete configuration.

e Theicons in the configuration page indicate the status of configuration.
e Green Tick mark refers that this section is configured correctly.

« |f the configuration section is in grey color, it indicates that the section is not
configured.

¢ Information icon refers that this section has to be configured.
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Auth Servers = Profiler > Seftings

Settings

*Mame: | Profiler Labelto reference thi

 Fingerprint Database file

No file chosen Upload and Save

Last uploaded version: 32 | Last imported on: Thu Jun 14 12:14:00 2018

Browse Fingerprints

v General Settings

Specify the interval to chech
nfigure ane

nectzd end fautt=60 minimu
er Network Infrastructure Device.

* Poll Interval:

—

DHCP Helper (Internal pon)E\

er

ice:

* DHCP Snifing made:

ctan option ba: DHCP forward

v Device Sponsoring

Select device categaries that will trigger an email to the admin for approval. Create a role-mapping rule based on “status” attribute to assign the device to the respective rale before and after approval.
evices can be appre r unapproved from the Device Discovery Report

OBsD [ Datacenter appliance [ Gaming Consoles [ Home Audio/Video Equipment [ Intemet of Things (o)
[ Linux [ Macintosh [ Medical Device [ Monitoring Devices [ Network Boot Agents
[ Other 0S [ Physical Security [ Paint of Sale devices [ PrintersiScanners [ Projectors

[ Routers and APs [ Smartphones/PDAs/Tablets [ Storage Devices [ Switches [ Thin Clients

[ Video Conferencing [ ViolP Phones/Adapters [ Windows

Approver's email address to sand notfications. Multiple addresses can be separated by a semicalon:).

& SMTP sewver configuration is required for sending emails. Currently SMTP server is nat enabled. Click here to configure.

*URL for Device Discovery Report.
It will appear in the notification email as a link for quick ace: 0 the ices that need approval. Profiler hostname o

hups://l 10.204.88.124 fdana-admin/reporting/report_device_discovery.cgi

‘w Endpoints to scan using NMAP/WMIS SH

d o c

mplete the URL

Maximum 100 sub

cE|

Subnet

Include/Exclude  Collector

Subne e in R format o ual IP or IP Range.
Example Subnets
| ® Include nvAP - [P ‘-'ah ‘sz_mm
O Exclude [y -
[ ssH IP or IP-Range:

10.10.10.10
10.10.10.10-

10.10.1.1-10.

“~ WMI Profiling

@ Configure WMI credentials. O Use Active Directory server credentials

admin1

*User: main.com for endpoints.
*Password: .
Test Credentials

name on which credentials can be

int ip

v SSH Profiling

Authentication Method: Public key v

“User

“Private key:

passphrase Passphrase

Test Credentials

int ip

name on which credentials can be

v MDM Server

MDM server:

Specify an k er that the Profier may contact to collect additional endpoint attributes

Save Changes
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4. Configure the SRX/PAN Enforcer. Click Enforcer Connection and add SRX/PAN as a New

Enforcer.

Infranet Enforcer = Connection = SRX

SRX

+ Infranet Enforcer

¥ | Platform of this Infranet Enforcer.

Label to reference this Infranet Enforcer.

Connection password.

One per line.

Platform JUNOS SRX

* Name | SRX

* Password: | f—

* Serial number(s): CF1314AKOD16
Location Group: ~No 802.1X -

 Coordinated Threat Control

L Use IDP Module as Sensor

* indicales required field

Note that not all enforcer versions and platforms have an IDP module.

To manage groups, see the Location Group

Infranet Enforcer = Connection = pan

pan

~ Infranet Enforcer

¥ | Platform of this Infranet Enforcer

Label fo reference this Infranet Enforcer.

Server Certificate Validation: [

Platform Palo Alto Networks Firewall
* Name: | pan
" IP Address: I s =

IP Address of this Infranet Enforcer

* APl Key. Get APl Key |

Auto-completed when you refrieve the API Key

Enable this option to verify the firewall's certificate

Once the configuration is complete and successful, the Administrator can see the configuration status

as shown in figure.
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loT Access > loT Palicy Provisioning - Basic Configuration

loT Policy Provisioning - Basic Configuration

IoT Policy Provisioning

Basic Configuration  Enforcer Policy Report  Enforcer Policy Configuration  Device Category Configuration
——

(eee ) ?
Profiler Enforcer Connection loT Access Policy
Configure Profiler to discover Configure Enforcer Connection Configure Resource Access
IoT devices in the network policy for loT devices

Click here to find out how to configure loT Resource Access Policy

Configuring loT Access Policy

Viewing Devices in Enforcer Policy Report

This page provides details of discovered and connected loT device's and firewall policies applied for loT
devices. You can view details such as total number of loT devices, number of loT devices enforced,
number of loT devices not enforced, and loT device manufacturers.

To view the enforcer policy report:
1. Select Endpoint Policy > loT Access > loT Policy Provisioning.

2. Click Enforcer Policy Report.

0T Access > 10T Policy Provisioning - Enforcer Policy Report

loT Policy Provisioning - Enforcer Policy Report

IoT Policy Provisioning

38 1

loT Device
Groups

IoT Devices - loT
Policy Enforced Policy Not Enforced

10 ~| records per page Search

Category P Hostname Manufacturer Profile Group Enforcers Roles Action Policy
Intemet of Things (loT) a0 host127 Apple, Inc. IoT SRX (SRX) Al roles Allow Policy
Intemet of Things (loT) host127 Apple, Inc. loT PANT (PAN) Users Allow Network Boot Agents
Network Boot Agents Super Micro Computer, Inc. Network Boot Agents PANT (PAN} Users Allow Network Boot Agents
Network Boot Agents VMware, Inc. Network Boot Agents PANT (PAN) Users Allow Network Boot Agents
| Network Bot Agents o Super Micro Computer, Inc. MNetwork Boot Agents PAN1 (PAN) Users Allow Network Boot Agents
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Configuring loT Access Policy using Juniper SRX Firewall

The loT access policy specifies which users are allowed or denied access to a set of protected resources.
You can specify which users you want to allow or deny by choosing the roles for each 10T Access Policy.
The loT Access Policy page enables you to configure the policy based on device details using Profiler
device attributes, such as device category and manufacturer or profile group.

When the network Administrator selects category and manufacturer or profile group information under
device details the IP addresses of the corresponding discovered devices get automatically updated
under Resources. Hence the Administrator can seamlessly create loT Access Policy of profiled devices
based on device category, device manufacturer attributes, or Profiler group. If the Administrator wants
to have granular control over the loT devices, further control can be achieved by providing specific port
and protocol. The specified port and protocol configuration is applied to all the discovered devices of
the selected category and manufacturers.

To configure loT access policy:

1. Select Endpoint Policy > loT Access > loT Policy Provisioning > Enforcer Policy
Configuration.

2. Click New Policy.
3. Enter the Policy name.
4. Enter a description.

5. Under Infranet Enforcer, select the Platform as Junos SRX.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 404 of 1219


http://www.ivanti.com/company/legal

loT Access

6. Under Device Details, specify whether the policy should be applied based on device category
and manufacturer or Profile group.

e Category and manufacturer

¢ Specify the category from the drop-down list. The values in the drop-down list is
populated based on the Device category configuration (loT Access > loT Policy
Provisioning - Device Configuration).

o Select the Device manufacturer from the Available Device Manufacturers.

e Specify the protocol (TCP/UDP/ICMP) and Port/Range to be applied to the
discovered devices.

¢ Profile Group

¢ Configure the Profiler Group (loT Access > oT Policy Provisioning - Device
Configuration). To configure Profiler Groups, Configuring Profiler Groups.

» Select the Profile Group from the Available Profile Groups.

¢ Specify the protocol (TCP/UDP/ICMP) and Port/Range to be applied to the
discovered devices.

Port ranges must be configured in dash-separated, comma-delimited, ascending,

o and non-overlapping order. Multiple port ranges must be separated by a comma.
For example, the following examples show the delimiters that are used to enter
port ranges:(80, 443, 1-1024, 1-100, 500-600).

The Port/Range entered will be applied to all the discovered devices. If you want to enter
different port values, you can edit the port value under Resources table.

¢ Select Auto-Update Newly Discovered Devices to automatically add loT Access Policy
for the newly discovered devices from the selected category and manufacturer or Profile
Group.
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For example, If a policy is created for loT device category with manufacturer or Profile Group with
Auto-Update Newly Discovered Devices enabled then for any new loT device discovered with
the selected manufacturer, a loT Access Policy is automatically added to firewall. If port and
protocol are specified in the "Device Details” panel, the policy for the newly discovered devices is
applied for specified port and protocol.

7. Under Resources, the loT devices will be auto populated using the Device details configuration
described earlier. If the administrator wants to apply policies on different ports for different
discovered devices, the port configuration can be edited. If the Admin selects multiple protocol
(for example, TCP and UDP) then the device entries appear twice with protocol information in the
Resources table. The Admin can choose whether to push the policies for the selected resource
based on the IP address, Protocol, and Port information to enforcer by enabling/disabling the
checkbox in the resources table.

8. Select the desired Roles for which the policy applies. For example, loT Administrator.

9. Under Actions, select whether to allow access or deny access.
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10. Click Save Changes.
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10T Access » loT Policy Provisioning - Enforcer Policy Configuration > iot-group

iot-group
* Name: | iot-group Required: Label fo referenc this policy
Description

w Infranet Enforcer

Platform: ® JUNOS SRX Palo Alto Networks Firewall

Specify the Infranet Enforcer(s) to which this policy applies.
(Applicable for only Juniper and Palo Alto Networks Firewalls.)

Available Enforcers Selected Enforcers:

SRX_Cluster (SRX) SRX650_89.109 (SRX) *

w Device Details

Specify the filter for getting resources.
Category and Manufacturer
@ Profile Group
Click here to configure Device Category or Profile Group.
Sslectthe profil groupis) for which tis policy apples
Available Profile Group(s): Selected Profile Group(s)

iot-group

Spacify Protacal and PortRangs which will be applied to the discovered devices.

Protocol. & T1ep B uop B icMP

¥ Auto-Update Newly Discovered Devices

xamples 80,433 or -100,500-600 ete

v Resources

Resources vill be auto-populated using the cenfiguration specified in Device Delails panel, port field is editable.
Palicy for fhe selecied resources will be pushed lo enforcer,

10 v records per page Search

P Protocol Port w

10.204.88.72 [ @
10.204.38.98 |:| “
10.209.114.225 ] “
10.209.114.226 ] “
10.209.114.227 7 w
10.204.88.160 ] “
10.204.88.69 ] “
10.204.88.158 [ @
10.209.114.228 |:| “
10.209.114.193 ] “

Showing 1 to 10 of 24 entries. — Previous . 2 3 Next—

+ Roles

© Policy applies to AL roles

@ Policy applies to SELECTED roles

Policy applies to all roles OTHER THAN those selected below

Available roles: Selected roles:

Contractor_FullAccess_Role Blocked_Users_Role ~

Contractor_LimitedAccess_Role

FullAccess_Role

uest

Guest Admin
v Actions

Allow access

@ Deny access

or rejected. "<SOURGEIP>*
in the message is ¢

<DESTPORT>", and "<PROTOCOL>" in

with the source IP address, destination IP address, destination port

Deny / Reject Message Short message displayed 1o users wh
— | andprot of the denied traffic.

p

NOTE: changes to this page will cause a slight intsrruption of service for Infranet Enforcer Resource Policies users.
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Once the policy is successfully added, it can be viewed as shown in figure.

I

howing 1103 of 3 entries 10 7 records per page Search

Policy Category Manufacturers Profile Groups Auto-Update Enforcers Roles Resources Action

10204.88.72*
10.204.88.98=
10.209.114.225
10209114 226
10209 114 227*

iot-group ot-group’ ON SRX650_89.109(SRX)  Blocked Users Role  10.204.83 160 Deny
10204 38 69
10.204 88,156~
10.209.114.228*
10.209.114.193*

More

10.209.123.817
10.204.90.58"
10209122142
10.204.90.73*
10209123109
iot-cat Smartphones/PDAs/Tablets HUAWEI TECHNOLOGIES CO_LTD ON SRX650_89.109 (SRX) All roles 1020912388~ Allow

102049023
10.209.123.337
10.204.90.35"
1020912331
More

o The Device Details panel is only available when loT Access Policy is created using loT Policy
Provisioning > Enforcer Policy Configuration.

Configuring loT Access Policy using Palo Alto Networks Firewall

The loT access policy specifies which users are allowed or denied access to a set of protected resources.
You can specify which users you want to allow or deny by choosing the roles for each loT Access Policy.
The loT Access Policy page enables you to configure the policy based on device details using Profiler
device attributes, such as device category and device manufacturer or Profile Group.

When the network Administrator selects category and manufacturer or Profile Group information under
device details the IP addresses of the corresponding discovered devices get automatically updated
under Resources. Hence the Administrator can seamlessly create loT Access Policy of profiled devices
based on device category, device manufacturer attributes, or Profiler group. If the Administrator wants
to have granular control over the loT devices, further control can be achieved by providing specific port
and protocol. The specified port and protocol configuration is applied to all the discovered devices of
the selected category and manufacturers.

To configure loT access policy:

1. Select Endpoint Policy > loT Access > loT Policy Provisioning > Enforcer Policy
Configuration.

2. Click New Policy.

3. Enter the Policy name.
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Enter a description.
Under Infranet Enforcer, select the Platform as Palo Alto Networks Firewall.

Under Security Zones, specify the firewall security zones (source zone/destination zone) for the
policy. Multiple zones can be specified with comma separated values. If zones are not specified,
then it applies to all zones.

Under Service, select any to allow all TCP and UDP ports (default) or select the service to specify
the TCP or UDP port or port range. The policy port and protocol configuration remains same for
all the resources.
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8. Under Device Details, specify whether the policy should be applied based on device category
and manufacturer or Profile group.

e Category and manufacturer

¢ Specify the category from the drop-down list. The values in the drop-down list is
populated based on the Device category configuration (loT Access > loT Policy
Provisioning - Device Configuration).

o Select the Device manufacturer from the Available Device Manufacturers.

» Specify the protocol (TCP/UDP) and Port/Range to be applied to the discovered
devices.

¢ Profile Group

¢ Configure the Profiler Group (loT Access > oT Policy Provisioning - Device
Configuration). To configure Profiler Groups, see Configuring Profiler Groups.

» Select the Profile Group from the Available Profile Groups.

¢ Specify the protocol (TCP/UDP) and Port/Range to be applied to the discovered
devices.

Port ranges must be configured in dash-separated, comma-delimited, ascending,

o and non-overlapping order. Multiple port ranges must be separated by a comma.
For example, the following examples show the delimiters that are used to enter
port ranges:(80, 443, 1-1024, 1-100, 500-600).

The Port/Range entered will be applied to all the discovered devices.

¢ Select Auto-Update Newly Discovered Devices to automatically add loT Access Policy
for the newly discovered devices from the selected category and manufacturer or Profile
Group.

For example, If a policy is created for |oT device category with manufacturer or Profile Group with
Auto-Update Newly Discovered Devices enabled then for any new loT device discovered with
the selected manufacturer, a loT Access Policy is automatically added to firewall. If port and
protocol are specified in the "Device Details" panel, the policy for the newly discovered devices is
applied for specified port and protocol.
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9. Under Resources, the 10T devices will be auto populated using the Device details configuration

described earlier. If the administrator wants to apply policies on different ports and protocols for
different discovered devices, the port configuration can be edited. If the Admin selects multiple
protocol (for example, TCP and UDP) then the device entries appear twice with protocol
information in the Resources table. The Admin can choose whether to push the policies for the
selected resource based on the IP address, Protocol, and Port information to enforcer by
enabling/disabling the checkbox in the resources table.

10. Select the desired Roles for which the policy applies. For example, loT Administrator.

11.

Under Actions, select whether to allow access or deny access.
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12. Click Save Changes.
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10T Access > 0T Policy Provisioning - Enforcer Policy Configuration = New Policy

New Policy

* Name: 1oT1 Required: Label to reference this pe

Description

 Infranet Enforcer

Platform JUNOS SRX Palo Alto Networks Firewall

Specify the Infranet Enforcer(s) to which this policy applies.
(Applicable for only Juniper and Palo Alto Netwarks Firewalss.)

Available Enforcers: Selected Enforcers:

PAN_88.234 (PANNGFW) PAN-10.95.70.1 (PANNGFWY) ~

¥ Security Zones

Specify firewall security zones for this policy.
If security zone is not specified, then it applies fo all zones i.e. any
Multiple zones can be specified vith comma separated. Example: trustmgmt

~ Device Details

Specify the filter for getting resources.
Category and Manufacturer
@ Profie Group
Giick here to configure Device Gategory or Profic Group
Select the profile groupi(s) for which this policy applies.
Available Profile Group(s) Selected Profile Group(s)

iot-group1

Service any v

¥ Auto-Update Newly Discovered Devices

~ Resources
Resources vill be auto-populated using the configuration specified in Device Details panel, port field is editable.
Palicy for fhe selecied resources will be pushed fo enforcer.

10 v records per page Search

P Protocol Port “

10.204.88.72 |:| “
10.204.88.98 |:| “
10.209.114.228 I:l @
10.209.114.226 I
10.209.114.227 I
10.204.88.160 |:| “
10.204.88.69 |:| “
10.204.38.158 I:l @
10.209.114.228 I
10.209.114.193 |

Showing 1 to 10 of 24 entries. «— Previous . 2 3 Next —
v Roles
Policy applies to ALL roles
@ Policy applies to SELECTED roles
) Policy applies to all roles OTHER THAN those sslected below
Available roles: Selected roles:
Blocked_Users_Role 2 Fullccess_Role
Contractor_FullAccess_Role
Contractor_LimitedAccess_Role
Guest
Guest Admin
v Actions

® Allow access

3 Deny access

NOTE: changes to this page will cause a slight intemuption of service for Infranet Enforcer Resource Policies users.

e com
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Once the policy is successfully added, it can be viewed as shown in figure.

loT Access = loT Policy ioning - Enforcer Policy Ci

loT Policy Provisioning - Enforcer Policy Configuration

IoT Policy Provisioning

guration  Enforcer Policy Report  Enforcer Policy Gonfiguration

@ Info: Successfully saved policy:loT_Group

Show policies that apply to Enforcer:  All Enforcers -

New Policy

Showing 1102 of 2 entries 10 7 records perpage Search

Policy Category Manufacturers Profile Groups Auto-Update Enforcers Roles Resources Action

tcp//10.25.15.11:443
tep/110.25.15.12:443
tep//10.25.15.13:443
top/10.25.15.14:443

loT Internet of Things (loT) AMERICAN POWER CONVERSION CORP ON pan (PAN) Users. tep//10.25.15.15:443 Allow

tcp/110.25.15.16:443
cp:/10.25.15.177:443
cp://10.25.15.24:443
cp://10.204.48.2:443

1cp:/10.204.48 241:443
tepl10.204.49.21:443
tepil10.204 49 243:443
tep/10.204 48 217-443
tep/10.204 49 122:443

o oT Group OoN pan (PAN) Users  tplM020449187:443  Allow

1cp://10.204.49.59:443
1cp://10.204.49.30:443
1cp://10.204.49.26:443
1cp://10.204.49.39:443
More

Resource Access Policy and loT Policy Provisioning with Palo Alto Network's Firewall works only
o with default Virtual System "vsys1” and default device name “localhost.localdomain”
configuration.

Configuring Additional Device Category/Profile Groups

e The Internet Of Things (loT) device category is selected by default and hence it is visible by
default on loT policy enforcer report and Policy Configuration page. However, If the
Administrator wants to use loT Policy Provisioning feature for other Profiler supported categories
such as Video Conferencing Devices, Printers/Scanners, Medical device, Storage device and so
on additional categories can be configured on this page.

¢ Under Profile Groups, Admin can select the groups that should be used with loT Policy
Provisioning feature. Only the selected Profile Groups are shown while creating loT access policy
using Profile Groups. If none of the Profile Groups are selected in Device Configuration tab then
no groups are shown in l1oT access policy. To create loT access policy using Profile Groups, the
same needs to be selected in the Device Configuration tab.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 415 of 1219


http://www.ivanti.com/company/legal

loT Access

10T Access > 10T Policy Provisioning - Device Configuration

loT Policy Provisioning - Device Configuration

IoT Policy Provisioning

v Device Category

Select device categories that will be used for loT policy provisioning.

[BsD [ Datacenter appliance
[ Macintosh [ Medical Device

[ Point of Sale devices [ Printers/Scanners
[ Switches [ Thin Clients

w Profile Group
Select Profile Groups that will be used for loT Policy Provisioning
loT Network Boot Agents

Ciick here to view or configure Profie Groups.

Save Changes

[ Gaming Consoles
[ Monitering Devices
[ Projectors

[ Video Conferencing

[ Network Boot Agents-1

[ Home AudioVideo Equipment
[ Network Boot Agents

[ Routers and APs

[ VolP Phones/Adapters

[ operating System

Yl Intemet of Things (loT)

[ other 08

[ Smartphones/PDAs Tablets
Windows

[ Linux
[ Physical Security
[ Storage Devices

Configuring Profiler Groups

Administrator can create different Profile Groups by using different Profiler attributes (for example,
group all loT devices with manufacturer Schneider Electric and Operating System Linux) and combine
discovered devices in a group. If an Admin wants to provision loT Access policy using attributes other
than Category and Manufacturer, a Profile Group can be created to group discovered devices and then
loT Policy Provisioning feature can be used for the resources belonging to Profile Group.

To configure Profiler Groups:

1. Select the Profiler server under Authentication > Auth. Servers.

2. Select Profile Groups tab, select the New Profile Group.

3. Enter the Group Name and Rule. The rules can be written with device attributes and suggested
operators can be chosen from the list.
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4. As an optional step, emails also can be configured which results in notifications for any group
related changes.

+ New Profile Group...

| IoT #" Edit Profile Group

Group Name *

loT Devices in this group

Rule

category = "Internet of Things (IoT)" -

[] send email notifications whenever a new device enters this group.

1 Delete this group

5. Click Save Changes.

Troubleshooting

The event and debug logs can be used for troubleshooting:
¢ The Event logs are generated whenever the policies are pushed to firewall.

e The Admin Logs are generated upon policy provisioning and auto updation of newly discovered
devices.

You can also use Maintenance > Troubleshooting > Monitoring > Debug Log for debugging

issues.

If the device is not discovered properly in the loT Policy Provisioning > Enforcer Policy Report page
check the Device Discovery Report page for the device category.

The IPS created policies on PAN firewall should not be modified by the PAN admin. The IPS created
policies on Palo Alto Networks firewall are tagged as Ivanti Managed.

paloalto ! ! :
NErwoR Dashboard ACC Monitor Objects  Network Device & Commit & (|
Name Tags Type Zone Address User HIP Profile Zone Address Application Senice Action Profile aptions
1 |oTL niversal i untrust = any any £ trust 8§ 10.25.15.60 any e @ niow none B
8§ 10.25.15.14
2 |pm2 Emwsa\ £ trust = any any 2 untrust 8§ 10251560 any any ® peny none E}
& 10.25.15.14
& 10.25.15.15
3 oT3 Eumver;a\ P trust =) any any 28 untrust 8§ 10.25.15.60 any b2 l & siow none B
By 10.25.15.14
4 [intazone default | none intrazone  any any any any (intrazone) any any any © Alow none none
§ miszonedefaul  none interzone  any any any any any any any any © Deny none none
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Event Logs

To view the communication between IPS and Infranet Enforcer enable Enforcer Command Trace under
Events > Settings.

Log/Monitoring = Events = Log settings

Log settings

Events User Access Admin Access Sensors Client Logs SNMP Statistics Advanced Settings
Log  Seftings  Fillers
—

Save Changes m

+ Maximum Log Size
Max Log Size: 200 MB

Note: To archive log data, see the Archiving page

v Select Events to Log

(] Connection Requests [ Statistics
(@ System Status ) Performance
(@ System Errors
(¢ Enforcer Events | [# Enforcer Command Trace |
(] License Protocol Event:
] IF-MAP Server Trace
BADIS Statistic:

A sample event logs is shown in figure.
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LogiMenitoring > Events > Logs

Logs

Events User Access Admin Access Sensors Client Logs SNMP Statistics Advanced Settings

Log  Seftings  Fiters

View by filter| Standard:Standard (default) v Show| 200 items

Ed\tOuery|

Filter:Standard (default)
Date:Oidest to Newest

Query:
Export Format:Standard

Severity 1D Message
GWT31891  2018-10-30 03:13:44 - ic - [127.0.0.1] System)[] - Enforcerpan(10.204.83 234) Commit success: Gommit
Info GIWT31691  2018-10-30 03:18:44 - ic - [127.0.0.1] System(){] - 10.204.88 : bi<response stalus="success" code="19"><result~<msg=<line=Commit job enqueued with jobid 216-</line>=/msg=<job>216</job><lresult>
<lresponse='
GIWT31689  2018-10-30 03:18:43 - ic - [127.0.0.1] System(){] - -pan(10.204.68.234) cmd:
GWT31691  2018-10-30 03:18:43 - ic - [127.0.0.1] System(){] - Enforcer-pan(10.204.88.234) ADD policy success: loT
GIWT31691  2018-10-30 03:18:43 - ic - [127.0.0.1] System(){] - 10.204.88 : ponse status="success” code="20"
info GWT31689  2018-10-30 03:18:42 - ic - [127.0.0.1] System)[] - Enforcerpan(10.204.88.234) type:config y T
element <tag
25.15.1 10.25.15.1 .25.15.1 .25.15. 10.25.15. .25.15.
2515177 10.25.15. .204.48 _senvice |
<action=allowsiaction=
GWT31691  2018-10-30 03:18:42 - ic - [127.0.0.1] System(){] - Enforcer-pan(10.204.88.234) Creale source address success: Users
GWT31691  2016-10-30 03:18:42 - ic - [127.0.0.1] System(){] - 10.204.88 : ponse stalus="success” code="2
info GWT31689  2018-10-30 03:18:42 - ic - [127.0.0.1] System)[] - Enforcerpan(10.204.88.234) type:config YS! Users] element:
y Users' y g Secure q
GWT31691  2018-10-30 03:18:42 - ic - [127.0.0.1] System)[] - Enforcerpan(10.204.88 234) Create service success: IoT_service_tcp
GWT31691  2018-10-30 03:18:42 - ic - [127.0.0.1] System()[] - 10.204.88. : ponse status="success” code="20"
Info GWT31839  2018-10-30 03:13:42 - ic - [127.0.0.1] System)[] - Enforcerpan(10.204.83 234) type:config aclion:set xpath y 10T _service_tep] element:
T Cr e S
GWT31891  2018-10-30 03:15:42 - ic - [127.0.0.1] System)[] - Enforcerpan(10.204.83 234) Creale tag success: Pulse Secure Managed
GWT31891  2018-10-30 03:15:42 - ic - [127.0.0.1] System)[] - Enforcerpan(10.204.83 234) command: b'sresponse stalus="success" code="20)"
Info GWT31689  2018-10-30 03:18:41 - ic - [127.0.0.1] System(){] - Enforcer-pan(10.204.88.234) ype:config ys1fag Secure Mznaged]
element:<color=color13</color=
GIWT31691  2018-10-30 03:18:41 - ic - [127.0.0.1] System(){] - 10.204.88  bi<response stalus="success’ code="T"><result/></response='
GIWT31689  2018-10-30 03:18:41 - ic - [127.0.0.1] System(){] - Enforcerpan(10.204.88.234) type:config action:get ys1 “loT]
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Host Checker Overview

Host Checker is a software component that performs endpoint compliance checks on hosts that
connect to the IPS. It supports two types of rules within a policy; predefined and custom. The pre-
defined inspection capabilities consist of health and security checks including antivirus versions,
antispyware, OS versions, hard disk encryption status and patch checks. The pre-defined rules are
provided by OPSWAT and it uses the ESAP plug-in for pre-defined checks. For more information, see
Endpoint Security Assessment Plug-In (ESAP).

Custom rules allows admin to define checks to collect system health using Integrity message collector
(IMC) and evaluate using Integrity message verifier (IMV) of TNC framework. The custom rules are
created by the admin to include inspection checks such as absence or presence of specific file,
certificate checks, TCP ports, processes, registry key settings, NetBIOS name, MAC addresses or
certificate of the client machine and third party inspection methods (custom DLLs).

Host Checker evaluation is done at 2 stages:
1. Initial check or evaluation of the user machine as the user browses to the sign-in page.
2. Enforcement of the policy during the user sign-in process, which happens at realm or role level.

¢ Realm-level policies/Pre-Authentication— The realm level policy is also called as Pre-
Authentication requirement as it occurs before the user is prompted for authentication.

¢ Role-level policies/Post-Authentication—The role level policy is also called as Post-
Authentication requirement as it occurs after the user is authenticated and during the

role-mapping phase.

If the endpoint does not meet HC policy requirement, administrator can define a customized
remediation page with specific instructions and links to resource to ensure that the end user’'s computer
is compliant with the HC policy.

Host checking for layer 2 session is supported only for Ivanti initiated 802.1x session. Note that it's not
supported for session initiated by native supplicant. For layer 3 sessions host checking is supported for

Ivanti initiated and browser based sessions.
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Trusted Network Connect

Host Checker is compliant with the Trusted Network Connect (TNC) model developed by Trusted

Computing Group (TCG). TCG created an architecture and set of standards for verifying endpoint

integrity and policy compliance during or after a network access request. For more information about

TNC, see www.trustedcomputinggroup.org.

Policies

Ivanti Policy Secure(IPS) Host checker component supports many different type of product policy

evaluation on endpoint along with continues monitoring of system health. The below table lists the

description of various policies and features, which can be defined as part of device compliance check.

From 9.1R15 onwards, support for Solaris, and Cache Cleaner features are deprecated. Ensure

o you remove all configurations related to these servers before upgrading to 9.1R15. Upgrade

may fail if all configurations are not removed. For more information refer KB45044.

Policy

Description

Predefined

Antivirus Policy

Policy to detect whether the Antivirus is installed and up-to-date with
latest virus signatures. It also includes other options to check the last
scan time, virus signature download, and remediation options.

Firewall Policy

Policy to detect the firewall installed on endpoint and the remediation
option to turn on the firewall if it's turned off.

Anti-Spyware Policy

Policy to detect the installed spyware on endpoints.

Hard disk Encryption

Policy to detect and check the encryption status of the specified or all
drives using installed encryption software.

Patch Management

Policy to check whether the required operating system patches are
installed properly.

OS Checks

Policy to check the version of the windows operating systems and

minimum service packs.

Common Vulnerability
and Exposure (CVE)

Policy to check any vulnerable attacks such as ransomware attack.
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Policy

Description

System Integrity
Protection (SIP)

Policy to check the status (enabled/disabled) of System Integrity
Protection (SIP) on the Mac OS endpoints.

Custom

3rd Party NHC Check

Policy to specify the location of custom DLL files.

Ports policy

Policy to check if a particular port is either opened or closed to allow or
reject the user authentication.

Process policy

Policy to control the software or processes that runs on the client
machine.

File Policy

Policy to check if a particular file with specific version or checksum, or
last modified file is present on endpoint to allow or reject the user
authentication.

Registry Settings policy

Policy to check the registry and its value to allow or reject the user
authentication, with a remediation option to set the registry value if

not configured.

NetBIOS policy

Policy to check the NetBIOS name from list of NetBIOS names provided

to control user access.

MAC Address policy

Policy to check if the endpoint MAC address is in the provided regex or
white listing of mac addresses to control user access.

Machine Certificate Policy

Policy to check for the required machine certificate on the endpoint to
control user access. This policy evaluates both public and private keys
of the installed machine certificate on endpoint for users using Pulse
Client. For agentless users, only public key is evaluated.

Advanced Host Checking

Policy to dynamically check the compliance status of the endpoints. It
includes combining 2 policy types for obtaining the expected values of
the check type. The expected values are fetched from registry location
on the client machine for evaluating the policies.

The advanced support for checking the expected values against
another policy is supported on Ports, Process, File, Registry, NETBIOS,
MAC Address, and Machine certificate.
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Policy

Description

Statement of Health

Policy to perform the health state validation to determine which roles
or realms can be accessed by endpoints. It checks the system health
indicators such as antivirus is enabled and up to date, antispyware is
enabled and up to date, firewall is enabled and so on.

Command

Policy to check the versions of the installed applications on the Mac OS
endpoints.

Host Checker General
Settings

IPS provides following admin configuration options while performing
host checking.

General Options

Continuous Policy

Evaluation

Option to configure periodic and continuous policy evaluation so that
the endpoint is compliant with the Host Checker policy.

Virus Signature Version
Monitoring

Option to monitor and verify the virus signatures, operating systems,
and patches installed are up to date.

Pre-Authentication Host
Checking

Pre-Authentication host checking are policies that are enforced at the
realm level before authentication.

Post-Authentication Host
Checking

Post-Authentication host checking are policies that are enforced when
role assignment happens after authentication.

Agent and Agentless Host Checking

Agentless Host Checking means endpoints trying to connect IPS through browser (User Agent should

be a browser such as Google Chrome, Edge, Internet Explorer, Firefox ESR). Agent based Host Checker

means endpoints trying to connect to IPS through Pulse Desktop Client (PDC).

You can also see KB44716 for differences between agent and agentless Host Checking.

Agentless

Ivanti Agent

Agentless solution refers to endpoints
connecting to network using web browser.
With Agentless solution, the device has to get
the layer 3 access using an IP address.

Ivanti Agent solution refers to endpoints
connecting to network using Pulse Client.
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Agentless

Ivanti Agent

With Ivanti agent, the user never gets the full
connection to the network during the validation
cycle. The connection validations are performed
at Layer 2 without requiring the device access
the network.

Agentless solution polls the network on a
regular basis to check whether the endpoint is
compliant. The user has to enable security
protections at the beginning of the cycle to
avoid any network breach.

Ivanti agent always performs continuous
monitoring. Any changes to security measures
are identified in the real time and thus
strengthens the network security posture.

Agentless solution inspects the endpoints using

WMI protocol.

Ivanti Agent uses more secured protocols.

Support Platform Matrix

A Host Checker policy contains one or more rules. Each rule can apply to different host checks and for
different device types (Windows, Mac, Linux, iOS, Android). The below table lists the Host Checker
policies that are supported on Windows, Mac, and Linux.

Policy Windows Macintosh Linux

Client Clientless Client Clientless Client Clientless
Antivirus Yes Yes* Yes Yes* No No
Firewall Yes Yes* Yes Yes* No No
AntiSpyware Yes Yes Yes Yes No No
Hard Disk Yes Yes Yes Yes No No
Encryption
Patch Yes Yes Yes Yes No No
Assessment
OS Checks Yes Yes Yes Yes No No
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Policy Windows Macintosh Linux
Common Yes Yes No No No No
Vulnerability

and Exposure

(CVE) Check

3rd Party NHC | Yes Yes No No No No
Checks

Ports Yes Yes Yes Yes Yes Yes
Process Yes Yes Yes Yes Yes Yes
Files Yes Yes** Yes Yes** Yes Yes**
Registry Yes Yes*** No No No No
Setting

NetBIOS Yes Yes Yes Yes No No
MAC Address Yes Yes Yes Yes No No
Machine Yes Yes**** Yes Yes No No
Certificates

Statement of Yes Yes No No No No
Health

System No No Yes Yes No No
Integrity

Protection

(SIP)

Command No No Yes Yes No No
Advanced Host | Yes Yes No No No No
Checking
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- *In some occasions, Antivirus/Firewall products restricts the remediation actions to
admin/services (For example but not limited to, turning on firewall). In such scenarios, certain
remediation actions won't work with browser/clientless logins. Note that, this is defined by the
corresponding security products.

- **Admin should enable system level access for accessing certain files and file locations for
browser login.

- ***To access device-certificates from system store, the plugin needs admin rights. With
browser/clientless login private key verification is not supported in Agentless login.

- ****Registry verification requires admin privileges for accessing certain registry files. There are
limitations with accessing some of the registry hierarchy for evaluating registry checks for
browser login.

- Agentless mode with Profiler is supported only with Windows platforms. The supported
policies are Antivirus, Firewall, Antispyware, OS checks, Ports, Process, NetBIOS, and MAC
Address. For more information, see Profiler documentation.

Host Checker Remediation Capabilities

Windows Mac OS Linux
Custom Yes Yes Yes
Instructions
Custom Yes - -
Actions
Kill Process Yes Yes Yes
Delete Files Yes Yes Yes
Reason String Yes Yes Yes

Host Checker Installation Options

Host Checker is supported for agent and agentless clients. The installation options are listed below:

¢ Browser based Host Checking (Agentless) — This is used for browser-based logins and requires

PSAL to be present on the endpoint. If PSAL is not available on the endpoint, it gets installed as

part of the connection.
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It is recommended not to keep a very low value for login inactivity timeout (For example,1 or 2
minutes). This might result in connection timeouts on fresh endpoints where PSAL also need to
be installed as part of compliance evaluation.

Pulse Client (Agent)—You can use Pulse client, which contains the Host Checker component for
compliance check. To manually install the Host Checker, Select Maintenance > System >
Installers and download the Pulse Client installer.

Using the downloaded executable file, you can:

e Distribute the file to client machines using software distribution tools. This option enables you to

install an application or service on client machines.

e Post the executable in a secure repository so that users with the proper administrator right may

download and install the appropriate version.

Auto-upgrading Host Checker

To automatically upgrade Host Checker:

1.

Select Authentication > Endpoint Security > Host Checker.

Under Options, select Auto-upgrade Host Checker if you want the system to automatically
download the Host Checker application to a client computer when the version of Host Checker
on the system is newer than the version installed on the client.

Click Save Changes.

Endpoint Security Assessment Plug-In (ESAP)

The Endpoint Security Assessment Plug-in (ESAP) is a plug-in in IPS using which you can upload the

latest SDK from Opswat independently.

Ivanti frequently adds enhancements, bug fixes, and support for new third-party applications to the
plug-in. New plug-in releases are available independently and more frequently than new releases of the

system software package. If necessary, you can upgrade the plug-in independently of a system

upgrade.

You can upload up to four versions of the plug-in, but the system uses only one version at a time (called

the active version). If necessary, you can rollback to a previously active version of the plug-in.
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If the endpoints in your deployment connect to multiple servers simultaneously, all of those connected

servers must use the same version of the ESAP plug-in.

Upgrading the ESAP

. To upgrade the ESAP plug-in:

Download the Endpoint Security Assessment Plug-in from the Ivanti Support Portal.

To access the Customer Support Center, enter a username and password for a Ivanti
Support Center account.

Click the ESAP Download Page link.
Navigate to the ESAP release you want.

Download the plug-in zip file to your computer.

2. Select Authentication > Endpoint Security > Host Checker.

3. On the Host Checker page, under Manage Endpoint Security Assessment Plug-In Versions:

If you want IPS to actively begin using the new component software immediately after
you upload it, select the Set as active after upload option.

Click Browse, select the plug-in file to upload and click OK.

Click Upload. After the plug-in is installed, the date and time of the plug-in installation is
displayed in the plug-in list.

If you did not select the Set as active after upload option, activate the plug-in to use by
selecting the version in the plug-in, list and click Activate.

- You can rollback to an older plug-in version after you upgrade to a later version by selecting

the older version as the active version.

- If you upgrade the system software to a newer version, or if you import a user configuration

file, active plug-in version can change based on the supportability of ESAP version. If you want

to use a different plug-in version after you upgrade or importing a user configuration file, you

must manually activate that plug-in version.
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OPSWAT SDK V3 to V4 Migration

Ivanti supports Opswat version 3 and version 4 for endpoint compliance evaluation. The migration

option helps the administrators to migrate their servers and clients with Opswat v4 to take advantage of

latest updates.

Software Support- Starting with Release 9.1R2 and later releases.

OS support: Windows 7 and later releases and macOS 10.12 and later releases

Prerequisites - ESAP 3.4.2 is the minimum version. A warning message is displayed if the minimum

version is not present.

A\ Confirm Activation

Minimum ESAP version '3.4.2' is needed for supporting ‘Enable migration of Opswat SDK from old to new version (V3 to V4)' option. With older ESAP versions, this migration is not supported.

Procedure to migrate from Opswat V3 to V4

To migrate follow the below procedure:

1.

Navigate to “Manage Endpoint Security Assessment Plugln Versions” section on
Authentication > Endpoint Security > Host Checker page.

Enable the option for Enable migration of Opswat SDK from old to new version (V3 to V4).

On enabling this option, the clients start downloading the V4 SDK and migrate to newer SDK.

 Manage Endpoint Security Assessment Plugln Versions
Currently Active ESAP version: 3.4.2
Defauit ES4P version: 2.35
10 ~  records per page Search
Version Uploaded Last Activated
335 FriJun 14 00:19:55 2019 Mon Jun 17 13.04:54 2019
342 Mon Jun 17 12:47:52 2019 Mon Jun 17 13:05:11 2019

¥_Enable migration of Opswat SDK from old to new version (V3 fo V4)

# Activate Older Opswat SDK in ESAP for Host checker policy evaluation

Enable Active ESAP package on the ciient
Package: No file chosenfiilUiLEL] Set as active after upload
Save ESAP Changes
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4. Uncheck/Disable Enable migration of OPSWAT SDK from old to new version (V3 to V4)
option once the migration is complete. Verify the migration status.

5. A confirmation message display. Click Confirm.

A\ Confirm Activation

Selecting "'Enable migration of Opswat SDK from old to new version (V3 to V4)' option will result in starting migration of Opswat V3 SDK to V4 SDK on client machines.

Please click on Confirm if you want to continue activation of ESAP, otherwise click on Cancel.

Post migration, Admin can remap the configured products in the policies to map to the newer

SDK using the post migration window.

For example, in the below screenshot the Product /Vendor Name for the policy has been
changed from Microsoft Corp. to Microsoft Corporation for successful migration.

A\ Confirm Activation
Deselecting 'Enable migration of Opswat SDK from old to new version (V3 to V4)' option will result in stopping migration of Opswat V3 SDK to V4 SDK migration on client machines.
Deselecting ‘Activate Older Opswat SDK in ESAP for Host checker policy evaluation® option will result in using newer version of Opswat SDK on client machines.

The current configuration contains the following list of products and/or vendors that are no longer supported in ESAP version "3.4.2". These items will be automatically deleted from
the corresponding Host Checker rules upon ESAP activation.

10 ¥ | records per page Search:

Policy Name: Platform: Rule Name: Rule Type: Product/Vendor Name: New Product/Vendor Name(s):

Advanced HC Windows Rule-3 Specific Vendor Microsoft Corp. Microsoft Corporation
Showing 1to 1 of 1 entries -

‘We have detected that the following host checker rules may become empty due to above mentioned deletion. Empty Host Checker (HC) rules will always be evaluated as failed and
may cause the host checker policy to fail. We strongly recommend that these empty HC rules be deleted manually after ESAP activation.

Policy Name: Platform: Rule Name: Rule Type:

Advanced_HC Windows Rule-3 Specific Vendars
¥ Backup "User Gonfiguration’ and XML containing configured Host Checker, Realms and Roles details'

Note: A backup of User Configuration and XML containing Host Checker policies, Realms and Roles details will be created under 'Maintenance-=Archiving-=Local Backups'
This may take several minutes (depends on configuration of the server)

Please click on Confirm if you want to continue activation of ESAP, otherwise click on Cancel.

6. Enable Backup User Configuration and XML containing Host Checker, Realms and Role
details for performing configuration backup. This option helps to revert to the previous
version of IPS/ICS configuration, if required.

7. Click Confirm.
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Compliance Report

The Compliance Report displays the compliance details of the users connected to the server. The report
also includes the Opswat SDK Version used for these connections. Opswat SDK Version is used to filter
the users using a specific Opswat SDK version.

The compliance report page displays the Opswat SDK version details only when “Enable migration of
OPSWAT SDK from old to new version (V3 to V4)" option is enabled.

To check the SDK version for each connection, view the report under System > Reports > Compliance
Report.

Compliance Report  Download Report: CSV | Tab Delimited

Compliant
Filter by: Date Range Compliance Non-Compliant Opswat SDK Version Username: Realm; MAC Address: Apply Fiter
Last 24 Hours v Results: Remediated All v
Not-Assessed
View: 10 v
Username Realm Device ID MAC Address Session Compliance Initial Host Check Time Al Initial Host Check Details
useron130 Users @ 00-50-56-BF-2A-9D Remediated Mon Jun 17 14:29:54 2019 Host check result- Pass

Opswat SDK Version: V4
useron130 Users. ﬁ 00-50-56-BF-2A-9D Remediated Mon Jun 17 14:28:28 2019 Host check result: Fail

Failed Policies:
« Advanced HC [3

Failure reasons.
« Firewall not running

Opswat SDK Version: V4

Roll back procedure
To roll back to previous version of Opswat SDK:

1. Navigate to “Manage Endpoint Security Assessment Plugln Versions” section on
Authentication > Endpoint Security > Host Checker page.

2. Uncheck Enable migration of Opswat SDK from old to new version (V3 to V4).

3. Enable Activate Older Opswat SDK in ESAP for Host Checker policy evaluation.
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4. Click Save ESAP changes.

Version Uploaded Last Activated
335 FriJun 14 00:19:56 2019 Mon Jun 17 13.04:54 2019

® 342 Mon Jun 17 12:47:52 2019 Mon Jun 17 14:30:23 2019

jon of Opswat SDK from old to new version (V3 to V4)

| Older Opswat SDK in ESAP for Host check

Enable Active ESAP package on the clisnt

... . TP —
Save ESAP Changes.

End User Flow

User logging in from browser or User logging in from Pulse client for L3 connection
¢ Client machine has Opswat V3 SDK installed.
¢ Host Check starts on the client machine as part of connection establishment.
 Server sends the required information to client for upgrading V3 to V4 SDK.

e Client downloads V4 SDK and collects the installed security products details using newly installed
V4 SDK and sends the detected product details to server.

e Server evaluates configured Opswat based rules by consuming the details received from client
machine.

¢ Host Checker continues to use the installed V4 SDK on client machine for subsequent host
checks and connections.

User logging in from Pulse client for L2 connections
¢ Client machine has Opswat V3 SDK installed.
¢ Host Check starts on the client machine as part of connection establishment.
e Server sends the required information to client for upgrading V3 to V4 SDK.
e During L2 connection, client fails to download V4 SDK.

¢ Host Checker collects the installed security products details using existing V3 SDK and sends the
detected product details to server.
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¢ Server evaluates configured Opswat based rules by consuming the details received from client
machine.

e |2 connection is established followed with an L3 connection.

e Server detects L2 followed by L3 connection attempt and remembers that ESAP upgrade is
needed on the client machine.

¢ Host Check is triggered again on client machine during L3 connection.
e Server sends the required information to client for upgrading V3 to V4 SDK.

¢ Client downloads V4 SDK (because L2 connection is complete already) and collects the installed
security products details using newly installed V4 SDK and sends the detected product details to
server.

¢ Server evaluates configured Opswat based rules by consuming the details received from client
machine.

e Host Checker continues to use the installed V4 SDK on client machine for subsequent host
checks and connections.

Host checking is done twice for the same client machine (once during L2 connection and once
during L3 connection) for the first time. However, Host Checking is done only once for the
subsequent connections as the client machines has the Opswat V4 SDK installed.

Activating the Opswat SDK Version

Beginning with Release 5.3R5, IPS supports both v3 and v4 SDKs provided by OPSWAT. The default SDK
version used is v4, but it can be reconfigured based on your requirement. The product/vendor names
used by v3 and v4 SDK might differ. Due to the product/vendor names mismatch, there is a possibility
that the rules become empty while creating Host Checker rule with v3 SDK activated and upon enabling
v4 SDK. To avoid this, a migration page is added to help the administrators in migrating the policies
from v3 to v4 SDK.

To use v3 or v4 SDK:
1. Select Authentication > Endpoint Security > Host Checker.

2. Enable the Activate Older SDK in ESAP for Host Checker policy evaluation check box for v3
SDK.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 433 of 1219


http://www.ivanti.com/company/legal

Host Checker

Disable the Activate Older SDK in ESAP for Host Checker policy evaluation check box for v4

SDK.

v Manage Endpeint Security Assessment Plugin Versions

Currently Active ESAP version: 3.3.2
Defaull ESAP version: 3.3.2

10 ~ | records per page

Version Uploaded

327 Wed Sep 26 13:52:14 2018
® 332 Thu Jan 17 15:07:13 2019

Il Activate Older Opswat SDK in ESAP for Host checker policy evaluation

=/ Enable Active ESAP package on the client

Note: Enabling this option ensures tha the active ESAP packay

Package No file chosen[RUS Sl ) Set as active after upload
Save ESAP Changes

= indicates required field

contains twio versions of Opswat SDKs for supporting policy evaluation. It is recommendes

Search:

Last Activated
‘Wed Sep 26 13:52:54 2018

Thu Jan 17 15:07:15 2019

—rovous [ wea—

d 1o use the newer version of the Opswat SDK. Use the older version if you have Pulse Clients before §2RS, Pulse Connect Secure appliances before 8.2RS, or Pulse Policy Secure appliances

used on all the client machines. If the client machine contains 2 newer ESAP package it will be replaced with the active ESAP version

It is recommended to disable this option for using newer version of OPSWAT SDK, after
o all the Pulse Clients are upgraded to 5.2R5 or above and servers are upgraded to IPS

5.3R5 or above.
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4. Click Save ESAP Changes. A confirm Activation page appears which lists the products and/or
vendors, which are no longer supported in that particular ESAP SDK version. From the drop
downlist, admin can select one or many new products /vendors instead of the existing

product/vendor.

A Confirm Activation

The current ion contains the

10 v | records per page

He_check Mac av

firewall

Windows ~ antivirus

firewall

hd

patch

Showing 1to 7 of 7 entries

Policy Name:  Platform:  Rule Name:

Rule Type:

Specific Vendor

Specific Vendor

Specific Vendor

Specific Product

Specific Product

Specific Vendor

Specific Product

Product/Vendor Name:

Kaspersky Labs

Apple Computer, Inc

Microsoft Corp.

Microsoft Windows Firewall (10.x)

Symantec Encryption Desktop (10.x)

Symantec Carp.

System Center Configuration Manager (5 x)

list of products and/or vendors that are no longer supported in ESAP version "3.0.1". These items will be
automatically deleted from the corresponding Host Checker rules upon ESAP activation.

Search

New ProductiVendor Name(s):

Kaspersky Lab

i
AVG Technologies CZ, s.r.0. -
Bitdefender
CP-Lab.com

Check Point Software Technologies
Cypherix Sofiware Pvi. Lid. -

Nothing selected

Nothing selected

s [l vt -

» Only the products/vendors, which get changed are listed. If some rules have
some products/vendors whose names are not changed, those products/vendors

will be automatically migrated and will not be listed.

e When the ESAP version is changed from upper version to lower version and if any
product is not listed in the selected ESAP version, then the backup configuration
will not work.
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5. Enable Backup 'User Configuration' and ‘XML containing configured Host Checker, Realms
and Roles details check box to create a local backup of user configurations under Maintenance
> Archiving > Local Backups.

evaluated as failed and may cause the host checker policy to fail. We strongly recommend that these empty HC rules be deleted manually after ESAP activation.

Policy Name: Platform: Rule Name: Rule Type:
He_check Mac av Specific Vendors
firewall Specific Vendors
Windows firewall Specific Products
hd Specific Products

Specific Vendors

patch Specific Products

@I Backup 'User Confi fon’ and XML ini i Host Checker, Realms and Roles details’

Note: A backup of User Configuration and XML containing Host Checker policies, Realms and Roles details will be created under Maintenance->Archiving->Lacal Backups'
This may take several minutes (depends on configuration of the server)

Please click on Confirm if you want to continue activation of ESAP, otherwise click on Cancel.

Coon J coce

o Server maintains a maximum of 5 backups. To capture a new backup, older backup will
be automatically deleted.

6. Click Confirm.

Changing the Active ESAP Package

Administrator can activate any of the already uploaded ESAP packages by selecting the corresponding
radio button under "Manage Endpoint Security Assessment Plugin Versions” table and then clicking on
“Save ESAP Changes” button.

To change the active ESAP packages:
1. Select Authentication > Endpoint Security > Host Checker.

2. Under Manage Endpoint Security Assessment Plugin Versions, select the required ESAP
version.
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3. Click Save ESAP Changes.

w Manage Endpoint Security Assessment Plugln Versions

Currently Active ESAP version: 3.3.2
Default ESAP version: 3.3.2

10 ~  records per page Search

Version Uploaded Last Activated
327 Wed Sep 26 13:52:14 2018 Wed Sep 26 13:52:54 2018
332 Thu Jan 17 15:07:13 2019 Thu Jan 17 15:07:15 2019

e

@ Activate Older Opswat SDK in ESAP for Host checker policy evaluation

ains two versions of Opswat SDK for supporting policy evaluation. It is Fecommended to use the newsr version of the Opswat SDK_ Use the older varsion if you have Pulse Clients before 5 2R5, Pulse Gonnect Secure appliances before 8 2RS5, or Pulse Policy Secure appliances

fent

ote: Enabling this option ensures that ESAP package is

jsed on all the client machines. If the client machine contains a ne:

Package' No file chosen[USSCCM () Set as active after upload

Save ESAP Changes I

“indicates required field

P package it will be replaced with the active ESAP version

o If the client machine has newer ESAP package and if it has to be replaced, then select “Enable
the Active ESAP package”. See Enabling the Active ESAP Package to know about the procedure.

Enabling the Active ESAP Package

Administrator can enable “Enable Active ESAP package on the client” checkbox to ensure that client
machine always uses the active ESAP package, even if the active ESAP package is older than the version
installed on the client system. In case client machine has newer ESAP package installed, it will be
replaced with the older Active ESAP version with this option enabled.

To enable the active ESAP package:
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1. Select Authentication > Endpoint Security > Host Checker.

2. Under Manage Endpoint Security Assessment Plugin Versions, enable Enable Active ESAP
package on the client checkbox.

v Manage Endpoint Security Assessment Plugin Versions

Currently Active ESAP version: 3.3.2
Default ESAP version: 3.3.2

10 ~ records per page

Version Uploaded Last Activated

327 Wed Sep 26 13:52:14 2018 Wed Sep 26 13:52:54 2018
® 332 Thu Jan 17 15:07:13 2019 Thu Jan 17 15:07:15 2019

Activate Older Opswat SDK in ESAP for Host checker policy evaluation

lote: ESAP contains two versions of Opswat SDK for supporting policy evaluation. It is recommended to use the newer version of the Opswat SDK_ Use the older version if you have Pulse Glients before 5 2RS, Pulse Connect Secure appliances before 8.2R5, of Pulse

| ¥ Enable Active ESAP package on th henll

Note: Enabling this option ensures that th ESAP packa d on all the client machines. If the client machine contains a

wer ESAP package it will be re AP version

Package No file chosen|U sG] Set as active after upload

Save ESAP Changes

3. Click Save ESAP Changes.

Updating Virus Signature Database

You can automatically import the current virus-signature version-monitoring from the Ivanti staging
site at a specified interval, or you can download the files from Ivanti portal and use your own staging
server. You can also configure a proxy server as a staging site between IPS and the Ivanti site. To use a
proxy server, you enter the server network address, port, and authentication credentials, if applicable.

To access the Ivanti staging site for updates, you must enter the credentials for your Ivanti Support
account.

For patch assessment remediation with Ivanti you can use OPSWAT (a third-party vendor) to
automatically download patches from trusted sources to the endpoint.

To configure IPS to automatically import the current virus signature version-monitoring from the Ivanti
staging site:

1. Select Authentication > Endpoint Security > Host Checker.
2. Select Virus signature version monitoring.

3. Select Auto-update virus signatures list.
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6.

7.

For Download path, leave the existing URLs of the staging sites where the current lists are stored.
The default URLs are the paths to the Ivanti staging site:

For Download interval, specify how often you want IPS to automatically import the current list(s).
For Username and Password, enter your Ivanti Global Support Center credentials.

Click Save Changes.

To manually import the current virus signature version-monitoring lists:

1.

Select Authentication > Endpoint Security > Host Checker.
Click Virus signature version monitoring.

Download the list(s) from the Ivanti staging site to a network server or local drive on your
computer by entering the Ivanti URLs in a browser window:

¢ https://download.pulsesecure.net/software/av/uac/epupdate_hist.xml
 https://download.pulsesecure.net/software/hc/patchdata/patchupdate.dat
Under Manually import virus signatures list, click Browse, select the list, and then click OK.

Click Save Changes.

If you use your own staging site for storing the current list(s), you must upload the trusted root
certificate of the CA that signed the staging’s server certificate to IPS.

To use a proxy server as the auto-update server:

1.

2.

3.

Select Authentication > Endpoint Security > Host Checker.
Select Virus signature version monitoring.

Select Auto-update virus signatures list.
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4. For Download path, leave the existing URLs of the staging sites where the current lists are stored.
The default URLs are the paths to the Ivanti staging site:

¢ https://download.pulsesecure.net/software/av/uac/epupdate_hist.xml
(for auto update virus signatures list)
¢ https://download.pulsesecure.net/software/hc/patchdata/patchupdate.dat
(for auto update patch management)
5. For Download interval, specify how often you want IPS to automatically import the current lists.
6. For Username and Password, enter your lvanti Global Support Center credentials.
7. Select the Use Proxy Server check box.
8. For IP Address, enter the IP address of your proxy server.

9. For Port, enter the port that the lvanti Global Support Center will use to communicate with your
proxy server.

10. If your proxy server is password protected, type the Username and Password of the proxy server.

11. Click Save Changes.

Understanding Host Checker Policy Remediation

This topic describes Host Checker policy remediation.

Remediation Options

You can specify general remediation actions for Host Checker to take if an endpoint does not meet the
requirements of a policy. For example, you can display a remediation page to the user that contains
specific instructions and links to resources to help the user bring their endpoint into compliance with
Host Checker policy requirements.

You can also include a message to users (called a reason string) that is returned by Host Checker or an
IMV and that explains why the client machine does not meet the Host Checker policy requirements.

For example, the user might see a remediation page that contains custom instructions, a link to

resources, and reason strings:

For each Host Checker policy, you can configure two types of remediation actions:
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¢ User-driven—Using custom instructions and reason strings, you can inform the user about the
failed policy and how to make his computer conform. The user must take action to successfully
re-evaluate the failed policy unless you configure an IMV to automatically remediate his
computer. For instance, you can create a custom page that is linked to a policy server or Web
page and enables the user to bring his computer into compliance.

¢ Automatic (system-driven)—You can configure Host Checker to automatically remediate the
user's computer. For example, when the initial policy fails, you can kill processes, delete files, or
allow automatic remediation by an antivirus rule, a firewall rule, or a registry setting rule. Host
Checker does not inform users when performing automatic actions. (You could, however, include

information in your custom instructions about the automatic actions.)

Remediation User Experience
Users might see a remediation page in the following situations:
e Before the user signs in:

 If you enable custom instructions or reason strings for a policy that fails, the system
displays the remediation page. The user has two choices:

¢ Take the appropriate actions to make the endpoint conform to the policy and then
click Try Again on the remediation page. Host Checker checks the user's computer
again for compliance with the policy.

e Leave the endpoint in its current state and click Continue to sign in. The user

cannot access the realm, role, or resource that requires compliance with the failed
policy.

If you do not configure the system with at least one realm that allows access
without enforcing a Host Checker policy, the user must bring the endpoint into
compliance before signing in.

¢ If you do not enable custom instructions or reason strings for a policy that fails, Host
Checker does not display the remediation page. Instead, a message displays telling the
user that no additional information has been provided and to contact the system
administrator. The system does not assign the user a role that allows access to protected
resources.
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e After the user signs in:

¢ Pulse Client—During a session, if a user's computer becomes noncompliant with the
Host Checker policy, a message is displayed briefly in the system tray that informs the
user of the noncompliance. The remediation page is displayed on the client.

¢ Agentless—During a session, if a user’'s agentless computer becomes noncompliant with
the Host Checker policy, the system displays the remediation page to inform the user of
the noncompliance. On Windows agentless computers, Host Checker displays a bubble
and tray icon if the endpoint becomes noncompliant. The user must click the bubble or
tray icon to open a browser window that contains the remediation instructions. On
Macintosh or Linux agentless computers, Host Checker automatically opens a browser
window that contains the remediation instructions as soon as the endpoint is

noncompliant.

Configuring Host Checker Policy

To configure a Host Checker policy:
1. Select Authentication > Endpoint Security > Host Checker.
2. Under Policies, click New.

3. Enter a name in the Policy Name field then click Continue. (Users see this name on the Host
Checker remediation page if you enable custom instructions for this policy.)

4. Create one or more rules to associate with the policy.

5. Configure additional system-level options on Authentication > Endpoint Security > Host

Checker page.
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6. Determine the level at which you want to enforce Host Checker policies:

¢ To enforce Host Checker policies when the user initially signs in, implement the policy at
the realm level select Users > User Realms > Select Realm > Authentication Policy >
Host Checker.

¢ To allow or deny users access to specific roles based on compliance with Host Checker
policies, implement the policies at the role level by using the Users > User Roles >
Select Role > General > Restrictions > Host Checker page of the admin console.

e To map users to roles based on their compliance with Host Checker policies, select Users
> User Realms > Select Realm > Role Mapping and use custom expressions.

7. To create client-side logs. Select System > Log/Monitoring > Client Logs/Settings and
enable Host Checker and Pulse Desktop Client option.

8. If more than one valid session exists from the same system, and Host Checker is used in those
sessions, all valid sessions are terminated if a user signs out from any of the sessions. To prevent
this, turn off Host Checker for those sessions that do not need Host Checker.

Enable Agentless Mode with Profiler for using Agentless Host Checker policy evaluation. As
o a pre-requisite the Admin must configure the Profiler server to collect the endpoint attributes.

Note that the Agentless Mode with Profiler functionality is also supported on the MAC

Authentication Realm. Refer the Profiler documentation for configuration and other details.

Configuring Antivirus Rule with Remediation Options

Use this rule type to configure antivirus rule along with remediation actions. You can also monitor
policies to ensure that logged-in endpoints maintain compliance status, and remediate the endpoint to
another role or realm depending on the current status.

To configure a predefined antivirus rule:
1. Select Authentication > Endpoint Security > Host Checker.
2. Create a policy or click on existing policy in the Policies section of the page.

3. Select the tab for Windows or Mac, depending on the platform for which this rule is intended.
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4. Under Rule Settings, select Predefined: Antivirus and click Add.

Configuration > Host Checker Policy > Add Predefined Rule  Antivirus
Add Predefined Rule : Antivirus

Rule Type: Antivirus

*Rule Name:

v *Criteria

Require any supported product
® Require specific products/vendors
Require any supported product from a specific vendor

Require specific products

v Optional
The following check is supported by these Antivirus products. For any ofher products, this check wil be ignored
Successful System Scan must have been performed in the last days
The f s supported by these Antivirus producs. For any ofher products, this check wil be ignored. For this check to be effective, enable the *Auto-update virus signatures ist option or manually import the virus signatures list on Endpoint Security page:

ollowing check is s
Check for the Virus Definition files

Monitor this rule for change in result

the lvanti Polc:

d by AntiVirus

Powered by

OPSWAT"

5. Enter the name of the antivirus rule.

6. To determine if your software vendor’s product is supported for the System Scan check, click
these Antivirus products. A new window opens with a list of the products that support the
feature.

7. Select or clear the check box next to Successful System Scan must have been performed in
the last _ days, and enter the number of days in the box. If you select this check box, a new
option is displayed. If the remediation action to start an antivirus scan successfully begun, you
can override the previous check.

8. Select or clear Consider this rule as passed if ‘Full System Scan’ was started successfully as
remediation check box.

9. Select or clear the Check for Virus Definition files check box. If you select this check box, then
choose either Virus Definition files should not be older than n Updates (the range for this
value is 1 - 20) or Virus Definition files should not be older than n Days (the range for this value is
1-30).
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10. Select one of the following options:

¢ Require any supported product allows you to check for any product (rather than
requiring you to select every product separately). This option button reveals a list of
products in the remediation section to allow you to enable remediation options which are

product specific.

¢ Require specific products/vendors allows you to define compliance by allowing any
product by a specific vendor or provides functionality that allows you to select individual
products to define compliance.

After you select your vendors and products, remediation options appear on the page.

For each of the following remediation actions:

Download latest virus definition files—Obtains the latest available file for the specified vendor

from the vendor’s website.

Turn on Real Time Protection—Launches the virus-scanning mechanism for the specified

vendor.

Start Antivirus Scan—Performs a real-time virus scan for the specified vendor.

The check box is active if the action is supported for your product.

If your antivirus product is not supported, you can click the remediation column headers to determine

what vendors and products are supported.

If your product is supported, select the check box for the remediation action that you want to
apply.

Under Optional, select Monitor this rule for change in result to continuously monitor the
policy compliance of endpoints. If this check box is selected, the compliance status of an

endpoint that has successfully logged in changes, IPS initiates a new handshake to reevaluate

realm or role assignments.
Click Save Changes to save the antivirus rule and enforce antivirus remediation.

(Optional) Add more rules to the policy, specify how Host Checker should evaluate multiple rules
within the policy, and define remediation options.
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Configuring Firewall Rule with Remediation Options

Use this rule type to create a Host Checker firewall rule that requires the endpoint to have a specific

firewall installed and running before it connects to the network.

To configure a Host Checker predefined firewall rule:

1.

Select Authentication > Endpoint Security > Host Checker.
Create a policy or click an existing policy in the Policies section of the page.
Select the tab for Windows or Mac, depending on the platform for which this rule is intended.

Under Rule Settings, select Predefined: Firewall and click Add.

Confguration > Host Checker Policy » Add Predefined Rule : Firewall
Add Predefined Rule : Firewall

Rule Type: Firewall

“Rule Name:|

¥ *Criteria

Require any supported product
® Require specific products/vendors
Require any supparted product from a specific vendor

Require specific products
¥ Opional

Monitor this rule for change in result
ce for this
for RTP check

No

Powered by

OPSWAT

Save Changes

* indicates required field

5. Enter a name for the firewall rule.

6. Select one of the following options:

¢ Require any supported product allows you to check for any product (rather than
requiring you to select every product separately). This option button provides a list of
products in the remediation section to allow you to enable remediation options which are

product specific.

* Require specific products/vendors allows you to define compliance by allowing any
product by a specific vendor or provides functionality that allows you to select individual

products to define compliance.

7. After you select your vendors and products, remediation options appear on the page.

8.

If your firewall is supported, select the Turn on Firewall check box.
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9. Under Optional, select Monitor this rule for change in result to continuously monitor the
policy compliance of endpoints. If this check box is selected, and a change in compliance status
on an endpoint that has successfully logged in occurs, IPS initiates a new handshake to

reevaluate realm or role assignments.
10. Click Save Changes to save the firewall rule and enforce firewall remediation.

11. (Optional) Add more rules to the policy, specify how Host Checker should evaluate multiple rules
within the policy, and define remediation options.

Configuring Malware Rule

Use this rule type to check for installed malware on endpoints.

To configure a Host Checker Predefined malware rule:
1. Select Authentication > Endpoint Security > Host Checker.
2. Create a new or click an existing policy in the Policies section of the page.
3. Select the tab for Windows.

4. Under Rule Settings, select Predefined: Malware and click Add.

Iy > Add Predefined Rule :Malware

Selected Types.

5. From the Criteria, select the Malware Software to be installed on the endpoint.

6. Click Save Changes.

Configuring AntiSpyware Rule

Use this rule type to check for installed antispyware on endpoints.
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To configure a Host Checker Predefined Spyware rule:

1.

Select Authentication > Endpoint Security > Host Checker.
Create a new or click an existing policy in the Policies section of the page.
Select the tab for Windows or Mac, depending on the platform for which this rule is intended.

Under Rule Settings, select Predefined: AntiSpyware and click Add.

Coniiguration > Host Checker Folicy > Add Predefined Rule : AntiSpyware
Add Predefined Rule : AntiSpyware

Rule Type: AntiSpyware
“Rule Name:

v *Criteria

Note: Anti-Virus products that provide both anti-virus and anti-spyware functionalty are also fisted in the Anti-Spyware products fist

Require any supported praduct
® Require specific products/vendors
Require any supported product from a specific vendar

Require specific products

 Optional

Monitor this rule for change in result

Ho for thi

ce for this
for RTP check

Powered by

OPSWAT’

e

5. Enter a name for the firewall rule.

6. Select one of the following options:

¢ Require any supported product allows you to check for any product (rather than
requiring you to select every product separately). This option button provides a list of
products in the remediation section to allow you to enable remediation options which are

product specific.

* Require specific products/vendors allows you to define compliance by allowing any
product by a specific vendor or provides functionality that allows you to select individual

products to define compliance.

Under Optional, select Monitor this rule for change in result to continuously monitor the
policy compliance of endpoints. If this check box is selected, and a change in compliance status
on an endpoint that has successfully logged in occurs, IPS initiates a new handshake to re-

evaluate realm or role assignments.

Click Save Changes.
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9. (Optional) Add more rules to the policy, specify how Host Checker should evaluate multiple rules
within the policy, and define remediation options.

Configuring Hard Disk Encryption Rule

Use this rule type to check for installed Hard Disk Encryption software on endpoints and specify the
drives which needs to be encrypted.

To configure a predefined hard disk encryption rule:
1. Select Authentication > Endpoint Security > Host Checker.
2. Create a new policy, or click an existing policy in the Policies section of the page.
3. Select the tab for Windows or Mac, depending on the platform for which this rule is intended.

4. Under Rule Settings, select Predefined: HardDisk Encryption and click Add.

!:ntlpoinl Security = Host Checker Policy
Host Checker Policy

|Ise this restriction to limit this policy to users whose workstations are running host-checking software.

Policy Name:| tests

m Mac Linux Solaris

v Rule Settings

- Select Rule Type - v m

- Select Rule Type -
Predefined: Antivirus
Predefined: Firewall

Predefined: Malware Rule Type Summary
Predefined: AntiSpyware
Predefined: Patch Management
Predefined: OS Checks
Custom: 3rd Party NHC Check
Custom: Ports

Custom: Process

Custom: File

Custom: Registry Setting
Custom: NetBIOS

Custom: MAC Address
Custom: Machine Certificate
Custom: Statement of Health
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5. Under Rule Settings, select Predefined: HardDisk Encryption and then click Add.

rule (Predefined Rule : HardDisk Encryption)
Rule Type: HardDisk Encryption

*Rule Name:| rule
V¥ *Criteria
© Require any supported product.

) Require specific products/vendors

Drive Configuration Details:
" All Drives

© Specific Drives

Drive Letters: | A,D Example: To check encryption status of C, D and E drives, configure "C,D,E"

| Consider policy as passed if the drives are not detected.

Note: Enabling this option will result in policy pass if any of the configured drives are not detected on the endpoint machine.
Consider policy as passed if the drive Encryption is in progress.

Note: Enabling this option will result in policy pass if any of the configured drives are not fully encrypted, but the encryption process is in progress on the endpoint maching

Powered by

OPSWAT’

Save Changes

* indicates required field

6. Enter a Rule Name for the HardDisk Encryption rule.
7. Select one of the following options:

¢ Require any supported product allows you to check for any product (rather than
requiring you to select every product separately). This option button provides a list of
products in the remediation section to allow you to enable remediation options which are

product specific.

* Require specific products/vendors allows you to define compliance by allowing any
product by a specific vendor or provides functionality that allows you to select individual
products to define compliance.
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8. Under Drive Configuration, select the required option.

 All Drives--(Default) Select this option to check if all the drives on the client machine are

encrypted.

e Specific Drives-Select this option to check if only specific drives on the client machine

are encrypted.
¢ Drive Letters— Enter the drive name. For example, C, D, E.

¢ Consider policy as passed if the drives are not detected- Select this option to
consider policy as passed if the drives are not detected

¢ Consider policy as passed if the drive Encryption is in progress— Select this
option to allow the Host Checker policy to pass if the encryption process is in
progress and the drive is not fully encrypted. The drive encryption process takes
time to complete depending up on the drive size and contents. For multiple drives,
the HC policy passes only if the encryption process is in progress in all the drives.

9. Click Save Changes.

Configuring Common Vulnerability and Exposure (CVE) Check Rules

Host Checker is used for analyzing the health of the endpoint before providing access to the network.
As endpoints are vulnerable to many types of new attacks such as Ransomware attack. It becomes
extremely important to identify such endpoints, which are vulnerable to any attacks. The CVE lists some
of these attacks along with the required software patches to prevent from such attacks. IPS provides the
CVE check rule, which helps in identifying the endpoints which are vulnerable using the OPSWAT library.
If the endpoint is vulnerable appropriate action is taken based on the rule configuration. For example,
the user can be denied from accessing the network.

- CVE check rule is supported from ESAP 3.2.3 onwards.

o - OPSWAT version 3 does not support CVE rules. These rules will always be evaluated as failed
and may cause the host checker policy to fail. It is recommended to delete CVE rules if you are
using OPSWAT V3 SDK for evaulation.

To configure a predefined CVE check rule:
1. Select Authentication > Endpoint Security > Host Checker.

2. Create a new policy, or click an existing policy in the Policies section of the page.
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3. Click the Windows tab.

4. Under Rule Settings, select Predefined: CVE Checks and click Add.

Endpoint Security > Host Checker Policy
Host Checker Palicy

Use this restriction to limit this policy to users whose workstations are running host-checking software

Paolicy Name: | HC

ma  unx Soans

+ Rule Settings

- Select Rule Type -
Predefined Ani’itirus Search

Predefined: Firewall
Predefined: AntiSpyware Rule Type
Predefined HardDisk Encryption
Predefined: Patch Management
Predefined: OS Checks

Custom: 3rd Party NHC Check + Previous - Next —
Custom: Ports.

Custom: Process.

Custom: File

Custom: Registry Setting

Custom: NetBIOS

Custom: MAC Address

Custom: Machine Ceriificate

+ R Custom: Advanced Host Checking
Custom: of Health

= Enable Custom Instructions

Summary

L Kill Processes
= Delete Files
¥/ Send reason strings

+ Dashboard Reporting

¥/ Consider for Dashboard/Reporting

Note: If this checkbox is not selected, policy de

re not reported fo dashboard. In other

ven if this policy fails, the

is not affected in dashboard charts

and reports

5. Enter a Rule Name for the CVE Check rule. For example, you can configure a check for WannyCry
vulnerability.

Configuration = Host Checker Policy » Add Predefined Rule : CVE Checks
Add Predefined Rule : CVE Checks

Rule Type: CVE Checks
*Rule Name:| Wannycry

w *Criteria

'® Require all supported CVE checks.
' Check for specific CVE checks

Powered by

OPSWAT"

—

* indicates required field
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6. From the Criteria, select if you require all the CVE checks from OPSWAT or choose the specific
CVE checks from the available CVE checks list.

Configuration = Host Checker Palicy > Edit Predefined Rule : CVE Checks

Edit Predefined Rule : CVE Checks
Rule Type: GVE Checks
*Rule Name:| wannacry
 *Criteria
Require all supported CVE checks

® Check for specific CVE checks

Available CVE checks: Selected CVE checks:

CVE-2017-0199 that exploits GoldenEye/Peyta - (CVE-2017-0143 Vulnerability that exploits WannaCry ransormware. =

CVE-2017-8563 Vulnerabilty that exploits Windows evaluation of privilege. CVE-2017-0144-Vulnerability that exploits WannaCry ransomware.
‘CVE-2017-0145:Vulnerability that exploits WannaCry ransomware.
‘CVE-2017-0146 Vulnerabilty ihat exploits WannaCry ransomware.
CVE-2017-0147:Vulnerability that exploits WannaCry ransomware.
‘CVE-2017-0148 Vulnerabilty ihat exploits WannaCry ransomware.

Powered by

OPSVAT’

7. Click Save Changes.

Configuring Patch Management Rules
You can configure Host Checker to check for installed Patch Management Software on endpoints.

Patch management software detects patch status based on the configured rules on corresponding
patch management server. Detection of patches status on the client machine depends on the support
provided by the 3rd party patch management solution that is used. Hence different patch management
software on the same client can report the status differently. To avoid conflicts, administrator is allowed
to configure only one patch management software product on policy configuration page.

It provides options to configure various Severity and Category options that administrator is interested
in. These additional details are used during policy evaluation such that only the missing patches that
belongs to configured "Severity" and "Category" are considered. Any other patches that does not
belong to configured "Severity" and "Category" are not considered during policy evaluation.

The default "Severity" options selected in policy are Critical, Important. The default "Category" options
selected in policy are Security Update, Critical Update, Regular Update, Driver Update.
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- The remediation support for patch management rule is available only for Windows platform
o using SCCM client.

- Patch Management on Mac is not supported with OPSWAT SDK V3 and pre-9.0R1 Pulse

clients.

To configure a predefined patch management rule:
1. Select Authentication > Endpoint Security > Host Checker.
2. Create a new policy, or click an existing policy in the Policies section of the page.
3. Click the Windows/Mac tab.

4. Enter a Rule Name for the Patch Management rule.

Endpoint Security > Host Checker Palicy
Host Checker Policy

Use this restriction to limit this policy to users whose workstations are running host-checking software

Policy Name:| HC_Patch

w Rule Settings

~Select Rule Type -
Predefined: Antivirus Search:

Predefined: Firewall
Predefined: AntiSpyware Rule Type Summary
Pradefined: HardDisk Encryption
Custom: Ports

Custom: Process

Custom: File «— Previous - Next —
Custom: Machine Certificate

-
@ All of the above rules

Any of the above rules
Custom

5. Under Rule Settings, select Predefined: Patch Management and click Add.
6. From the Criteria, select the Patch Management Software to be installed on the endpoint.

7. Select the Severity and Category details of the patches to be evaluated.

For patch management products that do not provide "Severity" and "Category" details,
administrator can choose the "Unknown" options so that all the reported missing
patches are considered in policy evaluation.

8. (Windows Only) If you want to do remediation, Under the Remediation section, select Enable
Automatic Patch Deployment.

9. Click Save Changes.
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Configuration > Host Checker Policy > Add Predefined Rule : Paich Management
Add Predefined Rule : Patch Management

Rule Type: Patch Management

*Rule Name:

W *Criteria

Select Product Name: | Software Update (2.  §

Severity: ¥
Note: For

Critical ¥ Important ) Moderate [ Low [ Unspecified/Unknown

the paich management software products, severily is not d

d. In such

nable “Unspecified/Unknown” severity o detect the missing paiches

Category: ¥/ Security Update [/ Rollup Update ¥ Critical Update ¥ Regular Update ) Driver Update || Service Pack Update [ Unknown

Note: For some of the patch management software products, category is not detected. In such cases, enable "Unknown' category to detect the missing pafches

Powered by

OPSWAT
* indicates required field

Configuring OS Checks Rule

You can configure Host Checker to check for the Windows/MAC operating systems and minimum

service pack versions that you specify. Any service pack whose version is greater than or equal to the
version you specify satisfies the policy.

o OS Check rule is supported starting from MAC OS X El Captain (10.11) and above.

To configure a rule for OS checks:
1. Select Authentication > Endpoint Security > Host Checker.

Create a new policy, or click an existing policy in the Policies section of the page.

3. Click the Windows/Mac tab.

4. Enter a Rule Name for the OS checks rule.
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5. Under Rule Settings, select Predefined: OS checks and click Add.

e Hel Cracksr Felcy » Add Fradafined Rus 5 Chacks

pe 05 Cracks

Rl hsmna
Windows 10

anors

. ignare

e

anare

Wiindows 2003-64-8it

Miimum Service FackiVeesion  1gnure
Windcws 2008

Wi Service PackfVersion  Ignar
Windlows 2000.R2 54 Bit
Mirimam Saevice Packrusesion ignure
Wiindows
Mirimm Service PackfVersion.  Ignar
Windows 7.64 it

WaFimm Seevice Pack/ersion Inare
Windows §

Mirifmm Service PackfVerzion.  Ignar
Windows 8648t

Mirirn

eevice Pack/Version.  Ignore
Windows 8.1

Mirimum Service PackfUersion ignars
Windlows B.1.64.
Wi

8 Pack/Veesion Ignore
Windlows Universal-App

Mirimum Sarvice PackfVersion Ignars
Windzws Univarsal-App-£4-Die

Wit Service Pech/Uersion  Ignare
Wil Univer sl App- ARM
Mirinm Sarvica PackfVersion  ignars
Windows VPN Flugin

Wit Service PeckVeesion.  Ignare
Whndows VPP lugin 54.8it

Miimum Sarvica PackfUernbon  ignars
Windlcws VPN-Plugin ARM

Wit Service PeckVesion.  Ignare

Windows Vista

Mirirum Service Pack/Version |qnare
Windews Vises 64 Bir

Wi Service PackiVersion Ignare
Windows XP

Mirimum Sarvica Packfisrsbon ignars

Wiindoms XP &4 e

Gonfiguration > Host Ghecker Policy > Add Predefined Rule : OS Checks.
Add Predefined Rule : OS Checks
Rule Type: OS Checks
*Rule Name
w “Criteria
Mac El-Capitan
Minimum Service Pack/Version: Ignore v

Mac High-Sierra

Minimum Service Pack/Version:  Ignore v
Mac Sierra
Minimum Service Pack/Version: |gnore v

Save Changes

* indicates required field

6. From the Criteria, select the Windows/Mac operating systems and minimum service
pack/version to be there on the endpoint.

7. Click Save Changes.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 456 of 1219


http://www.ivanti.com/company/legal

Host Checker

Configuring Third-Party NHC Rule

Use this rule type to specify the location of a custom DLL. Host Checker calls the DLL to perform
customized client-side checks.

To configure a rule for third-party NHC:
1. Select Authentication > Endpoint Security > Host Checker.

2. Under Rule Settings, select Custom: 3rd Party NHC Check and then click Add.

Configuration = Host Checker Policy = Add Custom Rule : 3rd Party NHC Check

Add Custom Rule : 3rd Party NHC Check
Rule Type: 3rd Party NHC Check
“Rule Name:
v “Criteria
*Vendor Name:
*Path to NHC DLL:

 Optional

Monitor this rule for change in result

No
that
S o

* indicales required field

3. Enter a name for the NHC Check rule.
4. Under Criteria, enter the Vendor name and Path to NHC DLL.

5. Under Optional, select Monitor this rule for change in result to continuously monitor the
policy compliance of endpoints. If this check box is selected, and a change in compliance status
on an endpoint that has successfully logged in occurs, the IPS initiates a new handshake to re-
evaluate realm or role assignments.

6. Click Save Changes.

Configuring Ports Rule

Use this rule type to control the network connections that a client can generate during a session. This
rule type ensures that certain ports are open or closed on the client machine before the user can access
the system.

To configure a custom port rule:
1. Select Authentication > Endpoint Security > Host Checker.

2. Create a new policy, or click an existing policy in the Policies section of the page.
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3. Under Rule Settings, select Custom: ports and then click Add.

Configuration > Host Checker Policy > Add Custom Rule : Ports
Add Custom Rule : Ports

Rule Type: Ports

“Rule Name:

W *Criteria

*Port List Enter port numbers seperated by comma
Required ® Deny

~ Optional

Moni

is rule for change i

No

o coes

* indicates required field

4. Enter a name for the port rule.

5. Under Criteria, enter a comma delimited list (without spaces) of ports or port ranges, such as:
1234,11000- 11999,1235. Select Required if you want these ports to be open on the client
machine or Deny if you want them to be closed.

6. (Windows only) Under Optional, select Monitor this rule for change in result to continuously
monitor the policy compliance of endpoints. If this check box is selected, and a change in
compliance status on an endpoint that has successfully logged in occurs, the IPS initiates a new
handshake to re-evaluate realm or role assignments.

7. Click Save changes.

Configuring Process Rule

Use this rule type to control the software that a client may run during a session. This rule type ensures
that certain processes are running or not running on the client machine before the user can access
protected resources.

To configure a custom process rule:
1. Select Authentication > Endpoint Security > Host Checker.

2. Create a new policy, or click an existing policy in the Policies section of the page.
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3. Under Rule Settings, select Custom: Process and then click Add.

Configuration = Host Checker Policy = Add Custom Rule : Process
Add Custom Rule : Process

Rule Type: Process

*Rule Mame:

w *Criteria

*Process Name:l

O Required ® Deny

w Optional
MD5 Checksums: One MDS checksum per line.
SHAZ256 Checksums: One SHAZSE checksum per line.

[ Moniter this rule for change in result

Note: Enabling this option will report change in compliance for this rule to the hvanti Policy Secure immediately. The client component requires additional computing cycles to report change
& host checker update frequency should be used to get periodic health checks from endpoints.

nature , for example a rule for RTP check provided by AntiVirus software. For other rules th

Save Changes Cancel

* indicates required field

4. Enter a name for the process rule.

5. Under Criteria, enter the name of a process (executable file), such as: good-app.exe. You can use
a wildcard character to specify the process name. For example: good*.exe. Select Required to
require that this process is running or Deny to require that this process is not running.
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6. Under Optional, enable the checks required from the following:

¢ Specify the MD5 checksum value of each executable file to which you want the policy to
apply. For example, an executable may have different MD5 checksum values on a desktop,
laptop, or different operating systems. On a system with OpenSSL installed—Macintosh
and Linux systems have OpenSSL installed by default—you can determine the MD5
checksum by using this command: openssl md5 <processFilePath>.

¢ Specify the SHA256 checksum value of each file.

e Select or clear the check box next to Monitor this rule for change in result. With the
checkbox enabled, it continuously monitors the policy compliance of endpoints. If this
check box is selected, and a change in compliance status on an endpoint that has
successfully logged in occurs, the IPS initiates a new handshake to re-evaluate realm or
role assignments.

7. Click Save Changes.

Configuring File Rule

Use this rule type to ensure that certain files are present or not present on the client machine before the
user can access. You may also use file checks to evaluate the age and content (through MD5
checksums) of required files and allow or deny access accordingly.

To configure a custom file rule:
1. Select Authentication > Endpoint Security > Host Checker.
2. Create a new policy, or click an existing policy in the Policies section of the page.

3. Under Rule Settings, select Custom: File and then click Add.
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4. Enter a name for the file rule.

Configuration = Host Checker Policy = Add Custom Rule : File
Add Custom Rule : File

Rule Type: File

*Rule Name:

v *Criteria

*File Name:l Example: c:\temp\bad-file.bet or «%windir¥s=\bad-file.txt

O Required ® Deny

w Optional

Minimum version: |
File modified less than:l days ago.

MD5 Checksums:

SHA256 Checksums:

[J Manitor this rule for change in result

& for B

Save Changes

* indicates required field

5. Under Criteria, enter the name of a file (any file type), For example, c:\temp\bad-file.txt or
/temp/bad-file.txt. You can use a wildcard character to specify the file name. For example:
* txt.You can also use an environment variable to specify the directory path to the file. (You
cannot use a wildcard character in the directory path.) Enclose the variable between the <% and

%> characters. For example: <%windir%>\bad-file.txt

6. Select Required to require that this file is present on the client machine or Deny to require that

this file is not present.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 461 of 1219


http://www.ivanti.com/company/legal

Host Checker

7. (Windows only) Under Optional, enable the checks required from the following:

¢ Specify the minimum version of the file (optional). For example, if you require notepad.exe
to be present on the client, you can enter 5.0 in the field. Host Checker accepts version 5.0
and above, of notepad.exe.

¢ Specify the maximum age (File modified less than n days) (in days) for a file (optional). If
the file is older than the specified number of days, then the client does not meet the
attribute check requirement.

e Specify the MD5 checksum value of each file to which you want the policy to apply
(optional). On Macintosh and Linux, you can determine the MD5 checksum by using this
command: openssl md5 <filePath>

8. Specify the SHA256 checksum value of each file.

9. Select Monitor this rule for change in result to continuously monitor the policy compliance of
endpoints. If this check box is selected, and a change in compliance status on an endpoint that
has successfully logged in occurs, the IPS initiates a new handshake to re-evaluate realm or role

assignments.

10. Click Save Changes.

Configuring Registry Settings Rule

Use this rule type to control the corporate PC images, system configurations, and software settings that
a client must have to access the IPS. This rule type ensures that certain registry keys are set on the client
machine before the user can access the IPS. You may also use registry checks to evaluate the age of
required files and to allow or deny access accordingly.

1. Select Authentication > Endpoint Security > Host Checker.

2. Create a new policy, or click an existing policy in the Policies section of the page.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 462 of 1219


http://www.ivanti.com/company/legal

Host Checker

3. Under Rule Settings, select Custom: Registry Setting and then click Add.

Name:
Type

Value:

Ho

“Rule Name

v *Criteria

+ Optional

Configuration = Host Checker Policy > Add Custom Rule : Registry Setting
Add Custom Rule : Registry Sefting

Rule Type: Registry Setting

Registry Root key: HKEY_LOCAL_MACHINE ¥

Registry Subkey

—

String v
Check for 64-bit registry
Note: Check for 54 bit registry. This option is applicable only for 64-bit versions of Windows. By defaull, Host Checker checks only 32-bil registr

Minimum version

Monitor this rule for change in result

v Remediation

Set Registry value specified in criteria

4. Enter a name for the registry setting rule.

5. Under the criteria:

¢ Select a root key from the drop-down list.

Enter the path to the application folder for the registry subkey.

Enter the name of the key's value that you want to require (optional). This name appears
in the Name column of the Registry Editor.

Select the key value's type (String, Binary, or DWORD) from the drop-down list
(optional). This type appears in the Type column of the Registry Editor.

Specify the required registry key value (optional). This information appears in the Data
column of the Registry Editor.

If the key value represents an application version, select Minimum version to allow the

specified version or newer.

6. Under Optional, select Monitor this rule for change in result to continuously monitor the
policy compliance of endpoints. If this check box is selected, and a change in compliance
status on an endpoint that has successfully logged in occurs, the system initiates a new

handshake to re-evaluate realm or role assignments.

7. Under Remediation, Select the check box for Set Registry value specified in criteria.

8. Click Save Changes.
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Configuring NetBIOS Rule

Use this rule type to check the NetBIOS name of the client machine before the user can access IPS.

o A maximum of 1,000 regex patterns are supported in a single NetBIOS rule. In case, if there are
more than 1,000 regex patterns in a single rule, split the rule into multiple rules.

To configure a custom NetBIOS rule:
1. Select Authentication > Endpoint Security > Host Checker.
2. Create a new policy, or click an existing policy in the Policies section of the page.

3. Under Rule Settings, select Custom: File and then click Add.
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Enter a name for the NetBIOS rule.

Configuration = Host Checker Policy = Add Custom Rule : MNetBIOS
Add Custom Rule : NetBIOS
Rule Type: MetBIOS

*Rule Mame:

W *Criteria

*MetBIOS Mames: One per line
Example: WINDOWS-PC WIN*=-PC *-PC WINDOWS*®

® Required O Deny

* indicates required field

Configuration = Host Checker Policy = Add Custom Rule : NetBIOS
Add Custom Rule : NetBIOS
Rule Type: NetBIOS

*Rule Mame:

w *Criteria

*MNetBIOS Names: One per line
Example: MACBOOK-PRO MAC®:-PRO *-PRO MACBOOK®

® Required ) Deny

Save Changes

* indicates required field
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5. Under Criteria, enter a comma-delimited list (without spaces) of NetBIOS names. The name can
be up to 15 characters in length. You can use wildcard characters in the name and it is not case-
sensitive. For example, md*, m*xp and *xp all match MDXP. Select Required to require that this
file is present on the client machine or Deny to require that this file is not present.

o For Mac OS, you can enter special characters "[I"\#$%8&'()*+ \-./;; <=>?@\\\\]*_{}~]"
and space is allowed between NetBIOS names.

6. Select Required to require that NETBIOS name of the client machine match one of the names you
specify, or Deny to require that the name does not match any name.

7. Click Save Changes.

Configuring MAC Address Rule
Use this rule type to check the MAC addresses of the client machine before the user can access the IPS.
To configure a custom MAC Address Rule:

1. Select Authentication > Endpoint Security > Host Checker.

2. Create a new policy or click an existing policy in the Policies section of the page.

3. Under Rule Settings, select Custom: MAC Address and then click Add.

4. Enter a name for the MAC address rule.

Configuration = Host Checker Policy » Add Custom Rule : MAC Address
Add Custom Rule : MAC Address

Rule Type: MAC Address

*Rule Name:

w *Criteria

*MAC Addresses:

One per line
4
* Required Deny

e cars

*indic ates required field
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5. Under Criteria,enter a comma-delimited list (without spaces) of MAC addresses in the form
XXXXXXXXXX: XX where the X's are hexadecimal numbers. For example: 00:0e:1b:04:40:29.You
can use a * wildcard character to represent a two-character section of the address. For example,
you can use a * to represent the "04", "40", and “29" sections of the previous example
address:00:0e:1b:*:**But you cannot use a * to represent a single character. For example, the * in
the following address is not allowed:00:0e:1b:04:40:*9

6. Select Required to require that a MAC address of the client machine matches any of the
addresses you specify, or Deny to require that the all addresses do not match. A client machine
will have at least one MAC address for each network connection, such as Ethernet, wireless, and
VPN.

7. This rules requirement is met if there is a match between any of the addresses you specify and
any MAC address on the client machine.

8. Click Save Changes.

Configuring Machine Certificate Rule

Use this rule type to check that the client machine is permitted access by validating the machine
certificate stored on the client machine.

To configure a machine certificate rule:
1. Select Authentication > Endpoint Security > Host Checker.
2. Create a new policy, or click an existing policy in the Policies section of the page.

3. Under Rule Settings, select Custom: Machine certificate and then click Add.
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4. Enter a name for the machine certificate rule.

Configuration = Host Checker Policy = Add Custom Rule : Machine Certificate
Add Custom Rule : Machine Certificate
Rule Type: Machine Cerificate

“Rule Name:
W *Criteria
Select Issuer Certificate: Any Certificate
w Optional
You can optionally require specific values in the machine certificate

Cerificate field (example "cn”) Expected value

r r =)

‘Save Changes

* indicates required field

5. Under Criteria, Select Issuer Certificate list, select the certificate that you want to retrieve from
the user's machine and validate. Or, select Any Certificate to skip the issuer check and only
validate the machine certificate based on the optional criteria that you specify below.

6. From the Optional fields (Certificate field and Expected value), specify any additional criteria
that Host Checker should use when verifying the machine certificate.

- If more than one certificate is installed on the client machine that matches the
specified criteria, The Host Checker client passes the first certificate it finds to IPS for

o validation.
- Admin must perform some additional configurations on the Client machine for
installing machine certificate on MAC OS due to some restrictions from Apple. For more
information, see KB44148

7. Click Save Changes.

Configuring Advanced Host Checking Rule

Use this rule type to combine multiple policies for performing advanced host checking. The supported
policy types are ports, process, file, registry setting, NETBIOS, MAC address and machine certificate. It
allows Administrator to dynamically configure the expected values from registry locations on the

endpoint for evaluating the policies.

o This feature is supported only on Windows platform.

To configure an advanced host checking rule:
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Select Authentication > Endpoint Security > Host Checker.
Create a new policy, or click an existing policy in the Policies section of the page.

Under Rule Settings, select Custom: Advanced Host Checking and then click Add.

Enter a name for the rule.

Select the check to be performed from the Rule Type list.

Configuration = Host Checker Policy > Add Custom Rule - Advanced Host Checking
|Add Custom Rule : Advanced Host Checking

Rule Type: Advanced Host Checking

“Rule Name:

v *Criteria

“Select Check Type: - Select Rule Type - v

Select the check to be performed

Required ® Deny

“Method to obtain value Registry Sefting

Registry Root key: HKEY_LOCAL_MACHINE v
Regisiry Subkey: |

Name |

Type String v

Il Check for 64-bit registry

Note: Check for 64 bit registry. This oplion is applicable only for 64-bit versions of Windows. By defaull, Host Checker checks only 32-bit registry

Save Changes

* indicates required field
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6. Under Criteria, Select Rule Type list.
e Select Ports to check whether a specific port number is opened or closed on the endpoint.
¢ Enable Required/Deny to check if the specified port is open/closed.

e Select the registry root key- HKEY_LOCAL_MACHINE, HKEY_USERS, HKEY_
CURRENT_USER, HKEY_CURRENT_CONFIG, or HKEY_CLASSES_ROOT.

e Enter the registry subkey.
e Enter the name of the registry.
e Select the type of the registry- String, Binary, or DWORD.

¢ Select Check for 64-bit registry to check the 64 bit registry on Windows. The
default is 32 bit registry.

You can similarly add the check type for Process/File/NETBIOS/MAC Address. The port
o number/process name/file path/NETBIOS name/MAC address is obtained from the
Registry setting.

Configuration = Host Checker Policy > Add Custom Rule : Advanced Host Checking
Add Custom Rule : Advanced Host Checking

Rule Type: Advanced Host Checking

*Rule Name:
v “Criteria
*Select Check Type Ports A Select the check fo be performed
Required ® Deny
*Method to obtain Ports value Registry Setting

Registry Root key: HKEY_LOCAL_MACHINE

Registry Subkey |

Name: |

Type: String
[) Check for 64-bit registry

Note: Check for 64 bit registry. This option is applicable only for 64-bit versiens of Windows. By default, Host Checker checks only 32-bit registn
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¢ Select Registry Setting to verify the specific registry values on the endpoint. You can

define only the registry location in the policy and define another registry location, which

provides the expected registry value.

e Select the registry root key- HKEY_LOCAL_MACHINE, HKEY_USERS, HKEY_
CURRENT_USER, HKEY_CURRENT_CONFIG, or HKEY_CLASSES_ROOT.

e Enter the registry subkey.

¢ Enter the name.

* Select the type of the registry- String, Binary, or DWORD.

¢ Configure another registry setting to fetch the expected registry value. Select the

registry subkey, name, and type.

Configuration = Host Checker Policy > Add Custom Rule : Advanced Host Checking

Add Custom Rule : Advanced Host Checking

Rule Type: Advanced Host Checking

*Rule Namel
w *Criteria
*Select Check Type
Registry Root key'
Registry Subkey
Name:

Type:

*Method to obtain Registry Setting value
Registry Root key

Registry Subkey:

Name:
Type:

Registry Setting v Select the check to be performed

HKEY_LOCAL_MACHINE

String
[ Check for 64-bit registry
Note: Check for 64 bit registry. This optian is applicable only for 64-bit versions of Windows. By defaul, Hosl Checker checks only 32-bit registry

Registry Setting

HKEY_LOCAL_MACHINE

String
[J Check for 84-bit registry

Note: Check for 64 bit registry. This option is applicable only for 64-bit versions of Windows. By default, Host Checker checks only 32-bit registry.

e Select Machine Certificate to verify the required certificate is installed on the client

machine certificate store.

o Select the issuer certificate from the list.
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e Specify any additional criteria that Host Checker must use while verifying the certificate.

L]

Enter the certificate field name. For example, cn.

Select the registry key.

Enter the registry subkey.

Enter the registry name.

L]

Select the registry type.

Click Add.

Configuration > Host Checker Policy > Add Custom Rule - Advanced Host Checking
Add Custom Rule : Advanced Host Checking

Rule Type: Advanced Host Checking

*Rule Name:
¥ *Criteria
*Select Check Type: Machine Certificate v Select the eheck 1o be performed
*Select Issuer Certificate: Any Certificate v
~ Optional
“You can optionally require specific values in the machine certificate

Cerificate field (example Registry Key Registry SubKey Registry Name Registry Type Registry
“en”) Babit

HKEY_LOCAL_MACHINE  + String v

‘Save Changes

7. Click Save Changes.

Configuring Statement of Health Rule

Use this rule type to evaluate endpoint’s health status and make policy decisions for network access
based on the result.

To configure a custom state of health rule:
1. Select Authentication > Endpoint Security > Host Checker.
2. Create a new policy, or click an existing policy in the Policies section of the page.

3. Fora new policy, specify a name for the policy and then click Continue.
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4. Under Rule Settings, select Custom: Statement of Health and then click Add.

5.

Rule Type: Statement of Health

Configuration = Host Checker Policy = Add Custom Rule : Statement of Health

Add Custom Rule : Statement of Health

*Rule Mame:

W *(riteria

(] Antivirus Enabled

(] Antivirus up to date

[] Antispyware enabled

] Antispyware up to date

[ Firewall Enabled

[] Automatic Updates Enabled

Save Changes

* indicates required field

Enter a Name for the SOH rule.

6. Under Criteria, enter a Label for a SOH parameter. Select an SOH policy option from the

7.

Parameter menu then click Add for the following types:

e Antivirus Enabled

e Antivirus up to date

¢ Antispyware enabled

¢ Antispyware up to date
e Firewall Enabled

e Automatic Updates Enabled

Select additional options from the Parameter list to add additional SOH parameters.
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8. (Optional) For each rule, select the Enable automatic remediation check box. If you select this
option for a rule, the user receives a remediation message from the SoH agent, and appropriate
remediation is performed, if possible. If the box is not selected, the user receives a remediation

message, but no remediation action is performed.

9. Click Save Changes.

Configuring System Integrity Protection Rule

System Integrity Protection (SIP) is a security feature introduced in Mac OS X El Capitan. This security
feature from Apple provides security on the endpoint machine by restricting various actions that root
user can perform on the client machine. System Integrity Protection is enabled by default but can be

disabled.

IPS supports System Integrity Protection policy to check the status of System Integrity Protection (SIP)
on the Mac OS endpoints. Using this, the administrators can provide different access level to the end
points based on the status of "System Integrity Protection" on the client machines.

To configure a Host Checker Predefined SIP rule:
1. Select Authentication > Endpoint Security > Host Checker.
2. Create a new or click an existing policy in the Policies section of the page.
3. Select the tab for Mac.

4. Under Rule Settings, select Predefined: System Integrity Protection Rule and click Add.

\Configuration = Host Checker Policy = Add Predefined Rule : System Integrity Protection
Add Predefined Rule : System Integrity Protection

Rule Type: System Integrity Protection

FRule Name{ SIP

w *Criteria
Ensure status of System Integrity Protection on client machine is in below state

® Enabled O Disabled

e

[ indicates required field

e slatus oT Sysiem Integriy Frotection on chent machine 1S considered as disabled in case clent machine (prior to £l Lapran) goes not have support 1or sysiem Integriy Frotection

5. Enter the rule name.
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6. Under Criteria, select Enabled to ensure that the System Integrity Protection on the client

machine is enabled.

7. Click Save Changes.

Configuring Command Rule

Command Rule enables administrators to check the versions of the installed applications on the Mac
OS endpoints.

To configure a Host Checker: Custom command rule:

1.

Select Authentication > Endpoint Security > Host Checker.

Create a new or click an existing policy in the Policies section of the page.

Select the tab for Mac.

Under Rule Settings, select Custom: Command and click Add.

Configuration = Host Checker Policy > Add Command
Add Command
Rule Type: Command

*Rule Name:| Command

w *Criteria

* Command: defaults read (Read Settings) | v

* Property list file | “tbundie/Contents/Resources/XProtect meta.plist  Nole: Path of the Property list fie on the clent ma

* Key in Property list file | Version lote: Key name in above Property list file. Ex: CFBundleShortversionString

* Expected Value(s): | 2 Note: Multiple values can be provided by using comma as separator, Ex: 2000, 2001, Wikcard is supported in the expected

* indicates required field

Enter the rule name.
Under Criteria, complete the following configuration:

e Select the command type as default read (Read Settings).

¢ Specify the path of the property list file of the required application on the client machine.

e Enter the key name used in the property list file for obtaining the version of the

application.

e Enter the expected version that needs to be present on the client machine.
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7. Click Save Changes.

o Ensure that the required ESAP package (which has support for Command Rule) is installed and

activated on the server.

Using a Wildcard or Environment Variable in a Host Checker Rule

The following table lists the wildcards you can use to specify a file name in a File rule or a process name

in a Process rule.

Wildcard Character Description Example
* Matches any character * txt
? Matches exactly one character app-?.exe

In a Custom File rule for Windows, you can use the following environment variables to specify the

directory path to a file:

Environment variable

Example Windows Value

<%APPDATA%>

C:\Documents and Settings\jdoe\Application Data

<%windir%>

CAWINDOWS

<%ProgramFiles%>

C:\Program Files

<%CommonProgramFiles%>

C:\Program Files\Common Files

<%USERPROFILE% >

C\Documents and Settings\jdoe

<%HOMEDRIVE% >

C

<%Temp%>

C:\Documents and Settings \<username>\Local

Settings\Temp

The following table lists File rules for Macintosh and Linux.
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Environment

variable

Example Macintosh Value

Example Linux Value

<%Java.home%>

/System/Library/Frameworks/JavaVM.framew
ork/ Versions/1.4.2/Home

/local/local/Java/j2sdk1.4.
1.02/
jre

<%Java.io.tmpdi

r%>

/tmp

/tmp

<%user.dir%>

/Users/admin

/home-shared/cknouse

<%user.nome%>

/Users/admin

/home/cknouse

Configuring Third-Party Integrity Measurement Verifiers (IMV)

The TNC standard enables the enforcement of security requirements for endpoints connecting to
networks. You can configure Host Checker to monitor third-party TNC-compliant IMCs installed on

client computers. To do so, you must:

1. Run the Third-party Integrity Measurement Verifier (IMV) Server installer on the system
designated as the remote IMV server. Install the third-party IMVs and create the server
certificates. You can download this installer from Maintenance > system > Installers.

2. Specify the remote IMV server so that IPS can communicate with it.

3. Implement the Host Checker policy. Once you configure the remote IMV server, IPS adds the

policy type Custom: remote IMV.

Configuring a Remote IMV Server

The third-party IMVs are installed on the remote IMV server and not on IPS and then obtain a server
certificate for the remote IMV server. Import the trusted root CA certificate of the CA that generated the
server certificate to IPS. IPS then authenticates with the remote IMV server through the certificate. If you

do not have a CA, install and use OpenSSL to generate a CA certificate.

To configure the remote IMV server:
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. Select Maintenace > System > Installers and download the third-party Measurement Verifier

(IMV) server installer.
Run the installer on the system designated as the remote IMV server.

Install the third-party IMVs on the remote IMV server and the corresponding IMCs on the client
systems.

Generate a server certificate from a certificate authority for the remote IMV server. The server's
certificate Subject CN value must contain the actual host name or IP address of the remote IMV
server.

The server certificate and the private key must be combined into a single PKCS#12 file and must be

encrypted with a password. If you do not have a CA, you can use OpenSSL to create one, and then

create a server certificate for the remote IMV server.

Configuring a Third-Party IMV Policy

To use Host Checker as a policy enforcement tool for managing endpoints, you must create global Host

Checker policies at the system level and then implement the policies at the realm and role levels.

The Custom: Remote IMV option does not appear until you add the Remote IMV New Server
and New IMV on the main Host Checker page.

To configure a third-party IMV policy:

1.

Select Authentication > Endpoint Security > Host Checker.
Under Policies, click New.

Enter a name in the Policy Name field and click Continue. (Users see this name on the Host
Checker remediation page if you enable custom instructions for this policy.)

Under Rule Settings, select Custom: Remote IMV and click Add.
In the Add Custom Rule: Remote IMV page:
¢ In the Rule Name field, enter an identifier for the rule.
e Under Criteria, select the third-party IMV to associate with this rule.

Click Save Changes.
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7. Specify how Host Checker must evaluate multiple rules within the policy.

8. (Recommended) Specify remediation options for users whose computers do not meet the
requirements specified in the policy.

9. Click Save Changes.

10. Implement the policy at the realm or role level.

Configuring General Host Checker Remediation
To specify remediation actions for a Host Checker policy:
1. Select Authentication > Endpoint Security > Host Checker.

2. Create or enable Host Checker policies.
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3. Specify the remediation actions for Host Checker to perform if a computer does not meet the
requirements of the current policy:

e Enable Custom Instructions—Enter the instructions to display to the user on the Host
Checker remediation page. You can use the following HTML tags to format text and to
add links to resources such as policy servers or web sites: <i>, <b>, <br>, <font>, and <a
href>. For example:

You do not have the latest signature files.

<a href="www.company.com”>Click here to download the latest signature files.</a>

¢ Kill Processes—On each line, enter the name of one or more processes to kill if the
computer does not meet the policy requirements. You can include an optional MD5
checksum for the process. (You cannot use wildcards in the process name.) For example:
keylogger.exe
MD5: 6A7DFAF12C3183B56C44E89B12DBEF56

¢ Delete Files—Enter the names of files to delete if the user's computer does not meet the
policy requirements. (You cannot use wildcards in the file name.) Enter one filename per
line. For example:
c\temp\bad-file.txt
/temp/bad-file.txt

¢ Send reason strings—Select this option to display a message to users (called a reason
string) that is returned by Host Checker or IMV and that explains why the client machine
does not meet the Host Checker policy requirements. This option applies to predefined
rules, to custom rules, and to third-party IMVs that use extensions in the Ivanti TNC SDK.
For example, an antivirus IMV might display the following reason string:

The AntiVirus Product Version is too low. The age of the Virus Definitions is not acceptable.

4. Click Save Changes.

Store and Reuse Host Checker Policy Results

The Host Checker configuration page enables you to store and reuse the host checker evaluation
results. The admin can configure the time interval in days for not performing the host check on the
endpoint. When the user connects for the first time the Host Checker runs and the results are saved in
IPS. However, for the subsequent logins from the same endpoint, the host checking is not performed
and the saved host check result is reused till the expiration of the admin defined time interval.
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The first connection from the endpoint never reuses the cached results. The subsequent logins from the
same endpoint uses the cached host checker results.

This feature saves the Host Check results for clients connecting from Windows and Mac desktop
operating systems. This feature helps in providing faster connection or access to the network.

The Host Checker saved/cached results will be cleared in the following scenarios:
e Change in HC policy configuration such as addition, deletion and modifications
e Change in Active ESAP version

e Change in HC configuration such as periodic interval, disabling the caching feature and role
configuration under caching feature

¢ Server reboot

Limitations

e Periodic host checking, rule monitoring, and remediation are supported only for the first
connection when the results are not cached

¢ Change in Compliance status of the device is not detected if cached results are used for the
connection

To configure caching on Host Checker:
1. Select Authentication > Endpoint Security > Host Checker.

2. Under Options, Store host checking evaluation results enable Store Host Checking evaluation
results and enter the number of days for not performing the Host Check. The default number of
days for storing HC results is 7 days. The supported range is between 1- 30 days.
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3. The Admin can also choose to cache results based on the roles assigned:

e Any role is assigned- If you select this option, the HC results are cached irresepective of
the role assigned.

¢ Any of the selected roles is assigned- If you select this option, the HC results are
cached only when the selected role is assigned.

o It is recommended to not enable caching for remediation roles because the subsequent
logins will be in the remediation role as cached results are used.

Host Checker

Host Checker

W Options

Perform check every:

*Client-side process, login inactivity timeout 2 minutes min=1

10 minutes
0
¥ Auto-upgrade Host Checker

w Store host checking evaluation results

¥ Store Host Checking evaluation results for | 7 days
Mote: Enabling this option will allow the server to cache the host checking results. The cached resulis will be used for host checking evaluation for specified number of days, and rule monitoring and periodic host checking feature will not be applicabl

2 Cache results if any of the roles is assigned

[#] Cache results only if any of the selected roles are assigned

Available Roles: Selected Roles:
Users - -
Guest Admin
Guest

Remove
Guest Sponsor -

Guest Wired Restricted

4. Click Save Changes.
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Admission Control Using Network Security
Devices

Ivanti Policy Secure also extends Admission control integrations based on alerts. IPS integrates with
Next Generation firewalls for threat analysis and once that threats alerts are identified, Ivanti Policy
Secure leverages syslog mechanism/REST APl mechanism and takes appropriate actions on the user
sessions to either terminate or change the role.

e Juniper SDSN

¢ Nozomi Networks

* |IBM QRadar

¢ Splunk Enterprise

¢ Check Point Next Generation Firewall

¢ McAfee ePO Server

¢ Fortinet Products
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ICS Admission Control Using IPS

Admission control feature is extended to ICS sessions using IF-MAP server. When Firewall/SIEM detects
compromised remote devices the Firewall/SIEM sends threat alert to IPS. IPS then instructs ICS to act
(For example, terminate session, change roles, disable user account) based on the configured admission
control policies.

This section explains how IPS can receive alerts from remote users and provide an action to ICS (remote)
based on the configured admission control policies. This feature is supported for the admission control
clients, which alerts IPS with VPN Tunneling IP address of endpoints. VPN Tunneling IP Address of the
user is mandatory in the received alert/message to identify the user session.

This feature is supported for the admission control clients, which alerts IPS with VPN Tunneling
o IP address of endpoints. VPN Tunneling IP Address of the user is mandatory in the received
alert/message to identify the user session.

The below set of actions can be performed on ICS sessions based on the configured policies:
¢ Ignore (only log): Received event details are logged and no specific actions are taken.
e Terminate the session: Terminate the user session on the ICS for the received messages.
¢ Disable the user account: Disable the user on the ICS for the received messages.

e Change user roles: Change the roles assigned to the user on ICS so that restriction/privileges for
the user can be changed.

The end user flow is described below:
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Internet DMZ Internal Network Resources
\_r‘—ll | = n
Local Users
I Switch Alert
HTTP

RADIUSY
SHMP

= IF-MAP

IF-MAP Server (IPS)

Alert
Syslog

IF-MAP Glient (ICS)

Remote User

WPN Tunnel

Resource Access

¢ Remote user logs in and the user session is created on ICS.
e User session is exported to IF-MAP server (IPS) as fed-wide session.

e User accesses resources and performs a restricted action. For example, accesses a restricted site.
The firewall device detects this as a threat and a corresponding event is generated and sent to
the IPS.

¢ IPS looks for the local session if it is available and applies the action based on the policy
configured.

* [flocal session is not available and if Enable Admission Control on Federation-Wide Sessions is
enabled, then the policy applies on the fed-wide session.

e ICS IF-MAP client takes the action on local session based on the policy configured.

Configuring ICS Admission Control

1. Administrator configures the required admission control client (like firewalls, SIEMs, EPP etc.) on
IPS Admin Ul to receive alert/threat information.
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2. Select Endpoint Policy > Admission Control > Configure > Clients > New Client.

3. Enable Admission Control on Federation-Wide Sessions.

ontrol > Gonfigune > Clients > New Cliont

* Mame: | I

Dascription: ‘

* IP Address: | I

* Ternplate: - Select - - Ternplate used by the ¢

Swelected Termplate Details

[T Enable Admission Control for Federation-Wids sesslons.

) Enable IF-MAP Server an thia appliance to uae Admi: Control for Federation-Wide seasions.

" ndicates required wid

4. Administrator configures a set of policies that define what actions are to be taken on user
sessions, based on the data in the threat events.

5. On IPS Admin Ul and ICS Admin Ul, administrator enables IF-MAP server under System > |[F-MAP
> Overview.

6. On ICS Admin Ul, administrator enables IF-MAP client under System > IF-MAP > Overview and
add IF-MAP server url. Once configured, ICS (IF-MAP client) connects to IF-MAP server (IPS).

o 9.1R12 or later build is required for both Federation client and Fed server to use this feature.

Admission Control is supported with the following vendors:
e Palo Alto Networks Firewall
¢ Check Point Next Generation Firewall

¢ McAfee ePO Server
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MDM Interoperability with IPS

Overview

Mobile Device Management (MDM) servers secure, monitor, manage, and support mobile devices
deployed across mobile operators, service providers, and enterprises. MDM servers consist of a device
authorization server that controls the use of some applications on a mobile device (for example, an e-
mail application) in the deployed environment. The IPS queries the MDM servers for the necessary
device attributes and evaluates them while assigning roles before giving access to the network.

For example, the MDM might detect that a device is out of compliance with IPS role mapping rules. At
the next device check interval, IPS queries the MDM for updated attribute data. The compliance check is
done periodically and if a formerly compliant device is now non-compliant, it assigns the device the
non-compliant role and enforces the same on switch or firewall based on the IPS configuration.

Microsoft Intune

= airwatch
% [El]nﬂ @ Mobilelron

MDM =
]
¢ =% 100
Ivanti Policy Secure AAA
!

: |
aEY

= L =

~—£ 2 Dl ohi

Switch/WLC Firewall =

o (333 (i)

—_————

Protected
Resources

Endpoints

Supported MDM Servers
Ivanti Policy Secure(IPS) supports the following MDM servers:
¢ Pulse Workspace (PWS)

e Airwatch
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¢ Mobile Iron
¢ Microsoft Intune

Ivanti Policy Secure(IPS) determines the device identifiers using the following methods:
¢ Device Certificate

« MAC Address

o The dynamic policy evaluation feature is not used in the device access management

framework.

The device-attribute-based roles are specified for the following policies:
¢ 802.1x network access control RADIUS return attribute policies (Layer 2)

« Infranet Enforcer resource policies (Layer 3)

MDM Integration Work Flow

The MDM integration work flow is described below:
1. The user associates a device to SSID.
2. (Optional) If the device is not registered, the user goes through the device on-boarding process.

3. Ivanti Policy Secure(IPS) queries the MDM server with device details through MAC address or
device attributes.

4. The MDM server returns device attributes with which IPS uses one or more attributes to

determine device access.

5. lvanti Policy Secure(IPS) allows or denies access based on the attributes.

MDM Dictionary Attributes

This section focuses on the following elements of the MDM configuration that are important to this
solution:
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¢ Device identifier—The primary key for device records. Your MDM configuration determines

whether a universal unique identifier (UUID), unique device identifier (UDID), or serial number is

used as the device identifier.

For AirWatch, UDID is supported and recommended. For Mobilelron, UUID is supported and

recommended.

¢ Device attributes—A standard set of data maintained for each device. The device attributes for
AirWatch, Mobilelron, PWS, and Microsoft Intune are described below.

When the user installs the MDM application on the device and completes enrollment, the MDM pushes

the device certificate to the device. After enrollment, the MDM maintains a database record that

includes information about the enrollee—attributes related to device identity, user identity, and posture

assessment against MDM policies.

Table describes these attributes. In this solution, these attributes are used in IPS role mapping that is the

basis for network access and resource access policies. When you configure role-mapping rules, you

specify the normalized attribute name.

AirWatch Attribute

Normalized Name

Description

Data Type

BlockLevelEncryption

BlockLevelEncryption

True if block-
level encryption
is enabled; false
otherwise.

Boolean

ComplianceStatus

complianceReason

Values:
Compliant, Non-
Compliant.

String

ComplianceStatus

isCompliant

True if the status
is compliant with
MDM policies;
false otherwise.

Boolean

CompromisedStatus

CompromisedStatus

True if the status
is compromised;
false otherwise.

Boolean

CompromisedStatus

isCompromised

True if the device
is compromised;
false otherwise.

Boolean
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AirWatch Attribute

Normalized Name

Description

Data Type

DataProtectionEnabled

DataProtectionEnabled

True if data
protection is
enabled; false

otherwise.

Boolean

DeviceFriendlyName

deviceName

The
concatenated
name used to
identify the
device/user

combination.

String

EnrollmentStatus

isEnrolled

True if MDM
value is Enrolled;
false otherwise.

Boolean

FileLevelEncryption

FileLevelEncryption

True if file-level
encryption is
enabled; false
otherwise.

Boolean

Id.Value

deviceld

Device identifier.

String

Imei

IMEI

IMEI number of
the device.

String

IsPasscodeCompliant

IsPasscodeCompliant

True if the
passcode is
compliant with
the MDM policy;
false otherwise

Boolean

IsPasscodePresent

IsPasscodePresent

Trueif a
passcode has
been configured;
false otherwise.

Boolean
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AirWatch Attribute

Normalized Name

Description

Data Type

LastComplianceCheckOn

LastComplianceCheckOn

The refresh date
and timestamp
of the last status
reported.

Timestamp

LastCompromisedCheckOn

LastCompromisedCheckOn

The refresh date
and timestamp
of the last status

reported.

Timestamp

LastSeen

lastSeen

Date and time
the device last
made successful
contact with the
MDM.

Timestamp

LocationGroupName

LocationGroupName

MDM location
group
configuration

value.

String

MacAddress

macAdress

The Wi-Fi MAC
address.

String

Model

model

Model is
automatically
reported by the
device during

registration.

String

OperatingSystem

osVersion

OS version.

String

Ownership

ownership

Values: C, E, or S
(Corporate,
Employee, or
Shared).

String

PhoneNumber

phoneNumber

Phone number
entered during
registration.

String
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AirWatch Attribute Normalized Name Description Data Type

Platform platform Platform String
specified during
registration.

SerialNumber serialNumber Serial number. String

udid uDID Unique device String
identifier.

UserEmailAddress userEmail E-mail address String

of device user.

UserName userName Name of device String
user.

Uuid uuIiD Universal unique | String
identifier.

Mobilelron Normalized o

. Description Data Type

Attribute Name

@id deviceld Device identifier. String

blockedReason blockedReason Reason MDM has blocked the device. Can String

be a multivalued string. Values are:

» AllowedAppControlPolicyOutOfCom
pliance

» AppControlPolicyOutOfCompliance
» DataProtectionNotEnabled

e DeviceAdminDeactivated

e DeviceComplianceStatusUnknown
e DeviceCompliant

e DeviceCompromised
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Mobilelron Normalized

Description Data Type
Attribute Name P yp

e DeviceExceedsPerMailboxLimit
e DeviceManuallyBlocked
e DeviceNotRegistered

 DisallowedAppControlPolicyOutOfC
ompliance

* ExchangeReported
¢ HardwareVersionNotAllowed

e OsVersionLessThanSupportedOsVer
sion

* PolicyOutOfDate

* RequiredAppControlPolicyOutOfCo
mpliance

compliance complianceReas MDM policy compliance status. Can be a String
on multivalued string. Values are:

e AllowedAppControlPolicyOutOfCom
pliance

e AppControlPolicyOutOfCompliance
» DataProtectionNotEnabled

e DeviceAdminDeactivated

e DeviceComplianceStatusUnknown
e DeviceCompliant

e DeviceCompromised

e DeviceExceedsPerMailboxLimit

e DeviceManuallyBlocked
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Mobilelron Normalized o
. Description Data Type
Attribute Name
» DeviceNotRegistered
 DisallowedAppControlPolicyOutOfC
ompliance
» ExchangeReported
e HardwareVersionNotAllowed
e OsVersionLessThanSupportedOsVer
sion
* PolicyOutOfDate
e RequiredAppControlPolicyOutOfCo
mpliance
compliance isCompliant True if the device is in compliance with its Boolean
MDM security policies; false otherwise.
compliance isCompromised True if the device is compromised; false Boolean
otherwise.
countryName countryName Country name corresponding with the String
country code of the device.
currentPhoneNum | phoneNumber Phone number entered during registration. | String
ber
emailAddress userEmail E-mail address of device user. String
employeeOwned Ownership Values: Employee or Corporate. String
homeOperator homeOperator The service operator for the device when it String
is not roaming.
iPhone IMEI (iOS), Imei IMEI number of the device. String
imei (Android)
iPhone UDID ubID Unique device identifier. String
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Mobilelron Normalized o
. Description Data Type
Attribute Name
isBlocked isBlocked True if the device is blocked from accessing | Boolean
the ActiveSync server; false otherwise.
isQuarantined isQuarantined True if the device is quarantined by the Boolean
MDN:; false otherwise.
lastConnectAt lastSeen Date and time the device last made Timestam
successful contact with the MDM. p
manufacturer manufacturer Manufacturer is automatically reported by String
the device during registration.
mdmManaged mdmManaged True if the MDM profile is enabled on the Boolean
device; false otherwise. This field applies
only to iOS devices. For other devices, the
value is always false.
ModelName, Model Model is automatically reported by the String
model, device_ device during registration.
model
name deviceName The concatenated name used to identify String
the device/user combination.
operator Operator Service provider. The value PDA indicates String
no operator is associated with the device.
OSVersion (i0S), osVersion OS version. String
os_version
(Android)
platform Platform Platform specified during registration. String
principal userld User ID. String
quarantinedReaso | quarantinedReas | MDM policy compliance status. Can be a
n on multivalued string. Values are:
e AllowedAppControlPolicyOutOfCom
pliance
» AppControlPolicyOutOfCompliance

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 495 of 1219


http://www.ivanti.com/company/legal

MDM Interoperability with IPS

Mobilelron
Attribute

Normalized
Name

Description

Data Type

» DataProtectionNotEnabled

» DeviceAdminDeactivated

e DeviceComplianceStatusUnknown
e DeviceCompliant

e DeviceCompromised

» DeviceExceedsPerMailboxLimit

e DeviceManuallyBlocked

e DeviceNotRegistered

 DisallowedAppControlPolicyOutOfC
ompliance

e ExchangeReported
e HardwareVersionNotAllowed

e OsVersionLessThanSupportedOsVer

sion
* PolicyOutOfDate

» RequiredAppControlPolicyOutOfCo

mpliance

SerialNumber

serialNumber

Serial number.

String

statusCode

isEnrolled

True if the device has completed
enrollment or registration; false otherwise.

Boolean

uuid

uuibD

Universal unique device identifier.

String

userDisplayName

userName

Name of device user.

String

wifi_mac (i0S),
wifi_mac_addr
(Android)

macAdress

The Wi-Fi MAC address.

String
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. Normalized L.
Intune Attribute Description Data Type
Name

complianceState isCompliant True or false (string) based on Boolean
whether device is compliant or
non-compliant.

isManaged isEnrolled True or false (indicating whether Boolean
the client is managed by Intune
or not).

macAddress macAddress MAC address of the device. String

serialNumber serialNumber Serial number of the device. String
Applies to iOS Devices only.

imei IMEI The device unique identifier. IMEI | String
(15 decimal digits: 14 digits plus a
check digit) or IMEISV (16 digits)
includes information on the
origin, model, and serial number

of the device.

udid uDID The device unique identifier. String
Unique Device Identifier (UDID),
which is a sequence of 40 letters
and numbers that is specific to
iOS devices.

meid MEID MEID is 56 bits String
long (14 hex digits). It consists of
three fields, including an 8-bit
regional code (RR), a 24-bit
manufacturer code, and a 24-bit
manufacturer-assigned serial
number.

osVersion osVersion OS Version of the device. String

model Model Model of the device. String

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 497 of 1219


https://en.wikipedia.org/wiki/Bit
http://www.ivanti.com/company/legal

MDM Interoperability with IPS

. Normalized L.
Intune Attribute Description Data Type
Name
manufacturer manufacturer Device Manufacturer. String
azureDeviceld deviceld The device Id of the device afterit | String
has work place joined with Azure
Active Directory.
lastContactTimeUtc lastSeen The date time when the device String
last checked in with the Intune The format is
management service endpoint. MM/DD/YYYY
HH:MM:SS

Refer to third-party documentation for complete information and configuration details.

Configuring IPS with MDM Servers

Configuring an Authentication Protocol Set

The authentication protocol set associated with the sign-in page must include the EAP method selected
in the MDM Wi-Fi profile. The predefined authentication protocol set named 802.1x can be used as-is
because it includes all the EAP methods currently configurable on MDMs.

To configure the authentication protocol set:
1. Select Signing In > Authentication Protocols to display the configuration page.

2. Click New Authentication Protocol or select the predefined 802.1x set. If anything other than
MAC address is used as a device identifier then you must use cert auth and the protocol set has
to be used for cert auth.

3. Click Save.

Configuring the MDM Authentication Server

The MDM authentication server configuration is used by IPS to communicate with the MDM. In the
device access management framework, the MDM server is used as the device authorization server.

To configure the authentication server:
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Select Authentication > Auth Servers to navigate to the authentication server configuration

pages.

Select MDM Server and click New Server to display the configuration page.

Complete the configuration as described in Table below.

Save the configuration.

Auth Servers > AirwWatchMDM
AirWatchMDM

"'Name;l AirWatchMDM

Type: Air Watch

Label to reference this server.

v Administrator
*  Username:
*

Password:

* Tenant Code:

Test Connection

+ Device Identifier

request certificate from the client.

¥ Server
*Server Url: | https://apidev-as.Awmdm.com
Viewer Url: | https://apidev.awmdm.com/AirWatch/Devices/DeviceDetails/< deviceAttr.deviceld>
For example: https://cnil.airwatchportals.com/AirWatch/Devices/DeviceDetails/<deviceAttndeviceld=
* Request Timeout: 15

| admin

!140vcnmcn

Please check the options on the Users = Authentication = [Realm] = Authentication Policy > Certificate page. For example, enable "Allow all users and remember cer

D Template:l <certDN.CN:

custom expressions

Examples:

ID Type:
) Serial MNumbe

@® UDID

Save Changes

Template for constructing device identifier from certifi

The template can contain textual characters as well as variables for substitution. Variables should be enclosed in angle brackets like this <variable=. ]

and policy conditions. All of the certificate variables are available.

Universal Unigue Identifier

r

Unigue Device Identifier

Link ir

secon
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Settings Guidelines

Name Specify a name for the configuration.

Type Select the MDM server.

Server

Server Url Specify the URL for your AirWatch server. This is the URL AirWatch has instructed
you to use to access its RESTful Web API (also called a RESTful Web service). The URL
for the AirWatch MDM server used in this example has the following form:
https://apidev-as.Awmdm.com
https://m.mobileiron.net/pulsesecuretest
o You must configure your firewalls to allow communication between these

two nodes over port 443.

Viewer Url Specify the URL for the AirWatch report viewer. This URL is used for links from the
Active Users page to the AirWatch report viewer. The URL for the AirWatch MDM
viewer for this example has the following form:
https://apidev.awmdm.com/AirWatch/Devices/DeviceDetails/<deviceAttr.device
Id
>
https://m.mobileiron.net/pulsesecuretest/admin/admin.html#smartphones:all

Request Specify a timeout period (0-60 seconds) for queries to the MDM server. The default

Timeout is 15 seconds.

Calibrate this value based on your observations on how long a query to the MDM
server takes over your network. If your network experiences latency when querying
the MDM cloud service, increase the timeout to account for the latency. The system
queries the MDM when a user attempts to sign in. If a timeout occurs, role mapping

proceeds without attributes.

Administrator

Username Specify the username for an account that has privileges to access the MDM RESTful
Web API.

Password Specify the corresponding password.

Tenant Copy and paste the AirWatch API tenant code.

Code

Device ldentifier
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Settings Guidelines

Device Select an option on whether to require that the MDM certificate is presented by the

identity endpoint when signing in:

*  Require — Require that the device certificate pushed to client devices
during enrollment be used at sign-in. If this option is selected, and the client
device does not have a certificate, authorization fails. Use this option when
you require endpoints to adhere to your certificate security requirements.

e Use Certificate if present — Use the certificate to derive the device ID if the
certificate is presented at sign-in, but do not reject authentication if the
certificate is not present. You can use this option in conjunction with a role
mapping rule and a remediation VLAN to identify devices that have not
perfected MDM enrollment.

«  Always Use MAC address — In some cases, the MDM certificate might be
configured without a device identifier. When the endpoint uses an 802.1x
framework to authenticate, IPS can obtain the MAC address from the
RADIUS return attribute callingStationID. The system can then use the MAC
address as the device identifier.

ID Template | Construct a template to derive the device identifier from the certificate attributes.
The template can contain textual characters as well as variables for substitution. The
variables are the same as those used in role mapping custom expressions and policy
conditions. Enclose variables in angle brackets like this <variable>.

For example, suppose the certificate DN is: CN=<EnrollmentUser>,
serialNumber=<DeviceUid>, o=Company. With this configuration, the certificate
could identify both the user and the device. In this example, the device ID template is
<certDN.serialNumber>.

ID Type Select the device identifier type that matches the selection in the MDM certificate

configuration:

UUID— The device universal unique identifier. This is the key device
identifier supported by Mobilelron MDM.

Serial Number—The device serial number.

UDID—The device unique device identifier. This is supported by the
AirWatch MDM.
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Configuring the Certificate Server

The certificate server configuration enables device users to authenticate using the certificate pushed to
the device by the MDM. The certificates are used for user authentication, and the users do not have to

enter user credentials.

To configure authentication with the certificate server:
1. Select Authentication > Auth. Servers.
2. Select Certificate Server and click New Server to display the configuration page.
3. Complete the configuration as described in table below.

4. Save the configuration.

Auth Servers > MNew Certificate Server

New Certificate Server

*MName: AirWwatch Cert]

Label to r

User Name Template:| <certDN.CN=

The template can contain textual characters as well as variables f
custom expressions and policy conditions. All of the certificate var

Examples:

% lser Record Synchronization

(] Enable User Record Synchronization

Logical Auth Server Name:l

Save Changes

* indicates required field

Template
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Settings Guidelines

Name Specify a name to identify the server within the system.

User Name Specify a username template. Specify how the system should construct a username.
Template You may use any combination of certificate variables contained in angle brackets

and plain text. The username template you configure must be consistent with the
MDM certificate template configuration. Your goal is to identify the values specified
in the MDM certificate that are to be used as the username in IPS system. This value
populates the <USER> and <USERNAME> session variables for use throughout the
rest of the system configuration.

For example, suppose the certificate DN is: CN=<EnrollmentUser>,
serialNumber=<DeviceUid>, o=Company. With this configuration, the certificate
could identify both the user and the device. In this example, the username template
is <certDN.CN>.

Adding the MDM Certificate to the Trusted Client CA Configuration

The system uses the uploaded certificate to verify that the browser-submitted certificate is valid. You

must upload the MDM certificate that signed the client certificate that was pushed to the mobile

devices. Typically, you obtain this certificate from the MDM when your company establishes its account

with them.

To import a trusted client CA certificate:

1. Select System > Configuration > Certificates > Trusted Client CAs.

IKEV2

10

Configuration > Certificates

P Configuration

ulse One

Users can be required to present valid client-side|ce

Auto-import options...

~  records per page

& Trusted Client CA Trusted for client valid dates Status checking

> Trusted Client CAs

ecurity m DMI Agent NCP Sensors Client Types Pulse Collaboration virtual Desktops User Record Synchronization
b VPN Tunneling

ificate Authentication Policy page). Specify trusted certificate authorities.

Search:

authentication?
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2. Click Import Trusted Client CA Certificate.

Configuration > Certificates » Trusted Client CaAs > Import Trusted Client CA

Import Trusted Client CA

v Certificate file

Import fmm: Mo file chosen

v Import Trusted Client CA?

Import Certificate

3. Browse to the certificate file, select it, and click Import Certificate to complete the import
operation.

4. Click the link for the Trusted Client CA to display its details.

Configuring User Roles

User roles are classifiers for network access control policies. You create a set of roles to use in your
classification scheme: device status is MDM enrollment complete or incomplete; device status is MDM-
policy compliant or noncompliant; device is employee owned or company owned; device platform is
iOS, Android, or neither; and so forth.

The user role configuration also includes options to customize user interface features that are
appropriate for a particular role. For MDM deployments, you can use the Personalized Greeting Ul
option to send a notification message to the device when the role has been applied.

To configure user roles:
1. Select Users > User Role to navigate to the role configuration page.
2. Click New Role to display the configuration page.
3. Complete the configuration for general options as described in below table.

4. Save the configuration.
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5. Click Ul options to display the configuration page.

6. Complete the configuration for Ul options as described in below table.

7. Save the configuration.

8. Click Session Options to display the configuration page.

9. Complete the configuration for session options as described in below table.
10. Save the configuration.
11. Click Agentless to display the configuration page.
12. Complete the configuration for agentless options as described in below table.

13. Save the configuration.

User Roles > New Role

New Role

Name: Compromised

Description:

+ Options

are spacified in Dafault Optiond. Check tha following i this rele shaould ovarride theze defaults.

¥ Session Options
¥ UI Options

Pulse Secure client Dynamically deliver Pulse Secure dlient to Windows and MAC OSX users

¥ Access Features

Chack the fastures to anable for this user role, and specify any role-based options. Note that fastures disabled hers may be granted by othr roles assigned to the user:

Web
Files, Windows
Files, UNIX/NFS
Telnet/SSH
=) Email Client
Secure Application Manager
Windows version Note: On Windows Mokile, Pulse Secura client is delivarad vis WSAM
Java version
Terminal Services
Virtual Desktops
HTMLS Access
Meetings
VPN Tunneling (includes TKEv2!

+ Enterprise Device Onboarding

Check the Enterprise Device Onboard profiles to enable for this user role, and spacify any role-based options. Note that features disabled here may be granted by cther roles assigned to

Secure Mail

{] Enterprise Onboarding (VPN, Wifi and Certificate Profiles)

Save Changes
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™ Ivanti Policy Secure
I va nt I System Authentication Administrators Maintenance Wizards

User Roles > LDAPRole > General > Ul Options

Ul Options
w Web Files SAM Terminal Services Virtual Desktops HTML5 Access VPN Tunneling
Overview Restrictions VLAN/Source IP Session Options. Ul Options

Save Changes Restore Factory Defaults

v Header

Current appearancez-

. . Recommended size:
Logo image: Browse No file chosen

Less than 40 pixels tall and 10KB.

- Select from palette or type hexadecimal RGB

Background color:

v Sub headers

Current appearance:

Background color:

- Select from palette or type hexadecimal RGB
- Select from palette or type hexadecimal RGB

Text color:

v Start page
The start page determines where a user starts after signing in.

@ Bookmarks page

Welcome message:l Welcome to the I

Portal Name: | Secure Access SSL VPN I

O Meetings page
O Custom page

Start page URL| Example: http://www.domain.com

O Aiso allow access to directories below this url

v Bookmarks Panel Arrangement

Determine the location and order of panels on the the user's bookmarks page. Note that all panels may not be displayed.

Left Column Right Column

Web Bookmarks

Window size: Width| 400

v User Toolbar

Determine the tools that are available to users at the top of the secure gateway pages on the Ivanti Connect Secure.

Home
Preferences
() Session Counter
O Client Application Sessions
If this is not displayed on the toolbar, it will be displayed as a panel on the user's home page.

v Browsing toolbar

Determine the tools that are available to users when browsing pages not located on the Ivanti Connect Secure, such as external web sites.

Show the browsing toolbar
Toolbar type: @®© standard O Framed

Recommended size:
Toolbar logo: ZICVEI  No file chosen |

ess than 24 pixels tall and 6KB

. Recommended size:
- Browse
Toolbar logo (mobile): E1 - Nofile chosen | . . tnan 12 pixels tall and 3KB

Logo links to: O Bookmarks page
@ "Start Page" settings

O Custom URL: I An access control rule will be created for this url.

O Ao allow access to directories below this url
() Enable "Home" link

Enable "Add Bookmark" link
Enable "Bookmark Favorites” link
() Display Session Counter

Enable "Help" link

() Use Iframe in Toolbar

v Post Auth Sign In Notification

If Role-based Post-Auth Sign-in Notification is configured in the sign-in url and this role is the first role assigned to the user after authentication, then this will be used.

v Personalized greeting

Display user's full name (if available) or username on their welcome page.
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Save Changes
Vs lifet
* Idle Timeout: [0 minutes
* Max. Session Length: | 60 minutes
*Reminder Time | 5 minutes
Use Session/Idle timeout values sent by the primary Radius authentication Server
Enable Session Extension
MNote: VPN Tunnel, SAM or Terminal services require a difference of 10 or greater between Idle Timeout and Reminder Time.
Settings Guidelines

Overview tab

Name Specify a name for the configuration.
Description Describe the purpose of the role so that other administrators are aware of it.
Options Select Ul Options so that you can customize a message to be sent to the device

when the role is applied.

Ul Options tab

Personalized
greeting

Select the Show notification message option and enter a message to be sent to
the device (through the MDM API) after sign-in and this role has been applied, or
after role reevaluation if it results in a role change to this role.

In this example, we are using the system to enforce MDM enrollment by flagging
compromised devices. The message, therefore, is:

Your device is compromised. Network access may be limited.

The message is forwarded to the device using the MDM server Push Notification
feature.

The content of your notification message can vary depending on whether the
switch or access point supports change of authorization (CoA). If the CoA is
supported, reauthentication is automatic, so your message might simply state
that "your level of access has changed.” If CoA is not supported, reauthentication
needs to be done manually by the user in which case the message might state
that "your level of access has changed, please reconnect.”

NOTE: When multiple roles are assigned, Ul options are not merged. The Ul
options for the first role that matches are applied.

Session Options
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Settings Guidelines

Allow VPN Enable this option to allow Infranet Enforcer traffic to act as a heartbeat and keep
Through the session alive. This option is useful for iOS devices.

Firewall

Agentless

Enable Select this option for roles that you provision to access the network from BYOD
agentless devices. The solution that integrates with MDMs depends on the native

access supplicant, not an Ivanti agent.

Configuring a Realm and Role Mapping Rules

The user realm configuration associates the authentication server data and MDM server data with user

roles.

To configure the realm and role mapping rules:

1. Select Users > User Realms > New User Realm to display the configuration page.

2. Upon saving the new realm, the system displays the role mapping rules page.

3. Click New Rule to display the configuration page.

4. Complete the configuration as described in table.

5. Click the Authentication Policy tab and then click the Certificate subtab to display the
certificate restriction configuration page.

Settings Guidelines

Name Specify a name for the realm.
If you enable sign-in using a realm suffix in the sign-in policy
configuration, the realm name must match the username realm suffix
configured in the MDN Wi-Fi profile.

Description Describe the purpose of the realm so that other administrators are aware
of it.

Servers
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Settings Guidelines

Authentication Select the user authentication server for this realm’s users. This example
uses the certificate server configured in the earlier step. When you use a
certificate server, users are not prompted for their credentials. You can also
select the authentication server used for employees. In that case, users are
prompted by the sign-in page to provide their username and password.

User This option is not used.
Directory/Attribute

Accounting This option is not used.

Device Attributes Select the MDM server configured for device authorization.

Device Check Interval | Select this feature to leverage the MDM posture assessment checks and
enforce compliance. For example, the MDM might detect that a device is
out of compliance with its security policies, such as a password policy. At
the next device check interval, IPS queries the MDM for updated attribute
data. In this example, it learns that a formerly compliant device is now
noncompliant. It assigns the device the noncompliant role and sends the
802.1x authenticator the corresponding RADIUS attribute to place itin a
remediation VLAN.

Specify the interval at which to query the MDM for updated attribute data.
Specify 0 to disable periodic queries. The minimum is 10 minutes and the
maximum is 10080 minutes (7 days).

Specify an interval that is appropriate for the MDM. Some MDMs, for
example, update records every 4 hours, so a 10-minute interval would not
be productive.

Dynamic Policy Evaluation

Dynamic Policy This option is not used.
Evaluation
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User Realms = All Roles Realm - NC Client = Role Mapping = Role Mapping Rule

* Mame: | rule 0

* Rule:lf username...

g
% then assign these roles
Available Roles: Selected Roles:
AAA QA Role : | Terminal Services Role :
Client QA Role Web Role
Core QA Role STA Role
Default QA VLAN Role WSAM Role

JSAM Role HTML5 Role

Stop processing rules when this rule matches

To manage roles, see the Roles configuration page.

Settings Guidelines

Rule based on | Select Device Attribute and click Update to update the configuration page so that
it displays settings for role mapping using device attributes.

Name Specify a name for the configuration.

Rule Select a device attribute and a logical operator (is or is not), and type a matching
value or value pattern.

In this example, select isCompromised and the logical operator is, and enter the
value 1 (true). This means that devices with a compromised status match the rule.

Role Select the roles to apply if the data matches the rule.
assignment

The following table describes the AirWatch record attributes that can be used in role mapping rules.
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Role Mapping Attribute
Name

AirWatch Attribute Name

Description

Data Type

BlockLevelEncryption

BlockLevelEncryption

True if block-
level encryption
is enabled; false
otherwise.

Boolean

complianceReason

ComplianceStatus

Values:
Compliant, Non-

Compliant.

String

CompromisedStatus

CompromisedStatus

True if the status
is compromised;

false otherwise.

Boolean

DataProtectionEnabled

DataProtectionEnabled

True if data
protection is
enabled; false
otherwise.

Boolean

deviceld

Id.Value

Device identifier.

String

deviceName

DeviceFriendlyName

The
concatenated
name used to
identify the
device/user
combination.

String

FileLevelEncryption

FileLevelEncryption

True if file-level
encryption is
enabled; false
otherwise.

Boolean

IMEI

Imei

IMEI number of
the device.

String

isCompliant

ComplianceStatus

Values:
Compliant.

String
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Role Mapping Attribute . . ..
N AirWatch Attribute Name Description Data Type
ame

isCompromised CompromisedStatus True if the device | Boolean
is compromised;

false otherwise.

isEnrolled EnrollmentStatus True if MDM Boolean
value is Enrolled;
false otherwise.

IsPasscodeCompliant IsPasscodeCompliant True if the Boolean
passcode is
compliant with
the MDM policy;
false otherwise

IsPasscodePresent IsPasscodePresent Trueif a Boolean
passcode has
been configured;
false otherwise.

LastComplianceCheckOn LastComplianceCheckOn The refresh date | Timestamp
and timestamp
of the last status
reported.

LastCompromisedCheckOn LastCompromisedCheckOn The refresh date | Timestamp
and timestamp
of the last status

reported.

lastSeen LastSeen Date and time Timestamp
the device last
made successful
contact with the
MDM.
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Role Mapping Attribute
Name

AirWatch Attribute Name

Description

Data Type

LocationGroupName

LocationGroupName

MDM location
group
configuration
value.

String

macAdress

MacAddress

The Wi-Fi MAC
address.

String

model

Model

Model is
automatically
reported by the
device during
registration.

String

osVersion

OperatingSystem

OS version.

String

ownership

Ownership

Values: C, E, or S
(Corporate,
Employee, or
Shared).

String

phoneNumber

PhoneNumber

Phone number
entered during
registration.

String

platform

Platform

Platform
specified during
registration.

String

serialNumber

SerialNumber

Serial number.

String

ubID

Udid

Unique device
identifier.

String

userEmail

UserEmailAddress

E-mail address

of device user.

String

userName

UserName

Name of device

user.

String
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Role Mapping Attribute . . ..
AirWatch Attribute Name Description Data Type
Name
uuID Uuid Universal unique | String
identifier.

The following table describes the Mobilelron record attributes that can be used in role mapping rules.

Role Mapping Mobilelron L. Data
. . Description

Attribute Name | Attribute Name Type

blockedReason blockedReason Reason MDM has blocked the device. Can String

be a multivalued string. Values are:
«  AllowedAppControlPolicyOutOfCo
mpliance

«  AppControlPolicyOutOfCompliance
« DataProtectionNotEnabled

«  DeviceAdminDeactivated

«  DeviceComplianceStatusUnknown

¢ DeviceCompliant

*  DeviceCompromised

»  DeviceExceedsPerMailboxLimit

«  DeviceManuallyBlocked

+  DeviceNotRegistered

« DisallowedAppControlPolicyOutOf
Compliance

¢ ExchangeReported
«  HardwareVersionNotAllowed

« OsVersionLessThanSupportedOsVe
rsion
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Role Mapping Mobilelron L. Data
q . Description
Attribute Name | Attribute Name Type
«  PolicyOutOfDate
*  RequiredAppControlPolicyOutOfCo
mpliance
complianceReas | compliance MDM policy compliance status. Can be a String

on

multivalued string. Values are:

AllowedAppControlPolicyOutOfCo
mpliance

AppControlPolicyOutOfCompliance
DataProtectionNotEnabled
DeviceAdminDeactivated
DeviceComplianceStatusUnknown
DeviceCompliant
DeviceCompromised
DeviceExceedsPerMailboxLimit
DeviceManuallyBlocked
DeviceNotRegistered

DisallowedAppControlPolicyOutOf
Compliance

ExchangeReported
HardwareVersionNotAllowed

OsVersionLessThanSupportedOsVe

rsion
PolicyOutOfDate

RequiredAppControlPolicyOutOfCo

mpliance
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Role Mapping Mobilelron L. Data
q . Description
Attribute Name | Attribute Name Type
countryName countryName Country name corresponding with the String
country code of the device.
deviceld @id Device identifier. String
deviceName name The concatenated name used to identify the | String
device/user combination.
homeOperator homeOperator The service operator for the device when it String
is not roaming.
Imei iPhone IMEI (iOS), IMEI number of the device. String
imei (Android)
isBlocked isBlocked True if the device is blocked from accessing Boolean
the ActiveSync server; false otherwise.
isCompliant compliance True if the device is in compliance with its Boolean
MDM security policies; false otherwise.
isCompromised compliance True if the device is compromised; false Boolean
otherwise.
isEnrolled statusCode True if the device has completed enrollment | Boolean
or registration; false otherwise.
isQuarantined isQuarantined True if the device is quarantined by the Boolean
MDN; false otherwise.
lastSeen lastConnectAt Date and time the device last made Timestam
successful contact with the MDM. p
manufacturer manufacturer Manufacturer is automatically reported by String
the device during registration.
macAdress wifi_mac (i0S), The Wi-Fi MAC address. String
wifi_mac_addr
(Android)
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Role Mapping Mobilelron L. Data
q . Description
Attribute Name | Attribute Name Type
mdmManaged mdmManaged True if the MDM profile is enabled on the Boolean
device; false otherwise. This field applies
only to iOS devices. For other devices, the
value is always false.
model ModelName, Model is automatically reported by the String
model, device_ device during registration.
model
operator operator Service provider. The value PDA indicates no | String
operator is associated with the device.
osVersion OSVersion (i0S), OS version. String
0s_version
(Android)
ownership employeeOwned Values: Employee or Corporate. String
phoneNumber currentPhoneNum | Phone number entered during registration. String
ber
platform platform Platform specified during registration. String

quarantinedRea
son

quarantinedReaso
n

MDM policy compliance status. Can be a
multivalued string. Values are:
«  AllowedAppControlPolicyOutOfCo
mpliance

«  AppControlPolicyOutOfCompliance
« DataProtectionNotEnabled

« DeviceAdminDeactivated

+  DeviceComplianceStatusUnknown

¢ DeviceCompliant

«  DeviceCompromised

«  DeviceExceedsPerMailboxLimit
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Role Mapping Mobilelron L. Data
q . Description
Attribute Name | Attribute Name Type
«  DeviceManuallyBlocked
« DeviceNotRegistered
« DisallowedAppControlPolicyOutOf
Compliance
«  ExchangeReported
¢ HardwareVersionNotAllowed
e OsVersionLessThanSupportedOsVe
rsion
»  PolicyOutOfDate
« RequiredAppControlPolicyOutOfCo
mpliance
serialNumber SerialNumber Serial number. String
ubDID iPhone UDID Unique device identifier. String
userEmail emailAddress E-mail address of device user. String
userld principal User ID. String
userName userDisplayName Name of device user. String
uuibD uuid Universal unique device identifier. String
Role Mapping . L.
. PWS Attribute Name | Description Data Type
Attribute Name
osVersion os_version OS version String
uuibD uuid Unique device String

identifier
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Role Mapping
Attribute Name

PWS Attribute Name

Description

Data Type

IMEI

imei

IMEI number of the
device.

String

macAddress

wifi_mac

The Wi-Fi MAC
address.

String

serialNumber

serial_number

Serial number of the
device.

String

lastSeen

last_seen

Date and time the
device last made
successful contact
with the MDM.

Time Stamp

isCompliant
isCompromised
complianceReason

is_compliant

True if the device is in
compliance with its
MDM security
policies; false
otherwise.

Boolean

isEnrolled

state

True or false
(indicating whether
the client is managed
by PWS or not).

Boolean

ubID

ios_udid

The device unique
identifier.

Unique Device
Identifier (UDID),
which is a sequence
of 40 letters and
numbers that is
specific to iOS
devices.

String

model

model

Model of the device.

String
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Role Mapping . L.
. PWS Attribute Name | Description Data Type
Attribute Name
phonenumber PhoneNumber Phone number String
entered during
registration.
userName username Name of device user. String
carrier carrier User ID. String
manufacturer manufacturer Device manufacturer String
name.
deviceName devicename Name of the device. String
Role Mapping Microsoft Intune ..
A . Description Data Type
Attribute Name Attribute Name
deviceid azureDeviceld The device Id of the String
device after it has
work place joined
with Azure Active
Directory.
IMEI imei The device unique String
identifier. IMEI (15
decimal digits: 14
digits plus a check
digit) or IMEISV (16
digits) includes
information on the
origin, model, and
serial number of the
device.
isCompliant complianceState True or false (string) Boolean

based on whether
device is compliant

or non-compliant.
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Role Mapping

Microsoft Intune

K . Description Data Type
Attribute Name Attribute Name
isEnrolled isManaged True or false Boolean
(indicating whether
the client is managed
by Intune or not).
lastSeen lastContactTimeutc The date time when String
the device last The format is
checked in with the MM/DD/YYYY
Intune management | HH:MM:SS
service endpoint.
macAddress macAddress MAC address of the String
device.
manufacturer manufacturer Device Manufacturer. | String
meid meid MEID is 56 bits String
long (14 hex digits).
It consists of three
fields, including an 8-
bit regional code
(RR), a 24-bit
manufacturer code,
and a 24-bit
manufacturer-
assigned serial
number.
model model Model of the device. | String
osVersion osVersion OS Version of the String
device.
serialNumber serialNumber Serial number of the String
device. Applies to
iOS Devices only.
ubDID udid The device unique String

identifier.
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Role Mapping
Attribute Name

Microsoft Intune

Description Data Type
Attribute Name P -

Unique Device
Identifier (UDID),
which is a sequence
of 40 letters and
numbers that is
specific to i0OS

devices.
uuibD uuid Universal unique String
device identifier.
User Realms = All Roles Realm - NC Client > Authentication Policy = Certificate

General Role Mapping

Allow all users (no client-side certificate required)
Allow all users and remember certificate information while user is signed in.

Only allow users with a client-side certificate signed by Trusted Client CAs to sign in. To change the certification authority, see the Trusted Client CA page

You can optionally require specific values in the client certificate:
10 v | records per page

Certificate field (example "cn") Expected value

Settings

Guidelines

Allow all users

Do not select this option. If you select this option, the system does not request
a client certificate during the TLS handshake.
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Settings Guidelines

Allow all users If you select this option, the system requests a client certificate during the TLS
and remember handshake. It does allow endpoints to authenticate without a client certificate.
certificate For those with a client certificate, the certificate attributes are placed in the

session context.

Only allow users If you select this option, the system requests a client certificate during the TLS
with a client-side handshake. It does not allow endpoints to authenticate without a valid client
certificate certificate. If the realm is configured with a certificate server, like this example,

this option is the only option that can be selected.

Configuring a Sign-In Policy
A sign-in policy associates devices with a realm.
To configure a sign-in policy:

1. Select Authentication > Signing In > Sign-In Policies to navigate to the sign-in policies
configuration page.

2. Click New URL to display the configuration page.
3. Complete the configuration as described below.

4. Save the configuration.

Settings Guidelines

User type Select Users.

Sign-in URL Enter a URL.

Description Describe the purpose of the sign-in policy so that other administrators are
aware of it.

Sign-In Page Select a sign-in page.

Authentication Realm

Realm Select the realm you configured in the earlier step.
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Settings

Guidelines

Authentication
Protocol Set

Select the protocol you configured in the earlier step.

Realm name as a
username suffix

Select this option if the username sent during sign-in includes a realm suffix.
To use this option, the realm name must match the username realm suffix
configured in the MDN Wi-Fi profile.

This configuration enables you to dedicate the realm to the MDM traffic. Non-
MDM traffic passing through the same switch then belongs to a different
realm.

NOTE: In some cases, you can use authentication protocol sets to segregate
traffic into a particular realm. For example, assuming only mobile endpoints
use TLS and other endpoints do not, an authentication protocol set containing
only TLS can be created and associated with a particular realm through a sign-

in policy.

Remove realm
suffix

Remove the realm suffix within system processes, such as rule processing and
logs.

Configuring IPS with Pulse Workspace

Pulse Workspace is the lvanti MDM server which provides the device compliance status for the mobile

devices. IPS retrieves the device attributes from PWS and uses it for compliance assessments and role

assignment.

To configure PWS MDM:

1. Select System > Configuration > Pulse One > Settings to register IPS with Pulse One.

2. Enter the PWS registration URL and registration code details and register IPS to PWS.
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3. Click Save Changes.

The registration status and the notification channel status turns green if the connection is

successful.

[Configurafion > Pulse One > Settings

DM Agent Sensors Client Types Guest Access

The Host to which the appliance connects to for starfing registration flow

[Settings
Licensing sy Gericaes
Seftings
[‘Registration Host | api.pulseone.net
'Registration Code: | srnens
["Credential Renegotiation Interval: | 6 days
Preferred network interface: Internal Port T

Credentials Exchange time: Credentials Not Exchanged

+ Registration Result Details

Client Device Id
Notification URL:

Unique id of the appiance on Pulse One

The URL for establishing nofification channel

W Status Information

Registration Status o]
Notification Channel Status Q
W Actions

On successful registration the following information is received from Pulse One

Hashing Algorithm: hs256 Hashing algorithm used for HAWK authentication

The registration code provided by Pulse One

1-7 days. The time after which credentials are renegotiated

If the selected network interface is disabled, defaults to ‘Internal Porf

The last successful credential exchange time.

Save Changes Clear Configuration Renegotiate Credential

4. Select Authentication > Auth. Servers > New MDM Server. Enter the name, select Pulse
Workspace as MDM and click Save changes.

5. Select Users > User Realms and select the Device Attribute server for PWS.
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6. Select Role Mapping tab of the user realm to create role mapping rules. Configure the role
mapping rules based on the PWS supported device attributes.

User Realms = test> Role Mapping > Role Mapping Rule

Role Mapping Rule

Rule based on| Device attribute v

* Name:

w Rule:lf device has any of the following attribute values..

Attribute | (Select an attribute) ¥ |

(Select an attribute) [N
Carrier
complianceReason
deviceld
deviceName

IMEI

w then assign these roles | isGompliant
isCompromised

) . ; "
Is Iif more than ane value for this attribute should match, enter one per line. You can use * wikicards.

Available Roles isEnrolled Roles
|| lastSeen "
Desktop macAddress
ENGG Manufacturer
model
Guest osVersion
Guest Admin phoneNumber
platform
REMEDIATION seralNumber
T | uDID -
userEmail
|_J Stop processing rules | userld -

To manage roles, ses the Roles configuration page

Configuring IPS with Microsoft Intune

Microsoft Intune is an MDM server which provides the device compliance status for the mobile devices.
IPS retrieves the device attributes from Microsoft Intune and uses it for compliance assessments and

role assignment. This feature integrates Microsoft Intune and IPS for providing compliance check and
onboarding of devices.

To configure Microsoft Intune MDM server:
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1. Select Authentication > Auth. Servers > New MDM Server.

2. Enter the server name, select Microsoft Intune as MDM.

Enter the Azure AD Tenant ID.

Enter the Web application ID or Client ID that is registered in Azure AD.

Enter the Client Secret key registered in the Azure AD.

L]

Enter the Timeout duration in seconds. Default is 15 seconds.

To obtain Tenant ID, Client ID, Client Secret Key, see Viewing Client ID, Tenant ID, and Client
Secret.

3. Click Save changes.

Auth Servers > New MDM Server

New MDM Server

*Name:| Label to reference this server.
Type Pulse Workspace
Air Watch
Mobile Iron
® Microsoft Intune

W Server

* Tenant ID:

I
* Client ID: |
* Client Secrat: |

* Request Timeout: 15
Test Intune Connection

Hote: lvanti Policy Secure uses endpoint's MAC address to query afiributes from Micros

* indicales required field
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4. Select Users > User Realms and select the Device Attribute server for Microsoft Intune.

User Realms > Users > General

General

Authentication Policy Role Mapping

* Name: Users Label to ref

Deseription Default authentication
realm for uzers
A
1 When editing, start on the Role Mapping page
v Servers

Specify the servers to use for authentication and authorization. To creale or manage servers, see the Servers page

Authentication: System Local v Specify the server to use for authenlicating users.
User Directory/Attribute None v

Accounting Mone v

Device Attributes

Device Check Interval 60 minutes

0080 minutes

5. Select Role Mapping tab of the user realm to create role mapping rules. Configure the role
mapping rules based on the Microsoft Intune supported device attributes.

User Realms > Users > Role Mapping > Role Mapping Rule

Role Mapping Rule

Rule based on: Device attribute v

* Name:

+ Rule:If device has any of the following attribute values..

Attribute: (Select an atiribute) v | [AUIIETIENS

{Select an aftribute) =
complianceReason If mare than one value for this afiribule should malch, enler one per line
deviceld
deviceName
IMEI ;
+ then assign these roles isCompromised
isEnrolled
Available Roles lastSeen
macAddress
manufacturer
Guest Admin meid

model

Guest Sponsor osVersion
Guest Wired Restricted | PeneNumber
platform
Kajal-HC-Test-Role serialNumber

. 7 ubiD

is v

ou can use * wildcards.

Roles

Guest

userEmail
() Stop processing rules | userld -

Configuring the Microsoft Intune MDM

Microsoft Intune acts as the Mobile Device Management (MDM) Server for IPS solution. IPS users have
to register their mobile devices with Microsoft Intune. As part of registration, the relevant Profiles get
automatically provisioned to mobile device.

To configure the Microsoft Intune MDM:
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Enroll the devices with the MDM server.

Create an enterprise WiFi profile.

Configure IPS with a role and realm for the user. Microsoft Intune provides the user with a link to

provision the created policy and then pushes the profile information. IPS does the role

assignment and either allows or denies based on the device assessment. For more information,

see Configuring IPS

Create Azure Active Directory (AAD) web application.

Go to portal.azure.com, click on the Azure Active Directory on the left of the screen, click on to

App registrations and click on New application registration.

£ Search resources

5 Search iCut+/}

O Ouwrvew

&' Quicksart Search by name ar Appid Alapps ~

e orsra ame ABPUCKTION TYBE  ABPUEATION 1D
& App Services
# Users and groups

W S0l dawbases B
B Enterprica appiications

e

¥ appicstion prory

% Lcenses

Azure AD Connect

2 Mobility (MIDM and MAN:
Password reset
11 company brancing

£ User settings

& Advisor

Propertics
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6. Enter the application name, select Web app/API as application type, and enter the IP
address/FQDN for sign-on-URL and Click Create.

Microsoft - App registrations > Create

Create

PREVIEW

New * Name @

<Application NAME>
Dashboard

Application type @

All resources Web app / API

Resource groups * Sign-on URL @
https://IPAddress_cf_PPS/FQDN_of_PCS

App Services

SQL databases

SQL data warehouses

NoSQL (DocumentDB)

Virtual machines

Load balancers

Storage accounts

Virtual networks

Azure Active Directory

Monitor

Advisor

Security Center

soft - Agp registrat IntuneTest > Settings i e

trations £ X

applcaton Microsoft Applcato
© ownvieu a ppiato, p »
o Quick start Allapps ~
anase DiseLAY Hame APPUSKTIONTYPE  APPUCATION 1D

o Users and groups n IntuneTest Webapp fAPI  15038490-428e-40dd gbsb 524238, |

B Enerpese applications

B agpregstutions
£ Application prosy
% Licenses

4 Load balan, @ Azure AD Cannect

= Domain names

B storage act
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7. Click the application and select the required permissions and click Add.

InwneTest > Setings > Required permissions

IntuneTest

New £ se

3 Mo

t 8 Delte

Dashboard Essentials ~
I Sispiy rame
i Al resources Irtumeres.
Applcation tyce
Web app / API
Hame paga
& App service: i puls etest.onmicrasoftcomyInt

B SQL dstabases

5 SQL data warehouses

4 Load balancers
B Stomge sccounts

Virtual networks

@ Aure Active Directory
@ Monicer

& advisor

© Security Center

2 Seareh resources 3

# B X Settings =1
o

G
Applcaton D
503641 4252 40dd-BbSb 52423855787 1 propenies >
9-4706-b83c ldades zebae2 = hesly URLs b
[P —
IntuneTest sl Owners >
Al settings 5
Am accsss
ke >
TIUBLESHOOTING + SUPPORT
K Troublesnant >
New suppert request >

8. Click Grant Permission.
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9. Select Microsoft Intune API.

Required pe > Add APl access > Select an APl Search resources

Add APl access B X Selectan API (=S
[ PreviEw

New Search for other applications with Service Principal name

1 Selectan API
Dashboard Microsoft Intune AP1
Al resources

Micrasoft Graph

Resource groups I
Micrasatt Intune AP

App Services
Windows Azure Service Management AP

J EERTEEED Cffice 365 Management APls
S data warehouses
NoSal (DocumentDa)
Virtual machines.
Load balancers
Storage accounts.
Virtual networks
@ Azure Active Directory
@ Monitor

@ Advisor

@ security Center

Under Application Permissions, select Get device and compliance information from Microsoft

Intune.

Required permissions > Add APlaccess > Enable Access O Search resourees x @
[=]

Add API access O X Enable Access X
PREVIEW PREVIEW
New . .
1 Seloct an APl v W] APPUCATION PERMISSIONS. REQUIRES ABMIN
Dashboard Micrasot Intune API
Send and racaive devics telacom and WI-Fi data usage information @ Yes
Al s
fesourees Send device threat information to Micrasoft Intune O Yes
P seectpemissons 5
Resource groups 7 role, 0 scope | Get device state and eomplianee information frem Microsalt Intune @ Yes

App Services
'DELEGATED PERMISSIONS S REQUIRES ADMIN

5L databases

N delegated permissions available.
SQL data warehouses

NoSQL (BocumentDB}

Virtual machines

Load balancers

Storage accounts.

Virtual networks

@ Azure Active Directory

& Monitor

& Adisor

@ Security Center
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10. (Optional) You must add the following delegated permissions for Microsoft Graph API.

e Signin and read user profile
e Sign Usersin
¢ View users’ email address

¢ View users’ basic profile

11. (Optional) Add the following delegated permissions for Azure Active Directory.

¢ Signin and read user profile

e Read all users' basic profiles

¢ Access the directory as the signed-in user.

Required permissions

API

Windows Azure Active Directory

Microsoft Intune API

Microsoft Graph

0 3
1 0
0 4

Viewing Client ID, Tenant ID, and Client Secret

The Client ID/Application ID is created automatically once the AAD web application/API is created. You
can view the client ID/application ID from the application properties page.
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IntuneTest
Registered app - PREVIEW
New u' Settings # Manifest [ Delete
Dashboard Essentials
Display name
All resources IntuneTest
Application type
Resource groups Web app / API
Home page
App Services http://pulsesecuretest.onmicrosoft.com/Int...

SQL databases

SQL data warehouses
NoSQL (DocumentDB)
Virtual machines

Load balancers
Storage accounts
Virtual networks
Azure Active Directory
Monitor

Advisor

Security Center

IntuneTest > Settings > Required permissions

> Enable Access O Search resources

# 0 X
Application ID
1503849f-425e-40dd-8b5b-5242385b5187
Object ID

e2a47d77-c6a9-41e6-b83c-fda38528b462
Managed application in local directory
IntuneTest

All settings =»

Every organization in Microsoft cloud is called tenant and it is organization specific. Each Tenant will be
having a unique Tenant ID. Select the web application/API and click Endpoints tab and then you can

copy the tenant ID.

IntuneTest > Settings > Required penmissions > Ensble Access 2 Search resources

R Troustsroct

New = New application registration

Dashboard

To view and manage yeur registrations for converged apalications, plesse visit the Microsoft Aapicatic
All resources
Sedrch by name or ApoId Al apps
Resource groups
DISPLAY NAME APPLICATION TYPE  APPLICATION ID
App Services
1 IntuneTest Web oop [ APL 1502B49¢-825¢-20cld-8b5b-524236.

W 5QL datab

SQL data warehouses

NoSQL [DocumentDB)

Virtual machines

Load balancers

Storage accounts

Virtual networks

Azure Active Directory

Monitar

b Advisor

Security Center
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Microsaft - App registrations 3  Endpoints £ Search resources x

Endpoints

Ler FEDERATION METADATA DOCUMENT

Dashboard o 1 [

Al resources
WE-FEDERATION SIGN-ON ENDPOINT

Resource groups. 5 Y

App Senvices
SAML SIGH-ON ENDPOIN
saLd

SQU data warshousas
SAML P SIGN. OUT ENDROINT
SQL. (DocumentDB) -
Virtual machines.
\IICROSOFT AZURE AD GRAPH AR ENDROINT
# Load balancers
https://nraph.windows net/Bc4881317heT 4405 hrec 737E85098cce |
B Storage accounts
e JALITH 2.0 TOKEN FNDEOIN
i [
@ naurs Active Dirsctory
® o OALITH 20 AUTHORIZATION ENDSOINT
: = ®

b Advisor

Microsoft - App registrations > IntuneTest > Settings > Keys SO Search resources x
3 X Setting (=8
PrEnEw
New x
Pk GENERAL DESCRIPTION. EHPIRES VALUE
e Properties > Teslkey aszng Hidden
= Reply URLS > I — Duision o | Vol wil b sispisyect an sare
App Services s owners >
5QL databases. Jp—
& 5QL data warehou: & Reguired permissicns >
i Nosa Docmence
B8 virual machine TROUBLESHOGTING = SUPFORT
@ Load balancers K Toublesnoot N
B Storage accounts New support request >

Virtual networks

@ Azure Active Directory
® Monitor

& aduisor

w Center

Keys

PREVIEW

DESCRIPTION EXPIRES VALUE
TestKey1 4/19/2018 Hidden
test2 12/31/2299 VpABONaSPWGLGXDITI0UP7bB38XCWMuf7gdedHUleM=
Key description Duration v Value will be displayed on save
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Configuring the PWS MDM

Pulse Workspace acts as the Mobile Device Management (MDM) Server for IPS solution. IPS users have
to register their mobile devices with Pulse Workspace. As part of registration, the relevant Profiles get
automatically provisioned to mobile device.

To configure the PWS MDM:
1. Enroll the devices in the MDM.
2. Create an enterprise WiFi profile. For more information, see Enterprise WiFi configuration

3. Configure IPS with a role and realm for the user using the Certificate authentication server. PWS
provides the user with a link to provision the created policy and then pushes the profile
information. IPS does the role assignment and either allows or denies based on the device
assessment. For more information, see Configuring IPS.

Configuring the AirWatch MDM

To configure the AirWatch MDM:
1. Enroll devices in the MDM using the methods supported by the MDM.
2. Create a profile with the following MDM management options:

¢ Certificate template- Create a configuration that specifies the field and type of identifier
for client device certificates.
The MDM configuration templates provide flexibility in how the device identifier can be
placed in the device certificate’s subject or alternative subject. We recommend you
include the user ID in the certificate, so the certificate can identify both the user and the
device. For example:
CN=<EnrollmentUser>, serialNumber=<DeviceUid>, o=Company

e Credential profile- Create a configuration that specifies the certificate authority and
certificate template configuration.

e Wi-Fi profile- Create a configuration that specifies the SSID, security options, and the
credential configuration.

3. Save and deploy the profile to devices registered with your organization.

4. Enable APl access and generate the AirWatch API key (tenant code).
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The tenant code is part of the REST API configuration. The tenant code must be included in IPS MDM

server configuration.

Certificate Template - Add / Edit

Mame”

Dazcricbon

Certiticate Authorty™

lz2ung Termplate

Subpect Name®

Private Hey Length™
Private Key Type™

o San Type=
Automabic: Cortiicate Renewal
Ao Renewal Petiod (days)®
Enatile Certificale Revacation

Publizh Private Hey

L Device Certificate

]

awlab@3-ATLISLABCADT-CA

cedificatetemplate MobileUser2

CN={EnralimentUser}, senalNumber={Dewvicelid)

2045
Sgring ®  Encrypton & @
© 4dd

9 0

5

< 0

' 0

“ Save and Add Another Template

Cancel
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0 General
Q, Passcode Credentials
© Restrictions Credential Source | Defined Certificate Authority
= Wi Fi

Certificate Authority™ Aitwatch-ATLOZFRDCS10-CA
& ven
&% Email Settings Certificate Template™  |Device Certificate

E’j Exchange ActiveSync
o Application Control
2% Bookmarks

-J Launcher

| LoAP

);:' Custom Settings

Save & Publish Cancel

Kl
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@ General
Q, Passcode Wi-Fi
Sendce Sel ldeatiier™  device-auth-BO21x
VPN
& Hidden Metwark ]
i Email
£3 Exchanga Wab Sences tuo-Join ]
VAR
I L0a securmy e WIRAWWFAZ Enterprise [=]
(& camev
B canpay
Proxy
2% Wab Clips
Froy Trpe | Mone [=]
W credentlals [+ ]
<» SCEP
il Dk Protocols
G Restnchions e =
AL Parerdal Controls
TTLS
N G.‘lllrk-::npur
#% Custom Settings LEAF
PEAF
“ Save & Publish Cancel
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WiFi with TLS

Q.. Passcode General
= Wi Fi [ 1| Name*  |WiFi with TLS
& ven _
Description

é Email
£3 Exchange Web Senices Deployment | Managed |Z|
| LoAP

AssignmentType | Auto |Z|
B capav
[=] cardDAV Minimum Operating System Any lz‘
28 Web Clips

Model
' Credentials n ’ Any lz‘
=3
GgEsE Ownership | Any =l
Il Dock
® Restrictions Allow Remaval | Always |Z|
2L Parental Controls
Managed By |Pulse

A Gatekeeper
#* Custom Settings Assigned Organization Groups™ Pulse ®

|
Start typing to add a new group

Save & Publish Cancel

R O Systemn / Advanced / AP|J REST

JUHFER SYETENE NG

m Sarherbcation Hetmork Sadvanced

Systerm
* General
urment Seian b 4B Duerrige

Email (34T
Bt : ¥ " EnzEling AF sccans woukd automalically ganersis e AP key for thie Locshon Groun Re-anckling 5 AF] 2coacs afar disabling woold Ssnarals a mew SF 1 key
mampnsa Rkagrabon
B e Enabis 2Faczess 71 D
Ramnta Comrnil L
» Adsarced AF Key  APODOLM AASEASTOS ITH [T
- A7
RLET AP
S04 AT
Apphcations
Device
Email chid Perreeias” ) i i oy 2 Creenide o '3 ® bt or Deore
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Configuring the Mobilelron MDM

To configure the Mobilelron MDM:

1.

Enroll devices in the MDM using the methods supported by the MDM.

Create a Simple Certificate Enrollment Protocol (SCEP) configuration that specifies the field and
type of identifier for client device certificates.

The MDM configuration templates provide flexibility in how the device identifier can be placed in
the device certificate’s subject or alternative subject. We recommend you include the user ID in
the certificate, so the certificate can identify both the user and the device. For example:
CN=<DEVICE_UUID>, uid=<USER_ID>, o=Company

Create a Wi-Fi configuration that specifies the SSID and security options. During the enrollment
process, this profile is provisioned to the device. Select the SCEP configuration completed in Step
2.

Select the Wi-Fi Profile configuration and apply it to a group label you have provisioned to
manage this group of devices.

Wi-Fi connect fails if it is configured to use a device certificate that is signed by an
intermediate CA and selects this in Wi-Fi profile trusted CA. Root CA has to be selected
to properly work.

. Apply the group label to the devices when you add them to the MDM. If they have already been

added to the MDM, use the edit configuration utilities in the device inventory page to apply the
group label.
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New Wifi Setting

Name:
Metwork Name (SSID):

Description:

Hidden Metwork:
Authentication:
Data Encryption:
User Name:
Password:

Apply to
Certificates:

Trusted Certificate
Names:

Allow Trust Exceptions:

Use Per-cannection
Password:

EAP Type:

Identity Certificate:

Save

Cancel

Secure Access

device-auth-802d:

sl

WRAZ Enterprise

AES

fUSERIDE

EPASSWORDHE

Available
System - i0S Enrollment CA Certificate

sumitclientauth
System - i0S MDM CA Certificate

new

E
-

[C] EAP-FAST  [[] EAP-SIM

[ Lear

Device Certificate

Save Cancel

m

Selected

2]

i »

- (Note: Enter comma (,) separated certificate names for multiple authentication servers.)

[] PEAP

TLS F 7T

1050t - AP registrations

Microsoft - App re

Dashboard

e groups
App Senvices

R SOL databases
5QU data warehouses
NoSQL (DocumentDB)
Virtual machines

Load balancers

Storage accounts

Virtual networks
Azure Active Directory
@ Monitor

@ advisor

istrations

pplication regisa

New pplcation

) search (ctrie/)

O Ouwervew

=’ Quick st Sasrch by name ar Appid

anace DisrLay HAmE
2 users and groups
B Enterprise sppiications
B app myistrations
¥ appiicstion prory
3 Ucenses
eure AD Connect
= Domain names
2 Mobility (MDM and MAN]
Password resat
11 Compary sranding

£ ser settings

Properties

F2 Search resources

gistraton
1 manage gour sestanens tar comerged applications, please visit the Wico

ncpoints K Troubleshoot
oft Applation
Alapo ~

APPLCATION TYPE  APPLICATION I

bile

USERS & DEVICES

ADMIN PORTAL

APPS POLICIES & CONFIGS SETTINGS )GS & EVENTS

Dashboard Devices ActiveSync Associations Labels Users Retired Devices
- \ + Add ~ Labels: |All-Smartphones v Search by User or Device yel Search Pending Device Report
[T]| User= Single Device @ Phone 05 Country Status Reaqistered on Date Last Check-n EIC  Ope
[l wser Multiple Devices Galaxy Nexus by sams...  Android 4.2 Active 2013-07-12 33d2h C
Fll 1user1 +14084315645  iPhone 4 i0S 6.1 United States  Active 2013-07-10 20d2h c AT&
) user2 PDAG iPad, 3rd gen 05 6.1 United States  Active ~ 2013-07-15 565m3gs o ATE
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Troubleshooting

During initial configuration, enable event logs for MDM API calls. You can use these logs to verify
proper configuration. After you have verified proper configuration, you can disable logging for these
events. Then, enable only for troubleshooting.

To enable logging for MDM API calls:
1. Select System Log/Monitoring.
2. Click the Events tab.
3. Click the Settings tab to display the configuration page.

After you have completed the MDM server configuration, you can view system event logs to verify that
the polling is occurring.

To display the Events log:
1. Select System Log/Monitoring.
2. Click the Events tab.
3. Click the Log tab.

Next, to verify user access, you can attempt to connect to a wireless access point with your smart phone,
and then view the user access logs.

To display the User Access log:
1. Select System Log/Monitoring.
2. Click the User Access tab.
3. Click the Log tab.

After you have verified proper configuration, you are not likely to need to tune the authentication server
configuration, the 802.1x framework, or the enforcement points. However, based on user experience,
MDM capabilities, and security threats, there are a few configuration elements you might want to tune
from time to time.

Table describes these configuration elements.
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Configuration .
Tuning
Element

Remediation In a network access control solution, noncompliant endpoints are typically
placed in a remediation VLAN that serves a Web page. The Web page explains
the steps users can take to make their endpoints compliant so that they can
access the network.

Your reasons for denying access might change from time to time. For example,
your initial policy might be based on compliance with an MDM policy, and you
can give steps on how to bring a device into compliance. You want to set an
expectation on how long it takes for the MDM to reassess compliance. You
might want to factor in IPS device check interval to estimate how long until the
device can access the network.

When there are new threats that exploit vulnerabilities in specific mobile
platforms, you might create rules on the fly that deny access from specific
platforms. If events like this occur, you might want to update your remediation
message so that users can understand why access is denied.

Realm — Device You might want to tune this setting as you learn how frequently the MDM
Check Interval updates device records, or if the standard practice of the MDM changes. If the
MDM records are updated every four hours, it does not make sense to poll
every 10 minutes. If the MDM records are updated in real time, it might make
sense to poll every 10 minutes.

Roles and role As you learn about mobile security threats and vulnerabilities, you might make
mapping rules changes to roles and role mapping rules or create new classifications. In
general, you list restrictive rules first and set the stop flag. For example, if a
device is noncompliant and maps to a noncompliant role, you would list it near
the top of the rules for the realm and set the stop flag.

Classification based on device type or platform can be more complicated.
When you initially role out your BYOD solution, you might want to use roles to
merely classify the devices, and so the rule classifying it would not need to be
near the top of the list and would not need to have a stop flag. In response to a
threat, however, you might want to use the role and role mapping
configuration to deny access from a specific device platform. If events like this
occur, you can edit your rules to map the vulnerable platform to an
appropriate role and set the stop flag so that permissive roles are not assigned.
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Configuration
Element

Tuning

RADIUS return
attribute policy

Likewise, in response to threats and vulnerabilities, you can edit your rules to
place formerly trusted device types into a remediation or guest VLAN instead
of an employee VLAN; and then allow access again when you are no longer
concerned with the threat.

Infranet Enforcer
resource access

policy

Likewise, in response to threats and vulnerabilities, you can edit your rules to
deny access from formerly trusted device types; and then allow access again
when you are no longer concerned with the threat.

Using the Debug Logs

The Ivanti Global Support Center might direct you to create a debug log to assist them in helping you

debug an issue with the system. The debug log is used only by PSGSC.

To use debug logging:

1. Select Troubleshooting > Monitoring > Debug Log to display the configuration page.

Complete the configuration as described in table below.

2. Click Save Changes. When you save changes with Debug Logging On selected, the system

begins generating debug log entries.

3. Initiate the action you want to debug, such as a user sign in. You can reset the debug log file to

restart debug logging if it takes you too long to initiate the action.

4. Click Save Debug Log to save the debug log to a file that you can send to PSGSC. You can clear

the log after you have saved it to a file.

5. Clear the Debug Logging On check box and click Save Changes to turn off debug logging.

Settings

Guidelines

Current Log Size

Displays the size of the current log file. If it is large, use the controls to save,
reset, or clear the log file.

Debug Logging
On

Select to turn on debug logging.
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Settings

Guidelines

Debug Log Size

Specify a maximum debug logfile size. The default is 2 MB. The maximum is 250
MB.

Debug Log Detail
Level

Specify the debug log detail level. Obtain this from PSGSC.

Include logs

Select this option to include system logs in the debug log file. Recommended.

Process Names

Specify the process name. Obtain this from PSGSC.

Event Codes

Specify the event code. Obtain this from PSGSC. For MDM integration issues,
PSGSC typically likes to collect debugging information for codes MDM, Auth,
agentman, and Realm. The text is not case sensitive.
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AAA Servers
AAA Server Overview

Overview

From 9.1R15 onwards, support for Siteminder, NIS, Anonymous, Novell eDirectory, and iPlanet

o AAA servers are deprecated. Ensure you remove all configurations related to these servers
before upgrading to 9.1R15. Upgrade may fail if all configurations are not removed. For
more information refer KB45044.

AAA stands for authentication, authorization, and accounting. An AAA server is a database that stores
user credentials—username and password—and, in some cases, group information or other user
attributes. The authentication results and group or user attribute information are used by Access
management framework policy for decisions.

In the Access management framework, the sign-in page, realm, and AAA server configurations are
associated. They determine user access and user role. A user submits credentials through a sign-in
page, which specifies a realm, which is associated with a AAA server. If the access request meets the
realm’s authentication policy, the system forwards the user’s credentials to the associated
authentication server. The authentication server’s job is to verify the user's identity. After verifying the
user, the authentication server sends approval. If the realm also uses the server as a directory/attribute
server, the AAA server sends the user’s group information or other user attribute information. The
access management framework then evaluates the realm’s role-mapping rules to determine the user
roles that apply to the session.

The Access management framework supports the following types of AAA servers:

¢ Local—You can create special purpose local databases to manually create user accounts,
manage guest user access, or manage access based on digital certificates or MAC addresses.

¢ External (standards-based)—You can integrate standards-based LDAP and RADIUS servers
with the access management framework. In addition to using the backend server for
authentication, you can use LDAP group and RADIUS attribute information in role-mapping
rules.
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External (other)—You can integrate compatible versions of popular third-party AAA servers
with the access management framework. In addition to using the backend server for
authentication, you can use Active Directory group information in role-mapping rules. In

addition, you can use MDM device attributes in role mapping rules.

The following table is a reference of the AAA servers supported in IPS deployments.

IPS

Local Local Authentication Server Overview
Certificate Server Overview
MAC Address Authentication Server Overview
*Special features to manage guest users.

External (standards- | LDAP Server Overview

based) RADIUS Server Overview

External (other) Active Directory Feature Support
RSA Authentication Manager Overview
SQL Auth Server Overview

Authentication Protocols Used by AAA Servers

Policy Secure supports multiple authentication protocols. The following authentication servers require

the protocols listed:

Local authentication servers—If the passwords are stored as hashed values, the protocols
available are PAP and MS-CHAP v1 with or without EAP. If the passwords are stored as clear text,
CHAP and MD5-Challenge are also available.

Active directory—The protocols available for inner authentication are PAP, MSCHAP and MS-
CHAP v2, with or without EAP.

LDAP—CHAP, EAP-MD5-Challenge, MS-CHAP v1, and MS-CHAP v2 protocols can be used with
an LDAP authentication server only if the administration password is in clear text. By default,
challenge response protocols are disabled for LDAP servers. Use these protocols only with
noninteractive devices (for example, phones), as password management is not possible if these
protocols are used for authentication.
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AAA Traffic Management

From 9.0R3 release, the IPS Virtual appliances and the Physical Appliances allow the administrator to
choose the communicating interface or the network for each authentication server.

This feature allows the AAA traffic across the following interfaces:
¢ Physical internal
¢ Physical external
e Physical management
e Virtual ports for physical interfaces
e VLAN ports
¢ Virtual ports on VLAN interfaces

This feature allows to connect to remote supported authentication servers through any interfaces based
on the network topology.

The following Authentication server types are supported:
e LDAP
e Active Directory

* RADIUS
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Configuring AAA Traffic Management Across Interfaces

1. Select Authentication > Auth Servers and configure service provider AAA configurations as
needed.

Authentication Servers

Enable Auth Traffic Control

10 ~ records per page

2. Click Enable Auth Traffic Control. A new window appears.

£\ Confirm Traffic Decoupling Enabling

&Warning: Enabling Traffic Decoupling can lead to user authentication failure if Auth Servers are not reachable via configured interfaces

Enable Traffic Decoupling
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3. Click Enable Traffic Decoupling to confirm. The page navigates to the Auth server page that
displays the options to configure the AAA traffic interfaces.

For external port, it enables the external port to respond to incoming RADIUS client
o requests on the external port as well as communicate with authentication servers
through that port.

Authentication Servers

» NIC Selection

(@ Global Setting () Auth Server Level

Chose the interface from the below list for reaching to Auth Server

localhost? | Management management 2.2 144 33~

Disable Auth Traffic Control
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Select Global setting to use same interface across all supported authentication servers or select
Auth Server Level to select the interface for a specific authentication server for the AAA traffic.

Authentication Servers

@ Traffic Decoupling Enabled

# NIC Selection

@ Global Setting () Auth Server Level

Chose the interface from the below list for reaching to Auth Server

PPS_102  Internal v internal 10 204 88 102 v

PPS_101  Intemnal v internal 10 204 88 101

Disable Auth Traffic Control
7

MNew: (Select server type)

10 ~  records per page

B  Authentication/Autharization Servers
Administrators

Certificate Authentication

Guest Authentication

Guest Wired Authentication

Local Profiler-1

O ooaoag

System Local

Type

Local Authentication
Certificate Server

Local Authentication

MAC Address Authentication
Local Profiler

Local Authentication

Search:

Authentication Servers
w Port Selection

() Global Setting @ Auth Server Level

. [EET .

New: (Select server type)
10 ~ |records per page

[  Authentication/Authorization Servers
Administrators.

U | AD-LDAP-SRV

U | AD-SERVER

U | Certificate Authentication

) Guest Authentication

' Guest Wired Authentication

U | RADIUS-SERVER

) SiteMinder

U | SQL-SERVER

U System Local

[NEET AT TG Supporied Auth Servers: Activ

Directory, LDAP, RADIUS, Site-Minder

Type

Local Authentication

LDAP Server

Active Directory / Windows NT
Certificate Server

Local Authentication

MAC Address Authentication
RADIUS Server

SiteMinder Server

SQL Auth Server

Local Authentication

Search:
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5. Select the required interface and port from the list.
For Clusters, select applicable interfaces and associated ports.

Auth Servers = AD-SERVER = Settings

Settings

Uzers Troubleshooting

v Base Configuration

MName: | AD-SERVER Label to reference this server

Domain: | . NetBIOS name of the domain

Speci

It is usually

he Kerberos realm of the A
set to the DNS name of the Active

Kerberos Realm: | L o )
ctory domain. Example "xyz_net”, "abc.com

v Port Selection
Set the port for reaching to Auth Server

PPS-129-PRI | External v | | external 10 20500 0 v

PP5-123-5EC | Internal v | IntemalVirtualPort : VIP 10,227 v

6. Click Save.

AAA Server Configuration Task Summary
To integrate an authentication server:

1. Configure the authentication server. Select Authentication > Auth. Servers page and complete
the authentication server configuration.

2. Create an authentication realm. Select Users > User Realms or Administrators > Admin
Realms and select the authentication server when you complete the authentication realm
configuration.

Using the Local Authentication Server

This topic describes the local authentication server.

Local Authentication Server Overview

The local authentication server is an authentication database that is built in to IPS. Therefore, it is

considered a “local” server in contrast to a third-party enterprise AAA server that is connected over the
network.
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Typically, you create local user accounts for temporary users who do not have accounts on your
enterprise AAA servers. Temporary users include lab users or guests, but you might find the local
authentication server useful to create temporary accounts for users who are normally verified by an
enterprise AAA server that you plan to disable.

You also use the local authentication server to create accounts for administrator users, such as system
administrators and guest user access managers (GUAM).

Although it is common practice to use the local authentication server for administrator
accounts, it does not preclude you from using any of the supported third-party enterprise AAA
servers in your administrator access management framework.

The following authentication protocol sets can be used with the local authentication server:

e By default, the system uses hashing to store passwords. When using the default, the protocols
available are PAP and MS-CHAP v1 with or without EAP.

e You can enable an option to store passwords as clear text. If you enable this option, CHAP and
MD5-Challenge are also available.

Configuring the Local Authentication Server

You can create multiple local authentication server instances. When you define a new local
authentication server, you must give the server a unique name and configure options for passwords and
guest users.

To create a local authentication server:
1. Select Authentication > Auth. Servers.
2. Select Local Authentication and click New Server to display the configuration page.
3. The Local Authentication Server configuration page.
4. Complete the configuration as described in table.

5. Save the configuration.
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Auth Servers > New Local Authentication

v Server Catalog

*indicates reqyired f

New Local Authentication

*Name:| Local Auth

v Password Options

Minimum length: | 10 characters
Maximum length{ 128 characters

() Password must have at least] 1 digits
() Password must have at least] 1 letters

@ Password must be different from username

@ New passwords must be different from previous password

Password Storage Type

@ Strong Hash
Note: Highly secure, but not compatible with some of the authentication protocols i.e. CHAP, EAP-MDS and MS-CHAP (V1V2)
Legacy Hash This optio
Note: Compatible with MSCHAP(v1/v2) although less secure
Clear Text
Note: Gompatible with all authentication protocols i.e. CHAP, EAP-MDS, MSCHAP(v1/v2) although not secure

v Password Management

@) Allow users to change their passwords

2

Note: Use options on th Jsers >

¥ Account Lockout

() Enable Account Lockout for users

Maximum wrong password attempts;| 3 (3 and above)
Account Lockout period (minutes): | 10 (10 and above)

+ GuestAccess

Guest User Account Managers

() Enable Guest User Account Managers to administer Guest Accounts:
Instructions for
Guest User
Account Manager:

Maximum Account Validity Period:| 24 length limit (el

Guest Self-Registration
Send guest user credentials via: () SMS

Show credentials on screen after guest completes registration
Enable Sponsored Guest Access

Maximum Account Validity Period for Self Registered Guests:

Note: To enable Guest Self-Registration navigate to Signing In > Sign-in Policies > User URLs > [uri] > Configure Guest Settings

Common configuration for Guest User Account Managers and Guest Self-Registration
Guest User Name Prefix| guest

Guest User Info Fields:

To Enable Attribute Editing, please save Local Server Configuration.

Save Changes m

i

Password must have mix of UPPERCASE and lowercase letters

can only be

during create

This option c

only b

et during cr

orce password change aﬁer| days

Prompt users to change their password| days before current password expires

> [Realm] > Policy > Password page to specify which realms should inherit the server's password management capabilties

n GUAM settings
ers creation and upd:
and <a href> t:

s to format the text

st Admin. Does not im

EmailConfigure SMS/Email settings

—

count length limit in hours. This is v

applied to auto-generated use

[Enter additional fields
[Title

Company Name
Host or Sponsor

Guidelines

Name

Specify a name that is useful to you.
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Settings

Guidelines

Password Options

Minimum length

Specify a number of characters. The valid range is 0-99. 6 is the default.

Maximum length

Specify a number of characters. The valid range is 0-99. 8 is the default. The
maximum length cannot be less than the minimum length.

Minimum digits

Specify the number of digits required in a password. Do not require more digits
than the value of the maximum length option.

Minimum letters

Specify the number of letters required in a password. Do not require more
letters than the value of the maximum length option. If you enable the previous
option, the combined total of the two options cannot exceed that of the value
specified in the maximum length option.

Uppercase and
lowercase

required

Select this option if you want all passwords to contain a mixture of uppercase
and lowercase letters.

o Require passwords to contain at least two letters if you also require a
mix of uppercase and lowercase letters.

Different from
username

Select this option if the password cannot equal the username.

Different from
previous
password

Select this option if a new password cannot equal the previous password.

Password
Storage Hash

Strong Hash

Select this option to protect passwords using stronger hash algorithm for high
security.

This option is not compatible with some of the protocols such as CHAP,
EAP-MD5 and MS-CHAP (V1/V2). For Native Supplicant this option is
supported only with PAP protocol.

On upgrading IPS from previous version to 9.1R4 version there is no change in
the password storage type and all the local authentication servers from previous
release will be moved to newer release with same password storage type.

After upgrading IPS to newer version, administrator has an option to switch to

Strong hash if the previous password storage type is Legacy hash.
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Settings

Guidelines

 After switching to strong hash, all the existing users still use the legacy
hash as password. To migrate to strong hash, users need to reset their
password.

 After switching to strong hash, any new users created will use strong
hash for the password.

Legacy Hash

Select this option to protect passwords using MS-CHAP (V1/V2).

Clear text

Select this option if you are using open authentication protocol sets. CHAP and
EAP-MD5-Challenge work with local authentication servers only if you select
this option.

o Be aware of the security implications of storing passwords as clear text.

Password Manage

ment

Allow users to
change
passwords

Select this option if you want users to be able to change their passwords.

In addition to selecting local authentication password management
options, you must select the Enable Password Management option for
the associated realm authentication policy.

Force password
change

Select this option to specify the number of days after which a password expires.
The default is 64 days.

Prompt users to
change
password

Select this option to specify when to prompt the user to change passwords.

Guest Access Conf

igurations

Enable Guest

Select this option to allow guest user account managers to create guest user

User Account accounts on the local authentication server.

Managers In some businesses, you might want to delegate responsibility for temporary or
guest users to a guest user access manager (GUAM) who can use the local
authentication server to provision accounts for guests.

Guest User Specify the prefix to be used in auto generated guest usernames.

Name Prefix We recommend you retain the default guest_ so that you can rely on the

naming convention in your role mapping rules.
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Settings

Guidelines

Guest User Info
Fields

(Optional) Add line items to represent fields that you want to appear on the
configuration page for creating guest user accounts. For example, you can
create fields for Company Name, Host Person, Meal Preference, and so on.

Instructions for

(Optional) Add instructions to the GUAM that appear on the GUAM sign-in

Account Validity
Period

Guest User page. You can use the following HTML tags to format the text: <b>, <br>,
Account <font>, <noscript>, and <a href>.

Manager

Maximum Specify the number of hours the account is valid. The default is 12 hours.

Server Catalog

Attributes

The Attributes button appears after you have saved the server information. Click
the Attributes button to display the server catalog. Configure the attribute

value.

Defining Framed-IP Address

The Framed-IP attribute can be used in usecases, such as Access Point Name (APN), which manages the

modems in broadband service provider network.

APN is added as a RADIUS client and it can authenticate the modem MAC addresses with Ivanti Policy
Secure and assign IP Addresses associated with respective IP address configured on IPS.

To define Framed-IP attribute:

1. Select Authentication > Auth.Servers and select the local authentication server.

2. Under Server Catalog, Click Attributes and create the attributes. For example, IP Address.

3. Navigate to the users page, create new user and set attribute values.

4. Navigate to Endpoint > Network Access > Radius Attributes > RADIUS Return Attributes.

5. Set the Auth Server Catalog Attribute Value (userAttr.Framed-IP).

6. Click Save Changes.
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Guest Self-Registration
Send guest user credentials via: () SMS
@ Emailconfigure SMS/Email settings

() Show credentials on screen after guest completes registration
() Enable Sponsored Guest Access

Maximum Account Validity Period for Self Registered Guests:| 0

Note: To enable Guest Self-Registration navigate to Signing In > Sign-in Policies >

‘Common configuration for Guest User Account Managers and Gm

Guest User Name Prefix| Prefix applie

€ Ssystem Local Server Catalog - Google Chrome = O

Server Catalog for System Local

X

A Not secure | 10.204.88.35/dana-admin/auth/serverDict.cgi Q

employeeType
Guest User Info Fields: [Entg
enable

homeDirectory

homeDrive

v Server Catalog °

Attributes...

one time use

) IP Address

Attribute: P Address
Save Changes

* indicates required field

ou
[ Somcome | o oc ] e ] oeee

ler expirations

Control using VLAN id:

Control acoess using Acosss Control List (AGL) setings (Supported onl for Cisco, Juniper, HP)
¥ Control Beness using Radius Ratum Alitues

@ Rewn Atrbute Radius Auth Server Atribute Value  Auth Server Catalog Attribuse Value
Fitee.ld v e N s
Framed-IP-Address nane 1P Ackiress
Framad-IP-Netrash — siibivet sk

Vaiue

Creating User Accounts

You use the Users page to create local authentication server user accounts. A user account includes a

username and password to be used for authentication, as well as other information used for records

and account management.
To create a local user account:

1. Select Authentication > Auth. Servers.

2. Select the local authentication server to which you want to add a user account.

3. Click the Users tab.

4. Click New to display the configuration page.

5. Complete the configuration as described in table.

6. Save the configuration.
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Auth Servers > Demo-Local-Auth-Server > Users > Update Local User demouser

Update Local User demouser

Full Name: | Unspecified Name

Authenticate Demo-Local-Auth-Server
using:

Password:

Time Zone: = (GMT+05:30) Kolkata, Chennai, Mumbai, New Delhi
Name
Sponsor

One-time use (disable account after the next successful sign-in)

@ Enabled
O Disabled
Quarantined

() Require user to change password at next sign in

Note: You must also configure password management on the Authentication server Settings with "Allow users to change their passwords' option enabled. Use options on the Administrators/Users > Authentication > [Realm] >
Authentication Policy > Password page to specify which realms should inherit the server's password management capabiliies.

V¥ Custom Attributes

e [T

Attribute Value
() Session-Timeout 120
O  Termination-Action 1
) demo-custom-attribute fil
Settings Guidelines
Username Do notinclude “~~"in a username.

o You cannot change a username after you create the account.

Full Name Specify the user’s full name.

Password Specify a password. Make sure that the password you enter conforms to the

password options specified on the local authentication server configuration page.

Confirm Confirm the password.

password
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Settings Guidelines

Start Time (Optional) Specify a start and end time for the account.
The system process that deletes expired user accounts runs every 10 minutes.
There might be a delay of some minutes before the account is purged. Even if the
system time or date is moved ahead past the expiration time, the account could

End Time still be valid until the purge process runs.
One-time user accounts are not deleted by the purge process; they are deleted
immediately after the user exits.

Company (Optional) Specify the company with which the user is associated.

Name

Host or (Optional) Specify the host or sponsor—for example, the person at your company

Sponsor who requested that you create the account.

One-time use

Select this option to limit the user to one log in. After one successful log in, the
user's log in state is set to disabled, and the user receives an error message when
attempting subsequent sign-ins. However, you can manually reset this option to
allow the same user to log in again.

If you do not select this option, the user account is subject to the specified start
and end time for the account.

Enabled

Select this check box if it is not already selected.

If the one-time use option has been implemented, this option is listed as
Disabled after the user has logged in successfully. If a permanent or one-time
user is logged in and you disable this option, the user is immediately logged out

of the system and receives an error message.

Require user to

Select this option to force users to change their passwords at the next log in.

change o If you force the user to change passwords, you must also enable the local
password authentication password management options.

Custom Select the custom attribute created and specify the value. Radius Return
Attributes Attributes from the dictionaries is pre-populated to the Server Catalog of Local

Auth server so that they are available under the custom attributes for a specific

user.

Managing User Accounts

You use the Users page to list, modify, and delete local authentication server user accounts.
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To manage a user account:

1. Select Authentication > Auth. Servers.

2. Click the link for the authentication server you want to manage.

3. Click the Users tab to display the user accounts table.

The user accounts table includes entries for the accounts that have been created. The Last Sign-in

Statistic column shows the last successful sign-in date and time for each user, the user’s IP address, and

the agent or browser type and version.

Use the controls to search for users and manage user accounts:

1. To search for a specific user, enter a username in the Show users named box and click Update.

You can use an asterisk (*) as a wildcard, where * represents any number of zero or more

characters. For example, to search for all usernames that contain the letters jo, enter

*jo*. The search is case-sensitive. To display the entire list of accounts again, type * or

delete the field's contents and click Update.

2. To limit the number of users displayed on the page, enter a number in the Show N users box and
click Update.

3. To edit the user account configuration, click the link in the Username column to display the

Update Local User Account page.

4. To terminate the user session and delete the account, select the box next to the user account

record and click Delete.

Aulh Servers > System Local

System Local

v Looee ]

@ ! Usemame a

he
priya
sathya
shreya
surendra
test
uacqa
yashu

yashuuser

CaES

Show users named * Show| 200 users [[URES

Page 1 of 1 \:H

Name.

Unspecified Name
Unspecified Name
Unspecified Name
Unspecified Name
Unspecified Name
Unspecified Name
Unspecified Name
Unspecified Name

Unspecified Name

Page 10f 1 \:H: :

Usertype

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Date&Time

2016/08/29 16:54:27

2016/07/22 14:47:49

2016/07/28 16:56:56

2016/07/19 12:37:33

2016/08/11 11:27:38

2016/08/31 18:02:51

2016/08/10 22:41:20

2016/08/05 13:03:49

2016/07/28 14:46:41

IPAddress

10.209.122.134

10.209.122.94

10.209.122.239

10.204.90.240

Last Sign-in Statistic

Mozilla/5.0 (Windows NT 6.3; WOWB4) AppleWebKit/537.35 (KHTML, like Gecko) Chrome/52.0.2743 116 Safari/537.36

Maozilla/5.0 (Windows NT 10.0; Win64; x54) AppleWebKit/537.35 (KHTML, like Gecko) Chrome/51.0.2704.103 Safari/537.36

Pulse-Secure/8.2.5.869 (Windows 7) Pulse/5.2.5.869

Agent
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The following figure shows the user account configuration page. You can use this page to modify the
account settings, or to disable or quarantine the account.

AU Servers > System Local > Update Local User he
Update Local User

Full Name: Unspecified Name

Authenticate using: System Local

Password: |

Start Time: 5]
End Time: 5]

Time Zone: (GMT+05:30) Kolkata, Chennai, Mumbai, New Delhi

One-time use (disable account after the next successful sign-in)
® Enabled
Disabled

Quarantined

‘Save Changes

Creating Administrator User Accounts

You use the Admin Users page to create accounts for local authentication server administrators. An
administrator user can create, modify, and delete user accounts.

The admin users you create on the Admin Users page can view and manage all users that have been
added to the local authentication server. In contrast, admin users you create by assigning the GUAM
role capability can view and manage only the user accounts they created.

To create an administrator user account:
1. Select Authentication > Auth. Servers.
2. Click the link for the Guest Authentication Server you want to manage.
3. Click the Admin Users tab to display the configuration page.

4. Specify a username, select an authentication realm, and click Add to create the administrator

user.

5. Save the configuration.

Auth Servers > System Local

ocal

A"User Admin® has some administrator capabiliies on the device, including adding new users, changing passwords, and deleting existing users. You can delegate these abilties to User Admins per authentication server.
To create User Admins for server System Local, enter the user's usemame and the authentication realm used to authenticate the user. When this user signs i to the device, a “User Admin® link appears as a System menu. The user admin can click this link to manage users for the assigned authentication server.

Note: Please double-check to make sure the usemame is spelled correctly before adding the User Admin to the list

An altemate option is to create a role for the “User Admin” which has the “Enable Guest User Account Management Rights" enabled. If using ths role method. do not add a User Admin on this page. The advantage o the fole option s that it wil limit the “User Adrmin” to view only those accounts that they created

Add User Admin User Admins
Usemame:
Authentication Realm Add >
Users
Remove
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Importing Users from CSV File
To bulk import users, or to add/change information about your users, you can use CSV Import feature.

Prepare a CSV for import. The mandatory required field's in the CSV is Username, password, you can
choose to include additional user information if possible. View our available import fields and their as-
sociated formatting requirements in the CSV Import Fields table below.

1. Select Auth Servers > System Local (Administrators, System Local, Guest Authentication)
> Users.

2. Click the Browse button to select the CSV file.

3. Enable Overwrite users to overwrite users with the same username if required. If the username
exists in the local database before importing, enabling the overwrite opton will delete the old
entry and re-place with the newer entry present in the CSV file.

The CSV import allows you to import users in bulk with the following fields. Note that the header fields
in your CSV must precisely match as shown in the CSV Fields column below in order for your import to
be successful.

CSV Import Fields

. L. Formatting Character
CSV Fields Description . L.
Requirements Limitations
Username User name Username should be not | Username should
This is the mandatory present in the Local not contain "~~"
field for a CSV import. database. character.
If the Overwrite
option is
enabled the
o users with the
same name in
the local
database will be
overwritten.
Password Password of the user

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 564 of 1219


http://www.ivanti.com/company/legal

AAA Servers

. L. Formatting Character
CSV Fields Description . L.
Requirements Limitations
This is the Password should be Password field should be
mandatory field fora | based on the settings in plaintext format.
CSV import. done in the password
management/options for
the specific local Auth
server.
Full Name Full Name (Optional field) [ Only ASCII characters
are accepted.
Start Time Start time (Optional field) | MM/DD/YYYY n/a
HH:MM:SS AM/PM
End Time End time (Optional field) MM/DD/YYYY n/a
HH:MM:SS AM/PM
Time Zone Time Zone (Optional To see the sample

field)

TimeZones in IPS:

Navigate to System
> Status > Overview

> Date and Time.

If the time zone is
not mentioned in
the CSV file, the
default IPS timezone
is considered.

Use this format
(including
parentheses):
(GMT+12:00) Alaska

One Time Use

(Optional field)

Disables the account
after the next
successful sign-in.

Only Binary values are
accepted
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. L. Formatting Character
CSV Fields Description . L.
Requirements Limitations
"Disable- 0
"Enable- 1
Enabled (Optional field)

Enable/Disable the
user ID.

Only Binary values are
accepted.

"Disable- 0

"Enable- 1

Change Password at

next sign in

(Optional field)

Option to change

Only Binary values are

the password for accepted.
next sign-in
"Disable- 0
"Enable- 1

Using Active Directory

This topic describes integration with the Microsoft® Windows® platform Active Directory™ service.

Microsoft Windows Platform Active Directory Service Overview

This section describes support for using IPS with the Active Directory AAA service.

Understanding Active Directory

Active Directory is a directory service used in Windows domain networks. It is included in most

Windows server operating systems. Enterprise servers that run Active Directory are called domain

controllers. An Active Directory domain controller authenticates and authorizes users and computers in

a Windows domain network.
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When you use Active Directory as the authentication and authorization service for your Ivanti access
management framework, users can sign in to IPS using the same username and password they use to
access their Windows desktops. You can also use Active Directory group information in role mapping
rules.

From 9.1R1 onwards, Active Directory Legacy Mode configuration will not be supported. If you have an
existing Active Directory authentication server using Legacy Mode, first migrate to Standard Mode and
then upgrade IPS. For the detailed migration procedure, refer KB40430

Active Directory Feature Support

Ivanti access management framework supports the following Active Directory features:

e Honors trust relationships in Active Directory and Windows NT environments.

e Supports Domain Local Groups, Domain Global Groups, and Universal Groups defined in the
Active Directory forest.

e Supports use of Kerberos, NTLMv2, and NTMLv1 authentication protocols.

e Supports user principal name (UPN) format for usernames. This support is available for Web log
in, IPS at Layer 3, and EAP-MS-CHAP v2.

Interoperability Requirements and Limitations
The following limitations apply to interoperability with Active Directory:

e The Ivanti access management framework uses Active Directory security groups, not distribution
groups. Security groups allow you to use one type of group for not only assigning rights and
permissions, but also as a distribution list for e-mail.

e Each Active Directory configuration you create for the Ivanti access management framework
should use a different and unique machine account name.

e If the current Active Directory domain controller is not reachable, the user or machine
authentication requests fail for a few seconds (less than 2 minutes) before attempting to
authenticate users with another domain controller in the Active Directory domain.
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¢ We do not support interoperation with Active Directory implementations that use the equal sign
operator (=) in a group name, such as: "\=THIRD FLOOR GROUP". The lvanti access management
framework authentication process involves search operations that use the equal sign operator
(=) when parsing server catalogs to retrieve group names, usernames and domain names, as well
as user_SID and domain_SID values. You might encounter unexpected behavior that can affect
normal processing of authentication services if a group name configured on your Active
Directory server includes an equal sign operator (=).

¢ Active Directory versions Windows 2008, Windows 2018 R2 and later use a dynamic port range.
The default start port is 49152 and the default end port is 65535. Therefore, if there is a firewall
between the Ivanti service and the Active Directory Service, you must increase the remote
procedure call (RPC) port range on the firewall. See Microsoft Knowledge Base article 929851.

e The Ivanti password management feature, which enables users to change their Active Directory
passwords through the Ivanti service Web server, is not supported for users of trusted domains
that do not trust the domain specified in the Ivanti Active Directory configuration.

e UPN format for user log in is not supported for MS-CHAP v2.

Understanding the Active Directory Standard Configuration

Active Directory standard configuration supports interoperability with any version of Active Directory,
and is the required configuration mode to support authentication using MS-CHAP v2 with Windows
2008 R2 Active Directory Service. Machine authentication, for example, uses MS-CHAP v2.

Configuring Authentication and Authorization with Active Directory
Service (Standard Mode)

To configure integration with Active Directory Service (standard mode):

1. Select Authentication > Auth. Servers.

N

Select Active Directory / Windows NT and click New Server to display the configuration page.
3. Select Active Directory mode and complete the configuration as described in table.

4. Save the configuration.

Copyright © 2022, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 568 of 1219


https://docs.microsoft.com/en-us/windows/win32/secauthn/user-name-formats?redirectedfrom=MSDN
http://www.ivanti.com/company/legal

AAA Servers

Settings

Guidelines

Mode

Select one of the following modes:
Active Directory—For recent versions of Windows Server.
This table describes Active Directory mode.

Base Configuration

Name

Specify a name to identify the server within the system.

Domain

Specify the NetBIOS domain name for the Active Directory domain.

The system uses DNS to discover domain controllers in the Active Directory
forest. It sends authentication requests to the domain controller at the closest
site. Ensure that your DNS servers are configured to resolve the Active
Directory domain controller fully qualified domain name (FQDN) and service
(SRV) records.

Kerberos Realm

Specify the FQDN of the Active Directory domain. For example, if “ivanti” is the
domain name (NetBIOS name), then ivanti.com is the Kerberos realm name.

Domain Join Config

uration

Username

Specify a username that has permission to join computers to the Active
Directory domain.

Use the "Delegate Control” workflow in Active Directory to assign the following
user account permissions to the username or to a group to which the user
belongs:

o Write

e Write All Properties

e Change Password

* Reset Password

» Validate Write to DNS hostname

e Read and write DNS host attributes
» Delete Computer Objects

e Create Computer Objects
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Password

Specify the password for the special user.

Save Credentials

If this setting is not enabled, the credentials entered will be destroyed after
successfully joining the domain.

This option is useful when managing clusters. For example, you might want to
save the credentials for a cluster node you have yet to add. If you do not
enable this option, you must manually enter the credentials when you add the
new cluster node.

Container Name

Specify the container path in Active Directory in which to create the machine
account. Changing this field triggers a domain rejoin action.

The default is Computers, which is a standard container created during
installation of the AD server. The AD Computers container is the default
location for new computer accounts created in the domain.

If desired, you may specify a different container or OU. To specify nested
containers, use a forward slash (/) as the container separator. For example:
outer OU/inner OU.

o Do not use backslashes in the path. Using backslashes causes an
Invalid DN Syntax error.

Computer Name

Specify the machine account name. The default computer name is derived
from the license hardware in the following format: 0161TMT2L00K2CO0. We
recommend the Computer Name string contain no more than 14 characters to

avoid potential issues with the AD/NT server. Do not include the '$' character.

Update Join
Status / Reset
Join

The following colors are used to indicate status:

Gray. The Domain Join action has not been attempted. This is the default status
that appears when you are using the page to create a new Active Directory
configuration.

Yellow. Attempting to join the Active Directory domain. This is the default
status that appears after saving configuration settings or when any domain join
settings are changed in an existing configuration.

Green. The attempt was successful. This status indicates that this server can
now be used to authenticate users.

Red. The attempt to join the Active Directory domain was not successful.

Click Update Join to get the latest join status of nodes. If the status appears
persistently red, click Reset Join to reinitiate the domain join process. The Reset
Join action requires Active Directory administrator credentials.
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o For cluster nodes, you might need to click Update Join multiple times
to obtain the latest join status of nodes.

Transient network issues might also cause the join status indicator to appear
red. Before reinitiating the join process, ensure that it is not caused by network
issues. Make sure your DNS servers can resolve queries to the Active Directory
domain controller and that the Active Directory credentials are valid and have
the appropriate permissions.

Additional Options

Authentication
Protocol

The system attempts authentication using the protocols you have enabled in
the order shown on the configuration page. For example, if you have selected
the check boxes for Kerberos and NTLMv2, the system sends the credentials to
Kerberos. If Kerberos succeeds, the system does not send the credentials to
NTLMv2. If Kerberos is not supported or fails, the system uses NTLMv2 as the
next protocol in order.

Kerberos. Select this option to enable the Kerberos authentication protocol.
Kerberos is the most secure method and is required for Kerberos single sign-
on authentication. Kerberos must be enabled if you plan to use Ivanti single
sign-on or browser-based agentless single sign-on (SPNEGO).

Enable NTLM protocol. Select this option to enable NTLM if you plan to use
any of the following features:

Machine authentication using Pulse Client, or Windows native 802.1x
supplicants.

MS-CHAP-based authentication protocols for any 802.1x supplicants.

User password management.

Role mapping rules based on group membership.

If you enable NTLM, select one of the following versions:

NTLMv2. This protocol is moderately secure. It is required for machine
authentication and MS-CHAP v2 based 802.1x authentication protocols.
NTLMv1. This protocol is comparatively less secure. It might be required for
compatibility with existing legacy servers, MS-CHAP based servers, and MS-
CHAP based 802.1x authentication protocols.
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Trusts

Contact trusted domains. Select this option to contact domain controllers of
trusted domains directly without proxying authentication requests and group
membership checks through the domain controller.

If this option is not selected:

Network contact with trusted domains is not permitted, but pass-through
authentication using the primary domain is still permitted.

Trusted domain user's group lookup for Kerberos SSO and SPNEGO
authentication does not work even though user authentication succeeds.
Trusted domain user's password-based authentication does not work.

Only groups from the domain in which this system is a member are available
for use in role mapping when a group search is performed in the server catalog
window.

If you want to restrict trusted domain users and computers (machine
authentication) from logging in when this option is not selected, you
can define a custom expression based on the ntdomain variable and

o use it in role mapping rules. For example, if IPS belongs to the domain
named Corporate, you can define a custom expression as
ntdomain=Corporate and use the custom expression in the role
mapping rule of the realm.

SPNEGO Single
Sign On

Enable SPNEGO. Select this option to support SPNEGO SSO.

Keytab Upload. Select this option to use the controls to upload the SPNEGO
keytab. The keytab must be generated on the Active Directory Service for the
SPN. It must match the FQDN used to access this device.

Machine account
password change

Enable periodic password change of machine account. Select this option to
change the domain machine account password for this configuration.

Change machine password frequency. Specify a frequency in days. For
example, every 30 days.

Logical Auth
Server Name

Specify a logical authentication server name.
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You can troubleshoot the configurations using the Troubleshooting Tab for the respective
server. You will be able to view this option on configuring the respective server. Using the
troubleshooting option, you can validate:

o - Domian Joint Status
- Authentication sucess status
- DNS Look-up for the respective servers
- Authentication Statistics

Using Kerberos SSO

Kerberos SSO Support Overview

Kerberos single sign-on (SSO) is a method of access control that allows a user to log in once to the
client desktop without being prompted again for credentials.

The Kerberos SSO feature uses Kerberos authentication to automatically sign in users with the same
credentials they used to access their Windows desktops. After you configure Kerberos SSO, the sign-in
dialog box does not appear to users.

Requirements and Limitations
The following requirements and limitations apply to the Kerberos SSO implementation:

e The SSO feature requires a Windows NT Primary Domain Controller (PDC) or Active Directory for
user authentication.

¢ The Kerberos SSO feature is not supported on Windows NT Server 4.0 or earlier

¢ The clocks on IPS and the Windows Active Directory authentication server must be synchronized
to within 2 minutes of each other.

e The Active Directory controller must be deployed in front of IPS.

¢ The Windows endpoint computers must be joined to the same domain that IPS uses for
authentication. Alternatively, make sure the Windows endpoint computers are joined to a
domain that has a trust relationship with the domain that IPS uses for authentication.

e Users must sign into their endpoint computers in the domain of the Windows Active Directory
authentication server or in a trusted domain.
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¢ The realm Enable SSO option is visible only if the Windows Active Directory authentication server
is used for authenticating users of the selected realm.

Enabling Kerberos SSO
To enable Kerberos SSO:
1. Select Authentication > Auth. Servers.
2. Select New Active Directory / Windows NT and click New.
3. Complete the configuration. Enable the Kerberos authentication protocol option.
4. Configure the realm:

¢ Select Administrators > Admin Realms or Users > User Realms. Specify the realm that
must use the Active Directory server to authenticate and authorize administrators and

users.

¢ Select Administrators > Admin Realms > Select Realm > Authentication Policy >
SSO to ensure that the Enable SSO option is enabled (the default).

Understanding Multidomain User Authentication

This topic provides an overview of multi domain user authentication with Active Directory and Windows
NT.

Multi-Domain User Authentication Overview

The Ivanti access management framework allows for multidomain Active Directory and Windows NT
authentication. The system authenticates users in the domain that you configure, users in child

domains, and users in all domains trusted by the configured domain.

Users in the default domain can sign into the system using just their username, or the default domain
and the username in the format default-domain\username.

When you enable trusted domain authentication, users in trusted or child domains can sign in using the
name of the trusted or child domain and the username in the format trusted-domain\username. Note
that enabling trusted domain authentication adds to the server response time.
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Windows NT User Normalization

To support multidomain authentication, the Ivanti access management framework uses “normalized”
Windows NT credentials when it contacts an Active Directory or Windows NT4 domain controller for
authentication. Normalized Windows NT credentials include both the domain name and the username:
domain\username. Regardless of how the user signs in (either using just a username or using the
domain\username format), the access management framework always processes the username in
domain\username format.

When a user signs in using only their username, the access management framework normalizes their
Windows NT credentials as default-domain\username. Authentication succeeds only if the useris a
member of the default domain.

When a user signs in using the domain\username format, the access management framework attempts
to authenticate the user as a member of the domain the user specifies. Authentication succeeds only if
the user-specified domain is a trusted or child domain of the default domain. If the user specifies an
invalid or untrusted domain, authentication fails.

Two variables, <NTUser> and <NTDomain>, allow you to individually refer to Windows NT domain and
username values. The system populates these two variables with the Windows NT domain and
username information.

In role mapping rules, when you specify USER = someusername, the system treats this rule
semantically as NTUser = someusername AND NTDomain = defaultdomain.

Kerberos Support

We recommend you configure the Ivanti access management framework to use the Kerberos
authentication protocol with Windows domain controllers. When a user logs in to the system, the
system performs Kerberos authentication and attempts to fetch the Kerberos realm name for the
domain control