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Overview

About This Guide

This guide helps in deploying the Pulse Connect Secure Virtual Appliance on Amazon Web Services (AWS). In this
release, Pulse Connect Secure is made available in AWS Market Place. A Pulse Connect Secure administrator can
also manually upload the Pulse Connect Secure Virtual Appliance image (AMI) into AWS storage account. Once
the AMI package is available in the AWS storage account, the Pulse Connect Secure administrator can deploy
Pulse Connect Secure on AWS in the cloud.

Assumptions

The basic understanding of deployment models of Pulse Connect Secure on a data center and basic experience
in using AWS is needed for the better understanding of this guide.

Pulse Connect Secure in AWS Marketplace

Beginning 9.0R4 release, Pulse Connect Secure is made available in AWS Market Place.

Prerequisites and System Requirements on AWS Marketplace

To deploy the Pulse Connect Secure Virtual Appliance on AWS Marketplace, you need the following:
e An AWS account
e Access to the AWS Marketplace (https://aws.amazon.com/marketplace)
e Pulse Connect Secure licenses *

i Note:
N * From 9.0R3 release, Pulse Connect Secure Virtual Appliance, by default, has two evaluation licenses,
and supports licensing with License server located at corporate network.

7 Note: From release 9.0R1 onwards, PCS supports VM with 2-NICs model and 3-NICs model for
deployment.

© 2019 Pulse Secure, LLC. All rights reserved 8
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Deploying Pulse Connect Secure on AWS Marketplace

1. Launch AWS Marketplace using the url: https://aws.amazon.com/marketplace and search with keyword
Pulse Secure.

Figure 1: AWS Marketplace
X

F= work [ ocwsonzl Y Guogle Mews ¢ ESIG-S0E

@ & http = amazan.com)marketp

pulse secure

Hello, yesunil -

Solutions ~ PO pulse secure
pulse secure virtual traffic manager

pulse secure vpn

Find. Buy. Deploy.

in AWS Marketplace  Armazon Wb 5 Home  Help

AWS Marketplace is a digital catalog with thousands of software
listings from independent software vendors that make it easy to
find, test, buy, and deploy software that runs on AWS.

Find AWS Marketplace products that meet your needs.

Categories Venders

All categorics L

Pricing Plans
All pricing plans v

Clear selection m

Delivery Methods

All vendars v All delivery methoeds b

Total results: 4558

AWS Marketplace contains the following two Pulse Connect Secure SKUs:

e Pulse Connect Secure - BYOL 2 NIC
e Pulse Connect Secure - BYOL 3 NIC

Figure 2: Subscribe to Pulse Connect Secure - BYOL 3 NIC

-On

< (S0 D @ https://aws.amazon.comjmarket
B work B sewons! Y Gaogle News ¢ Ec-sue
wr aws marketplace pulse securd
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Bring Your Qun Licansa {3)

Software Free Trial
Free Trisl (11)

Delivery Method Q Pulsasecure
Amazan Machine Image (16)
CloudFormatlon Stack {2) Free Trial
Sa8 (1)

Average Rating

Hello, yesundl ~

Partners  Sellin AWS Marketplace  Amazon Web Services Home  Help

Starting from $1.72/hr or from $10,656.00/yr {29% savings) for software | AWS ussos fees
Pulse Secure™ (formerly Brocade) Virtual Traffic Manager is a high performance Layer 7 load

balancer & application delivery contraller that enables you to offer High Availability...
Linux/Unix, UbLeitu 1804 - 64-bit Amazon Machine Ianage (AMI)

Pulse Secure Virtual Traffic Manager Standard,
‘Web App Firewall - 1 Gbps

(0} | vorsian 18 | S0id by Pulse

Starting from $2.00/hr ar fram $12,396.00/yr {293 savings] far software + AWS isaga tees

Pulse Secure® (farmerly Brocade) Virtual Tratfic Manager with Web Application Firewall is 2 high
performande Load Balancer & application delivery controller designed to dellver...

Linux/Unix, Ubueity 18.04 - 64-bit Amazon Machire imnage (AMI)

ke Bup(2)
wRAk Aup(2)
Architecture O Pulse Secure:
64-bit (x85) (16)
Region
US East (N, Virginia) (16)
US East (Ohio) (16)

Pulse Connect Secure - BYOL 3 NIC

#okdwd (0] | Vession 9.0r1 | Sold by Pulse Secure LLC

Pulse Secure Connect Secure provides secure, authenticated access for remote and mobile users

from any web-enabled device to carporate resources-anytime, anywhere. Pulse Connect...
Linux/uniy, €6010S 6.4 - B4-bit Amazan Macking Image (AMI)

AWS GovCloud (US) (15)
~ US West (Oregon) (16) ) Puls
US Wast (N. California) {16}

= Secure’

Show mare
Instance Type
+ General Purpose
+ Memory Optimized

SONICWALL

+ Storage Optimized

Pulse Connect Secure -BYOL 2 NIC

## (0} | versian 8.0r1 | Scld by Pulse Sacure LLC

Pulse Secure Connect Secure provides secure, authenticated access for remote and mobile users

from any web-enabled device to corporate resources-anytime, anywhere, Pulse Connect...
Linux/Unix, CentOS 6.4 - 64-bit Amazan Machine Image (AMI)

SonicWall Web Application Firewall (WAF) - BYOL
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<~

\. Pulse Secure’

Pulse Connect Secure - BYOL 3 NIC

| Continye to Subscribe | l

By: Pulse Secure LLC  Latest Version: 9.0r1 Save to List
Enable secure access from any device to enterprise apps and services in the data centre or

cloud. Tywical Totat Price
Linux/Unix © BYOL $0.199/hr

2. Select either 3-NIC model or 2-NIC model based on your requirement. In the Product Subscription page
displayed, click Continue to Subscribe. In this section, 3-NIC model is chosen as example.

3. After subscribing,

o aws mar

Categories + Delivery Methods + Solutions +

o Secure’ Pulse Connect Secure - BYOL 3 NIC

4. In Fulfillment Opti

proceed to configuration by clicking Continue to Configuration.

Hello, yesunil =

Migration Mapping Assistant Your Saved List Partrgrs  Sell in AWS Marketplace  Amagon Web Services Home  Help

Continue to Configuration

on, select either Existing VPC or New VPC that you want to deploy and click Continue to

Launch. In the Launch page displayed, select Launch CloudFormation and click Launch.

Figure 3: CloudFormation

o aws m

Template

Hello, yesunil =

Categories + Delivery Methods Solutions +

< Product Oetail Subscriba

Fulfillment Option

o Secure’ Pulse Connect Secure - BYOL 3 NIC

Configure this software

Chaoose a fulfillment option below to select how you wish to deploy the software, then enter the information
required to configure the deployment.

Migration Mapping Your Saved List Partoers  Sell in AWS Marketplace  Amazon Wb Services Home

Continue ta Launch

Canfigure

I ’

Pricing Information

This is an astimata of typical safrware
and infrastructurs costs hased on your
. ¥our actial charges for
stement perind may differ from
this estimate,

Software Pricing

Pulse Connect Secure - $a/hr

Software Version

9.0r1 [Nov 27, 2018}

evoL 3 wic SERE

AuAning am e rioge

J ‘Whats in This Version
Pulse Connect Secure - BYOL 3 NIC

rurning on chaicge

Loam mare.

Choose Action

Launch ClowdFormation

Choosa this action te [aunch veur configuration through the AW
CloudFormation consale,

Launch

Select Template

5.

In the Create stack wizard, in the Select Template page choose the template that describes your stack's

resources and their properties and, click Next.

© 2019 Pulse Secure, LLC. All rights reserved
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Figure 4: Select Template

Services Resource Groups ~ * £l yosunil @ pulseqa ~ N, Viminia ¥ Support ~

@ CloudFormation v Stacks > Create Stack

Create stack

| setect Tempiate Select Template
Specify Detalls
Optlons Selact tha templsta that describes the stack that you want to create. A stack is a group of related resources that you mansge as a single unit.

Review

Design a template  Lse AWS CloudFarmation Dasigner to create or modify an existing template. Learn more.

Design template
k

Choose a template A template is a JSON/YAML-formatted text file that describes your stack's resources and their properties. Leam mare.

b

Select a sample template

Upload a template to Amazon S3

Browse...  No file selected,

© Specify an Amazon S3 templats URL

httpa://s3.amazonaws.com/awsmp-fulfillment-cf-templates-prod/ddbe1  View/Edit template in Designer

e @

Specify Details

6. Inthe Specify Details page, specify a name for the stack.
7. Inthe Parameters section, use the default parameter values. These are defined in the CloudFormation

template.
8. Inthe Pulse Connect Secure Configuration section:
= Select Pulse Connect Secure VM size. By default it is set to t2.medium
= By default, PCS admin user name is configured. You can give any other user name if you want to.
= Enter the Admin user password.
= (Config Data: Provisioning parameters in an XML format. For details, see Pulse Connect Secure
Provisioning Parameters.
= Select SSH Key Name of EC2 key pair. This key is used to access PCS via SSH. The SSH keys are

generated using ssh-keygen on Linux and OS X, or PuTTyGen on Windows. For details about
generating the SSH key pairs, refer http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-

pairs.html.
9. Inthe Security Configuration section, enter Remote Access CIDR IP range that permits end user access to
Pulse Connect Secure instance.

© 2019 Pulse Secure, LLC. All rights reserved 11
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Figure 5: Specify Configuration Details

Pulse Connect Secure Configuration
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10. In the Review page, verify the details and click Create.
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ey g e
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Advanced

Hotificatlon
Termination Protection  Disablod
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11. Wait for a few minutes while it creates all the resources. This completes deploying PCS on Azure

Marketplace.
Create Stack | ~ JEEHIERS Design tempiate c o
Filter: Active = Showing 2 stacks
Etack Name Created Time Status Drift Status Description
I ] PSecurevid 2018-12-05 09:44:57 UTC+0550 MNOT CHECKED Pulze Connect Secure with thres Interfaces deployed o... I
TaatdoR1 2018-12-04 09:30:30 UTC+0E50 DELETE FAILED MOT CHECKED Pulee Connect Secura with thres intarfaces deployed o...

To access Pulse Connect Secure Virtual Appliance, see Accessing the Pulse Connect Secure Virtual Appliance

Pulse Connect Secure on Amazon Web Services

Prerequisites and System Requirements on AWS

To deploy the Pulse Connect Secure Virtual Appliance on AWS, you need the following:

e An AWS account

e Access to the AWS portal (https://console.aws.amazon.com/)*

e Pulse Connect Secure Virtual Appliance Image (.ami file)

e AWS CloudFormation template

e Pulse Connect Secure licenses **

e Site-to-Site VPN between AWS and the corporate network (optional)

o Note: This is needed only if the Pulse Connect Secure users need to access corporate resources.

e Pulse License Server (optional)**
o Located at corporate network, accessible through site-to-site VPN
e Pulse Connect Secure configuration in XML format (optional)

0 Note:

* Pulse Connect Secure Virtual Appliance can be deployed only through AWS CloudFormation style.
** From 9.0R3 release, Pulse Connect Secure Virtual Appliance, by default, has two evaluation licenses,
and supports licensing with License server located at corporate network.

Deploying Pulse Connect Secure on Amazon Web Services

As depicted in the below diagram, a remote user can use Pulse Connect Secure to securely access cloud resources
as well as corporate resources. To access corporate resources, the Pulse Connect Secure administrator needs to
ensure that site-to-site VPN is already established between AWS and the corporate network.

© 2019 Pulse Secure, LLC. All rights reserved 13
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Figure 6: Pulse Connect Secure on AWS

AWS Cloud

)

Pulse Connect
Secure

Corporate
Resources

N
V Firewall

Remote User

Supported Platform Systems

This section helps you in choosing the instance types that should be deployed with Pulse Connect Secure for
AWS.

e PSA3000v is equivalent to t2 medium
e PSA5000v is equivalent to t2.xlarge
e PSA7000v is equivalent to t2.2xlarge

Model vCPU CPU Credits / hour ~ Memory (GiB) Storage

t2.nano 1 3 0.5 EBS-Only
t2.micro 1 6 1 EBS-Only
t2.small 1 12 2 EBS-Only
t2.medium 2 24 4 EBS-Only
t2.large 2 36 8 EBS-Only
t2.xlarge 4 54 16 EBS-Only
t2.2xlarge 8 81 32 EBS-Only

Steps to Deploy Pulse Connect Secure on AWS

Below is the one-time activity to be followed to deploy Pulse Connect Secure on AWS.
e Registering the AMI

Below is the step to be followed for each deployment of Pulse Connect Secure.
e Deploying Pulse Connect Secure on AWS using AWS Portal

Registering the AMI

This section describes the steps to register the AMI.
Prerequisites
e AWS command line should be configured on the host.

e theimage should be available locally on the host.

© 2019 Pulse Secure, LLC. All rights reserved 14
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To register AMI, do the following:

1. Download PCS Xen image which is in zip format from Pulse support site and unzip the file.

2. Install AWS CLI on the client machine. For the software and installation details, refer the link

https://aws.amazon.com/cli/.

Copy PCS Xen image on the client machine.

4. Create Amazon S3 bucket and VM Import service role by following the procedures mentioned in
https://docs.aws.amazon.com/vm-import/latest/userguide/vmimport-image-import.html#vmimport-iam-

permissions
5. Upload the PCS Xen image to AWS S3 bucket by typing the following command:

w

aws s3 cp <image> s3://<bucket>/<folder>/<imagename>

where, bucket and folders are created in the desired S3 location.
6. Create a snapshot by doing the following:

a. Prepare a container json file by entering the details:

$ cat container.json

{

"Description": "fill-description",

"Format": "raw",

"UserBucket": {
"S3Bucket": "bucket-name-where-image-is-uploaded",
"S3Key": " path of image: <folder>/<imagename>"

}
}

b. After preparing container.json appropriately, run the following command:
aws ec2 import-snapshot --description “<description>" --disk-container file:container.json --region <your-ec2-
region>
This command will return a json file describing the status. Make a note of the “ImportTasklid” field from
the json output.
¢. Monitor the progress by running the following command:
aws ec2 describe-import-snapshot-tasks --region <your-ec2-region> --import-task-ids <import-task-id>
Monitor the progress until the “status:Completed” message appears, and a snapshotld is added in the
json output. Make note of the “Snapshotld”.

7. Register an AMI from the snapshot by running the following command:

aws ec? register-image --description “<description>" --architecture x86_64 --name <image-name> --block-device-
mappings DeviceName="/dev/xvda",Ebs={Snapshotld=<snapshot-id>} --virtualization-type hvm --root-device-name
"/dev/xvda" --region <your-ec2-region>

This completes AMI registration.

Deploying Pulse Connect Secure on AWS using AWS
Portal

Once the access to the AMI file and CloudFormation template is obtained as mentioned in the above section,
proceed with the Pulse Connect Secure deployment.

Pulse Connect Secure can be deployed:

e on anew Virtual Private Cloud or
e 0n an already existing Virtual Private Cloud

© 2019 Pulse Secure, LLC. All rights reserved 15
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e as alicense server
e using VIM as load balancer

Deploying PCS on New Virtual Private Cloud

This section describes PCS deployment with three NIC cards and two NIC cards.

Deployment on VM with Three NIC Cards

To deploy Pulse Connect Secure on AWS using the AWS portal, do the following:
1. Select AWS Services > CloudFormation and click Create new stack.

Figure 7: Create New Stack

@ GloudFormation v  Stacks
c o

Create Stack  ~ JEELCHSRS Design template
Showing 0 stacks

Filter: Active =

Create a stack

AWS GloudFormation allows you to quickly and easlly deploy your Infrastructure rescurces and
applications on AWS. You can use one of the templates we provide to get started quickly with
applications like WekdPress or Drupal, one of the many sample templates or create your own

template.

ou do not currently have any stacks. Choosa Create new stack balow to create s new AWS
CloudFormation stack,

Create a StackSet

A StackSet is a container for AWS CloudFormation stacks that lets you provision stacks across AWS
acsounts and regions by using a single AWS GloudFormation template.

Create new StackSet

2. Select Upload a template to Amazon S3. Click Browse and select “pulsesecure-pcs-3-nics-new-network.json”
template file for the new VPC. Then click Next.

Figure 8: Upload Template

Create stack

S Select Template

Specify Datails

Options. Select the templsts that describes the stack that you want to create. A stack is a group of related resources that you mansge &s & single unit.
FReview

Design atemplate  Lise AWS CloudFormation Designer to create or modify an existing template. Learn more.

Design template
Choosa a template A template is a JSON/YAML-formatied taxt file that describas your stack's resources and their properties. Learn mare.

£

Selact a sampls templata

© Upload 5 template to Amazon 53
Browse... | Na file sslscted

Spacify an Amazon 53 templata UAL

3. Inthe Specify Details page, fill or modify the following parameters.
0 Note: Before proceeding with deployment, ensure that the attribute “accept-license-agreement” in

PCSConfigData is set to “y".
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Figure 9: Specify Details for New Virtual Private Cloud

Specify Detalls
|
Options Specify a stack name and parameter values. You can use or change the default parameter values, which are defined in the AWS CloudFormation template. Learn more.

Review

Stack name

Parameters

New VPC Configuration

New VPC address space 10.20.0.0/16 CIDR bleck for entire VPC
Internal Subnet address 10.20.1.0/24 PCS internal nierface connects to this subnet
space
External Subnet address 10.20.2.0/24 PCS external interface connects to this subnet
space
%
Management Subnet 10.20.3.0/24 PCS management inte
address space
Tunnel Subnet address 10.20.4.0/24 For L3 VPN connections PCS hands over IP to the clients from this subnet
space

PCS Configuration

PCS AMI ID aml-39407f59 AMI 1D of your exizting POS Image
Instance Type t2.medium j Salect PCS instance type
Ly

PGS Config Data <pulse-config=<primany-dns-8.8.8.8</priman  FCS config data

55H Key Neme Search b

Marre of Bn exating EC2 KeayPair. Your PGS will launch with this KeyPair

e Stack name: Specify the stack name in which Pulse Connect Secure needs to be deployed

e New VPC address space: Virtual private cloud address space

e Internal Subnet address space: Subnet from which Pulse Connect Secure internal interface
needs to lease IP

e External Subnet address space: Subnet from which Pulse Connect Secure external interface
needs to lease IP

e Management Subnet address space: Subnet from which Pulse Connect Secure management
interface needs to lease IP

e Tunnel Subnet address space: Subnet which will be configured as tunnel IP pool in the Pulse
Connect Secure VPN Profile

e PCS AMIID: ID of the uploaded AMI file

e Instance Type: Size of the instance - t2.medium or t2.large

e PCS Config Data: Provisioning parameters in an XML format. For details, see Pulse Connect
Secure Provisioning Parameters.

e SSH Key Name: This key is used to access PCS via SSH. The SSH keys are generated using ssh-
keygen on Linux and OS X, or PuTTyGen on Windows. For details about generating the SSH key
pairs, refer http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html.

4. Review the specified details and click Create. Observe the deployed PCS in a few minutes.
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Figure 10: New VPC

yesunil @ pulsega ¥ N. California ¥ Support ~

aws Services v Resource Groups v %

@ CloudFormation v  Stacks

o

o Introducing StackSets
multipie AWS Accounts and AWS Reglons. Open the StackSets console to get started.

AWS StackSet Is a container for a set of AWS Cl d allows you to create stacks

Actions Design template c| o
Fliter: Active ~ Showing 3 stacks.
Stack Name Croated Time Status Description
| yosunilStack 2017-11-15 14:52:10 UTC+0550 & Deploy PCS into a new VPC |
existingVPC-CK 2017-11-15 12:20:22 UTC+0550 CREATE_COMPLETE Deploy 3 NICs PCS in the existing VPC. Pre-requisites ta deploy PCS are VPC and 3 Su...
CKStack 2017-11-14 15:48:01 UTC+0550 CREATE_COMPLETE AWS CloudFomation Sample Template VPC_EC2 _Instance With_Multiple_Static_IPAd...

Ovorview  Outputs  Resources Events Tomplate Parameters Tags Stack Policy  Change Sets [_J -} =]
2017-11-15 Status Type Logical ID Status reason
AWS:CloudFormation: Stack yesunilStack User Initiated

b 14:52:10 UTG+0550

Deployment on VM with Two NIC Cards

To deploy Pulse Connect Secure on AWS using the AWS portal, do the following:
1. Select AWS Services > CloudFormation and click Create new stack.

Figure 11: Create New Stack

@ CloudFormation ~  Stacks
GresteStack  ~ JEEECCURRS Design templata c o
Filter: Active * Showing 0 stacks
Create a stack
AWS CloudFommation allows you to quickly and easlly deplay your Infrasiruciure resources and
applications on AWS. You can use ane af the termplates we provide to get started quickly with
applcations like VokdPress or Drupal, one of the many sample templales or creale your own
template.
ou do not cumently have any stacks. Ghoose Create new stack below to create a new AWS
CloudFormatlon stack.
Create a StackSet
A StackSet is a container far AWS CloudFormation stacks that lets you pravision stacks across AWS
accounts and ragions by using a single AWS GloudFormation template.
Create new StackSet
_]-}=]

2. Select Upload a template to Amazon S3. Click Browse and select “pulsesecure-pcs-2-nics-new-network.json”
template file for the new VPC. Then click Next.

Figure 12: Upload Template

Create stack

Select Template Select Template

Specify Details

Optiens. Select the tamplats that describas the stack that you want to create. A stack is a group of relsted resources that you mansge as & single unit.
PReview

Design atemplate  Lise AWS CloudFormation Designer to create or modify an existing template, Learm more.

Design template

Ghoose atemplate A template is a JSOM/YAML-formatted taxt file that describes your slack's resources and their properties. Learn mare,

B

Salact a sample templata

© Upload a template to Amazon 53
Browse.. | Na file sslected

Spacify an Amazon 53 templata UAL

o (I
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3. In the Specify Details page, fill or modify the following parameters.

0 Note: Before proceeding with deployment, ensure that the attribute “accept-license-agreement” in
PCSConfigData is set to "y".

Figure 13: Specify Details for New Virtual Private Cloud

Specify Dotalls

Qptions Specily a siEck neme and cardmeter YaLRS, You can use o change e default parametsr values, which sre deltned i the AWS CloudFoirnation 1mpiate. Leanm mode.

Faviaw

Btock nomao

Farameters

MNew VPG Configuration

Mew ¥PC acdress space  10.20.0.016 CIDF Mock forertie VPG

Invberrial Subnet address. 1020.1.0v24 PSS interwal mlofous conrssta lo bis sdamd
space:

External Subnet sddress 10 207 024 FOS oRirr i et connenss & this sutnel
space

L3
Tunred Subnel sddress 10204324 Fon LS YPH sorrmelbions POD e over 1P o e sl from Hhis st

space

PCS Configuration
PCS AMI ID aml-33071539 AMI D of your exieting POS Image
Instance Type t2.medium j Salect PSS inetance typs

k
FCS Config Data =pulse-confiy==pimary-dns=8.8.8 B</piiman PGS conflg data

SSHKey Meme  Search =

Marme of Bn existing EZ2 KePeir Your PGS will aunch with this KeyPair.

e Stack name: Specify the stack name in which Pulse Connect Secure needs to be deployed

e New VPC address space: Virtual private cloud address space

e Internal Subnet address space: Subnet from which Pulse Connect Secure internal interface
needs to lease IP

e External Subnet address space: Subnet from which Pulse Connect Secure external interface
needs to lease IP

e Tunnel Subnet address space: Subnet which will be configured as tunnel IP pool in the Pulse
Connect Secure VPN Profile

e PCS AMI ID: ID of the uploaded AMI file

e Instance Type: Size of the instance — t2.medium or t2.large

e PCS Config Data: Provisioning parameters in an XML format. For details, see Pulse Connect
Secure Provisioning Parameters.

e SSH Key Name: This key is used to access PCS via SSH. The SSH keys are generated using ssh-
keygen on Linux and OS X, or PuTTyGen on Windows. For details about generating the SSH key
pairs, refer http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html.

4. Review the specified details and click Create. Observe the deployed PCS in a few minutes.
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Figure 14: New VPC

Services v Resource Groups v * 0 ycsunil @ pulseqa ~  N. California *  Support ~
@ CloudFormation v  Stacks
o
o Introducing StackSets
AWS StackSet Is a container for a set of AWS Cl d allows you to create stacks multipie AWS Accounts and AWS Reglons. Open the StackSets console to get started.
s e clo
Fliter: Active + Showing 3 stacks.
Stack Name Created Time Status Description
| yosunilStack 2017-11-15 14:52:10 UTC+0550 E AESS §  Deploy PCS into a new VPC |
existingVPG-CK 2017-11-15 12:20:22 UTG+0550 GREATE COMPLETE Depioy 3 NIGs PGS in the existing VPC. Pre-requisites to deploy PGS are VPG and 3 Su...
CKStack 2017-11-14 15:48:01 UTC+0550 CREATE COMPLETE AWS CloudFormation Sample Template VPC_EC2 Instance With_Multiple_Static_IPAd. ..
Ovorview  Outputs  Resources Events Tomplate Parameters Tags Stack Policy  Change Sets [_J -} =]
2017-11-15 Status Type Logical ID Status reason
> 14:52:10 UTG+0550 : AWS:CloudFormation: Stack yesunilStack User Initiated

Deploying PCS on an Existing Virtual Private Cloud

This section describes PCS deployment with three NIC cards and two NIC cards.

Deployment on VM with Three NIC Cards

To deploy Pulse Connect Secure on AWS using the AWS portal, do the following:
1. Select AWS Services > CloudFormation and click Create new stack.

Figure 15: Create New Stack

@ GloudFormation v  Stacks

Create Stack  ~ JEELCHSRS Design template c o

Showing 0 stacks

Filter: Active =

Create a stack

AWS GloudFormation allows you to quickly and easlly deploy your Infrastructure rescurces and
applications on AWS. You can use one of the templates we provide to get started quickly with
applications like WekdPress or Drupal, one of the many sample templates or create your own

template,

ou do not currently have any stacks. Choosa Create new stack balow to create s new AWS
CloudFormation stack,

Create new stack

Create a StackSet

A StackSet is a container for AWS CloudFormation stacks that lets you provision stacks across AWS
acsounts and regions by using a single AWS GloudFormation template.

Create new StackSet
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2. Select Upload a template to Amazon S3. Click Browse and select “pulsesecure-pcs-3-nics-existing-vpc.json”
template file for existing VPC. Then click Next.

Figure 16: Upload Template

Create stack

Select Template Select Template

Specify Details reso

Options Select the tamplats that describas the stack that you want to create. A stack is a group of relsted resources that you mansge as & single unit.
FReview

Design atemplate  Usz AWS CloudFormation Designer to create or moclty an existing template. Learn more.

Design template

Ghoose atemplate A template is a JSOM/YAML-formatted taxt file that describes your slack's resources and their properties. Learn mare,

B

Salact a sample templata

© Upload a template to Amazon 53

Browse... | Na file sslected

Spacify an Amazon 53 templata UAL

3. Inthe Specify Details page, fill or modify the following parameters.

0 Note: Before proceeding with deployment, ensure that the attribute “accept-license-agreement” in
PCSConfigData is set to "y".

Figure 17: Specify Details for Existing Virtual Private Cloud

@ CloudFormation ~ Stacks > Create Stack

Create stack

Select Template Specify Details

Specify Details

Options Specify a stack name and parameter values. You can use or change the default parameter values, which are defined in the AWS CloudFormation template. Learn more.
Review

Stack name

Parameters

Existing VPC details

Existing VPC ID ID of existing VPC
Internal Subnet ID 1D of the subnet where PCS internal interface connects
External Subnet ID 1D of the subnet where PCS External interface connects
Management Subnet ID ID of the subnet where PCS Management interface connects
PCS Configuration
PCS AMIID

Instance Type

PCS Config Data Yulse-config><prirarny-dr 58 Ba/pr

SSH Key Name -

e Stack name: Specify the stack name in which Pulse Connect Secure needs to be deployed
e Existing VPC ID: Virtual private cloud ID

e Internal Subnet ID: Subnet from which Pulse Connect Secure internal interface needs to lease
P

e External Subnet ID: Subnet from which Pulse Connect Secure external interface needs to lease
P
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e Management Subnet ID: Subnet from which Pulse Connect Secure management interface
needs to lease IP

e Tunnel Subnet ID: Subnet which will be configured as tunnel IP pool in the Pulse Connect
Secure VPN Profile

e PCS AMI ID: ID of the uploaded AMI file

e Instance Type: Size of the instance - t2.medium or t2.large

e PCS Config Data: Provisioning parameters in an XML format. For details, see Pulse Connect
Secure Provisioning Parameters.

e SSH Key Name: This key is used to access PCS via SSH. The SSH keys are generated using ssh-
keygen on Linux and OS X, or PuTTyGen on Windows. For details about generating the SSH key
pairs, refer http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html

4. Review the specified details and click Create. Observe the deployed PCS in a few minutes.

Deployment on VM with Two NIC Cards

To deploy Pulse Connect Secure on AWS using the AWS portal, do the following:
1. Select AWS Services > CloudFormation and click Create new stack.

Figure 18: Create New Stack

@ GloudFormation v  Stacks

Create Stack  ~ JEELCHSRS Design template c o
Filter: Active ~ Showing 0 stacks

Create a stack

AWS GloudFormation allows you to quickly and easlly deploy your Infrastructure rescurces and
applications on AWS. You can use one of the templates we provide to get started quickly with
applications like WekdPress or Drupal, one of the many sample templates or create your own

template.

ou do not currently have any stacks. Choosa Create new stack balow to create s new AWS
CloudFormation stack,

Create a StackSet

A StackSet is a container for AWS CloudFormation stacks that lets you provision stacks across AWS
acsounts and regions by using a single AWS GloudFormation template.

Create new StackSet

2. Select Upload a template to Amazon S3. Click Browse and select “pulsesecure-pcs-2-nics-existing-vpc.json”
template file for existing VPC. Then click Next.

Figure 19: Upload Template

Create stack

S Select Template

Specify Datails

Options. Select the templsts that describes the stack that you want to create. A stack is a group of related resources that you mansge &s & single unit.
FReview

Design atemplate  Lise AWS CloudFormation Designer to create or modify an existing template. Learn more.

Design template

Choose atemplate A template is a JSON/YAML-formatted taxt fils that describas your slack's resourses and their properties. Learn more,

£

Selact a sampls templata

© Upload 5 template to Amazon 53

Browse... | Nafile sslacted

Spacify an Amazon 53 templata UAL
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3. In the Specify Details page, fill or modify the following parameters.

0 Note: Before proceeding with deployment, ensure that the attribute “accept-license-agreement” in
PCSConfigData is set to "y".

Figure 20: Specify Details for Existing Virtual Private Cloud

® CloudFormation v  Stacks » Create Stack

rosphe s Specify Details

Specify Details

Optiars Specify a stack name and parameter values, You can use or change the default parameter values, which are defined n the AWS CloudFormation template. Leam more
Review

Stack name

Parameters

Existing VPC details

Existing VPC ID D of eiatiog VPG
Internal Subnet ID ) oA the siaet whees PCS imenal inteeface connects
External Subnet ID D of tha muDae whers PGS Exterral niarface connects

PCS Configuration

PCS AMI 1D

instance Type

PCS Config Data

SSH Koy Name

e Stack name: Specify the stack name in which Pulse Connect Secure needs to be deployed

e Existing VPC ID: Virtual private cloud ID

e Internal Subnet ID: Subnet from which Pulse Connect Secure internal interface needs to lease
P

e External Subnet ID: Subnet from which Pulse Connect Secure external interface needs to lease
IP

e Tunnel Subnet ID: Subnet which will be configured as tunnel IP pool in the Pulse Connect
Secure VPN Profile

e PCS AMIID: ID of the uploaded AMI file

e Instance Type: Size of the instance - t2.medium or t2.large

e PCS Config Data: Provisioning parameters in an XML format. For details, see Pulse Connect
Secure Provisioning Parameters.

e SSH Key Name: This key is used to access PCS via SSH. The SSH keys are generated using ssh-
keygen on Linux and OS X, or PuTTyGen on Windows. For details about generating the SSH key
pairs, refer http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html

4. Review the specified details and click Create. Observe the deployed PCS in a few minutes.
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Deploying PCS as a License Server

To deploy Pulse Connect Secure on AWS as a license server, do the following:

1. Select AWS Services > CloudFormation and click Create new stack.

Figure 21: Create New Stack

c o

@ CloudFormation v  Stacks
Showing 0 stacks

GreatoStack  ~ [T Design template:

Filter: Active

Create a stack
AWS CloudFormation allows you to quickly and easlly depioy your Infrastructure resources and
applications on AWS. You &N use one of the templates we provids to gat started quickly with
applications liko WekdPrass or Drupal, one of th many sampla tamplates of creato your own
templats.
You da nat cumently have any stacks, Choase Create new stack balow to creats a new AWS
CloudFormation stack,

Graste new stack

Create a StackSet

A StackSet is a container for AWS CloudFormation stacks that lets you provision stacks across AWS
aceounts and regions by using a single AWS GloudFormation template.

Create new StackSet

2. Select Upload a template to Amazon S3. Click Browse and select “pulsesecure-pcs-3-nics-existing-vpc.json”

template file for existing VPC. Then click Next.

Figure 22: Upload Template

Create stack

S Select Template
Specify Datails
Options. Select the template that describes the stack that you want to create. A stack is a group of related resources that you manage es & single unit.
FReview
Use AWS CloudFormation Designer to create or modify an existing template. Learn more.

Design a template
Design template

Choose atemplate A template is a JSON/YAML-formatted taxt fils that describas your slack's resourses and their properties. Learn more,

Salact a sample template

© Upload a template ta Amazan 53

Browse... | Nafile sslacted

Spacify an Amazen 53 templata UAL
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3. In the Specify Details page, edit the PCS Config Data text box to enable PCS as license server by setting the
enable-license-server attribute to y as follows.

<enable-license-server>y</enable-license-server>

Figure 23: Specify Details for Existing Virtual Private Cloud

@ CloudFormation ~ Stacks > Create Stack

Create stack

Select Template Specify Details
| Specify Details
Options Specify a stack name and parameter values. You can use or change the default parameter values, which are defined in the AWS CloudFormation template. Learn more.
Review
Stack name
Parameters

Existing VPC details

Existing VPC ID ID of existing VPC
Internal Subnet ID ID of the subnet where PGS intemal interface connects
External Subnet ID 1D of the subnet where PCS External interface connects

Management Subnet ID ID of the subnet where PCS Management interface connects
PCS Configuration
PCS AMIID
Instance Type 12 mediur j

PCS Config Data <pulse-config><primary-drs>8 8 8 B</prman |

SSH Key Name -

Deploying PCS Active-Active Cluster using Virtual Traffic Manager in AWS

This section describes deploying PCS A-A cluster with vTM load balancer in AWS.
Figure 24: Deploying PCS A-A Cluster Topology Diagram
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The deployment process involves the following steps:

e Deploying Two PCS EC2 instances Using CloudFormation Template
e Forming the Active-Active Cluster

e Deploying Virtual Traffic Manager EC2 Instance in the External Subnet of PCS in AWS
e Setting Up and Configuring vTM for External Users

Deploying Two PCS EC2 instances Using CloudFormation Template

PCS can be deployed in AWS using CloudFormation template in a 3-armed model. Based on the need, deploy
two PCS instances using one of the following templates:

e pulsesecure-pcs-3-nics-new-network.json
e pulsesecure-pcs-3-nics-existing-vpc.json

Forming the Active-Active Cluster

Once the two PCS instances are initialized, form the Active-Active cluster between them. For details about
creating PCS clusters, refer to PCS Administration Guide published in the Pulse Secure Techpubs site.

Figure 25: PCS A-A Cluster Status

Sec U re Authentication Administrators Users Maintenance Wizards

Clustering >
Cluster Name: AWS_AA
Type: VA-SPE
Configuration: Active/Active

[ Enabl | ==

10 =  reconds per page Search:
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Deploying Virtual Traffic Manager EC2 Instance in the External Subnet of PCS in AWS
Virtual Traffic Manager can be deployed through either AWS Marketplace or AWS CLI.

To deploy through Marketplace, follow the below steps:
1. Search and select Pulse Secure vTM in AWS Marketplace.

Figure 26: AWS Marketplace > Pulse Secure VvIM

wr aws marketplace AMI & Saas ~ | Pulse secure virtual traffic manager| Hello, Chetan ~
View Categories + Sellin AWS Marketplace  Amazon Web Services Home  Help
i Pulse secure virtual traffic manager (12 results) showing1-10 B »
All Categories
Software Infrastructure (12) < pulse Secure: Pulse Secure Virtual Traffic Manager Developer & BYOL Edition
~
Filters (1) | Version 17.4 | Sold by Puls: e LLC
Operating Systam This Dev and BYOL Edition offers you the opportunity to test all the features of the Pulse Secure®
(formerly Brocade) Virtual Traffic Manager (Pulse vTM) with Web Application...
+ All Linux/Unix
Linux/Unix, Ubuntu 16.04 - 64-bit Amazon Machine Image (AMI)
Software Pricing Plans
Free (1)
Hourly (11) Q pulseS: A Pulse Secure Virtual Traffic Manager Essential Edition - 10 Mbps
& pulse Secure
Annual (6) (1) | Version 17.4 | Sold by Pulse Secure LLC
Free Triol
Software Free Trial Starting from $0.15 to $0.15/hr for software + AWS usage fees
Free Trial (11) Pulse Secure® Virtual Traffic Manager - Essential Edition (formerly Brocade virtual Load Balancer) is
Delivery Mathod a high-performance Layer 7 Load Balancer that enables you to create,...
Riaeon Maching laiege €12) Linux/Unix, Ubuntu 16.04 - 64-bit Amazon Machine Image (AMI)
Average Rating
* &up(2) Q pusesecurer  PUlse Secure Virtual Traffic Manager Standard Edition - 200 Mbps
~
>k & up (2) # % % #e % (0) | Version 17.4 | Sold by Puls: Lc
) Free Trial
; Starting from $0.76/hr or from $4,704.00/yr (29% savings) for software + AWS usage fees
*RRh &up(2) Pulse Secure® (formerly Brocade) Virtual Traffic Manager is a high-performance Layer 7 load
Architecture balancer & application delivery controller that enables you to offer High Availability...
64-bit (12) Linux/Unix, Ubuntu 16.04 - 64-bit Amazon Machine image (AMI)
Region

2. Select the required vIM variant and AWS region, and click Continue.

Figure 27: vTM Editions Available in AWS Marketplace

View Categories ~ Sell in AWS Marketplace  Amazon Web ServicesHome  Help

Pulse Secure Virtual Traffic Manager Essential Edition - 10 Mbps

S PulseSecurer by: Pulse Secure LLC | See product video [

30 Day Free Trial Available - Pulse Secure® Virtual Traffic Manager - Essential Edition (formerly Brocade virtual Load Balancer) is a
high-performance Layer 7 Load Balancer that enables you to create, manage, and deliver key services more quickly, more flexibly,
and at a lower cost. Highly portable, it can be deployed in any major cloud or hybrid environment. Pulse vTM - Essential Edition is
much more than a simple load balancer. In addition to round robin or least connection load balancing with session persistence the
Pulse vTM - Essential Edition can be configured as a Highly Available Cluster, providing advanced... Read more

& Reveal 7 other editions of this product i You will have an apportunity to
review your order before launching or
Customer Rating = (1 Customer Review) being ::irged. ¢

Latest Version 17.4 (Other available versions)

ng Information

Operating System Linux/Unby, Ubunbs 16,04 Use the Region dropdown selector to see software and

infrastructure pricing information for the chosen AWS region.

Delivery Method  64-bit Amazon Machine Image (AMI) (Read more)
Support  See detalls below For Region

US West (N. California) H
AWS Services Required AmazonEC2, AmazonEBS

WEZEE7TV Try one instance of this product for 30

Highlights = Speed: Accelerate services, increase capacity, and reduce e A

costs by offloading performance-draining tasks such as

S5L and compression onto Virtual Traffic Managers Additional Taxes May Apply

optimized implementations.
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3. Under the 1-Click Launch tab, update the following required details:
= EC2instance type
= VPCsetting
= Security group
In the VPC Settings tab, select the VPC and subnet matching PCS's VPC and external subnet.

Figure 28: 1-Click Launch Tab
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1-Click Launch M?nual Launch Service Catalog Price for your Selections:
Review, modify and launch With EC2 Console, API or CL Copy to SC and Launch
$3.11 / hour

Click "Launch with 1-Click" to launch this software with the e - e g

3 $0.15 hourly software fee
settings below %

Additional taxes may apply.

The default settings are provided by the software seller and AWS Marketplace. .
$0.08 per GB-month of provisioned

storage

P Version EBS Magnetic volumes

17.4, released 11/07/2017 g
$0.08 per 1 million 1/O requests

EBS Magnetic volumes

» Region
US West (N. California) [ Laainchmi e ]
You will be subscribed to this software and agree that your use of this
» EC2 Instance Type software is subject to the pricing terms and the seller's End User
3 Bilarge License Agreement (EULA) and your use of AWS services is subject to
- the AWS Custom ement.
»

VPC Settings

Will launch into EC2 Classic w Cost Estimator

$2,242.08 / month
» Security Group Additional taxes may apply.
Create new based on seller settings r3.8xlarge EC2 Instance usage fees
Assumes 24 hour use over 30 days
» Key Pair
djjjoseph Software Charges

$108.00 / month
$108.00 monthly software fees for r3.8xlarge

To deploy vIM though AWS CLI, follow the steps in the section “Creating a Traffic Manager Instance on Amazon
EC2"in Pulse Secure Virtual Traffic Manager: Cloud Services Installation and Getting Started Guide. Make sure
that vTM is deployed on the external network of PCS.

Setting Up and Configuring VTM for External Users

Once the vTM EC2 instance is deployed, set up the instance using the Initial Configuration wizard. For details,
refer Pulse Secure Virtual Traffic Manager: Cloud Services Installation and Getting Started Guide.
The Pulse Secure vTM Administrator login prompt appears.

Figure 29: Pulse Secure VvTM Login Page

;e Secure’  virtual Traffic Manager Appliance 500 L 10 17.4

Pulse Secure vTM Administration Server

Software: Virtual Traffic Manager Appliance 17.4
Use of this software is subject to the Pulse Secure Terms and Conditions of Sale.
Please review these terms, published at Pulse Secure Terms and Conditions of Sale before proceeding.
Login to 10.251.2.152
Enter a username and password to access the administration server.

Your session timed out. Please login.

Username:

Password:

Login
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Next step is to set up the VM for the external users using traffic pools and load balancing virtual servers. Traffic
pool is the group that will bind to virtual server for load balancing. In an Active-Active Cluster scenario, traffic
pool comprises cluster nodes. We need to create two separate traffic pools, each for SSL(L7) and ESP(L3) traffic
modes.

Create Service Pool

In the Services tab, select Pools and create new pool by adding external IPs of cluster nodes along with port
number. Also, select appropriate monitor from the drop-down options.

Complete these steps for SSL and UDP. For details, refer to the section “Creating PCS Pools” in Load Balancing
PCS with vTM Deployment Guide.

Figure 30: Create Traffic Pool

00 L 10 4 @ cluster: ok 840.0b/s |

4 Home | @ Services |([] Catalogs | £ Diagnose | Activity / System Wizards )[Q Help

Configuring: Traffic IP Groups Virtual Servers | Pools | Config Summary

Pools Pools Unfold All / Fold All

A pool manages a group of server nodes. It routes traffic to the most appropriate node, based on load balancing and session persistence criteria.

P ' AWS-testing-ESP-pool (UDP - Streaming, 2 nodes) Edit

»  AWS-testing-SSl-pool (SSL (HTTPS), 2 nodes) Edit

Pool Name: AWS-5SL-Pool

Nodes: 10.251.2.143:443,10.261.2.180:443
Monitor: Ping +
Create Paal

By default, they use Round Robin method of traffic distribution without any session persistency. Make a note of
protocol type and port numbers that has been used for this use case.

Figure 31: SSL and UDP Pools

0

@ cluster: 0K _ L6kb/s |
4 Home | & Services | [[] Catalogs £ Diagnose k= Activity / System Wizards sl Help
Configuring:  Traffic IP Groups  Virtual Servers | Pools | Config Summary
Pools Pools Unfold All / Fold All
A pool manages a group of server nodes. It routes traffic to the most appropriate node, based on load balancing and session persistence criteria.
v g-ESP-pool (UDP - 2 nodes) Edit
Protocol: UDP - Streaming Used by virtual servers: AWS-testing-ESP-pool
Nodes: 10.251.2.143 10.251.2.180 Traffic distribution:  Round Robin, no session persistence
Port: 4500 Monitored by: Ping
SSL: Bandwidth:
¥ AWs-testing-SSi-pool (SSL (HTTPS), 2 nodes) 7] Edit
Protocol: SSL (HTTPS) Used by virtual servers: AWS-SSL-Vserver
Nodes: 10.251.2.143 10.251.2.180 Traffic distribution: Round Robin, no session persistence
Port: 443 Monitored by: Ping
SSL: Bandwidth:
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Choose an IP-based Session Persistence Class

In the Services tab, select Pools. In the pool edit page, locate the Session Persistence section and enable the
Session Persistence class. Session persistency is required for ESP-based VPN tunnels.

Figure 32: Session Persistency Class

Secure: virtual Traffic Manager Appliance 500L 10 17.4

4 Home | & Services | [[] Catalogs | £ Diagnose [ Activity / System

Configuring: Traffic IP Groups  Virtual Servers | Pools > VA-ESP > ion Persistence | Config Y
Edit Pool: VA-ESP (UDP - Streaming, 2 nodes)

Session

Persistence Session Persistence ensures that all requests from a client will always get sent to the same node.

Session Persistence Catalog
Choose Session Persistence Class
The default Session Persistence class this pool uses, if any.

Name Type
persistence: None

© Persistency IP-based persistence Edit
Update

Create Virtual Servers

In the Services tab, select Virtual Servers and create a new virtual server by selecting protocol type and traffic
pools. You need to create separate virtual servers to handle both SSL and UDP traffic. Each virtual server
balances traffic across the pool of the same protocol type.

For details, refer to the section “Creating Virtual Server” in Load Balancing PCS with vIM Deployment Guide.

Figure 33: Create Virtual Server

@ Cluster: 0K 800.0b/s |,
| % Home | @ Services | [[] Catalogs £ Diagnose [ Activity / System Wizards 21CY Help
Configuring: Traffic IP Groups | Virtual Servers | Pools Config Summary
Virtual Virtusl Servers Unfold All / Fold All
Servers
A virtual server accepts network traffic and processes it. It normally gives each connection to a pool; the pool then forwards the traffic to a server node.
» @ AWS-SSL-Vserver (SSL (HTTPS), port 443) (7] eare
» ~ AWS-testing-ESP-pool (UDP - Streaming, port 4500) (7] ean

Virtual Server Name: AWS-SSL-Server
Protocol: SSL (HTTPS)
Port: 443

Default Traffic Pool: v AWS-testing-E5P-pool
AWS-testing-SSi-pool

Create Virtual Server dacerd

© 2019 Pulse Secure, LLC. All rights reserved 30


https://www.pulsesecure.net/download/resources/187

Pulse Connect Secure Virtual Appliance on Amazon Web Services - Deployment Guide

Figure 34: Virtual Servers to Handle SSL and UDP Traffic

1.6kb/s ||

4 Home | & Services | [[] Catalogs £ Diagnose [ Activity & System Wizards Help

Traffic IP Groups | Virtual Servers | Pools = Config Summary

Servers
¥ . & AWS-SSL-Vserver (SSL (HTTPS), port 443)
Balancing:  SSL (HTTPS), port 443 Rules: Service protection class:

Listening on: all IP addresses SLM class:
Ontopool: AWS-testing-SSi-pool Logging: +

¥ . AWS-testing-ESP-poal (UDP - Streaming, port 4500)

Balancing:  UDP - Streaming, port 4500  Rules: Service protection class:
Listening on: all IP addresses SLM class: Bandwidth class:
Ontopool:  AWS-testing-ESP-pool Logging: ¥

Virtual Server Name:
Protocol: HTTP 3
Port: 80

Default Traffic Pool: | AWS-testing-ESP-pool §

Create Virtual Server

Virtual Virtual Servers Unfold All / Fold All

A virtual server accepts network traffic and processes it. It normally gives each connection to a pool; the pool then forwards the traffic to a server node.

Edit

Create a new Virtual Server

Once the configuration is complete, go to home page and verify the configurations.

Figure 35: Pulse Secure vTM Home Page Showing Services and Event Logs

Secure virtual Traffic Manager Appliance 500L10 17.4

4 Home | @ Services [[] Catalogs £ Diagnose p= Activity / System

10.251.2.152 (admin/admin) Logout

16 ko/s

Last successful login by admin: 2017-12-13 10:36:43 -0800 from 121.244.123.150 (UT) on 10.251.2.152.
Failed login atternpts since then: none.

Traffic —
10.251.2.152
Managers <2 e =
Services .
75| @ AWS-SSL-Vserver [E|EJ v AWS-testing-SSi-pool
V) S5L (HTTPS) (443) Runring Defautt Pool
t.,_ AWS-testing-ESP-pool Bj ., [5] Aws-testing-ESP-pool
¥ UDP - Streaming (4500) Ranwilrig 7| Dafault Pool
Event Log

13/Dec/2017:20:04:36 -0800 INFO Pool AWS-testing-ESP-pool, Node 10.251.2.180:4500; Node 10.251.2.180 is working again
13/Dec/2017:20:04:36 -0800 INFO Pool AWS-testing-55/-pool, Node 10.251.2.180:443: Node 10.251.2.1840 is working again
13/Dec/2017:20:04:35 -0800 INFO Monitor Ping: Monitor is working for node *10.251.2.180°,

13/Dec/2017:20:04:35 -0800 INFO Pool AWS-testing-55!-poal: Poal now has working nodes

13/Deq/2017:20:04:35 -0800 INFO Pool AWS-testing-S5/-pool, Node 10.251.2,143:443: Node 10.251.2.143 is working again

4L LNy
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Pulse Connect Secure Provisioning Parameters

Provisioning parameters are those parameters which are required during the deployment of a virtual appliance.
Pulse Connect Secure accepts the following parameters as provisioning parameters in the XML format.
<pulse-config>

<primary-dns><value></primary-dns>

<secondary-dns><value></secondary-dns>

<wins-server><value></wins-server>

<dns-domain><value></dns-domain>

<admin-username><value></admin-username>

<admin-password><value></admin-password>

<cert-common-name><value></cert-common-name=>

<cert-random-text><value></cert-random-text>

<cert-organisation><value></cert-organisation>

<config-download-url><value></config-download-url>

<config-data><value></config-data>

<auth-code-license><value></auth-code-license>

<enable-license-server><value></enable-license-server>

<accept-license-agreement><value></accept-license-agreement >

<enable-rest><value></enable-rest>
</pulse-config>

The below table depicts the details of the xml file.

# Parameter Name Type ‘ Description

1 primary-dns IP address Primary DNS for Pulse Connect Secure

2 secondary-dns IP address Secondary DNS for Pulse Connect Secure

3 wins-server IP address Wins server for Pulse Connect Secure

4 dns-domain string DNS domain of Pulse Connect Secure

5 admin-username string admin Ul user name

6 admin-password string admin Ul password

7 cert-common-name string Common name for the self-signed certificate

3 cert-random-text string generation. This certificate is used as the device

: — o certificate of Pulse Connect Secure

9 cert-organization string Random text for the self-certificate generation
Organization name for the self-signed certificate
generation

10 config-download-url String URL Http based URL where XML based Pulse Connect
Secure configuration can be found. During
provisioning, Pulse Connect Secure fetches this
file and comes up with preloaded configuration.
XML based configuration can be present in
another VM in AWS cloud or at corporate
network which is accessible for Pulse Connect
Secure through site to site VPN between AWS
and corporate data center

11 config-data string base64 encoded XML based Pulse Connect
Secure configuration

12 auth-code-license string Authentication code that needs to be obtained
from Pulse Secure

13 enable-license- string If set to'y, PCS will be deployed as a License

server server.
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If set to 'n’, PCS will be deployed as a normal

server.
14 accept-license- string This value is passed to the instance for
agreement configuration at the boot time. By default, this

value is set to “n”. This value must be set to “y”.

15 enable-rest string If set to 'y, REST API access for the administrator
user is enabled.

0 Note: In the above list of parameters, primary dns, dns domain, admin username, admin password, cert-
random name, cert-random text, cert-organization and accept-license-agreement are mandatory
parameters. The other parameters are optional parameters.

Provisioning Pulse Connect Secure with Predefined
Configuration

The Pulse Connect Secure Virtual Appliance can be provisioned on AWS with a predefined Pulse Connect Secure
configuration. The provisioning can be done in the following two ways:
e Pulse Connect Secure administrator needs to provide the location of the XML-based
configuration as a provisioning parameter. Refer ‘Pulse Connect Secure Provisioning
Parameters' for details about the Pulse Connect Secure specific provisioning parameters.

Pulse Connect Secure configuration can be kept on AWS or on a machine located in the corporate
network. If it is in the corporate network, the Pulse Connect Secure administrator needs to ensure that
site-to-site VPN between AWS to corporate network is already established so that Pulse Connect Secure
can access the machine located in the corporate network.

e Pulse Connect Secure administrator provides the configuration data encoded in the base64
encoded xml in the CloudFormation template.

Figure 36: Pulse Configuration Server in Corporate Network
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Configuring Licenses on the Pulse Connect Secure
Appliance

In this release, evaluation licenses are provided. To add more licenses, the Pulse Connect Secure administrator
needs to leverage the Pulse License server.
The Pulse License server can be made available in the corporate network

Pulse License Server in Corporate Network

Figure 37: Pulse License Server in a Corporate Network

AWS Cloud

—

Pulse Connect
Secure

Pulse
License
Server

N
v Firewall

Remote User

Pulse License Server in Cloud Network

In 8.3R3, the Pulse Connect Secure virtual machines (VM) are enabled to provision licenses through the Pulse
Cloud Licensing Service (PCLS). For this, administrator needs to obtain an Authentication code from Pulse Secure
Support and apply it in Download Licenses page of PCS admin console. The PCS also periodically sends
heartbeat messages to PCLS for auditing purposes.

"gpulse-configr<primary-dns>8.8.8.8</primary-dns><secondary-dn=>8.8.8.9</secondary-dns><wins-server>1.1.1.l</wins—-server><dns-domain>psecure.net</dns-d
omainr<admin-usernameradming/admin-username><admin-password>password</admin-password><cert-common-name>val,peecure.net<,/cerc-common-name><cerc-random-t
ext>fdesfpisonveinma</cert-randon-cext><cert-organizacion>Psecure
01g</cert701ganisation){configfdow'nloadfurl}(/configfdownloadfuxlxconfigfdata}(r’configfda:a)l:aut,hfcodeflicense}(/aut,hfcodeflicense*enableflicensefaer
ver>n</enable-license—server><accept-license-agreement>n</accept-license-agreementc></pulse-config>"

The Authentication code can also be specified in the CloudFormation template. When PCS comes up, it
automatically fetches the Authentication code.

e Adding Authentication Code in PCS Admin Console
e Including Authentication Code in CloudFormation Template

Figure 38: Pulse License Server in Cloud Network

AWS Cloud
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Adding Authentication Code in PCS Admin Console
To add Authentication code:

1. Go to System > Configuration > Licensing > Download Licenses.

2. Under On demand license downloads, enter the Authentication code in the text box.
3. C(lick on Download and Install.

Figure 39: Enter Authentication Code

Secure Aaten

Including Authentication Code in CloudFormation Template

To include Authentication code in the CloudFormation template:

1. In the CloudFormation template, go to the PCSConfig section.

2. For the element <auth-code-license>, enter the Authentication code as the content.
3. Save the template.

For details about the license configuration, refer to License Configuration Guide.
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Accessing the Pulse Connect Secure Virtual Appliance

The Pulse Connect Secure virtual appliance can be accessed:

e as an administrator
e as anenduser
e using SSH console

Accessing the Pulse Connect Secure Virtual Appliance as an Administrator

In the AWS portal, navigate to CloudFormation section. Select the stack where PCS is deployed and then click on
the ‘Outputs’ tab. Note down the PCS management, internal and external address from the table as shown in
Figure 40.

Figure 40: Accessing PCS Virtual Appliance

- Outphts

Key Value Description Export Name
Public IP s: 52.9.161.26 Private IP 58

InternalAddress ublic |P address: 52.9.161.26 Private I address PCS Internal Interface details
10.20.1.148
Public IP address: 13.57.66.165 Private IP address:

ManagementAddress ! PCS Management Interface details
10.20.3.211

Instanceld i-0b90b75a93e6a005¢ Instance Id of newly created instance
Public IP address: 52.8.243.247 Private IP address:

ExternalAddress ro202.908 ! PCS Extenal Interface details

Use the credentials provided in the provisioning parameters to log in as the administrator. The default PCS admin
Ul user configured in the CloudFormation config file is: user ‘admin’ and password ‘password'’.

The administrator can configure Active Directory located in the corporate network for user authentication. The
Pulse Connect Secure Virtual Appliance administrator can check troubleshooting tools provided in the Pulse
Connect Secure admin Ul (System->Maintenance->Troubleshooting), to verify whether Pulse Connect Secure is
able to reach other cloud resources as well as corporate resources. For this, AWS network administrator needs to
ensure that all other resources have Pulse Connect Secure Internal interface as its default gateway.

Accessing the Pulse Connect Secure Virtual Appliance as an End User

After successfully deploying PCS on AWS, go to the Outputs section and copy the Pulse External Interface details.

Figure 41: Pulse External Interface

- Outphts

Key Value Description Export Name
Public IP s: 52.9.161.26 Private IP 58

InternalAddress ublic |P address: 52.9.161.26 Private I address PCS Internal Interface details
10.20.1.148
Public IP address: 13.57.66.165 Private IP address:

ManagementAddress ! PCS Management Interface details
10.20.3.211

Instanceld i-0b90b75a93e6a005¢ Instance Id of newly created instance
Public IP add : 52.8.243.247 Private |P add :

ExternalAddress oo rvate 7 addiesSt pes Extenal Interface details
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Figure 42: Resource in Corporate Network
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Accessing the Pulse Connect Secure Virtual Appliance using SSH Console

To access the Pulse Connect Secure Virtual Appliance using the SSH console, copy the Public IP address from
the PCSManagementPublicIP resource.

On Linux and Mac OSX

Execute the following command:
ssh -i <rsa-public-key-file> <PCS-Management-Interface-PubliclP> -p 6667

On Windows

1. Launch the Putty terminal emulator.
2. Inthe Session category:

= Enter the host name or IP address.
= Enter the port number.
= Select the connection type as SSH.
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Figure 43: Putty Configuration - Basic Options

ﬁ PuTTY Configuration
Category:
[=1- Session I Basic options for your PuTTY session ‘
: T"“ ]_og?mg Specify the destination you want to connect to
&2 em&ﬁ d Host Name (or IP address) Port
Bel 13.71.121.15 6667
: - Features Connection type:
= Window @ Raw () Telnet ) Rlogin @ SSH () Serial
Qp;:ea:ance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
Colours :
i Default Settings
[=- Connection [i]
.
- Rlogin
M- SSH
- Close window on exit:
) Aways () Never @) Only on clean exit

3. Select Connection > SSH > Auth. Click Browse and select the private key file for authentication.

L Oeen  J| Cance

J

Figure 44: Putty Configuration — SSH Authentication

ﬁ PuTTY Configuration

Category:
El Teminal ~

? X

Options controlling SSH authentication
[~ Display pre-authentication banner (SSH-2 only)
[[] Bypass authentication entirely (SSH-2 only)
Authentication methods
[] Attempt authentication using Pageant
[] Attempt TIS or CryptoCard auth (SSH-1)
[~] Attempt "keyboard-interactive" auth (SSH-2)

Authentication parameters
[] Allow agent forwarding

Allow attempted ch of usemame in SSH-2
Private key file for authentication:
|Ci\Users\ops\myPrivateKey ppk | [ Browse... |
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System Operations

The AWS portal provides Start, Restart Stop and Terminate operations to control the Virtual Appliance
connection.

Figure 45: System Operations

Launch Instance Actions ~

rd

Name Availability Zone
Instar 3
Car-1nic-ami-test » us-west-1c
Alpha-test Image » us-west-1c
CK-client-1 Networking » us-west-1a
Beta-Car-test1 ClassicLink ’ us-west-1c
CloudWatch Monitoring »
B PCS2-PCSVAWS us-west-1c

On the AWS portal, select AWS Services > Launch Instance. From the Actions menu, select Instance State.
e C(lick Start to starta VM
e Click Stop to stop the VM
e (Click Restart to restart the VM
e (Click Terminate to terminate the VM

Network Configuration

IP Address Assignment for Internal, External and Management Interfaces

Each interface in AWS can have private and public IP addresses. Sample CloudFormation Templates provided by
Pulse Connect Secure creates the Pulse Connect Secure Virtual Appliance with public and private IP addresses
for external and management interfaces and only private IP address for internal interface. More details about IP
address types on AWS can be seen at: https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpc-ip-
addressing.html

IP Addressing Modes
When Pulse Connect Secure gets deployed by using the sample templates provided by Pulse Secure, Pulse
Connect Secure comes up with multiple interfaces. If you take an example of a template “pulsesecure-pcs-3-

nics.zip” provided by Pulse Secure, you notice the following things.

PCS external interface and PCS management interface have both Elastic and Private IP addresses.

Modifying Network Parameters After Deployment

Since Networking Infrastructure is provided by AWS, a PCS admin cannot change Networking configuration after
deployment. Hence, both admin Ul and ssh do not support changing network configuration.
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Controlling the Selection of Internal, External and Management Interfaces

Sample CloudFormation template, provided by Pulse Secure, requests AWS fabric to create three Network
Interfaces. While running this template, AWS fabric creates interfaces named eth0, eth1 and eth2 and attaches
them to PCS Virtual Interface.

So, the question is, among eth0, eth1 and eth2 which network interface will become external, internal or
management interface? Below table answers this question.

Interface Name ‘ PCS Interface

ethO internal interface
eth1 external interface
eth2 management interface

Then, question is how you can control the order of network interfaces named ethQ, eth1 and eth2 created
through CloudFormation template?

The Pulse Connect Secure Virtual Appliance is qualified with internal interface as primary and other two are
secondary. In the following code snippet, three network interfaces get assigned to VM. These three NICs with ID
“nic1”, “nic2" and “nic3" are internally mapped to ‘eth(Q’, ‘eth1’, and ‘eth2’ respectively.

"EC2Instance": {
"Type": "AWS::EC2::Instance",
"Properties": {
"Imageld": {"Ref": "PCSImageAMIId"},
"KeyName": {"Ref": "KeyName"},
"InstanceType": {"Ref": "InstanceType"},
"Networkinterfaces": [
{"Networkinterfaceld": {"Ref": "Eth0"}, "Devicelndex": "0"},
{"Networkinterfaceld": {"Ref": "Eth1"}, "Devicelndex": "1"},
{"Networkinterfaceld": {"Ref": "Eth2"}, "Devicelndex": "2"}

]/
”Tags” c [
{llKeyll: ||Name||,
"Value": {"Fn:Join": [ "-", [ { "Ref": "AWS::StackName" }, "PCSVAWS" 17}
}
1
"UserData": {"Fn::Base64": {"Fn:Join": ["", [{"Ref": "PCSConfigData"}]}}
}
b

PCS converts ethO to int0, eth1 to ext0 and eth2 to mgmt0. This means, the network interface with ID nicT will be
internal interface, nic2 will be external interface and nic3 will be management interface.
The below table depicts this scenario well:

Interface Name ‘ PCS Interface Network ID ‘
ethO internal interface nict
oth] external interface nic2
eth2 management interface nic3
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Decommissioning Pulse Connect Secure

To decommission Pulse Connect Secure, perform the following steps:

1. Select AWS Services > CloudFormation.
2. Click Actions. From the drop-down list displayed, select Delete Stack.

Figure 46: Delete Stack

aw;;' Services ¥  Resource Groups ~ * o
@ CloudFormation ¥  Stacks
Create Stack | ~ JEELYILERS Design template
Filter: Active = Create Change Set For Current Stack
Stack Name Update Stack e Status Description
Change termination protection
yesunilStack 23:04:38 UTC+0550 CREATE_COMPLETE Deploy PCS into a existing VPC
View/Edit template in Designer

Pricing

The cost of running this product is combination of License cost and AWS infrastructure cost. It will be very
difficult to find out AWS infrastructure cost for this product as it may vary with Regions/Country/Time. Hence, we
recommend using "AWS Calculator” which is available online to calculate the cost of running this product.
https://calculator.s3.amazonaws.com/index.html

Here are resources that are created during deployment. Highlighted ones are chargeable in AWS.

Resources Category Chargeable
PCS VM (t2.medium / t2 xlarge / t2.2xlarge) Compute Yes
Virtual Private Cloud with four subnets Networking No
Three NICs named PCSinternalNIC, PCSExternalNIC and Networking No
PCSManagementNIC

Three Elasti Public IPs for internal, external and management Networking Yes
interfaces

Three Security Groups named SGinternal, SGExternal and Networking No
SGManagement

Route table Networking No
PCS IMG file of size 40GB in S3 bucket Storage Yes
PCS Snapshot file of size 40GB in Elastic block store Storage Yes

Limitations

The following list of Pulse Connect Secure features are not supported in this release:

e |P address (private) of the interfaces should not be changed
e |PV6is not supported
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Troubleshooting

Pulse Connect Secure emits booting logs at a specified storage. You can check the storage details of the boot
diagnostic logs as shown below:

1. Select AWS Services > Instances > Launch Instance.
2. From the list displayed, select Instance Settings > Get System Log.

Figure 47: Boot Diagnostics

awg Services v Resource Groups v * [} ycsunil @ pulseqa ¥ N. California ~  Support ~
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The system logs window is displayed.

Figure 48: System Logs
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Frequently Asked Questions

FAQ1: Packets transmitted from PCS Internal Interface are getting dropped by AWS Virtual Gateway in
L3 traffic.

Cause: The packets are dropped because the source IP and MAC address are not matching and the transit
routing is not supported.

Solution:

The following topology shows PCS Virtual Network in AWS Cloud connected to NAT device which in turn is
connected to AWS Virtual Gateway. The AWS Virtual Gateway has the connectivity to Data Center. Here, the
packets received from the PCS Internal interface are source NATed and then sent to the AWS Virtual Gateway.

Figure 49: Topology diagram
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The AWS VPC has four subnets - subnet1 to subnet3 connected to PCS’s Internal, External, and Management
interfaces respectively, and subnet4 connected to NAT device.

Figure 50: Subnets
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Route Tables in AWS for Source NATIng

In the VPC, two route tables are created. The first route table is associated with the three subnets, subnet1 to
subnet 3, that are connected to the PCS's three interfaces.
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Figure 51: Route Table
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Figure 52: Routes
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The second route table is associated with subnet4 that is connected to the NAT device.

Figure 53: Route Table
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Security

This route table has four routes.

10.251.0.0/18 This is the VPC local route which is created by default when the VPC s created.

0.0.0.0 If the packet is destined to the internet, then the packet is routed to internet gateway.

10.170.0.0/23 If the packet is destined to the on-premise network, then the packet is routed to AWS Virtual
Gateway.

172.21.0.0/24 The response packet received from the Data Center will have tunnel IP of End Point as the

destination IP. So, if the packet is destined to the tunnel IP port, the packet is routed to the PCS
Internal interface.

Figure 54: Routes
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Appendix A: Security Group (SG)

AWS has a limitation where virtual machine with multiple network interfaces cannot connect to different Virtual

Private Cloud (VPCs). For example, a VM with two NICs, NIC1 and NIC2, will not be able to connect to VPC1 and
VPC2 respectively.

Figure 55: Virtual Machine with two NICs Connecting to VPC1 and VPC2
-’/ Virtual Machine \

A

\_ J/

AWS supports a virtual machine with multiple NICs to connect to different Subnets under a same Virtual Private

Cloud. For example, a VM with two NICs, NICT and NIC2, can connect to ‘Subnet1’ and 'Subnet2’ where these
subnets exist under a same Virtual Private Cloud respectively.

Figure 56: Virtual Machine with two NICs Connecting to Subnet1 and Subnet2

4 A

Virtual Machine

Virtual Private Cloud

-

AWS provides isolation between different VPCs. But it does not provide the same kind of isolation when it comes
to subnets in the same VPC. For example, consider a VPC has two subnets, Subnet1 and Subnet2. And consider

two VMs, VM-1 and VM-2, which are connected to Subnet1 and Subnet2 respectively. In this scenario VM-1 can
access the resources from VM-2 and vice versa.

/

Figure 57: Virtual Machine VM-1 can Access Resources in VM-2 and Vice Versa

Virtual Private Cloud

Subnet-1

Subnat-2

Vid-1 can access resources in VM-2 and vice versa,
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Application isolation is an important concern in enterprise environments, as enterprise customers seek to
protect various environments from unauthorized or unwanted access. To achieve the traffic isolation between
subnets, go for an option of filtering traffic using “Security Group” provided by AWS.

Figure 58: Traffic Filtering by AWS Support Group

Virtual Private Cloud

Subnet-1 Subnet-2

Pam 1233

Pulse Connect Secure, when provisioned through the CloudFormation template provided by Pulse Secure,
creates four subnets under a virtual private cloud named “PCSVirtualNetwork”. The four Subnets are:

1. PCSInternalSubnet
2. PCSExternalSubnet
3. PCSManagementSubnet
4. PCSTunnelVPNPoolSubnet
Along with above mentioned subnets, create the following three Security Groups (SG) policies:

1. SGExternalSubnet
2. SGInternalSubnet
3. SGManagementSubnet

Figure 59: SG External, Internal and Management Subnets

Virtual Private Cloud

MGMT NIC
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In Security Group (SG) we need to create policies for Inbound and outbound traffic.
1. The list of SG Inbound/Outbound rules created “Stack-PCSVEXtSG” are:

Figure 60: Stack-PCSVEXtSG - Inbound Rules
5g-49208230 | sgssgilStack-PCSvExtSG

Summary Inbound Rules Outbound Rules Tags
Type Protocol PortRange Source Description
HTTP (80) TCP (6) 80 0.0.0.0/0

Customn TCP Rule TCP (6) 11000-11098 0.0.0.00

Customn TCP Rule TCP (6) 6667 0.0.0.0/0
Custom UDP Rule UDP (17) 4500 0.0.0.0/0
HTTPS (443) TCP (6) 443 0.0.0.00
All ICMP - IPv4 ICMP (1)  ALL 0.0.0.0/0

Figure 61: Stack-PCSVEXtSG - Outbound Rules

$g-49208230 |sgssgilStack-PCSvExXtSG
Summary Inbound Rules Outbolund Rules Tags
Type Protocol Port Range Destination Description
ALL Traffic ALL ALL 127.0.0.1/32

2. The list of SG Inbound/Outbound rules created “Stack-PCSvIntSG” are:
Figure 62: Stack-PCSvIntSG - Inbound Rules

5g-5620822f | sgssgilStack-PCSvIntSG
Summary Inbound Rules Outbound Rules Tags
Type Protocol PortRange Source Description
Custom TCP Rule TCP (6) 6667 0.0.0.0/0
All ICMP - IPv4 ICMP (1) ALL 0.0.0.0/0
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Figure 63: Stack-PCSvIntSG - Outbound Rules

$g-5620822f | sgssgilStack-PCSvIntSG
Summary Inbound Rules Outbound Rules Tags
Type Protocol Port Range Destination Description
ALL Traffic ALL ALL 0.0.0.0/0

3. Thelist of SG Inbound/Outbound rules created “Stack-PCSvMgmtSG” are:
Figure 64: Stack-PCSvMgmtSG - Inbound Rules

sg-be2183c7 | sgssgilStack-PCSvMgmtSG
Summary Inbound Rules Outbound Rules Tags
Type Protocol PortRange Source Description

HTTP (80) TCP (6) 80 0.0.0.0/0
Custom TCP Rule TCP (6) 6667 0.0.0.0/0
Custom TCP Rule TCP (6) 830 0.0.0.00
HTTPS (443) TCP (8) 443 0.0.0.00
Al ICMP - IPv4 ICMP (1) ALL 0.0.0.00

Figure 65: Stack-PCSvMgmtSG - Outbound Rules
sg-be2183c7 |sgssgilStack-PCSvMgmtSG

Summary Inbound Rules Outbound Rules Tags

Type Protocol PortRange Destination Description

ALL Traffic ALL ALL 127.0.0.1/32
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Appendix B: Pulse Connect Secure CloudFormation
Template

Pulse Secure provides sample CloudFormation template files to deploy the Pulse Connect Secure Virtual
Appliance on AWS. Users can modify this to make it suitable for their need. Visit https://www.pulsesecure.net
and download the pulsesecure-pcs-3-nics.zip file, and unzip it to get pulsesecure-pcs-3-nics-new-network.json.

This template creates a new PCS with 3 NICs, VPC, four subnets, security group policies attached to PCS internal,
external and management subnets and user-defined routes on the PCS internal subnet to ensure PCS is used as
default gateway for L3 tunnel. All 3 NICs of PCS are configured with dynamic IP configuration and enabled IP
forwarding. Public IPs are attached to the PCS external and management NIC.

The template has following sections:

Parameters This section defines the parameters used for deploying PCS on AWS. It contains parameter
name, its default value and the mouse-over help text that is displayed when mouse is
placed over the parameter in AWS Web portal. The parameters defined here are displayed
in the Custom Deployment page of AWS portal.

Resources This section defines resource types that are deployed or updated in a resource group.

Outputs This section defines the public IP address, private IP address and primary private IP
address returned after successful deployment of PCS on AWS.

Parameters

Key Name: This is the name of the PCS Storage Account where the PCS VA image (.ami file) is stored.

"Parameters" : {

"KeyName™: {

"Type™: "AWS::EC2::KevPair::KevName",

"Default": ™"

"AllowedPattern™ : "[-_ a-zA-Z0-9]*",

"Description™: "Name of an existing EC2 EKeyPair. Your PCS5 will launch with this KeyPair.",
"ConstraintDescription™: "Must be the name of an existing EC2 KeyPair."

PCS Image AMI ID: This is the ID of the uploaded AMI file.

"PCSImageRMIId™ : {
"Type™ : "String”,

"Description™ : "AMI ID of your existing PC5 image™
b

Instance Type: This specifies the size of the instance - t2.medium or t2.large

"InstanceType™: {

"Description™: "Select PCS5 instance type",
"Type": "String",
"Default™: "t2.medium™,

"AllowedValues": [
"£2.medium™,
"tg2.large"
1.
"ConstraintDescription”: "Must be an allowed EC2 instance type."
b
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PCS Config Data: This section contains provisioning parameters that are required during the deployment of a
Virtual Appliance. An XML-based configuration file can be present in another Virtual Machine in AWS cloud or in
the corporate network which is accessible for Pulse Connect Secure through site-to-site VPN between AWS and
the corporate data center.
Pulse Connect Secure accepts the following parameters as provisioning parameters:

e primary-dns

e secondary-dns

e wins-server

e dns-domain

e admin-username

e admin-password

e cCert-common-name

e cert-random-text

e cert-organization

e config-download-url

e config-data

e auth-code-license

e enable-license-server

e accept-license-agreement

e enable-rest

For details about these parameters, see Pulse Connect Secure Provisioning Parameters.

"<pulse-config><primary-dns>8.8.8.8</primary-dns><secondary-dns>8.8.8.9</secondary-dns><wins—server>1.1.1.1</wins-server><dns-domain>psecure .net</dns-d
omain><admin-username>admin<d/admin-username><admin-password>password</admin-passwordr<cert-common-name>val.piecure .net</cert-comon-name><cert-random-t
ext>fdsfpisonysfnms</cert-random-text><cert-organisation>Pgecure
Qrg</cert-organisation><config-download-url></config-download-url><config-data></config-data><auth-code-license></auth-code-license><enable-license-ser
ver>n</enable-license-server><accept-license—agreement>n</accept-license—-agreement><enable-rest>n</enable-rest></pulse-config>"

VPC CIDR: It is a valid CIDR range of the form x.x.x.x/x for entire VPC.

"WPCCIDR": {
"Description™: "CIDR block for entire VPC."™,
"Type™: "String",
"Default™: "10.20.0.0/16",
"RllowedPattern"”:
ne(([0-9]][1-3][0-9]1[0-9]{2}|2[0-4][0-9]|25[0-5])\\.) {3} ([0-9]1|[1-9][0-9]|1[0-9]1{2}|2[0-4][0-8]|25[0-5]) (\\/([0-9]|[1-2][0-2]|3[0-2]))&",
"ConstraintDescription™: "Must be a valid CIDR range of the form x.x.x.x/x."
1.

Internal Subnet CIDR: Subnet from which Pulse Connect Secure Internal Interface needs to lease IP.

"InternalSubnetCIDR": {

"Description™: "PCS internal interface connects to this subnet",

"Type™: "String",

"Default™: "10.20.1.0/24",

"RllowedPattern™:

" (([0-9]1 1 [1-2]1[0-9]11[0-9]142}|2[0-4]1[0-2]1125[0-5]) \\.) {3} ([0-8]11[1-9100-8]111[0-91{2}12[0-41[0-9)125[0-5]) (\\/([0-3]11[1-2][0-2]113[0-21))%&",
"ConatraintDescription™: "CIDR block paramecer must be in the form X.X.X.®Z/X"

External Subnet CIDR: Subnet from which Pulse Connect Secure External Interface needs to lease IP.

"ExternalSubnetCIDR": {

"Description™: "PCS external interface connects to this subnet",

"Type™: "String"™,

"Default™: "10.20.2.0/24",

"kllowedPattern”:

ma | [0-8] | [1-2] [0-9) |1[0-9]{2}|2[0-4] [0-9] |25[0-5])}\\.) {3} ([0-8] | [1-9][0-9)11[0-9]1{2}|2[0-4][0-9)125[0-5]} {\\/([0-9]|[1-2][0-8]|3[0-2]}}%5",
"ConstraintDescription™: "CIDR block parameter must be in the form x.x.x.x/x"
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Management Subnet CIDR: Subnet from which Pulse Connect Secure Management Interface needs to lease IP.

"ManagementSubnetCIDR™: {
"Description™: "PCS management interface connects to this subnet"™,
"Type™: "String",
"Default™: "10.20.3.0/24",
"AllowedPattern™:
ma(([0-9]] [1-9] [0-9]|1[0-9]1{2}[2[0-4][0-9][25[0-5])\\.) {3} ([0-9][[1-9] [0-9] [1[0-3]{2}|2[0-4] [0-9][25[0-5]) (\\/ ([0-9]|[1-2] [0-9]|3[0-2]))§",
"ConstraintDescription™: "CIDR block parameter must be in the form x.x.x.x/x"

iE

Tunnel Subnet CIDR: Subnet which will be configured as Tunnel IP pool in Pulse Connect Secure VPN profile.

"TunnelSubnetCIDR™: {
"Description™: "For L3 VPN connections PCS hands over IP to the clients from this subnet™,
"Type™: "String"™,
"Default™: "10.20.4.0/24",
"BllowedPattern"”:
" (([0-9811[1-91[0-8]111[0-91{2}[2[0-4] [0-2]125[0-51)\\.) {3} ([0-9]11[1-9]1[0-8]1|1[0-8]1{2}12[0-4]1[0-81125[0-51) (\\/([0-91|[1-2][0-9113[0-21))%"
"ConstraintDescription™: "CIDR block parameter must be in the form X.x.X.X/R"
}
Resources
VPC:

"YRCT @ {
"Type" : "AWS::EC2::VPC",

IntSubnet: This block is responsible for creating subnet. The created subnet is applied to PCS Internal interface.

"IntSubnet™ : {
"Type™ : "AWS::ECZ2::Subnet™,

ExtSubnet: This block is responsible for creating subnet. The created subnet is applied to PCS External interface.

"ExtSubnet™ : {
"Type"™ : "AWS::ECZ2::S5ubnet™,

MgmtSubnet: This block is responsible for creating subnet. The created subnet is applied to PCS Management

interface.
"MgmtSubnet™ : {
"Type™ : "AWNS::EC2::Subnet™,

TunnelSubnet: This block is responsible for creating tunnel pool. The created tunnel pool is applied to PCS

Tunnel Pool.

"Tunnel Subnet™ : {
"Type"™ : "AWS::EC2::5ubnet"™,

InternetGateway:
"InternetGateway"™ @ {
"Type™ : "AWS::EC2::InternetGateway",

AttachGateway:

"AttachGateway"™ : {
"Type™ @ "AWS::EC2::VPCGatewayhAttachment™,

PublicSubnetRouteTable:

"PublicS3ubnetRouteTable™ : {
"Type™ : "AWS::EC2::RouteTable",
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PublicSubnetRoute:
"PublicSubnetRoute™ : {
"Type™ : "AWS::ECZ::Route"™,

ExtSubnetRouteTableAssociation:

"ExtSubnetRouteTablelssociation™ : {
"Type™ : "AWS::EC2::S5ubnetRouteTablefssociation™,

MgmtSubnetRouteTableAssociation:

"MgmtSubnetRouteTableAssociation™ @ {
"Type™ : "AWS::ECZ2::S5ubnetRouteTakblefissociation™,
EIP1:
"EIP1™ : {
"Type" : "AWS::EC2::EIP",
EIPAssoc:
"EIPA==ocl™ @ {
"Type™ : "AWS::EC2::EIPAs=sociation™,
EIP2:
"EIFZ"™ : i
"Type™ : "AWS::EC2::EIP",
EIPAssoc2:
"EIPAs=oc2"™ @ {
"Type™ : "AWS::ECZ2::EIPAsscciation™,

PCSvExternalSecurityGroup:

"PCSvExternalSecurityGroup™: {

"Type": "AWS::EC2::SecurityGroup”,

PCSvinternalSecurityGroup:

"PCSvInternalSecurityGroup™: {
"Type": "AWS::ECZ2::SecurityGroup”,

PCSvManagementSecurityGroup:

"PCSvManagementSecurityGroup™: {
"Type™: "AWS::EC2::S5ecurityGroup”,

EC2Instance:

"ECZ2Instance™ : {
"Type™ : "AWS::EC2::Instance”,
EthO:
"EthO™ @ {
"Type™ @ "AWS::ECZ::NetworkInterface",
Eth1:
"Ethl™ : {
"Type™ : "AWS::EC2::NetworkInterface™,
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"Eth2" : {
"Type™

"AWS::EC2: :HetworkInterface™,

Outputs

The Outputs section defines the public IP address, private IP address and primary private IP address that is
displayed on successful deployment of PCS on AWS.

"Outputs" : {

"InstanceId” : {
"alue" : { "Ref" : "EC2Instance" },
"Description™ : "Instance Id of newly created inatance"

b

"Managementiddresa" : {
"Jalue™ : { "Fn::Join"™ : [" ", [ "Public IP address:", { "Ref" : "EIP2" }, "Private IP address:", { "Fn::GetAtt" : ["Eth2", "PrimaryPrivatelphddress"]
1},
"Description™ : "PC3 Management Interface details"”

b

"ExternalAddress" : {
"Yalue™ : { "Fn::Join" : [" ", [ "Public IP address:", { "Ref" : "EIP1" }, "Private IP address:", { "Fn::GetAtt" : ["Ethl", "PrimaryPrivatelpiddress"]
1},
"Description™ : "PCS Extenal Interface details"

I

"InternalAddress"™ : {
"Value" : { "Fn::Join"™ : [" ", [ "Private IP address:", { "Fn::GetAtt"™ : ["EthO", "PrimaryPrivateIplAddresa"] }11}.,
"Description™ : "PCS Internal Interface details™

}

]
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Appendix C: Pulse Connect Secure CloudFormation
Template for an Existing Virtual Private Cloud

Pulse Secure provides sample CloudFormation template files to deploy Pulse Connect Secure Virtual Appliance
on AWS. Users can modify this to make it suitable for their need. Visit https://www.pulsesecure.net and
download the pulsesecure-pcs-3-nics.zip file, and unzip it to get pulsesecure-pcs-3-nics-existing-vpc.json.

This template creates a new PCS with 3 NICs, VPC, four subnets, security group policies attached to PCS internal,
external and management subnets and user-defined routes on the PCS internal subnet to ensure PCS is used as
default gateway for L3 tunnel. All 3 NICs of PCS are configured with dynamic IP configuration and enabled IP
forwarding. Public IPs are attached to the PCS external and management NIC.

The template has following sections:

Parameters This section defines the parameters used for deploying PCS on AWS. It contains parameter
name, its default value and the mouse-over help text that is displayed when mouse is
placed over the parameter in AWS Web portal. The parameters defined here are displayed
in the Custom Deployment page of AWS portal.

Resources This section defines resource types that are deployed or updated in a resource group.

Outputs This section defines the public IP address and FQDN returned after successful deployment
of PCS on AWS.

Parameters

Key Name: This is the name of the PCS Storage Account where the PCS VA image (.ami file) is stored.

"Parameters" : {

"KeyName™: {

"Type™: "AWS::EC2::KevPair::KevName",

"Default": ™"

"AllowedPattern™ : "[-_ a-zA-Z0-9]*",

"Description™: "Name of an existing EC2 EKeyPair. Your PCS5 will launch with this KeyPair.",
"ConstraintDescription™: "Must be the name of an existing EC2 KeyPair."

PCS Image AMI ID: This is the ID of the uploaded AMI file.

"PCSImageRMIId™ : {
"Type™ : "String”,

"Description™ : "AMI ID of your existing PC5 image™
b

Instance Type: This specifies the size of the instance - t2.medium or t2.large

"InstanceType™: {
"Description™: "Select PCS5 instance type",
"Type™: "String”,
"Default™: "t2.medium™,

"AllowedValues": [
"£2.medium™,
"tg2.large"
1.
"ConstraintDescription”: "Must be an allowed EC2 instance type."
b
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PCS Config Data: This section contains provisioning parameters that are required during the deployment of a
Virtual Appliance. An XML-based configuration file can be present in another Virtual Machine in AWS cloud or in
the corporate network which is accessible for Pulse Connect Secure through site-to-site VPN between AWS and
the corporate data center.
Pulse Connect Secure accepts the following parameters as provisioning parameters:

e primary-dns

e secondary-dns

e wins-server

e dns-domain

e admin-username

e admin-password

e cCert-common-name

e cert-random-text

e cert-organization

e config-download-url

e config-data

e auth-code-license

e enable-license-server

e accept-license-agreement

e enable-rest

For details about these parameters, see Pulse Connect Secure Provisioning Parameters.

"<pulse-config><primary-dns>8.8.8.8</primary-dns><secondary-dns>8.8.8.9</secondary-dns><wins—server>1.1.1.1</wins-server><dns-domain>psecure .net</dns-d
omain><admin-username>admin<d/admin-username><admin-password>password</admin-passwordr<cert-common-name>val.piecure .net</cert-comon-name><cert-random-t
ext>fdsfpisonysfnms</cert-random-text><cert-organisation>Pgecure
Qrg</cert-organisation><config-download-url></config-download-url><config-data></config-data><auth-code-license></auth-code-license><enable-license-ser
ver>n</enable-license-server><accept-license—agreement>n</accept-license—-agreement><enable-rest>n</enable-rest></pulse-config>"

VPCID: This is the ID of the existing VPC.

"WpeId" : {
"Type™ : "String”,
"Description™ : "ID of existing VPC"

te

SubnetIntID: This is the ID of the subnet to which PCS Internal interface connects.

"SubnetIntId™ : {
"Type™ : "String”,

"Description™ : "ID of the subnet where PCS5 internal interface connects™

I

SubnetExtld: This is the ID of the subnet to which PCS External interface connects.
"SubnetExtId™ : {

"Type™ : "String™,

"Description" : "ID of the subnet where PCS5 External interface connects"

B

SubnetMgmtld: This is the ID of the subnet to which PCS Management interface connects.

"SubnetMgmtId™ : {
"Type™ : "String"™,
"Description™ : "ID of the subnet where PCS Management interface connects™

}
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Resources
EIP1:
"EIP1™ : {
"Type™ : "AWS::EC2::EIB",
EIPAssoc:
"EIPA==ocl™ @ {
"Type™ : "AWS::EC2::EIPAs=sociation™,
EIP2:
"EIFZ"™ : i
"Type"™ : "AWS::EC2::EIP",
EIPAssoc2:
"EIPAs=oc2"™ @ {
"Type™ : "AWS::ECZ2::EIPAsscciation™,

PCSvExternalSecurityGroup:

"PCSvExternalSecurityGroup™: {

"Type": "AWS::EC2::SecurityGroup”,

PCSvinternalSecurityGroup:

"PCSvInternalSecurityGroup™: {
"Type": "AWS::ECZ2::SecurityGroup”,

PCSvManagementSecurityGroup:

"PCSvManagementSecurityGroup™: {
"Type™: "AWS::EC2::S5ecurityGroup”,

EC2Instance:

"ECZ2Instance™ : {
"Type™ : "AWS::EC2::Instance”,
EthO:
"EthO™ @ {
"Type™ @ "AWS::ECZ::NetworkInterface",
Eth1:
"Ethl™ : {
"Type™ : "AWS::EC2::NetworkInterface™,
Eth2:
"Eth2" @ {
"Type™ : "AWS::EC2::NetworkInterface™,
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The Outputs section defines the public IP address, private IP address and primary private IP address that is
displayed on successful deployment of PCS on AWS.

i

"Cutputa" : {

"InstanceId” : {
"Value" : {
"Description™ :

1

"Value" :
1},
"Description™ :

{ "Fn::

ke
"ExternalAddress"™ :
"Walue" : { "Fn:
1},
"Description™ :
b
"InternalAddress"
"Value" : { "Fn:
"Description™ :

}

"Ref"

"ManagementAddress"

iJoin™ : [™ ", [

"ECZ2Instance" },

"Instance Id of newly created inatance"™

{

Joinm o o[mow,

"PC5 Management Interface details"

{

"PC5 Extenal Interface details"

: {
:Join™ : [ ", [
"PCS Internal Interface details™

[ "Public IP address:",

"Public IF address:"

{ "Ref"™ : "EIP2" }, "Private IP address3:"™, { "Fn::GetAtt"™ : ["Eth2", "PrimaryPrivateIpRddress"]
", { "Ref"™ : "EIP1" }, "Private IP address:", { "Fn::GetAtt"™ : ["Ethl™, "PrimaryPrivateIpAddress"]|
", { "Fn::GetAtt™ : ["EthO", "PrimaryPrivatelpAddress"] }11},

"Private IP address:
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References

AWS documentation: https://aws.amazon.com/documentation/

Requesting Technical Support

Technical product support is available through the Pulse Secure Global Support Center (PSGSCQ). If you have a
support contract, then file a ticket with PSGSC.
e Product warranties—for product warranty information, visit
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