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Introduction

This document describes how to set up Pulse Connect Secure for SP-initiated SAML authentication using the
Microsoft Azure Active Directory as the SAML IdP. It also describes the user experience with Web browser and
Pulse Secure Client access methods.

Prerequisites

Ensure you have the following:
e Administrative access to the Azure Management Portal

= Azure subscription that includes Active Directory
e Pulse Connect Secure appliance running 8.2R1 or later

Configurations

The set up includes the following process steps:

e Microsoft Azure Active Directory Configuration
e Pulse Connect Secure Configuration

Microsoft Azure Active Directory Configuration

This section covers the configurations required on Microsoft Azure AD.
Microsoft Azure AD configurations include:

e Setting Up PCS as Enterprise Application
e Configuring Single Sign-on Settings
e Assigning User to Application

Setting Up PCS as Enterprise Application

Perform the following steps:

1. Loginto the Azure Management Portal.
2. On the Azure Services page, select Azure Active Directory.

Figure 1: Azure Services - Enterprise applications

Azure services

-
b %)
+ » | B @
Create a Azure Active Virtual App Senvices
resource Directory machines

Recent resources

Name

demopcs
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3. On the left pane, select Enterprise applications.
4. In the Enterprise applications page, click New application.

Figure 2: Azure AD - Enterprise applications

Home > Enterprise applications

zz= Enterprise applications | All applications
MEE plise Secure - Azure Active Directory

@ .
= New application Columns [l

COverview
) o Try out the new Enterprise Apps search preview
O overview
A Diagnose and solve problems Application type Applications
| Enterprise Applications ~ | | Any
Manage

f8 Al applications | First 50 shown, to search all of your applications,

i Application proxy Name

{88 User settings m Office 365 Exchange Online

5. Inthe Browse Azure AD Gallery page, search with keyword Pulse Secure, and then select Pulse Secure PCS
from the search result.

Figure 3: Azure AD - Select Pulse Secure Application

Home > Enterprise applications >

Browse Azure AD Gallery (Preview)

Create your own application i} Request new gallery app 7 Got feedback?

o Click here to switch back to the old app gallery experience. =

|/° Pulse Secure| single sign-on : All User Account Management : All

—a Federated 55O (2 Provisioning

Showing 4 of 4 results

Pulse Secure Virtual Pulse Secure PCS
Traffic Mana

- ger Q pulse Secure:
Pulss Securs - ]

Fulse Secure

Q " .
« PulseSecure

)
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6. Inthe window that is displayed, enter a unique name, and click Create.
Figure 4: Azure AD - Create Pulse Secure Application

Pulse Secure PCS X

Logo @ Name * (@D

| Pulse Secure PCS

Q PulseS Publisher (D) Provisioning (@)
ulse ‘ ) T
~ ECUr®" ollse secure Automatic provisioning is not
supported
Single Sign-On Made & URL @

SAML-bazed § ig n-on WWWLpU lsesecure.net

Linked Sign-on

Read our step-by-step Pulse Secure PCS integration tutorial

Pulse Secure PCS provides TLS and mobile VPN solutions that 20,000
enterprises rely on to secure access for 20 million endpoints. Cur
unified client streamlines access whatever the user device.

This completes setting up of enterprise application.
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After successfully configuring the enterprise application, the Getting Started page is displayed.

Perform the following steps:

1. Inthe Getting Started page, select Single sign-on.

Figure 5: Azure AD - Single Sign-on settings

Properties

Name (@)

| Pulse Secure PCS

Application ID @
| 26ab360n-3bef-4b63-9a52-.. I |

ObjectiD @
| 51229004-22d1-42d9-b0ab... ?_-‘

Getting Started

Copy to clipboard

- 1. Assign users and groups —9 2. Set up single sign on gj 3. Provision User Accounts
Provide specific users and groups access Enable users to sign into their application You'll need to create user accounts in
to the applications using their Azure AD credentials the application
Assign users and groups Get started Learn mare

W= 4. Conditional Access C 5. Self service
Secure access to this application with a Enable users to reguest access to the
customizable access policy. application using their Azure AD
Create a policy credentials

Get started
2. Select Single sign-on method as SAML.
Figure 6: Single Sign-on method
Select a single sign-on method  Help me decide
® Disabled G SAML ( Ol Linked
Single sign-on is not enabled. The user Rich and secure authentication to

won't be able to launch the app from
My Apps.

applications using the SAML (Security
Assartion Markup Language) protocol.

Link to an application in the Azure
Active Directory Access Panel and/or
Office 365 application launcher.

3. The Entity ID of Pulse Connect Secure is: https://[FQDN of PCS]/dana-na/auth/saml-endpoint.cgi?p=sp1

oNOTE: SP1 in the above Entity Id indicates that this is the first SAML Service Provider. If there are any existing
SPs, then this number changes. Please check PCS configurations for exact number.

4. Reply URL of Pulse Connect Secure is https://[FQDN of PCS]/dana-na/auth/saml-consumer.cgi
5. Configure Sign on URL as https://[FQDN of PCS]/dana-na/auth/saml-consumer.cgi
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Figure 7: Azure AD - Pulse Connect Secure settings

Set up Single Sign-On with SAML
Read the configuration guide o for help integrating Pulse Secure PCS.
o Basic SAML Configuration 5 ;
& Edi
Identifier (Entity ID) https://pcs1/dana-nafauth/saml-endpoint.cgi?p=sp1
Reply URL {Assertion Consumer Service URL)  https://pecs1/dana-nafauth/saml-consumer.cgi
Sign on URL https://pcs1/dana-nafauth/saml-consumer.cgi
Relay State Optional
Logout Url Optional
e User Attributes & Claims
.&? Edit
givenname user.givenname
surname user.surname
emailaddress user.mail
name user.userprincipalnames
Unigue User ldentifier user.userprincipalnams

6. Select User Identifier from the drop-down list.

ONOTE: User Identifier value is sent as Subject Name in SAML response. Please choose appropriate one of
your choice.

7. Click Metadata XML to download Azure AD IdP metadata. This will be uploaded to Pulse Connect Secure to
retrieve Azure AD SAML IdP configurations.
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Figure 8: Azure AD - User attributes

_.-U Search resources, services, and docs

Microsoft Azure
> Pulse Connect Secure - Single sign-on

Create a resource

All services
< H Save Discard
Getting started « " x

3. User Attributes Learn more

FAVORITES |
MANAGE |
Dashboard b . : Edit the user information sent in the SAML token when user signs in to Pulse Connect Secure.
roperties |
- | User Identifier @ | user.userprincipalname RVl
All resources i Owners |

Wiew and edit all other user attributes

Resource groups A Users and groups

D Ssinglesign-on 4. SAML Signing Certificate Learn more

App Services

2 Provisioning Manage the certificate used by Azure AD to sign SAML tokens issued to Pulse Connect Secure.
Function Apps

i Application proxy App Federation Metadata Url | https://login.microsoftonline.com/cf072052-ae40-496e-bea-6faad E
SQL databases

€ Seff-senvice STATUS  EXPIRATION  THUMBPRINT DOWNLOAD
Azure Cosmos DB

SECURITY |

Virtual machines | Active 8/9/2021 C44B77A45F407ABIZBICS601137AABD53FIZADE0

O Conditional access

Load balancers

. o Create new certificate
4. Permissions

Storage accounts :
Show advanced certificate signing settings Learn more

ACTIVITY
Virtual networks
a Sign-ins * Notification Email @ | admin@pulsesecurecloud.onmicrosoft.com v
Azure Active Directory |
B Auditlogs

Monkoy 5. Pulse Connect Secure Configuration

TROUBLESHOOTING + SUPPORT ; Pulse Connect Secure must be configured to use Azure AD as a SAML identity provider. Click below to view
Advisor | instructions on hew to do this
X Troubleshoot |

@ secu rity Center

New support request

0 Cost Management + Billing

Configure Pulse Connect Secure

Assigning User to Application

1. In the Getting Starting page, select Assign users and groups.

Figure 9: Azure AD - Assign user to application

Properties

Copy to clipboard

Name

Pulse Secure PCS i)
Application 1D ()
26ab360b-3bef-4b63-9352-..

ObjectiD @

51229004-22d1-48d3-boab... [

Getting Started

© 2021

1. Assign users and groups
]

Provide specific users and groups access
to the applications

4. Conditional Access

ifF

Secure access to this application with 2
customizable access policy.

—3 2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials

5 Self service

Enable users to request access to the
plication using their Azure AD
redentials

2] 3. Provision User Accounts

You'll need to create user accounts in
the application
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2. Select the user who needs access to PCS.
3. C(lick Add User.

Figure 10: Azure AD - Add user

= Add user ? Edit 8| Remove _,;:' Update Credentials Columns 7 Got feedback?

o The application will appear on the Access Panel for assigned users, Set 'visible to users? to no in properties to prevent this. =

| F'rst 100 shown, to search all users & groups, enter a display name.

Display Name Object Type Role assigned
D @ Malcolm Stephen User Default Access
D . User11 User Default Access
D . User22 User Default Access
D . User33 User Default Access

4. Microsoft MFA is then set on the user in Azure AD.

multi-factor authentication

users service settings

Before you begin, take a look at the multi-factor auth deployment guide.

View: | Sign-in allowed users :! )3 Multi-Factor Auth status: | Enforced = bulk update

MULTI-FACTOR AUTH
STATUS

DISPLAY NAME =~ USER NAME

Enforced
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Pulse Connect Secure Configuration

This section covers the SAML configurations required to configure PCS as SAML SP. The other basic
configurations like creating Realms and Roles are not covered.

Pulse Connect Secure configuration includes:

e Configuring Azure Active Directory as SAML Metadata Provider
e Configuring SAML Authentication Server

Configuring Azure Active Directory as SAML Metadata Provider

Perform the following steps:

1. Loginto the Pulse Connect Secure admin console.
2. Navigate to System > Configuration > SAML.
3. Click New Metadata Provider.

Figure 11: PCS: SAML Configuration

Configuration
SAML

Licensing Pulse One Security Certificates DMI Agent NCP

User Record Synchronization IKEv2 m Mobile VPN Tunneling

4. Provide a name for the new metadata provider.
5. Select Location as Local.
6. Upload Azure AD metadata file by clicking Browse and selecting the file.

0 NOTE: Azure AD metadata is the XML file that should be downloaded from Azure portal. For details, see the
‘Microsoft Azure AD Configurations’ section above.
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Figure 12: PCS: Azure AD as SAML IdP in PCS

SAML =
New Metadata Provider

Mame: |MS—Azure

Label to reference metadata provider

Metadata Provider Location Configuration

Location of metg

Location: @ Local () Remote Connect Secura

Upload Metadata File: | Choose File | Pulse Secure PCS.xml

Current File: MNone

Metadata Provider Verification Configuration

Accept Unsigned Metadata If checked Connect Secure accepts un
Signing Certificate:

Issued To:

Issued By:

Valid:

Details: ¥ Other Certificate Details

Upload Certificate: Choose File | No file chosen

[] Enable Signing Certificate status checking
(Uses configuration in Trusted Client CAs. This applies

to the certificate configured above as well as the one
comes along with the Metadata.)

7. Select Accept Unsigned Metadata.
8. Select Roles as Identity Provider.
9. Click Save Changes.

Figure 13: PCS: Select Identity Provider role

Metadata Provider Filter Configuration

Roles: Identity Provider [ | Service Provider [] Policy Decision Point

Entity Ids to import:

Save Changes

Save Changes || Cancel |
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Configuring SAML Authentication Server

To create a SAML authentication server:

1. Navigate to Authentication > Auth Servers.
2. Select New: SAML Server and click New Server.

Figure 14: PCS: Authentication server selection

Administrators Users Maintenance Wizards

Authentication Servers

New] SAML Serer g now sover.|

3. Provide Server Name.
4. Select SAML Version as 2.0, and Configuration Mode as Metadata.
5. Select Azure AD Entity Id from the Identity Provider Entity Id drop-down list.

Figure 15: PCS: SAML Server settings

Auth Servers >

New SAML Server

Server Name: | MS-Azure

Settings

* SAML Version: 011 @® 20

* Connect Secure Entity Id: |https:ﬁav.fs.psgec.coma'dana-na."authfsaml—endpoint.( Un
* Configuration Mode: ) Manual @ Metadata Usq
*= Identity Provider Entity Id: |https:."lfsts.windows.netﬁbTa1935-e8‘33-499a-3003—?6111d1 dibes/ V| Un

Identity Provider Single Sign On Service URL: | hitps://login.microsoftonline.com/1b7a19a5-2893-4e9a-800e-76111d1d1beb/saml2 v | FL:C

User Name Template: |

Allowed Clock Skew (minutes):

[J support single Logout If 4

0 NOTE: Azure AD Metadata automatically sets various parameters for the SAML authentication server.

6. Single Logout is an optional setting. If this option is selected, it prompts for a new authentication after
logout. If this option is not selected and you have not closed the browser, you can reconnect without
authentication.

7. Select Requested Authn Context Class as Password, and Comparison Method as exact.

Set the Metadata Validity in terms of number of days.

9. C(lick Save Changes.

0o
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Figure 16: PCS: SSO Method settings

“ S50 Method

Artifact | Response Signing Certificate:

5 Post Issued To:  Microsoft Azure Federated SSO Certificate
Issued By: Microsoft Azure Federated SSO Certificate
Valid: Aug 9 12:46:38 2018 GMT - Aug 9 12:48:37 2021 GMT

Details:  »Other Certificate Details

Select Certificate] Microsoft Azure Faderated SSO Certificate 3

Enable Signing Cartificate status checking
{Uses configuration in Trusted Glient CAs. This applies
1o the certificata CC"‘:guIE"J aboy 5 well as the one
comes along with the SAML responsa.)

Salect Device Certificate for Signing: Not Applicable # Certificate used for signing the Requests initiated by

Select Device Certificata for Encryption: Not Applicable # [Centificate used by the IdP for wrapping encrypticn ki

Select Requested Authn Context Classes to be sent in the AuthReguest:
Avallable: Selected:

InternetProtocol Asd Password
IntarnetProtocolPassword

Karberos

MoblleOneFactorUnragistered
MaoblleTwoFactorUnregisterad

Comparison Method for Authentication Classes: exact

% Sarvice Provider Metadata Settings

ata for tha SAML Auth Sarser should be refreshad by

Metadata Validity: | 10 days 1 -9999. Specifies the time in days after which mat

Do Not Publish Connect Secure Matadataprayvents the Matadata for the SAML Auth Server to be published at the location specified by the Connect Secur

¥ User Record Synchronization

Save Changes

* indicates required fiald
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End-User Flow

Access through Browser (SP Initiated SSO)

1. Open web browser and access Pulse Connect Secure URL (Example: https://vpn.pulsesecure.net)
It automatically redirects to Microsoft login page.

2. Provide Email Id.

When prompted for password, provide password.

4. Click Sign In.
After successful authentication, user gets redirected to Pulse Connect Secure portal giving access to
corporate resources.

w

Troubleshooting

For any issues with Pulse Connect Secure, submit a request with Pulse Secure support team and provide
following PCS logs:
e Navigate to System > Log/Monitoring. Click Save All Logs and save the logs.
e Provide server debug logs with event codes “saml, auth, soap, dsdash, cloudsecure” at level 50.
e Provide Policy tracing for the specific user session with proper realm.
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References

Microsoft Azure documentation: https://docs.microsoft.com/en-us/azure/

Requesting Technical Support

Technical product support is available through the Pulse Secure Global Support Center (PSGSQ). If you have a
support contract, then file a ticket with PSGSC.

e Product warranties—for product warranty information, visit
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