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About This Guide

. Objective

. Audience

. Document Conventions

. Documentation

. Obtaining Documentation

. Documentation Feedback

. Requesting Technical Support

Objective

This guide describes basic configuration procedures for Pulse Connect Secure. This document was formerly titled Pulse
Connect Secure Administration Guide. This document is now part of the Pulse Secure documentation set.

Audience

This guide is designed for network administrators who are configuring and maintaining a Pulse Connect Secure device. To
use this guide, you need a broad understanding of networks in general and the Internet in particular, networking principles,
and network configuration. Any detailed discussion of these concepts is beyond the scope of this guide.

Document Conventions

Table 2 defines notice icons used in this guide.

Table 2: Notice Icons

Icon Meaning Description
ﬂ Informational note  Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
= Warning Alerts you to the risk of personal injury or death.
% Laser warning Alerts you to the risk of personal injury from a laser.
O Tip Indicates helpful information.

© 2020 by Pulse Secure, LLC. All rights reserved XXXIV



About This Guide

Icon Meaning Description

Best practice Alerts you to a recommended use or implementation.

Documentation

For a list of related Connect Secure documentation, see http://www.pulsesecure.net/support. If the information in the latest
Release Notes differs from the information in the documentation, follow the Release Notes.

Obtaining Documentation

To obtain the most current version of all Pulse Secure technical documentation, see the products documentation page at
https://www.pulsesecure.net/techpubs.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can improve the documentation. You can
provide feedback by using either of the following methods:

. Document name
. Page number
. Software release version

Requesting Technical Support

Technical product support is available through the Pulse Secure Global Support Center (PSGSC). If you have a support
contract, then file a ticket with PSGSC.

. Product warranties—For product warranty information, visit https://www.pulsesecure.net.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Pulse Secure, LLC has designed an online self-service portal called the Customer
Support Center (CSC) that provides you with the following features:

. Find CSC offerings: https://www.pulsesecure.net/support

. Search for known bugs: https://www.pulsesecure.net/support

. Find product documentation: https://www.pulsesecure.net/techpubs

. Find solutions and answer questions using our Knowledge Base: https://www.pulsesecure.net/support

. Download the latest versions of software and review release notes: https://www.pulsesecure.net/support

. Search technical bulletins for relevant hardware and software notifications: https://www.pulsesecure.net/support

. Join and participate in the Pulse Secure, LLC Community Forum: https://www.pulsesecure.net/support

. Open a case online in the CSC Case Management tool: https://www.pulsesecure.net/support
To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:
https://www.pulsesecure.net/support

Opening a Case with PSGSC

You can open a case with PSGSC on the Web or by telephone.
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. Use the Case Management tool in the PSGSC at https://www.pulsesecure.net/support.
. Call 1-844 751 7629 (Toll Free, US).
For international or direct-dial options in countries without toll-free numbers, see https://www.pulsesecure.net/support.
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CHAPTER 1 Introduction

«  About the Pulse Connect Secure Administration Guide
. Scope

. Pulse Connect Secure Documentation and Resources
. Key Terms and Concepts

. Pulse Connect Secure Overview

. Using Pulse Connect Secure for Securing Traffic

. Authenticating Users with Existing Servers

. Using Pulse Connect Host Checker to Protect from Threats
. Configuring Pulse Connect Secure

. Introducing Pulse Secure Client

. Introducing Software Defined Perimeter

About the Pulse Connect Secure Administration Guide

This guide is designed for network administrators to configure and maintain a Pulse Connect Secure device. To use this
guide, you need a broad understanding of networks in general and the Internet in particular, networking principles, and
network configuration.

Scope

The Pulse Connect Secure Administrator Guide provides detailed information on configuring, authenticating, securing,
managing, and troubleshooting Pulse Connect Secure and Pulse Client in your environment. Before you configure your
environment, it is mandatory to walk through the Getting Started Guide and License Management Guide.

Pulse Connect Secure Documentation and Resources

The Pulse Connect Secure documentation set includes multiple separate deliverables for web HTML and pdf format. The
following publications are available from Pulse Secure Techpubs site.

e PCS Getting Started Guide: Introduces you to use the Pulse Connect Secure fundamentals to enable you to set
up and customize the Pulse Secure environment.

e Pulse Secure Desktop Client Administration Guide: Provides information on setting up and administering Pulse
Desktop Clients in your environment.

e PCS/PPS License Management Guide: Provides information on how to use the license manager running on the
server depending on the platform. Download the PCS License Management Guide (PDF) here.

Key Terms and Concepts

Glossary Description

Acronyms

AAA Server AAA is expanded as Authentication, Authorization, and Accounting. AAA Server is a server
program which provides any of the AAA services, viz, Authentication, Authorization or Accounting.

Access Refers to the level and the extent of a service’s functionality or data that a user is entitled to use.

CIE Content Intermediation Engine. An advanced parser and rewriter that retrieves Web-based content

from internal Web servers and changes URL references and Java socket calls.

Cipher Cipher is an algorithm for performing encryption or decryption. It is a series of well-defined steps
that can be followed as a procedure.
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Compression

A method that is followed by the PCS to improve the performance by compressing common types
of Web and file data such as HTML files, Word documents, and images

Digital Certificates

Digital Certificates are issued by Certificate Authority (CA). A digital certificate validates the
ownership of a public key with subject name in the certificate.

DMI Device Management Interface is an XML-RPC based protocol that is used to manage Pulse
Connect Secure devices.

HMAC Key Hash Message Authentication Code is a specific type of message authentication code (MAC)
hashed to identify individual devices to the application.

Host Checker Host Checker is an endpoint security-based feature, which performs security and system integrity
checks that pre-qualify endpoints before allowing access to the network’s resources.

IDPS Intrusion detection and prevention sensor monitors networks to detect suspicious and anomalous
network traffic based on specific rules defined in IDP rule bases.

IF-MAP Interface for Metadata Access Point is a protocol defined by the Trusted Network Connect Working
Group (TNC-WG) as a standard interface between different network elements and devices.

Localization The multi-language support provided by the PCS for file encoding, end-user interface display, and

customized sign-in and system pages

Non-broadcast
SSID

Non-broadcast Service Set Identifier prevents unauthorized users from being able to detect the
wireless network from their wireless clients.

Realm Specifies the authentication and authorization mechanisms (including Host Checker policies)
associated with a given sign-in URL.

Roles Specifies the user privileges and access mechanism based on the information returned by the
realm's directory or the user’s name.

Sign-In Policy Sign-in policies define the URLs that users and administrators use to access the device and the
sign-in pages.

SMS System Management Server provides automatic updates to non-compliant software.

Pulse Connect Secure Overview

Pulse Connect Secure gives employees, partners and customers secure and controlled access to corporate data and
applications. The applications include file servers, web servers, native messaging, and hosted servers outside your trusted

network.

The organization home page can be accessed by employees, partners and customers through a web browser with SSL
support and an Internet connection. The page allows the users to:

e  Securely browse web or file servers

e Use HTML-enabled enterprise applications

e  Start the client/server application proxy

e  Begin a Windows, Citrix, or Telnet/SSH terminal session
e  Access corporate e-mail servers

e  Start a secured Layer 3 tunnel

e  Schedule or attend a secure online meeting

How Pulse Connect Secure Works

Pulse Connect Secure authorizes the resources that are accessed by users through an extranet session hosted by the
appliance. Pulse Connect Secure intermediates the data that flows between external users and the company’s internal
resources to provide robust security. The following diagram is an example of Pulse Connect Secure within a LAN

environment.
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Figure 1: Pulse Connect Secure Working Within a LAN
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During the process of intermediation, the PCS receives secure requests from the external, authenticated users and makes
the request to the internal resources on behalf of the users. By intermediating, the need to deploy extranet toolkits in
traditional demilitarized zones (DMZ) or provision a remote access VPN for employees is eliminated.

Related Documentation
. Pulse Connect Secure Benefits
. Pulse Connect Secure Overview

Pulse Connect Secure Benefits

Pulse Connect Secure offers high standard configurable solutions. Pulse Connect Secure:

Intermediates access to multiple types of applications and resources. These include web-based enterprise
applications, Java applications, file shares, terminal hosts, and other client/server applications such as Microsoft
Outlook, Lotus Notes, the Citrix XenApp and Smart Phones. Additionally, administrators can provision an access
method that allows full Layer 3 connectivity, which provides the same level of access that a user would get if they
were on the corporate LAN.

Fine-tunes the user access to the appliance, resource types, or individual resources based on factors such as
group membership, source IP address, certificate attributes, and endpoint security status. For example, you can
use the dual-factor authentication and client-side digital certificates to authenticate users and use LDAP group
membership to authorize users to access individual applications.

Assesses the security status of your users’ computers by checking for endpoint defense tools such as current
antivirus software, firewalls, and security patches. You can then allow or deny users access to the appliance,
resource types, or individual resources based on the computer’s security status.

Acts as a secure application Layer gateway intermediating all requests between the public Internet and internal
corporate resources. All requests that enter the PCS are encrypted by the end user's browser using SSL/TLS.
Because the PCS provides a robust security layer between the public Internet and internal resources,
administrators do not need to constantly manage security policies and patch security vulnerabilities for numerous
different applications and web servers deployed in the public-facing DMZ.

Related Documentation
. Pulse Connect Secure Overview
. How Pulse Connect Secure Works
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Using Pulse Connect Secure for Securing Traffic

Pulse Connect Secure provides secure access to different types of applications, servers and other resources through its
remote access mechanism. Simply select both the resources you want to secure and the appropriate access mechanism.

As an example, if you want secure access to Microsoft Outlook, you can use the Secure Application Manager (SAM). The
Secure Application Manager intermediates traffic to the client/server applications including Microsoft Outlook, Lotus Notes,
and Citrix. Otherwise, if you want to secure access to your company Intranet websites, you can use the web rewriting
feature. This feature uses the PCS’s Content Intermediation Engine to intermediate traffic to web-based applications and
web pages.

Related Documentation

. Intermediating Traffic Types

Intermediating Traffic Types

The remote access mechanism is integrated with the PCS to intermediate the following types of traffic, the application and
the resources that it handles.

e Web applications and web pages: Use the web rewriting feature to intermediate web page type of content. The
web rewriting feature includes templates that enables you to easily configure access to applications such as Citrix,
OWA, Lotus iNotes, and SharePoint. In addition, you can use the web rewriting custom configuration option to
intermediate traffic from a wide variety of additional web-based applications, web pages, and custom-built web
applications.

e Web applications using Java applets: Use the hosted Java applets feature to intermediate this type of content.
This feature enables the user to host Java applets and the HTML pages that they reference directly on Pulse
Connect Secure rather than maintaining a separate Java server.

e File servers and directories using file traffic: Uses the file rewriting feature to intermediate and dynamically
“webify” access to file shares. The file rewriting feature enables you to secure traffic to a variety of Windows and
UNIX based servers, directories, and file shares.

e Client/server applications: Use the Secure Application Manager (SAM) feature to intermediate this type of
content. SAM comes in two varieties (Windows and Java versions, or WSAM and JSAM). The WSAM and JSAM
features include templates that enable you to easily configure access to applications such as Lotus Notes,
Microsoft Outlook, NetBIOS file browsing, and Citrix. In addition, you can use the WSAM and JSAM custom
configuration options to intermediate traffic from a wide variety of additional client/server applications and
destination networks.

e Telnet and SSH terminal emulation sessions: Use the Telnet/SSH feature to intermediate this type of content.
This feature enables you to easily configure access to a variety of networked devices that utilize terminal sessions
including UNIX servers, networking devices, and other legacy applications.

e Windows Terminal Servers and Citrix server terminal emulation sessions: Use the Terminal Services feature
to intermediate this type of content. This feature enables you to easily configure access to Windows Terminal
Servers, Citrix XenApp and StoreFront servers. You can also use this feature to deliver the terminal services
clients directly from the PCS, eliminating the need to use another web server to host the clients.

e All network traffic: Use the VPN Tunneling feature to create a secure, Layer 3 tunnel over the SSL connection,
allowing access to any type of application available on the corporate network. This feature easily connects remote
users into your network by tunneling network traffic over port 443, enabling the users with complete access to all
network resources without configuring access to individual servers, applications, and resources. Layer 3 VPN
tunnels can be initiated using the integrated Network Connect client and the Pulse Secure desktop and mobile
clients.

Related Documentation
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«  Using Pulse Connect Secure for Securing Traffic

Authenticating Users with Existing Servers

You can easily configure Pulse Connect Secure to use your company’s existing servers to authenticate your end users.
Users need not create a new username and password to access the device.

The PCS supports integration with LDAP, RADIUS, NIS, Windows NT Domain, Active Directory, CA Site Minder, SAML, and
RSA ACE/Servers.

Alternatively, if you do not want to use one of these standard servers, you can store usernames and credentials directly on
the PCS and use it as an authentication server. In addition, you can choose to authenticate users based on attributes
contained in authentication assertions generated by SAML authorities or client-side certificates.

Also, if you do not want your users to sign into the device, you can use the anonymous authentication server, which allows
users to access the device without providing a username or password.

o NOTE: Pulse Secure Mobile client supports only one case of dual-factor authentication, in which the client certificate is
the primary, while the local authorization is the secondary.

Related Documentation
. Using Client-side Authorization to Control Access
. Integration between Pulse Connect Secure and the Resources It Intermediates

Using Client-side Authorization to Control Access

In addition to using authentication servers to control access to Pulse Connect Secure, you can control access to the PCS
and the resources it intermediates using a variety of additional client-side checks. Pulse Connect Secure enables you to
create a multilayered approach to protect itself and your resources by doing the following:

1. As afirst step, perform pre-authentication checks that control user access to the PCS’s sign-in page. For example, you
might configure the PCS to check whether or not the user’s computer is running a particular version of Norton Antivirus.
In the event it is not running, you can determine that the user's computer is unsecure and disable access to the PCS’s
sign-in page until the user has updated the computer’s antivirus software.

2. After the user has successfully accessed the PCS'’s sign-in page, realm-level checks are performed to determine
whether the PCS’s end-user home page is accessed. The most common realm-level check is performed by an
authentication server. The server determines whether the user enters a valid username and password. You can
perform other types of realm-level checks such as checking if the user’s IP address is in your network or that the user is
using the web browser type that you have specified.

3. If the user does not get through the realm-level checks that are specified, the user is not allowed to sign in, or a
“stripped down” version of the home page is displayed. Generally, this stripped-down version contains significantly less
functionality than what is available to your standard users because the user has not passed all the authentication
criteria. The PCS provides extremely flexible policy definitions, enabling you to dynamically alter end-user resource
access based on corporate security policies.

4. After the PCS successfully assigns a user to a realm, the appliance maps the user to a role based on your selection
criteria. A role specifies which access mechanisms a selected group of users can access. It also controls session and
Ul options for that group of users. You can use a wide variety of criteria to map users to roles. For example, you can
map users to different roles based on endpoint security checks or attributes obtained from an LDAP server or client-
side certificate.

5. In most cases, a user’s role assignments control which individual resources the user can access. For example, you
might configure access to your company’s Intranet page using a web resource profile and then specify that all members
of the Employees role can access that resource.

6. However, you can choose to further fine-tune access to individual resources. For example, you may enable members
having the Employees role to access your company’s Intranet (as described earlier), also add a resource policy detailed
rule that requires users to meet additional criteria to access the resource. An additional example would be, you may
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require users to be members of the employees’ role and to sign into the device during business hours to access your
company Intranet.

Related Documentation
. Integration between Pulse Connect Secure and the Resources It Intermediates

Integration between Pulse Connect Secure and the Resources It Intermediates

In a typical configuration, you can add bookmarks directly to the PCSs end-user home page. The bookmarks that you add
are links to the resources that you configure the PCS to intermediate. Adding these bookmarks enables the users to sign
into the Pulse Connect Secure and find a consolidated list of resources available for them. Within this typical configuration,
you can streamline the integration between the PCS and the intermediated resources by enabling single sign-on (SSO).
SSO is a process that allows pre-authenticated users to access other applications or resources that are protected by
another access management system without having to re-enter their credentials. During system configuration, you can
enable SSO by specifying user credentials that you want the PCS to pass to the intermediated resources. Alternatively, if
you do not want to centralize user resources on the PCS’s end-user home page, you can create links to the intermediated
resources from another web page.

To cite an example, you can configure bookmarks on Pulse Connect Secure, and then add links to those bookmarks from
your company’s Intranet. Your users can then sign into your company’s Intranet and click the links there to access the
intermediated resources without going through the PCS’s home page. As with standard Pulse Connect Secure bookmarks,
you can enable SSO for these external links.

Related Documentation
. Using Client-side Authorization to Control Access

Using Pulse Connect Host Checker to Protect from Threats

The Host Checker feature in Pulse Connect Secure protects the PCS against viruses, attacks, and other security concerns.
Host Checker performs security checks on the clients that connect to the device.

Host Checker can:

e  Verify if the end-user system contains up-to-date antivirus software, firewalls, critical software hotfixes, and other
applications that protect your users’ computers.

e Enable or deny users’ access to the PCS’s sign-in pages, realms, roles, and resources based on the results that
Host Checker returns. Alternatively, you can display the recovery instructions to users, so they can bring their
computers into compliance.

e  Secure your network from hostile outside intrusion by integrating your device with a Juniper Networks Intrusion
Detection and Prevention (IDP) sensor. You can use IDP devices to detect and block most network worms based
on software vulnerabilities, non-file-based Trojan horses, the effects of Spyware, Adware, and Key Loggers, many
types of malware, and zero-day attacks with anomaly detection.

Related Documentation

. Providing Redundancy in the Pulse Connect Secure Environment
Providing Redundancy in the Pulse Connect Secure Environment
The Clustering feature in Pulse Connect Secure ensures redundancy in your environment. With this feature you can:

e Deploy two or more appliances as a cluster, ensuring no user downtime in the rare event of failure and stateful
peering that synchronizes user settings, PCS settings, and user session data.

e  Support active/passive or active/active configurations across a LAN.
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o In Active/Passive mode, one device actively serves user requests while the other device runs passively in
the background to synchronize state data. If the active device goes offline, the passive device
automatically starts servicing user requests.

o Inactive/active mode, all the machines in the cluster actively handle user requests sent by an external
load balancer. The load balancer hosts the cluster VIP and routes user requests to a device defined in its
cluster group based on source-IP routing. If a device goes offline, the load balancer adjusts the load on
the other active device.

o NOTE: In a well-connected campus network, where the connectivity is more LAN-like than WAN-like, the Pulse
Connect Secure can be clustered in separate buildings.

Related Documentation

. Providing Redundancy in the Pulse Connect Secure Environment

. Customizing the Interface to Match a Company’s Look-and-Feel

. Supporting Users on Different Devices to Access Pulse Connect Secure
. Providing Secure Access for International Users

. Network and Security Manager and Pulse Connect Secure

Customizing the Interface to Match a Company’s Look-and-Feel

Pulse Connect Secure enables you to customize a variety of elements in the end-user interface.
You can use the customization features to:

e Update the look-and-feel of the PCS’s end-user console, so it will resemble one of your company’s standard web
pages or applications.

¢  Modify the headers, background colors, and logos that display in the sign-in page and end-user console to match
your company’s style.

e  Order the bookmark display at the end user help system.

e Display the end-user home page to users (either in standard or customized form), and then choose to redirect
users to a different page (such as your company’s Intranet) when users first sign into the PCS console. On
choosing to use this option, you may want to add links to your PCS’s bookmarks on the new page.

e  Configure custom sign-in pages through the PCS’s admin console. The custom sign-in pages feature does not limit
the number of customizations you can make to your pages. Using this feature, you can use an HTML editor to
develop a sign-in page that exactly matches your specifications.

Related Documentation

«  Providing Redundancy in the Pulse Connect Secure Environment

«  Supporting Users on Different Devices to Access Pulse Connect Secure
«  Providing Secure Access for International Users

. Network and Security Manager and Pulse Connect Secure

Supporting Users on Different Devices to Access Pulse Connect Secure

Pulse Connect Secure is accessed from standard workstations and kiosks running on Windows, Mac OSX, and Linux
operating systems. End users can also access the PCS from connected Smart Phones and Tablets.

When a user connects from a Smart Phone or a Tablet, the PCS determines which pages and functionality to display based
on settings that you configure.

For more information about specifying which pages get displayed on different devices, see the Pulse Connect Secure
supported platforms document available on the Pulse Secure, LLC Technical Publication web site.

Related Documentation
. Providing Redundancy in the Pulse Connect Secure Environment
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. Customizing the Interface to Match a Company’s Look-and-Feel
«  Providing Secure Access for International Users
«  Network and Security Manager and Pulse Connect Secure

Providing Secure Access for International Users

Pulse Connect Secure supports localization to include English (US), French, German, Spanish, Simplified Chinese,
Traditional Chinese, Japanese, and Korean. When users sign into the device, it automatically detects the correct language
to display based on the web browser setting. Alternatively, you can use end-user localization and custom sign-in page
options to manually specify the language that you want to display to your end users.

Related Documentation

. Providing Redundancy in the Pulse Connect Secure Environment

. Customizing the Interface to Match a Company’s Look-and-Feel

. Supporting Users on Different Devices to Access Pulse Connect Secure
«  Network and Security Manager and Pulse Connect Secure

Configuring Pulse Connect Secure

The following basic steps need to be completed to enable users to start using Pulse Connect Secure.

1. Pluginthe Pulse Connect Secure device and connect it to your network. Configure the initial system and
network settings (see the PSA Series Hardware Guide for more information).

2. When you first sign into the admin console, an initial configuration task guide display, to walk you through the
upgrade and installation of product licenses process. To view the configuration task guide, click Guidance in
the upper right corner of the admin console.

3. Set the system date and time, upgrade to the latest service package, and install your product licenses.

4. Followed by the installation of product licenses, use the following steps to set up your access management
framework to enable users to authenticate and access resources.

o NOTE: Create a test scenario to familiarize yourself with the process (see Creating a Test Scenario to Learn

Concepts and Best Practices for more information).

5. Define an authentication server that verifies user names and passwords.

6. Create the user roles that enable access mechanisms, session options, and Ul options for user groups.

7. Create a user authentication realm that specifies the conditions that users must meet to sign into the device.

8. Define a sign-in policy that specifies the URL that users must access to sign into the device and the page that
they see when they sign in.

9. Create resource profiles that control access to resources, specify which user roles can access them, and
include bookmarks that link to the resources.

After completing the basic steps, your system is ready for use. You can start using it as it is or configure additional advanced
features such as endpoint defense and clustering.

Related Documentation

. Configuring Pulse Connect Secure for the Initial DMI Connection

Introducing the Pulse Secure Clients

The Pulse Connect Secure gateway is the server component of a larger client-server solution. Pulse Secure, LLC allows
many different clients to provide an array of secure-connectivity services to end users. In general, Pulse Secure clients can
be divided into three groups:

1. Desktop clients
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2. Mobile clients
3. Integrated clients

Each of these clients are described below:
Desktop Clients

Pulse Secure desktop clients are fully-featured secure-connectivity clients that can be deployed either directly from the
Pulse Connect Secure gateway or via other third-party software distribution mechanisms (e.g., SMS). The Pulse Secure
desktop clients support Windows and Mac OSX.

The Windows desktop client provides VPN, Host Checker, and Layer-2 (NAC) functionality, whereas the OSX desktop client
provides VPN and Host Checker functionality. The Pulse Secure desktop clients can be downloaded from
my.pulsesecure.net without having to download the Pulse Connect Secure gateway packages. Refer to the Pulse Desktop
Clients documentation for details on desktop clients.

Mobile Clients

Pulse Secure mobile clients differ from the desktop clients in that they are made available through App Stores (rather than
hosted on the Pulse Connect Secure gateway). Pulse Secure offers mobile clients for iOS, Android, Google Chrome OS,
and Windows (the Windows mobile client is also called the “Universal App”).

Mobile clients are designed to be lightweight and work tightly within the “sandboxes” provided by the mobile operating
systems. The exact functionality of each mobile client varies according to the operating system, so, refer to the Pulse Mobile
Client documentation for details on the capability of each mobile client.

Integrated Clients

There are many clients that are integrated directly into the Pulse Connect Secure gateway. They are deployed by the PCS
gateway and cannot be acquired independently from the PCS gateway. For the most part, these integrated clients are
accessed by end users via a web browser connected to the PCS gateway.

These integrated clients include Network Connect, Pulse Collaboration (Secure Meeting), and WSAM/JSAM (Secure Access
Manager). The deployment and operation of these integrated clients are described in this PCS Administration Guide.

Related Documentation

. Pulse Connect Secure Overview

«  Using Pulse Connect Secure for Securing Traffic

« Authenticating Users with Existing Servers

. Using Pulse Connect Host Checker to Protect from Threats

. Configuring Pulse Connect Secure

. Configuring Pulse Connect Secure for the Initial DMI Connection
. Introducing Pulse Secure Client

Introducing Software Defined Perimeter

Traditional network-based security (Network Defined Perimeter) architectures use firewalls on the network perimeter to limit
access to public IP addresses. This exposes the network to a variety of network-based attacks.

Connectivity in a Software Defined Perimeter (SDP) system is based on a need-to-know model, in which mobile devices are
verified and authorized before access to application infrastructure is granted. Application infrastructure cannot be detected
remotely, and has no visible DNS information or exposed IP addresses. This protects networked resources from many
common network-based attacks.
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Pulse Secure SDP uses PCS appliances which individually act as either an SDP controller or an SDP gateway. Mobile users
of the Pulse Secure Client perform authentication on an SDP controller which runs an Authentication, Authorization and
Accounting (AAA) Service. The SDP controller then enables direct communication between the user and the SDP gateways
that protect the user’s authorized resources and enables requested encryption. This does not require the general exposure
of public IP addresses. It also separates the control plane and the data plane.

Pulse Secure SDP supports a number of network topologies and can include both cloud-based and data center-based
resources. For example:

Figure 2: Software Defined Perimeter Topology
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o NOTE: For full details of the installation and configuration of SDP, see the Software Defined Perimeter documentation.
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CHAPTER 2 User Verification and Key
Concepts

User verification is the process that is supported to identifying a user, authorize and then determine whether a user can take
specific actions. The following sections describe the concept and steps behind how user role, sign-in policy and
authentication work in Pulse Connect Secure.

Verifying User Accessibility

Before you access your device, you need to create a user account in the system authentication server for verifying the user
accessibility. After creating the account through the admin console, sign in as the user on the user sign-in page.

To verify user accessibility:

1. From the admin console, choose Authentication > Auth. Servers.

2. Select the System Local link.

3. Select the Users tab.

4. Click New.

5. Type testuserl as the username and enter a password, and then click Save Changes. The testuserl account is now
created.

6. Use another browser window to enter the machine’s URL to access the user sign-in page. The URL is in the format:

https://a.b.c.d, where a.b.c.d is the machine IP address you entered in the serial console when you initially configured
your device.

7. Click Yes when prompted with the security alert to proceed without a signed certificate. The user sign-in page appears,
indicating that you have successfully connected to your device.

8. Enter the username and password you created for the user account and then click Sign In to access the home page for
users.

9. Enter the URL to an internal web server in the Address box and click Browse. The PCS opens the web page in the
same browser window, so to return to the PCS home page, click the center button on the toolbar that appears on the
target web page.

10. Enter the URL to your external corporate site on the PCS home page, and click Browse. A web page opens in the
same browser window, so use the button on the toolbar to return to the PCS home page.

11. Click Browsing > Windows Files on the PCS home page to browse through available Windows file shares or
Browsing > UNIX/NFS Files to browse through available UNIX/NFS file shares.

Creating a Test Scenario to Learn Concepts and Best Practices

The PCS provides a flexible access management system that makes it easy to customize a user’s remote access
experience with roles, resource policies, authentication servers, authentication realms, and sign-in policies.

To enable you to quickly begin working with these entities, your device ships with PCS defaults for each entity that you will
work with. You can create each access management entity by performing the following tasks:

. Defining a user role

. Defining a resource policy

. Defining an authentication server
. Defining an authentication realm
. Defining a sign-in policy

The PCS supports two types of users:

e Administrators—An administrator is a person who may view or modify PCS’s configuration settings. You create
the first administrator account through the serial console.
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e Users—A user is a person who uses the PCS to gain access to corporate resources as configured by an
administrator.

Defining a User Role

Your device is preconfigured with one user role called “Users.” This predefined role enables the web and file browsing
access features, enabling any user mapped to the Users role to access the Internet, corporate web servers, and any
available Windows and UNIX NFS file servers.

You can view this role on the User Roles page after you enable an access feature for a role, configure the appropriate
corresponding options that are accessible from the access feature’s configuration tab.

To define a user role:

1. Inthe admin console, choose Users > User Roles.
2. Click New Role.
3. Enter Test Role in the Name box and then click Save Changes.
Wait for the PCS to display the Test Role page with the General tab and Overview link selected.
4. Select the Web check box under Access features and then click Save Changes.
5. Select Web > Options.
6. Select User can type URLs in the IVE browse bar check box, and then click Save Changes.

After completing these steps, you have defined a user role. When you create resource profiles, you can apply them to this
role. You can also map users to this role through role mapping rules defined for an authentication realm.

To quickly create a user role that enables web and file browsing, duplicate the Users role, and then enable additional access
features as desired.

Defining a Resource Profile

A resource profile is a set of configuration options that contain all the resource policies, role assignments, and end-user
bookmarks required to provide access to an individual resource.

Within a resource profile, a resource policy specifies the resources to which the policy applies (such as URLSs, servers, and
files) and whether the PCS grants access to a resource or performs an action. Note that the PCS is preconfigured with two
types of resource policies:

Web Access—The predefined web Access resource policy, Initial Policy for Local Resources, allows access only to hosts
belonging to domains within the secured network.

o NOTE: From 9.1R3 release, for a fresh installation, this predefined “Initial Policy for Local Resources” policy is in
“Deny” state by default.

o NOTE: From 8.3R1 onwards, to allow access to IPv6 hosts belonging to domains within the secured network, add the
[fd0O0::/8]:*/* resource to the predefined Web Access resource policy, if not present already.

Windows Access—The predefined Windows Access resource policy enables all users mapped to the Users role to access
all corporate Windows file servers. By default, this resource policy applies to the Users role.

o NOTE: From 9.1R3 release, for a fresh installation, this predefined “Initial File Browsing Policy” is in “Deny” state by
default.
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6 NOTE: Delete the Windows Access resource policies if you are concerned about users having access to all your web
and file content.

To define a resource profile:

1. Inthe admin console, choose Users > Resource Profiles > Web.
2. Click New Profile.
The Web Applications Resource Profile page appears.
3. Fillin the following information:
1. Inthe Type box, keep the default option (Custom).
2. In the Name box, type Test Web Access.
3. Inthe Base URL box, type http://www.google.com
4. Under Autopolicy: Web Access Control, select the check box next to the default policy
(http://www.google.com:80/*) and choose Delete.
5. In Resource box, type http://www.google.com, select Deny from the Action list, and click Add.
6. Click Save and Continue.
The Test Web Access page appears.
7. Click the Roles tab.
8. Select Test Role in the Available Roles box and click Add to move it to the Selected Roles box.
9. Click Save Changes.

The PCS adds Test Web Access to the web Application Resource Policies page and automatically creates a corresponding
bookmark that links to google.com.

After completing these steps, you have configured a web Access Resource profile. Even though the PCS comes with a
resource policy that enables access to all web resources, users mapped to Test

Role are still prohibited from accessing http://www.google.com. These users are denied access because the auto policy you
created during the resource profile configuration takes precedence over the default web access policy that comes with the
PCs.

Defining an Authentication Server

An authentication server is a database that stores user credentials—username and password—and typically group and
attribute information. When a user signs into the host, the user specifies an authentication realm, which is associated with an
authentication server. The PCS forwards the user’s credentials to this authentication server to verify the user’s identity.

The PCS supports the most common authentication servers, including Active Directory, RADIUS, LDAP, NIS, RSA
ACE/Server, SAML Server, and CA SiteMinder, and enables you to create one or more local databases of users who are
authenticated.

The PCS is preconfigured with one local authentication server for users called “System Local.” This predefined local
authentication server is a system database that enables you to quickly create user accounts for user authentication. This
ability provides flexibility for testing purposes and for providing third-party access by eliminating the need to create user
accounts in an external authentication server.

You can view the default local authentication server on the Authentication Servers page.

Note: The PCS also supports authorization servers. An authorization server (or directory server) is a database that stores
user attribute and group information. You can configure an authentication realm to use a directory server to retrieve user
attribute or group information for use in role mapping rules and resource policies.

To define an authentication server:

1. Inthe admin console, choose Authentication > Auth. Servers.
2. Select Local Authentication from the New list and then click New Server.
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The New Local Authentication page appears.
3. Enter Test Server in the Name box and then click Save Changes.
Wait for the PCS to notify you that the changes are saved, after which additional configuration tabs appear.
4. Click the Users tab and then click New.
The New Local User page appears.
5. Enter testuser2 in the Username box, enter a password, and then click Save Changes to create the user’s
account in the Test Server authentication server.

After completing these steps, you have created an authentication server that contains one user account. This user can sign
in to an authentication realm that uses the Test Server authentication server.

The admin console provides last access statistics for each user account on the respective authentication server pages, on
the Users tab under a set of columns titled Last Sign-in Statistic. The statistics reported include the last successful sign-in
date and time for each user, the user’s IP address, and the agent or browser type and version.

Defining an Authentication Realm

An authentication realm is a grouping of authentication resources, including:

e An authentication server, which verifies a user’s identity. The PCS forwards credentials submitted on a sign-in
page to an authentication server.

e An authentication policy, which specifies realm security requirements that need to be met before the PCS submits
credentials to an authentication server for verification.

e Adirectory server, which is an LDAP server that provides user and group attribute information to the PCS for use
in role mapping rules and resource policies (optional).

e Role mapping rules, which are conditions a user must meet for the PCS to map a user to one or more roles. These
conditions are based on information returned by the realm's directory server, the person’s username, or certificate
attributes.

Your PCS is preconfigured with one user realm called “Users.” This predefined realm uses the System Local authentication
server, an authentication policy that requires a minimum password length of four characters, no directory server, and
contains one role mapping rule that maps all users who sign in to the Users realm to the Users role.

The “testuser1” account you created is part of the Users realm, because this account is created in the System Local
authentication server. The “testuser2” account you created is not part of the Users realm, because you create the user
account in the new “Test Server” authentication server, which is not used by the Users realm.

You can view the default user authentication realm on the User Authentication Realms page.

To define an authentication realm:

1. Inthe admin console, choose Users > User Realms.
The User Authentication Realms page appears.
2. Click New.
The New Authentication Realm page appears.
3. Enter Test Realm in the Name box.
4. Select Test Server from the Authentication list.
5. Click Save Changes.
Wait for the PCS to notify you that the changes are saved and to display the realm’s configuration tabs.
6. Click the Role Mapping tab if it is not already selected, and then click New Rule.
The Role Mapping Rule page appears.
7. Enter testuser2 in the text box.
8. Under “...then assign these roles”, select Test Role from the Available Roles list and click Add to move it to the
Selected Roles box.
9. Click Save Changes.

© 2020 by Pulse Secure, LLC. All rights reserved 15



Pulse Connect Secure Administration Guide

After completing these steps, you have finished creating an authentication realm. This realm uses Test Server to
authenticate users and a role mapping rule to map testuser2 to Test Role. Because the Test Web Access resource policy
applies to Test Role, any user mapped to this role cannot access http://www.google.com

Defining a Sign-In Policy

A sign-in policy is a system rule that specifies:

e A URL where a user may sign in to the host.

e A sign-in page to display to the user.

o  Whether or not the user needs to type or select an authentication realm to which the PCS submits credentials.
e  The authentication realms where the sign-in policy applies.

You can view the default user sign-in policy on the Signing In page. The */meeting sign-in policy is also listed on this page.
This policy enables you to customize the sign-in page for Pulse Collaboration meetings.

To define a sign-in policy:

In the admin console, choose Authentication > Signing in > Sign-in Policies.

The Signing In page appears.

Click */ under User URLs.

The */ page appears.

Enter test after */ in the Sign-in URL box.

Under Authentication realm, select the User picks from a list of authentication realms option button

Select Test Realm from the Available Realms list. Click Add to move it to the Selected Realms box. (Repeat this
process for the Users role if it is not already in the Selected Realms box.)

8. Click Save Changes.

NoobkwbhpE

After completing these steps, you have finished modifying the default users sign-in policy.
Optional Steps
You can perform these following optional steps to define a new sign-in page that is associated with the */test/ sign-in policy.

1. Select Authentication > Signing In > Sign In Pages, and then click New Page.

2. Enter Test Sign-in Page in the Name field, type #FF0000 (red) in the Background color box, and then click Save
Changes.

3. Select Authentication > Signing In > Signing In Policies, and then click New URL.

The New Sign-In Policy page appears.

4. Type */test/ in the Sign-in URL box.
5. Select Default Sign-in Page from the Sign-in Page list, and click Save Changes.
6. Select Authentication > Signing In > Sign In Policies, and then click */test/ under User URLSs.

The */test/ page appears.

7. Select Test Sign-in Page from the Sign-in page list and then click Save Changes.

All PCS devices are preconfigured with one sign-in policy that applies to users:

*/. This default user sign-in policy (*/) specifies that when a user enters the URL to the host, it displays the default
sign-in page for the user and requires the user to select an authentication realm (if more than one realm exists).
The */ sign-in policy is configured to apply to the Users authentication realm, therefore this sign-in policy does not
apply to the authentication realm you created.
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Using the Test Scenario

The test scenario enables you to do the following tasks:

Access the user console using the modified default sign-in policy.

Sign in as the user created in the Test Server to map to the Test Realm.

Test your web browsing capabilities, which are dependent upon the proper configuration of Test Role and Test
Web Access.

To use the test scenario:

No

In a browser, enter the User URL followed by /test to access the user sign-in page. The URL is in the format:
https://a.b.c.d/test, where a.b.c.d is the machine IP address you entered in the serial console during initial
configuration.

Click Yes when prompted with the security alert to proceed without a signed certificate. If the user sign-in page
appears, you have successfully connected to your device.

Note: If you performed the optional configuration steps in “Defining a Sign-In Policy”, the header color is red.

Enter the username and password you created for the user account in Test Server, type Test Realm in the Realm
box, and then click Sign In to access the PCS home page for users.

The PCS forwards the credentials to Test Realm, which is configured to use Test Server. Upon successful
verification by this authentication server, the PCS processes the role mapping rule defined for Test Realm, which
maps testuser2 to Test Role. Test Role enables web browsing for users.

In the browser Address bar, enter the URL to your corporate web site and click Browse. The web page opens in
the same browser window, so to return to the PCS home page, click the Home icon in the browsing toolbar that
appears on the target Web page.

On the PCS home page, type www.google.com and click Browse. An error message appears because the Test
Web Access resource policy denies access to this site for users mapped to Test Role.

Return to the PCS home page, click Sign Out, and then return to the user sign-in page.

Enter the credentials for testuserl, specify the Users realm, and then click Sign In.

On the PCS home page, type www.google.com and click Browse. The web page opens in the same browser
window.

The test scenario demonstrates the basic access management mechanisms. You can create very sophisticated
role mapping rules and resource policies that control user access depending on factors such as a realm’s
authentication policy, a user’s group membership, and other variables.

To learn more about access management, we recommend that you take a few minutes to review the Online Help
to familiarize yourself with its contents.

When you configure your device for your enterprise, we recommend that you perform user access configuration.
Before you make your device available from external locations, we recommend that you import a signed digital
certificate from a trusted certificate authority (CA).

Default Settings for Administrators

Just like for users, the PCS provides default settings that enable you to quickly configure accounts for administrators. This
list summarizes the PCS default settings for administrators:

Administrator roles—There are two built-in administrator roles.
o  Administrators—This built-in role permits administrators to manage all aspects of the device. The
administrator user you create through the serial console is mapped to this role.
o Read-Only Administrators—This built-in role permits users mapped to the role to view (but not configure)
all settings. You need to map administrators to this role if you want to restrict their access.
Administrator local authentication server—is a database that stores administrator accounts. You create the first
administrator account in this server through the serial console. (All administrator accounts created through the
serial console are added to this server.) You cannot delete this local server.
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e Admin Users authentication realm—uses the default Administrators local authentication server, an authentication
policy that requires a minimum password length of four characters, no directory server, and one role mapping rule
that maps all users who sign in to the Admin Users realm to the Administrators role. The administrator account you
create through the serial console is part of the Admin Users realm.

e */admin sign-in policy—is the default administrator sign-in policy. The */admin specifies that when a user enters
the URL to the host followed by /admin, the PCS displays the default sign-in page for administrators. This policy
also requires the administrator to select an authentication realm (if more than one realm exists).

The */admin sign-in policy is configured to apply to the Admin Users authentication realm, therefore this sign-in
policy applies to the administrator account you create through the serial console.

Related Documentation

Creating a Test Scenario to Learn Concepts and Best Practices
Defining a User Role

Defining a Resource Profile

Defining an Authentication Server

Defining an Authentication Realm

Defining a Sign-In Policy

Using the Test Scenario
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. Policies, Rules & Restrictions, and Conditions Overview
. Policies, Rules & Restrictions, and Conditions Evaluation
. Dynamic Policy Evaluation

. Specifying Source IP Access Restrictions

. Specifying Browser Access Restrictions

. Specifying Certificate Access Restrictions

. Specifying Password Access Restrictions

. Specifying Session Limits

. IF-MAP Federation Overview

. IF-MAP Federation Details

. Task Summary: Configuring IF-MAP Federation

. Configuring IF-MAP Server Settings

. Configuring the IF-MAP Federation Client

. IF-MAP Federated Network Timing Considerations
. Session-Export and Session-Import Policies

. Configuring Session-Export Policies

. Session-Import Policies

.  Troubleshooting the IF-MAP Federated Network

. Viewing Active Users on the IF-MAP Client

«  Trusted Server List

Access Management Overview

The system enables you to secure your company resources using authentication realms, user roles, and resource policies.
These three levels of accessibility allow you to control access from a very broad level (controlling who may sign into the
device) down to a very granular level (controlling which authenticated users may access a particular URL or file). You can
specify security requirements that users must meet to sign in to the device, to gain access to features, and even to access
specific URLS, files, and other server resources. The system enforces the policies, rules and restrictions, and conditions that
you configure to prevent users from connecting to or downloading unauthorized resources and content.

To permit endpoints that are not directly connected to a Pulse Secure security device to access resources behind the
firewall, you can configure a Policy Secure device to provision shared user sessions from any number of different Pulse
Connect Secure devices and Infranet Controllers. IF-MAP Federation allows users to access resources protected by any
number of Pulse Secure firewalls (Infranet Enforcers) without requiring additional authentication.

The access management framework is available on all Pulse Connect Secure products. The access management features,
including realms, roles, resource policies, and servers, are the base of the platform on which all Connect Secure products
are built.

Related Documentation

«  User Roles Overview
. Understanding Authentication Realms

© 2020 by Pulse Secure, LLC. All rights reserved 20



CHAPTER 3 General Access Management

Policies, Rules & Restrictions, and Conditions Overview

The system enables you to secure your company resources using authentication realms, user roles, and resource policies.
These three levels of accessibility allow you to control access from a very broad level (controlling who may sign into the
device) down to a very granular level (controlling which authenticated users may access a particular URL or file).

Accessing Authentication Realms

Resource accessibility begins with the authentication realm. An authentication realm is a grouping of authentication
resources, including:

« An authentication server—verifies that the user is who one claims to be. The system forwards credentials that a user
submits on a sign-in page to an authentication server.

. An authentication policy—specifies realm security requirements that need to be met before the system submits a
user's credentials to an authentication server for verification.

. Adirectory server—specifies an LDAP server that provides user and group information to the system that it uses to
map users to one or more user roles.

. Role mapping rules—specifies the conditions a user must meet for the system to map the user to one or more user
roles. These conditions are based on either user information returned by the realm's directory server or the user's
username.

You can associate one or more authentication realms with the sign-in page. When more than one realm exists for a
sign-in page, a user must specify a realm before submitting one’s credentials. When a user submits their credentials,
the system checks the authentication policy defined for the chosen realm. The user must meet the security
requirements you define for a realm's authentication policy or else the system does not forward the user's credentials to
the authentication server.

At the realm level, you can specify security requirements based on various elements such as the user's source IP
address or the possession of a client-side certificate. If the user meets the requirements specified by the realm's
authentication policy, the system forwards the user's credentials to the appropriate authentication server. If this server
successfully authenticates the user, then the system evaluates the role mapping rules defined for the realm to
determine which roles to assign to the user.

Accessing User Roles

A role is a defined entity that specifies session properties for users who are mapped to the role. These session properties
include information such as session time-outs and enabled access features. A role's configuration serves as the second
level of resource access control. Not only does a role specify the access mechanisms available to a user, but you can also
specify restrictions with which users must comply before they are mapped to a role.

At the role level, you can specify security requirements based on elements such as the user's source IP address and
possession of a client-side certificate. If the user meets the requirements specified either by a role mapping rule or a role's
restrictions, then the system maps the user to the role. When a user makes a request to the backend resources available to
the role, the system evaluates the corresponding access feature resource policies.

Note that you may specify security requirements for a role in two places—in the role mapping rules of an authentication
realm (using custom expressions) or by defining restrictions in the role definition. The system evaluates the requirements
specified in both areas to make sure the user complies before it maps the user to a role.

Accessing Resource Policies

A resource policy is a set of resource names (such as URLs, hostnames, and IP address/netmask combinations) to which
you grant or deny access or other resource-specific actions, such as rewriting and caching. A resource policy serves as the
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third level of resource access control. While a role may grant access to certain types of access features and resources (such
as bookmarks and applications), whether or not a user can access a specific resource is controlled by resource policies.
These policies may even specify conditions that, if met, either deny or grant user access to a server share or file. These
conditions may be based on security requirements that you specify. The user must meet these security requirements or else
the system does not process the user's request.

At the resource level, you can specify security requirements-based elements such as the user's source IP address or
possession of a client-side certificate. If the user meets the requirements specified by a resource policy's conditions, then
the system either denies or grants access to the requested resource. You may enable Web access at the role level, for
example, and a user mapped to the role may make a Web request. You may also configure a Web resource policy to deny
requests to a particular URL or path when Host Checker finds an unacceptable file on the user's machine. In this scenario,
the system checks to see if Host Checker is running and indicates that the user's machine complies with the required Host
Checker policy. If the user's machine complies, meaning the unacceptable file is not found, then the system grants the user
access to the requested Web resource.

Note that you can create separate resource policies, or you can create automatic resource policies (called autopolicies)
during resource profile configuration (recommended).
Related Documentation

. Policies, Rules & Restrictions, and Conditions Evaluation
. Dynamic Policy Evaluation

Policies, Rules & Restrictions, and Conditions Evaluation

Figure 3 illustrates the access management security checks that the system performs when a user tries to access
resources through the device. A detailed description of each step follows the diagram.
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Figure 3: Security Checks Performed During a User Session
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1. The user enters the URL of the device end-user console (such as http://employees.yourcompany.com/marketing)
in a web browser.
2. The system evaluates its sign-in policies (starting with the administrator URLs and continuing to user URLS) until it
matches the hostname entered by the user.
3. The system evaluates pre-authentication restrictions and determines if the user’'s system passes host checks and

other requirements. If the pre-authentication checks fail, the system denies the user access. If the checks pass, the
system prompts the user to enter the username and password for the realms whose preauthentication checks
succeeded. (If required by the realm, the system prompts the user to enter two sets of credentials.) If more than
one realm exists, the user must enter a realm or choose one from a list.

4. The system evaluates the post-authentication restrictions and determines whether the user’s password conforms
to specified limits and requirements. If the postauthentication checks fail, the system denies the user access. If the
checks pass, the system passes the user’s credentials to the realm’s authentication server.

5. The system forwards the user’'s username and password to the authentication server, which returns success or
failure. (A RADIUS or SiteMinder authentication server also returns attributes for the system to use in role
mapping.) If the authentication server returns failure, the system denies the user access. If the server returns
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success, the system stores the user’s credentials. If the realm has a separate LDAP authorization server, the
system also queries the LDAP server for attribute and group information and saves the information returned by
LDAP. If the realm includes a secondary authentication server, the system repeats this process with the secondary

server.

6. The system evaluates the realm’s role mapping rules and determines the roles for which the user is eligible. The
system determines eligibility using information from the LDAP or RADIUS server or the user’s username.

7. The system evaluates the restrictions of the eligible roles, enabling the user to access those roles whose

restrictions the user’'s computer meets. Restrictions may include source IP, browser type, client-side certificate,
Host Checker, and Cache Cleaner.

8. The system creates a “session role,” determining the user’s session permissions. If you enable permissive
merging, the system determines session permissions by merging all valid roles and granting the allowed resources
from each valid role. If you disable merging, the system assigns the user to the first role to which he is mapped.

9. When the user requests a resource, the system checks whether the corresponding access feature is enabled for
the session user role. If not, the system denies the user access. If the access feature is enabled, the evaluates
resource policies.

10. The system evaluates resource profiles and policies related to the user’s request, sequentially processing each
until it finds the profile or policy whose resource list and designated roles match the user’s request. The system
denies user access to the resource if specified by the profile or policy. Otherwise, the system intermediates the
user request if the profile or policy enables access.

11. The system intermediates the user request, forwarding the user’s request and credentials (if necessary) to the
appropriate server. Then, the system forwards the server’s response to the user.
12. The user accesses the requested resource or application server. The user session ends when the user signs out

or the session times out due to time limits or inactivity. The system may also force the user out if the session if you
enable dynamic policy evaluation and the user fails a policy.

13. The user can perform realm, role mappings and create rules based on the Enhanced Key Usage (EKU) attribute in
the certificates. This attribute can be parsed in certificates to create realm restrictions, role restrictions and role
mapping based on rules that contained this attribute. Also, this is supported for custom expressions. The
Enhanced Key Usage has 2 parts — The EKU Text and the EKU OID. The EKU text has information about the
enhanced key usage — for example — “smart card logon”, “wireless”, “TLS Web Server Authentication”, “E-mail
Protection”, “TLS Web Client Authentication” and so on. The OID is an identifier for this attribute and is a dotted
number representation. The restrictions and role mappings can be done on either the text or the OID.

o NOTE: If you enable dynamic policy evaluation, the system performs additional checks beyond the ones mentioned
here.

Related Documentation

. Dynamic Policy Evaluation

Dynamic Policy Evaluation

Dynamic policy evaluation allows you to automatically or manually refresh the assigned roles of users by evaluating a
realm’s authentication policy, role mappings, role restrictions, and resource policies. When the system performs a dynamic
evaluation, it checks whether the client’s status has changed. (For instance, the client's Host Checker status may have
changed. Or, if the user is roaming, the computer’s IP address may have changed.) If the status has changed, the system
enables or denies the user access to the dependent realms, roles, or resource policies accordingly.

The system does not check for changes in user attributes from a RADIUS, LDAP, or SiteMinder server when performing
dynamic policy evaluation. Instead, the system re-evaluates rules and policies based on the original user attributes that it
obtained when the user signed into the device.
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Understanding Dynamic Policy Evaluation
Please note the following about Dynamic Policy Evaluation:

. Clients that use Network Communications Protocol (NCP) do not honor policy changes. This includes NC, WSAM,
Pulse Collaboration, and WTS/CTS.

. NC has a persistent NCP control channel. NC does not get this new policy until NC disconnects and attempts to
reconnect by the user. When NC reconnects through the Ul level (NC service reconnect times out), it obtains the new
policy.

.« WSAM establishes a new NCP tunnel when the protected application opens a hew connection, so WSAM establishes
new NCP connections frequently. This means WSAM gets the new policy frequently.

«  Pulse Collaboration has a persistent NCP data channel, so Pulse Collaboration does not get the new policy. The down
side of Pulse Collaboration not getting the new policy is insignificant because Pulse Collaboration only tunnels its own
data traffic.

. WTS has a persistent NCP tunnel so it does not get policy changes until the user disconnects and then reconnects.

o NOTE: Because the system evaluates Web and Files resource policies whenever the user makes a request for a
resource, dynamic policy evaluation is unnecessary for Web and Files. The system does not use dynamic policy evaluation
for Meeting resource policies.

If the system determines after a dynamic policy evaluation that a user no longer meets the security requirements of a policy
or role, the system terminates the connection immediately with the user. The user may see the closing of a TCP or
application connection, or the termination of a user session for VPN Tunneling, Secure Application Manager, Terminal or
Telnet/SSH. The user must take the necessary steps to meet the security requirements of the policy or role, and then sign
into the system again.

The system logs information about policy evaluation and changes in roles or access in the Event log.

Understanding Standard Policy Evaluation

If you do not use dynamic policy evaluation, the system evaluates policies and roles only when the following events occur:

. When the user first tries to access the system sign-in page, the system evaluates the Host Checker policies (if any) for
arealm.

. Immediately after the user’s initial authentication, the system evaluates the user’s realm restrictions in the
authentication policy, role mapping rules, and role restrictions.

.« When the user makes a request for a resource, the system evaluates resource access policies to determine if the
associated role is allowed to access the resource.

«  When the Host Checker status of the user's machine changes, the system evaluates the Host Checker policies (if any)
for the role.
If you do not use dynamic policy evaluation and you make changes to an authentication policy, role mapping rules, role
restrictions, or resource policies, the system enforces those changes only when the events described above occur.
If you use dynamic policy evaluation, the system enforces changes when the events described above occur, and it also
enforces changes at the times you specify.

Enabling Dynamic Policy Evaluation
You can use dynamic policy evaluation in the following ways:

. Evaluate all signed-in users in a realm—You can automatically or manually refresh the roles of all currently signed-in
users of a realm by using the General tab of the Administrators > Admin Realms > Select Realm or Users > User
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Realms > Select Realm page. You can trigger the system to perform a dynamic policy evaluation at the realm level
based on:

O An automatic timer—You can specify a refresh interval that determines how often the system performs
an automatic policy evaluation of all currently signed-in realm users, such as every 30 minutes. When
using the refresh interval, you can also fine-tune the system performance by specifying whether or not
you want to refresh roles and resource policies as well as the authentication policy, role mapping rules,
and role restrictions.

O On-demand—At any time, you can manually evaluate the authentication policy, role mapping rules, role
restrictions, and resource policies of all currently signed-in realm users. This technique is especially
useful if you make changes to an authentication policy, role mapping rules, role restrictions, or resource
policies and you want to immediately refresh the roles of a realm’s users.

. Evaluate all signed-in users in all realms—At any time, you can manually refresh the roles of all currently signed-in
users in all realms by using settings in the System > Status >Active Users page.

. Evaluate individual users—You can automatically refresh the roles of individual users by enabling dynamic policy
evaluation for Host Checker on the Authentication > Endpoint Security > Host Checker page. Host Checker can trigger
the system to evaluate resource policies whenever a user’'s Host Checker status changes. (If you do not enable
dynamic policy evaluation for Host Checker, the system does not evaluate resource policies, but it does evaluate the
authentication policy, role mapping rules, and role restrictions whenever a user’'s Host Checker status changes.)

Related Documentation

. Displaying Active Users

Specifying Source IP Access Restrictions

This topic describes options to enforce source IP restrictions for access to the corporate network or intranet resources. It
includes the following information:

« About Source IP Restrictions

. Specifying Source IP Restrictions at the Realm Level

. Specifying Source IP Restrictions at the Role Level

. Specifying Source IP Restrictions in Resource Policies

About Source IP Restrictions

You can enforce access rules based on the source IP address of the request. You can configure rules related to sign-in,
role-mapping, and resource access.

At the realm level, you can add source IP rules to the realms associated with sign-in pages. The user must sign in from a
host with an IP address that is allowed by the source IP requirements for the authentication realm. If the source IP policy
does not allow the host to access the realm, the system does not forward the user's credentials to the authentication server,
and the user is denied access. You can set up multiple rules. For example, you can deny access to all users on a wireless
network (10.64.4.100), and allow access to all other network users (0.0.0.0).

At the user role level, you can add source IP rules to the criteria that determine user role membership. If the source IP rule
disqualifies a user from a role, subsequent role mapping rules are consulted.

In resource policies, you can add allow/deny rules based on source IP.

Specifying Source IP Restrictions at the Realm Level

To specify source IP restrictions:
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6.

w

Navigate to the administrator or user realm you want to configure:

O  Administrators > Admin Realms > Rea/m

O Users > User Realms > Realm
Select Authentication Policy > Source IP to display the Source IP policy configuration page.
Choose one of the following options:

O Allow users to sign in from any IP address—Essentially, this option turns off source IP restrictions.

O Allow or deny users from the following IP addresses—Specifies source IP restrictions. If you select this

option, use the policy table controls to create source IP rules.

Add a rule to the table:
Use the text boxes to specify source IP address match criteria:

O  For IPv4 clients, enter IPv4 address and netmask pairs.

O For IPv6 clients, enter IPv6 address and prefix length pairs.
Use the Allow and Deny option buttons to specify the action when a rule matches.
Click Add to add the rule to the table.
Use the selection box and arrow buttons to order the list. Move the highest priority restrictions to the top of the list.
For example, to deny access to all users on a wireless network (10.64.4.100) and allow access to all other network
users (0.0.0.0), move the wireless network address (10.64.4.100) to the top of the list and move the (0.0.0.0)
network below the wireless network.
For administrator realms, select the ports where the administrator can log in (internal, external, and management).
On virtual appliances that use traffic segregation, administrators can log in on the management port on the Default
Network or Administrative Network (see “Using the Traffic Segregation Feature”). If necessary, click External Port
or Management Port to enable the port.
Save the configuration.

Specifying Source IP Restrictions at the Role Level

To specify source IP restrictions:

1.

~

Navigate to the administrator or user role you want to configure:
O Administrators > Admin Roles > Role
O Users > User Roles > Role
Select General > Restrictions > Source IP to display the Source IP policy configuration page.
Choose one of the following options:
O Allow users to sign in from any IP address—Essentially, this option turns off source IP restrictions.
O  Allow or deny users from the following IP addresses—Specifies source IP restrictions. If you select this
option, use the policy table controls to create source IP rules.
Add a rule to the table:
Use the text boxes to specify source IP address match criteria:
O For IPv4 clients, enter IPv4 address and netmask pairs.
O For IPv6 clients, enter IPv6 address and prefix length pairs.
Use the Allow and Deny option buttons to specify the action when a rule matches.
Click Add to add the rule to the table.
Use the selection box and arrow buttons to order the list. Move the highest priority restrictions to the top of the list.
For example, to deny access to all users on a wireless network (10.64.4.100) and allow access to all other network
users (0.0.0.0), move the wireless network address (10.64.4.100) to the top of the list and move the (0.0.0.0)
network below the wireless network.
Save the configuration.
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Specifying Source IP Restrictions in Resource Policies

A third way to use source IP restrictions is by creating custom rules in resource policies. The action for custom rules is either
allow or deny. The match criteria include resources and conditions. One of the conditions you can set is source IP, so you
can enforce source IP restrictions through resource policies. For example:

1. Navigate to Users > Resource Policies.

2. Select a policy. Click Web Access Policies, for example, to display its policies list.

3. Click the Initial Policy for Local Resources policy to edit it.

4, Click the Detailed Rules tab.

5. Under Conditions, expand the Prebuilt Conditions list, expand the SourcelPStr selections, select one of the
example expressions, such as SourcelPStr = "192.168.10.0/24" or SourcelPStr = "2001:DB8::15", and click Insert
Expression to add the string to the Conditions box.

6. Modify the IP address. In other words, replace 192.168.10.0/24 with an IPv4 address / netmask pair; replace
2001:DB8::15 with an IPv6 address.

7. Specify the other match condition (resource) and specify the action (allow or deny).

8. Save the configuration.

Related Documentation

. Role Restrictions

. Creating an Authentication Realm

. Specifying Browser Access Restrictions

. Specifying Certificate Access Restrictions
. Specifying Password Access Restrictions
. Configuring Host Checker Restrictions

Specifying Browser Access Restrictions

Use a browser restriction to control from which Web browsers users can access a system sign-in page or be mapped to a
role. If a user tries to sign in to the device using an unsupported browser, the sign-in attempt fails. This feature also enables
you to ensure that users sign in to the device from browsers that are compatible with corporate applications or are approved
by corporate security policies.

You can restrict system and resource access by browser-type:

. When administrators or users try to sign in to Connect Secure—The user must sign in from a browser whose user-
agent string meets the specified user-agent string pattern requirements for the selected authentication realm. If the
realm “allows” the browser's user-agent string, then the system submits the user's credentials to the authentication
server. If the realm “denies” the browser's user-agent string, then the system does not submit the user's credentials to
the authentication server.

. When administrators or users are mapped to a role—The authenticated user must be signed in from a browser
whose user-agent string meets the specified user-agent string pattern requirements for each role to which the system
may map the user. If the user-agent string does not meet the “allowed” or “denied” requirements for a role, then the
system does not map the user to that role.

. When users request a resource—The authenticated, authorized user must make a resource request from a browser
whose user-agent string meets the specified “allowed” or “denied” requirements for the resource policy corresponding
to the user's request. If the user-agent string does not meet the “allowed” or “denied” requirements for a resource, then
the system does not allow the user to access the resource.

The browser restrictions feature is not intended as a strict access control since browser user-agent strings can be changed
by a technical user. It serves as an advisory access control for normal usage scenarios.
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To specify browser restrictions:

1. Select the level at which you want to implement browser restrictions:

O Realm level—Navigate to:
"  Administrators > Admin Realms > Select Realm > Authentication Policy > Browser
"  Users > User Realms > Select Realm > Authentication Policy > Browser

O Role level—Navigate to:
"  Administrators > Admin Realms > Select Realm > Role Mapping > Select|Create Rule based

on Custom Expressions

"  Administrators > Admin Roles > Select Role > General > Restrictions > Browser
®  Users > User Realms > Select Realm > Role Mapping > Select|Create Rule based on Custom

Expression
®  Users > User Roles > Select Role > General > Restrictions > Browser
2. Choose one of the following options:

O Allow all users matching any user-agent string sent by the browser— Allows users to access the
system or resources using any of the supported Web browsers.
O Only allow users matching the following User-agent policy—Allows you to define browser access
control rules. To create a rule:
1. For the User-agent string pattern, enter a string in the format
*browser_string*
where start (*) is an optional character used to match any character and browser_string is a
case-sensitive pattern that must match a substring in the user-agent header sent by the
browser. Note that you cannot include escape characters (\) in browser restrictions.
For example, the following is a browser sent user-agent header:
Mozilla/5.0 (Windows NT 6.1; wow64) ApplewebkKit/537.22 (KHTML, Tike Gecko)
where:
O Mozilla/5.0 indicates compatibility with the Mozilla rendering engine.
O (Windows NT 6.1; WOWG64) are the details of the system in which the browser is
running.
O  AppleWebKit/537.22 is the platform the browser users.
O  (KHTML, like Gecko) is the browser platform details.
Using the above example, enter *Windows NT* as a string pattern for specifying the
Windows NT system. For more details on user-agent strings, see your specific
browser’s documentation.
2. Select either:
O Allow to allow users to use a browser that has a user-agent header containing the
<browser_string> substring.
O Deny to prevent users from using a browser that has a user-agent header containing
the <browser_string> substring.
3. Click Add.
3. Click Save Changes to save your settings.
Rules are applied in order, so the first matched rule applies.
Literal characters in rules are case sensitive, and spaces are allowed as literal characters.
For example, the string *Netscape* matches any user-agent string that contains the substring Netscape.
The following rule set grants resource access only when users are signed in using Internet Explorer 5.5x or
Internet Explorer 6.x. This example considers some major non-IE browsers that send the 'MSIE' substring in their
user-agent headers:

*Opera*Deny
*AOL*Deny
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*MSIE 5.5*Allow
*MSIE 6.*Allow

Deny

Specifying Certificate Access Restrictions

When you install a client-side certificate on the device through the System > Configuration > Certificates > Trusted Client
CAs page of the admin console, you can restrict system and resource access by requiring client-side certificates:

«  When administrators or users try to sign in to Connect Secure—The user must sign in from a machine that
possesses the specified client-side certificate (from the proper certificate authority (CA) and possessing any optionally
specified field/value pair requirements). If the user's machine does not possess the certificate information required by
the realm, the user can access the sign-in page, but once the system determines that the user's browser does not
possess the certificate, the system does not submit the user's credentials to the authentication server and the user
cannot access features on the device.

To implement certificate restrictions at the realm level, navigate to:
O Administrators > Admin Realms > SelectRealm > Authentication Policy > Certificate
O Users > User Realms > SelectRealm > Authentication Policy > Certificate

. When administrators or users are mapped to a role—The authenticated user must be signed in from a machine that
meets the specified client-side certificate requirements (proper certificate authority (CA) and optionally specified
field/value pair requirements) for each role to which the system may map the user. If the user's machine does not
possess the certificate information required by a role, then the system does not map the user to that role.

O Administrators > Admin Roles > SelectRole > General > Restrictions > Certificate
O Users > User Realms > Select Realm Role Mapping > Select|CreateRule > CustomExpression
O Users > User Roles > SelectRole > General > Restrictions > Certificate

. When users request a resource—The authenticated, authorized user must make a resource request from a machine
that meets the specified client-side certificate requirements (proper certificate authority (CA) and optionally specified
field/value pair requirements) for the resource policy corresponding to the user's request. If the user's machine does not
possess the certificate information required by a resource, then the system does not allow the user to access the
resource.

o Users > Resource Policies> SelectResource > SelectPolicy > Detailed RulesSelect|CreateRule >
ConditionField

o NOTE: The user can perform realm, role mappings and create rules based on the Enhanced Key Usage (EKU)
attribute in the certificates. This attribute can be parsed in certificates to create realm restrictions, role restrictions and role
mapping based on rules that contained this attribute. Also, this is supported for custom expressions. The Enhanced Key
Usage has 2 parts — The EKU Text and the EKU OID. The EKU text has information about the enhanced key usage — for
example — “smart card logon”, “wireless”, “TLS Web Server Authentication”, “E-mail Protection”, “TLS Web Client
Authentication” and so on. The OID is an identifier for this attribute and is a dotted number representation. The restrictions
and role mappings can be done on either the text or the OID.

Related Documentation

. Dynamic Policy Evaluation

Specifying Password Access Restrictions

You can restrict system and resource access by password-length when administrators or users try to sign in to the device.
The user must enter a password whose length meets the minimum password-length requirement specified for the realm.
Note that local user and administrator records are stored in the system authentication server. This server requires that
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passwords are a minimum length of 6 characters by default, regardless of the value you specify for the realm's
authentication policy.

To specify password restrictions:

1. Select an administrator or user realm for which you want to implement password restrictions.
Navigate to:
O Administrators > Admin Realms > Select Realm > Authentication Policy > Password
O Users > User Realms > Select Realm > Authentication Policy > Password
2. Choose one of the following options:
O Allow all users (passwords of any length) — Does not apply password length restrictions to users
signing in to the device.
O Only allow users that have passwords of a minimum length — Requires the user to enter a
password with a minimum length of the number specified.

6 NOTE: This option is not applicable for IKEv2 users and therefore is not enforced for IKEv2 users.

3. Select Enable Password Management if you want to enable password management. You must also configure
password management on the authentication server configuration page (local authentication server) or through an
LDAP server.

4, If you have enabled a secondary authentication server, specify password length restrictions using the restrictions
above as a guideline.
5. Click Save Changes to save your settings.

By default, the system requires that user passwords entered on the sign-in page be a minimum of four characters.
The authentication server used to validate a user’s credentials may require a different minimum length. The local
authentication database, for example, requires user passwords to be a minimum length of six characters.

Specifying Session Limits

In addition to the access management options you may specify a limit for concurrent users. A user who enters a URL to one
of this realm’s sign-in pages must meet any access management and concurrent user requirements specified for the
authentication policy before the system presents the sign-in page to the user.

Setting the minimum or maximum setting limit amount allows you to configure realms that are more likely to be available
when the device is nearing the amount of licensed users.

Valid numbers for the minimum amount of sessions are between 0 and the license limit. A default of 0 means there is no
limits. All of the realms minimum limits can add up to the license limit but cannot exceed it. You cannot modify an existing
realm’s minimum limit or add a new realm’s minimum limit that exceeds the license limit. The maximum limit can be equal to
or greater than the minimum limit for a particular realm. Value 0 for maximum limit means no user can log in to the realm.

You can also limit the number of concurrent users per session; a user can have multiple sessions. For example, if a user
logs in from two machines in the same realm, an additional session is created. Each session counts towards the user
license.

Users who enter through a realm with this feature enabled must have no more than the specified number of sessions open.
If the user attempts to open a new session that exceeds the limit, a message appears that denies access or allows the user
to continue or cancel.

When considering concurrent users per session, make note of the following:
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. All session-related SSO attributes are saved in their respective session in the cache. These attributes are not shared
with other sessions.

. All form-related SSO attributes are saved in their respective session in the cache. These attributes are not shared with
other sessions.

« All Form-SSO related attributes will be saved in its respective session in the cache. The Form SSO state will not be
shared with other sessions. The admin configured Form SSO values will be shared across all sessions.

. End-user’'s home page changes are reflected across all sessions. Any changes to the following will appear in the other
concurrent sessions:

O Bookmarks

Panel sorting (Preferences > User Home)

E-mail information, Daylight Saving Time, Pulse Collaboration (Preferences > General)

Autostart Client Application Session (Preferences > Applications)

Cached E-mail Info settings (Preferences > Advanced)

Delete Cookies (Preferences > Advanced) now has options to let you remove cookies from the current

session only or to remove cookies from all sessions.

O Delete Password (Preferences > Advanced) now has options to let you remove passwords from the
current session only or to remove passwords stored by all sessions.

«  Cache Cleaner and Host Checker information is saved in each session. They are not shared across concurrent
sessions

. Log messages will contain session identifiers (concatenated at the end of the log message) to differentiate which
session the message refers to.

. Only one session can host a scheduled meeting. users cannot launch multiple scheduled meetings from concurrent
sessions.

. Users can attend meetings from any sessions. However, since only one meeting client can be run per system, if a user
wishes to attend more than one meeting, they must attend the other meetings from a different end-user system.

. Meeting host passes from one session to the other when you log out of a session. For example, suppose you are the
meeting host, you join the meeting in user session A and then join the meeting again with user session B. User session
A retains the meeting host. However, if you are the meeting host from user session A, exit the meeting from user
session A and then join the meeting in user session B then user session B assumes the meeting host role.

«  Each user session maintains its own VPN Tunneling information. This information is not shared between concurrent
sessions. However, administrator network connect sessions are shared between concurrent sessions.

« Ifyoulog in to the device as administrator, the first session is edit mode. If you log in as an administrator in a
concurrent session, that administrator is logged in as read-only mode.

. VPN Tunneling bandwidth allocation is enforced on a per-session basis. For example, if a user is allocated a 1M
bandwidth then each user session has a 1M bandwidth. The total bandwidth for this user is the number of sessions of
this user times 1M.

. Users can launch terminal services, JSAM or WSAM from any session. Session information is saved per each session,
they are not shared across concurrent sessions. Multiple instances of terminal services, JSAM and WSAM cannot be
started on the same client.

O O O O O

o NOTE: If you enable the multiple sessions per user feature, IKEv2 clients and VPN Tunneling clients may not be
assigned the same IP address. For example, an IKEV2/VPN Tunneling client may be assigned a different VPN Tunneling
VIP address each time they connect to the device when the system is obtaining the DHCP addresses from a DHCP server.

Use limits restrictions to set minimum and maximum concurrent users on the realm.

To specify the number of concurrent users limit restrictions:

1. Select an administrator or user realm for which you want to implement limits restrictions.
O Administrators > Admin Realms >SelectRealm> Authentication Policy > Limits
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3.

O Users > User Realms > SelectRealm > Authentication Policy > Limits
To limit the number of concurrent users on the realm, select Limit the number of concurrent users and then
specify limit values for these options:

O Guaranteed minimum—You can specify any number of users between zero (0) and the maximum
number of concurrent users defined for the realm, or you can set the number up to the maximum allowed
by your license if there is no realm maximum.

O Maximum (optional)—You can specify any number of concurrent users from the minimum number you
specified up to the maximum number of licensed users. If you enter a zero (0) into the Maximum field, no
users are allowed to log into the realm.

Click Save Changes.

To specify the number of concurrent users per session limit restriction:

1.
2.

Select Authentication > Signing In > Sign-in Policies.

Select the Restrict access to administrators only to immediately terminate all user sessions from all nodes
across the cluster. Once enabled, only administrator URLs are accessible across the cluster. Note that
Administrators can attempt to sign in even if all rules on this page are disabled.

Select the Enable multiple user sessions check box to allow users to have multiple concurrent sessions, and
specify whether the user can log in when the maximum number of sessions is reached:

O Deny any more session from the user—Displays a message saying the login is denied because it would
exceed the maximum number of concurrent sessions.

O  Allow the user to login—Allows the user to log in. If the Display open user session[s] warning
notification option is enabled, the user can select which session to close; otherwise the session that has
been idle the longest is closed automatically.

Select the Display open user session[s] warning notification check box to allow users who have met the
maximum session count to close one of their existing sessions before continuing with the current log in. If this
option is disabled, the system terminates the session that has been idle the longest. This option applies only if
Enable multiple user sessions is enabled along with Allow the user to log in. Specify when the user is warned
about concurrent sessions:

O Select Always to notify users each time they log in when they already have another active session

O Select If the maximum session has been exceeded to display the warning message only when the user’s
maximum session count has been met.

To specify the maximum number of concurrent sessions:

1. Select Users > User Realms > RealmName > Authentication Policy > Limits.

2. Specify the number of sessions permitted for users in the Maximum number of sessions per user text
box.

3. Click Save Changes.

o NOTE: If you do not select the Enable multiple user sessions check box, only one session per user is allowed

regardless of the value you specify in the Maximum number of sessions per user text box.

IF-MAP Federation Overview

You can configure a Policy Secure device to store user session information for other Policy Secure and Pulse Connect
Secure devices. Federation allows users to authenticate to a single Pulse Connect Secure or Policy Secure, and then
access resources that are protected by any number of Pulse Secure firewall devices known as Infranet Enforcers that are
controlled by different Infranet Controllers. Federation enhances network performance. If a user is required to log in to
multiple Pulse Connect Secure or Pulse Policy Secure devices during the course of a day to access different resources,
each device must perform authentication and Host-Checking, often with periodic Host Checker updates throughout the day.
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The overhead can lead to decreased performance not only on the devices, but also on the network and the endpoint.
Imported IF-MAP sessions eliminate redundant logins and Host Checks.

Federation on the device uses the standard IF-MAP (Interface for Metadata Access Point) protocol to share session
information and other data between connected devices over distributed networks. IF-MAP is a protocol defined by the
Trusted Network Connect Working Group (TNC-WG) as a standard interface between different network elements and
devices. Federation is accomplished using an IF-MAP server and IF-MAP clients.

It is important as an administrator to understand the fundamental underlying communication method for data transmission in
a Federation network over IF-MAP. Policies that you configure on the device permit this communication.

In a federated network, the IF-MAP server functions as the repository, or data store for IF-MAP clients to use for publishing
information regarding activity on the network. For example, IF-MAP clients can publish information about sessions on the
network, and Juniper Networks IDP devices can communicate information about potential threats to the IF-MAP client for
publishing. IF-MAP clients can search for information about sessions or threats, and an IF-MAP client can establish a
subscription, so the IF-MAP server notifies the client when other clients publish new or changed information. In addition, IF-
MAP clients can purge data that is no longer valid. All transactions are initiated by the IF-MAP client.

IF-MAP Federation is available on all Connect Secure devices with version 6.4 or greater. No licensing is required.

1. The endpoint authenticates through the IF-MAP client (Connect Secure). The IF-MAP client publishes session
information to the IF-MAP server.

2. The endpoint attempts to access protected resources that are behind the Infranet Enforcer.

3. The Infranet Enforcer notifies the Infranet Controller (also an IF-MAP client). The IF-MAP client searches for
session information on the IF-MAP server.

4, The Infranet Controller subscribes to session information about the endpoint’s IP address.

5. The Infranet Controller notifies the Infranet Enforcer that session information exists for the IP address attempting to
access resources, and the Infranet Enforcer provisions an auth table entry.

6. Access is granted to the protected resources. If any session information about the user changes, the

authenticating IF-MAP client publishes the new information. Having subscribed to the user’s session information,
the Infranet Controller will be aware of any changes and provision access in accordance with the changed session
information.

For details about configuring the system to work in an IF-MAP Federated network with the Infranet Controller, see
IF-MAP Feature Guide.

IF-MAP Federation Workflow

Configuring an IF-MAP Federated network requires coordination between administrators of the different devices that will be
in the federated network.

This document describes IF-MAP deployments that include only Pulse Secure devices: Infranet Controllers, Connect Secure
devices, Infranet Enforcer firewalls, and Juniper Networks IDP. For implementations that incorporate third-party
components, contact Pulse Secure Technical Support.

The mix of devices in the federated network is important when planning the network. Will your network consist of only
Infranet Controllers, or will you incorporate Connect Secure? Do the devices in your network have similar role mapping
policies, or is each device different?

Determine and understand your goals for the federated network. The big picture guides your implementation as it becomes
more complex. Pulse Secure recommends that you begin slowly. For example, start with a single role on each device, and
then build the network incrementally.

34 © 2020 by Pulse Secure, LLC. All rights reserved



CHAPTER 3 General Access Management

In the simplest model, you can use the default policies. Using this model, you can quickly establish a federated network, and
session information will automatically be shared among distributed devices in the network. This simple model should be
adequate for most implementations in which the devices in the federated network have identical or very similar role mapping
policies.

If your configuration requires more complex policies, you will need to perform a number of tasks to achieve your intended
results. The following guidelines will help you plan your workflow:

. Ensure that communications between IF-MAP servers and IF-MAP clients is established

. Determine the resources that will be shared among the different devices

.  Define who can access specific resources

. Distribute resources and users into roles

. Establish a naming convention that is shared and implemented between all administrators and devices

. Create Session-Export and Session-Import policies that reflect the role designations that you have configured on the
devices

Related Documentation

. IF-MAP Federation Details
«  Task Summary: Configuring IF-MAP Federation

IF-MAP Federation Details

You can configure the system as an IF-MAP client for an IF-MAP server. You configure an Infranet Controller as an IF-MAP
server. Any endpoint sessions with an IP address created on an IF-MAP server are automatically published to that IF-MAP
server.

You can create source IP policies for endpoints that authenticate to the device to permit access to resources behind Infranet
Enforcers (ScreenOS Enforcers and Pulse Policy Secure s). Session-Export policies that you configure on the IF-MAP
clients allow the clients to publish endpoint user data to the IF-MAP server. Devices that are IF-MAP clients can subscribe to
the information on an IF-MAP server.

When a user accesses the device that is configured as an IF-MAP client, the client publishes basic session information,
including the IP address, username and roles, to the IF-MAP server. The server stores the information as metadata. Other
IF-MAP clients in the network can poll the server for metadata when session information is needed as a result of an endpoint
attempting to access protected resources behind an Infranet Enforcer.

When an authenticated user from the device that is configured as an IF-MAP client attempts to access resources that are
protected by an Infranet Enforcer for an Infranet Controller that is also configured as an IF-MAP client, the Infranet Controller
automatically provisions an auth table entry for the user on the Infranet Enforcer to allow access without requiring the user to
authenticate to the Infranet Controller.

The Infranet Enforcer as an IF-MAP client subscribes to session information and other data for the endpoint based on the
originating IP address. The authenticating device (the original IF-MAP client) publishes any changes in session parameters
to the IF-MAP server. Since the Infranet Controller that is protecting the accessed resources subscribes to the metadata on
the Federation server, session information is always current.

The Infranet Enforcer allows or denies traffic based on the resource access policies that are configured on the Infranet
Controller to which it is connected.

You configure server settings on the Infranet Controller that will be the IF-MAP server. You configure client settings on each
of the Connect Secure and Infranet Controller devices and that will be connected in the network.

© 2020 by Pulse Secure, LLC. All rights reserved 35



Pulse Connect Secure Administration Guide

In addition to the server and client settings, you configure Session-Export policies on Connect Secure and Infranet
Controllers that are IF-MAP clients You configure and Session-Import policies on Infranet Controller IF-MAP clients that are
connected to Infranet Enforcers.

IF-MAP allows servers and clients to publish, search, poll, and subscribe to data within a network of IF-MAP servers and
clients. All of the data from Connect Secure in the network that is published to the IF-MAP server uses the IF-MAP protocol.
Session-Export and Session-Import polices that you configure on Connect Secure and Infranet Controller allow the devices
to utilize the IF-MAP protocol to share session information.

Session-Export policies specify how to translate an endpoint’s session on Connect Secure or Connect Secure into IF-MAP
data. To translate session information into IF-MAP data, you enter detailed user information. Connect Secure evaluates the
Export policies to determine a session’s IF-MAP roles, capabilities, identities, and device attributes and publishes the data to
the IF-MAP server.

The Session-Import policies that you configure on Policy Secure specify how the device should derive a username and a set
of roles based on IF-MAP data that it receives from the IF-MAP server from other Connect Secure devices. Import policies
are similar to Role Mapping policies on a realm. You must be precise when configuring Export and Import policies, otherwise
roles cannot be assigned properly.

The following figure depicts a scenario in which there are two Infranet Controllers configured as IF-MAP clients, one
Connect Secure device configured as an IF-MAP client, and another Infranet Controller configured as the IF-MAP server.
Endpoints that authenticate through any of the IF-MAP clients can access protected resources behind the enforcement point
attached to Infranet Controller 1.

Figure 4: IF-MAP Federated Network Topology
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The interaction between the endpoints, the clients and the server are as follows:

. An endpoint authenticates through Connect Secure depicted in the figure and starts VPN Tunneling or Pulse Secure
client.
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. Connect Secure provisions an |IP address for the endpoint to use on the internal network. Once the endpoint’s IP
address on the internal network is known, Connect Secure derives IF-MAP data from the endpoint’s session.

. The Connect Secure IF-MAP client publishes the session information as IF-MAP data to the IF-MAP server using
Session-Export policies.

«  When the user attempts to access resources behind the enforcement point, access is blocked since the Infranet
Enforcer has no information about the endpoint. The Infranet Enforcer sends out a dynamic discovery message that
includes the endpoint’s source IP address.

. Infranet Controller 1 uses the IP address to retrieve session data from the IF-MAP server.

«  The Infranet Controller uses Session-Import policies to retrieve session data from the IF-MAP server.

The endpoint authenticating to Connect Secure must be running VPN Tunneling.

Imported user sessions do not count against the maximum user count for either platform, as each user is counted on the
Connect Secure device from which they authenticated.

For details on configuring an IF-MAP Federation network, see IF-MAP Feature Guide.
IF-MAP Logging
IF-MAP related events are logged on both the IF-MAP server and the IF-MAP client.

Task Summary: Configuring IF-MAP Federation

The tasks listed in this topic are performed by a Policy Secure administrator, in conjunction with an administrator for Connect
Secure. On Connect Secure, you configure Session-Export policies and you configure IF-MAP client settings. For details on

configuring an IF-MAP Federated network, see IF-MAP Feature Guide.

To use IF-MAP Federation, perform the following tasks on Policy Secure and Connect Secure:

On Policy Secure, configure IF-MAP server settings to permit the server to communicate with IF-MAP clients.
Configure IF-MAP client settings to permit clients to communicate with the IF-MAP server.

On Policy Secure and Connect Secure, coordinate Session-Import policies, Session-Export policies, roles, and
resource access policies between all of the clients in the Federated network.

Configure Session-Export policies on Connect Secure to define how sessions are translated into IF-MAP data.
Configure Session-Import policies on Connect Secure that correspond with Export policies to translate IF-MAP
data into roles.

PUONPE

ow

7. On Policy Secure, configure Source IP policies for Connect Secure users who will use Source IP to access the
network.

Related Documentation

. Configuring IF-MAP Server Settings

. Configuring the IF-MAP Federation Client

. Session-Export and Session-Import Policies

. Troubleshooting the IF-MAP Federated Network

Configuring IF-MAP Server Settings

Enable dynamic auth table provisioning on any connected Infranet Enforcers that you want to use with Federation.

You must add all IF-MAP clients to the IF-MAP server. To add clients, you must specify the IP address and the security
mechanism and credentials for the client.

For details on configuring an IF-MAP server, see IF-MAP Feature Guide.
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Related Documentation

. Troubleshooting the IF-MAP Federated Network

Configuring the IF-MAP Federation Client

You must identify the IF-MAP server to each IF-MAP client. To add the server, you specify the IF-MAP URL of the server
and how to authenticate to the server. Match the URL and security settings to equal those on the IF-MAP server(s) to which
the IF-MAP client will connect.

To configure IF-MAP client settings on the devices that will be IF-MAP clients:

1. From the admin console select System > IF-MAP Federation > Overview.

2. Select the Enable IF-MAP Client option button.

3. Type the Server URL for IF-MAP Web service on the IF-MAP server. Append the server URL with /dana-
ws/soap/dsifmap for all Pulse Secure IF-MAP servers.

4. Select the Client Authentication Method: Basic or Certificate.
1. If you select Basic, enter a Username and Password. This is the same as the information that was

entered on the IF-MAP server.
If you select Certificate, select the Device Certificate to use.
3. Ensure that the certificate of the CA that signed the IF-MAP server certificate is added from the System >

Configuration > Certificates > Trusted Server CA page.
The IF-MAP client validates the IF-MAP server certificate: if validation fails, the connection fails. Ensure
that the hostname in the IF-MAP URL on the client machine matches the hostname of the server
certificate on the IFMAP server, and that the CA that signed the server certificate is configured as a
trusted server CA on the IF-MAP client.

5. Click Save Changes.

Related Documentation

g

. Configuring IF-MAP Server Settings

IF-MAP Federated Network Timing Considerations

It is important that the time on all IF-MAP servers is correct, as timeout issues are critical to ensure that IF-MAP provides
complete and timely information. The IF-MAP Federation is designed to fail secure. If any component in the network does
not receive timely information, the IF-MAP metadata will be purged from the data stores.

The components are designed to fail-secure. If complete and timely information cannot be provided, a user’s session will be
deleted. For example, if the chain of connections between an IF-MAP client that publishes a session and a client that grants
access to a resource breaks, the client that granted access will remove the session. The fail-secure time limit is three
minutes.

The timeout limit for IF-MAP is three minutes and applies to the following events:

«  AnIF-MAP server (or cluster) loses contact with one of its IF-MAP clients
«  An IF-MAP server (cluster) loses contact with one of the other IF-MAP server (clusters) in the IF-MAP federation
. A Pulse Secure IF-MAP client loses contact with its IF-MAP server (cluster) for too long

Related Documentation
. Configuring IF-MAP Server Settings

. Configuring the IF-MAP Federation Client
. Session-Export and Session-Import Policies
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«  Troubleshooting the IF-MAP Federated Network

Session-Export and Session-Import Policies

You configure Session-Export policies on all of the Connect Secure and Infranet Controller devices in the Federated network
that are IF-MAP clients. These policies allow IF-MAP clients to translate outgoing session information into IF-MAP data and
incoming IF-MAP data into session information. These translations enable sessions to be shared between Connect Secure
and Infranet Controller devices even if the devices sharing sessions have different role configurations.

To accurately configure Session-Export and Session-Import policies you need a minimal understanding of IF-MAP identifiers
and IF-MAP metadata. An identifier is a unique value required for all metadata operations. Each instance of metadata is
associated with an identifier. Examples of identifiers include access-request, identity, IP address, and MAC address.
Examples of metadata include capability, role, and device-attribute.

IF-MAP recognizes two metadata types that are similar to roles on Connect Secure: IF-MAP roles and IF-MAP capabilities.
An IF-MAP role is an attribute assigned to a user in the organization. When IF-MAP metadata is published to the IF-MAP
server, this information could be one way to identify individuals on the network. This is somewhat different from the concept
of roles. An IF-MAP capability is closer to the concept of a role. An IF-MAP capability is a collection of privileges assigned as
a result of an access request. This is more analogous to a role since they are derived through role mapping in an
authentication realm.

The data that is published to the IF-MAP server about a user session is derived by applying the Session-Export policies to
the user session. The Session-Import policies are applied to the data from the IF-MAP server to assign a set of roles to the
user.

When an endpoint attempts to access protected resources associated with Connect Secure, the device queries the IF-MAP
server for data. The Infranet Controller uses Session- Import policies to derive roles and a username from the IF-MAP data.
For example, you could configure a Session-Import policy that looks for a specific Host Checker policy (you specify the Host
Checker policy in the Session-Import policy). If the Infranet Controller finds a match (in this case the Host Checker device
attribute), the user can be assigned a role specified in the Session-Import policy.

All of the administrators who are configuring devices in the IF-MAP Federated network must agree on a set of capabilities,

roles and device attributes and their meanings to be used with IF-MAP. Then, each administrator configures their device to
map between local sessions and IF-MAP data. Figure 5 illustrates a coordinated IF-MAP Federated network configuration
with policies that permit an example user to access protected resources.
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Figure 5: Session-Import and Session-Export Policies
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To further your understanding of Session-Import and Session-Export policies, please note the following Pulse Secure IF-

MAP conventions:

. the system maps to the identical IF-MAP username.

« Arole is paired with an IF-MAP capability.

. Capabilities can have the same name as the roles they are paired with, or a different name.

. When different IF-MAP clients have different but equivalent role names (e.g. Legal and Law, both referring to members
of the corporate legal department) a single IF-MAP capability must be chosen.

« Not every role needs to be paired with an IF-MAP capability: roles can be local to Connect Secure.

. After you decide on pairings between IF-MAP capabilities and the roles, you create a session export policy for each
pairing. On an Infranet Controller that controls Infranet Enforcers, you create a session import policy.

. The only parameters for the policies are the roles and the IF-MAP capability; everything else is fixed.

Default Session-Export and Session-Import Policy Action

By default, Session-Import and Session-Export IF-MAP policies are configured to allow IF-MAP capabilities (the equivalent
of roles) to be published to the IF-MAP server and retrieved from the IF-MAP server, provided there are matching roles on
each IF-MAP client. You can open new Session-Import and Session-Export policies on each device, and then name and
close the policies. Any matching roles that the IF-MAP clients in the federated network have can be used to access

resources.

40
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Advanced Session-Export and Session-Import Policies

By default, advanced policy actions are not visible unless you click the advanced options links on the Session-Export and
Session-Import policy pages. In default mode, you configure Session-Export and Session-Import policies using IF-MAP
capabilities and roles.

Device attributes, IF-MAP roles and identities can be accessed through the advanced options links. IF-MAP capabilities and
Connect Secure roles should provide the functionality that most IF-MAP Federation requires.

Related Documentation

«  Configuring Session-Export Policies
. Session-Import Policies

Configuring Session-Export Policies

Session-Export policies determine how users are identified on the IF-MAP server when their session is published via IF-
MAP: the policy sets the IF-MAP identifiers. You define attributes for users that will be used to determine role matching on
different Infranet Controllers. For example, you might configure a Session-Export policy to specify that any users that belong
to the “engineering” role should be identified with the “engineering” IF-MAP capability on the IF-MAP server. That identity will
be included in the session information to which other IF-MAP clients subscribe. You configure corresponding Session-Import
Policies on Infranet Controllers to identify which roles the user should be assigned.

You configure Session-Export policies based on Infranet Controller or Connect Secure roles, and users belonging to those
roles can access resources on an Infranet Enforcer only if the role can be successfully matched with a role on the target
Infranet Controller. You configure Session-Export policies on all Infranet Controller and Connect Secure devices for which
you have users that will be allowed to access resources behind an Infranet Enforcer in the network.

When a user for whom Session-Export policies has been configured successfully authenticates to the network, the Session-
Export policies are used to translate the user session into IF-MAP data which is then sent to the IF-MAP server. When the
user attempts to access a resource that is protected by an Infranet Enforcer, the target Infranet Controller then attempts to
translate the IF-MAP data for the user into a username and roles using the Session-Import policies that are configured on
the second Infranet Controller device.

Administrative Domains in Session-Export Policies

In a Layer 2 environment, session information on the IF-MAP server includes a MAC address. If an export policy specifies
an Administrative Domain, the domain is associated with the MAC address published to the IF-MAP server (the
administrative domain is also associated with the identity published to the IF-MAP server).

A DHCP server assigns an IP address to the endpoint after authentication. An IF-MAP enabled DHCP server publishes an
ip-mac link to IF-MAP, associating the endpoint’s IP address with its IF-MAP session information.

Including administrative domains in MAC addresses allows the ip-mac link to be created based on the administrative
domain.

If your IF-MAP Federated network spans different administrative domains, you should configure separate Session-Export
policies for each domain to prevent MAC address spoofing. Each administrative domain should have an associated DHCP
server and unique Session-Export policies.

Other aspects of the Session-Export policies within the IF-MAP Federated network can overlap.

To configure a Session-Export policy:
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From the admin console select System > IF-MAP > Session-Export Policies.

Click New to create a new policy.

Type a Policy Name, and optionally a Description.

Optionally, add Available Roles to the Selected Roles column to determine the roles for which this policy should apply. If you
do not add any roles, the policy applies to all sessions. However, if you have non-interactive devices such as printers that do
not need access, you may want to manually add roles and exclude those roles with non-interactive devices.

1.

Under Policy Actions, Select Set IF-MAP Capabilities and choose the applicable roles.
O Copy Matching Roles—Selecting this action copies all of the user roles that match the roles specified in
the Roles section of this policy into the IF-MAP capabilities data.
O Copy all Roles—Selecting this action copies all of the roles from the user session to the IF-MAP
capabilities data.
O Set capabilities specified below—Enter capabilities, one per line.
Select Stop processing policies when this policy matches to specify that when this policy is matched, no more
Session-Export policies should be applied.
Select Save Changes, or continue to configure Advanced Actions.
To configure advanced options (generally not required for Infranet Controller and Connect Secure IF-MAP

Federation):
1. Select the View Advanced Actions link. Additional options appear on the page.
2. Set IF-MAP Identity—If this action is chosen, enter the Identity and select an Identity Type from the

menu. ldentity is normally specified as <NAME>, which assigns the user’s login name. Any combination
of literal text and context variables may be specified. If you choose other for Identity Type, enter a unique
Identity Type in the text box.

3. Optionally type the Administrative Domain for the Session-Export policy. This optional field is applied to
identity and MAC address data. One example for using this field is in a large network environment with
several domains in which a username could be duplicated. By entering the domain, you ensure that the
correct user is identified.

Set IF-MAP Roles—If this action is selected, select the applicable roles.

O Copy Matching Roles—Selecting this action copies all of the user roles that match the roles specified in
the Roles section of this policy into the IF-MAP capabilities data.

O Copy all Roles—Selecting this action copies all of the roles from the user session to the IF-MAP
capabilities data.

O Set capabilities specified below—Enter capabilities, one per line.

Set IF-MAP Device Attributes—Device attributes represent a passed Host Checker policy on the Infranet Controller

or Connect Secure.

O Copy Host Checker policy names—The name of each Host Checker policy that passed for the session is
copied to a device attribute.
O Set Device Attributes—Type Device Attributes, one per line, into the text box.

Select Save Changes to save this advanced Session-Export policy.

You must create corresponding Session-Import policies that allow IF-MAP client Infranet Controllers that are

connected to an Infranet Enforcer in front of protected resources to collect IF-MAP data from the IF-MAP server.

Related Documentation

Session-Export and Session-Import Policies
Troubleshooting the IF-MAP Federated Network
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Session-Import Policies

The Session-Export policies that you create allow IF-MAP data that represents a session to be stored on the IF-MAP server.
Session-Import policies specify how the Infranet Controller derives a set of roles and a username from the IF-MAP data in
the IF-MAP server. Session-Import policies establish rules for importing user sessions from Connect Secure. Import policies
allow you to match authenticated users with corresponding roles on the target device. For example, you might configure an
Import policy to specify that when IF-MAP data for a session includes the “Contractor” capability, the imported session
should have the “limited” role. Session-Import policies allow the Infranet Controller to properly assign roles based on
information that the IF-MAP server provides.

You configure Session-Import policies on IF-MAP client IVEs that are connected to an Infranet Enforcer in front of protected
resources. For information about configuring Session-Import policies, see IF-MAP Feature Guide.

Related Documentation

. Troubleshooting the IF-MAP Federated Network

Troubleshooting the IF-MAP Federated Network

Diagnostic tools on the Infranet Controller and Connect Secure can assist you with troubleshooting a federated network.

IF-MAP Client User Messages—On the IF-MAP client, logs information that is published and removed from the IF-MAP
server.

. Enable IF-MAP Client User Messages from Log/Monitoring > User Access > Settings on the Infranet Controller and
Connect Secure IF-MAP client.

IF-MAP Server Trace—On the IF-MAP server, logs the XML for all IF-MAP requests and responses.

. Enable the IF-MAP Server Trace from Log/Monitoring > Events > Settings on the IF-MAP server.

IF-MAP Server Trace should only be enabled for troubleshooting purposes, as running this diagnostic incurs a large
performance impact.
Related Documentation

. Viewing Active Users on the IF-MAP Client

Viewing Active Users on the IF-MAP Client

On an IF-MAP client, you can view all of the sessions from other Infranet Controllers or Connect Securedevices that
currently access the client (the imported sessions). Session information that can be viewed includes the username, roles,
the user’s endpoint IP address, and the IP address of the Infranet Controller or Connect Securedevice that authenticated the
user. You can select and remove sessions either temporarily or permanently. A temporarily removed session can be
restored in response to a request for continued access. A permanently removed session cannot be restored.

To view, de-activate, or activate current sessions on an IF-MAP client:

1. Select System > IF-MAP > Active Users from the IF-MAP client admin console.
2. Select Imported or Exported.
3. Select Activate or De-activate.

Related Documentation

. Troubleshooting the IF-MAP Federated Network
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Trusted Server List

The system uses two mechanisms to install and launch client software from a web browser:

. ActiveX controls (available only for Windows/IE)
. Java applets

With both mechanisms, the user is prompted to trust ActiveX controls and Java applets they have not run before. Inherent
problems with these types of mechanisms are:

. When the user trusts an ActiveX control that control is trusted forever.
. When trusting a Java applet, users are trusting all code that is signed by the exact same code signing certificate.

To address the above, administrators can create a text file (called a whitelist) that contains a list of trusted devices, fully
qualified domain names or IP addresses, one per line. Administrators can configure two types of whitelists:

. Admin whitelist—The admin whitelist file can be modified only by the endpoint administrator. The administrator must
use SMS or other mechanism to copy the admin whitelist file to the end-user's system. Admin whitelist files are located
in:

%ProgramFiles%\Pulse Secure\Whitelist.txt (\Windows)
lusr/local/pulsesecure/whitelist.txt (Macintosh and Linux)

. User whitelist—Users can themselves make the decision to trust a device. When the user makes a decision to trust
device, the device gets added to the user whitelist. User whitelist files are located in:
%AppData%\Pulse Secure\Whitelist.txt (Windows)

I~ILibrary/Application Support/Pulse Secure/whitelist.txt (Macintosh)
I~I.pulse_secure/whitelist.txt (Linux)

6 NOTE: The trusted server list feature is for applications launched from a browser window. It does not apply to
applications launched from the command-line or other means.

Administrator and User Configuration

The following is a snippet of a whitelist file:

qa.pulsesecure.netdevi.pulsesecure.net66.129.224.48

6 NOTE: Whitelist files are not deleted when the software is removed.
There are two modes of enforcement:

«  Allow Admin List Only—When software launches from the device that is not in the administrator whitelist, the launch
fails and the user receives the error message “You are not allowed to launch software downloaded from <server>.
Contact your system administrator for assistance.” If the device is in the administrator whitelist, the launch proceeds as
requested.

. Prompt—When software launches from the device that is not in the administrator whitelist or the user whitelist, the user
is prompted if they want to launch the software with the message "Do you want to download, install and/or execute
software from the following server". If the user declines, the launch fails. If the user accepts, the launch proceeds. The
user also has the option to automatically add the device to the user whitelist file by selecting one of the following
options from the message window:

O Always —Add the server to the user whitelist file and download, install or launch the software
O Yes—Download, install or launch the software but don’t add the server to the user whitelist file
O No—Don’t download, install or launch software and don’t add the server to the user whitelist file
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If the first line of the whitelist file contains “AllowAdminListOnly” (case insensitive) then Allow Admin List Only enforcement
mode is used. Otherwise, prompt mode enforcement is used.

A snippet of a whitelist file using Allow Admin List Only enforcement is shown here:

AllowAdminListOnly qa.pulsesecure.net dev1.pulsesecure.net 66.129.224.48

o NOTE: Prompt enforcement is the default mode when you upgrade your software to the latest revision.
To add clusters to the whitelist file:

. For Active/Passive clusters enter the VIP in the whitelist.
. For Active/Active clusters enter the load balancer hostname in the whitelist.

White List Flow Chart

The following steps outline the process for determining whether to launch the software

1. If the URL of the page initiating the launch does not begin with https, abort the launch and notify the user.
2. Else if the admin whitelist exists,
O If the origin site is listed in the whitelist, proceed with the launch.
O If the origin site is not in the whitelist and the whitelist starts with “AllowAdminListOnly”, abort the launch
and notify the user.

3. Else if the user whitelist exists,

o If the origin site is in the user whitelist, proceed with the launch.
4, Prompt the user if they trust the origin site.
5. If the user agrees to trust the origin:

O If they select Always then add the server to user whitelist file.
O Proceed with the launch.
6. Abort the launch.

Related Documentation

« Uploading Java Applets to Connect Secure
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. User Roles Overview

. Configuring General Role Options

. Role Restrictions

. Specifying Role-Based Source IP Aliases
. Specifying Role Session Options

. Customizing the Welcome Page

. Optimized Interface for the Apple iPad

«  Defining Default Options for User Roles

. Customizing Messages

. Customizing Ul Views for User Roles

User Roles Overview

A user role is an entity that defines user session parameters (session settings and options), personalization settings (user
interface customization and bookmarks), and enabled access features (Web, file, secure application manager, VPN
tunneling, Secure Email, enterprise onboarding Telnet/SSH, Terminal Services, meeting, e-mail access, virtual desktops,
HTMLS5 access, and Pulse Secure client). A user role does not specify resource access control or other resource-based
options for an individual request. For example, a user role may define whether or not a user can perform Web browsing.
However, the individual Web resources that a user may access are defined by the Web resource policies that you configure
separately.

The access management framework supports two types of user roles:

. Administrators—An administrator role specifies management functions and session properties for administrators who
map to the role. You can customize an administrator role by selecting the feature sets and user roles that members of
the administrator role are allowed to view and manage. You can create and configure administrator roles through the
Delegated Admin Roles page. Click Administrators > Admin Roles in the admin console.

. Users—A user role is an entity that defines user session parameters, personalization settings, and enabled access
features. You can customize a user role by enabling specific access features, defining Web, application, and session
bookmarks, and configuring session settings for the enabled access features. You can create and configure user roles
through the Roles page. Click Users > User Roles in the admin console.

User roles are an integral part of the access management framework, and therefore are available on all Connect Secure
products. However, you can only access features through a user role if you are licensed for the feature.

User Role Evaluation

The role mapping engine determines a user’s session role, or combined permissions valid for a user session, as illustrated
in Figure 6. A detailed description of each step follows the diagram.
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Figure 6: Security Checks Performed by Connect Secure to Create a Session Role
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The system performs the following security checks to create a session role:

1.

The system begins rule evaluation with the first rule on the Role Mapping tab of the authentication realm to which the
user successfully signs in. During the evaluation, the system determines if the user meets the rule conditions. If so, then:

. The system adds the corresponding roles to a list of “eligible roles” available to the user.

. The system considers whether or not the “stop on match” feature is configured. If so, then the engine jumps to step 5.

. The system evaluates the next rule on the authentication realm’s Role Mapping tab according to the process in Step 1

and repeats this process for each subsequent rule. When the system evaluates all role mapping rules, it compiles a
comprehensive list of eligible roles.

. The system evaluates the definition for each role in the eligibility list to determine if the user complies with any role

restrictions. The system then uses this information to compile a list of valid roles, whose requirements the user also
meets.

If the list of valid roles contains only one role, then the system assigns the user to that role. Otherwise, the system
continues the evaluation process.

. The system evaluates the setting specified on the Role Mapping tab for users who are assigned to more than one role:
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. Merge settings for all assigned roles—If you choose this option, then the system performs a permissive merge of all
the valid user roles to determine the overall (net) session role for a user session.

. User must select from among assigned roles—If you choose this option, then the system presents a list of eligible
roles to an authenticated user. The user must select a role from the list, and the assigns the user to that role for the
duration of the user session.

. User must select the sets of merged roles assigned by each rule—If you choose this option, the system presents a
list of eligible rules to an authenticated user (that is, rules whose conditions the user has met). The user must select a
rule from the list, and the system performs a permissive merge of all the roles that map to that rule.

o NOTE: If you use automatic (time-based) dynamic policy evaluation or you perform a manual policy evaluation,
the system repeats the role evaluation process described in this section.

Permissive Merge Guidelines

A permissive merge is a merge of two or more roles that combines enabled features and settings following these guidelines:

. Any enabled access feature in one role takes precedence over the same feature set disabled in another role. For
example, if a user maps to two roles, one of which disables Meetings while the other role enables Meetings, the system
allows the user to use Meetings for that session.

« Inthe case of Secure Application Manager, the system enables the version corresponding to the first role that enables
this feature. Furthermore, the system merges the settings from all the roles that correspond to the selected version.

o NOTE: If you are using Pulse Secure client, then Pulse Secure is always enabled as the default client.

. Inthe case of user interface options, the system applies the settings that correspond to the user’s first role.

. In the case of session timeouts, the system applies the greatest value from all of the roles to the user’s session.

. If more than one role enables the Roaming Session feature, the system merges the netmasks to formulate a greater
netmask for the session.

. When merging two roles that a user is mapped to—one in which bookmarks open in a new window and one in which
bookmarks open in the same window—the merged role opens bookmarks in the same window.

. When merging two roles in which the first role disables the browsing toolbar and the second role enables either the
framed or standard toolbar, the merged role uses the settings from the second role and displays the specified browsing
toolbar.

«  The merged role uses the highest value listed for each HTTP Connection Timeout. Click Users > User Roles > Select
Role > Web > Options then click View advanced options.

«  Merging of conflicting VPN Route Precedence Options is discouraged. But if it is done, the order of precedence is Allow
Local Subnet Access, then Tunnel Routes and then Endpoint Routes.

Configuration of User Roles

To create a user role:
1. In the admin console, choose Users > User Roles.

2. Click New Role and then enter a name and optionally a description. This name appears in the list of Roles on the Roles
page.

Once you have created a role, you can click the role’s name to begin configuring it using the instructions in the following
sections.

o NOTE: When you delete a role, the personal bookmarks, SAM settings, and other settings may not be removed.
Therefore, if you add a new role with the same name, any users added to that new role may acquire the old
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bookmarks and settings. In general, the system enforces referential integrity rules and does not allow you to
delete any objects if they are referenced elsewhere. For example, if a role is used in any of the realm's role
mapping rules, then the system rejects the deletion of the role unless you modify or delete the mapping rules.

When you create individual user accounts, you must add the users through the appropriate authentication server
(not the role). Or for instructions on how to create users on third-party servers, see the documentation that
comes with that product.

Related Documentation

« Policies, Rules & Restrictions, and Conditions Overview

« Configuring General Role Options

Configuring General Role Options

Click Overview at the top of the General tab to edit a role’s name and description, toggle session and user interface options
on and off, and enable access features. When you enable an access feature, make sure to create corresponding resource
policies.

To manage general role settings and options:

1. Inthe admin console, click Users > User Roles > Role Name > General > Overview.

2. Revise the name and description and then click Save Changes (optional).

3. Under Options, check the role-specific options that you want to enable for the role.

The system uses default settings for newly created roles or when you do not select role-specific options.

Role-specific options include:

VLAN/Source IP—Select this option to apply the role settings configured on the General > VLAN/Source IP page.
Session Options—Select this option to apply the role settings in the General > Session Options page to the role.

Ul Options—Select this option to apply the role settings in the General > Ul Options page to the role.

4. Under Access features, check the features you want to enable for the role. Options include:

Web—intermediate Web URLs through the Content Intermediation Engine.

Files (Windows or UNIX/NFS version)—resource profile that controls access to resources on Windows server
shares or UNIX servers.

Secure Application Manager (Windows version or Java version)—provides secure, application-level remote
access to enterprise servers from client applications.

Telnet/SSH—connects to internal server hosts in the clear using Telnet protocols or to communicate over an
encrypted Secure Shell (SSH) session through a web-based terminal session emulation.

Terminal Services—enable terminal emulation sessions on a Windows terminal server, Citrix NFuse server, or Citrix
Metaframe server.

Meetings—securely schedule and hold online meetings between both system users and non-system users.

VPN Tunneling—provides secure, SSL-based network-level remote access to all enterprise application resources
using the system.
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. Secure Mail—enables automatic synchronization with an Exchange server (ActiveSync) and e-mail encryption for
iOS devices that have the Pulse Secure client.

. Enterprise Onboarding—allows users to securely access enterprise network resources with almost any device.
Wi-Fi, VPN, certificate, and Secure Mail profiles can be defined for enterprise resources and downloaded to a
device during onboarding, depending on the device type.

5. Click Save Changes to apply the settings to the role.
Related Documentation

« Role Restrictions

« Specifying Role Session Options

Role Restrictions

Click Restrictions at the top of the General tab to specify access management options for the role. The system considers
these restrictions when determining whether or not to map a user to the role. The system does not map users to this role
unless they meet the specified restrictions.

You may configure any number of access management options for the role. If a user does not conform to all of the
restrictions, the system does not map the user to the role.

To specify access management options for the role:
1. In the admin console, click Users > User Roles > Role Name > General > Restrictions.

2. Click the tab corresponding to the option you want to configure for the role, and then configure it.
Related Documentation

« Specifying Source IP Access Restrictions
« Specifying Browser Access Restrictions

« Specifying Certificate Access Restrictions

Specifying Role-Based Source IP Aliases

Click VLAN/Source IP at the top of the General to define role-based source IP aliases. If you want to direct traffic to specific
sites based on roles, you can define a source IP alias for each role. You use these aliases to configure virtual ports you
define for the internal interface source IP address. A back-end device can then direct end user traffic based on these
aliases, as long as you configure the back-end device, such as a firewall, to expect the aliases in place of the internal
interface source IP address. This capability enables you to direct various end users to defined sites based on their roles,
even though all of the end user traffic has the same internal interface source IP address.

o NOTE: You must define virtual ports to take advantage of the role-based source IP aliases.

To specify a source IP alias for the role:

1. In the admin console, click Users > User Roles > Role Name > General General > VLAN/Source IP.

2. Select the VLAN you want to use from the VLAN list, if you have defined VLAN ports on your system.
If you have not defined VLAN ports, the option defaults to the Internal Port IP address.

3. Select a source IP address from the list.
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4. Click Save Changes to apply the settings to the role.

o NOTE: If an end user is mapped to multiple roles and the system merges roles, the system associates the
source IP address configured for the first role in the list with the merged role.

You can specify the same source IP address for multiple roles. You cannot specify multiple source IP addresses
for one role.

Related Documentation

« Using Virtual Ports

Specifying Role Session Options

Use the Session tab to specify session time limits, roaming capabilities, session and password persistency, request follow-
through options, and idle timeout application activity. Select the Session Options check box on the Overview tab to enable
these settings for the role.

To configure general session options:
1. In the admin GUI, click User > User Roles > RoleName > General > Session Options.
2. Configure session options, as described in Table 3.

3. Save the configuration.
Table 3: Session Options

Option Guidelines
$e§sion « For Idle Timeout, specify the number of minutes a non-administrative user session may remain idle before ending.
lifetime The minimum is five minutes. The default idle session limit is 10 minutes, which means that if a user’s session is

inactive for 10 minutes, the system ends the user session and logs the event in the system log (unless you enable
session timeout warnings described later).

« For Max. Session Length, specify the number of minutes an active non-administrative user session may remain
open before ending. The minimum is six minutes. The default time limit for a user session is 60 minutes, after which
the system ends the user session and logs the event in the system log. During an end user session, prior to the
expiration of the maximum session length, the system prompts the user to reenter authentication credentials, which
avoids the problem of terminating the user session without warning.

« For Reminder Time, specify when the system should prompt non-administrative users, warning them of an
impending session or idle timeout. Specify the number of minutes before the timeout is reached.

« Optionally, select Use Session/ldle timeout values sent by the primary Radius authentication Server to override the
idle timeout and session length specified above. If the received values are below the minimums (5 minutes for the
idle timeout and 6 minutes for the session length), the minimum values are used.

« Optionally, select Enable Session Extension to allow users to extend the session beyond the maximum session
length. If this feature is enabled, users will be reauthenticated and extend their current session without interruption.

NOTE: We recommend the difference between Idle Timeout and Reminder Time be greater than two minutes. This
ensures that the reminder pop-up window appears at the correct time.

© 2020 by Pulse Secure, LLC. All rights reserved 51



Pulse Connect Secure Administration Guide

Option

Guidelines

Enable session
timeout
warning

Enable to notify non-administrative users when they are about to reach a session or idle timeout limit.

These warnings prompt users to take the appropriate action when they are close to exceeding their session limits or
idle timeouts, helping them save any in-progress form data that would otherwise be lost. Users approaching the idle
timeout limit are prompted to reactivate their session. Users approaching the session time limit are prompted to save
data.

Optionally, select Display sign-in page on max session time out to display a new browser sign-in page to the end user
when their session times out. This option only appears when you choose to enable the session timeout warning.

NOTE: If you do not select the Enable session timeout warning option, the system only displays expiration messages
to users—it does not give them the option to extend their sessions. Instead, users need to access the sign-in page and
authenticate into a new session.

The Enable session timeout warning option only applies to expiration messages displayed by the end user's browser,
not by other clients such as WSAM or VPN Tunneling.

Roaming
session

Select one of the following options:

« Enabled—Enables unlimited roaming sessions. An unlimited roaming session allows mobile users (laptop users)
with dynamic IP addresses to sign in to the device from one location and continue working from another. Disable
this feature to prevent users from accessing a previously established session from a new source IP address. This
helps protect against an attack spoofing a user’s session, provided the hacker was able to obtain a valid user's
session cookie. If you enable unlimited session roaming, a session is maintained within an IPv4 network, within an
IPv6 network, or from IPv4 to IPv6 and vice versa.

« Limit to subnet—Limits the roaming session to the local subnet, specified by netmask for IPv4 subnets and prefix
length for IPv6 subnets. Users may sign in from one IP address and continue using their sessions with another IP
address as long as the new IP address is within the same subnet. If you configure limited session roaming, you can
specify IPv4 or IPv6 subnets within which the session is maintained. However, with limited session roaming, you
cannot allow sessions to roam from IPv4 to IPv6 networks, or vice versa.

« Disabled—Disables roaming user sessions for users mapped to this role. Users who sign in from one IP address
may not continue an active session from another IP address; user sessions are tied to the initial source IP address.

Persistent
session

By default, the session cookie is flushed from the browser's memory when the browser is closed. The session length is
determined by both the idle timeout value and maximum session length value that you specify for the role. The session
does not terminate when a user closes the browser; a session only terminates when a user signs out of the device.

Enable the persistent session option to write the session cookie to the client hard disk so that the user’s credentials
are saved for the duration of the session.

Assume persistent session is enabled and a user starts a VPN Tunneling session from a browser. Later, the user quits
the browser application. The next time the user opens a new browser window and logs in to the same device, the user
is not prompted to enter his or her credentials again.

NOTE: (Macintosh only) Persistent session applies only for browser login as stated earlier. If you start VPN Tunneling
from the standalone launcher (by opening NetworkConnect.dmg) and later open a new browser and log in to that
same device, you are prompted to reenter your credentials.

NOTE: If you enable the Persistent session option and a user closes the browser window without signing out, any user
can open another instance of the same browser to access the device without submitting valid credentials, posing a
potential security risk. We recommend that you enable this feature only for roles whose members need access to
applications that require system credentials and that you make sure these users understand the importance of signing

_out of the device when they are finished.
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Option

Guidelines

Remove
Browser
Session
Cookie

Enable to remove the session cookie and logs users out of their Web session once the client component launches,
enhancing security for your VPN Tunneling, WSAM and Pulse session.

Disable to retain the session cookie and keep users logged in to their Web session once the client component starts.

Because browser cookies are plain text files, they are susceptible to malicious attacks. The Remove Browser Session
Cookie option removes the session cookie, making your VPN Tunneling, WSAM and Pulse Secure client sessions
more secure. When enabled, users are logged out of their Web session once the client component (for example, Pulse
Secure client) launches. Users are logged out of their Web session regardless of whether the client component
launches successfully or not. If the client component does not successfully launch, users can restart their Web session
and try launching their client component again. This option also prevents any client component from launching a
browser through the client.

NOTE: The Remove Browser Session Cookie removes only the session cookie. It does not remove non-system
cookies or other any other cookie.

HTTP Only
Device Cookie

Enable to set a HTTP only cookie along with DSID.

This cookie cannot be read with the help of scripts and protects against XSS attacks and cookie stealing. This cookie
along with DSID will be used to restore a user session.

Persistent Enable to allow cached passwords to persist across sessions for a role.

password

caching The system supports Windows NT LAN Manager (NTLM) authentication protocol and HTTP Basic Authentication and
supports servers that are set up to accept both NTLM and anonymous sign-in. The system caches NTLM and HTTP
Basic Authentication passwords provided by users so that the users are not repeatedly prompted to enter the same
credentials used to sign in to the server or another resource in the NT domain. By default, the system flushes cached
passwords when a user signs out. A user can delete cached passwords through the Advanced Preferences page.
After the end user logs in to the device, click Preferences and then click the Advanced tab.

Browser Enable to allow the system to complete a user request made after an expired user session after the user

request follow- reauthenticates.

through

Idle timeout Enable to ignore activities initiated by Web applications (such as polling for e-mails) when determining whether a

application session is active. If you disable this option, periodic pinging or other application activity may prevent an idle timeout.

activity

Upload Logs Enable to allow the user to transmit (upload) client logs to the system.

NOTE: Use the System > Log/Monitoring > Client Logs > Settings page to completely enable client-side logs for the
user.

Related Documentation

« Pulse Collaboration Overview

Customizing the Welcome Page

Click Ul Options at the top of the General tab to specify customized settings for the welcome page and the browsing toolbar
for users mapped to this role. The welcome page (or home page) is the Web interface presented to authenticated users.
Click Overview at the top of the General tab, and then select the Ul Options check box to enable custom settings for the
role; otherwise, the system uses the default settings.

Personalization settings include the sign-in page, page header, page footer, and whether or not to display the browsing
toolbar. If the user maps to more than one role, then the system displays the user interface corresponding to the first role to
which a user is mapped.

To customize the welcome page for role users:

1. Click Users > User Roles > RoleName > General > Ul Options.
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2. Under Header, specify a custom logo and alternate background color for the header area of the welcome page (optional):
« Click Browse and locate your custom image file. The new logo appears in the Current appearance box only after you
save your changes.
o NOTE: You can only specify a JPEG or GIF file for a custom logo image. Other graphics formats are not

displayed properly in the JSAM status window on some OS platforms.

. Type the hexadecimal number for the background color or click the Color Palette icon and pick the desired color. The
Current appearance box updates immediately.

3. Under Sub-headers, select new background and text colors (optional):

. Type the hexadecimal number for the Background color or click the Color Palette icon and pick the desired color. The
Current appearance box updates immediately.

« Type the hexadecimal number for the Text color or click the Color Palette icon and pick the desired color. The Current
appearance box updates immediately.

4. Under Start page, specify the start page that you want users to see after they sign in and when they click the Home icon
on the toolbar:

. Bookmarks page—Select this option to display the standard Bookmarks page.
. Meetings page—Select this option to display the standard meetings page.

. Custom page—Select this option to display a custom start page and then specify the URL to the page. The system
rewrites the URL and creates an access control rule to allow users access to the URL. (Note that users can also enter
the custom URL in the Browse field on the toolbar.) The system evaluates the access control rule after all other
policies, which means another policy could deny access to the URL.

. Also allow access to directories below this url—Select this option to allow users access to subdirectories of the
custom-page URL. For example, if you specify http://www.domain.com/, users can also access
http://www.domain.com/dept/.

5. Under Bookmarks Panel Arrangement, arrange the panels as you want to display them on the user's bookmarks page:
1. To select the name of a panel, click in the Left Column or Right Column list.
2. To position a panel above or below the other panels, click Move Up or Move Down.
3. To move a panel to the other side of the user's bookmarks page, click Move > or < Move.

o NOTE: The system displays all panels under Bookmarks Panel Arrangement for all licensed features regardless
of whether or not you enable the corresponding feature for the role.

The maximum number of combined bookmarks a role can have is approximately 500. If a role has more than 500
bookmarks, some operations (for example, delete role, duplicate role) may not work correctly. The workaround is
to split a role with a large number of bookmarks into multiple roles.

4. Under Help Page, select options to control the Help page that appears when users click the Help button on the
toolbar:

. Disable help link—Select this option to prevent users from displaying Help by removing the Help button from
the toolbar.

. Standard help page—Select this option to display the standard end-user Help.
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. Custom help page—Select this option to display a custom Help page. Specify the URL to the custom help
page, and then provide an optional width and height for the help page’s window. The system rewrites the
URL and creates an access control rule to allow users access to the URL. (Note that users can also enter
the custom URL in the Browse field on the toolbar.) The system evaluates the access control rule after all
other policies, which means another policy could deny access to the URL. (Note that when you choose this
option, the system disables the Tips link next to the Browse field.)

- Also allow access to directories below this url—Select this option to allow users access to subdirectories of
the custom help page URL. For example, if you specify http://www.domain.com/help, users can also access
http://www.domain.com/help/pdf/.

5. Under User Toolbar, select options for the toolbar on the Bookmarks page and other secure gateway pages:

. Home—Select this option to display the Home icon on the Bookmarks page and other secure gateway
pages.

. Preferences—Select this option to display the Preferences button.

. Session Counter—Select this option to display a time value on the user toolbar that indicates the maximum
remaining time allowed in the user’s current session. Note that a period of user inactivity could also end the
current session before this maximum time expires.

« Client Application Sessions—Select this option to display the Client Apps button on the user toolbar. Users
can click this button to display the Client Application Sessions page where they can start client applications
such as VPN Tunneling or Secure Application Manager. If you do not select this option, the system displays
the Client Application Sessions panel on the Bookmarks page.

6. Under Browsing toolbar, select options for the toolbar that users see when browsing pages not located on the
system, such as external web sites:

« Show the browsing toolbar—Select this option to display the browsing toolbar.
« Toolbar type—Select the type of browsing toolbar you want to display:

. Standard—This toolbar can be moved to the top left or top right side of the browser window. Users can
also collapse and expand the toolbar. When collapsed, the toolbar displays the custom logo only. The
toolbar’s default state is expanded and on the top right side of the browser window.

- Framed—This toolbar remains fixed in a framed header section at the top of the page.

o NOTE: We recommend that you do not use the top variable when working with a frame set because after the
system intermediates the page, top might reference a different frame than you intend. This change might make
the framed toolbar disappear or could cause your intermediated application to work erratically or incorrectly. See
Content Intermediation Engine Developer Guide,

« Toolbar logo and Toolbar logo (mobile)—Specify a custom logo (such as your company’s logo) that you want
to display on the standard and framed toolbars by browsing to the image file (optional). When the user clicks
the logo, the page you specify for the Logo links to option appears. The current logo for the browsing toolbar
appears next to these options.

« Logo links to— Select an option to link the browsing toolbar logo to a page that appears when users click the
logo:

- Bookmarks page—Links the logo to the Bookmarks page.
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. “Start Page” settings—Links the logo to the custom start page you specified under the Start Page section. In
the welcome message of the sign in page, the admin can now include hyperlinks with VMWare-View custom
protocol (vmware-view://). Therefore the set of allowed hyperlinks are now vmware-view, http, https, mailto,
ftp.

. Custom URL—Links the logo to the URL you enter in the associated text box (optional). This resource must
be accessible to the system. The system rewrites the URL and creates an access control rule to allow users
access to the URL. (Note that users can also enter the custom URL in the Browse field on the toolbar.) The
system evaluates the access control rule after all other policies, which means another policy could deny
access to the URL.

- Also allow access to directories below this url—Select this option to allow users access to subdirectories of
the custom URL.

« Specify the items you want to display in the browsing toolbar:

- Enable "Home" link—Select this option to display the Home Page button, which is linked to the Bookmarks
page.
- Enable "Add Bookmark" link—Select this option to display the Bookmark this Page button.

- Enable "Bookmark Favorites" link—Select this option to display the Bookmark Favorites button. When the
user clicks this button, the system displays a list of the bookmarks that the user specified as favorites on the
Add Web Bookmark page of the secure gateway.

- Display Session Counter— Select this option to display a time value on the browsing toolbar that indicates the
maximum remaining time allowed in the user’s current session. Note that a period of user inactivity could also
end the current session before this maximum time expires.

- Enable "Help" link—Select this option to display the Help button, which is linked to the Help page you specify
for under Help page.

o NOTE: If you click Users > User Roles > Role Name> Web > Options and clear the User can add bookmarks
check box, then the system does not display the Bookmark this Page and Bookmark Favorites buttons on the
browsing toolbar even if you select the Enable "Add Bookmark" link and Enable "Bookmark Favorites" link
options.

. Use Iframe in Toolbar—Select this option if you are having problems with using iframes with JavaScript
rewriting and with the Firefox web browser. This option resolves interoperability problems with the above.

7. Under Personalized greeting, specify a greeting and notification message on the Bookmarks page (optional):

. Enabled—Select this option to display the personalized greeting. The system displays the username if the
full name is not configured.

« Show notification message—Select this option and enter a message in the associated text box (optional).
The message appears at the top of the Bookmarks page after you save changes and the user refreshes that
page. You may format text and add links using the following HTML tags: <i>, <b>, <br>, <font> and <a href>.
However, the system does not rewrite links on the sign-in page (because the user has not yet authenticated),
so you should only point to external sites. Links to sites behind a firewall will fail. You may also use Connect
Secure system variables and attributes in this field.

o NOTE: The length of the personalized greeting cannot exceed 12K, or 12288 characters.
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If you use unsupported HTML tags in your custom message, the system may display the end user’s home page
incorrectly.

8. Under Other, specify whether or not you want the copyright notice and label shown in the footer (optional). This
setting applies only to those users whose license permits disabling the copyright notice. For more information
about this feature, call Pulse Secure Support.

9. Click Save Changes. The changes take effect immediately, but current user browser sessions may need to be
refreshed to see the changes.

10. Click Restore Factory Defaults to reset all user-interface options back to factory defaults (optional).
Related Documentation

» Specifying Role Session Options

Optimized Interface for the Apple iPad

The system is optimized for a number of platforms, including the Apple iPad. This optimization includes:

. Login pages — includes the login and logout pages as well as intermediate pages that appear after the user enters their
credentials on the sign-in page and before the Home page appears. The following is a list of these customized login
pages:

. Cancel.thtml

- Defender.thtml

- ExceededConcurrent.thtml
- GeneratePin.thtml

- GracelLoginUsed.thtml

- LoginPage.thtml

- Logout.thtml

- NewPin.thtml

- NextToken.thtml

- PasswordChange.thtml
- PasswordExpiration.thtml
- SelectRole.thtml

- ShowSystemPin.thtml

- SigninNotifPostAuth.thtml
- SigninNotifPreAuth.thtml
- SM-NewPinSelect.thtml
. SM-NewPinSystem.thtml
- SM-NewUserPin.thtml

- SM-NextToken.thtml

. SSL.thtml
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- confirmation.thtml
- confirmation_opensessions.thtml

- user_unknown.thtml

. Home page — This home page displays the welcome panel and any applicable notification messages as well as the Web
Bookmark panel, the File Bookmark (or Files) panel, the VPN and Preferences button.

. Web Bookmark pages — Located on the home page, the Web Bookmark panel lists each individual bookmark and allows
user to tap and browse the bookmark destination page. To edit bookmarks, tap the Edit button on the panel header and
the Edit Bookmark page appears. On this page, user can edit individual bookmarks, reorder bookmarks, and delete
bookmarks. Editing is limited to user-created bookmarks.

. File Bookmark pages — Located on the home page, the File Bookmark panel lists each individual bookmark. To edit
bookmarks, tap the Edit button on the panel header and the Edit File Bookmark page will be displayed. On this page, user
can edit individual bookmarks, reorder bookmarks, and delete bookmarks. Editing is limited to user-created file
bookmarks.

. Preferences page — Located the home page is a Preferences button. When tapped, it displays the Preferences setting
page, containing configuration options for changing username, delete cookies, delete session cookies and delete
passwords.

- Error pages — Error pages that can be seen while using the features made available on the iPad are customized.

. Company logos — Most pages display a company logo. These pages are capable of displaying custom logos if uploaded
from the admin GUI.

Table 4 lists the supported configurable options on the Apple iPad.
Table 4: Configurable Options on the Apple iPad

Custom User Interface Options Supported
Header Logo Image Yes
Header Background Color No
Sub-Header Background Color No
Sub-Header Text Color No
Start Page Message (Welcome message) Yes
Bookmark Panel Arrangement No
Enable/Disable Help Link Yes
Window Size of Help Page No
Show/Hide Preferences Toolbar No
Show/Hide Session Counter Yes
Browsing Toolbar Items Yes
Post-Auth Sign-In Notification Yes
Personalized Greetings Yes
Show Copyright Notice in Footer No

Related Documentation
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» Customizing the Welcome Page

Defining Default Options for User Roles

You can define default options for all user roles, just as you can for delegated administrator roles. Default values are used

for

newly created roles or for roles where the session or Ul option check boxes are not selected in the User > User Roles >

UserName > General > Overview window.

The default options include, but are not limited to:

« Session Options

Session lifetime—Define the idle timeout, maximum session length, and reminder time in minutes.
Enable session timeout warning—Determine whether to display warning and login page.
Roaming Session—Define level of mobility access.

Persistent Session—Define state across browser instances.

Persistent password caching—Define password state across sessions.

Browser request follow-through—Define response to browser session expiration.

Idle timeout application activity—Define system response to application session activity.

« Ul Options

Header—Define the logo and background color.

Sub-headers—Define the background and text color.

Start page—Define which page appears after the user logs in.

Bookmarks Panel Arrangement—Define the panels that appear on the user’s bookmark page.

Help Page—Display standard or custom help.

User Toolbar—Define the links that appear on a user's home page.

Browsing toolbar—Define the links that appear when a user is browsing an external web site.
Personalized Greeting—Display user’s name and notification message on the user’s welcome page.

Bookmarks Panel Arrangement Other—Show copyright notice.

Defining Default Options for User Roles

To define the default options for all user roles:

1.

2
3.
4

Select Users > User Roles.

. Click Default Options.

Modify settings in the Session Options, Ul Options, and Custom Messages tabs.

. Click Save Changes. These become the new defaults for all new user roles.

If you do not want user roles to see the copyright notice, you can also clear the Show copyright notice and “Secured by
Pulse Secure” label in footers check box for user roles, in general. That way, all subsequent roles you create do not allow
the notice to appear on the end user Ul.

Related Documentation

« Configuring General Role Options
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