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Pulse Connect Secure: Virtual Appliance on Amazon Web Services

Overview

About This Guide

This guide helps in deploying the Pulse Connect SecureVirtual Appliance on Amazon Web Services (AWS). In
this release, Pulse Connect Secure is made available in AWS Market Place. A Pulse Connect Secure
administrator can also manually upload the Pulse Connect Secure Virtual Appliance image (AMI) into AWS
storage account. Once the AMI package is available in the AWS storage account, the Pulse Connect Secure
administrator can deploy Pulse Connect Secure on AWS in the cloud.

Assumptions

The basic understanding of deployment models of Pulse Connect Secure on a data center and basic
experience in using AWS is needed for the better understanding of this guide.

© 2020 Pulse Secure, LLC. 7
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Prerequisites

SNAT End Point Tunnel IP

The packets transmitted from PCS Internal Interface are dropped by AWS Virtual Gateway in L3 traffic. This is
because the source IP and MAC address are not matching and the transit routing is not supported.

Pulse Connect Secure must be able to SNAT these packets to the Internal interface IP which belongs to a
subnet within the VPC.

To NAT endpoint tunnel IP to Internal interface IP, do the following:
1. Log in to Pulse Connect Secure admin console.
2. Navigate to System > Network > VPN Tunneling.
3. Enable Source NATTING. By default, Source NATTING is disabled.

Source NATTING

@ Enstle m

- Disable

Note: Enabling SNAT on PCS would reduce the number of connections, since one IP will be handling the traffic
for all the end user Pulse client connections. So, it is recommended that you purchase a NAT gateway and assign
it to PCS.

© 2020 Pulse Secure, LLC. 8
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Pulse Connect Secure in AWS
Marketplace

Beginning 9.0R4 release, Pulse Connect Secure is made available in AWS Market Place. The CloudFormation
templates are available at Amazon marketplace.

Prerequisites and System Requirements on AWS Marketplace
To deploy the Pulse Connect Secure Virtual Appliance on AWS Marketplace, you need the following:

An AWS account
Access to the AWS Marketplace (https://aws.amazon.com/marketplace)
Pulse Connect Secure licenses *

Note:

* From 9.0R3 release, Pulse Connect Secure Virtual Appliance, by default, has two evaluation licenses, and
supports licensing with License server located at corporate network.

Note: From release 9.0R1 onwards, PCS supports VM with 2-NICs model and 3-NICs model for deployment.

Deploying Pulse Connect Secure on AWS Marketplace

4. Launch AWS Marketplace using the URL: https://aws.amazon.com/marketplace and search with
keyword Pulse Secure.

Figure 1 AWS Marketplace

X = jaws amazon comjmarketpiscs| @ fr | Q Sewcn c T ma =

pulse secure virtual traffic manager

pulse secure vpn

Find. Buy. Deploy.

AWS Marketplace is a digital catalog with thousands of software ]
listings from independent software vendors that make it easy to

find, test, buy, and deploy software that runs on AWS.

Find AWS Marketplace products that meet your needs.

Categories vendors Pricing Plans Delivery Methods
All cateqorics v || Allvendors ¥ | Allpricing slans v | Alldelivery methods

Total results; 4558 Clear selection

AWS Marketplace contains the following two Pulse Connect Secure SKUSs:

Pulse Connect Secure - BYOL 2 NIC
Pulse Connect Secure - BYOL 3 NIC

© 2020 Pulse Secure, LLC.
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Figure 2 Subscribe to Pulse Connect Secure - BYOL 3 NIC

<« G @ https:jaws.amazan com/marketplace/search/resutts »searchlarms=pulse+sec: o @y | Q sesrcn ¢ @ =

pulse seeurel Hello, yesunll -

Migration Mapping Assistant  Your Saved List artmers  Selin AWS Marketplace  Amazon Wb Servics Home  Help

e —y Leyer 7 load
Ering vour-own Lcnzaz} Balaneer & applics bl you to offer High Swailability
Saftware Fres Trial Lisdli, Uty 18.04- 6445 ]

Free Tisl111)

Delivery Mathod & puisnsecue  Pulse Secure Virtual Traffic Manager Standard,

amazan Machinc Image (16)
=40 Web App Firewall - 1Gbps
Cloutearmaon stcke(2) Free Trial
- awam | :
. J oo -
Average Rating E ) | oot Mgger with ick igh
performands Load Balencer i appllcation delivery controller designed to deliver.
UifUsin Uty 1904 - 625t macon Machive e (811
Pulse Connect Secure - BYOL 3 NIC
Architecture o Pulse Secure:
) otk (0 | Version 9001 | 50 by Pulse Secure LG
. ticated access for remate and mobile users
U Exst N, Virginis) 15} b LIS -
LI, PGS 64 - 54-5i Az Mthin Imge ()
US Exze{Obie) (16)
WS Gouloud (US) (15)
S —— Qrulsesecures  PUISE Conmect Secure -BYOL 2 NIC
USWest (4. Calforna) (151 b (5 | v 801 | el by Pl securo L
shau mara Pulse Secure Cannect Secure provides secure, authenticated sccess for ramate and mabile users
A from any web> anytime, anymhore, i
Ui, P05 6.4~ GA-bi Az Maine bt A1)
General Purpose
= Memory Optimized . o
R SONICWALL  Sonicwall Web Application Firewall (WAF) - BYOL

Pulse Connect Secure - BYOL 3 NIC
Secure® By: Pulse Secure LLC  Latest Version: 9.0
doud, Ty ot e
199/h

Linu/Unix o [ evoL 4

Enable secure access from any device to enterprise apps and services in the data centre or.

5. Select either 3-NIC model or 2-NIC model based on your requirement. In the Product Subscription
page displayed, click Continue to Subscribe. In this section, 3-NIC model is chosen as example.

6. After subscribing, proceed to configuration by clicking Continue to Configuration.

& aws marks (= Hello, yesunil

Cotogories v Delivery Methods = Solutions + Migration Mapping Assistt Vour Saved List Bartners  Sellin AWS Marketplace  Amaon Web Services Home  Help:

- Secure' Pulse Connect Secure - BYOL 3 NIC | Continue to Configuration |

7. In Fulfillment Option, select either Existing VPC or New VPC that you want to deploy and click Continue
to Launch. In the Launch page displayed, select Launch CloudFormation and click Launch.

Figure 3 CloudFormation Template

o aWs Marke e Hello, yesunil
Cotegories ~ i igratio i & » . w  Help
~ Secure” Pulse Connect Secure - BYOL 3 NIC Contlnue to Launch
———
<Broducttotal  Subrive  Canficus

Configure this software

Choose a fulfillment aption below to select how you wish to deploy the software, then enter the information
required to configure the deployment.

ate

Fulfillment Option
Software Pricing
Pulse Connect Secure - $0/hr

evou s wic [EE0TS

Software Version

oo ter 20 2018 q whats i T Yo
meLane
Choose Action
) Thoase this action te launch yeur configurztion through the AWS
Launch CloudFormation i CloudFarmation consale,

Launch
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Select Template

1.

@ CloudFormation v  Stacks » Creats Stack

Create stack

lact Thmpiats Select Template
Specity Datalls

Review

In the Create stack wizard, in the Select Template page choose the template that describes your stack’s
resources and their properties and, click Next.

Figure 4  Select Template

Select the templata that describes the stack that you want to creste. A stack is a group of related resounces thal you mansge as  single unit,

Design 2 tamplste  Lisa AWS CloudFarmatan Dasigner ta creata or madiy an existing template, Learn mors.

Design template:

Choose a template A template is 8 JSON/YAML-formattad : stack's their properties. Leam mare.

4

hitpe:/e3.amazonaws com/awsmp-fulfilment cf-templates-proddber | View/Edt template in Designer

Specify Details

1.
2.

In the Specify Details page, specify a name for the stack.

In the Parameters section, use the default parameter values. These are defined in the CloudFormation
template.

In the Pulse Connect Secure Configuration section:

Select Pulse Connect Secure VM size. By default it is set to t2.medium
By default, PCS admin user name is configured. You can give any other user name if you want to.
Enter the Admin user password.

Config Data: Provisioning parameters in an XML format. For details, see “Pulse Connect Secure
Provisioning Parameters” on page 34.

Select SSH Key Name of EC2 key pair. This key is used to access PCS via SSH. The SSH keys are
generated using ssh-keygen on Linux and OS X, or PuTTyGen on Windows. For details about
generating the SSH key pairs, refer http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-
key-pairs.html.

In the Security Configuration section, enter Remote Access CIDR IP range that permits end user
access to Pulse Connect Secure instance.

© 2020 Pulse Secure, LLC. 1
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Figure 5  Specify Configuration Details

Pulse Connect Secure Configuration
Software Version sor1 =] o Comnost S version
Ingtance Type | t2.mecium

Admin User Name | pesadmin

| Admin Password | <o

Config Data | <priffary-ans~8.8.8 sy
SSH Key Name | prifians-mirginia -
KeyPair. Your PCS wil
Security Configuration
|nemmncusscmn 00000 |TrsGIDF\r‘rmue Pt 3 permited to aoseee e Pufes Cornect Sacure Inetencs

Review

1. In the Review page, verify the details and click Create.

Securty Configuration
RemoteAccessCIDR  0.0.0.00

Options
Tags

Notags provided

Rollback Triggers

o moritoring tems provided
No rollback triggers provided

Advanced

© 10 this ora, wih e

2. Wait for a few minutes while it creates all the resources. This completes deploying PCS on Azure
Marketplace.

Create Stack | ~ [ Design template o 8

Fitor: Active = Showing 2 stacks
Stack Name Created Time Status. Drift Status Description
|2 Psecusvi 2018-12-05 OB:44:57 UTC+0580 CREATE IN_ PROGRESS NQT_CHECKED Puise Coect Securs Wi thves interfaces depioyed ... |
TestdOR1 2018-12-04 DB:30:30 UTC+0550 DELETE FAILED NOT, CHECKED Pulse Connect Secure with thres interfages deployed o...

To access Pulse Connect Secure Virtual Appliance, see “Accessing the Pulse Connect Secure Virtual
Appliance” on page 40

© 2020 Pulse Secure, LLC. 12



Pulse Connect Secure: Virtual Appliance on Amazon Web Services

Pulse Connect Secure on Amazon Web
Services

Prerequisites and System Requirements on AWS
To deploy the Pulse Connect Secure Virtual Appliance on AWS, you need the following:
An AWS account
Access to the AWS portal (https://console.aws.amazon.com/)*
Pulse Connect Secure Virtual Appliance Image (.ami file)
AWS CloudFormation template / AWS Terraform template
Pulse Connect Secure licenses **
Site-to-Site VPN between AWS and the corporate network (optional)

Note: This is needed only if the Pulse Connect Secure users need to access corporate resources.

Pulse License Server (optional)**
Located at corporate network, accessible through site-to-site VPN
Pulse Connect Secure configuration in XML format (optional)

Note:

* Pulse Connect Secure Virtual Appliance can be deployed only through AWS CloudFormation style.

** From 9.0R3 release, Pulse Connect Secure Virtual Appliance, by default, has two evaluation licenses, and
supports licensing with License server located at corporate network.

Deploying Pulse Connect Secure on Amazon Web Services

As depicted in the below diagram, a remote user can use Pulse Connect Secure to securely access cloud
resources as well as corporate resources. To access corporate resources, the Pulse Connect Secure
administrator needs to ensure that site-to-site VPN is already established between AWS and the corporate
network.

© 2020 Pulse Secure, LLC. 13


https://console.aws.amazon.com/console/home

Pulse Connect Secure: Virtual Appliance on Amazon Web Services

Figure 6  Pulse Connect Secure on AWS

AWS Cloud

—

Pulse Connect |, N Site-to-Site
Secure

Corporate
Resources

I
d Frewall

Remote User

Supported Platform Systems

This section helps you in choosing the instance types that should be deployed with Pulse Connect Secure for
AWS,

PSA3000v is equivalent to t2 medium
PSA5000v is equivalent to t2.xlarge
PSA7000v is equivalent to t2.2xlarge

Model vCPU CPU Credits / hour Memory (GiB) Storage
t2.nano 1 3 0.5 EBS-Only
t2.micro 1 6 1 EBS-Only
t2.small 1 12 2 EBS-Only
t2.medium 2 24 4 EBS-Only
t2.large 2 36 8 EBS-Only
t2 xlarge 4 54 16 EBS-Only
t2.2xlarge 8 81 32 EBS-Only

© 2020 Pulse Secure, LLC. 14
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Steps to Deploy Pulse Connect Secure
on AWS

Registering the AMI. . ... e e e e 15

Registering the AMI

This section describes the steps to register the AMI. This is the one-time activity to be followed to deploy Pulse
Connect Secure on AWS.

Prerequisites
AWS command line should be configured on the host.

the image should be available locally on the host.
To register AMI, do the following:
1. Download PCS Xen image which is in zip format from Pulse support site and unzip the file.

2. Install AWS CLI on the client machine. For the software and installation details, refer the link https://
aws.amazon.com/cli/.

3. Copy PCS Xen image on the client machine.

4. Create Amazon S3 bucket and VM Import service role by following the procedures mentioned in https:/
/docs.aws.amazon.com/vm-import/latest/userguide/vmimport-image-import.html#vmimport-iam-
permissions

5. Upload the PCS Xen image to AWS S3 bucket by typing the following command:

laws s3 cp <image> s3://<bucket>/<folder>/<imagename>|

where, bucket and folders are created in the desired S3 location.
6. Create a snapshot by doing the following:

1. Prepare a container json file by entering the details:

$ cat container.json

{

"Description": "fill-description",

"Format": "raw",

"UserBucket": {
"S3Bucket": "bucket-name-where-image-is-uploaded",
"S3Key": " path of image: <folder>/<imagename>"

}
}

2. After preparing container.json appropriately, run the following command:

© 2020 Pulse Secure, LLC. 15
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aws ec?2 import-snapshot —--description “<description>" --disk-
container file:container.json --region <your-ec2-region>

This command will return a json file describing the status. Make a note of the “ImportTaskid” field from
the json output.

3. Monitor the progress by running the following command:

aws ec2 describe-import-snapshot-tasks --region <your-ec2-region>
—-—import-task-ids <import-task-id>

Monitor the progress until the “status:Completed” message appears, and a snapshotld is added in the
json output. Make note of the “Snapshotld”.

Register an AMI from the snapshot by running the following command:

aws ec2 register-image --description “<description>" --
architecture x86 64 --name <image-name> --block-device-mappings
DeviceName="/dev/xvda", Ebs={SnapshotId=<snapshot-id>} --
virtualization-type hvm —--root-device-name "/dev/xvda" --region
<your-ec2-region>

This completes AMI registration.
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Deploying Pulse Connect Secure on AWS
using AWS Portal

Deploying PCS on New Virtual Private Cloud ....... ... ... . i, 17
Deploying PCS on New Virtual Private Cloud .......... ... .. i, 17
Deploying PCS as a License Server . ... ... et e e e 25
Deploying PCS Active-Active Cluster using Virtual Traffic Manager in AWS ............. 26

Once the access to the AMI file and CloudFormation template is obtained as mentioned in the above section,

proceed with the Pulse Connect Secure deployment.

Deploying PCS on New Virtual Private Cloud

This section describes PCS deployment with “Deployment on VM with Three NIC Cards” on page 17 and

“Deployment on VM with Two NIC Cards” on page 19.

Deployment on VM with Three NIC Cards
To deploy Pulse Connect Secure on AWS using the AWS portal, do the following:

1. Select AWS Services > CloudFormation and click Create new stack.

2. Create New Stack

® CloudFormation ~  Stacks

Createstack - JEETSIERS Design template ol e

Filter: Active ¥ Showing 0 stacks

Create a stack
AWS CloudFormation alows you to Quickly and easlly Gepioy your INFASTLCILNE fesolrces and
applications N AWS. Yau can use one of the tempiatas e provide 1o get started quicily witn
applications llke WkdPress. or Drupal, one of the many sample templates or create your awn
template.
‘You do nat currently have any stacks. Choese Creete new stack below to create a new AWS
CloudFormation stack

Greate new stack

Greate a StackSet

A StackSet is a container for AWS CloudFormation stacks that lets you provision stacks across AWS
‘accounts and regions by using a single AWS CloudFormation template.

Create new StackSet

3. Select Upload a template to Amazon S3. Click Browse and select “pulsesecure-PCS-3-nics-new-

network.json” template file for the new VPC. Then click Next.

© 2020 Pulse Secure, LLC.
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Figure 7 Upload Template

Select Template Select Template

Spesify Details

Options Select the template that describes the stack that you want to create. A stack is a graup of related resources that you manage es a single unit.
Review

Design atemplate  Use AWS CloudFarmation Designer to create or modfy an existing template, Learn more.

Design template

Ghoose atemplate A template is a JSON/YAML-formattad text file that describes your stack's resources and their properties. Learn mare,

Select a sample templata

3

© Upiond a tempinte to Amazon 53

Browss.. | No file selscted.

Spacify an Amazon S3 tempiate URAL

Cancsl Next

4. In the Specify Details page, fill or modify the following parameters.

Before proceeding with deployment, ensure that the attribute “accept-license-agreement” in PCS
ConfigData is set to "y".

Figure 8  Specify Details for New Virtual Private Cloud.

Specity Detalls
Options Specify a stack name and parameter values. You can use or change the default parameter values, which are defined In the AWS CloudFormation template. Learn mare.
Flview
Stack name
Parameters

New VPG Configuration
New VPC address space  10.20.0.0¢16 CIDR blosk for entire VPC

Internal Subnet address  10.20.1.0/24 PGS intermal mtoriace connocts to this subnot
space

External Subnet address  10.20.2.024 FCS exterma interfoze connects fo this subrot
space
L3

Management Subnst  10.20.3.0/24 PoS T
address space

Tunnel Subnet address  10.20.4.0/24 For L3 VPN connections PGS hands over IF-to the clients from this sunet
space

- Stack name: Specify the stack name in which Pulse Connect Secure needs to be deployed
- New VPC address space: Virtual private cloud address space

- Internal Subnet address space: Subnet from which Pulse Connect Secure internal interface needs to
lease IP

- External Subnet address space: Subnet from which Pulse Connect Secure external interface needs to
lease IP

- Management Subnet address space: Subnet from which Pulse Connect Secure management
interface needs to lease IP

+ Tunnel Subnet address space: Subnet which will be configured as tunnel IP pool in the Pulse Connect
Secure VPN Profile

+ PCS AMI ID: ID of the uploaded AMI file

- Instance Type: Size of the instance - t2.medium or t2.large
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PCS Config Data: Provisioning parameters in an XML format. For details, see Pulse Connect Secure
Provisioning Parameters.

SSH Key Name: This key is used to access PCS via SSH. The SSH keys are generated using ssh-keygen
on Linux and OS X, or PuTTyGen on Windows. For details about generating the SSH key pairs, refer
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html.

Review the specified details and click Create. Observe the deployed PCS in a few minutes.

Figure9  New VPC

PCS Configuration

PCSAMIIE  ami-39407159 AN D of your sxisting PCS Imsge
Instance Type  t2.medium j Salsot PGS instancs typs
L3

PCS ConflgData  <puise-config<primary-dns>8.8.8.8</primar,  FCS conflg data

SSHKeyName  Searcr
Narme of &n axistng EC2 KayPsir. Your PGS wil aunch with this KeyPair

Deployment on VM with Two NIC Cards
To deploy Pulse Connect Secure on AWS using the AWS portal, do the following:

1.

Select AWS Services > CloudFormation and click Create new stack.

Figure 10 Create New Stack.

aws Services v ResourceGroups ~ %

@ CloudFormation v Stacks

o
o Intreducing StackSets
AWS StackSet Is a contalner for a set of AWS CloudFormation stacks and allows You to create stacks across multiple AWS Accounts and AWS Reglons. Open the StackBets console to get started,

o R e

Showing 3 stacks

Filter: Active ~
Stack Name Created Time Status Description
I yosunilStack 2017-11-15 14:52:10 UTG+0550 »  Deploy PGS Into a new VPG I
existingVFC-CK 2017-11-15 12:20:22 UTG-0560 CREATE_COMPLETE Deplay 3 NIGs PGS in the axisting VPG, Pre-requisites fa deploy PGS are VRC and 3 Su
GCKStack 20171114 15:48:01 UTG+0550 GREATE COMPLETE AWS CloudFormation Sample Template VPG_EC2 Instance With_Muftipie_Static. IPAd

Overview  Outputs  Resources  Events ~Template Parameters Tags  StackPolicy — Change Sets L_J_]-]

Status reason
Us

2017-11-15 Status Type Logical ID
b 14:52:10 UTG-0550

Select Upload a template to Amazon S3. Click Browse and select “pulsesecure-pcs-2-nics-new-

network.json” template file for the new VPC. Then click Next.

Figure 11 Upload Template
® CloudFormation ~  Stacks

o R ey cle

Showing 0 stacks

Filter: Active =
Create a stack

WS CloudFamation allows you to quickly and easlly depioy your Infrastructure resources and
applications on AWS. You can use one of the templates we provide 1o get started quickly with
applcations llke WekdPress or Drupal, one of the many sample templates or craate your awn
template,

Yau do nat currently have any stacks. Choose Create new stack below tn create & new AWS
CloudFormation stack,

Greate a StackSet

A StackSet is a container for AWS CloudFormation stacks that lets you provision stacks across AWS
‘accounts and regions by using a single AWS CloudFormation template.

Create new StackSet
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3. Inthe Specify Details page, fill or modify the following parameters.
Note: Before proceeding with deployment, ensure that the attribute “accept-license-agreement” in
PCSConfigData is set to "y”.
Figure 12 Specify Details for New Virtual Private Cloud

Spociy Dotalla
Opfiona Specity 4 stack name and Caramener YaLEs, YoU Gan use of change the defaull parameter valugs, which are defned in the AWS CloudFormation tempiEie, Learm moe
Reviaw
Stock nomo
Farameters

New VPG Gorfiguration

Mew ¥YPC acdress space 1020.0.018 CIDR Mook forentha VPO

Inbermial Subnet sddrass 1020.1.v24 PoS inleral wisdocs conrect bo b sdad
space

Extermal Subnat sodress 10207 2 POS BRITT R PR30 DOnnerss 10 Ehis subnie
space

X
Tunrel Subnet sddrass 10204024 Fr L3 VPH sorrmclives PGS hareds ovur 1P bbb clos fran this e

SpaAcE

PCS Configuration

PCSAMIID  ami-3340759 AMI D of your exieting POS Image
Instance Type t2.medium j Salect PCS inetance typa
L1

PCS Config Data  <pulse-config><piman-dns-8.8.8 8</piman  FCE config data

55H Key Neme Saarch -

Marme of en exsting EZ2 KepPair Your PGS will aunch with this KeyPair.

- Stack name: Specify the stack name in which Pulse Connect Secure needs to be deployed
- New VPC address space: Virtual private cloud address space

- Internal Subnet address space: Subnet from which Pulse Connect Secure internal interface needs to
lease IP

- External Subnet address space: Subnet from which Pulse Connect Secure external interface needs to
lease IP

+ Tunnel Subnet address space: Subnet which will be configured as tunnel IP pool in the Pulse Connect
Secure VPN Profile

+ PCS AMI ID: ID of the uploaded AMI file

- Instance Type: Size of the instance - t2.medium or t2.large
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+ PCS Config Data: Provisioning parameters in an XML format. For details, see “Pulse Connect Secure
Provisioning Parameters” on page 34.

+ SSH Key Name: This key is used to access PCS via SSH. The SSH keys are generated using ssh-keygen
on Linux and OS X, or PuTTyGen on Windows. For details about generating the SSH key pairs, refer
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html.

4. Review the specified details and click Create. Observe the deployed PCS in a few minutes.

Figure 13 New VPC

Create stack

Select Tempiate Select Template

Spexify Details

Options Select the template that describes the stack that you want to create. A stack is a group of related resources that you manage es a single unit.
Review

Design atemplate  Use AWS CloudFormation Designer to ereate or modify an existing template, Learn more.

Design template

Ghoose atemplate A template is a JSON/YAML-formattad text file that describes your stack's resources and their properties. Learn mare,

3]

Select a sample templata

© Upiond a template to Amazon 53

Browse.. | No file selscted

Spacify an Amazon S3 tempiate UAL

(L m

Deploying PCS on an Existing Virtual Private Cloud

This section describes PCS deployment with “Deployment on VM with Three NIC Cards” on page 271 and
“Deployment on VM with Two NIC Cards” on page 23.

Deployment on VM with Three NIC Cards
To deploy Pulse Connect Secure on AWS using the AWS portal, do the following:

1. Select AWS Services > CloudFormation and click Create new stack.

Figure 14 Create New Stack

® CloudFormation ~  Stacks

CreateStack | ~ P IEL Design templats K]
Filter: Active ¥ Showing 0 stacks

Create a stack

AWS CloudFormation allows you to quickly and easly deploy your Infrastructure resources and
applications on AWS. You can use one of the femplates we provide to get started quickly with
applcations lIke WickdPress or Drupal, one of the many sample templates or create your awn

template.

You do nat currently have ey stacks. Choosa Creata new stack balow o create & new AWS
CloudFormation stack.

Greate new stack

Create a StackSet

A StackSet is a container for AWS CloudFormation stacks that lets you provisian stacks across AWS
accounts and regions by using a single AWS CloudFormation template.

Create new StackSet

2. Select Upload a template to Amazon S3. Click Browse and select “pulsesecure-PCS-3-nics-existing-
vpc.json” template file for existing VPC. Then click Next.
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Figure 15 Upload Template

Create stack

Select Template: Select Template

Spesify Details

Options Select the template that describes the stack that you want to create. A stack is & group of related resources that you manage es a single unit.
Review

Design atemplate  Use AWS CloudFormation Designer to ereate or modify an existing template, Learn more.

Design template

Ghoose atemplate A template is a JSON/YAML-formattad text file that describes your stack's resources and their properties. Learn mare,

3]

Select a sample templata

© Upiond a template to Amazon 53

Browss.. | No file selscted.

Spacify an Amazon S3 tempiate URAL

3. In the Specify Details page, fill or modify the following parameters.

Note: Before proceeding with deployment, ensure that the attribute “accept-license-agreement” in
PCSConfigData is set to "y".

Figure 16 Specify Details for Existing Virtual Private Cloud

Epecity Dotalla
Options ‘Specily a stack name and Garameler vaES, You can use of change 1he Gefaul purameter valuss, which are defired I the AWYS CloudFormation tameiate, Learn more

Raviaw

Stock nama

Parameters

New VPG Gonfiguration

New VPG sodress space 102000116 IR olack far srtbe VP,
Inernisl Subnel eddrss 10211024 PO inleral e conresst b s st
spacs.
Extemal Subnet sodrmss 10207 6171 PSS KT T Conerss 3 N Sutriet
o
opa %
Tunnel Subnet sddress 10214024 Fon L VPN srmclions PGS tarsi svmr e lcas o tis wires

PCS Configuration

PCSAMIID  ami-39407159 AMIID of your exetng POS Image
Instance Type  £2.medium j Salect PCS instarcs typa
L3
PC: <pul >8.8.8B</priman  PCS confg dat
SSHKey Name  Saarch =

N of an axistng EC2 KayPalr. Your PGS wil aunch with this KeyPair

Services v ResourceGroups ~ % ¥ N. Colifornia ~  Support ~

@ CloudFormation v Stacks

[:) o

Intreducing StackSets

AVUS StackSet I a container for a S8t of AWS CloudFomation stacks and allows yoU to create Stacks across multiple AWS Accounts and AWS Reglons. Open the StackSets console 1o get started,

CreateStack - [ERUERS Design templats el e

Filter: Active - Showing 3 stacks
Stack Name Created Time Status Description
I yosunilStack 2017-11-15 14:52:10 UTG+0550 »  Deploy PGS Into a new VPG
existingVPC-CK 2017-11-16 12:20:22 UTC+0550 CREATE_COMPLETE Deploy 3 NICs PCS in the axisting WPC. Pre-requisites ta deploy PCS are VPC and 3 Su.
GCKStack 20171114 15:48:01 UTG+0550 GREATE COMPLETE AWS CloudFormation Sample Template VPG_EC2 Instance With_Muftipie_Static. IPAd
Overview  Outputs  Resources  Events ~Template Parameters Tags  StackPolicy — Change Sets L_J_]-]
2017-11-15 Status Type Logical ID Status reason
¥ 145210 UTG-0550 U

- Stack name: Specify the stack name in which Pulse Connect Secure needs to be deployed
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Existing VPC ID: Virtual private cloud ID
Internal Subnet ID: Subnet from which Pulse Connect Secure internal interface needs to lease IP
External Subnet ID: Subnet from which Pulse Connect Secure external interface needs to lease IP

Management Subnet ID: Subnet from which Pulse Connect Secure management interface needs to
lease IP

Tunnel Subnet ID: Subnet which will be configured as tunnel IP pool in the Pulse Connect Secure VPN
Profile

PCS AMI ID: ID of the uploaded AMI file
Instance Type: Size of the instance - t2.medium or t2.large

PCS Config Data: Provisioning parameters in an XML format. For details, see “Pulse Connect Secure
Provisioning Parameters” on page 34.

SSH Key Name: This key is used to access PCS via SSH. The SSH keys are generated using ssh-keygen
on Linux and OS X, or PuTTyGen on Windows. For details about generating the SSH key pairs, refer
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html

4. Review the specified details and click Create. Observe the deployed PCS in a few minutes.

Deployment on VM with Two NIC Cards
To deploy Pulse Connect Secure on AWS using the AWS portal, do the following:

1.

Select AWS Services > CloudFormation and click Create new stack.

Figure 17 Create New Stack

@ CloudFormation v Stacks

scrss || oo cle

Filter: Active ¥ Showing 0 stacks

Ci astack

AWS CloudFormation allows you to quickly and easly deploy your Infrastructur
applicatio

Create a StackSet

A StackSet is a container for AWS CloudFormation stacks that lets you provisian stacks across AWS
accounts and regions by using a single AWS CloudFormation template.

Create new StackSet

Select Upload a template to Amazon S3. Click Browse and select “pulsesecure-pcs-2-nics-existing-
vpc.json” template file for existing VPC. Then click Next.
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Figure 18 Upload Template

Select Template: Select Template

Spesify Details

Options Select the template that describes the stack that you want to create. A stack is & group of related resources that you manage es a single unit.
Review

Design atemplate  Use AWS CloudFormation Designer to ereate or modify an existing template, Learn more.

Design template

Ghoose atemplate A template is a JSON/YAML-formattad text file that describes your stack's resources and their properties. Learn mare,

Select a sample templata

4

© upl

3. In the Specify Details page, fill or modify the following parameters.

Note: Before proceeding with deployment, ensure that the attribute “accept-license-agreement” in
PCSConfigData is set to "y".

Figure 19 Specify Details for Existing Virtual Private Cloud

@ CloudFormation v  Stacks > Create Stack

Select Template Specify Details
Specify Details

Options Specify a stack name and parameter values. You can use or change the default parameter values, which are defined in the AWS CloudFormation template. Learn more.

Review

Stack name

Parameters

Existing VPC details

Existing VPC ID ID of existing VPG
Internal Subnet ID ID of the subnet where PCS intemal interface connects
External Subnet ID 1D of the subnet where PCS External interface connects
Management Subnet ID ID of the subnet where PCS Management interface connects

PCS Configuration

+  Stack name: Specify the stack name in which Pulse Connect Secure needs to be deployed

+  Existing VPC ID: Virtual private cloud ID

- Internal Subnet ID: Subnet from which Pulse Connect Secure internal interface needs to lease IP
- External Subnet ID: Subnet from which Pulse Connect Secure external interface needs to lease IP

+ Tunnel Subnet ID: Subnet which will be configured as tunnel IP pool in the Pulse Connect Secure VPN
Profile

+ PCS AMI ID: ID of the uploaded AMI file
+ Instance Type: Size of the instance - t2.medium or t2.large

+  PCS Config Data: Provisioning parameters in an XML format. For details, see Pulse Connect Secure
Provisioning Parameters.
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+ SSH Key Name: This key is used to access PCS via SSH. The SSH keys are generated using ssh-keygen
on Linux and OS X, or PuTTyGen on Windows. For details about generating the SSH key pairs, refer
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html

4. Review the specified details and click Create. Observe the deployed PCS in a few minutes.

Deploying PCS as a License Server

To deploy Pulse Connect Secure on AWS as a license server, do the following:
1. Select AWS Services > CloudFormation and click Create new stack.

Figure 20 Create New Stack
® CloudFormation ~  Stacks

o R ey cle

Showing 0 stacks

Filter: Active ~

Create a stack
WS CloudFamation allows you to quickly and easlly depioy your Infrastructure resources and
applications on AWS. You Can Use one of the templates we provide 10 get started Quickly with
applcations llke WekdPress. or Drupal, one of the many sampla templates or create your awn
template,

Yau do nat currently have any stacks. Choese Create new stack below o create & new AWS
CloudFormation stack,

Create a StackSet

A StackSet is a container for AWS CloudFormation stacks that lets you provisian stacks across AWS
accounts and regions by using a single AWS CloudFormation template.

Create new StackSet

2. Select Upload a template to Amazon S3. Click Browse and select “pulsesecure-pcs-3-nics-existing-
vpc.json” template file for existing VPC. Then click Next.

Figure 21 Upload Template

Create stack

Select Tempiate Select Template
Spesify Details
Options Select the template that describes the stack that you want to create. A stack is a group of related resources that you manage es a single unit.

Review
Design atemplate  Use AWS CloudFormation Designer to ereate or modify an existing template, Learn more.

Design template

Ghoose atermplate A template is @ JSON/YAML-forrmattad text file that describes your stack’s rasources and their properties. Learn mare

3]

Selact a sample templata

Spacify an Amazon S3 tempiate UAL

(L m

3. Inthe Specify Details page, edit the PCS Config Data text box to enable PCS as license server by setting
the enable-license-server attribute to y as follows.

<enable-license-server>y</enable-license-server>
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Figure 22 Specify Details for Existing Virtual Private Cloud

@ CloudFormation v  Stacks > Create Stack

Create stack

D T~ Specify Details
| Specity Detats
n o values, which ar Gefnes Loammore.

Stack name

Parameters
Existing VPC details.
Existing VPC D

Internal Subnet 1D

Extornal Subnet 1D

PCS Configuration

PCS AMID
instance Trpe s f
PCS Conig Data

SSH Key Name

® CloudFormation ~  Stacks

Createstack - JEETSIERS Design template

Filter: Active ¥

Create a stack
AWS CloudFormation alows you to Quickly and easlly Gepioy your INFASTLCILNE fesolrces and
applications N AWS. Yau can use one of the tempiatas e provide 1o get started quicily witn
applications llke WkdPress. or Drupal, one of the many sample templates or create your awn
template.
‘You do nat currently have any stacks. Choese Creete new stack below to create a new AWS
CloudFormation stack

Greate new stack

Create a StackSet

A StackSet is a container for AWS CloudFormation stacks that lets you provision stacks across AWS
‘accounts and regions by using a single AWS CloudFormation template.

Create new StackSet

c @

Showing 0 stacks

Deploying PCS Active-Active Cluster using Virtual Traffic Manager in

AWS

This section describes deploying PCS A-A cluster with vTM load balancer in AWS.
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Figure 23 Deploying PCS A-A Cluster Topology Diagram

Active-Active pair
Virtual Private Cloud

N

(@ ees]
FiEs

External Subnet Internal Subnet
A <) <+ H >
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Management Subnet

The deployment process involves the following steps:
“Deploying Two PCS EC2 instances Using CloudFormation Template” on page 27
“Forming the Active-Active Cluster” on page 27
“Deploying Virtual Traffic Manager EC2 Instance in the External Subnet of PCS in AWS” on page 28
“Setting Up and Configuring vTM for External Users” on page 30

Deploying Two PCS EC2 instances Using CloudFormation Template

PCS can be deployed in AWS using CloudFormation template in a 3-armed model. Based on the need, deploy
two PCS instances using one of the following templates:

pulsesecure-pcs-3-nics-new-network.json

pulsesecure-pcs-3-nics-existing-vpc.json

Forming the Active-Active Cluster

Once the two PCS instances are initialized, form the Active-Active cluster between them. For details about
creating PCS clusters, refer to PCS Administration Guide published in the Pulse Secure Techpubs site.
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Figure 24 PCS A-A Cluster Status

SECU re ¥ Authentication ~ Administrators  Users  Maintenance  Wizards

ng > Cluster Status

u Propertke

Cluster Name: AWS_Af
Type: VA-SPE
Configuration: Active/Active

[ enatie | Dsabie ] Romore

10 » records per page Search:
o) Member Name Internal Address External Address Status Notes Sync Rank
PCS1 10.251.1.214/24 10.251.2.180/24 Q Enabled o
- PCS2 10.251.1.238/24 10.251.2.143/24 Q Leader o

Deploying Virtual Traffic Manager EC2 Instance in the External Subnet of PCS in

AWS
Virtual Traffic Manager can be deployed through either AWS Marketplace or AWS CLI.

To deploy through Marketplace, follow the below steps:
1. Search and select Pulse Secure vTM in AWS Marketplace.

Figure 25 AWS Marketplace > Pulse Secure vTM

o/ aws marketplace AMI & Saas ~ | Pulse secure virtual traffic manager| Hello, Chetan +

View Categories Sell in AWS Marketplace Amazon Web Services Home Help

e Pulse secure virtual traffic manager (12 results) showing1-10 n >

All Categories

Software Infrastructure (12) Pulse Secure Virtual Traffic Manager Developer & BYOL Edition

S Pulse Secure*
Filters (1) | Version 17.4 | Sold by Pulse Secure LLC

This Dev and BYOL Edition offers you the opportunity to test all the features of the Pulse Secure®
(formerly Brocade) Virtual Traffic Manager (Pulse vTM) with Web Application...

Linux/Unix, Ubuntu 16.04 - 64-bit Amazon Machine Image (AMI)

Operating System
+ All Linux/Unix

Software Pricing Plans

Free (1)
Hourly (11) S Pulse Secure: Pulse Secure Virtual Traffic Manager Essential Edition - 10 Mbps
" Annual (6) (1) | Version 17.4 | Sold by Pulse Secure LLC
Free Trial -
Software Free Trial Starting from $0.15 to $0.15/hr for software + AWS usage fees
Free Trial (11) Pulse Secure® Virtual Traffic Manager - Essential Edition (formerly Brocade virtual Load Balancer) is

Delivery Method a high-performance Layer 7 Load Balancer that enables you to create, ..

Amazon Machine Image (12) Linux/Unix, Ubuntu 16.04 - 64-bit Amazon Machine Image (AMI)

Average Rating
Pulse Secure Virtual Traffic Manager Standard Edition - 200 Mbps

% &p 2) S Pulse Secure®
*& &up(2) # %4 A& (0) | Version 17.4 | Sold by Pulse Secure LLC
#eed &up (2) Free Trial . .
Starting from $0.76/hr or from $4,704.00/yr (29% savings) for software + AWS usage fees
kkkk &up(2) Pulse Secure® (formerly Brocade) Virtual Traffic Manager is a high-performance Layer 7 load
Architecture balancer & application delivery controller that enables you to offer High Availability...
64-bit (12) Linux/Unix, Ubuntu 16.04 - 64-bit Amazon Machine Image (AMI)

Region

2. Select the required vIM variant and AWS region, and click Continue.
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Figure 26 VvIM Editions Available in AWS Marketplace

View Categories + Sell in AWS Marketplace Amazon Web Services Home Help

Pulse Secure Virtual Traffic Manager Essential Edition - 10 Mbps

S PulseSecure” by: Pulse Secure LLC | See product video &

30 Day Free Trial Available - Pulse Secure® Virtual Traffic Manager - Essential Edition (formerly Brocade virtual Load Balancer) is a
high-performance Layer 7 Load Balancer that enables you to create, manage, and deliver key services more quickly, more flexibly,
and at a lower cost. Highly portable, it can be deployed in any major cloud or hybrid environment. Pulse vTM - Essential Edition is
much more than a simple load balancer. In addition to round robin or least connection load balancing with session persistence the
Pulse vTM - Essential Edition can be configured as a Highly Available Cluster, providing advanced... Read more

w2 Reveal 7 other editions of this product v :J T ———
review your order before launching or

Customer Rating ~I (1 Customer Review) being charged.

Latest Version 7.4 (Other available versions)

Pricing Information

Operating System  Linux/Unix, Ubuntu 16.04 Use the Region dropdown selector to see software and

infrastructure pricing information for the chosen AWS region.

Delivery Method  64-bit Amazon Machine Image (AMI) (Read more)
Support  See details below For Region
US West (N. California) B
AWS Services Required ‘AmazonEC2, AmazonEBS
Try one instance of this product for 30

Highlights = Speed: Accelerate services, increase capacity, and reduce days. There will be no hourly softwar... Read More

costs by offloading performance-draining tasks such as
SSL and compression onto Virtual Traffic Managers Additional Taxes May Apply

optimized implementations.

3. Under the 1-Click Launch tab, update the following required details:

+  EC2 instance type
+  VPCsetting
+ Security group

+ Inthe VPC Settings tab, select the VPC and subnet matching PCS's VPC and external subnet.
Figure 27 Click Launch Tab

aws marketplace

View Categories ~ Sellin AWS Marketp

Launch on EC2:
Pulse Secure Virtual Traffic Manager Essential Edition - 10 Mbps

1-Click Launch Manual Launch Service Catalog

Price for your Selections:
Review, modify and launch | With EC2 Console, APl or CLI | Copy to SC and Launch

$3.11 / hour

$2.96 r3.8xlarge EC2 Instance usage fees +
$0.15 hourly software fee

Addiional taxes may appy.

Click "Launch with 1-Click" to launch this software with the
settings below

The default settings are provided by the software seller and AWS Marketplace.

g ere P 4 " $0.08 per GB-month of provisioned
. storage

P Version EBS Magnetic volumes

17.4, released 11/07/2017
$0.08 per 1 million 1/0 requests

EBS Magnetic volumes

» Region
US West (N. California) [ Launch with 1-click ]
You will be subscribed to this software and agree that your use of this
» EC2 Instance Type software s sublect o the pricng tems and the selle’s End User

License Agreement (EULA) and your use of AWS services is subject to

3 arge the AWS Customer Agreement.
» VPC Settings
Wil launch into EC2 Classic o @R BTy
$2,242.08 / month
» Security Group Additional taxes may apply.
Create new based on seller settings 13.8xlarge EC2 Instance usage fees
Assumes 24 hour use over 30 days
» Key Pair
ajijoseph Software Charges

$108.00 / month
$108.00 monthly software fees for r3.8xlarge

To deploy vIM though AWS CLI, follow the steps in the section “Creating a Traffic Manager Instance on Amazon
EC2"in Pulse Secure Virtual Traffic Manager: Cloud Services Installation and Getting Started Guide. Make

sure that vTM is deployed on the external network of PCS.
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Setting Up and Configuring vTM for External Users

Once the vTM EC2 instance is deployed, set up the instance using the Initial Configuration wizard. For details,
refer Pulse Secure Virtual Traffic Manager: Cloud Services Installation and Getting Started Guide..

The Pulse Secure vTM Administrator login prompt appears.

Figure 28 Pulse Secure vIM Login Page

ulseSecure’ virtual Traffic Manager Appliance 500 L 10 17.4

A"

Pulse Secure vTM Administration Server

Software: Virtual Traffic Manager Appliance 17.4

Use of this software is subject to the Pulse Secure Terms and Conditions of Sale,

Please review these terms, published at Pulse Secure Terms and Conditions of Sale before proceeding.

Login to 10.251.2.152
Enter a username and password to access the administration server.

Your session timed out. Please login.
Username:
Password:

Login

Next step is to set up the vIM for the external users using traffic pools and load balancing virtual servers.
Traffic pool is the group that will bind to virtual server for load balancing. In an Active-Active Cluster scenario,
traffic pool comprises cluster nodes. We need to create two separate traffic pools, each for SSL(L7) and ESP(L3)
traffic modes.

Create Service Pool

In the Services tab, select Pools and create new pool by adding external IPs of cluster nodes along with port
number. Also, select appropriate monitor from the drop-down options.

Complete these steps for SSL and UDP. For details, refer to the section “Creating PCS Pools” in Load Balancing
PCS with vTM Deployment Guide.
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Figure 29 Create Traffic Pool

L Cluster: OK 840.0b/s |

4 Home | @ Services | [[] Catalogs £ Diagnose k= Activity / System Wizards + \Q Help

Configuring: Traffic IP Groups  Virtual Servers | Pools | Config Summary

Pools Pools Unfold All / Fold All

A pool manages a group of server nodes. It routes traffic to the most appropriate node, based on load balancing and session persistence criteria.

» ~ AWS-testing-ESP-pool (UDP - Streaming, 2 nodes) Edit
» ~ AWS-testing-SSl-pool (SSL (HTTPS), 2 nodes) Edit

Create a new Pool

Pool Name: AWS-SSL-Pool

Nodes: 10.251.2.143:443,10.251.2.180:443
Monitor: Ping 5
Create Pool

By default, they use Round Robin method of traffic distribution without any session persistence. Make a note
of protocol type and port numbers that has been used for this use case.

Figure 30 SSL and UDP Pools

Cluster: OK _ 16kb/s

% Home | Q) Services | [[] Catalogs £ Diagnose [ Activity | / System Wizards 4 ‘Q Help

Configuring: Traffic IP Groups  Virtual Servers | Pools | Config Summary

Pools Pools Unfold All / Fold All

A pool manages a group of server nodes. It routes traffic to the most appropriate node, based on load balancing and session persistence criteria.

¥ < AWS-testing-ESP-pool (UDP - Streaming, 2 nodes) Edit
Protocol: UDP - Streaming Used by virtual servers: AWS-testing-ESP-pool
Nodes: 10.251.2.143 10.251.2.180 Traffic distribution: Round Robin, no session persistence
Port: 4500 Monitored by: Ping
SSL: Bandwidth:
¥ + AWS-testing-SSl-pool (SSL (HTTPS), 2 nodes) Edit
Protocol: SSL (HTTPS) Used by virtual servers: AWS-SSL-Vserver
Nodes: 10.251.2.143 10.251.2.180 Traffic distribution: Round Robin, no session persistence
Port: 443 Monitored by: Ping
SSL: Bandwidth:

Choose an IP-based Session Persistence Class

In the Services tab, select Pools. In the pool edit page, locate the Session Persistence section and enable the
Session Persistence class. Session persistency is required for ESP-based VPN tunnels.
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Figure 31 Session Persistency Class
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 Home | B Services | [[] Catalogs £ Diagnose [ Activity / System

Configuring: Traffic IP Groups Virtual Servers | Pools > VA-ESP > Session Persistence ‘ Config Summary
Edit Pool: VA-ESP (UDP - Streaming, 2 nodes)

Session

Persistence Session Persistence ensures that all requests from a client will always get sent to the same node.

Session Persistence Catalog

Choose Session Persistence Class

The default Session Persistence class this pool uses, if any.
Name Type

persistence: None
© Persistency IP-based persistence Edit

Update

Create Virtual Servers

In the Services tab, select Virtual Servers and create a new virtual server by selecting protocol type and traffic
pools. You need to create separate virtual servers to handle both SSL and UDP traffic. Each virtual server
balances traffic across the pool of the same protocol type.

For details, refer to the section “Creating Virtual Server”in Load Balancing PCS with vTM Deployment Guide

Figure 32 Create Virtual Server
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P  AWS-testing-ESP-pool (UDP - Streaming, port 4500) [7]) eart

Create a new Virtual Server

Virtual Server Hame: AWS-S5L-Server
Protocal: S5L (HTTPS)
Port: 443

Default Traffic Pool: « AWS-testing-ESP-poal
AWS-testing- 55| -pool

Create Vinual Servr
s discard

se Secure, LLC. 32

© 2020 Pu


https://www-prev.pulsesecure.net/download/resources/187

Figure 33 Virtual Servers to Handle SSL and UDP Traffic

Appliance 500 0 2 Cluster: OK _  16kb/s

4 Home | @ Services | [[] Catalogs £ Diagnose | % Activity / System Wizards 4 \q Help

Configuring: Traffic IP Groups | Virtual Servers | Pools = Config Summary

Virtual Virtual Servers Unfold All / Fold All

Servers
A virtual server accepts network traffic and processes it. It normally gives each connection to a pool; the pool then forwards the traffic to a server node.
¥ o~ & AWS-SSL-Vserver (SSL (HTTPS), port 443) Edit
Balancing: SSL (HTTPS), port 443 Rules: Service protection class:
Listening on: all IP addresses SLM class: Bandwidth class:

On to pool: AWS-testing-SSl-pool Logging: «

¥ « AWS-testing-ESP-pool (UDP - Streaming, port 4500)

Balancing: UDP - Streaming, port 4500 Rules: Service protection class:
Listening on: all IP addresses SLM class: Bandwidth class:
On to pool: AWS-testing-ESP-pool Logging: «

Create a new Virtual Server

Virtual Server Name:

Protocol: HTTP v
Port: 80

Default Traffic Pool: \m\

Create Virtual Server

Once the configuration is complete, go to home page and verify the configurations.

Figure 34 Pulse Secure vIM Home Page Showing Services and Event Logs

10.251.2.152 (admin/admin) Logout

Secure' Virtual Traffic Manager Appliance 500L 10 17.4 Cluster: OK _ LEkb/s

# Home e Services [1] Catalogs £ Diagnose |= Activity / System Wizards H 3‘; Help
Last successful login by admin: 2017-12-13 10:36:43 -0800 from 121.244,123.150 (UI) on 10.251.2.152.
Failed login attempts since then: none.
Traffic —
Managers ) 10.251.2.152
=
Services — =
(7% & AWS-55L-Vserver [)[=] |, AWS-testing-55I-pool
¥ S5L (HTTPS) (443) Running Defautt Pool
k 75| AWS-testing-ESP-pool [»](m] { [ -| AWS-testing-ESP-pool
¥ UDP - Streaming (4500) ﬁﬁﬂu_w | Default Pool
Event Log F F =
& 13/Dec/2017:20:04:36 -0800 INFO Pool AWS-testing-ESP-pool, Node 10.251.2, 180:4500; Node 10.251.2.180 is working again E 10.251.2.152
« 13/Dec/2017:20:04:36 -0800 INFO Pool AWS-testing-55/-pool, Node 10.251.2. 180:443: Node 10.251.2.180 is working again B 10.251.2.152
+ 13/Dec/2017:20:04:35 -0800 INFO Monitor Ping: Monitor is working for node "10.251.2.180', B0 10.251.2.152
# 13/Dec/2017:20:04:35 -0800 INFO Pool AWS-testing-55/-poal: Pool now has working nodes E=] 10.281.2.182
' 13/Dec/2017:20:04:35 -0800 INFO Pool AWS-testing-5S-pocl, Node 10.251.2, 143:443: Node 10.251.2.143 5 working again E= 10.251.2.152
m Examine Logs
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Pulse Connect Secure Provisioning
Parameters

Provisioning parameters are those parameters which are required during the deployment of a virtual
appliance. Pulse Connect Secure accepts the following parameters as provisioning parameters in the XML
format.

<pulse-config>
<primary-dns><value></primary-dns>
<secondary-dns><value></secondary-dns>
<wins-server><value></wins-server>
<dns-domain><value></dns-domain>
<admin-username><value></admin-username>
<admin-password><value></admin-password>
<cert-common-name><value></cert-common-name>
<cert-random-text><value></cert-random-text>
<cert-organisation><value></cert-organisation>
<config-download-url><value></config-download-url>
<config-data><value></config-data>
<auth-code-license><value></auth-code-license>
<enable-license-server><value></enable-license-server>
<accept-license-agreement><value></accept-license-agreement >
<enable-rest><value></enable-rest>

</pulse-config>

The below table depicts the details of the xml file.

# Parameter Name Type Description

1 primary-dns IP address Primary DNS for Pulse Connect Secure

2 secondary-dns IP address Secondary DNS for Pulse Connect Secure

3 wins-server IP address Wins server for Pulse Connect Secure

4 dns-domain string DNS domain of Pulse Connect Secure

5 admin-username string admin Ul user name

6 admin-password string admin Ul password

7 cert-common-name  string Common name for the self-signed certificate generation. This
2 certrandom-text tring gircttijf;ceate is used as the device certificate of Pulse Connect

9 cert-organization string Random text for the self-certificate generation

Organization name for the self-signed certificate generation
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Parameter Name Type Description

10 config-download-url  String URL Http based URL where XML based Pulse Connect Secure
configuration can be found. During provisioning, Pulse Connect
Secure fetches this file and comes up with preloaded
configuration. XML based configuration can be present in
another VM in AWS cloud or at corporate network which is
accessible for Pulse Connect Secure through site to site VPN
between AWS and corporate data center

11 config-data string base64 encoded XML based Pulse Connect Secure configuration
12 auth-code-license  string Authentication code that needs to be obtained from Pulse
Secure
13 enable-license- string If set to'y', PCS will be deployed as a License server.
server If set to ‘'n’, PCS will be deployed as a normal server.
14 accept-license- string This value is passed to the instance for configuration at the boot
agreement time. By default, this value is set to “n”. This value must be set
to lly".
15 enable-rest string If set to'y', REST APl access for the administrator user is enabled.

Note: In the above list of parameters, primary dns, dns domain, admin username, admin password, cert-
random name, cert-random text, cert-organization and accept-license-agreement are mandatory parameters.
The other parameters are optional parameters.

Note: The XML parsing fails if the following characters are used in the strings:

!

<

>

&

Note: From 9.1R3 release, Pulse Connect Secure supports zero touch provisioning. This feature can detect and
assign DHCP networking settings automatically at the Pulse Connect Secure boot up. The Pulse Connect Secure
parameters should be set to null in order to fetch the networking configuration automatically from the DHCP
server.

© 2020 Pulse Secure, LLC. 35



Pulse Connect Secure: Virtual Appliance on Amazon Web Services

Provisioning Pulse Connect Secure with
Predefined Configuration

The Pulse Connect Secure Virtual Appliance can be provisioned on AWS with a predefined Pulse Connect
Secure configuration. The provisioning can be done in the following two ways:

Pulse Connect Secure administrator needs to provide the location of the XML-based configuration as a
provisioning parameter. Refer “Pulse Connect Secure Provisioning Parameters” on page 34 for
details about the Pulse Connect Secure specific provisioning parameters.

Pulse Connect Secure configuration can be kept on AWS or on a machine located in the corporate
network. If it is in the corporate network, the Pulse Connect Secure administrator needs to ensure that
site-to-site VPN between AWS to corporate network is already established so that Pulse Connect
Secure can access the machine located in the corporate network.

Pulse Connect Secure administrator provides the configuration data encoded in the base64 encoded
xml in the CloudFormation template.

Figure 35 Pulse Configuration Server in Corporate Network
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Configuring Licenses on the Pulse
Connect Secure Appliance

Pulse License Server in Corporate Network . ...... ..o, 37
+  Pulse License Serverin Cloud Network . ... i 37

In this release, evaluation licenses are provided. To add more licenses, the Pulse Connect Secure administrator
needs to leverage the Pulse License server.

Pulse License Server in Corporate Network
Figure 36 Pulse License Server in a Corporate Network

AWS Cloud
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Firewall cense
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Pulse License Server in Cloud Network

In 8.3R3, the Pulse Connect Secure virtual machines (VM) are enabled to provision licenses through the Pulse
Cloud Licensing Service (PCLS). For this, administrator needs to obtain an Authentication code from Pulse
Secure Support and apply it in Download Licenses page of PCS admin console. The PCS also periodically sends
heartbeat messages to PCLS for auditing purposes.

"<pulse-configi<primary-dns>8.8.8.8</primary-dns><secondary-dns>8.8.8.9</secondary-dns><wins-server>1.1.1.1</wins-server><dns-domain>psecure.net</dns-d
omain><admin-username>admin</admin-username><admin-password>password</admin-password><cert-common-name>val .psecure.net</cert-common-name><cert-random-t
ext>fdsfpisonvafnms</cert-random-text><cert-organisation>Psecure
OIg</ceI\:—01'ganisation)—cconfig—dow‘nload—uI1H/config—dow‘nload—ur1xconfig—dataH/config—da\:a*auth—coda—licensa)—(/au\:h—code—license)#enable—licansa—ser
ver>n</enable-license-server><accept-license-agreement>n</accept-license-agreement></pulse-config>"

The Authentication code can also be specified in the CloudFormation template. When PCS comes up, it
automatically fetches the Authentication code.

“Adding Authentication Code in PCS Admin Console” on page 38

+  “Including Authentication Code in CloudFormation Template” on page 38
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Figure 37 Pulse License Server in Cloud Network
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Adding Authentication Code in PCS Admin Console

To add Authentication code:

4. Go to System > Configuration > Licensing > Download Licenses.

5. Under On demand license downloads, enter the Authentication code in the text box.

6. Click on Download and Install.

Figure 38 Enter Authentication Code
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Including Authentication Code in CloudFormation Template
To include Authentication code in the CloudFormation template:
a. Inthe CloudFormation template, go to the PCSConfig section.

b. Forthe element <auth-code-license>, enter the Authentication code as the content.
C. Save the template.
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For details about the license configuration, refer to License Configuration Guide.
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Accessing the Pulse Connect Secure
Virtual Appliance

Accessing the Pulse Connect Secure Virtual Appliance as an Administrator ............ 40
Accessing the Pulse Connect Secure Virtual ApplianceasanEndUser ................ 40
Accessing the Pulse Connect Secure Virtual Appliance using SSH Console ............. 41

Accessing the Pulse Connect Secure Virtual Appliance as an
Administrator

In the AWS portal, navigate to CloudFormation section. Select the stack where PCS is deployed and then click
on the ‘Outputs’ tab. Note down the PCS management, internal and external address from the table as shown
in Figure 39

Figure 39 Accessing PCS Virtual Appliance

* Outpluts

Key Value Description Export Name
Public IP address: 52.9.161.26 Private IP address:

InternalAddress Ul a va acdress PCS Internal Interface details
10.20.1.148
Public IP address: 13.57.66.165 Private |P address:

ManagementAddress ! PCS Management Interface details
10.20.3.211

Instanceld i-0b80b75a93e6a005e Instance Id of newly created instance
Public IP address: 52.8.243.247 Private IP address:

ExternalAddress 10.50,2.053 ! PCS Extenal Interface details

Use the credentials provided in the provisioning parameters to log in as the administrator in the PCS Admin
interface with URL https://<PCS-IP>/admin. The default PCS Admin Ul user configured in the CloudFormation
config file is: user ‘admin” and password ‘password1234".

The administrator can configure Active Directory located in the corporate network for user authentication. The
Pulse Connect Secure Virtual Appliance administrator can check troubleshooting tools provided in the Pulse
Connect Secure admin Ul (System > Maintenance > Troubleshooting), to verify whether Pulse Connect Secure
is able to reach other cloud resources as well as corporate resources. For this, AWS network administrator
needs to ensure that all other resources have Pulse Connect Secure Internal interface as its default gateway.

Accessing the Pulse Connect Secure Virtual Appliance as an End User

After successfully deploying PCS on AWS, go to the Outputs section and copy the Pulse External Interface
details.
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Figure 40 Pulse External Interface

* Outpluts

Key Value Description Export Name
Public IP 2 .161 Pri P 3

InternalAddress ublic IP address: 52.9.161.26 Private IP address PCS Internal Interface details
10.20.1.148
Public IP address: 13.57.66.165 Private IP address:

ManagementAddress ! PCS Management Interface details
10.20.3.211

Instanceld i-0b90b75a93e6a005e Instance Id of newly created instance
Public IP address: 52.8.243.247 Private |P address:

ExternalAddress 10,505,053 ! PCS Extenal Interface details

Figure 41 Resource in Corporate Network
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Accessing the Pulse Connect Secure Virtual Appliance using SSH
Console

To access the Pulse Connect Secure Virtual Appliance using the SSH console, copy the Public IP address from
the PCSManagementPubliclP resource.

On Linux and Mac OSX

Execute the following command:

|ssh -1 <rsa-public-key-file> <PCS-Management-Interface-PublicIP> -p 6667

On Windows

1. Launch the Putty terminal emulator.
2. Inthe Session category:

Enter the host name or IP address.
Enter the port number.

+ Select the connection type as SSH.
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Figure 42 Putty Configuration - Basic Options

@ PuTTY Configuration @
Category:
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3. Select Connection > SSH > Auth. Click Browse and select the private key file for authentication.
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Figure 43 Putty Configuration - SSH Authentication

F — — ]
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Private key file for authentication:
C:\Users\ops'\myPrivateKey ppk
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System Operations

The AWS portal provides Start, Restart Stop and Terminate operations to control the Virtual Appliance

connection.

Figure 44 System Operations
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On the AWS portal, select AWS Services > Launch Instance. From the Actions menu, select Instance State.

Click Start to start a VM
Click Stop to stop the VM
Click Restart to restart the VM

Click Terminate to terminate the VM
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Network Configuration

IP Address Assignment for Internal, External and Management
Interfaces

Each interface in AWS can have private and public IP addresses. Sample CloudFormation Templates provided
by Pulse Connect Secure creates the Pulse Connect Secure Virtual Appliance with public and private IP
addresses for external and management interfaces and only private IP address for internal interface. More
details about IP address types on AWS can be seen at: https://docs.aws.amazon.com/AmazonVPC/latest/
UserGuide/vpc-ip-addressing.html

IP Addressing Modes

When Pulse Connect Secure gets deployed by using the sample templates provided by Pulse Secure, Pulse
Connect Secure comes up with multiple interfaces. If you take an example of a template “pulsesecure-PCS-3-
nics.zip” provided by Pulse Secure, you notice the following things.

PCS external interface and PCS management interface have both Elastic and Private IP addresses.

Modifying Network Parameters After Deployment

Since Networking Infrastructure is provided by AWS, a PCS admin cannot change Networking configuration
after deployment. Hence, both admin Ul and ssh do not support changing network configuration.

Controlling the Selection of Internal, External and Management

Interfaces

Sample CloudFormation template, provided by Pulse Secure, requests AWS fabric to create three Network
Interfaces. While running this template, AWS fabric creates interfaces named ethO, eth1 and eth2 and attaches
them to PCS Virtual Interface.

So, the question is, among eth0, eth1 and eth2 which network interface will become external, internal or
management interface? Below table answers this question.

Interface PCS Interface
Name

ethO internal interface

eth1 external interface
eth2 management interface

Then, question is how you can control the order of network interfaces named eth0, eth1 and eth2 created
through CloudFormation template?
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The Pulse Connect Secure Virtual Appliance is qualified with internal interface as primary and other two are
secondary. In the following code snippet, three network interfaces get assigned to VM. These three NICs with
ID “nic1”, “nic2"” and "nic3" are internally mapped to ‘eth0’, ‘eth1’, and ‘eth2’ respectively.

"EC2Instance": {

"Type": "AWS::EC2::Instance",
"Properties": {
"ImageId": {"Ref": "PCSImageAMIId"},
"KeyName": {"Ref": "KeyName"},
"InstanceType": {"Ref": "InstanceType"},
"NetworkInterfaces": [
{"NetworkInterfaceId": {"Ref": "EthO"}, "DevicelIndex": "0"},
{"NetworkInterfaceId": {"Ref": "Ethl"}, "DevicelIndex": "1"},
{"NetworkInterfaceId": {"Ref": "Eth2"}, "DevicelIndex": "2"}
1,
" agsll . [
{"Key" : "Name",
"Value": {"Fn::Join": [ "=-", [ { "Ref": "AWS::StackName" 1},

"PCSVAWS" 1 1 }
}
1,
"UserData": {"Fn::Base64": {"Fn::Join": ["", [{"Ref":
"PCSConfigDhata"}]1}}
}

},

PCS converts ethO to int0, eth1 to extO and eth2 to mgmt0. This means, the network interface with ID nic1 will
be internal interface, nic2 will be external interface and nic3 will be management interface.

The below table depicts this scenario well:

Interface Name PCS Interface Network ID
ethO internal interface nic1
eth1 external interface nic2
eth2 management interface nic3
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Backing up Configs and Archived Logs on
53 Bucket

Pulse Connect Secure supports pushing configs and archived logs to the servers that support SCP and FTP
protocols. In the AWS deployment, Pulse Connect Secure now supports pushing configs and archived logs to
the S3 bucket.

AWS
PUISEEECDDngEﬂ Configs and Archived Logs 53 Bucket

Configuring Backup Configs and Archived Logs via PCS Admin Console

To configure backing up configs and archived logs:
1. Log into the Pulse Connect Secure admin console.
2. Navigate to Maintenance > Archiving > Archiving Servers.

3. Inthe Archive Settings section, select the AWS option and configure S3 Bucket Name, AWS Access Key,
AWS Secret Key, S3 Bucket Location and Destination Path Prefix.

Table1  AWS Archive Settings

Parameter Description

S3 Bucket Name To create an S3 bucket:

Sign in to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

Select Create bucket.
In the Bucket name field, type a unique DNS-compliant name for your new bucket.

For more details about S3 bucket name, refer https://docs.aws.amazon.com/AmazonS3/
latest/gsg/CreatingABucket.html

Region S3 bucket location.
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Parameter Description

AWS Access Key To create AWS Access Key and AWS Secret Key:

Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/

In the navigation bar on the upper right, select your user name, and then select My Security
Credentials.

On the AWS IAM Credentials tab, in the Access keys for CLI, SDK, and APl access section,
select Create access key.

Then select Download .csv file to save the access key ID and secret access key to a .csv file on
your computer.

When you create an access key, the key pair (access key ID and secret access key) is active by
default, and you can use the pair right away.

For more details, refer https://aws.amazon.com/premiumsupport/knowledge-center/create-
access-key/

AWS Secret Key See the procedure described for AWS Access Key.

For more details, refer https://help.bittitan.com/hc/en-us/articles/115008255268-How-do-I-
find-my-AWS-Access-Key-and-Secret-Access-Key-

Dest Path Prefix Path to copy files under S3 bucket.
(Optional)

Configuring Backup Configs and Archived Logs via REST

Setting AWS as Archive Logs Backup
REQUEST
PUT /api/vl/configuration/system/maintenance/archiving/settings HTTP/1.1
Content-Type: application/json
(
"archive-path": "folderl/folder2",
"directory": "ap-south-1",

"method": "AWS",

"Password-cleartext": "xkjdsklukjkwej",
"server": "S3-server-storage-bucket",
"user—-name" : "ADDDDDEVFEFFQXXXXXA"

)
Mapping of keys in POST body:

archive-path Destination path prefix

directory Region
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Decommissioning Pulse Connect Secure

To decommission Pulse Connect Secure, perform the following steps:

1. Select AWS Services > CloudFormation.

2. (lick Actions. From the drop-down list displayed, select Delete Stack.

Figure 45 Delete Stack
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CREATE_COMPLETE Deploy PCS into a existing VPC
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Pricing

The cost of running this product is combination of License cost and AWS infrastructure cost. It will be very
difficult to find out AWS infrastructure cost for this product as it may vary with Regions/Country/Time. Hence,
we recommend using “AWS Calculator” which is available online to calculate the cost of running this product.
https://calculator.s3.amazonaws.com/index.html

Here are resources that are created during deployment. Highlighted ones are chargeable in AWS.

Resources Category Chargeable
PCS VM (t2.medium / t2 xlarge / t2.2xlarge) Compute Yes
Virtual Private Cloud with four subnets Networking No
Three NICs named PCSInternalNIC, PCSExternalNIC and Networking No

PCSManagementNIC

Three Elasti Public IPs for internal, external and management  Networking Yes

interfaces

Three Security Groups named SGlinternal, SGExternal and Networking No
SGManagement

Route table Networking No
PCS IMG file of size 40GB in S3 bucket Storage Yes
PCS Snapshot file of size 40GB in Elastic block store Storage Yes
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Limitations

The following list of Pulse Connect Secure features are not supported in this release:

IP address (private) of the interfaces should not be changed

IPV6 is not supported
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Troubleshooting

Pulse Connect Secure emits booting logs at a specified storage. You can check the storage details of the boot
diagnostic logs as shown below:

1. Select AWS Services > Instances > Launch Instance.
2. From the list displayed, select Instance Settings > Get System Log.

Figure 46 Boot Diagnostics

Services v Resource Groups ~ * ycsunil @ pulsega ~  N. California ~ Support ~
EC2 Dashboard .
Actions 4
J Lounchinstance  ~ ions @ o & e
Events
Tags (2] 11016 of 16
Report: ;
i Name il L B < ance Type - Avallability Zone - Instance State ~ Status Checks - Alarm Status  Public DNS (IPvé)
Limits Instance State
NAT-YC @ running & 2/2checks ... None \‘ @c2-13-56-83-103.us-w.
nstance Sett Add/Edit Tags
mobileqa.virtualpws.net B @ running © 22checks... MNone % ec2-542158.92.us-we
Instances Image . - .
car-pes-1-nic Networking Attach/Replace IAM Role & stopped None s
Launch Templates
P Car-1nic-ami-test ClassicLink Change Instance Type @ stopped None -
Spot Requests Alpha-test CloudWatch Monitoring »  Change Termination Protection @ stopped None .
Reserved Instar View/Change User Data
eserved instances CK-client-1 10713081308240€9... & E'” - =e @ stopped None -
Dediicated Hosts ange Sundown Behaor \
Beta-Car-test1 -08b77ad21bb4c0690 o T2 Unlimited & stopped None »
Car-web-server2 1080d10439a1015628 (AR CURRSNR . @ stopped None »
AMIs CAR_LB_AWS 1-094918cd050b444ad & stopped None %  ec2-13-57-127-182.us-
Bundie Tasks @  yosuniStack-PCSVAWS 1-0a088cdB1557650cc4 AL & stopped None Ye  €c2-52-52-24-212.usW...
CARTEST 10a2253364a4b27eBc  t2.micro us-west-1c @ stopped None »

The system logs window is displayed.

© 2020 Pulse Secure, LLC. 53



Figure 47 System Logs
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Appendix A: Security Group (SG)

AWS has a limitation where virtual machine with multiple network interfaces cannot connect to different Virtual
Private Cloud (VPCs). For example, a VM with two NICs, NICT and NIC2, will not be able to connect to VPC1 and
VPC2 respectively.

Figure 48 Virtual Machine with two NICs Connecting to VPC1 and VPC2

/ Virtual Machine \

o /

AWS supports a virtual machine with multiple NICs to connect to different Subnets under a same Virtual
Private Cloud. For example, a VM with two NICs, NICT and NIC2, can connect to ‘Subnet1’ and ‘Subnet?2’ where
these subnets exist under a same Virtual Private Cloud respectively.
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Figure 49 Virtual Machine with two NICs Connecting to Subnet1 and Subnet?2

4 )

Virtual Machine

Virtual Private Cloud

o %

AWS provides isolation between different VPCs. But it does not provide the same kind of isolation when it
comes to subnets in the same VPC. For example, consider a VPC has two subnets, Subnet1 and Subnet2. And

consider two VMs, VM-1 and VM-2, which are connected to Subnet1 and Subnet2 respectively. In this scenario
VM-1 can access the resources from VM-2 and vice versa.

Figure 50 Virtual Machine VM-1 can Access Resources in VM-2 and Vice Vers

Virtwal Private Clowd

Wid-1 can access resources in WM-2 and vice versa,

Application isolation is an important concern in enterprise environments, as enterprise customers seek to
protect various environments from unauthorized or unwanted access. To achieve the traffic isolation between
subnets, go for an option of filtering traffic using “Security Group” provided by AWS.
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Figure 51 Traffic Filtering by AWS Support Group

Wirtwal Private Cloud

Subnet-1 Subngt-2

Pulse Connect Secure, when provisioned through the CloudFormation template provided by Pulse Secure,
Creates four subnets under a virtual private cloud named “PCSVirtualNetwork”. The four Subnets are:

PCSInternalSubnet
PCSExternalSubnet
PCSManagementSubnet
PCSTunnelVPNPoolSubnet
Along with above mentioned subnets, create the following three Security Groups (SG) policies:
SGExternalSubnet
SGInternalSubnet
SGManagementSubnet
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Figure 52 SG External, Internal and Management Subnets

Virtual Private Cloud

MGMT MNIC

In Security Group (SG) we need to create policies for Inbound and outbound traffic.
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1.

The list of SG Inbound/Outbound rules created “Stack-PCSvVEXtSG" are:
Figure 53 Stack-PCSVEXtSG - Inbound Rules

5g-49208230 | sgssgilStack-PCSVEXISG

Summary Inbound Rules Outbound Rules Tags
Type Protocol PortRange Source Description
HTTF (B80) TCF (6) B0 0.0.0.0/0

Custom TCP Rule TCP (B) 11000=-11059  0.0.0.070

Custorn TGP Rule TGP (6) GEET 0.0.0.0/0
Custom UDP Rule UDP(17) 4500 0.0.0.0
HTTPS (443) TCP(E) 443 0.0.0.0/0
Al ICMP - 1P IChP (1) ALL 0.0.0.070

Figure 54 Stack-PCSVEXtSG - Outbound Rules

5g-49208230 | sgssgilStack-PCSVEXtSG

Summary Inbound Rules Outbound Rules Tags
Type Protocol Port Range Destination Description
ALL Traffic ALL ALL 127.0.0.1/32

2. Thelist of SG Inbound/Outbound rules created “Stack-PCSvIntSG” are:
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Figure 55 Stack-PCSvIntSG - Inbound Rules

5g-5620822f | sgssgilStack-PCSvintSG

Typa Protocol Port Range  Source
Custom TCP Rule TCP (6) GEET 0.0.0.0:0
All ICMP - 1Pvd ICKAP (1) ALL 0.0.0.040

Summary Inbound Rules Outbound Rules Tags

Description

Figure 56 Stack-PCSvIntSG - Outbound Rules

50-5620822f | sgssgilStack-PCSvIntSG

ALL Trafhe ALL ALL 0.0.0.050

Summarny Inbound Rules Outbound Rules Tags

Typa Protocol Port Range — Destination  Description

3. The list of SG Inbound/Outbound rules created “Stack-PCSvMgmtSG"” are:

Figure 57 Stack-PCSvMgmtSG - Inbound Rules

sg-be2183cT |sgssgilStack-PCSvMgmitSG

Type Protocol Port Range Source
HTTF (80) TCP(E) &0 0.0.0.0/0
Custom TCP Rule TCP (6) 6667 0.0.0.0/0
Custom TCP Rule TCP (6) B30 0.0.0.00
HTTPS (443) TCP(6) 443 0.0.0.0/0
All ICMP - IPwa ICMP (1) ALL 0. 0.0, 0D

Summary Inbound Rules Outbound Rules Tags

Description
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Figure 58 Stack-PCSvMgmtSG - Outbound Rules

sg-be2183cT |sgssgilStack-PCSvMgmtSG
Summary Inbound Rules Outbound Rules Tags
Type Protocal Port Range Destination Description
ALL Traffic ALL ALL 127.0.0.1/32
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Appendix B: Pulse Connect Secure
CloudFormation Template

Pulse Secure provides sample CloudFormation template files to deploy the Pulse Connect Secure Virtual
Appliance on AWS. Users can modify this to make it suitable for their need. Visit Amazon marketplace and
download the pulsesecure-pcs-3-nics.zip file, and unzip it to get pulsesecure-pcs-3-nics-new-network.json.

This template creates a new PCS with 3 NICs, VPC, four subnets, security group policies attached to PCS
internal, external and management subnets and user-defined routes on the PCS internal subnet to ensure
PCS is used as default gateway for L3 tunnel. All 3 NICs of PCS are configured with dynamic IP configuration
and enabled IP forwarding. Public IPs are attached to the PCS external and management NIC.

The template has following sections:

Parameters This section defines the parameters used for deploying PCS on AWS. It contains parameter name,
its default value and the mouse-over help text that is displayed when mouse is placed over the
parameter in AWS Web portal. The parameters defined here are displayed in the Custom
Deployment page of AWS portal.

Resources This section defines resource types that are deployed or updated in a resource group.

Outputs This section defines the public IP address, private IP address and primary private IP address
returned after successful deployment of PCS on AWS.

Parameters
Key Name: This is the name of the PCS Storage Account where the PCS VA image (.ami file) is stored.

"Parameters"™ : {
"KeyName™: {
"Type™: "AWS::ECZ2::EevyPair:  :HeyName",
rl]:.Efa-;'_t.rl: n Hll
"AllowedPattern” : "[-_ a-zR-Z0-3]*",
"Description™: "Name of an exiscting ECZ EKeyPair. Your PC5 will launch with this EeyPair.",
"ConstraintDescription™: "Must be the name of an existing EC2Z KeyPair."
¥

PCS Image AMI ID: This is the ID of the uploaded AMI file.

"PCSImageAMITAd™ : |

"Type™ : "String",

"Dezcription™ : "AMI ID of vour existing PC5 image™
e

Instance Type: This specifies the size of the instance - t2.medium or t2.large
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"InstanceType™: {
"Description™: "Select PCS instance type™,
"Type™: "String”,
"Default™: "t2.medium"™,
"AllowedValues"™: [
"2 .medium"”,
"tZ2.large"™
1.
"ConstraintDescription™: "Must be an allowed ECZ instance type."
e

PCS Config Data: This section contains provisioning parameters that are required during the deployment of a
Virtual Appliance. An XML-based configuration file can be present in another Virtual Machine in AWS cloud or
in the corporate network which is accessible for Pulse Connect Secure through site-to-site VPN between AWS
and the corporate data center.

Pulse Connect Secure accepts the following parameters as provisioning parameters:
+ primary-dns
+  secondary-dns
+ wins-server
+ dns-domain
+ admin-username
+ admin-password
+  cert-common-name
+  cert-random-text
+  cert-organization
- config-download-url
+  config-data
+ auth-code-license
- enable-license-server
+ accept-license-agreement
+  enable-rest

For details about these parameters, see “Pulse Connect Secure Provisioning Parameters” on page 34.

"<pulse-config><primary-dns>8.8.8.8</primary-dns><secondary-dns>8.8.8.9</secondary-dns><wins-server>1.1.1.1</wins-server><dns-domain>psecure.net</dns—d
omain><admin-username>admin</admin-username><admin-paszsword>password</admin-password><cert-common-name>val.psecure.net</cert—common-name><cert-random-t
ext>fdsfnisonysfnms</cert-random-text><cert-organisation>Pgecure
Qrg</cert-organisation><config-download-url»</config-download-url><config-data»</config-data><auth-code-license></auth-code-license><enable-license-—ser
ver>n</enable-license-server><accept-license-agreement>n</accept-license-agreement><enable-resc>n</enable-rest></pulse-config>"

VPC CIDR: It is a valid CIDR range of the form x.x.x.x/x for entire VPC.
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"VPCCIDR": {
"Description™: "CIDR block for entire VPC.™,
"Type™: "String",
"Default™: "10.20.0.0/1&",
"AllowedPattern":
" (([0-911[1-91[0-9111[0-9]14{2}|2[0-4]1[0-9]1125[0-51) \\.) {3} ([0-9]11[1-8]1[0-9]|1[0-91£2}12[0-4]1[0-9]1125[0-51) (\\/([0-911[1-2]1[0-28]113[0-2]1))%",
"ConstraintDescription™: "Must be a walid CIDR range of the form x.x.x.x/x."

Internal Subnet CIDR: Subnet from which Pulse Connect Secure Internal Interface needs to lease IP.

"InternalSubnetCIDR™: {
"Description™: "PCS internal interface connects to this subnet™,

"

"Type™: "3t
"Default™: "10.20.1.0/24",
"AllowedPattern™:

" ([0-9]1[1-9][0-2]|1[0-9]1{2}|2[0-4][0-8]|25[0-5]1) \\.) {3} ({[0-9]1[1-2][0-9]]11[0-2]4{2}|2[0-4][0-2]|25[0-5]) (\\/ ([0-9]][1-2][0-9]|3[0-2]))%5",

e

ConstraintDescription™: "CIDR block parameter mast be i

’

the form X.X.X.xX/x"

¥

External Subnet CIDR: Subnet from which Pulse Connect Secure External Interface needs to lease IP.

"ExternalSubnetCIDR": {
"Descripti
"Type": "String",

"Default™: "10.20.2.0/24",

"AllowedPattern":

" (([0-911[1-91[0-9111[0-914{2}12([0-41[0-91125[0-51) \.) {3} ([0-911[1-2]1[0-9]111[0-914{2}12[0-4]1[0-9]1125[0-51) (\\/([0-911[1-2]1[0-23113[0-2]1))%",
"ConstraintDescription™: "CIDR block parameter mast be in

"PCS external interface connects to this subnet”,

the form =.x.x.x/x"

Management Subnet CIDR: Subnet from which Pulse Connect Secure Management Interface needs to lease
IP.

"ManagementSubnetCIDR™: {
"Description™: "PCS5 management interface connects to this subnet™,
"Type™: "3tring”,
"Default™: "10.20.3.0/24",
"RllowedPattern”:
mA([0-9]|[1-9] [0-9]|1[0-9]{2}|2[0-4][0-9][25[0-5]1)%\.) {3} ([0-9]|[1-9][0-9][1[0-9]1¢{2}|2[0-4][0-9][25[0-5]) (\\/([0-9]|[1-2][0-9]|3[0-2]})8&",
"ConstraintDescription": "CIDR block parameter mast be in the form x.x.x.x/x"
} .

Tunnel Subnet CIDR: Subnet which will be configured as Tunnel IP pool in Pulse Connect Secure VPN profile.

"TunnelSubnetCIDR": {
"For L3 VPN connections PCS hands over IP to the clients from this subnet”™,
"

"Descript
"Type": "
"Default™: "10.20.4.0/24",

"AllowedPattern":

" ([0-911[1-91[0-9]111[0-91{2}12[0-41[0-91125[0-51) \\.)4
"ConstraintDescription™: "CIDR block parameter must be i

2[0-4110-91125[0-51) (\\/ (10-91111-2][0-9]13[0-21))§",

the form =x.x.x.x/x"

Resources
VPC:

LRy =l {

"Type™ : "AWNS::EC2Z

:VBC"™,




IntSubnet: This block is responsible for creating subnet. The created subnet is applied to PCS Internal

interface.

"IntSubnet™ : {

"Type™ : "AWS::ECZ::5ubnet™,

ExtSubnet: This block is responsible for creating subnet. The created subnet is applied to PCS External

interface.

"ExtSubnet™ : {
"Tvpe" "AWS::EC2::5ubnet™,

MgmtSubnet: This block is responsible for creating subnet. The created subnet is applied to PCS

Management interface.

"Mgmt Subnet™ @ {
"Tvpe" "AWS::EC2::5ubnet™,

TunnelSubnet: This block is responsible for creating tunnel pool. The created tunnel pool is applied to PCS

Tunnel Pool.

"TunnelSubnet™

"Type™ © "4WS::

InternetGateway:

"TnternetGateway™ : {
i IntermetGateway™,

"Type"

AttachGateway:

"httachGateway"™
tECZ 1 iVPCGatewavAttachment™,

"Type™ @ "AWNS::

PublicSubnetRouteTable:

"PublicSubnetRouteTable™ i
ECZ: :BEouteTakble™,

[l
s b

"Type™ @ "AWS:

PublicSubnetRoute:



"PublicSubnetRoute™ @ {

"Type™ : "AWS::ECZ::Route",

ExtSubnetRouteTableAssociation:

"ExtSubnetRouteTablebhssociation™ : {

"Type™ : "AWS5: :ECZ2::S5ubnetRouteTablelssociation™,

MgmtSubnetRouteTableAssociation:

"MgmtSubnetRouteTablef=z=sociation™ @ {

——

"Type™ : "AWS::ECZ::5ubnetRouteTablels=sociation™,

EIP1:

"EIP1™ : |

"Type™ : "AWS::

1=l
[

3 T Om
2::EIPT™,

EIPAssoc1:

"EIPAs=ocl™ :

"Type™ : "AW

t:ECZ2::EIPA==ociation™,

EIP2:

"EIP2™ :

"Type™ : "AWS::ECZ2::EIP™,

EIPAssoc2:

NETIPL==socZ™

Lo |

"Tyvpe™ : "AWS: :ECZ::EIPAssociation™,

PCSvExternalSecurityGroup:

"PCESvEXternalSecuritvGroup™: {

"Type™: "AWS::ECZ2::5ecuritvGroup™,

PCSvinternalSecurityGroup:



"PCSvInternalSecurityzroup™: {

"Type™: "AWS::ECZ::S5ecurityGroup”,

PCSvManagementSecurityGroup:

"PCESvManagementSecurityGroup™: {

"Type™: "AWS: :ECZ::S5ecurityGroup™,

EC2Instance:

-

"ECZIn=tance™ : {

"Type™ : "AWS5::ECZ::Instance"”,

EthO:

"EthO"™ @ {
"Type™ : "AWS::ECZ2::HetworkInterface™,

Eth1:

"Ethl™ : {

"Tyvpe™ : "AWS::

iNetworkInterface™,

1=
[
[p)

Eth2:

"Eth2" : {

"Type™ : "4WS:: i iHetworkInterface™,

=1
3
Fed

Outputs

The Outputs section defines the public IP address, private IP address and primary private IP address that is
displayed on successful deployment of PCS on AWS.
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"Cutputa" {

"Instanceld" {
"Value™ { "Ref" "EC2Instance™ },
"Description™ "Instance Id of newly created instance"™

IF

"Managementhiddress" {
"Value" { "Fn::Join" [™ ™, [ "Public IP address:", { "Ref" "EIP2"™ }, "Private IP address:", { "Fn::GetAtt™ ["Eth2", "PrimaryPrivateIpAddress"]
111},
"Description" "PC5 Management Interface details™

¥

"Externalhddress" {
"Value™ { "Fn::Join" [™ ™, [ "Public IP address:", { "Ref" "EIP1"™ }, "Private IP address:", { "Fn::GethAtt" ["Ethl™, "PrimaryPrivateIpfddress"]
1111,
"Description™ "PCS5 Extenal Interface details™

IF

"Internalhddress™ {
"Value™ { "Fn::Join" [™ ™, [ "Private IP address:", { "Fn::GetAtt" ["Eth0", "PrimaryPrivateIpAddress™] }]1},
"Description” "PC3 Internal Interface details"

}

}
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Appendix C: Pulse Connect Secure
CloudFormation Template for an
Existing Virtual Private Cloud

Pulse Secure provides sample CloudFormation template files to deploy Pulse Connect Secure Virtual
Appliance on AWS. Users can modify this to make it suitable for their need. Visit Amazon marketplace and
download the pulsesecure-pcs-3-nics.zip file, and unzip it to get pulsesecure-pcs-3-nics-existing-vpc.json.

This template creates a new PCS with 3 NICs, VPC, four subnets, security group policies attached to PCS
internal, external and management subnets and user-defined routes on the PCS internal subnet to ensure
PCS is used as default gateway for L3 tunnel. All 3 NICs of PCS are configured with dynamic IP configuration
and enabled IP forwarding. Public IPs are attached to the PCS external and management NIC.

The template has following sections:

Parameters Resources Outputs

This section defines the parameters ~ This section defines resource types This section defines the public IP
used for deploying PCS on AWS. It that are deployed or updated in a address and FQDN returned after
contains parameter name, its default ~ resource group. successful deployment of PCS on
value and the mouse-over help text AWS.

that is displayed when mouse is
placed over the parameter in AWS
Web portal. The parameters defined
here are displayed in the Custom
Deployment page of AWS portal.

Parameters
Key Name: This is the name of the PCS Storage Account where the PCS VA image (.ami file) is stored.

"Parameters"™ : {

"KeyName™: {
"Type™: "AWS::ECZ2::EevyPair:  :HeyName",
"Defanlt™: """,
"AllowedPattern” : "[-_ a-zR-Z0-3]*",
"Description™: "Name of an exiscting ECZ EKeyPair. Your PC5 will launch with this EeyPair.",
"ConstraintDescription™: "Must be the name of an existing EC2Z2 KeyPair.™

te

PCS Image AMI ID: This is the ID of the uploaded AMI file.
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"Parameters"™ : {
"KeyName™: {
"Type™: "AWS::ECZ::EKeyPair: :(EKeyName",
rI]:.Efa-;'_t.rl: n rI|I
"RllowedPattern" : "[-_ a-zR-Z0-9]*",
"Description™: "Hame of an existing ECZ EeyPair. Your PC5 will launch with this EeyPair.",
"ConstraintDescription™: "Mus=st be the name of an existing ECZ EKeyPair."”
b

Instance Type: This specifies the size of the instance - t2.medium or t2.large

"PCEImageMITAd™ @ {

"Tyvpe™ : "String™,

"Description™ : "AMI ID of vour existing PC5 image™
b

PCS Config Data: This section contains provisioning parameters that are required during the deployment of a
Virtual Appliance. An XML-based configuration file can be present in another Virtual Machine in AWS cloud or
in the corporate network which is accessible for Pulse Connect Secure through site-to-site VPN between AWS
and the corporate data center.

Pulse Connect Secure accepts the following parameters as provisioning parameters:
+  primary-dns
+  secondary-dns
+wins-server
+ dns-domain
- admin-username
+ admin-password
- cert-common-name
+  cert-random-text
+  cert-organization
- config-download-url
+ config-data
+ auth-code-license
+ enable-license-server
+ accept-license-agreement
- enable-rest

For details about these parameters, see



VPCID: This is the ID of the existing VPC.

"Instancelype™: {
"Description™: "Select PCS inmstance tyvpe”,
rlI'-__'_.FErl = S ring® ;

"Default™: "t2 . medium™,
"hllowedValues™: [
"2 .medium™,
"t2.large"™

1.

"ConstraintDescription™: "Must be an allowed ECZ2 instance type.”™

b

SubnetIntID: This is the ID of the subnet to which PCS Internal interface connects.

"<pulse-config><primary-dns>8.8.8.8</primary-dns><secondary-dns>8.8.8.9</secondary-dns><wins-server>1l.1.1.1</wins-server><dns-domain>pgecure .net</dns—d
omain»<admin-username>admin</admin-username><admin-password>password</admin-password><cert-common-name>val.pgecure . net</cert-common-name><cert-random-t
ext>fdsfpisonvsfoma</cert-random-text><cert-organisation>Pgecure
Qrg</cert-organisation><config-download-url></config-download-url><config-data></config-datar<auth-code-license></auth-code-license><enable-license-ser
ver>n</enable-license-server><accept-license-agreement>n</accept-license-agreement><enable-rest>n</enable-rest></pulse-config>"

SubnetExtld: This is the ID of the subnet to which PCS External interface connects.

FIT T TAM .
JpoId™ @ {

"Type™ : "5tring™,

"Description™ : "ID of existing WVEPC"™

b

SubnetMgmtld: This is the ID of the subnet to which PCS Management interface connects.

"SubnetIntId™ : {
rII'-_.-FErI u rlst-\.--' --E-rl
X - — =2y
"Dezeription™ : "ID of the subnet where PCS5 internal interface connectsa®

b

Resources
EIP1:

TR T T
Bl 1 . {

—

"Tvpe™ : "AWS::EC2::EIPF",




EIPAssoc1:

"EIFA==ocl™ @ {
"Type™ : "AWS

1=l
[
o5

tEIPA=z=ociation™,

EIP2:

"EIP2™ :

"Type™ : "AWS::

1=l
[
o5

EIE"™,

EIPAssoc2:

NETIPL==socZ™

=

Z2::EIPAs=sociation™,

1=
[

"Tyvpe™ : "AWS::

PCSvExternalSecurityGroup:

"PCESvEXternalSecuritvGroup™: {

"Type™: "AWS5::EC2::5ecurityGroup”,

PCSvinternalSecurityGroup:

"PCSvInternalSecurityzroup™: {

Li

"Type™: "AWNS::ECZ::S5ecurityGroup”,

PCSvManagementSecurityGroup:

"PCSvManagementSecurityGroup™: {
"Type™: "AWS: :ECZ::SecurityGroup”,

i

EC2Instance:

"ECZIn=tance™ : {

"Type™ : "AWS5::ECZ::Instance"”,

EthO:

"EthO™ : {

"Type™ : "AWNS::ECZ2::HetworkInterface™,




Eth1:

"Ethl"™ : {
nT vpe n

"OAWS::

———
L

tlletworkInterface™,

Eth2:

"Eth2"™ : {

"Tyvpe™ &

1=
[
[p)

"OAWS::

iNetworkInterface™,

Outputs

The Outputs section defines the public IP address, private IP address and primary private IP address that is
displayed on successful deployment of PCS on AWS.

"Cutputs" : {

"Instanceld"™ : {
"Value™ : { "Ref" : "EC2Instance" },
"Description™ : "Instance Id of newly created inatance™

b

"Managementhddress" : {
"Value™ : { "Fn::Join"™ : [" ™, [ "Public IP address:", { "Ref" "EIP2"™ }, "Private IP address:",
11},
"Description™ : "PC53 Management Interface details"™

b

"Externalhddress" : {
"Value™ : { "Fn::Join"™ : [" ", [ "Public IP address:", { "Ref" "EIP1"™ }, "Private IP address:",
1Y,
"Description™ : "PCS Extenal Interface details"™

b

"InternalAddress™ : {
"Value™ : { "Fn::Join"™ : [" "™, [ "Private IP address:"™, { "Fn::GetiAtt" : ["Eth0",
"Description™ : "PC53 Internal Interface details"

}

}

{

{

"Fru:

"Fn:

:Gethet™

tGetAtt”

"PrimaryPrivateIpAddress"] }11},

[

WEthim
Ethl",

", "PrimaryPrivateIphddress"]

"PrimaryPrivatelpAddress"]
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References

AWS documentation: https://aws.amazon.com/documentation/
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Requesting Technical Support

Technical product support is available through the Pulse Secure Global Support Center (PSGSC). If you have a
support contract, then file a ticket with PSGSC.

Product warranties—for product warranty information, visit https://www.pulsesecure.net.
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