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Revision History

The following table lists changes made to this document:
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EI [o])]

1.0.1 PCS9.1R5 May 2020  Update Updated the "Supported Platforms" section.

Updated the "Configuring PCS with Microsoft
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Updated logging screens.

1.0 PCS9.1R5 April 2020  Initial release Initial release
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Understanding the Device Access Management Framework

The device access management framework leverages mobile device management (MDM) services so that you
can use familiar Pulse Connect Secure client policies to enforce security objectives based on your device
classification scheme: device status is MDM enrollment complete or incomplete; device status is MDM-policy
compliant or non-compliant; device is employee owned or company owned; device platform is iOS, Android, or
neither; and so forth.

In this framework, the MDM is a device authorization server, and MDM record attributes are the basis for
granular access policy determinations. For example, you can implement policies that allow devices that have a
clean MDM posture assessment and are compliant with MDM policies to access the network, but deny access
to servers when you want to prevent downloads to employee-owned devices or to a particular platform that
might be vulnerable. To do this, you use the device attributes and status maintained by the MDM in Pulse
Secure client role-mapping rules, and specify the device-attribute-based roles in familiar Pulse Secure client
policies.

The framework simply extends the user access management framework realm configuration to include use of
device attributes as a factor in role mapping rules. Figure 1 illustrates the similarities.

© 2020 Pulse Secure, LLC. 5
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Figure 1 User Access Management Framework and Device Access Management Framework
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Table 1 summarizes vendor support for this release.

Table 1 MDM Vendors

Product Vendor

Pulse Connect Secure + Pulse Workspace (PWS)
AirWatch MDM
Mobilelron MDM
Microsoft Intune

Table 2 summarizes supported methods for determining the device identifiers.

Table 2 Device Identifiers

Product Policies

Pulse Connect Secure Device certificate (required)

Table 3 summarizes policy reevaluation features.

© 2020 Pulse Secure, LLC.
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Table 3 Policy Reevaluation

Product Policy Reevaluation

Pulse Connect Secure The MDM is query and policies evaluated only during sign-in. If desired, you can use the
user role session timeout setting to force users to sign in periodically. If you use a
certificate server for user authentication, the users are not prompted to sign in again;
however, if you have enabled user role notifications, users do receive a notification
each time sign-in occurs.

Note: The dynamic policy evaluation feature is not used in the device access management framework.

Table 4 summarizes the policies in which you can specify device-attribute-based roles.

Table 4 Policies

Product Policies

Pulse Connect Secure Resource policies or resource profiles

Solution Overview

In the past, to ensure security and manageability of the corporate network, enterprise information technology
(IT) departments had restricted network access to company-issued equipment. For mobile phones, the classic
example was the company-issued BlackBerry handset. As powerful mobile smart phones and tablets have
become commonly held personal possessions, the trend in enterprise IT has been to stop issuing mobile
equipment and instead allow employees to use their personal smart phones and tablets to conduct business
activities. This has lowered equipment costs, but BYOD environments pose capacity planning and security
challenges: how can an enterprise track network access by non-company-issued devices? Can an enterprise
implement policies that can restrict the mobile devices that can access the network and protected resources in
the same way that SSL VPN solutions restrict user access?

MDM vendors have emerged to address the first issue. MDMs such as AirWatch, Mobilelron, Microsoft Intune
provide enrollment and posture assessment services that prompt employees to enter data about their mobile
devices. The MDM data records include device attributes and posture assessment status that can be used in
the access management framework to enforce security policies.

Figure 2 shows a deployment with Pulse Connect Secure and the MDM cloud service.

© 2020 Pulse Secure, LLC.
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Figure 2 Solution Topology
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The solution shown in this example leverages the Pulse Secure access management framework to support
attribute-based network access control for mobile devices. In the device access management framework, the
MDM is a device authorization server and MDM record attributes are the basis for access policy
determinations. For example, suppose your enterprise wants to enforce a policy that allows access only to
mobile devices that have enrolled with the MDM or are compliant with the MDM posture assessment policies.
You can use the attributes and status maintained by the MDM in role-mapping rules to implement the policy.

In this framework, a native supplicant is used to authenticate the user of the device. The device itself is
identified using a client certificate that contains device identity. The client certificate can be used to identify the
device against the MDM records and authenticate the user against a certificate server.

The Pulse Secure solution supports granular, attribute-based resource access policies. For example, you can
implement policies that allow devices that have a clean MDM posture assessment and are compliant with
MDM policies to access the network, but deny access to servers when you want to prevent downloads to
employee-owned devices or to a particular platform that might be vulnerable.

© 2020 Pulse Secure, LLC. 8
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Deploying a BYOD Policy for Microsoft
Intune Managed Devices

This example shows how to use policies to enable security based on device identity, device posture, or user
identity in a bring your own device (BYOD) environment for an enterprise that uses Microsoft Intune® for
mobile device management (MDM). It includes the following information:

“Requirements” on page 9

“Supported Devices” on page 9

“Configuring the Microsoft Intune MDM Service” on page 9
“Configuring PCS with Microsoft Intune” on page 16
“Configuring the Microsoft Intune MDM Server” on page 20

Requirements
Table 5 lists version information for the solution components shown in this example.

Table5  Component Version Information

Component Version

Connect Secure Release 9.1R5 or later is required.

Microsoft Intune  Release version 2002 is used in this example. Any version that supports the device ID and device
MDM attributes you plan to query is compatible.

Supported Devices
Google Android 8.0 and later

Apple iOS 11.0 and later

Configuring the Microsoft Intune MDM Service

When the user installs the MDM application on the device and completes enrollment, the MDM pushes the
device certificate to the device. After enrollment, the MDM maintains a database record that includes
information about the enrollee—attributes related to device identity, user identity, and posture assessment
against MDM policies.

Table 6 describes these attributes. In this solution, these attributes are used in PCS role mapping that is the
basis for network access and resource access policies. When you configure role-mapping rules, you specify the
normalized attribute name.

© 2020 Pulse Secure, LLC. 9
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Table 6 Microsoft Intune Device Attributes

Intune Normalized Description Data Type
Attribute Name
complianceState isCompliant  True or false (string) based on whether device is compliant or Boolean
non-compliant.
isManaged isEnrolled True or false (indicating whether the client is managed by Intune  Boolean
or not).
macAddress macAddress  MAC address of the device. String
serialNumber serialNumber  Serial number of the device. Applies to iOS Devices only. String
imei IMEI The device unique identifier. IMEI (15 decimal digits: 14 digits plus ~ String

a check digit) or IMEISV (16 digits) includes information on the
origin, model, and serial number of the device.

udid uDbID The device unique identifier. String

Unique Device Identifier (UDID), which is a sequence of 40 letters
and numbers that is specific to iOS devices.

meid MEID MEID is 56 bits String

long (14 hex digits). It consists of three fields, including an 8-bit
regional code (RR), a 24-bit manufacturer code, and a 24-bit
manufacturer-assigned serial number.

osVersion osVersion OS Version of the device. String

model Model Model of the device. String

manufacturer manufacturer Device Manufacturer. String

azureDeviceld deviceld The device Id of the device after it has work place joined with String

Azure Active Directory.

lastContactTime  lastSeen The date time when the device last checked in with the Intune String

Utc management service endpoint. The format is
MM/DD/YYYY
HH:MM:SS

Refer to third-party documentation for complete information and configuration details.
To configure the MDM:
1. Enroll devices in the MDM using the methods supported by the MDM.

2. Create a profile. The profile determines many MDM management options. The following configurations
are key to this solution:

© 2020 Pulse Secure, LLC. 10
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1. Create trusted certificate profiles in Intune. For detailed steps, refer to the procedure in the

Microsoft Intune document.

Figure 3 Create Trusted Certificate - Android
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Figure 4  Create Trusted Certificate - i0S
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2. Create and assign SCEP certificate profiles in Intune. For detailed steps, refer to the procedure in
Microsoft Intune document.
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Figure 5

Create SCEP Certificate Profile - Android
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Figure 6  Create SCEP Certificate Profile - iOS
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3. Create VPN profile in Intune. For detailed steps, refer to the procedures in Microsoft Intune

document.
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Figure 7 Create VPN Profile - Android
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Figure 8 Create VPN Profile -i0S
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Configuring PCS with Microsoft Intune

Microsoft Intune is an MDM server which provides the device compliance status for the mobile devices. PCS
retrieves the device attributes from Microsoft Intune and uses it for compliance assessments and role
assignment. This feature integrates Microsoft Intune and PCS for providing compliance check and onboarding
of devices. This feature works only with certificate authentication.

To configure Microsoft Intune MDM server:

1. Select Authentication > Auth. Servers > New MDM Server.

2. Enter the server name, select Microsoft Intune as MDM.

Enter the Azure AD Tenant ID.

Enter the Web application ID or Client ID that is registered in Azure AD.

Enter the Client Secret key registered in the Azure AD.

Enter the Timeout duration in seconds. Default is 15 seconds.

To obtain Tenant ID, Client ID, Client Secret Key, see “Viewing Client |D, Tenant D, and Client Secret” on

page 24.

3. Click Save changes.

Figure 9  Intune MDM Server
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4. Select Authentication > Auth. Servers > Cert Server and create certificate server.

Figure 10 Cerificate Server

Pulse Connect Secure

5 ec U re System Administrators ~ Users

Maintenance  Wizards

Auth Servers » Cert server > Settings

*MName: | Cert server

User Hame TEmpIstE:| <certDN.Ch>
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D Enable User Record Synchronization

Logical Auth Server NsmE:|
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5. Select Users > User Realms and select the Authentication server and Device Attribute server for
Microsoft Intune.

Figure 11 Realm

Pulse Connect Secure

5 ec U re System  Authentication  Administrators Maintenance

s = Users > General

Authentication Policy Role Mapping
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* Servers

W
it
I
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Accounting: Mone B
I Device Attributes: Intune B I

6. Select Role Mapping tab of the user realm to create role mapping rules. Configure the role mapping
rules based on the Microsoft Intune supported device attributes.
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Figure 12 Role Mapping Configuration Page
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Table 7 Microsoft Intune Role Mapping Attributes

Role Mapping

Microsoft Intune Attribute  Description Data Type
Attribute Name Name

deviceid

azureDeviceld

The device Id of the device
after it has work place
joined with Azure Active
Directory.

String

IME!

imei

The device unique identifier.

IMEI (15 decimal digits: 14
digits plus a check digit) or
IMEISV (16 digits) includes
information on the origin,

model, and serial number
of the device.

String

isCompliant

complianceState

True or false (string) based
on whether device is
compliant or non-
compliant.

Boolean

isEnrolled

isManaged

True or false (indicating
whether the client is
managed by Intune or not).

Boolean

lastSeen

lastContactTimeutc

The date time when the
device last checked in with
the Intune management
service endpaint.

String
The format is
MM/DD/YYYY HH:MM:SS

macAddress

macAddress

MAC address of the device.

String

manufacturer

manufacturer

Device Manufacturer.

String

meid

meid

MEID is 56 bits

long (14 hex digits). It
consists of three fields,
including an 8-bit regional
code (RR), a 24-bit
manufacturer code, and a
24-bit manufacturer-
assigned serial number.

String

model

model

Model of the device.

String

osVersion

osVersion

OS Version of the device.

String

serialNumber

serialNumber

Serial number of the device.

Applies to iOS Devices only.

String

© 2020 Pulse Secure, LLC.

19



Pulse Connect Secure: Administration Guide

Role Mapping Microsoft Intune Attribute  Description Data Type

Attribute Name Name

ubID udid The device unique identifier. String

Unique Device Identifier
(UDID), which is a sequence
of 40 letters and numbers
that is specific to i0S
devices.

UuID uuid Universal unigue device String
identifier.

Configuring the Microsoft Intune MDM Server

Microsoft Intune acts as the Mobile Device Management (MDM) Server for PCS solution. PCS users have to
register their mobile devices with Microsoft Intune. As part of registration, the relevant Profiles get
automatically provisioned to mobile device.

To configure the Microsoft Intune MDM:
1. Enroll the devices with the MDM server.
2. Create Azure Active Directory (AAD) web application.

3. Goto portal.azure.com, click on the Azure Active Directory on the left of the screen, click on the App
registrations and then click on New registration.

Figure 13 Creating New Application
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A Slart typing a name o pehcation IL Lo er these results

Manage
™ Display name Application (client) ID Created on Certificates & secrets
A users .
Gl JoGy-PCs 117d4f3d-b23a-48b2-be28-a7a309dafacs0 13/9/2019 O Current
& Grou
P . PCS_Intune Gafd4b32-0c13-47eT-acal-3ch3e5d1eTh 511272019 @ Cument
B5 Organizational relationships . .
PPS-hdarshan-200.81 5329da8-6296-4636-b4b4- 11023004485 1901272019 O Curment
& Roles and administrators
PCSG2-Intune 80c46fb2-235e-4b40-834¢-0c08I4317203 6/1/2020 @ Current
& Administrative units (Preview)
( n PPS.hdarshan-BB8.99 25140d0f-fhbe-41de-96ed-Sdeb T Sefbo21 1472020 @ Current

B Enterprise applications

Lo Devices
|'.‘! App registrations |

4. Enter the application name, select Web app as application type, and enter the IP address/FQDN for
redirect-URL and click Register.
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Figure 14 Registering a New Application

Hame » Pulseserurs | App registratinns > Register an application

Register an application

* Mame
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The Application Registration page appears if the registration is successful.
Figure 15 Application Created
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5. Click the application, then select API permissions and click Add a permission.
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Figure 16 Adding Permissions
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Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

 Add a permission

API f Permissions name Type
~ Azure Active Directory Graph (3)
Directory AccessAslserAll Delegated
User.Read Delegated
UserRead Al Delegated
~Intung (1)
get_device_compliance Application
~ Microsoft Graph (4)
emai Delegatad

Grant admin consent for Pulsesecure

Description

Access the directory as the signed-in user
Sign in and read user profile

Read all users” full profiles

Get device state and compliance information from Micr...

View users email address

Admin consent req...

g

Yes

Status

@ Granted for Pulsesecure v+

@ Granted for Pulsesecure

@ Granted for Pulsesecure ==+

@ Granted for Pulsesecure  +=+

@ Granted for Pulsesecure ==+

6. Select Microsoft Intune API.

Figure 17 Setting Intune Permissions
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Configured permissions

Applications are authorized to call APIs when they are granted parm
all the permissions the application needs. Learm more about permiss

 Add a permission Grant admin consent for Pulsese

APl { Permissions name Type Description
 Agure Active Directory Graph (3)
Directory AccessAsliser Al Delegated  Access the ¢
User Read Delegated  Sign in and
User.Read Al Delegated  Read all use
 Intune (1

e_compliange Application  Get device ¢
w Microsoft Graph (4)

ema Delegated  View users’

Request API permissions

Select an API

Commonly used Microsoft APls
<N
4

(") Aszure Rights Management
i Services
Allgw validated users 10 read and write
protected content

Microsoft Graph

single endpoint.

% Intune

Programmatic access to Intune data

j Azure Service Management

Programmatic access 1o much of the
functionality available through the Azure
portal

I:l Office 365 Management APIs

Retrieve information about user, admin,
systemn, and policy actions and events
from Office 365 and Azure AD activity

Take advantage of the tremendaus amaunt of data in Office 365, Enterprise Mability + Security, and Windaws 10,
Agcess Azure AD, Excel, Intune, OQutlook/Exchange, OneDnive, OneMote, SharePoint, Planner, and mare through 2

ﬁé—# Dynamics 365 Business Central
Programmatic access 10 data and

functianality in Dynamics 365 Business
Central

B stacron

Interact remotely with SharePoint data

7. Under Application Permissions, select Get device compliance information from Microsoft Intune and
click Add permissions.
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Figure 18 Setting Intune Permissions
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B overvew .
Configured permissions . . . .
& qui @ Intune APl are available via the Microsoft Graph APL. You may want 1o consider using Microsoft Graph instead.
Cuicistart Applications are authorized to call APls when they are granted perm
all the permissions the application needs. Learn more abeut permiss
Manage _ What type of permissions does your application require?
- i + Add a permission Grant admin consent for Pulsese
B Branding Delegated permissions Application permissions
3 Authentication API / Permissions name Type Description Your application needs 10 access the API as the signed-in user, Weur application runs as a background service or daemaon without &
signed-in user.
Certificates & secrets “ Azure Active Directory Graph (3
. . L expand al
1! Token configuration Directory AccesshsUsec Al Delegated  Access the ¢ Select permissions
APl permissions UserRead Delegated  Sign in and
& Expose an API UserRead All Delegated  Read all use Permission Admin consent required
B Owners  Intune (1 [] get-datawarehouse
Get data h inf ion from Mi Intune (0 =
wm Roles and administraters (Previ... get_device_compliance Application  Get device ¢
. R get_device_compliance
M Manifest “ Microsoft Gragh (4) ¥ Get device state and compliance information from Microsoft Intune © =
Support + Troubleshooting ermall Delegated  View users’ O manage_partner_compliance_policy
I Delegated i ] Manage partner compliance policies with Microsoft Intune. © ves
£ Troubleshooting oy elegate ign users i

profile Delegated  View users’

& New support request
frefesd Delegated  Sign in and _

8. (Optional) You must add the following delegated permissions for Microsoft Graph API.

+Signin and read user profile
+ Sign Usersin
+ View users' email address

+ View users' basic profile
9. (Optional) Add the following delegated permissions for Azure Active Directory.

+Signin and read user profile
+ Read all users' basic profiles

+Access the directory as the signed-in user.
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Figure 19 Permissions

Home > Pulsesecure | App registrations > PCS_intune | API permissions
-5)- PCS_Intune | APl permissions
& D Refresh
R nrde Configured permissions
& Quickstart Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissians the application needs. Learn mare about permissicns and consent
Manage
- + Add a permission ‘Grant admin consent for Pulsesecure
= EBranding
D Authentication APl / Permissions name Type Description Admin consent req...  Status

Certificates & secrets v Azure Active Directory 1 (3]

Token configuration D coesshsllserdll Delegated  Access the directory as the signed-in user - @ Granted for Pulsesecure
= AP permissions User.Read Delegated  Sign in and read user profile - @ Granted for Pulsesecure
@ Expose an API Uses Read All Delegated  Read all users’ full profiles Yes @ Granted for Pulsesecure
I Owners  Intune (1
u  Roles and administrators (Previ., get_device_compliance Application  Get device state and compliance information from Micr... Yes @ Granted for Pulsesecure
M Manifest o Microsoft Graph (4)

Support + Troubleshoating ina Delegated  View users' email address & Granted for Pulsesecure
& Troubleshooting openid Delegated  Sign users in @ Granted for Pulsesecure
B New support request profile Delegated  View users’ basic profile @ Granited for Pulsesecure

User Read Delegated  Sign in and read user profile @ Granted for Pulsesecure

Viewing Client ID, Tenant ID, and Client Secret

The Client ID/Application ID is created automatically once the AAD web application/APl is created. You can view

the client ID/application ID from the application properties page.
Figure 20 Client ID/Application ID

Home » Pulsesecure | App registrations » PCS_Intune

558 PCS_Intune

_y
| 2| | & i) Delete & Endpoints
B Ovenview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —
& Quickstan me : PCS_Intune Supported account types @ My organization only
Application (client) ID : 6a9d4b32-0c13-47e7-acal-3fcb3e5d1eTh Redirect URIs 1 web, 0 public client
Manage
D y (tenant) 1D : 25f4343b-ced7-4135-af22-d3a8a04b0b57 Application 1D URI Add an Application ID URI
& Eranding Object ID : 090bed18-Tele-400a-a745-c9e3d 19daaec Managed application in ... : PCS_Intune
D Authentication ®

Certificates & secrets
o Welcome to the new and improved App registrations. Looking to leam how its changed from App registrations (Legacy)? Learn maore
1! Token configuration

Every organization in Microsoft cloud is called tenant and it is organization specific. Each Tenant will be having

a unique Tenant ID. Select the web application/APIl and then you can copy the tenant ID.

Figure 21 Tenant ID

Home > Puls:

sre | App registrations » PCS_Intune

i PCS_Intune

[i] Delete @& Endpoints

B Overview o Got a second? We would love your feedback on Microsolt identity platform (previously Azure AD for developer), =+
& Quickstart Display name + PCS_Intune Supported account types @ My
Ay n [client) ID : 6a9d4b32-0c13-47e7-acal-3fchbleSd1e’h Redirect URIs b, 0 public client

Manage
25§4343b-ced7-4135-2122-d3aBa04b0bST Application ID URI : Add an Application 1D URI
B Branding

Managed application in ... : PCS_Intune

D authentication “
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To create the secret key:

Click the Web Application/API and then click Certificates & Secrets.

Home » Pulsesecure | App registra

Ei.“ PCS_Intune

B overview
& Quickstan
Manage

B sranding

3 huthel

' Token configuration

S AP| permissions

5 PCS_Intune

(=X ndpaints

|1 Delete
o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

: PCS_Intune

ent) 1D : Gadddb32-0c13-47eT-acal-3fch3esdielb

1 web, 0 publ

: 25{4343b-ced7-4135-af22-d2aBal4b0b57

Application 1D URI

: Add an App

: 090be418-Tele-400a-a745-cHe9d 19daaec Managed application in ... : PCS_Intune

@ Weicome to the new and improved App registrations. Looking to leam how it's changed from App registrations (Legacy)? Learn mare

Click on New client secret.

B Overview

& CQuickstart

Manage

= Branding

D Authentication

Certificates 8 secrets

Token configuration

AP| permissions

Expose an API

Owners

Roles and administraters (Previ..

L]

Manifest

Suppert + Troubleshooting
2 Tro ubleshooting

4k New support request

PCS_Intune | Certificates & secrets

Thumbprint Start date Expires

Mao certificates have been added for this application.

Client secrets

A secret string that the aj

lication uses to prove its identity when requesting a token. Also can be referred to as application password.

- New client secret

Description Expires Value

119 5/12/2020 i 0]
163 6/12/2020 us 0]
PES 10/12/2020 T —— o}
165 6/1/2021 PG r e 0]
CPEHARATH 13/2/2021 [Tpreesemeessunrsnnes 0]
55.17 23/3/2021 Jgrrrm— 0}

3. Enter appropriate description and click Add.
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Home > Pulsesecure | App registrations > PCS_Intune | Certificates & secrets

PCS_Intune | Certificates & secrets

‘ £ « Add a client secret

B Overview o
Description

4% Quickstart |test
Manage Expires
L)
B Branding O In 7T year
O In 2 years
2) Authentication

O Never

Certificates & secrets

1! Token configuration

T |

-2 API permissions

The client secret is created.

PCS_Intune | Certificates & secrets
« o Copy the new client secret value. You won't be able to retrieve it after you perform ancther operation or leave this blade.
[
B overview
& Quickstart
Manage Client secrets
= Branding A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,
3 Authentication New client secret
Certificates & secrets Description Expires Value

! Token configuration 19 5/12/2020 gglessassassansaaainn o]
9 APl permissions 163 6/12/2020 T 0]
@ Expose an AP ppS 10/12/2020 FR——— o
B owners 165 6/1/2021 PHE* = e mmnsnnans m
w Roles and administrators (Previ... CPBHARATH 137272021 LT ]
B Manifest 5517 23/3/2021 P — i

test 5/5/2021 kwEAYFTUrsEX3DD/2R1hp_@@a1YOfv ST

Support + Troubleshooting
A2 Trauhlachantinn
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Using Logs to Verity Proper
Configuration

During initial configuration, enable event logs for MDM API calls. You can use these logs to verify proper
configuration. After you have verified proper configuration, you can disable logging for these events. Then,
enable only for troubleshooting.

To enable logging for MDM API calls:
1. Select System Log/Monitoring.
2. Click the Events tab.
3. (lick the Settings tab to display the configuration page.
Figure 22 shows the configuration page for Pulse Connect Secure.
4. Enable logging for MDM API events and save the configuration.

Figure 22 Events Log Settings Configuration Page - Pulse Connect Secure

Pulse Connect Secure

Secure Authentication ~ Administrators ~ Users  Maintenance  Wizards

Log/Monitoring > Events > Log settings

Admin Access Sensors Client Logs SNMP Statistics
Settings
% Maximum Log Size
Max Log Size: ! 200 ] MB

Note: To archive log data, see the Archiving page.

¥ Select Events to Log

Connection Requests [# Statistics
@ System Status Performance
@ Rewrite ¥ Reverse Proxy
#| System Errors w Email Proxy Events
(] MDM API Trace
w Pulse One Events

¥ HTMLS Access Events

After you have completed the MDM server configuration, you can view system event logs to verify that the
polling is occurring.

To display the Events log:

© 2020 Pulse Secure, LLC. 27



Pulse Connect Secure: Administration Guide

1. Select System Log/Monitoring.
2. Click the Events tab.
3. (lick the Log tab.
Figure 23 shows the Events log for Pulse Connect Secure.

Figure 23 Events Log - Pulse Connect Secure
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Next, to verify user access, you can attempt to connect to a wireless access point with your smart phone, and

then view the user access logs.

To display the User Access log:
1. Select System Log/Monitoring.
2. Click the User Access tab.
3. C(lick the Log tab.

Figure 24 shows the User Access log for Pulse Connect Secure.
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Figure 24 User Access Log

Pulse Connect Secure

Se C U re Authentication Administrators Users Maintenance Wizards

Date:Oldest to Newest
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Severity 1D Message

wesar et
Info 202 2

8.72] cpbharat! rs] - VPN Tunneling: User with IP 10 96 126 137 connected with ESP transport mode-

72] cpbharath(Us: rs] - Key Exchange number 1 occurred for user with NCIP 10.96 126 137

72] cpbharath(Users)[Users] - VPN Tunneling: Session started for user with IPv4 address 10.96.126.137, hostname localnost

ERR31271  2020-03-02 09:19:44 - ive - [127.0.0.1] System()[] - VPN Tunneling: Optimized ACL count = 2.
ERR24670  2020-03-02 09:19:44 - Ive - [127.0.0.1] System()[] - VPN Tunneling: ACL count = 2
AUT31002 2020-03-02 09:19:44 - ive - [172.21 18 72] cpbharath(Users)[Users] - Connected to TUN-VPN port 443
AUT31085  2020-03-02 00:19:34 - ive - [127.0.0.1] System()[] - Number of concurrent users (2) exceeded the system limit (2).
020-03-0: ive - [172.21.18.72] cpbharath(Users)[Users] - Login succeeded for cpbharath/Users (session-00000000) from 172.21.18.72 with PulseSecureAndroid (Compatible with JunosPulseAndroid) Mozilla/5.0 (Linux; Android 8.0.0; SM-GI35F Build/R16NW:

72] cpbharath(Users)[] - Primary authentication successiul for cpbharathicert sivr from 172.21.18.72

3 2020-03-02 09:19°32 - ive - [17. 72] System()[] - client cerfificate received: —- BEGIN CERTIFICATE-——
MIGODCCBSCgAWIBAGITCWAAAHLXVEVAIVO NWAAAAADS TANBGKGhKIGOWOBAQSFADBCMRMWEQYKCZIMIZPYLGQBGRYDbMVOMSEWHWYKCZIMIZPyL GQBGRYRCHVSC 2VZZWN1cmVh Y 2NIc 3MXjAGBgNVBAMTGXB1DHNIC2VIAXJIY WNIZXNZLUNT QUQIQOEWHNCNMAWMISH
Jenky9hWOIZ7AQv3ZINPES0GYSpMinUal 8UQrB49jz37bSkOMSBuUd FDgONXvbCHODe/fOlcoSgF C8EUQQJOEGgKe0U1 re/BIiLg 1 ZWwwmiM+ Ta7xz0ZFOUS2qOIXBBKEWVhdW]IoVoekY 1jonhBO4nGERDeqrBBg3z8mK7 ANy XTYafyJOUgngVeWTjDc y/gb2fkjNox+dt4UxJN/KBXaXVe Lk
WwQ5SMDegNQYKKwYBBAGCNXQCABANDCVIcGJoYXIhdGhAc2VjdXJIicHVsc2Uub25taWNyb3NvZnQuY 29tMBOGA1UdDgQWBBS]LOMw.J+hpCm8r2X9Ncb9pR7S6h TABGNVHSME GDAWgBTWYbBLTBarEZVIzkd TnsDQAfJIEBTCB3gYDVROBIHWMIHTMIHQoIHNOIHKhoHHBGRI
JYmFzZTOvYmplY3RDbGFzcz1jUkxEaXNOcmlidXRpb25Qb2ludDCB1QYIKwYBBQUHAQEEgcgwgcUwgcIGC CsGAQUF BzAChoG 1 bGRhcDovLydD T wdWizZXNIY 3VyZWFjY2Vzcy 1 DUOF ELUNBLENOPUFJQSxDTj1QdWIsaWMIMBLZXKIMBTZXJ2aWNIcyxDTj1 TZXJ2aWNicyxD’
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2020-03-02 09:19:32 - ive - [172.21.18.72] System()[] - Unauthenticated request url /dana-na/auth/uri_defaul/login.cgizreaim=Users came from IP 172.21.18.72

2020-03-02 091921 - ive - [172 21 18 72] System()[] - Unauthenticated request url /dana-na/auth/url_default/welcome cgi came from IP 172.21 1872

2020.05.02001021 _ve _[172.21.18.721 SvslemOn - Unauthenticated reguesturl/ came from 1P 172.21.18.7;

Using Policy Tracing and Debug Logs

This topic describes the troubleshooting tools available to diagnose issues. It includes the following
information:

+  “Using Policy Tracing to Troubleshoot Access Issues” on page 29
+  “Using the Debug Log” on page 31

Using Policy Tracing to Troubleshoot Access Issues

It is common to encounter a situation where the system denies a user access to the network or to resources,
and the user logs a trouble ticket. You can use the policy tracing utility and log to determine whether the
system is working as expected and properly restricting access, or whether the user configuration or policy
configuration needs to be updated to enable access in the user's case.

To create a policy trace log:
1. Select Troubleshooting > User Sessions > Policy Tracing to display the configuration page.

2. Specify the username, realm, and source IP address if you know it. If you provide the source IP address,
the policy trace log can include events that occur before the user ID is entered into the system.

3. Select the events to trace, typically all but Host Enforcer and IF-MAP, unless you have enabled those
features.

4. Click Start Recording.
5. Initiate the action you want to trace, such as a user sign in.

6. Click View Log to display the policy trace results log.
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7. Click Stop Recording when you have enough information.
Figure 25 shows policy trace results.

Figure 25 Policy Tracing Results

Se C U I'e System  Authentication

Pulse Connect Secure

Wizards

Administrators ~ Users
‘Current Palicy Trace Log
Data: Earllest Cate to Latest Date
User Name: 35 202707 295507 0
Realm Nama: cm"ali‘.ﬂ ralam

[Export Format- Standard

:

=l
Severity 1D Message
n PTRI0I03  2020/05/04 15:22:53 - [48.207 62.57] - anand{Admin Users)[.Adminietrators] - 35 202707 295507 d-cpoharath ralam - Policy Tracing tumed on
n PTRZII344  2020/05/D4 182 207 62.57] - 35 202707 295507 Q(cpoharath refam)] - AuthenBication successul 1o auth sarver “cert servary”
n PTR31021  2020/05/04 18- 207 £2.57] - 35 202707 295507 Q(cpoharath refam)] - Getling device Informatian from senver “INune”
n PTR31022  2020/05/04 18- 207 62.57] - 35 202707 295507 Q(cpoharath refam)] - Finlshad gatling devica information from server “INtuna”
n PTRI0Z09  2020/05/04 15 207 £2.57] - 35 202707 295507 O(cpoharath relam)f] - Raaim cpoharath r2iam running 1 mapping rules for usar 35 202707 295507 O
n PTR10305 = 2020/0504 18- 207 62.57] - 35 202707 295507 Q(cpoharath refam)] - Varlable sourcedp = 49.207.62.57
n PTR10305 = 2020/0504 18- 207 £2.57] - 35 202707 295507 Q(cpoharath refam)] - Varlable SourcelPStr = "48.207.62.57°
n PTR10305 = 2020/0504 18- 207 62.57] - 35 202707 295507 Q(cpoharath refam)] - Varlable user = "35 202707 225507 0°
n PTR10305 = 2020/0504 18- 207.62.57] - 35 202707 295507 Q{cpoharath refam)] - Variable paseword = ===
n PTR10305 = 2020/0504 18- 207 62.57] - 35 202707 295507 Q(cpoharath refam)f] - Variable userName = "35 202707 295507 0°
n PTR10305 = 2020/0504 18- 207.62.57] - 35 202707 295507 Q{cpoharath refamf] - Variable protocal =
n PTR10305 = 2020/0504 18- 207.62.57] - 35 202707 295507 Q(cpoharath refam)f] - Varlable raaim = “cpoharath ralam™
n PTR10305 = 2020/0504 18- 207 £2.57] - 35 202707 295507 Q(cpoharath refam)] - Variable loginTima = Man May 4 19:25:15 2020
n PTR10305 = 2020/0504 18- 207 £2.57] - 35 202707 295507 Q{cpoharath relam)] - Varlable deviceAtw.osVersion = "I0S 12.4.47
n PTR10305 = 2020/0504 18- 207 £2.57] - 35 202707 295507 Q(cpoharath refam)] - Varlable deviceAlr.UDID = "09e88e1715843145e7c27 043233033 2080344002
n PTR10305 = 2020/0504 18- 207 62.57] - 35 202707 295507 Q(cpoharath refam)] - Varlable deviceAlr.devicald = "21548638-3662-44d3-9e2e-000
n PTR10305 = 2020/0504 18- 207.62.57] - 35 202707 295507 Q(cpoharath refam)] - Variable deviceAtr. IME| = "3520270728550707
n PTR10305 = 2020/0504 18- 207.62.57] - 35 202707 295507 Q(cpoharath relam)] - Varlable deviceAty. mogdel = "IFhone 6°
ﬂ PTR10305 = 2020/05/04 19:25:15 - 707 295507 Qicpoharath relam)] - Varlable ueerAgent = “PulseSecureiPhang{Compatibie with JunoePuisaiPhona) Mozilas.0 (IPhane; CRU IPhone OS5 12_4_4 like Mac 05 X) ﬁ:pIEWE:KIl-E.
n PTR10305 = 2020/05/04 19:25:15 - 707 295507 Qjcpoharath relam)] - ariable language = "en”
n PTR10305 = 2020/05/04 19:25:15 - 707 295507 Qjcpoharath relam)] - Variable loginURL = ~“/cpbharath/™
n PTR10305 = 2020/05/04 19:25:15 - 707 295507 Q{cpoharath refamf] - Variable loginHost = “s1g1. pwemotiizsaml.net”
n PTR10305 = 2020/05/04 19:25:15 - 707 295507 Q{cpoharath refam)] - Variable loginHostAddr = *192.168.5.23"
n PTR10305 = 2020/05/04 19:25:15 - 707 295507 Qicpoharath relam)] - Varlable networkiF = “axternal”
n PTR10305 = 2020/05/04 19:25:15 - 707 295507 Qicpoharath relam)] - Varlable cartvertly = "SUCCESS™
n PTR10305 = 2020/05/04 19:25:15 - 707 295507 Q{cpoharath refam] - Variable cantOnText = "CN=35 202707 295507
n PTR10305 = 2020/05/04 19:25:15 - 707 295507 Q{cpoharath refam)f] - Variable cartln.CN = "35 202707 235507 0
n PTR10305 = 2020/05/04 19:25:15 - 707 295507 Qicpoharath refam)] - Variable cartAttr. CN = “35 202707 235507 0
n PTR10305 = 2020/05/04 19:25:15 - 707 295507 Qjcpoharath refam)] - Variable cartAtir.enalNumber = 73000004 4CEADSCIDEBEFFAF 9000000000442
n PTR10305 = 2020/05/04 19:25:15 - 707 295507 Qicpoharath refam] - Variable cartAttr EKUTaxt = "TLS Web Cllent Authentication,E-mall Frotection, Microsoft Encryptad Flie System®
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PTR1030S = 2020/05/04

PTR1030S = 2020/05/04

PTR1030S = 202005

PTR1030S = 2020/05/04

PTR1030S = 2020/05/04 1925

PTR1030S = 2020/05/04

PTRI030S = 2020/05/04 19:25:15 - [49.2

PTR1030S = 2020/05/04 1925

PTR1030S = 2020/05/04 1925

PTR10212  2020/05/04 1925

PTR10205 = 2020/05/04 19:25:

PTRZ3IIEI  2020/05/04 1925

PTRZI3E2  2020/05/04 19:25:15 - [48.207 62.57

PTRZIZE3  2020/05/04 19:25:

PTRZ4559  2020/05/04 19:25:15 - [48.207 62.57

PTRZM4T1  2020/05/04 1925

PTRZ4639  2020/05/04 19:25:18

PTRI030S = 2020/05/04 19:25:15 - [48.207.€2.57] - 3§ 202707 295507 Q(cpbharath refam){] - Variable certAttr EKUCID = "1.36.1.6.67.3.21.36.1.5.873.41.36.1.4.1.311.10.3.4"

207.62.57]-

202707 295507 G{cpoharath refam)] - Variable cartAttr aName.UPN = “cpbharath@securapulse onmicrosoe cam®

48207 .€2.57] - 35 202707 295507 Q{cpbharath relam){] - Variable cartAttr.aiiName. UPNuld = “cpbharath™

49207 .€2.57] - 35 202707 295507 Q(cpbharath relam){] - Variable cartAttr aiiName. UPNdomaln = “securapulee.onmicrosofl.com™

45.207.62.57] - 35 202707 295507 Q(cpoharath relam){] - Variable certAttr.criDist = * Full Name: URIMdap-'CN=pulseeacureactess-CSAD-CA,CN=C6a0 CN=COP, CN=Pubic: 20Ky % 205arvices, CN=Sarvices, CN-

11

- [48.207.£2.57] - 35 202707 295507 Qjcpoharath relam)] - Variable cartAttr publickiay =
“MIIECKCAQEAISY TQEWIZ0pVeckbaSUTIUK QOIIGT FFUSESTGS + CoDMbUNT Z +eeney wyiZ Qv BT JoReUgPIISPTX 1AF VX 3G EIKEAIQ0aT HF DIGa3y 1 U3P YIS b/dIEDROz0En G 2ruY O E\m 22675 7PlEpoUSHNIrcPFR2haige

PTRI030S  2020/05/04 19:25:15 - [48.207.62.57] - 35 202707 295507 Q(cpbharath relam){] - Variable cartissuarDnTaxt = “Cl SAD-CA, DC- DC=net

207.62.57]-

202707 295507 Q{cpbharath relam){] - Variable cartissuarDn.CN = "pulsesecureaccass-CSAD-CA™

7.62.57] - 35 202707 295507 0{cpOharath relam)f] - Variable cartisEusrDn.DC = "pUESEEcUrEacoass”

207.€2.57] - 3¢ 202707 295507 Q(cpbharath relam){] - Variable certissuarDn.DC = “nel”
PTRI030S  2020/05/04 19:25:15 - [48.207.62.57] - 3§ 202707 295507 Q(cpbharath relam){] - Variable deviceAtir@INtuna. UDID = "09e88e1715e431452Tc27043e3a0332080544002"
PTR1030S = 2020/05/04 207.62.57] - 3¢ 202707 295507 Q(cpbharath relam){] - Variable deviceAtir@INtuna. deviceld = “2154eE38-3E62-4443-9222-bAD6 28659505
PTR1030S = 2020/05/04 207.€2.57] - 35 202707 295507 Q(cpbharath relam){] - Variable deviceAtir@INtuna. IME| = “352027072955070°

207.€2.57] - 35 202707 295507 Q(cpbharath relam){] - Variable deviceAtin@INtuna. modal = 1Phona &%

207.£2.57] - 35 202707 295507 Qjcpoharath reiamy] - Mapped o rales cobharath roe by ruke ‘Lger ="
57]- 35 202707 295507 Qjcpbharath relamy] - Reakm cpoharsih raiam mappad user 35 202707 235507 0 1o roles cpbharath roie
57]- 35 202707 295507 Qjcpbharath reiamy] - Role rasticions Euccesshully pazsad for roles: cpoharath rale
- 35 202707 295507 Qjcpoharath relam)jcpbharath roie] - Sign-in succeestul, craating s2ssion
57]- 35 202707 295507 Qjcpbharath relamicpoharath role] - Sesskn created, redirecting user 1o etart page. Sign-in done.
- 35 202707 295507 Q{cpoharath reiamijcpoharath role] - Automatically redirected fram page "login” to the naxt start page dana/Maome/startend.cl?ehack=yes" bafare starling e e2selon

57]- 35 202707 295507 Q{cpbharath relamj{cpbharath role] - VPN Tunnelng: IP Addrese Podle oblained for the current seeslon are 10.96.18.16

57]- 35 202707 295507 Qjcpbharath relamyepoharath role] - VPN Tunneing: ACL rule [1] rasource = ==, action = ACCEPT

PTRII4EE  2020/05/D4 19:25:18 - [48.207.€2.57] - 35 202707 295507 Q(cpbharath relam)jcpbharath role] - VPN Tunnelng: Sesslon started with IP 10.9€.18.13, hostname Sharaths-#Phane

PTRI0I04  2020/05/04 19:25:38 - [48.207 .€2.57] - anand{Admin Users)[ Administrators] - 3¢ 202707 295507 d:cpbharath ralam - Policy Tracing tumed off

Using the Debug Log

The Pulse Secure Global Support Center (PSGSC) might direct you to create a debug log to assist them in
helping you debug an issue with the system. The debug log is used only by Pulse Secure Global Support

Center.

In 9.1R3 release, the last-hit timestamp is included in each debug log statement. This timestamp helps the
support in debugging and correlating timings of certain critical logs in some events.

To use debug logging:

1.

Select Troubleshooting > Monitoring > Debug Log to display the configuration page.
Figure 26 shows the configuration page for Pulse Connect Secure.
Complete the configuration as described in Table 8.

Click Save Changes. When you save changes with Debug Logging On selected, the system begins
generating debug log entries.

Initiate the action you want to debug, such as a user sign in. You can reset the debug log file to restart
debug logging if it takes you too long to initiate the action.

Click Save Debug Log to save the debug log to a file that you can send to Pulse Secure Global Support
Center. You can clear the log after you have saved it to a file.

Clear the Debug Logging On check box and click Save Changes to turn off debug logging.
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Figure 26 Debug Logging Configuration Page

Troubleshooting » Monitoring > Debug Log

Debug Log
User Sessions m Tools System Snapshot Remote Debugging
Debug Log Node Monitor Cluster Diagnostic Logs

Save Changes Save Debug Log Clear Log...

% Debug Log Settings

Current Log Size 3944892 bytes
Debug Logging On (]

Max Debug Log Size | 2 MB
Debug Log Detail Level | 0

Include logs [

Process Names:

Event Codes:

Table 8  Debug Log Configuration Guidelines

Current Log Size Displays the size of the current log file. If it is large, use the controls to save, reset, or clear the
log file.

Debug Logging On Select to turn on debug logging.

Debug Log Size Specify a maximum debug logfile size. The default is 2 MB. The maximum is 250 MB.

Debug Log Detail Level  Specify the debug log detail level. Obtain this from Pulse Secure Global Support Center.

Include logs Select this option to include system logs in the debug log file. Recommended.
Process Names Specify the process name. Obtain this from Pulse Secure Global Support Center.
Event Codes Specify the event code. Obtain this from Pulse Secure Global Support Center. For MDM

integration issues, Pulse Secure Global Support Center typically likes to collect debugging
information for codes MDM, Auth, agentman, and Realm. The text is not case sensitive.
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