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Purpose of this Document

This document is written for administrators configuring the PCS/PPS. To use this guide, you need a broad
understanding of networks in general and the internet in particular, networking principles, and network
configuration. It highlights the specific PCS/PPS configurations and administration functions and interfaces that
are necessary to configure and maintain PCS/PPS in the evaluated configuration as defined in the NDcPP and

JITC standards.

© 2018 by Pulse Secure, LLC. All rights reserved
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NDcPP Mode

e Steps to Setup the PCS/PPS for NDcPP
¢ Software Updates

¢ Enabling NDcPP Mode

e Audit Logs For NDcPP Mode

© 2018 by Pulse Secure, LLC. All rights reserved
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Steps to Setup the PCS/PPS for NDcPP

Prerequisites for PCS/PPS Configurations
e External DNS Server should be able to resolve the hostnames used in the testing
e External Syslog server is up and running.
e External CRL is up and running.
e Ifyou plan to integrate with Pulse One, Pulse One server is up and running.
Password Minimum Length Configuration

On Administrator Web Console, follow below instruction to set administrator minimum password length to be
15.

1. Setin Admin Realm:
a. Navigate to Administrators > Admin Realms
b. Click on Admin Users.
¢. Click on the Authentication Policy tab.
d. Click on Password tab
e. Click on Only allow users that have passwords of a minimum length.
f. Enter 15 as Minimum Length.
2. Setin local auth server configuration:
a. Navigate to Authentication -> Auth. Servers.
b. Click on Administrators.
C.  On the Settings tab, click on Password Options section.
d. Configure 15 characters as Minimum length.
e. Configure Maximum Length greater than or equal to 15 characters set as Minimum Length

3. Review all previously configured administrator passwords, update to ensure all are at least 15
characters.

Serial Console Access Control Configuration
Configure administrator access control for the local serial console is a two-step process.
1. Enable allow console access for the administrator.
In Administrator Web Console,

a. Go to Authentication -> Auth. Servers

System Authentication Administrators Users Maintenance Wizards

Signing In

Endpoint Security

User Reg

© 2018 by Pulse Secure, LLC. All rights reserved
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b. This screen is shown.

E  Authentication/Authorization Servers Type
Administrators Local Authentication
Chassis Auth Semver Chassis S50
System Local Local Authentication

c. Select Administrators.

d. Click on Users tab.

Auth Servers = Administrators

Administrators

Seftings Users

Show users named:l * Shu:uwl 200 users QERVGELS
Page 1 1

) Usermname =« Mame Console Access
admin Platform Administrator Mo
admindb Platform Administrator Mo
admindb_web User created through script Mo
darumuga User created through script Mo

e. Click on administrator name configured in Initial Setup

© 2018 by Pulse Secure, LLC. All rights reserved



P U lse Secu re System Authentication Administrators

Auth Servers = Administrators = Update Administrator admindb
Full Mame | Platform Administratol
Authenticate .
} Administrators
using
Password (T ITY]
Confirm
aseabaRe
Password
unt after the next successful sign-in)
i Allow console access
@ Ccnabled
Disabled
CQuarantined
Require user to change password at next sign in
Note: You must alse configure password management on the Authentication server Settings with "Allow users to g
inherit the servers password management capabilities.
Save Changes

f. Click on the Allow console access checkbox
g. Click on Save Changes.
Enable password protection for the console.

a. Connect to the local serial console, the serial console menu is shown as below.

Telnet termsry

llelcome to the Pulse Secure IUE Serial Conzole?

Current version: 5
Rezet version: 5

Pleaze chooze from among the following options:

Metwork Settings and Tools
Create admin username and password
Dizplay log
System Operations
Toggle password protection for the console <OFff>
Create a Super Admin session.
?. System Snaphot
Choice:

b. Choose option 5 on the local serial console. You should see a confirmation: “Password
protection enabled, make sure you have at least one local administrator”.



(4 Y S U R

. |

Terminating a Local Console Session

To exit a console session, choose option 11 on the local serial console.

se choose from among the following options:
Network Settings and Tools
Create admin username and password
play logs/status
stem Operations

Toggle p ord protection for the console (On)
Create a Super Admin session.
System Maintenance
Turn off NDcPP Mode and reset allowed encryption strength for SSL
11. Exit Serial Console Session
Choice: 11_

Administrative Banner Configuration

Configuring administrator banner for the Administrator Web Console and the local serial console is a two-step
process.

1. Create a Sign-in notification. On Administrator Web Console:

a. Navigate to Authentication -> Signing In -> Sign-in Notifications

System Administrators Users Maintenance

Signing In Sign-in Paolicies
Sign-in Pages
Endpoint Security Sign-in Motifications

W Sign-in SAML
Auth. Servers

Metadata Provider

|dentity Provider

b. This screen is shown
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Signing In = Sign-In Motification

Sign-In Notification

Sign-in Policies Sign-in Pages Sign-in Motifications Sign-in SAML
Mew Motification... Delete

10 ~ records per page

Sign-In Motification

c. Click on New Notification

Signing In = Sign-In Motification = New Sign-In Motification

New Sign-In Notification

Mame: New Sign-In Notification Label to reference the sign-in notification.
Type: @ Text © Package
Text:

You are about to sign in to the system. Do you want to proceed
?

Text for the =ign-in notification.
MOTE: For Pulse desktop L3 VPN connections, the combined lengt
cannot exceed 3000 characters. If it does then the notification

Save Changes

d. Enter a name for the new notification in the Name:

e. InType;, select Text
f. Enter banner message in the Text:

g. Click on Save Changes

© 2018 by Pulse Secure, LLC. All rights reserved
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Signing In = Sign-In Motification

Sign-In Notification

Sign-in Policies 3ign-in Pages Sign-in Motifications Sign-in SAML
Mew Motification. .. Delete

10 - |records per page

]  Sign-In Motification

] ' MNew Sign-In Notification

2. Associate the notification with an admin URL. On Administrator Web Console,
a. Navigate to Authentication -> Signing In -> Sign-In Policies

b. Click on admin URL */admin/

¢. Inthe Configure Signin Notifications section, select the check box Pre-Auth Sign-in Notification.

% Configure Signin Notifications

Pre-Auth Sign-in Motification (Select Sign-In NutiﬁcatiunB

[C] Post-Auth Sign-in Notification _J(Select Sign-In Notification

%Hew Sign-In Motification :
Save Changes - .

d. Adrop down box appears next to Pre-Auth Sign-in Notification once it is selected, in the drop
down box, select the notification you created in Step 1 above.

e. (Click on Save Changes
Configure GUI Inactivity Timeout Period
1. Navigate to Administrators -> Admin Roles -> <Role Name> -> Session Options
2. Under the ‘Session lifetime’ section, enter the Idle timeout in minutes.
Terminating a GUI Session

To log out of the web administrative session, on any screen click on the “Sign Out” link at the top right of the
screen.

Import Trusted Client CA

Trusted Client CA is required in order to validate the client certificate that is used by the PCS/PPS to
authenticate to syslog server.

On Administrator Web Console,

1. Navigate to System -> Configuration -> Certificates -> Trusted Client CAs

© 2018 by Pulse Secure, LLC. All rights reserved
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Trusted Client CAs

Configuration

Cerfificates

Licensing Pulse One Security Certificates DMI Agent MCP Sensors Client Types
User Record Synchronization IKEv2 SAML WMobile VPN Tunneling
De Trusted Client C. A Client Auth Certific

Auto-import opfions... Proxy Settings... Import CA Certificate...

10 ~ records per page

Trusted Client CA Trusted for client Valid dates

authentication?

Fulse Collaboration

Users can be required to present valid client-side certificates to sign in(see the realm-specific Ceriificate Authentication Policy page). Specify trusted certificate authorities

Virtual Desktops

Search

Status checking

2. Click Import CA Certificates... button to import CA or Chain of CAs one by one as explained below in

different Screenshots

: Deployment Guide

Import Trusted Client CA @
T B Desktop

w Certificate file Organize Mew folder

W0 Favorites
Import from a1 Mo file chosen
t@ Hemegroup
+ Import Trusted Client CA?
1% This PC
» ju Desktop
Import Certificate E
| Documents

& Downloads
W Music
= Pictures
H Videos
=, Windowsg_05 (C)

€ Network

File name: | Root-Ch.cer v

Open

v | & Search Desktop

B - Il @

Name

PCS NDEPP ST 0 .docx

"L pes_adminguide_8.2r5vD.3.pdf
ﬁ PKIF-Testing.xlsx

Pulse Connect Secure NDPP AGD v1.4 notes Jul26.docx
@ putty.exe

5 Root-CA.cer

5 Sub-CAl.cer

[ Sub-CA2.cer

= Testing.py

|®& UpgradeStatus-Console.png
|| UpgradeStatus-WeblUl.png

ﬁ Valgrind-DSAgentd-Testing.xsx

All Files

Open |+ Cancel

ad

~

3. Click on Import Certificate.

~

Import Trusted Client CA

w Certificate file

Import from: Root-CA.cer

w Import Trusted Client CA?

Import Certificate

4. The imported trusted client CA is shown in the Trusted Client CAs table

© 2018 by Pulse Secure, LLC. All rights reserved
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Trusted Client CAs

p Configuration

Certficates
Licensing Pulse One Security DMI Agent NCP Sensors
User Record Synchronization IKEV2 SAML Mobile VPN Tunneling

Device Cerfiicates  Trusted Client CAs  Trusted Server CAs  Code-signing Certificates  Client Auth Certificates

Users can be required to present valid client-side certificates to sign in(see the pecific Certificate

Auto-import options... Proxy Settings... Import CA Certificate....

10 -

records per page

& Trusted Client CA

Client Types

Pulse Collaboration

Certificates Validity Check

Policy page). Specify trusted certificate authorities

Search

Trusted for client Valid dates Status checking
authentication?
(] & EnterpriseRoot-CA Yes 2016/03/10 - 2026/03/10 None

Virtual Desktops

Import Trusted Server CA

Trusted Server CA is used in two situations:

e Tovalidate the device certificate that is generated for TLS handshake when a TLS client is connecting to

the PCS/PPS.

e To validate the server certificate received in TLS handshake when the PCS/PPS connects to syslog

server and Pulse One.

On Administrator Web Console,

1. Navigate to System -> Configuration -> Certificates -> Trusted Server CAs.

Trusted Server CAs

)

Licensing

Configuration

Cerfificates

Fulse One Sensors

sonuy ouAgers o

Client Types

Fulse Collaboration Virtual Desktops

User Record Synchronization

Device Certiicates

Trusted Client CAs

IKEv2

Trusted Server CAs

SAML Mobile VPN Tunneling

Code-signing Certificates  Client Auth Certificates

Certificates Validity Check

Web servers with certificates issued by one of the following CAs are considered trusted. Untrusted web servers are allowed or denied based on the user's roles (see the role-specific Web Options page)

Import Trusted Server CA . REEERNTEELEIINoCIMN () Show only expired CAs

10

~ records per page

Search:

Trusted Server CA

@

[E America Online Root Certification Authority 1

[E America Online Root Certification Authority 2

B Microsec e-Szigno Root CA

2. Click on Import Trusted Server CA...

Valid dates

2002/05/28 - 2037/11/19

2002/05/28 - 2037/09/29

2005/04/6 - 2017/04/6

3. On the Import Trusted Server CA screen, click on Browser, import the root CA certificate file.

Import Trusted Server CA

© 2018 by Pulse Secure, LLC. All rights reserved

T B Desktop » v & Search Desktop P
v Certificate file Organize v New folder B 0 @
A Name : (o)
¢ Favorit
Import from Mo file chosen avortes
B maceizip
+d Homegroup B ofm_esso_win_11.1.2.3.0_disk1_lofl.zip
+ Import Trusted Server CA? " OWASP_Testing_Guide _v4.pdf
18 This PC "L pes_adminguide_8.2r5v0.3. pdf
n .
_ m Desktop PKIF-Testing.xlsx
Import Certificate
- _| Documents EP putty.exe
% Downloads ‘@ RootCA.cer
b Music [5] SubCA.cer
= Pictures |7 Testing.py
B Videos |Ra| UpgradeStatus-Conselepng
£, Windows8_05S (C3) |Rs| UpgradeStatus-WebUlLpng
Valgrind-DSAgentd-Testing.xlsx v
€ Network >
File name: ‘RootCA.cer v| ‘AII Files V|
| open || | cancel |
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Note: In order to import CA Chain, all Sub CAs must be imported one by one.

4. Once CA or CA Chain is Imported, click Done
Trusted Server CA

® Successfully imported Trusted Server CA: Enterprise-CA

w Certificate

Issued To: »Enterprise-CA

Issued By: »Enterprise-CA

Valid Dates: Mar 31 10:1%:27 2015 GMT - Mar 31 10:29:27 2020 GMT
Details: ¥ Other Certificate Details

m—r—— S

5. The CA Common Name of the imported trusted server CA should be shown in the Trusted Server CA
table on screen System -> Configuration -> Certificates -> Trusted Server CAs.

Trusted Server CAs

F Configuration

Cerfificates
Licensing Pulse One Security DMI Agent NCP Sensors Client Types Pulse Collaboration Virtual Desktops
User Record Synchronization IKEv2 SAML Mobile VPN Tunneling

Device Cerfificates ~ Trusted Client CAs  Trusted Server CAs ~ Code-signing Cerfificales  Client Auth Cerfificates  Cerlificates Validity Check

Web servers with certificates issued by one of the following CAs are considered trusted. Untrusted web servers are allowed or denied based on the user's roles (see the role-specific Web Options page).

Import Trusted Server CA... G RNTE GRS S UM [ Show only expired CAs
" 7 Jroconk perpege

Trusted Server CA Valid dates

I\_I El Enterprise-CA 2015/03/31 - 2020103131 I

o Previous Next

Note: The CRL configured in the certificate is used, thus no additional configuration is required to
configure CRL for trusted server certificate.

Software Updates

If a new NDcPP compliant software package is available, follow instructions in this section to update the
software package on the PCS/PPS. The verification of the authenticity of the software package is performed by
digital signature verification.

1. Download the PCS/PPS software package from Pulse Secure Licensing and Download Center onto a
trusted computer system.

2. On Administrator Web Console.

3. Navigate to Maintenance -> System -> Upgrade/Downgrade.

© 2018 by Pulse Secure, LLC. All rights reserved 14
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nstall Serv

Platiorm Change Personality Options Installers

Installing a service package can take several minutes and requires the system to reboot. Because existing system data is backed up during this process, you can decrease installation time by clearing your system log before
trying to install a service package.

Note: Browsing away from this page while upleading the package will abort the installation

w Install Service Pac

From File

No file chosen

From Staged Package

Choose this option Fyou want to instal the staged service package.
DELETES all system and user configuration data before instaling the service package, rastoring the member to an unconfigured state. Use this option if you want to downgrade to an okder service package than the currently installsd package. Do NOT check
this box i you want to retain existing seftings and data during a system upgrade to a newer service package.

Note: This option does not ehange the factory image.

4. In the expanded Install Server Package section, click on From File option, then click on Browse to select
the server package downloaded earlier.

Systern Maintenance = Install Service Package

= My Documents ~ Srikanth ~ PCS-Build - Build

Install Service Package

O ¥ Mew fold
Platform Change Personality Cptions Ins HEETIES e roicer m
/¢ Favorit i
 Favorites Documents library arrangeby: Folder =
B Desktop Buld-8_2RS
Installing a service package can take several minutes and requires the system to reboot. Because &, Downloads before tryin
toinstall a service package, . Mame ~ Date modified Type
=l Recent Places
Mote: Browsing away from this page while uploading the package will abort the installation
4 Libraries || package-48526.1.pkg 7[28j2016 11149 AM  PKG File:
# Install Service Package 3 Documents
& rom Fil o Music
o e =] Pictures
Mo file chosen B videos
© From Staged Package 18 Computer
Chiose this option if you wart o irstal the staged service package &, Locsl Disk (C:)

I™ DELETES all system andf user configuration dat before instaling the service package, restoring the [0 HOT cheek

this box if you want to retain existing settings and data during & system upgrade to & newer service G‘; Metwork,

1 | |
File name: [package-40742.1pkg =] JarFies e =l

Hate: This option does not changs the factory image

v

5. Click Install to start the installation process.

Systern Maintenance = Install Service Package
Install Service Package

Platform Change Personality Options Installers

Installing a service package can take seweral minutes and reguires the systerm to reboot. Because existing system data is backed up during this process, you can decrease installation time by clearing your systerm oy before tryin
to install @ service package.

Mote: Browsing away from this page while uploading the package will al
 Install Service Package

 Fram File
package-48742.1.pky

 From Staged Package
hanse this option if you want to instell the staged service package

™ DELETES all system and user configuration data befors instaling the

ks Dftion it you wart to cowngrade to an olider service package than the currently installed packags. Do HOT check
this box if you want to retein existing seftings and data during a sys- Close

Hote: This option doss nat change the factary image:

6. Below information is shown during installation.

D 2018 by Pulse Secure, LLC. All rights reserved
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Service Package Installation Status

The installation process takes a few minutes. When complete, the system needs to reboot. Please wait...

* Step 1 Verifying package integrity . ..complete (25 seconds)

e Step 2 Bxtracting install script ... complete {47 seconds)
* Step 3 Bxtracting install script......... complete {12 seconds)

» Step 4: Running system compatibility checks ... complete (0 seconds)

* Step 5 Saving copy of system config ... complete {9 seconds)

s Step & Preparing disk partitions _ complete {2 secands)

* Step 7. Extracting contents of new package ... complete {11 seconds)

e Step 8 Savingpackage complete {27 seconds)

& Step % Finalizing installation ... complete (0 seconds)

* Step10: Encrypting drive please wait complete {25 seconds)

o Step 11: Switching current system to "rollback” and enabling new system .. complete {1 seconds)

@ Installation completed successfully and the system will now reboot.: Note that the Administrator Console
will be unavailable while the system reboots.(Watch the serial console for messages).
When the system reboots click here to continue using the Administrator Console.

7. Confirm current software version

After system boot up, go to System Maintenance > Platform screen, verify Current version: displays the
correct software version.

Enabling NDcPP Mode

On Administrator Web Console,

1. Navigate to System -> Configuration > Security > Inbound SSL Options.

DoD Certification option
When this option is enabled, the web service will be placed in JITC Mode. NDcPP and FIPS Modes will also be turned on and all non-FIPS ciphers will be disabled. The web service will restart

Turn on JITC mode

SSL NDcPP Mode option
When this option is enabled, the web service will be placed in NDcPP Mode. FIPS Mode will also be turned on and all non-FIPS ciphers will be disabled. The web service will restart. NDcPP Mode is a prerequisite for JITC Mode

Turn on NDcPP mode

SSL FIPS Mode option
When this option is enabled, the web service will be placed in FIPS Mode and all non-FIPS ciphers will be disabled. The web service will restart. FIPS mode is a prerequisite for NDcPP Made

Turn on FIPS mode

Inbound Settings

Allowed SSL and TLS Version

The clder SSL V2 protocel has known security issues addressed by SSL V3 and TLS. It is no longer supported
Accept only TLS 1.2 and later (maximize security)
Accept only TLS 1.1 and later

Accept only TLS 1.0 and later

®

Accept SSL V3 and TLS (maximize compatibility)
Allowed Encryption Strength
Strong ciphers (rated by the number of bits in the cipher) improve the security of SSL encryption, but some browsers may only support 40-bit ciphers. When there is more than one acceptable cipher, the Pulse Connect Secure will
give preference to the cipher with the fastest data transfer rate, regardless of its relative encryption strength. Changing the encryption strength will cause the web service to restart. Please see the Setting Security Options section in
the Admin guide for more details.
PFS - Perfect Forward Secrecy
SuiteE - Accept only SuiteB ciphers (Requires an ECC certificate)
Maximize Security (High Ciphers)
Maximize Compalibility (Medium Ciphers)
Custom SSL Cipher Selection

®

¥ Show Selected Ciphers
Encryption Strength option
Normally, the allowed encryption strength is enforced after an SSL session is established, so that a user that connects using a disallowed encryption strength will receive a web page describing the problem. The option below will
prevent a browser with a weak cipher frem establishing a connection. Changing this option will cause the web service to restart.

¥ Do not allow connecfions from browsers that only accept weaker ciphers

Key Exchange Options
If the Allowed Encryption Strength includes any DH ciphers, the system uses 1024bit DHE key exchange by default. The option below will increase key exchange strength to 2048bit DHE
Use 2048bit Diffie-Hellman key exchange

SSL Legacy Renegotiation Support option
When this option is enabled, renegotiation with clients and servers, which dont support the new TLS Renegaotiation Info extension (defined in RFC 5746), will be allowed. When disabled, renegotiation with such clients and servers
will not be allowed. Changing this option will cause the web service to restart

Enable support for SSL legacy renegofiation

© 2018 by Pulse Secure, LLC. All rights reserved
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2. Click on the Turn on NDcPP mode checkbox highlighted to make the PCS/PPS common criteria compliant

nbound SSL Options

DoD Certification option
When this option is enabled, the web service will be placed in JITC Mode. NDcPP and FIPS Modes will alse be turned on and all non-FIPS ciphers will be disabled. The web service will restart

Turn on JITC mode

SSL NDcPP Mode option

Whu n this opticn is enabled, the web service will be placed in NDcPP Mode. FIPS Mode will also be turned on and all non-FIPS ciphers will be disabled. The web service will restart. NDcPP Mode is a prerequisite for JITC Mede
Turn on NDePP mode |
I

3. Once Turn on NDcPP mode is enabled, Turn on FIPS mode is also automatically enabled.

Inbound SSL Options

DoD Certification option
When this option is enabled, the web service will be placed in JITC Mode. NDcPP and FIPS Modes will also be turned on and all non-FIPS ciphers will be disabled. The web service will restart

Turn on JITC mode

SSL NDcPP Mode option
When this option is enabled. the web service will be placed in NDcPP Mode. FIPS Mode will also be turnad on and all non-FIPS ciphers will be disabled. The web service will restart. NDcPP Mods is a prerequisite for JITC Mode
& Turn on NDGPP mode

SSL FIPS Mode option
When this option is enabled, the web service will be placed in FIPS Mode and all non-FIPS ciphers will be disabled. The web service will restart. FIPS mode is a prerequisite for NDcPP Mode:

@ Turn on FIPS mods

4. Enable the Use 2048 bit Diffie-Hellman key exchange checkbox.

Key Exchange Options
If the Allowed Encryption Strength includes any DH ciphers, the system uses 1024bit DHE key exchange by default. The option below will increase key exchange strength to 2048bit DHE
| Use 2048bit Diffie-Hellman key exchange

5. Uncheck SSL Legacy Renegotiation Support option.

SSL Legacy Renegotiation Support option

When this option is enabled, renegotiation with clients and servers, which dont support the new TLS Renegotiation Info extension (defined in RFC 5746), will be allowed. When disabled, renegotiation with such clients and servers
will not be allowed. Changing this option will cause the web service to restart

I Enable support for SSL legacy renegonmonl

6. Click on Save Changes.

7. At this point, the Turn on NDcPP mode is enabled for both Inbound SSL Options and Outbound SSL
Options and the following is shown:

a. Accept only TLS1.0 and later and Accept SSL V3 and TLS (maximize compatibility) are disabled in
the NDcPP mode. Accept only TLS 1.1 and later is selected by default.

Inbound Settings

Allowed SSL and TLS Version
The older SSL V2 protocol has known security issues addressed by SSL V3 and TLS. It is no lenger supported

Accept only TLS 1.2 and later {maximize security)
@ Acceptonly TLS 1.1 and later

Accept only TLS 1.0 and later

Aceept SSL V3 and TLS (maximize compatisity)

b. Custom SSL Cipher Selection Allowed Encryption Strength are automatically selected. Click on Show
Selected Ciphers displays below 16 Ciphers in the right panel labelled Selected Cipher.

2018 by Pulse Secure, LLC. All rights reserved
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Allowed Encryption Strength

Strong ciphers (rated by the number of bits in the cipher) improve the security of SSL encryption. but some browsers may only support 40-bit ciphers. When there is more than one acceptable cipher. the Pulse Connect Secure will
give preference to the cipher with the fastest data transfer rate. regardless of its relative encryption strength. Changing the encryption strength will cause the web service to restart. Please see the Setting Security Options section
in the Admin guide for more details

PFS - Perfect Forward Secrecy
SuiteB - Accept only SuiteB ciphers (Requires an ECC certficate)
Maximize Security (High Ciphers)
Maximize Compatibilty (Medium Ciphers)

(@ Custom SSL Cipher Selection

» Show Selected Ciphers
Note: Custom cipher selection disables the Encryption Strength option
Note: Some ciphers may require an EGC certiicate. Not al ciphers are supported by al clients

Supported Ciphers Selected Ciphers

- TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ‘
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

2 TLS ECDHE RSA WITH AES 128 CBC SHA 2

C. Select TLS_DHE_RSA_WITH_AES_128_CBC_SHA and TLS_DHE_RSA WITH_AES_256_CBC_SHA on the
right panel, and click “Remove” button to remove it from the “Selected Ciphers”.

d. Navigate to System -> Configuration > Security > outbound SSL Options

e. Custom SSL Cipher Selection Allowed Encryption Strength are automatically selected. Click on Show
Selected Ciphers displays below 16 Ciphers in the right panel labelled Selected Cipher.

f. Select TLS_DHE_RSA_WITH_AES_128_CBC_SHA and TLS_DHE_RSA WITH_AES_256_CBC_SHA on the
right panel, and click “"Remove” button to remove it from the “Selected Ciphers”.

8. Optionally, you may check below log to confirm NDcPP mode is enabled:

Navigate to System -> Log/Monitoring -> Admin Access -> Logs and Check for the Logs mentioned in the
section NDcPP Mode Enable Configuration Admin Logs

9. Optionally, you may check below log to confirm that DHE2048 Key Exchange Option is enabled:

Navigate to System -> Log/Monitoring -> Admin Access -> Logs and Check for the Logs mentioned in the
section DH2048 Key Exchange Enable Configuration Admin Logs.
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Audit Logs For NDcPP Mode

NDcPP Mode Enable Configuration Admin Logs
Configuration change to enable NDcPP mode on the PCS/PPS.

<current timestamp> <node name> <|P Address> <user id>
Info ADM23434 <Realm> <Role> - Allowed SSL and TLS changed from ‘TLSv1 and
above' to TLS1.1 and above'.

<current timestamp> <node name> <|P Address> <user id>
Info ADM31354 <Realm> <Role> - Changed Allowed Encryption Strength from
<ciphersuite> to <ciphersuite>.

<current timestamp> <node name> <|P Address> <user id>
Info ADM30965 <Realm> <Role> - FIPS mode is now turned on. The web server
will restart.

<current timestamp> <node name> <|P Address> <user id>
Info ADM31273 <Realm> <Role> - NDcPP mode is now turned on. The web server
will restart.

NDcPP Mode Disable Configuration Admin Logs
Configuration change to disable NDcPP mode on the PCS/PPS.

<current timestamp> <node name> <|P Address> <user id>
Info ADM31273 <Realm> <Role> - NDcPP mode is now turned off. The web server
will restart.

DH2048 Key Exchange Enable Configuration Admin Logs
Configuration change to enable DH2048 Key Exchange Option on the PCS/PPS.

<current timestamp> <node name> <|P Address> <user id>

Inf ADM31287
o 3128 <Realm> <Role> - DHE2048 option is now enabled
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JITC Mode

¢ Prerequisites for enabling JITC Mode
e Enabling JITC Mode

¢ Password Strengthening

e Configuring JITC IPv6 Settings

¢ Audit Logs For JITC Mode

¢ Notification for Unsuccessful Admin Login Attempts
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Prerequisites for enabling JITC Mode

Before enabling the JITC Mode, admin must make sure to import the Trusted Server CAs. If not done yet,
perform the following steps before enabling the JITC mode.
1. Login to PCS/PPS from any Browser: https://a.b.c.d/admin using admin credentials.

Note: The admin credentials are configured during the initial setup via console.

Pulse Connect Secure X \+

€ ) O @ | https://srikrsal.test.saqacertserv.com/dana-na/auth/url_admin/welcome.cgi

[85 Most Visited @ Getting Started

S 1]

& Password
Pulse Secure [ sem ]

Note: This is the Administrator Sign-In Page Please sign in to begin your secure session.
If you don't want to sign in as an Administrator. return to
the standard Sign-In Page

2. Import Trusted Server CA. For this, on the administrator web console:

a. Navigate to System -> Configuration -> Certificates -> Trusted Server CAs.

Trusted Server CAs

Configuration

Certificates
Licensing Pulse One Security DMI Agent NCP Sensors Client Types Pulse Collaboration Virtual Desktaps
User Record Synchronization IKEv2 SAML Mabile VPN Tunneling

Web servers with certificates issued by one of the following CAs are considered trusted. Untrusted web servers are allowed or denied based on the user's roles (see the role-specific Web Options page)

Import Trusted Server CA... Reset Trusted Server CAs... Show only expired CAs

10 ~ records per page

Search

Trusted Server CA Valid dates

[E] America Online Root Certification Authority 1 2002/05/28 - 2037/11/19

[l America Online Root Certification Authority 2 2002/05/28 - 2037/09/29

ElMicrosec e-Szigno Root CA

2005/04/6 - 2017/04/6

b. Click on Import Trusted Server CA.

c.  Onthe Import Trusted Server CA screen, click on Browser, import the root CA certificate file.
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Import Trusted Server CA ¢ Open E
T [ Desktop » v | O Search Desktop »p
w Certificate file Organize New folder - 0 @
-
” ~ Mame -
»0 Favorit
Import from No file chosen ¢ Favorites
@ mace3.zip
'@ Homegroup @ ofm_esso_win_11.1.2.3.0_disk1_1of1 zip
w Import Trusted Server CA? ") OWASP_Testing_Guide_vd.pdf
/8 This PC "1 pes_adminguide_8.2r5v0.3.pdf
- m Desktop %] PKIF-Testing xlsx
Import Certificate :
e Do
& Downloads ||;T,}.| RootCA.cer
W Music [l SubCA.cer
= Pictures 7 Testing.py
H Videos |Ms UpgradeStatus-Console.png
i, Windows8_0S (C) |Ma] UpgradeStatus-WebUl.png
& Valgrind-DSAgentd-Testing.xlsx v
€ Network 4E >
File name: | RootCA.cer v | AllFiles v

Note: In order to import CA Chain, all Sub CAs must be imported one by one.

d. Once CA or CA Chain is imported, click Done.
Trusted Server CA

® Successfully imported Trusted Server CA: Enterprise-CA

w Certificate

Issued To: »Enterprise-CA

Issued By: »Enterprise-CA

Valid Dates: Mar 31 10:1%:27 2015 GMT - Mar 31 10:29:27 2020 GMT
Details: ¥ Other Certificate Details

Renew Certificate ... m

e. The CA Common Name of the imported trusted server CA should be shown in the Trusted Server
CA table on screen System -> Configuration -> Certificates -> Trusted Server CAs.

Trusted Server CAs
Licensing Pulse One Security DMI Agent NCP Sensors Client Types Pulse Collaboration Virtual Desktops

Configuration

Cerlificates

User Record Synchronization IKEV2 SAML Maobile VPN Tunneling
Device Cerfificates Trusted Client CAs Trusted Server CAs Cade-signing Certificates Client Auth Certificates Certificates Vaiidity Check
—

Web servers with certificates issued by one of the following CAs are considered trusted. Untrusted web servers are allowed or denied based on the user's roles (see the role-specific Web Options page)

Import Trusted Server CA... Reset Trusted Server CAs... [EEIEL IR .03
10 - records per page Search: | Enterprise-CA

Trusted Server CA Valid dates

Iu EJ Enterprise-CA 2015103131 - 2020103/31 I

« Previous - Next —

3. Import Device Certificate
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a. Navigate to System > Configuration > Certificates > Device Certificate.

Specify the Device Certificate(s). If you don't have a certificate yet, you can create a CSR and import the resulting signed certificate. If necessary. you can add custom Intermediate CAs.

Import Certificate & Key...
10 ~ records per page Search:

@ Cerificate issued to Issued by Valid Dates Used by
E10.209.113.121 10.209. 113121 Apr 13 18:42:36 2017 GMT to Oct 4 18:42:36 2022 <Internal Port=
GMT

b. Click on Import Certificate & Key.

Specify the Device Certificate(s). If you dor't have a certificate yet, you can create a GSR and import the resulting signed certificate. If necessary, you can add custom Intermediate CAs.

Import Certificate & Key...
10 ~ |records per page Search:

B Certificate issued to Issued by Valid Dates Used by
B 10.209.113.121 10.209.113.121 Apr 13 18:42:36 2017 GMT to Oct 4 18:42:36 2022 <Intemnal Port>
GMT

c. On the Import Certificate & Key Page, click on Browse to select the device certificate file having
extendedKeyUsage field set for Server Authentication purpose.

Configuration = Cerificates = Import Cerificate and Key
Import Certificate and Key
Use one of the forms below to import an existing certificate and its corresponding private key. If the files are encrypted. you will also need to specify the password.

W ifce

tificate file includes private key

Certificate File Mo file chosen
Password Keytl

Configuration = Certificates = Import Certificate and Key @ File Upload
Import Certificate and Key (© = = 1 L« EntSubCA + Server-Cert v @& | SearchSever-Cert p
Use one of the forms below to import an existing certificate a o New folder = 0 @
W If certificate file includes private key | Documents [l Mame - Date modified Type
| Accelera = .
N eal-MBOOIGosl E DeviceFullMame-RSA2048-RevokedCert....  02-04-207 Personal |
A rowse | raisal- rGoa =
Certficate File: No file chosen ppraisel (3 DeviceWildCard-RSA2048-ValidCertpfx  02-04-201 el
J Automation
Password Key| | Bamboo-DevEny
J BinaryOr{MLCenfig
mpo!
P ) Certificates
J Custom Office Template
w If certificate and private key are separate files . Downloaded Installation:
, eRightSoft
Certificate File: Mo file chosen . Expense
J Gemalto
Private Key File [BEIEUE  No file chosen | HR
J Info
Password Key: e kS 2
m File name: | DeviceWildCard-RSA2048-Valid Cert.pfx v | | AllFiles (*.7) v

d. Enter private key protected password in Password Key Textbox and click Import.

© 2018 by Pulse Secure, LLC. All rights reserved



PCS/PPS NDcPP and JITC Certification: Deployment Guide

Configuration = Cerificates = Import Cerificate and Key
Import Cerfificate and Key
Use one of the forms below to import an existing certificate and its corresponding private key. If the files are encrypted, you will also need to specify the password.

« If certificate file includes private key

Certificate File: DeviceWildCard-RSA2048-ValidCert. pfix

Password Key:l ssssses|
E—

e. The new certificate is shown in System -> Configuration -> Certificates -> Device Certificates.

Specify the Device Certificate(s). If you don't have a certificate yet, you can create a CSR and import the resulting signed certificate. if necessary, you can add custom Intermediate CAs.

I Import Cerlificate & Key. ..
10 ~ | records per page Search:

& Certificate issued to Issued by Valid Dates Used by
B 10.209.113.121 10.209.113.121 Apr 13 18:42:36 2017 GMT to Oct 4 18:42:36 2022 <Internal Port>
GMT
O | Bl*test sagacertser.com EnterpriseSub-CA Apr 2 05:00:51 2017 GMT to Apr 1 17:38:19 2019
GMT

f. Click on the certificate name that was created

g. The Certificate Details screen is shown, in the expanded Present certificate on these ports section,
select <Internal Port> in the left panel that is labelled Internal Virtual Ports, click on Add -> to map it
to the new device certificate.

If the <Internal Port> is not available in the left panel that is labelled Internal Virtual Ports, then the
internal port is already mapped to a different device certificate, please see NOTE on instructions to
remove the internal port from the currently mapped device certificate.

Cerificates = Certificate Details
Certificate Details
w Certificate

Issued To: » * test sagacertsencom
Issued By:» EnterpriseSub-CA

Valid: Apr 2 05:00:51 2017 GMT to Apr 1 17:38:13 2019 GMT
Details:  » Other Certificate Details
Download

¥ Present certificate on these ports

Select the internal and external virtual ports that will present this certificate:

Internal Virtual Ports® Selected Virtual Ports:

Remove

Extemal Virtual Ports: Selected Virtual Ports:

Remove

Vlan Ports: Selected Vlan Ports:

Remove

¥ Cerlificate status checking

[] Use CRLs (Cerificate Revacation Lists)
Note: Certificate Revocation is supported only when the CDP is embedded in the device certificate and the CRL is hosted on a HTTP server.

Save Changes Renew Certificate...

h. Click on Save Changes, the selected portin step 11 is shown in the Used by field for the new

© 2018 by Pulse Secure, LLC. All rights reserved



PCS/PPS NDcPP and JITC Certification: Deployment Guide

certificate.

Specify the Device Certificate(s). If you don't have a certificate yet, you can create a CSR and import the resulting signed certificate. If necessary, you can add custom Intermediate CAs_

Import Certificate & Key._
10 ~ | records per page Search:

Certificate issued to Issued by Valid Dates Used by
O | B10.209.113.121 10.209.113.121 Apr 13 18:42:36 2017 GMT to Oct 4 18:42:36 2022
GMT
B " test.sagacertser.com EnterpriseSub-CA Apr 2 05:00:51 2017 GMT to Apr 1 17:38:19 2019 <Intemal Port>
GMT

The Certificate Details screen is shown, in the expanded Present certificate on these ports section,
select <External Port> in the left panel that is labelled External Virtual Ports, click on Add -> to map

it to the new device certificate.

Cerlificates = Certificate Details
Certificate Details
W Certificate

Issued To: » ~test.sagacertserv.com
Issued By:» EnterpriseSub-CA

Valid: Apr 2 05:00:51 2017 GMT to Apr 1 17:38:19 2019 GMT
Details:  » Other Certificate Details
Download

v Present certificate on these ports
Select the internal and external vitual ports that will present this certificate:

Internal Virtual Ports: Selected Virtual Ports:

<Internal Port>

Remove

External Virtual Ports: Selected Virtual Ports:

Remove

Vlan Ports: Selected Vlan Ports:

Remove

W Certificate status checking

[ Use CRLs (Certificate Revocation Lists)
Note: Certificate Revocation is supported only when the CDP is embedded in the device certificate and the CRL is hosted on a HTTP server.

Save Changes Renew Certificate. ..

j. Click on Save Changes, the selected port in step 6 is shown in the Used by field for the new
certificate.

Specify the Device Certificate(s). If you don't have a certficate yet, you can create a CSR and import the resulting signed certificate. If necessary, you can add custom Intermediate CAs.

Import Certificate & Key.
10 ~ records per page Search:

& Certificate issued to Issued by Valid Dates Used by
O E10.209.113.121 10.209. 113421 Apr 13 18:42:36 2017 GMT to Oct 4 15:42:36 2022
GMT
& * test sagacertsen.com EnterpriseSub-CA Apr 2 05:00:51 2017 GMT to Apr 1 17:38:19 2019 <Internal Port=, <External Part>

GMT

NOTE: If the internal port is already mapped to a different device certificate, do the following:
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k. Click the device certificate that is mapped to the internal port and select <Internal Port> from
Selected Virtual Ports box

Certificates > Certificate Details
Certificate Details
w Certificate

Issued To:» 10 209113 121
Issued By:» 77

Valid: Apr 13 18:42:36 2017 GMT to Oct 4 18:42:36 2022 GMT
Details:  » Other Certificate Details
Download

% Present certificate on these ports
Select the internal and external virtual ports that will present this certificate:

Internal Virtual Ports: Selected Virtual Ports:

<Internal Port>

Remove

External Virtual Ports: Selected Virtual Ports:

Vlan Ports: Selected Vlan Ports:

Remove

w Certificate status checking

[] Use CRLs (Certificate Revocation Lists)
Note: Certificate Revocation is supported only when the CDP is embedded in the device certificate and the CRL is hosted on a HTTP server.

Save Changes Renew Certificate. .

. Click on Remove to unmap the device certificate from the Internal port and Save Changes.

Ceriificates > Cerlificate Details
Certificate Details
w Certificate

Issued To:p 10 209 113121

Issued By:» 77

Valid: Apr 13 18:42:36 2017 GMT to Oct 4 18:42:36 2022 GMT
Details:  » Other Certificate Details

Download

v Present certificate on these ports
Select the internal and external virtual ports that will present this certificate:

Internal Virtual Ports: Selected Virtual Ports:

Extemal Virtual Ports: Selected Virtual Ports:
<External Port=

Vlan Ports: Selected Vlan Ports®

% Certificate status checking

[] Use CRLs (Certificate Revocation Lists)
Mote: Certificate Revocation is supported only when the CDP is embedded in the device certificate and the CRL is hosted on a HTTP server.

Save Changes Renew Certificate. .
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Enabling JITC Mode

1. On the PCS/PPS web console, navigate to System -> Configuration > Security > Inbound SSL Options.

Pulse Connect Secure
Se C U re Authenfication ~ Administrators

Users  Maintenance  Wizards

Configuration = Security = SSL Options

F Configuration
Security
Licensing Pulse One Certificates DMI Agent NCP Sensors Client Types Pulse Collaboration Virtual Desktops

User Record Synchronization IKEv2 SAML Mobile VPN Tunneling

DoD Certification option

When this option is enabled. the web senvice will be placed in JITC Mode. NDcPP and FIPS Modes will also be turned on and all non-FIPS ciphers will be disabled. The web senice will restart.
[] Turn on JITC mode

SSL NDcPP Mode option

When this option is enabled, the web service will be placed in NDcPP Mode. FIPS Mode will also be turned on and all non-FIPS ciphers will be disabled. The web senice will restart. NDcPP Made is a prerequisite for JITC Mode.
[ Turn on NDcPP mode

SSL FIPS Mode option

When this option is enabled, the web service will be placed in FIPS Mode and all non-FIPS ciphers will be disabled. The web senice will restart. FIPS mode is a prerequisite for NDcPP Mode.
[[] Tumn on FIPS mode

Inbound Settings
Allowed SSL and TLS Version
The older SSL V2 protocol has known security issues addressed by SSL V3 and TLS. It is no longer supported.

) Accept only TLS 1.2 and later (maximize securty)
ceept only TLS 1.1 and later
ceept only TLS 1.0 and later

(O Accept SSL W2 and TLS (maximize compatibility)

Allowed Encryption Strength

Strong ciphers (rated by the number of bits in the cipher) improve the security of SSL encryption, but some browsers may only support 40-bit ciphers. When there is more than one acceptable cipher, the Pulse Connect Secure will
give preference to the cipher with the fastest data transfer rate, regardless of its relative encryption strength. Changing the encryption strength will cause the web service to restart. Please see the Setting Security Options section in
the Admin guide for more details.

~) PFS - Perfect Forward Secrecy

uiteB - Accept only SuiteB ciphers (Requires an ECC certificate)
taximize Securty (High Ciphers}

taximize Compativiity (Wedium Ciphers)

ustom SSL Cipher Selection

» Show Selected Ciphers
Encryption Strength option

Normally, the allowed encryption strength is enforced after an SSL session is established, so that a user that connects using a disallowed encryption strength will receive a web page describing the problem. The option below will
prevent a browser with a weak cipher fram establishing a connection. Changing this option will cause the web semice to restart.

Do net alow connections from browsers that only accept weaker ciphers

Key Exchange Options

If the Allowed Encryption Strength includes any DH ciphers, the system uses 1024bit DHE key exchange by default. The option below will increase key exchange strength to 2048bit DHE.
[] Use 2048bit Diffie-Hellman key exchange

SSL Legacy Renegotiation Support option

When this option is enabled. renegotiation with clients and servers, which dont support the new TLS Renegotiation Info extension (defined in RFC 5746), will be allowed. When disabled. renegotiation with such clients and servers will
not be allowed. Changing this option will cause the web senice to restart.

[[] Enable support for SSL legacy renegotiation

Click on Turn onJITC mode checkbox highlighted to make the PCS/PPS common criteria compliant.

DoD Certification option
‘When this option is enabled, the web service will be placed in JITC Mode. NDcPP and FIPS Modes will also be turned on and all non-FIPS ciphers will be disabled. The web semvice will restart.

3. Once Turn on JITC mode is enabled, Turn on NDcPP mode and Turn on FIPS mode is also automatically
enabled.
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DoD Certification option
When this option is enabled, the web senice will be placed in JITC Mode. NDcPP and FIPS Modes will also be turned on and all non-FIPS ciphers will be disabled. The web service will restart.

Turn on JITC mede

SSL NDcPP Mode option
When this option is enabled, the web senice will be placed in NDcPP Mode. FIPS Mode will also be turned on and all non-FIPS ciphers will be disabled. The web senice will restart. NDcPP Mode is a prerequisite for JITC Mode.

Turn on NDcPP mode:

SSL FIPS Mode option
When this option is enabled, the web senvice will be placed in FIPS Mode and all non-FIPS ciphers will be disabled. The web senvice will restart. FIPS mode is a prerequisite for NDcPP Mode.

Turn on FIPS mode:

4. Enable Use 2048 bit Diffie-Hellman key exchange checkbox.

Key Exchange Options
If the Allowed Encryption Strength includes any DH ciphers, the system uses 1024bit DHE key exchange by default. The option below will increase key exchange strength to 2048bit DHE.

| Use 2048bit Diffie-Hellman key exchange

5. Uncheck SSL Legacy Renegotiation Support option.

S5L Legacy Renegotiation Support option
When this option is enabled, renegotiation with clients and servers, which dont support the new TLS Renegotiation Info extension (defined in RFC 5746), will be allowed. When disabled, renegotiation with such clients and servers
will not be allowed. Changing this option will cause the web service to restart.

I Enable support for SSL legacy renegatial\onl

6. Click on Save Changes.

7. At this point, the Turn on JITC mode is enabled for both Inbound SSL Options and Outbound SSL Options
and the following is shown:

a. Acceptonly TLS1.0 and later and Accept SSL V3 and TLS (maximize compatibility) are disabled in
the JITC mode. Accept only TLS 1.1 and later is selected by default.

Inbound Settings

Allowed 551 and TLS Version
The older SSL W2 protocol has known security issues addressed by SSL V3 and TLS. It is no longer supportad.

Accept only TLE 1.2 and later (maximize security)
w) Accept only TLS 1.1 and later
Accept only TLS 1.0 and later

Accept S5L V3 and TLS (maximize compatibility)

b. Custom SSL Cipher Selection Allowed Encryption Strength are automatically selected. Click on Show
Selected Ciphers displays below 16 Ciphers in the right panel labelled Selected Cipher.

Allowed Encryption Strength

the Admin guide for more details.

PFS - Perfect Forward Secrecy
SuiteB - Accept only SuiteB ciphers (Requires an ECC certificate)
Waximize Security (High Giphers)
Maximize Compatibility (Medium Ciphers)
@ GCuslom SSL Gipher Selection

¥ Show Selected Ciphers
Note: Custom cipher selection disables the Encryption Strength option.
Note: Some ciphers may require an ECC cerfificate. Not all ciphers are supported by all clients

Supported Ciphers Selected Ciphers

TLS_ECDHE ECDSA WITH_AES 128 GCM_SHA256

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA324
TLS ECDHE RSA WITH AES 128 CBC SHA %

Strong ciphers (rated by the number of bits in the cipher) imprave the security of SSL encryption, but some browsers may only support 40-bit ciphers. When there is more than one acceptable cipher, the Pulse Connect Secure will
give preference to the cipher with the fastest data transfer rate, regardless of its relative encryption strength. Changing the encryption strength will cause the web service to restart. Please see the Setting Security Options section in

C. Select TLS_DHE_RSA WITH_AES_128 CBC_SHA and TLS_DHE_RSA WITH_AES_256_CBC_SHA on the
right panel, and click “"Remove” button to remove it from the “Selected Ciphers”.
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d. Navigate to System -> Configuration > Security > outbound SSL Options.

e. Custom SSL Cipher Selection Allowed Encryption Strength are automatically selected. Click on Show
Selected Ciphers displays below 16 Ciphers in the right panel labelled Selected Cipher.

f. Select TLS_DHE_RSA WITH_AES_128 CBC SHA and TLS_DHE_RSA WITH_AES_256_CBC_SHA on the
right panel, and click “"Remove” button to remove it from the “Selected Ciphers”.

g.  Navigate to System -> Configuration > Security > Miscellaneous.

Enable SYN Flood, SMURF, SSL Replay Attack Audit checkbox will be automatically enabled.

Configuratien = Security > Miscellaneous

Miscellaneous

b

Configuration

Security
Licensing Pulse One Certificates DMI Agent NCP Sensors Client Types Pulse Collaboration Virtual Desktops
User Record Synchronization IKEv2 SAML Mobile VPN Tunneling

Delete all cookies at session termination
For convenience, some persistent cookies (the last realm cookie and the last sign-in URL cookie) are set on the user's machine. If you desire additional security or privacy. you may choose to not set them.
() Delete all cankies at session termination (maximize security)
(@) Preserve cookies at session termination (maximize usability}
Include Pulse Connect Secure's session cookie in URL
Depending on privacy settings. Mozilla may withhold cookies from the Pulse Connect Secure and JVM. thereby preventing users from running java applets and java-enabled applications such as J-SAM and Pulse Collaboration. To
enable users to launch these applications without changing their browser settings, the Pulse Connect Secure can include the user's session cookie in the URL that launches java applets and java-enabled applications.
(@) Include session cookie in URL (maximize compatibiity)
(O Do not include session cookie in URL (maximize security)

Lockout options
The following settings determine how failed sign-in attempts are handled. When the number of allowed attempts is exceeded, the IP address that is used for signing-in will be temporarily locked to prevent automated sign-in attacks.

Rate: 3 per minute 121474

Attempts: 180 22147

Lockout period:| 2 minutes (1-100

Last Login options
The following settings determine whether to show the user's last login time and source IP address details on the user's bookmark page. For Admin users this information will be displayed on the System Status page. These settings do not apply to the custom start page option
on Role Ul options page.

[] Show last login time on user's bookmark page
[] Show last login P acdress on users bookmark page

X-Frame-Options protection
Enable X-Frame-Options protection to defend against click-jacking attacks by adding X-Frame-Option header to all the IVE genersted pages, If this is not enabled then only welcome.cgi wil have this header

Enable X-frame options protection

SYN FLOOD,SMURF,SSL Replay Attack Audit Logs
Enable SN Flood, Smurf and SSL Replay attack audit logs. Turning this on can have performance and resource impact. Even when tured off, the device is always protected against these attacks. This option controls only the logging for these attacks. This option needs to be
on when the device is in JITC Mode

7| Enable SYN Flood, SMURF, SSL Replay Attack Audit

Save Changes
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Password Strengthening

When JITC is enabled, PCS/PPS does not allow an administrator to configure a password exactly same as

previously configured 5 passwords. An error message is displayed in this case.

Pulse Policy Secure

Sec U re System F Administrators Users Endpoint Policy Maintenance ~ Wizards
@® Error: Could not change password. New password must not be one of the previous 5 password(s).
Auth Servers > Administrators > Update Administrator root
Update Administrator root
Full Name: Mnspecified Name
Authenticate  iinistrators
using:
Password: |
Confirm [ .......
Password:
Start Time: | G}
End Time: | 53]
Time Zone:  (GMT+05:30) Kolkata, Chennai, Mumbai, New Delhi C
One-time use (disable account after the next successful sign-in)
Allow console access
@ Enabled
Disabled
Quarantined
Require user o change password at next sign in
Note: You must also configure password management on the Authentication server Settings with ‘Allow users to change their passwords' option enabled. Use options on th Jsers > > [Reaim] > Policy > Password page
to specify which realms should inherit the server's password management capabilties.
Save Changes
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Configuring JITC IPv6 Settings

To enable IPv6 settings and to configure DSCP value:
1. Navigate to system->network->overview and scroll down to see IPv6 settings.

2. Select both the check boxes under IPv6 settings.

w IPv6 Settings

) Disable ICMPw6 echo respeonse for multicast ec ho requests

) Disable ICMPw6 destinaticn unreachable response

DSCF valu E:| 16 0 - &2 (Applied to the dscp field of all the IPwE pac kets originated or forwarded from the device. )

Save Changes

3. Configure the DSCP value by entering the value in the space provided below the check boxes.

4. Click on save changes.

IPv6 Settings

Used to enable/disable echo reply. If the check box
is enabled, the multicast echo request will be
dropped in the PCS/PPS.

Disable ICMPv6 echo response for
multicast echo

Used to enable/disable destination unreachable

pisable [CMPVE destination unreachable message. If the check box is enabled, a destination

response unreachable message is dropped in the PCS/PPS.
Specify the value from 0-63 for the traffic sourced by
the device. When applied, all traffic from the PCS/PPS
DSCP Value

will be using same DSCP value. The specified value is
applied to every IPV6 packets originated from the
PCS/PPS to the destination.
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Audit Logs For JITC Mode

JITC Mode Enable Configuration Admin Logs

Navigate to System -> Log/Monitoring -> Admin Access -> Logs and Check for the logs mentioned in Audit
logs

Severity 1D Message

ive - [172.21.24.51] Default Network:admindb(Admin Users)]

ADMZ3434 = 2017-05-06 1

dministrators] - Alowed SSL and TLS changed from TLS¥1 and above’ to TLSw1.1 and above’

ADM31354  2017-05-061 ive - [172.21. 1] Defautt Networl indbiAdmin Users){. Administrators] - Changed Allowed Encryption Strength from ‘Accept only Medium Ciphers' to custom cipher ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-
ECDSA-AES256-GCM-5HA384 ECDHE-ECDSA-AES128-5HA256:ECDHE-ECDSA-AES256-5HA384:ECDHE-ECDSA-AES128-5HA'ECDHE-ECDSA-AES256-SHA ECDHE-RSA-AES 128-GCH-SHAZ56:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-
RSA-AES128-5HA ECDHE-RSA-AES256-SHA AES128-SHA256.AES256-5HA256 AES128-5HA AES256-SHA DHE-R! ES128-SHADHE-R ES256-SHA'

2017-05-06 1 ive - [172.21.24.51] Default Network:admindb(Admin Users){ Administrators] - FIPS Mode is now turned on. The web server wil restart.

2017-05

nin Users;

1] Defautt Netwol

dministrators] - NDcPP Mode is now turned on. The web server will restart

ADM31488 = 2017-05

51] Defautt Network: db(Admin Users) Administrators] - Attack Audit Logging is now turned on

11 Default Network::admindb

dmin Users).Adminisirators] - JTC Mode is now turned on

1] Defautt Network:admindb{Admin Users) Administrators] - SSL legacy renegotiation is now disabled

1] Defautt Netwol

dmin Users) Administrators] - DHE2048 option is now enabled

IPv6 Settings to be Verified in Admin Logs

Severity D Message
ADM31509  2017-05-09 03:11:27 - ive - [172.21.17.65] admindb(Admin Users )[.Administrators] - DSCP value ¢ hanged from 16 to 8.

ADM31507 | 2017-05-09 03:11:27 -

re - [172.21.17.68] admindb({Admin Users )[.Ad

ninistrators] - Disabled ICMPVE destination unreac hable response.

ADM31505 20

5-08 03:11:27 - ive - [172.21 17 6

min Users }[ Administrators] - Disabled ICMPvE echo response for multicast.

Rl

Detection and Prevention of SMURF Attack IPv4 Event Logs

Severity 1D Message

NET31484  2017-05-03 20:44:55 - ive - [127.0.0.1] System()[) - Dropped packets from 10.30.1.1 (packet count = 2), Last Detection Time: 2017-05-03 20:44:26, Reason: possibly SMURF Attack
NET31484  2017-05-03 20:44:55 - ive - [127.0.0.1] System()[] - Dropped packets from 10.30.1.1 (packet count = 1), Last Defection Time: 2017-05-03 20:44:26, Reason: possibly SMURF Attack
NET31484  2017-05-03 20:44:55 - ive - [127.0.0.1] System()[] - Dropped packets from 10.30.1.1 (packet count = 1), Last Defection Time: 2017-05-03 20:44:26, Reason: possibly SMURF Attack
NET31484  2017-05-03 20:44:55 - ive - [127.0.0.1] System(}[] - Dropped packets from 10.30.1.1 (packet count = 1), Last Defection Time: 2017-05-03 20:44:26, Reason: possibly SMURF Attack

NET31484  2017-05-03 20:44:55 - ive - [127.0.0.1) System()[] - Dropped packels from 10.30.1.1 (packet count = 1), Last Detection Time: 2017-05-03 20:44:26, Reason: possibly SMURF Aftack

(=4

Detection and Prevention of SMURF Attack IPv6 Event Logs

Severity 1D Message
“ NET31486  2017-05-03 20:46:25 - ive - [127.0.0.1] System(}[] - Dropped packets from fc00:7777:5678:5678:0217:a4f:fe77:0006 (packet count = 18520, Last Detection Time: 2017-05-03 20:46:25, Reason: possibly SMURF Attack
“ NET31486 5-03 20:46:25 - ive - [127.0.0.1] System()[] - Dropped packets from fc00:7777:5678:5678:0000:0000:0000:1703 (packet count = 112452}, Last Detection Time: 2017-05-03 20:46:25, Reason: possibly SMURF Attack
“ NET31486 5-03 20:46:25 - ive - [127.0.0.1] System()[] - Dropped packets from fc00:7777:5678:5678:0221:5aff.fec9:df34 (packet count = 64186), Last Detection Time: 2017-05-03 20:46:25, Reason: possibly SMURF Attack
“ NET31486 5-03 20:46:25 - ive - [127.0.0.1] System()[1 - Dropped packets from fc00:7777:5678:5678:0000:0000:0000:3146 (packet count = 71168), Last Detection Time: 2017-05-03 20:46:25, Reason: possibly SMURF Attack
“ NET31486 5-03 20:46:25 - ive - [127.0.0.1] System()[1 - Dropped packets from fc00:7777:5678:5678:0250:56fF.fea4:0452 (packet count = 35896), Last Detection Time: 2017-05-03 20:46:25, Reason: possibly SMURF Attack
“ NET31486 5-03 20:46:25 - ive - [127.0.0.1] System()1 - Dropped packets from fc00:7777:5678:5678:6136:cb70:927b:fe2b (packet count = 89971), Last Detection Time: 2017-05-03 20:46:25, Reason: possibly SMURF Attack

Detection and Prevention of SYN Flood Attack IPv4 Event Logs

Severity 1D Message
“ NET31483 7-05-03 20:42 - [127.0.0.1] System(}[] - Dropped packets from 115.141.2.1:443 (packet count = 2), Last Detection Time: 2017-05-03 20:42:14, Reason: possibly SYN FLOOD Attack
m MNET31483 7-05.03 20:42 - [127.0.0.1] System()]] - Dropped packets from 111188 5.2:443 (packet count = 1), Last Detection Time: 2017-05-03 20:42:04, Reason: possioly SYN FLOOD Aftack
n NET31483 7-05.0320:42 - [127.0.0.1] System()]] - Dropped packets from 173.104.1.5:443 (packet count = 1), Last Detection Time: 2017-05-03 20:42:11, Reason: possibly SYN FLOOD Attack
“ NET31483 05-03 20:4216 - ive - [127.0.0.1] Syslem()[] - Dropped packets from 144.115.8.6:443 (packet count = 3), Last Detection Time: 2017-05-03 20:42:08, Reason: possibly SYN FLOOD Attack
“ NET31483 05-03 20:42:16 - ive - [127.0.0.1] System(}] - Dropped packets from 160.185.2.2:443 (packet count = 1), Last Detection Time: 2017-05-03 20:42:12, Reason: possibly SYN FLOOD Attack

Detection and Prevention of SYN Flood Attack IPv6 Event Logs

Severity 1D Message
“ NET31485 5-03 20 ve - [127.0.0.1] System()[] - Dropped packets from [fcbc:6cf9:0e41:8a17:6711:7e8c:d1dd:82e0] 443 (packet count = 1), Last Detection Time: 2017-05-03 20:47.53, Reason: possibly SYN_FLOOD Attack
“ NET31485 ve - [127.0.0.1] System()] - Dropped packets from [fc7d:2d33:699%: 1fee:df3d:716e:0cba: 1a0b]:443 (packet count = 1), Last Detection Time: 2017-05-03 20:47:53, Reason: possibly SYN_FLOOD Attack
“ NET31485 ve - [127.0.0.1] System()1 - Dropped packets from [fcdf:4027:415d:0a2e:6b5d: 7665 efca:02¢d]:443 (packet count = 1), Last Detection Time: 2017-05-03 20:47:53, Reason: possibly SYN_FLOOD Attack
m NET31485 ve - [127.0.0.1] System()] - Dropped packets from [fca8:c974:f9¢ 3:946d:7432:c814:41a0:213¢]:443 (packet count = 1), Last Detection Time: 2017-05-03 20:47:53, Reason: possibly SYN_FLOOD Attack
m NET31485 ve - [127.0.0.1] System()] - Dropped packets from [fca6:585¢:517¢:8763:986d:b802: 1fb3:8493):443 (packet count = 1), Last Defection Time: 2017-05-03 20:47:55, Reason: possibly SYN_FLOOD Aftack
m NET31485 ve - [127.0.0.1] System()1 - Dropped packets from [fcb2:7090:2d6a:b0c0:139d:eadb:37ec.6077):443 (packet count = 1), Last Detection Time: 2017-05-03 20:47:55, Reason: possibly SYN_FLOOD Aftack
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Detection and Prevention of SSL Replay Attack IPv4 Event Logs:

Severity D Message
AUT31487  2017-05-04 18:22:13 - ive - [127.0.0.1] System(}] - Terminated SSL handshake with client: 10.30.122.176. Reason: Invalid or possibly replayed SSL message (Error: 1)

Detection and Prevention of SSL Replay Attack IPv6 Event Logs:

Severity 1D Message
m AUT31487  2017-05-04 18:24:33 - ive - [127.0.0.1] System()] - Terminated SSL handshake with ciient: fc00:7777:5678:5675::1704. Reason: Invalid or possibly replayed SSL message (Error: 1)

Notification for Unsuccessful Admin Login Attempts

With JITC Mode on, PCS/PPS shows a banner with the count of unsuccessful login attempt. This includes any
change in the admin status that has happened since the last successful login.

Upon clicking the banner, the administrator is directed to the status page, which provides more details about
the status or configuration change since last the log-in.
These configuration changes will be cleared before the next login, so that the admin can see different set of

configurations changes, if anything has happened from the last login.

Banner for Unsuccessful Admin Login Attempts:

Pulse Policy Secure

- S@CU re System Administrators Endpoint Policy Wizards

Status > Activity > Pulse Policy Secure Dashboard

se Policy Secure Dashboard

(c]

Your SSL settings allow insecure TLS renegotiation.
Please click here to modify

There is a change in account status since last login.Please click here for details

m Owniow | ActveUsss | Devicss | AdminNotistion

Admin Notification for Unsuccessful Admin Login attempts

Pulse Policy Secure

, PULS( Secure System  Endpoint Policy ~ Wizards

Status > Admin Notification

Activity Overview Active Users

¥ Login Status

Number of failed login attempts since last login :2
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