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Introduction

This example describes a phased approach to deploy IEEE 802.1x port-based authentication with Cisco
Switch on Windows platform to provide secure and role based access control using Pulse Policy Secure.

Figure: Overview

0

> ge-1/0/113
Computer Cisco Switch Pulse Policy Secure
(Pulse Client)

Configuration

The goal is to provide secure and role based access control using ACLs on Cisco Switch through PPS.

e Configuring Authentication Server

e Updating Default Realm

e Updating Default Sign-in Policy

e (Creating a Host Checker Policy

e (Creating User Role

e (Creating a new RADIUS Client

e Configuring RADIUS Return Attribute Policies
e Configuring 802.1X Connections

e Configuring Cisco Switch
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Configuring Authentication Server

Create a new AD Authentication server, select Authentication > Auth.Servers. For example, Select AD
server from the drop down and Click New Server.

Figure 1: Authentication Server

Authentication Servers

Enable Auth Traffic Control

Cevsener L oo~

The AD configuration page is shown below.

T SETVETs = 20 = SENm:

NEW‘ Active Directory / Windows NT ¥

Settings

v Base Configuration

Name: ad Label to reference thi
- Domain: PPEWIN NetBIOS name of the
N Kerberos Realm: PPSWIN.COM ‘Sleclllei the Kertir"

ry domain.
main. Example “xyz net", “abc. cor

~ Domain Join Configuration

Usemame: administrator Active Directory adminis

Password:

r credentials are required in order for the Pulse Policy Secure to join the domain or whenever certain fields

Save credentials

ot enabled, the credenti

* Container Mame Computers Container path in Active Dire
* Computer Name: 033ZM4A0ET404Y Machine account name (do not incius

Domain Join Status: Q

Update Join Status

Click ‘Update Join' to get the latest join status of nede(s). If any node's domain join status is other than GREEN (persistently) then click ‘Reset Join’ button of that node to reiniiate domain join process. NOTE: Reset Join
process ensure that itis not caused by network issues. If domain join status is shown RED due to network issues then it has high chances of coming back to GREEN after network recovers.

ntered wil be de:

fter succt

ully joining the domain

reate the machine account in. Changing this field wil trigg

nain rejoin. n the c

+ Additional Options

Authentication protocol
Specify the protocol to use during authentication

Kerberos

cure; required for Kerberos Single Sign-On (SSO;

Enable NTLM protocol
Requir
Authenticaf

ment.
first, then the following pr

pa:
n atfempts

nana

Cerbe!

NTLMv2 moderately secure; required for machine authentication and MSCHAP-V2 ba

NTLMyA

20 802.1x authentication protocols

Q

ed servers; MSCHAP ba

£d 802.1 authentication protocols

Trusted domain lookup
Enable this option to fetch user group information from the trusted domains. User login time may increase as the number of trusted domains and network latency to those domain controllers increase. Even if disabled, p

[]  Contact trusted domains

Domain Connections
Specify the maximum number of simukaneous connections that can be opened to the domin controller of & domain. Mullple connections may give better performance and scalabilty, but higher values could also degra

Maximum simultaneous connections per domain: 1-10
SPNEGO Single Sign On

The keytab's SPN must be added to the AD Server and should match the FODN used to access this device.

[ Enable SPNEGO

Machine account password change
Changes Pulse Policy Secure’s domain machine account password

[] Enable periodic password change of machine account

+ Active Directory Selection

Switch to Active Directory Legacy mode
Save Changes Reset

= indicates ceuired fisld
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Updating Default Realm

1. Select User Realms > User > General.

2. Under Authentication, select the AD as the authentication server.
3. Click Save Changes.

Figure 2: Realm

Pulse Policy Secure

SECUfe System Authentication Administrators Endpoint Policy Maintenance Wizards

User Realms > Users > General

Authentication Policy Role Mapping

* Name: Users

Description
] When editing, start on the Role Mapping page
w Servers
Servers

puthentication.

User Directory/Attribute: Same as above v

Accounting: Mone v

Device Attributes: None v
w Dynamic policy evaluation

[] Enable dynamic policy evaluation

w Session Migration

[ Session Migration

Authentication Policy: Password restrictions

Host Checker restrictions
Role Mapping: 1 Rule

Save Changes

* indicates required field




Updating Default Sign-in Policy

1. Select Authentication > Signing In > Sign-in Policies.
2. Add Available Realms as Users, Authentication protocol set as 802.1X.
3. Click Save Changes.

Figure 3: Sign-in Policy

Pulse Policy Secure

SeCU re System Administrators Users Endpoint Policy Maintenance  Wizards

Signing In > Sign-in Policies > */

User type- ® Users Administrators
Sign-in URL: K

Description:

Sign-in page: L Default Sign-In Page | v

Sign-in pages

W Authentication realm

Specify what realms will be available when signing in.

cComm

] Available realms Authentication protocol set
Cert Auth v - Mot applicable - v m
] Users 802.1X

If more than one realm appears above, Odyssey Access Client or the Policy Secure sign-in page will ask the user to choose. Other endpoints cannot choose a realm; the Policy Secure will assign the first suitable realm from the list. If no realms appear above, sign-in wil fail

O User may specify the realm name as a Username suffix
When this option is selected, the Username suffoc will be used to specify a ream
Remove realm suffix before passing to authentication server
When this option is selected, the usermame suffix wil be stripped from the Username prior to authenticating with an authentication server
| Fail if suffix does not match any of the realms

‘When this option is selected, the user should provide one of the realm as suffix. If not, the user will be denied signin

+ Configure Guest Settings

[ use this signin policy for Guest and Guest admin to use specific pages.

+ Configure Signin Noti ions

[ Pre-Auth Sign-in Natification
[ Post-Auth Sign-in Notification

Save Changes




Creating a Host Checker Policy

1. Select Authentication > Endpoint Security > Host Checker.

2. Under Policies, Click New and enter a policy name and click Continue

Endpoint Security = Host Checker = New Host Checker Policy

New Host Checker Policy

Host Checker

«Palicy Name: | Firewall Policy

*

indicates reguired field

3. Under Rule Settings, select the rule type as Predefined Firewall and click Add.

Endpoint Security = Host Checker Policy

Host Checker Policy

Use this restriction to limit this policy to users whose workstations are running host-checking software.

Policy Namg;l Firewall Palicy

m Mac Linux Saolaris

v Rule Settings

Predefined: Firewall v

4,

Configuration = Host Checker Policy = Add Predefined Rule : Firewall

Enter the rule name and specify the criteria for compliance and click Save Changes.

redefined Rule : Firewall

Rule Type: Firewall

*Rule Name| Tule

& “Criteria

O Require any supported product.
® Require specific productsfvendors

Require any supported product from a specific vendor.
Available Vendors:

Selected Vendors:
adaware

Q Microsoft Corporation
AhnlLab, Inc.

ALLIT Senice, LLC.
Arcabit

[J Require specific products

v Optional

[ Monitor this rule for change in result

+ Remediation

Click on the remediation column headers to see the list of Firewalls supporting remediation

10 - records per page

Search:
Product Name Turn On Firewall O
Windows Firewall (10.) O
Windows Firewall (6.x) O
«— Previous Next —
Powered by

S

* indicates reguired field
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Creating User Roles

1. Select Users > User Roles > New User Role.

2. Enter a name. For example, Full Access Role, Limited Access Role.
3. Click Save Changes.

Figure 4: User Role

User Roles = New Role

New Role
Name: Full Access Role
Description:
w Options
Session and sppesrance options are specified in Default Opticns. Chedk the following if this role should ovenide these defaults,

Session Options

Ul Options

[] Odyssey Settings for Access

[] Odyssey Settings for Preconfigured Installer

[] Enable Guest User Account Management Rights

[] Enable Sponsored Guest User Account Management Rights

Save Changes

4. Select User Roles > <Full Access Role> > General > Restrictions > Host Checker. Add the Firewall

Policy restriction created earlier in Creating a Host Checker Policy for Full Access Role. Click Save
Changes.
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User Roles = Full Access Role = General = Restrictions = Host Checker

Host Checker

Overview Restrictions Session Options Ul Options
I
Source IP Browser Certificate Host Checker
I

O Allow all users (Host Checker not required)

® Allow users whose workstations meet the requirements specified by these Host Checker policies:

Awvailable Policies: Selected Policies:

Demo-SCCM-Policy Firewall Policy

Firewall Remove

test

[ Allow access to the role if any ONE of the selected policies is passed.

To manage Host Checker policies, see the Host Checker configuration page.

Save Changes

For Limited Access Role, ensure that the Host Checker not required option is not selected.

User Roles = Limited Access Role = General = Restrictions = Host Checker

Host Checker

Enterprise Onboarding Agent Agentless

Overview Resfrictions Session Options Ul Oplions
T
Source IP Browser Certificate Host Checker
T

'®' Allow all users (Host Checker not required)

' Allow users whose workstations meet the requirements specified by these Host Checker policies:

Available Policies: Selected Policies:
antivirus - -
- -

1 Allow access to the role if any ONE of the selected policies is passed.

To manage Host Checker policies, see the Host Checker configuration page.

5. Set Role Mapping rules. Select User Realms > Users > Role Mapping > New Rule

© 2019 by Pulse Secure, LLC. All rights reserved



Figure 5: Role Mapping Rule

User Realms = Users = Role Mapping > Role Mapping Rule

Role Mapping Rule

Rule based on:

*Name: | ruled

+ Rule:if username...

+ then assign these roles

Available Roles: Selected Roles:

Guest Admin Full Access Role

Guest Sponsor (P | Limited Access Role

Guest Wired Restricted
LimitedAccessRole

Quarantine role
O Stap processing rules when this rule matches

To manage roles, see the Roles configuration page.

*indicates required fiekd

Once the role mapping roles are configured the following screen is displayed.

Figure 6: Completed Role Mapping Rules

User Realms = Users > Role Mapping
Role M

apping

General

Authentication Palicy ‘Role Mapping

Specify how to assign roles to users when they sign in. Users that are not assigned a role will not be able to sign in_

I e 3

& »  When users meet these conditions
O

assign these roles
usemame is ™"

—+ | Full Access Role and Limited Access Role

When more than one role is assigned to a user:
(@ Merge settings for all assigned roles

() User must select from among assigned roles

() User must select the sets of merged roles assigned by each rule

Hote: Users that do not meet any of the above rules wil not be able to sign into this realm.

Save Changes

Rule Name

rulet

Stop

© 2019 by Pulse Secure, LLC. All rights reserved
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Creating a new RADIUS Client

Add the Switch as RADIUS client

Select Endpoint Policy > Network Access > RADIUS Client.
Enter the name.

Enter the IP address of the Switch.

Select the make/model as Cisco Systems.

Select the default location group.

o vk wWN

Click Save Changes.
Shared Secret will be used in the Cisco/RADIUS configuration.

Figure 7: RADIUS client

Network Access = RADIUS Client > Cisco

* Name: Cisco
Description:
* IP Address 1

* |P Address Range:| 1

" Shared Secret: | #eeessss

* Make/Model Cisco Systems ~
Key Wrap ]

* Location Group: Default v

Support Disconnect Messages []
Support CoA Messages O

Save Changes

- indicates reguired field




Configuring RADIUS Return Attribute Policies

Define Radius Return Attribute policy based on ACL for different roles.

1. Set RADIUS return attributes. Select Endpoint Policy > Network Access > RADIUS Return Attribute
Policies. Click New Policy.

2. Under RADIUS Attributes tab, select the check box for Return Attribute. Select appropriate Vendor

Specific Attribute as Return Attribute. In the Value filed, define the ACL/Firewall Filter. For example,
Return Attribute is Filter-ld and Value as compliant.in.

Figure 8: RADIUS Return Attribute Policy

Pulse Policy Secure

S e C U re System  Authenfication Administrators Users Maintenance

Wizards

ADIUS Retum Atibutes Policies » full_access_policy

* Name: full_access_policy

Description:

v Location Group

Specify the Location Group for which this policy apples.
Available Location Groups Selected Location Groups

Guest Wired
SCCM-Lacation

~ RADIUS Attributes

[ Open port

O vian 4094
Retum Aftribute:
=

Return Attribute Radius Auth Senver Attribute Value  Auth Senver Catalog Attribute Value  Value
FitterId v| | -none- v -none- v m
O Filterdd -none- -none- compliant.in

[0 Add Session-Timeout attribute with value equal to the session lifetime
Add Termination-Action attribute with value equal 1
+ Interface

Specify the Interface which endpoints on this VLAN use to connect to the Pulse Policy Secure

@ Automatic (use configured VLANS)

Intemal
External
¥ Roles
() Palicy applies to ALL roles
® Policy applies to SELECTED roles
(0) Policy applies to all roles OTHER THAN those selected below
Auvzilable roles. Selected roles

Compliant Role A Full Access Role
FullAccessRole
Guest Admin

Guest Wired Restricted
v

NOTE: changes to this page will cause all L2 ciients to drop their connections and reconnect
Save Changes Save as Copy

* indicates required field




Similarly define a remediation policy with Return Attribute as Filter-Id and Value as noncompliant.in.

Figure 9: RADIUS Return Attribute Policy

Pulse Policy Secure
Secu re System  Authentication  Administrators

Users

Maintenance  Wizards
ies =rem_policy

* Name: | rem_policy

Required: Label to referenc
Description:

w Location Group

Specify the Location Group for which this policy applies

Available Location Groups: Selected Location Groups:

Guest Default

Cert Auth
Guest Wired
SCCM-Location

v RADIU

[ Open port

[ vean: 1-4004
Return Attribute:,
.

Return Attribute Radius Auth Server Attribute Value =~ Auth Server Catalog Attribute Value  Value

* nene- > m

-none-

Filter-Id v -none-

O  Filter-ld -none-

noncompliant.in

[] Add Session-Timeout attribute with value equal to the session lifetime

Add Termination-Action attribute with value equal 1
v Interface

Specify the Interface which endpeints on this VLAN use to connect to the Pulse Policy Secure
@ Automatic (use configured VLANSs)
Internal

External

¥ Roles

() Paolicy applies to ALL roles
Policy applies to SELECTED roles
() Policy applies to all roles OTHER THAN those selected below

Available roles:

Selected roles:

Compliant Role ~ Limited Access Role

Full Access Role

FullAccessRole

Guest Admin

Guest Sponsor
- v

NOTE: changes to this page wil cause all L2 clients to drop their connections and reconnect
e Crrg

* indicates reguired field
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The following example shows the Filter-Id radius attribute policy for Cisco Switches.

Figure 10: RADIUS Return Attributes: Filter-1d

Pulse Policy Secure

Secu re System  Authentication  Administrators ~ Users Maintenance  Wizards

N

ess > RADIUS Return Attributes Policies

RADIUS Return Atiributes Policies
RADIUS Dictionary RADIUS Vendor Location Group RADIUS Client Metwork Infrastructure Device SNMP Enforcement Palicies
——

Show policies that apply ta: Al roles v
A RADIUS return attributes policy specifies the return list attributes to send to an 802.1X network access device, such as which VLAN endpoints must use to access the network. If no policy applies. Open Port is the default action.

Cicerony L owae L oore 1]

& » Policies Attributes Location Group Interface  Applies to role
O 4. full_access_policy Filter-ld=compliant.in Default NA Full Access Role
o 2 rem_policy Filter-ld=noncompliant.in Default N/A Limited Access Role

Keyboard shortcuts:
Use "< and "> keys lo move selected ftems up and down (remember to ciick Save Changes after rearranging the list). Use Ctri+Plus and Ctri+Minus to expand and collapse all tems,

The following example shows RADIUS return attribute used to send the VLAN ID. In the below example,
VLAN 65 is sent for Full Access Role and VLAN 60 for Limited Access Role.

Networ

\ccess > Radius Aftributes > RADIUS Return Attributes

RADIUS Return Attributes

RADIUS Dictionary RADIUS Vendor Location Group RADIUS Client MNetwork Infrastructure Device SMNMP Enforcement Policies

Show policies that apply to: Al roles v
A RADIUS retumn attributes policy specifies the return list attributes to send to an 802.1X network access device, such as which VLAN endpoints must use to access the network. If no policy applies, Open Port is the default action.

B »  Policies ACL Settings Attributes Location Group Interface  Applies
to role

O |1 Full Access Policy NIA Tunnel-Type=13 All location groups N/A Full
Tunnel-Medium-Type=6 Access
Tunnel-Private-Group-ID=65 Role

0O 2 Limited Access Policy NIA Tunnel-Type=13 Al location groups WA Limited
Tunnel-Medium-Type=6 Access
Tunnel-Private-Group-ID=60 Role

The following example shows the Cisco-AVPair radius attribute policy for Cisco Switches.

0 Note:

e When using VSAs there is no need to configure ACL/Firewall filters in the switches. These are
managed by PPS and access control entries (ACEs) will be applied on the switches after User
Authentication.

e VLAN change using CoA is not supported with Cisco Switches. It is recommended to use RADIUS
disconnect for VLAN change.

© 2019 by Pulse Secure, LLC. All rights reserved



Figure 11: RADIUS Return Attributes: Cisco-AVPair

MNetwork Access = RADIUS Return Attributes Policies

RADIUS Return Attributes Policies

RADIUS Dictionary RADIUS Vendor Location Group RADIUS Client Metwork Infrastructure Device SNMP Enforcement Policies

Return Attributes

Show policies that apply to: All roles v
A RADIUS retum attributes policy specifies the return list attributes to send to an §02.1X network access device, such as which VLAN endpoints must use to access the network. If no policy applies, Open Port is the default action.

I O 28 I oo crres

& »  Policies Attributes Location Group Interface  Applies to role

(NN full_access_with_AV_Pair Cisco- Default N/A Full Access Role
AVPair=ip:inack#161=permit ip
any any

O 2 rem_policy_with_AV_pair Cisco- Default NIA Limited Access Role
AVPair=ip:inack#161=permit ip
any host 1 b
Cisco-
AVPair=ip:inaci#161=deny ip
any host 1.0 uu 23
Cisco-
AVPair=ip:inack161=permit
udp any eq bootpc any
Cisco-
AVPair=ip:inack#161=permit
udp any any eq domain
Cisco-
AVPair=ip:inaci#161=deny ip
any any
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Configuring 802.1X Connections

1. Select Users > Pulse Secure Client > Connections. Click Default.

Figure 12: Connections

Pulse Secure Client > Connections > Default

Default

Mame: Default

Default Pulse Secure
client connection set

Description:

Owner: pps.ppswin.com
Last Modified-2019-01-23 10:53:41 UTC
Server [D: 0320MISR509ECOILE

 Options

Name

Allow saving logon information

Display Splash Screen

Dynamic certificate trust

Dynamic connections

EAP Fragment Size

Enable captive portal detection

Enable embedded browser for authentication

FIPS mode enabled

Prevent caching smart card PIN

VPN only access

Wireless suppression

w Connections

B 8

(802.1X)

Save Cranges

10 ~ | records per page

= Name Type Description

0O 1. pps Connect Secure or  Default server connection
Policy Secure {L3)

O 2 dotix Policy Secure

Value

1400

Search:

«— Previous Next —

© 2019 by Pulse Secure, LLC. All rights reserved
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2. Under Connections, Click New to create a New Pulse Secure Connection.

Ensure that you have the valid device certificate to avoid certificate warnings at Pulse Client.

ONote: The configuration mentioned is only for User mode connections.

Figure 13:Pulse Secure Connection

Pulse Secure Client> Connections > Default > dotix

dot1x

Name: dotix

Descriptior|

Type:  Policy Secure (802.1X)
+ Options:
Name Value
T e wired .
Outer username anonymous
Seantet . .
Suppor Non Broadcast SSID
ss Security Algoih
Wircless Securty Cipher

Use Desktop Credentials O

w Trusted Server List:

Enter the sener certificate’s distinguished name (DN} or a fully-qualified domain name (FQDN) and its signing-certificate authority (CA).
Enter "ANY" in the DN/FQDN field to allow the client to accept any sewer certificate signed by the specified CA.

Note that FQDNs can begin with a "." and contain wildcards (™).

Please ses the admin guide for accepted syntax and details.

@ Server certificate DN or FQDN Server certificate CA

| cetSIGN ROOT CA v

Go Daddy Root Certificate Authority - G2

v Client Certificate Selection Option
[ Enable Automatic Client Certificate Selection

¥ Connection is established:

Specify mode User M
Options:
¥ Connect automatically
[ Enable pre-desktop login (Credential provider)

+ User Connection Preferences:

Preferred User Realm
Preferred User Role Set

Select client certificate from machine certficate store: []

Save Changes

3. Enter name and select Type as Pulse Secure (802.1X).
4. Click Save Changes.

© 2019 by Pulse Secure, LLC. All rights reserved

17



Configuring Cisco Switch

CLI command to configure 802.1X on Cisco 3850. The switch configuration varies for each switch type.
Run the show run command on your switch to ensure that your access interface connections are set up.

# Interface configuration.

interface GigabitEthernet1/0/7

switchport access vlan 60

switchport mode access

authentication periodic

authentication timer reauthenticate server
authentication event server dead action authorize
access-session port-control auto

dot1x pae authenticator

spanning-tree portfast

end

# Specify the server group for authentication, authorization and accounting.
aaa authentication dot1x default group <group-name>
aaa authorization network default group <group-name>
aaa accounting dot1x default start-stop group <group-name>
# Configure the PPS as radius server.

radius server <PPS-Server-name>

address ipv4 <PPS-IP Address> auth-port 1812 acct-port 1813
key psecure

radius-server attribute 44 extend-with-addr
radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server retransmit 1

# Create the server group which will be used for AAA.

# Add PPS as server in the server group.

aaa group server radius <group-name>

server name <PPS-Server-name>

# ACL configuration

ip access-list extended compliant

permit ip any any

ip access-list extended uncompliant

deny ip any host <Resource-IP-Address1>

deny ip any host <Resource-IP-Address2>

permit ip any any




Results

Authenticate devices using 802.1X using Pulse Client. For example, in the above configuration scenario,
users will be assigned Limited access role if the Host Checker compliance fails. A sample screenshot of
users trying to access the network using Pulse Client on windows platform is shown below.

El » All Control Panel ltems » Windov

3 Pulse Secure 8 Pulse Secure

Help protect your PC with Wil S e

Connect to: Ethernet0

EAPAEY

€3 ozcomnec )
a@ Compliance Issue

Read instructions for resolving issues.
URL: 10 aeree

Connected

npliance: Limited connectivity

Windows Firewall can help prevent hac
Internet or a network.

Limited network access due to compliance issue.

@ For your security, some settings a

Update your Firewall settings

Vi el naksng ih © Your computer's security is unsatisfactory

settings to protect your compute < 2
SR . R Your computer does not meet the following security

What are the recommended sett requirements. Please follow the instructions below to fix these b PPS (15202705"70) —
problems. When you are done click Retry. If you choose to Disconnected - manual overri... Connect
z Close without fixing these problems, you may not have
. ‘gl Domain networks access to all of your intranet servers.

Networks at a workplace that are attac 1. Firewall Policy

y . Instructions: No instructions are available.
Windows Firewall state:

) ©2010-2018 by Pulse Secure, LLC
! : Reasons: Windows Firewall 6.3.9600.17415 does not comply All rights reserved
Incoming connections:

with policy. Compliance requires firewall to be
turned on.

Active domain networks:

Notification state:

l ‘@’ Private networks

. &) Guest or public netwc ‘ == =

Home

| ( Retry ” Close ]

You can verify the active users table to view the session details of the user. The user gets a limited
access role.

Pulse Policy Secure

Se C U re Authentication  Administrators Users Endpoint Policy Maintenance  Wizards

Status = Active Users

Active Users

Activity Overview Device Profiles Admin Motification
Show users named:l i Shnwl 200 users
Delete Session... Delete All Sessions... Refresh Roles Disable All Users. ..

Number of Users: 2

B ! Userw Realm Rales Signed in Signed in IP MAC Address Device Details  Agent Type Agent Version Endpoint Security Status
O admin Admin Users  .Administrators 2019/1/23 15:45:36 i Windows 8.1 FireFox Not Applicable
] PPSWINwser  Users Limited Access Role | 2019/1/23 15:50:51 0p-50-SEF - -4F Windows 8.1 Pulse Secure  9.0.2.1421 » Partially Compliant (Logs)
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For troubleshooting you can verify the user access logs.

Pulse Policy Secure

SECU re Authentication Administrators Users Endpoint Policy Maintenance Wizards

Reset Query

save LogAs.. I CiearLog [l saveiLogs [| ClearAlLogs

Filter:Standard (default)
Date:Oldest to Newest
Query:
Export Format:Standard

Severity 1D Message
ACT30610 | 2019-01-23 1550:51- 1 PPSViNser(Users)[Limited Access Role] - Cisco,Start,Unknown,
EAM24805  2019-01-23 1850:51 -1 | 1] PPEWINWwser(Users[Limited Access Role] - RADIUS authentication accepted for PPSWINluser (realm ‘Users’) from location-group ‘Defautt’ and attributes are: NAS-IP-Address = ..—...._. 2, NAS-Port =

50113, NAS-Port-Type = 15

EAM24638 |2c15-c|-22 15.50:51 - i - [177 7 7 1] PPSWiNwser(Users)[Limited Access Role] - User assigned RADIUS attribute(s) (Fiter-li=noncompliant.in’)

AUT24414  2019-01-23 15.50:51 - ic - [127.0.0.1] PPSWiNwser(Users)[Limited Access Role] - Agent login succeeded for PPSWINwser/Users from 00-50-56-bf-55-4f with Pulse-Secure/9.0.2.1421 (Windows 8.1) Pulse/9.0.2.1421.

AUT24804  2019-01-23 15:50:51 - ic- [.—. .....1] PPSWiNluser(Users)[] - Host Checker policy ‘Firewall Policy’ failed on host " address "00-50-56-BF-55-4F for user PPSWIN\ser reason Rule-rule:Windows Firewall 6.3.9600.17415 does not comply with
policy. Compliance requires firewallto be turned on."

Verify the Switch for the applied Filter-Id. In the below example, Filter-Id applied is noncompliant.

Interface: GigabitEthernet1/0/13
[IF-ID: 0x19C91A80
MAC Address: 0050.56bf.554f
IPv6 Address: Unknown
IPv4 Address: Unknown
User-Name: anonymous
Status: Authorized
Domain: DATA

Oper host mode: multi-host
Oper control dir: both
Session timeout: N/A

Common Session ID: 0AT90FCAO000029B7A2669E1
Acct Session ID: 0x0000000f
Handle: 0x6d00000f
Current Policy: POLICY_Gi1/0/3
Local Policies:

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)
Security Policy: Should Secure
Security Status: Link Unsecured

Server Policies:

Filter-ID: noncompliant
Method status list:

Method State

dot1x Authc Success
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The user turn’'s ON the Windows Firewall and the Host Checker policy passes and the user connection is
successfully established.

Windows Firewall - B = =
- X
anel » All Control Panel ltems » Windows Firewall v O Search Control Panel P ~ pl,l I.SE Secu re
Help protect your PC with Windows Firewall File  Help

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Internet or a network.

) For your security, some settings are managed by your system administrator.

l @ Domain networks Connected @

nce: Meets security policies

Metworks at a workplace that are attached to a domain | b F‘F‘S (1p.004.00 472)

Disconnected - manual overri... Connect

Windows Firewall state: On
Incoming cennections: Black all connections to apps that are not on the list
of allowed apps
Active domain networks: |_:i] o
Motification state: Motify me when Windows Firewall blocks a new app B
l @ rrivate networks Not connected (%) e e
l "@ Guest or public networks Not connected @

You can verify the active users table to view the session details of the user.

Figure 14: Active Users- Full Access Role

Pulse Policy Secure

SECU re Authentication Administrators Users Endpoint Paolicy Maintenance Wizards

Status = Active Users

Activity Overvisw Device Profiles Admin Notification

Show users named:l * Shnwl 200 users [UGEIE

Delete Session... Delete All Sessions... Refresh Roles Disable All Users...

MNumber of Users: 2

B ! Userw Realm Roles Signed in Signed in P MAC Address Device Agent Type Agent Endpoint Security Status
Details Version
| admin Admin Administrators 201911/23 TS il Windows 8.1 FireFox Not Applicable
Users 16:45:36
O PPSWINwser Users Full Access Role, Limited 2019/1/23 WETRIT GORIUSSGuRISHE Windows 8.1 Pulse 9.0.2.1421 »Fully Compliant (Logs)
Access Role 18:50:51 Secure Passed
Policies: Firewall Policy
Failed Policies:N/A
Eliminated
7

Roles: SR
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For troubleshooting you can verify the user access logs.

Figure 15: User Access Logs for compliant role.

Pulse Policy Secure

Sec U re Authentication ~ Administrators Users Endpoint Policy Maintenance  Wizards
a0e
ACT30610 2019-01-23 16:17:35 - .- 1038 74:57) PPSWiNwser(Users)[Full Access Role, Limited Access Role] - Cisco, Start, Unknown,

EAM24805  2018-01-2316:17:35- 10 (120 L.0.1] PRSWINwser(Users)[Full Access Role, Limited Access Role] - RADIUS authentication accepted for PPSWINWser (reaim "Users’) from location-group "Default’ and attributes are: NAS-IP-Address =
1EPVEEN2, NAS Port = 50113 NAS-Port-Type = 15

EAM24638 |2msrmrz2 16:17:35 - 1% (0.6 757 PPSWiN\ser(Users)[Full Access Role, Limited Access Role] - User assigned RADIUS attribute(s) (Fiter-id="complant in’y |

2019-01-23 16; 77T PPSWINwser(Users)[Full Access Role, Limited Access Role] - Cisco,Stop,Unknown,

ser(Users)[Full Access Role, Limited Access Role] - Session Deletion Disconnect Message sent to RADIUS Client Cisco for agent at 00-50-56-bi-55-4f has succeeded

53 2019-01-23 16,

7:35-i [0.0.0.0] PPSWy

policy reevaluation.

2018-01-23 16:17:34 - i~ 110,05 74 571 PRSWINwser(Users)[Full Access Role, Limited Access Role] - Roles for user PPSWINWSer on host 10 7 changed from <Limited Access Role> to <Full Access Role,Limited Access Role> during

5.3.9800.17415 does not comply with policy. Compliance reguires firewall to be turned on.'

AUT24503  2019-01-23 16:17:34 - 27497] PPSWiNwser(Users)[Limited Access Role] - Host Checker policy Firewall Policy” passed on host * " address "00-50-56-BF-55-4F for user PPSWiNwser’
AUT24803  2019-01-23 16:17:34 i "] PPSWiNser(Users)[Limited Access Role] - Host Checker policy Demo-SCCM-Policy’ passed on host 10/ iT" address "00-50-56-BF-55-4F for user PPSWiNwser’
T24304  [P01S°01-23 161613 —ic 0 0= 74 =] PRSWINUser(Users)[Limited Access Role] - Host Checker policy Firewall Policy” failed on host 1058 587" address 00-50-56-BF-55-4F" for user "PPSWiN\user' reason "Rule-rule:Windows Firewall

Verify the Switch for change of Filter-ID to compliant.

Interface: GigabitEthernet1/0/13
[IF-ID: 0x11BB48C9
MAC Address: 0050.56bf.554f
IPv6 Address: Unknown
IPv4 Address: Unknown
User-Name: anonymous
Status: Authorized
Domain: DATA
Oper host mode: multi-host
Oper control dir: both
Session timeout: N/A
Common Session ID: 0AT90FCA0000029C7A2CAD96
Acct Session ID: 0x00000010
Handle: 0x1a000010
Current Policy: POLICY_Gi1/0/3
Local Policies:

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)
Security Policy: Should Secure
Security Status: Link Unsecured

Server Policies:

Filter-ID: compliant
Method status list:

Method State

dot1x Authc Success
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Appendix

CLI commands on Cisco Switch running 15.2.

#show configuration

version 15.2

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

hostname myswitch

boot-start-marker

boot-end-marker

enable password Cisco

username admin privilege 15 secret 5 $1$mUVx$5INk8ibYzrj4fyRtVPhbI1
aaa new-model

aaa group server radius radiusgroup

server name radiusserver

aaa authentication login default local

aaa authentication enable default enable

aaa authentication dot1x default group radiusgroup
aaa authorization network default group radiusgroup
aaa authorization auth-proxy default group radiusgroup
aaa accounting send stop-record authentication failure
aaa accounting update newinfo

aaa accounting identity default start-stop broadcast group radiusgroup
aaa accounting network default start-stop group radiusgroup
aaa server radius dynamic-author

client 10.209.126.152 server-key 12345

port 3799

auth-type all

ignore session-key

ignore server-key

aaa session-id common

clock timezone IST 5 30

switch 1 provision ws-c2960x-24pd-|

ip dhcp snooping

ip domain-name pps.local

crypto pki trustpoint TP-self-signed-3051400704




enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3051400704
revocation-check none

rsakeypair TP-self-signed-3051400704

crypto pki certificate chain TP-self-signed-3051400704
certificate self-signed 01 nvram:IOS-Self-Sig#1.cer

dot1x system-auth-control

dot1x test timeout 30

service-template webauth-global-inactive

inactivity-timer 3600

service-template DEFAULT_LINKSEC_POLICY_MUST_SECURE
service-template DEFAULT_LINKSEC_POLICY_SHOULD_SECURE
service-template DEFAULT_CRITICAL_VOICE_TEMPLATE

voice vlan

spanning-tree mode pvst

spanning-tree extend system-id

vlan internal allocation policy ascending

class-map type control subscriber match-all AAA_SVR_DOWN_AUTHD_HOST
match result-type aaa-timeout

match authorization-status authorized

class-map type control subscriber match-all AAA_SVR_DOWN_UNAUTHD_HOST
match result-type aaa-timeout

match authorization-status unauthorized

class-map type control subscriber match-all DOT1X

match method dot1x

class-map type control subscriber match-all DOT1X_FAILED
match method dot1x

match result-type method dot1x authoritative

class-map type control subscriber match-all DOT1X_MEDIUM_PRIO
match authorizing-method-priority gt 20

class-map type control subscriber match-all DOT1X_NO_RESP
match method dot1x

match result-type method dot1x agent-not-found

class-map type control subscriber match-all DOT1X_TIMEOUT
match method dot1x

match result-type method dot1x method-timeout

class-map type control subscriber match-all MAB

match method mab




class-map type control subscriber match-all MAB_FAILED
match method mab
match result-type method mab authoritative
policy-map type control subscriber POLICY_Gi1/0/2
event session-started match-all
10 class always do-until-failure
10 authenticate using dot1x priority 10
event authentication-failure match-first
5 class DOT1X_FAILED do-until-failure
10 terminate dot1x
20 authenticate using mab priority 20
10 class DOT1X_NO_RESP do-until-failure
10 terminate dot1x
20 authenticate using mab priority 20
20 class MAB_FAILED do-until-failure
10 terminate mab
20 authentication-restart 60
40 class always do-until-failure
10 terminate dot1x
20 terminate mab
30 authentication-restart 60
event agent-found match-all
10 class always do-until-failure
10 terminate mab
20 authenticate using dot1x priority 10
event authentication-success match-all
10 class always do-until-failure
10 activate service-template DEFAULT_LINKSEC_POLICY_SHOULD_SECURE
policy-map type control subscriber POLICY_Gi1/0/3
event session-started match-all
10 class always do-until-failure
10 authenticate using dot1x priority 10
event authentication-failure match-first
5 class DOT1X_FAILED do-until-failure
10 terminate dot1x
20 authenticate using mab priority 20
10 class DOT1X_NO_RESP do-until-failure

10 terminate dot1x




20 authenticate using mab priority 20
20 class MAB_FAILED do-until-failure
10 terminate mab
20 authentication-restart 60
40 class always do-until-failure
10 terminate dot1x
20 terminate mab
30 authentication-restart 60
event agent-found match-all
10 class always do-until-failure
10 terminate mab
20 authenticate using dot1x priority 10
event authentication-success match-all
10 class always do-until-failure
10 activate service-template DEFAULT_LINKSEC_POLICY_SHOULD_SECURE
interface FastEthernetO
no ip address
interface GigabitEthernet1/0/1
interface GigabitEthernet1/0/2
description ########H##H#H#HHGUEST_ACCESSHH##HHH#HHHAHHHHH#H
switchport mode access
switchport port-security
authentication periodic
access-session host-mode single-host
access-session port-control auto
mab
dot1x pae authenticator
dot1x timeout tx-period 10
service-policy type control subscriber POLICY_Gi1/0/2
interface GigabitEthernet1/0/3
description #######HHHHAHE0L. | xBHAHHHH A HHHAH
switchport mode access
switchport port-security
authentication periodic
authentication timer reauthenticate 43200
access-session host-mode single-host
access-session port-control auto
mab




dot1x pae authenticator

dot1x timeout tx-period 10

service-policy type control subscriber POLICY_Gi1/0/3
interface GigabitEthernet1/0/4

switchport access vlan 60

switchport mode access

authentication periodic

authentication timer reauthenticate server
access-session port-control auto

dot1x pae authenticator

spanning-tree portfast

interface GigabitEthernet1/0/5

interface Vlan1

ip address 10.209.216.96 255.255.255.0
ip default-gateway 10.209.126.254

ip http server

ip http secure-server

ip access-list extended PERMIT-ALL

permit ip any any

ip access-list extended RESTRICT-ALL

deny udp any any eq domain

deny ip any host 10.209.126.152

permit ip any any

ip radius source-interface Vlan1

!

snmp-server community public RO
snmp-server community private RW

!

radius-server attribute 6 on-for-login-auth
radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server dead-criteria time 30 tries 3

[

radius server radiusserver

address ipv4 10.209.226.152 auth-port 1812 acct-port 1813

key 12345
no vstack
line con 0




line vty 0 4
transport input ssh
line vty 515
transport input ssh
end
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