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Purpose of this Guide 
This guide describes the following information: 

• How to deploy and configure Pulse Policy Secure (PPS) with Palo Alto Networks (PAN) 

firewall. 

• Provisioning PCS/PPS user sessions to PAN firewall through IF-MAP server.  

• How to deploy and configure Pulse Policy Secure (PPS) with Palo Alto Networks (PAN) 

Next Generation firewall. 

Prerequisites 

This guide assumes you are familiar with the use of the following products and their related terminology. 

• Pulse Policy Secure at version 9.0R3 
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Identity Management  
This chapter includes the following information: 

• Overview 

• Deployment of PPS using PAN Firewall 

• Configuring PPS with PAN Firewall 

• Configuring Palo Alto Networks Firewall 

• Troubleshooting 

Overview 

PPS delivers layer 3 network access control solution when deployed with Palo Alto Networks next-

generation firewalls. PPS authenticates users, ensures that the endpoints meet security policies, and 

then dynamically updates the firewall enforcement point with the resulting user session information. 

Upon successful user authentication with PPS, the access to protected resources behind the firewall is 

based on the user identity, IP address, and user role information provided by PPS.  

The PPS and PAN integration provides identity enabled layer 3 enforcement for BYOD and guests as well 

as enterprise employees, with the end authentication and comprehensive compliance checks from PPS.  

Deployment of PPS using PAN Firewall 

This section describes the integration of PPS with Palo Alto Networks next-generation firewall. The PPS 

and PAN firewall integration allows users to enforce role-based access to network resources and web 

applications and ensures endpoint compliance. The integrated solution provides policy enforcement for 

end to end protection of sensitive corporate data from unauthenticated access and attacks. 

PPS combines user identity and device security state information with network location to create a 

unique, session specific access control policy for each user. The Palo Alto Networks firewall provides a 

feature called User Identification (User-ID) that creates policies and performs reporting based on users 

and groups rather than individual IP addresses. PPS uses the User-ID XML API to send the IP address to 

user and IP address to Group (Role) mapping information to the Palo Alto Networks firewall. PAN firewall 

enables the flexibility to apply different rules to the same server based on tags. A tag is a metadata 

element, which defines its role on the network, the operating system, or the different kinds of traffic it 

processes.  

The Palo Alto Networks firewall compares the user information against the tag that is associated to a 

security rule. If the User Role name matches the tag, then traffic is either allowed or denied based on 

the configuration. When a user logs in, Pulse Policy Secure provisions their user ID, IP address of the 

endpoint, and role information to the Palo Alto Networks firewall; that enables firewall policies based on 

any of these attributes to be enforced. 

Similarly, when a user logs out, the user ID, IP address of the endpoint, and role information is removed 

from the firewall. More importantly, when a user's role changes, the role change information is 

dynamically updated on the firewall, so that access based on the updated roles is automatically changed 

based on the policy matched by the new information. 

With Palo Alto Networks firewall integration, all users' role changes, which includes compliance check 
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failure or unauthorized behavior are dynamically updated on the firewall. The access is based on user 

roles and not merely on source IP addresses. 

PPS is the policy decision point that determines which users and endpoints can access protected 

resources. Palo Alto Networks Next Gen firewalls serve as the policy enforcement points to provide the 

ultimate protection to ensure that network assets are secured. 

Palo Alto Networks integration with Pulse Policy Secure leverages dynamic role information provisioned 

to the firewall upon user session establishment and for the duration of the session. Pulse Policy Secure 

also communicates user information to the Palo Alto Networks firewall when users log in or log out from 

their device. 

This section covers the following deployment scenarios: 

• Deploying PPS with a PAN firewall for a Small Enterprise 

• Deploying multiple PPS with PAN firewall 

• Deploying PPS with PAN firewall for a Large Enterprise 

Deploying PPS with a PAN firewall for a Small Enterprise  

PPS and PAN integration can be used for role-based layer 3 access control. For small scale enterprise 

deployment, you can use a single PPS and PAN firewall as it involves less number of users. For example, 

employees, contractors and guest users. A single PPS device provisioning to a PAN firewall can handle 

up to 30,000 user sessions. The following is a sample deployment with a PPS device along with a PAN 

firewall. 

Figure 1: Single PPS Deployment  

 

 

The authentication process is described below: 

 The endpoints connect to switch/WLAN and performs the layer 2 authentication with PPS.  

 PPS performs the layer 3 authentication and performs compliance check on the endpoint and 

detects for any unauthorized behavior.  

 PPS provisions the auth table entries on the PAN firewall.  

 PPS provisions the auth table with changes in role information if any on PAN firewall. The user role 

changes, which includes any unauthorized behavior are dynamically updated on the firewall. The 
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access is based on roles, rather than only on source IP addresses. 

 The PAN firewall applies policies to allow or block user access to protected resources. 

Deploying multiple PPS with PAN firewall 

The deployment example describes an enterprise environment with multiple PPS servers where 

different users are authenticated using different PPS servers. For such deployments, multiple PPS 

servers can be configured to communicate with a single PAN firewall. The multiple PPS servers sends 

user-ID entries to a single PAN firewall.  

Figure 2: Deploying multiple PPS with a PAN Firewall 

 

Deploying PPS with PAN firewall for a Large Enterprise  

A large-scale enterprise network uses multiple firewalls to enforce policies. You can reduce the 

resources that the firewalls and information sources use in the querying process by configuring some 

firewalls to acquire mapping information.  You can enable the firewall to enforce user-based policies 

when users rely on local sources for authentication (for example, regional directory services) but need 

access to remote resources (for example, global data center applications).  

The deployment example describes how a global datacenter resources is distributed across the 

branches and shared across the local offices. It also shows how you can organize the redistribution 

sequence in layers, where each layer has one or more firewalls. In this example, bottom-layer firewalls in 

local offices rely on PPS for authentication and then redistribute the mapping information to middle-

layer firewalls in regional offices, which redistribute to one top-layer firewall in a global data center. The 

data center firewall redistributes the mapping information to other data center firewalls so that they can 

enforce global policies for all users.  
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Figure 3: Large Scale Deployment  

 

Specification for deploying PPS and PAN Appliances 

The firewall provides access to resources based on the user role. You can use the IP role mapping on 

the PAN firewall for role-based access. The maximum number of IP addresses that can be registered for 

each PAN device is different. The following table describes the specifics for different PAN firewall 

appliances and the recommended PPS appliance for your deployment.  

Table 1: Recommendations for deploying PPS and PAN firewall 

PAN Appliance 
Maximum number of 

dynamically registered IP 

addresses 

IP Address 

Tag 

Recommended PPS Appliance 

PA 500 1000 32 PSA 5000 

PA 3020 5000 32 PSA 5000 

PA 5020 20000 32 SM 360, PSA 7000 

PA 7000  44000 32 PSA 7000 

 

 Note:   

• The IP role mapping scale limit or the maximum number of dynamically registered IP 

addresses for a unique endpoint is based on the PAN appliance. 

• The maximum number of IP address tags supported is also based on the PAN 

appliance. 
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The IP Address tag is a metadata element or attribute-value pair that is registered on the firewall. 

For example, IP1 {tag1, tag2,.....tag32}, where the IP address and the associated tags are 

maintained as a list; each registered IP address can have up to 32 tags such as the operating 

system, the datacenter or the switch to which it belongs. 

Configuring PPS with PAN Firewall 

This section covers the configuration of PPS for adding PAN firewall as an Infranet Enforcer.  

The following are the configuration steps: 

 Configuring PAN Infranet Enforcer in PPS 

 Configuring Auth Table Mapping Policies 

Configuring PAN Infranet Enforcer in PPS 

The PPS configuration requires defining a new Palo Alto Networks Firewall Infranet Enforcer instance on 

PPS and then fetching the API key from the firewall. The API key is used to communicate between the 

Palo Alto Networks firewall and PPS. The standard user authentication / authorization configurations 

such as Auth Table Mapping Policies should also be created and associated with the required roles. 

To configure a Palo Alto Networks Firewall Infranet Enforcer in PPS: 

 Select Endpoint Policy > Infranet Enforcer. 

Figure 4: Infranet Enforcer 

 

 

 Click New Infranet Enforcer and select Palo Alto Networks Firewall in the Platform drop down.  
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Figure 5: Palo Alto Networks Firewall 

 
 

 Enter the Name and IP Address of the Palo Alto Networks firewall and then click Get API Key which 

opens a new page: 

Figure 6: API Key 

 
 

 Enter the Admin Username and Admin Password of the Palo Alto Networks firewall and then Click 

Retrieve. This enables PPS to fetch the API key of the firewall.  Once the API key is retrieved, the page 

automatically redirects back to the New Infranet Enforcer page as shown above and updates the API 

Key Field.  

       See Configuring PAN Device Certificates for understanding the validation procedure. 

 Click Save Changes. 

Configuring Auth Table Mapping Policies  

An auth table entry consists of the user’s name, a set of roles, and the IP address of the wired, wireless, 

or virtual adapter. An auth table mapping policy specifies which enforcer device can be used for each 

user role. These policies prevent the PPS from creating unnecessary auth table entries on all connected 

enforcer devices. 

PPS's default configuration includes only one default auth table mapping policy. When the default auth 

table mapping policy is enabled, PPS pushes one auth table entry for each authenticated user to all Palo 

Alto Networks firewalls configured as Infranet Enforcers in PPS. 

To configure an Auth Table Mapping Policy:  

 Select Endpoint Policy > Infranet Enforcer > Auth Table Mapping and click New Policy.   
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Figure 7: Palo Alto Networks Firewall Configuration 

 

 

 On the New Policy page:   

a. For Name, enter a name to label the auth table mapping policy.   

b. (Optional) For Description, enter a description.   

c. In the Enforcer section, specify the Infranet Enforcer firewall(s) to which you want to apply the 

auth table mapping policy.   

d. In the Roles section, specify:   

• Policy applies to ALL roles—Select this option to apply the auth table mapping policy 

to all users.   

• Policy applies to SELECTED roles—Select this option to apply the auth table mapping 

policy only to users who are mapped to roles in the SELECTED roles list. You can add 

roles to this list from the available roles list.   

• Policy applies to all roles OTHER THAN those selected below—Select this option to 

apply the auth table mapping policy to all users except for those who map to the 

roles in the SELECTED roles list. You can add roles to this list from the available roles 
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list.  

e. In the Action section, specify auth table mapping rules for the specified Infranet Enforcer.  

• Always Provision Auth Table—Select this option to automatically provision auth table 

entries for chosen roles on the specified Infranet Enforcer.   

• Provision Auth Table as Needed—Select this option to provision auth table entries 

only when a user with a chosen role attempts to access a resource behind the 

specified Infranet Enforcer. This option is greyed out for Palo Alto Networks Firewall 

Enforcers since it is not supported.  

• Never Provision Auth Table—Select this option to prevent chosen roles from 

accessing resources behind the specified Infranet Enforcer.   

 You must delete the Default Policy if you configure any custom auth table mapping policies. PPS's 

default configuration includes this default auth table mapping policy that allows all source IP 

endpoints to use all Infranet Enforcers.   

 Click Save Changes.  

Configuring Palo Alto Networks Firewall  

Palo Alto Networks firewall detects traffic from an endpoint that matches a configured security policy 

using the endpoint’s auth table entry. It determines the role(s) associated with that user, and allows or 

denies the traffic based on the actions configured in the security policy. 

The configuration on the Palo Alto Networks firewall includes: 

• Configuring User Identification on Security Zones 

• Configuring Dynamic Address Groups 

• Configuring Security Policies 

• Configuring PAN Device Certificates 

Configuring User Identification on Security Zones 

Policy rules on the firewall use security zones to identify the source and the destination of the traffic. The 

data traffic flows freely within a zone and not between different zones until you define a security policy 

rule that allows it. To enable User-ID enforcement, you must enable User Identification on both inbound 

and outbound zones traversed by the end-user traffic.  

To enable User Identification: 

 Select Palo Alto Networks > Network > Zones. 

 For each zone that serves as an inbound or outbound zone for enforced traffic, click the zone name 

(For example, trust, untrust, and so on).  

 Select Enable User Identification and click OK. 
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Figure 8: Enabling User Identification on a Zone 

 
 

 Note: Provisioning of Resource Access Policies from PPS to the Palo Alto Networks Firewall 

Enforcer is not supported. You must configure the required security policies on the firewall. 

Configuring Dynamic Address Groups 

Dynamic address groups allow you to create policy that automatically adapts to changes—adds, moves, 

or deletions of servers. It also enables the flexibility to apply different rules to the same server based on 

its role on the network or the different kinds of traffic it processes. 

To configure a dynamic address group: 

 Select Palo Alto Networks > Objects > Address Groups. 

Figure 9: Address Groups 

 

 Click Add and enter a Name and a Description for the address group. 

 Select Type as Dynamic. Define the match criteria. You can select dynamic and static tags as the 

https://www.paloaltonetworks.com/documentation/60/virtualization/virtualization/about-the-vm-series-firewall/use-dynamic-address-groups-in-policy.html
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match criteria to populate the members of the group. 

 Enter the role name of the users. The role name in the Match section should match the roles that 

are configured in PPS.  

 Click OK. 

 Note: Dynamic discovery of users and their roles is not supported on the Palo Alto Networks 

firewall. 

Configuring Security Policies 

Security policies protect network assets from threats and disruptions and aid in optimally allocating 

network resources for enhancing productivity and efficiency in business processes. On the Palo Alto 

Networks firewall, security policies determine whether to block or allow a session based on traffic 

attributes such as the source and destination security zone, the source and destination IP address, the 

application, user, and the service. 

To configure security policies associated with dynamic address groups: 

 Select Palo Alto Networks > Policies > Security. 

 Click Add to create a new security policy rule. In the Source Address tab, select the previously-

configured address group, as shown in figure. 

Figure 10: Security Policy Rule - Source Address Configuration 

 

 In the User tab, enable known-user. 
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Figure 11: Security Policy Rule - User Configuration 

 
 

 Note: When the known-user is enabled, the resource access is revoked immediately once the 

user disconnects from PPS. 

 Configure the other options to meet your security requirements. Traffic from the endpoint is allowed 

or blocked based on the action chosen under the Action tab. 

 Click Commit to complete the configuration. The completed security configuration on the Palo Alto 

Networks firewall is shown below. 

Figure 12: Completed Security Policy Rule 

 

Configuring PAN Device Certificates 

PAN device certificate validation enhances the security between PPS and the PAN device. It allows PPS to 

verify whether the server certificate is from a trusted source. This topic describes how to configure the 

PPS for validating device certificates, creating certificates on PAN, and checking the validity of the 

certificate. 

This section covers the following configuration: 
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• Creating a Certificate Signing Request (PAN 6.0 and later) 

• Exporting the CSR and Importing the Signed Request 

• Importing the Certificate on PPS 

• Adding PAN Device to PPS 

Creating a Certificate Signing Request (PAN 6.0 and later) 

To create a Certificate Signing Request (CSR) for sending to public third-party Certificate Authority (like 

Verisign, Globalsign, Entrust, and so on). For more information, see 

https://www.paloaltonetworks.com/documentation/60/pan-os/pan-os/certificate-management/obtain-

certificates 

 Select Device > Certificate Management > Certificates > Device Certificates. 

Figure 13: Certificate Signing Request 

 

 Enter a Certificate Name (save this name for later). 

 In the Common Name field, enter the IP address of the interface where you will configure the service 

that will use this certificate. 

 Select the Certificate Authority (CA) check box for self-signed root CA certificate. Exporting the CSR 

and Importing the Signed Certificate are not applicable for self-signed certificates.  

       Note: Uncheck the Certificate Authority check box if you are using enterprise CA, or trusted 

third-party CA certificates. 

 Complete the remaining details such as Country, Organization, and so on. Check with the Certificate 

Authority (CA) about their requirements for Certificate Attribute formatting and criteria. 

 Click Generate. 

 Note: Ensure that the SSL/TLS service profile is enabled while creating the server certificate. 

https://www.paloaltonetworks.com/documentation/60/pan-os/pan-os/certificate-management/obtain-certificates
https://www.paloaltonetworks.com/documentation/60/pan-os/pan-os/certificate-management/obtain-certificates
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Exporting the CSR and Importing the Signed Request 

Once the CSR is created, you must export the CSR to a third-party CA for signature. 

To export the CSR: 

 Click the check box next to the Certificate Name. 

 Click Export and save the file. 

 Send the exported CSR to a third-party Certificate Authority. The CA will respond with a signed 

certificate. 

Once the CA responds with the signed certificate, you must import the signed certificate from the 

certificate authority.  

To import the signed certificate: 

 Note the name, including capitalization, of the certificate to import. (This must match the CSR 

request from above.) 

 Click Import. 

 In the Import Certificate dialog, type the name of the pending certificate. It must match exactly. 

 Go to the signed certificate received from the Certificate Authority and click OK. 

 Do not click the Import Private Key check box. 

 Depending on the certificate authority used, it may be necessary to chain the intermediate 

certificate with the server certificate and import it before completing this step. 

 Click OK. 

Importing the Certificate on PPS 

You can use the Trusted Server CAs page to import the trusted root certificate. 

To configure device certificate verification: 

 Select System > Trusted Server CAs > Import Trusted Server CA. 

 Click Browse and select the certificate file. 

 Click Import Certificate.  The Trusted Server CA page appears. 

 Verify if the certificate is imported successfully and click Done. 

 Click Configuration > Certificates > Trusted Server CAs and verify that the certificate is from a trusted 

source. 

Adding PAN Device to PPS 

For complete information on configuration, see Configuring PAN Infranet Enforcer in PPS. 

 Note: If the server certificate is not valid the user will see the following error message.  

       Error: Failed to Retrieve API Key. Peer Certificate cannot be authenticated with known CA certificates. 

Troubleshooting 

You can use the following CLI commands on the Palo Alto Networks firewall for troubleshooting: 

• show user ip-user-mapping all— Displays the table of user identities mapped to IP 

addresses.  

• show object registered-address all — Displays the table of addresses with user 
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information associated. 

For identity management using Palo Alto Networks firewall only minimum Admin role permissions are 

sufficient. Ensure that the XML API rights on the Palo Alto Networks UI is enabled as shown in the below 

screenshot. 

Figure 14: XML API 

 

Admin can choose to disable other options from the Web UI tab of the Palo Alto Networks UI as per the 

security requirement. 

Figure 15: Web UI 

 

Unsupported Features 

 The following features are not supported: 

• Captive portal 

• IPsec Enforcement 

• Virtual Systems (VSYS) 

• Enforcement for endpoints behind Network Address Translation (NAT) 

• Dynamic Auth Table Allocation 

Related Documentation 

• For federated access across multiple policy servers / firewall enforcers federated 

single sign-on for Pulse Connect Secure tunneled traffic, see Provisioning PCS 

sessions to PAN Firewall. 
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• For information on Alert based Admission Control, see Alert Based Admission Control 

. 

 

 

Provisioning PCS sessions to PAN Firewall 

This chapter provides an overview of provisioning PCS/PPS user sessions to PAN firewall through IF-MAP 

server. It includes the following information: 

• Overview 

• Deployment of PPS/PCS using PAN Next Generation Firewall 

• IF-MAP Configuration 

Overview 

Pulse Policy Secure (PPS) integrates with Palo Alto Network's (PAN) Next Generation Firewall to provision 

user's identity information (user name, roles and IP address) to PAN/firewall.  

This section focuses on provisioning Pulse Connect Secure (PCS) /PPS user's identity information to PAN 

firewall using IF-MAP server. Using this solution access control can be provided for PCS/PPS users for 

accessing resources protected by Firewall.  

Deployment of PPS/PCS using PAN Next Generation Firewall 

In a federated enterprise, a user can log in to a PPS or PCS device (remote access) for authentication 

and access the resource protected by the PAN Firewall. The session information is shared across PPS or 

PCS device using IF-MAP protocol through IF-MAP server. 

The PAN Firewall controls the PPS and PCS user's access to protected resources based on the policy 

settings. The IF-MAP server receives the session information of multiple PPS and PCS and provisions 

user identity information to Firewall. The federation requires provisioning of user’s information on the 

PAN Firewall and allows access to the protected resource based on the resource access policies that are 

configured on PPS. 
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Figure 16: Deploying PPS/PCS using PAN Next Generation Firewall 

 

The authentication process is described below: 

 The remote user establishes VPN tunnel using Pulse Client and the role is granted to the user based 

on policy configured on PCS.  

a. PCS session is exported to IF-MAP server. 

b. IF-MAP server provisions user identity details to PAN Firewall. 

 The remote user tries to access PAN firewall protected resource. PAN Firewall allows access to 

protected resource if the user is authorized. 

 User's role changes while logged in (for example, when Host Check compliance change causes 

role(s) to change). In this case, user's new role(s) are sent to PAN Firewall. 

 User logs out of PCS. In this case, all information associated with the user from that endpoint is 

removed from the Firewall. User is denied access to protected resources by Firewall. 

 Note: The same workflow applies to local users connecting through PPS. 

IF-MAP Configuration 

A high-level overview of the configuration steps needed to set up and run the integration: 

• The Administrator configures IF-MAP clients (PPS, PCS) on IF-MAP server admin UI 

from System > IF-MAP Federation. 

• Install the Device certificates and Trusted Server CA from System > Configuration > 

certificates on both IF-MAP Server and IF-MAP client. 

• From IF-MAP Server admin UI, admin configures PAN Firewall device by entering the 

following: 

o Name for the PAN Firewall. 

o IP address of the PAN Firewall. 

o API Key for PAN 

• Administrator configures the Infranet Enforcer Auth Table Mapping Policies. 
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When the PPS or PCS session is exported to IF-MAP server, IF-MAP server provisions user identity details 

to configured PAN Firewall based on the configured Auth Table Mapping Policies. 

 

This section covers the following topics: 

• Configuring IF-MAP Server 

• Configuring IF-MAP Client 

• Viewing the Federated Session Details 

Configuring IF-MAP Server 

To configure IF-MAP server on the PPS: 

 Select System > IF-MAP Federation > Overview. 

 Select IF-MAP Server. 

 Click Save Changes. 

Figure 17: Overview 

 

 
 

 Select IF-MAP > This Server > Clients > New Client and add PPS/PCS as IF-MAP client. 
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Figure 18: Add IF-MAP Client 

 

 Install the Device certificates and Trusted Server CA from System > Configuration > Certificates on 

both IF-MAP Server. 

Figure 19: Certificates 

 

 

 If the client is added successfully the status turns to green color. 
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Figure 20: This Server 

 

 

Configuring IF-MAP Client 

To configure the IF-MAP client:  

 Select System > IF-MAP Federation > Overview. 

 Select IF-MAP Client. 

 Enter the IF-MAP server IP address or the complete server URL. 

Figure 21: Overview 

 

 

 

After completing the IF-MAP server and IF-client configurations, configure the IF-MAP Policies. For more 
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information, see Configuring Session Export Policies. 

 Note: This use case supports configuring only Session-Export policies.  

Viewing the Federated Session Details 

 Select System > IF-MAP > This Server > Federation-wide Sessions.  

Figure 22: Federation-wide Sessions 
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Alert Based Admission Control  
This chapter provides an overview of enforcement using PAN Next Generation Firewall. It includes the 

following information: 

• Overview 

• Deployment of PPS using PAN Next Generation Firewall 

• Configuring PPS with PAN Next Generation Firewall 

• Configuring PAN Next Generation Firewall 

• Troubleshooting 

Overview 

PPS integration with PAN next generation firewall provide user access control based on the threats 

identified by the network security devices. The network security device provides intelligence driven 

detection of threats based on the intrusion prevention system. This helps in detecting the unknown 

threats and reduces the false alarms. The PAN Next Generation Firewall uses the syslog events to notify 

the other devices regarding the network threats. PPS also supports dynamically changing the access to 

the user based on the information received from the PAN Next Generation Firewall. 

The admission control user flow is as follows: 

 The user logs into the PPS and a corresponding session is created on PPS. 

 The user starts accessing the resources and tries to access a restricted website or application. 

 The PAN Next Generation Firewall identifies it as threat and generates a corresponding syslog event 

and sent to PPS. 

 PPS receives the threat information and based on the policies configured it modifies the user 

access. For example, changing user access, terminating user access and so on. 

Deployment of PPS using PAN Next Generation Firewall 

This section describes the integration of PPS with PAN Next Generation Firewall. PPS integrates with PAN 

Next Generation Firewall syslog notification mechanism to receive the threat alert information from Palo 

Alto Networks and takes an action based on the admin configured policies.  
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Figure 23: Deployment using PAN Next Generation Firewall 

 

The authentication process is described below: 

 User is authenticated on PPS after validating the Host Checker policy. 

 The user sessions are exported to PAN through enforcement configuration, which uses REST APIs 

for updating the session details. 

 The PAN Next Generation firewall obtains session information from REST APIs and creates an IP to 

username mapping. The firewall can use this information to either allow or block traffic based on the 

configured policy. 

 PAN Next Generation Firewall Monitors the end user flow and activity and detects attacks/malicious 

activity at the end user session 

 PAN Next Generation Firewall sends a syslog message to PPS if any suspicious traffic or activity is 

detected from end user. 

 PPS will process the received syslog message and based on the configured policies, actions will be 

taken for the end user session. 

 PPS will update PAN Next Generation firewall with updated session information. 

 The PAN Next Generation Firewall changes access to the user based on the updated session 

information obtained from PPS. 

Note: The enforcement of the user is also updated on the firewall. 

Configuring PPS with PAN Next Generation Firewall 

The network security devices are configured with PPS for admission access control. A high-level overview 

of the configuration steps needed to set up and run the integration is described below:  

• The Administrator configures the PAN syslog client on PPS Admin UI.  

The network security device acts as a syslog client on which syslog forwarding is enabled and 

PPS receives the forwarded syslog messages. 

• The Administrator then configures a set of policies that define what actions are to be 
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taken on user sessions, based on the data in the threat events.  

The actions on sessions supported are 

o Ignore - Logs and ignores the syslog message. 

o Terminate session - Removes the user session. 

o Disable - Removes the user session and disables the user. 

o Change role - Update the user session with limited role specified. The role change can 

also be marked as permanent or only for that session.  

• The user templates are used to identify events supported by the security device. It 

also provides the pattern match for collecting values for predefined variables which 

are used for acting on a session. The predefined variable used are source IP, source 

user, event and severity. 

This section covers the following topics: 

• Admission Control Template 

• Admission Control Policies 

• Admission Control Client 

Admission Control Template 

The admission control template provides the list of possible events that can be received from the 

network security device along with regular expression to parse the message. The template also provides 

possible actions that can be taken for an event. 

PPS is loaded with default templates for Fortigate, Fortianalyzer and PAN next generation firewall. Admin 

can create templates for other security devices and can upload to templates. 

You can view the list of configured integration templates that provides the list of network security 

devices and the supported protocol type using Endpoint Policy > Admission Control > Templates. 

To view the admission control templates: 

Select Endpoint Policy > Admission Control > Templates.  

Figure 24: Existing Template 
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Admission Control Policies 

The admission control policies define the list of actions to be performed on PPS for the user sessions. 

The actions are based on the event and the severity information received from the network security 

device. 

To view and add the new integration policy: 

 Select Endpoint Policy > Admission Control > Policies. 

Figure 25: Configuration Policies 

 

 Click New Policy. 

 Enter the policy name. 

 Select PaloAlto Networks-Firewall-Syslog-text as a template. 

 Under Rule on Receiving, select the event type and the severity level. The event types and the 

severity level are based on the selected template. 

Figure 26: Adding New Configuration Policy 

 

 Under Count these many times, enter the number between 1-256.  
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 Under then perform this action, select the desired action. 

• Ignore (log the event) —Received syslog event details are logged on the PPS and no 

specific action is taken. 

• Terminate user session— Terminates the user session on the PPS for the received 

messages. 

• Disable user account— Terminates the user session and disables the user on the PPS 

for the received messages. 

• Replace user role with this role— Changes the roles assigned to the user on PPS so 

that restriction/privileges for the user can be changed. 

o Specify whether to apply the role assignment permanently or only for the session. 

 

 Under Roles, specify: 

• Policy applies to ALL roles—To apply the policy to all users. 

• Policy applies to SELECTED roles—To apply this policy only to users who are mapped to 

roles in the Selected roles list. You must add roles to this list from the Available roles 

list. 

• Policy applies to all roles OTHER THAN those selected below—To apply this policy to all 

users except for those who map to the roles in the Selected roles list. You must add 

roles to this list from the Available roles list. 

 Click Save changes. 

Admission Control Client 

The admission control clients are the network security devices on which the syslog forwarding is 

enabled. The messages are received by the syslog server module running on PPS. 

To add a client: 

 Select Endpoint Policy > Admission Control > Clients. 

 Click New Client. 

 Enter the name of the client that will be added in the PPS. 

 Enter the description. 

 Enter the IP address of the client. 

 Select the template used by the client. 

• PaloAlto Networks-Firewall-Syslog-text 

 Click Save Changes. 

Configuring PAN Next Generation Firewall 

The PPS device must be added as a syslog server while configuring the PAN Next Generation Firewall for 

sending the logging information. You must add PAN Next Generation Firewall as syslog client on PPS. 

To configure PAN firewall: 

 Select Device > Service Profiles > Syslog and create a syslog server. Enter the IP address of PPS. 
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Figure 27: Syslog Server 

 
 

 Create a log forwarding profile. Select Objects > Log Forwarding. Enable PAN to forward the syslog 

message.  

Figure 28: Log Forwarding 

 

Note: On PAN Next Generation Firewall, configure the security policy – network trust, untrust zone 

and apply the policy to desired ports. 
 

 Select Objects > Security Profiles and create a security profile. The following security profiles are 

available: 

• URL Filtering 

• Anti Spyware 

• Vulnerability Protection 

• File Blocking 
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• Wildfire Analysis 

• DoS Protection 
 

 The following is an example of configuring a URL filtering policy. 

Figure 29: URL Filtering Profile 

 
 

 Select Policies > Security, click the policy add the created objects to Security Policy Rule.   

Figure 30: Security Policy Rule 
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Troubleshooting 

When the network security device detects threats, the syslogs are forwarded to PPS. 

For example, to monitor the URL filtering logs on PAN Next Generation Firewall, select Monitor > URL 

Filtering and view the logs. 

Figure 31: Events Log 

 

 

To verify the event logs on PPS, select System > Log/Monitoring > Events. 

Figure 32: Events 
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IoT Policy Provisioning 
This chapter provides an overview of IoT device enforcement using PAN firewall. It includes the following 

information: 

• Overview 

• Deployments 

• Configuring IoT Policy Provisioning 

Overview 

As we increasingly connect devices to the Internet, new opportunities to exploit potential security 

vulnerabilities grow. Any unknown devices including IoT devices could serve as entry points for 

cyberattack by allowing malicious individuals to re-program a device or cause it to malfunction. The IoT 

devices are being added to corporate networks with or without the knowledge of IT administrator and 

they may communicate using the corporate IP network. These devices may have limited security controls 

leaving them open to be used as an attack vector. To improve security posture of IoT devices in 

corporate network, visibility and Role Based Access Control play a key role. Hence, it’s extremely 

important to detect and classify what’s there on the network. 

PPS along with Profiler enables you to secure and manage access to IoT devices. It allows you to 

configure IoT Access Policy based on discovered or profiled device category. It also allows you to 

dynamically configure resource access policies for newly discovered devices and map user's role-based 

access to specific category and manufacturer or profile group of IoT devices. 

Benefits 

The IoT Policy Provisioning Page enables you to quickly configure IoT policy provisioning and provides 

the following benefits: 

• Discover and profile IoT devices using Profiler. Profiler enables you to continuously 

monitor the network and discover new devices such as security cameras, sensors, 

Industrial IoT devices (IIoT), medical sensors, and so on. 

• PPS provides IoT access control using the IoT Access Policies, which are created 

automatically based on profiled or newly discovered device information from Profiler.  

• Reduce IoT/IIoT machine downtime by allowing authorised users to get a role-based 

access to specific IoT/IIoT device for troubleshooting/maintenance. 

• Automatic access control for the newly discovered IoT devices. 

Deployments 

The below network diagram depicts how PPS, Profiler, and PAN Firewall can be deployed to protect 

access to IoT devices. For example, the manufacturing domain consists of different IoT devices to 

monitor and control the manufacturing process. The industrial IoT devices are separated and controlled 

behind the firewall. PPS enables you to define IoT Access Policy using the Profiler attributes (category 

and manufacturer or profile group) and provides secure and seamless access to IoT devices for 

authorized users.  
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Figure 33:  IoT Device Deployment 

 

The workflow is described below: 

 A local Profiler configured on PPS discovers devices including IoT devices connected to corporate 

network. 

 PPS leverages the list of IoT devices discovered using Profiler and based on device category and 

manufacturer or profile group and it enforces or controls the access to IoT devices protected by the 

firewall. 

 User authenticates to PPS and endpoint compliance is evaluated. The user session is created on PPS 

and appropriate role is assigned based on the compliance check and user ID. 

 User Identity details (AuthTable) are provisioned to firewall. 

 User tries to access IoT devices protected by firewall. Authorized users (based on roles) can access 

IoT devices. Access to IoT devices by unauthorized users is blocked. 

 A new IoT device is added to the corporate network and same is discovered by Profiler. 

 IoT Access Policy for the newly discovered IoT device is automatically pushed to PAN firewall. 

 

 Note:  

• Only Local Profiler is currently supported. 

• The Administrator can group the discovered devices based on any Profiler attributes. 

For more information see, Configuring Profiler Groups. 

Configuring IoT Policy Provisioning 

This section covers the procedure for configuring IoT Policy Provisioning on PPS. 

• Basic Configurations 

• Configuring IoT Access Policy 

• Configuring Additional Device Category/Profile Groups 
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Pre-Requisite 

IoT Policy Provisioning requires Profiler feature. You must install the Profiler license on PPS to enable it. 

Summary of Configuration 

A high-level overview of the configuration steps needed to set up IoT Policy Provisioning is shown 

below. 

 Configure Profiler 

 Configure PAN Enforcer 

 Configuring IoT Access Policy 

a. Viewing Devices in Enforcer Policy Report 

b. Error! Reference source not found. 

c. Configuring Additional Device Category/Profile Groups 

Basic Configurations 

The basic configuration page enables you to configure Profiler to discover IoT devices in the network,  

Enforcer to push the user identity information to PPS, and IoT Access Policy for IoT devices.  

To launch the configuration page: 

 Select Endpoint Policy > IoT Access > IoT Policy Provisioning. 

 Click Basic Configuration.  

Figure 34: Policy Provisioning- Basic Configurations 

 
 

 Note: If PPS is already configured with Profiler and Enforcer. The configurations will be reused.  

  Configure the Profiler used to discover the IoT devices in the network. Click Profiler and configure 

the local Profiler. See Profiler Deployment Guide for complete configuration. 

The icons in the configuration page indicate the status of configuration. 

• Green Tick mark refers that this section is configured correctly. 

• If the configuration section is in grey color, it indicates that the section is not 

configured. 

• Information icon refers that this section must be configured. 

https://www.pulsesecure.net/download/techpubs/current/1207/pulse-policy-secure/pps/9.0rx/ps-pps-9.0r1-pulse-profiler-deployment-guide.pdf
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Figure 35: Profiler Settings 
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 Configure the PAN Enforcer. Click Enforcer Connection and add PAN as a New Enforcer.  

Figure 36: PAN Enforcer 

 
 

Once the configuration is complete and successful, the Administrator can see the configuration status as 

shown below. 

 

 
 

Configuring IoT Access Policy 

• Viewing Devices in Enforcer Policy Report 

• Configuring IoT Access Policy using Palo Alto Networks Firewall 

Viewing Devices in Enforcer Policy Report 

This page provides details of discovered and connected IoT device's and firewall policies applied for IoT 

devices. You can view details such as total number of IoT devices, number of IoT devices enforced, 

number of IoT devices not enforced, and IoT device manufacturers. 

To view the enforcer policy report: 

 Select Endpoint Policy > IoT Access > IoT Policy Provisioning. 

 Click Enforcer Policy Report. 
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Figure 37: Enforcer Policy Report 

 

Configuring IoT Access Policy using Palo Alto Networks Firewall 

The IoT access policy specifies which users are allowed or denied access to a set of protected resources. 

You can specify which users you want to allow or deny by choosing the roles for each IoT Access Policy. 

The IoT Access Policy page enables you to configure the policy based on device details using Profiler 

device attributes, such as device category and device manufacturer or Profile Group. 

When the network Administrator selects category and manufacturer or Profile Group information under 

device details the IP addresses of the corresponding discovered devices get automatically updated 

under Resources. Hence the Administrator can seamlessly create IoT Access Policy of profiled devices 

based on device category, device manufacturer attributes, or Profiler group. If the Administrator wants 

to have granular control over the IoT devices, further control can be achieved by providing specific port 

and protocol. The specified port and protocol configuration is applied to all the discovered devices of 

the selected category and manufacturers. 

Follow the steps as mentioned below to configure IoT access policy: 

 Select Endpoint Policy > IoT Access > IoT Policy Provisioning > Enforcer Policy Configuration. 

 Click New Policy.  

 Enter the Policy name. 

 Enter a description. 

 Under Infranet Enforcer, select the Platform as Palo Alto Networks Firewall. 

 Under Security Zones, specify the firewall security zones (source zone/destination zone) for the 

policy. Multiple zones can be specified with comma separated values. If zones are not specified, then 

it applies to all zones. 

 Under Service, select any to allow all TCP and UDP ports (default) or select the service to specify the 

TCP or UDP port or port range. The policy port and protocol configuration remain same for all the 

resources. 

 Under Device Details, specify whether the policy should be applied based on device category and 

manufacturer or Profile group. 

a. Category and manufacturer 

• Specify the category from the drop-down list. The values in the drop-down list is 

populated based on the Device category configuration (IoT Access > IoT Policy 
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Provisioning - Device Configuration).  

• Select the Device manufacturer from the Available Device Manufacturers. 

• Specify the protocol (TCP/UDP) and Port/Range to be applied to the discovered 

devices.  

b. Profile Group 

• Configure the Profiler Group (IoT Access > IoT Policy Provisioning - Device 

Configuration). To configure Profiler Groups, see Configuring Profiler Groups. 

• Select the Profile Group from the Available Profile Groups. 

• Specify the protocol (TCP/UDP) and Port/Range to be applied to the discovered 

devices.  

Note: Port ranges must be configured in dash-separated, comma-delimited, ascending, and non-

overlapping order. Multiple port ranges must be separated by a comma. For example, the following 

examples show the delimiters that are used to enter port ranges:(80, 443, 1-1024, 1-100, 500-600). 

The Port/Range entered will be applied to all the discovered devices.  

c. Select Auto-Update Newly Discovered Devices to automatically add IoT Access Policy for the 

newly discovered devices from the selected category and manufacturer or Profile Group. 

For example, If a policy is created for IoT device category with manufacturer or Profile Group 

with Auto-Update Newly Discovered Devices enabled then for any new IoT device discovered 

with the selected manufacturer, a IoT Access Policy is automatically added to firewall. If port and 

protocol are specified in the "Device Details" panel, the policy for the newly discovered devices is 

applied for specified port and protocol.  

 Under Resources, the IoT devices will be auto populated using the Device details configuration 

described earlier. If the administrator wants to apply policies on different ports and protocols for 

different discovered devices, the port configuration can be edited. If the Admin selects multiple 

protocol (for example, TCP and UDP) then the device entries appear twice with protocol information 

in the Resources table. The Admin can choose whether to push the policies for the selected 

resource based on the IP address, Protocol, and Port information to enforcer by enabling/disabling 

the checkbox in the resources table. 

 Select the desired Roles for which the policy applies. For example, IoT Administrator. 

 Under Actions, select whether to allow access or deny access. 

 Click Save Changes. 
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Figure 38: Palo Alto Networks Firewall Enforcer Policy Configuration 

 

 

Once the policy is successfully added, it can be viewed as shown below. 
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Figure 39: Policy  

 
 

Note: Resource Access Policy and IoT Policy Provisioning with Palo Alto Network’s Firewall works only 

with default Virtual System “vsys1” and default device name “localhost.localdomain” configuration. 

Configuring Additional Device Category/Profile Groups 

The Internet of Things (IoT) device category is selected by default and hence it is visible by default on IoT 

policy enforcer report and Policy Configuration page. However, If the Administrator wants to use IoT 

Policy Provisioning feature for other Profiler supported categories such as Video Conferencing Devices, 

Printers/Scanners, Medical device, Storage device and so on additional categories can be configured on 

this page. 

Under Profile Groups, Admin can select the groups that should be used with IoT Policy Provisioning 

feature. Only the selected Profile Groups are shown while creating IoT access policy using Profile 

Groups. If none of the Profile Groups are selected in Device Configuration tab, then no groups are 

shown in IoT access policy. To create IoT access policy using Profile Groups, the same needs to be 

selected in the Device Configuration tab. 
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Figure 40: Device Category Configuration 

 

Configuring Profiler Groups 

Administrator can create different Profile Groups by using different Profiler attributes (for example, 

group all IoT devices with manufacturer Schneider Electric and Operating System Linux) and combine 

discovered devices in a group. If an Admin wants to provision IoT Access policy using attributes other 

than Category and Manufacturer, a Profile Group can be created to group discovered devices and then 

IoT Policy Provisioning feature can be used for the resources belonging to Profile Group. 

To configure Profiler Groups: 

1. Select the Profiler server under Authentication > Auth. Servers. 

2. Select Profile Groups tab, select the New Profile Group. 

3. Enter the Group Name and Rule. The rules can be written with device attributes and 

suggested operators can be chosen from the list.  

4. As an optional step, emails also can be configured which results in notifications for any 

group related changes. 

Figure 41: New Profile Group 

 

5. Click Save Changes. 
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Troubleshooting 

The event and debug logs can be used for troubleshooting: 

• The Event logs are generated whenever the policies are pushed to firewall. 

• The Admin Logs are generated upon policy provisioning and auto updation of newly 

discovered devices. 

You can also use Maintenance > Troubleshooting > Monitoring > Debug Log for debugging issues. 

If the device is not discovered properly in the IoT Policy Provisioning > Enforcer Policy Report page 

check the Device Discovery Report page for the device category. 

The PPS created policies on PAN firewall should not be modified by the PAN admin. The PPS created 

policies on Palo Alto Networks firewall are tagged as Pulse Secure Managed. 

Figure 42: Debug log for debugging issues 

 

Event Logs 

To view the communication between PPS and Infranet Enforcer enable Enforcer Command Trace under 

Events > Settings. 

Figure 43: Enforcer Command Trace 

 

A sample event logs is shown below. 
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Figure 44: Sample Event Logs 
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References 
This document complements the following Documents: 

• Pulse Policy Secure Administration Guide 
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Technical Support 
When you need additional information or assistance, you can contact “Pulse Secure Global Support 

Center (PSGSC): 

• https://www.pulsesecure.net/support 

• support@pulsesecure.net 

• Call us at 1- 844-751-7629 (toll-free USA) 

For more technical support resources, browse the support (https://www.pulsesecure.net/support). 

 

https://www.pulsesecure.net/support
mailto:support@pulsesecure.net
https://www.pulsesecure.net/support
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