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Introduction

On Mac OS X, Windows and Linux endpoint using native supplicant, PPS Host checking can be enforced only
for Layer 3connection. Once the endpoint gets authenticated using native supplicant and gains network
access, you can launch and install Pulse Secure client using web browser deployment or SCCM advertisement
to establish a Layer 3 session.

This evaluates the health status of the endpoints and thereby ensuring legitimate resource access behind PPS
Enforcer. There will be only one session for Layer 2 and Layer 3 connections on PPS which will consume single
license.

For agentless host checking, native supplicant is used to perform 802.1x authentication. The compliance check
is performed using browser based agentless L3 session. The L2 and agentless L3 session are bridged on PPS

to provide compliance based layer 2 access control. For access control, RADIUS return attribute Filter-ID with

Radius COA is used.

Session Bridging Support Matrix
Table 1 Supported Session Bridging Matrix

Clients Session Operating System Authentication Mechanism

Pulse Client/Browser Sessions (Agentless) Layer 3 Windows/Mac OS X User Name, Password/Certificate

Native Supplicant Layer 2 Windows/Mac OS X 802.1X, SNMP, RADIUS, Mac
Authentication

Conflgurlng PPS for Session Bridging
“Configuring Mac OS X Native Supplicant for PPS 802.1X Authentication” on page 3

“Configuring Pulse Policy Secure” on page 6
Configuring Cisco Switch 11

“Troubleshooting” on page 12

Configuring Mac OS X Native Supplicant for PPS 802.1X Authentication
This section details the procedure for configuring native Mac OS X supplicant for PPS 802.1X authentication.

Requirements:
Apple Mac OS X endpoint
iPhone Configuration utility

Client certificate must be installed on Mac OS X endpoint.
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Configuring MAC OS X Native Supplicant

Authentication to a PPS 802.1X server in MAC OS X endpoints is achieved using Apple Configurator. This tool
allows you to easily create, maintain, and install configuration profiles, track and install provisioning profiles,
and capture device information including console logs.

Note: The latest MAC OS X endpoints can be configured using Apple Configurator 2 tool.

This section covers the following configuration:
“Configuring 802.1x profile” on page 4
“Configuring PEAP Authentication Profile” on page 4

Configuring 802.1x profile

You can create various profiles (TTLS/PAP, TTLS/MS-CHAP-V2, and PEAP/MS-CHAP-V2) required for PPS 802.1x
authentication using Apple Configurator. The generated configuration profiles can be exported to a Mac OS X
endpoint. To create profiles, install the profiles (by double clicking on the exported files) on their OS X
endpoints and that will provision Layer 2 access when connected to 802.1x enabled switch port.

Configuring 802.1x profiles -PEAP applies only for General and Wi-Fi settings. If the authentication server is
Certificate Auth Server, use EAP-PEAP/EAP-TLS.

Configuring PEAP Authentication Profile
To configure PEAP, perform the following:

1. On the iPhone configuration utility (IPCU) navigate to Configuration Profiles tab.
2. On configuration Profiles page, select General and enter the required values.

Figure 1 PEAP: TLS General

u_[l General

o) Passcode
& ot Confgured
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Display name of the profile (shown on the device)
Restrictions

r’F C ured PEAP

Identifier

o Wi-F
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net.pulsesecuredotlx

Organization
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Description
73| Exchange ActiveSync
B) Not G rg..”: v Brief explanation of the contents or purpose of the profile

@ LDAP
ﬁ calbav
% ot Canfigured
Secur

Contrels when the profile can be removed
Ahways

IO weN

Profile description.

(| CardDAV

E Su_b\s:rlhfdﬂtalendars

3. Select Wi-Fi and enter the required values. Ensure TLS/PEAP are selected under Accepted EAP types.
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Figure 2 PEAP: TLS Wi-Fi
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E}{“ Restrictions
‘_J Not Configured Auto Join
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Once the profile is successfully imported, you see the below screen shot.
Figure 3 WiFi Profile

= Wi-Fi

Wi-Fi TCP/IP DNS WINS [clorib @l Proxies Hardware

Use a configuration profile to add an 802.1X profile to your system. Contact your system administrator for
more information.

WiFi (macosx-certificate-p... . .
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Name: W S o s o'
Authentication: TLS, PEAP
Wireless Network: macosx-certificate-profile
Security Type: WPA/WPA2 Enterprise
Trusted Certificate: po.. = 0 0
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Configuring Pulse Policy Secure
To configure PPS for guest wireless authentication:

1. Select System > Configuration > Certificates > Trusted Client CAs. Install the certificate from the CA
that Pulse Policy Secure is using for trusted Client CAs.

Figure 4  Client CA

Sniguration = Ceriicates = Trusted Clien CAS

Truste [
F Configuration
Puise G Securty m DM Agent jent Type su

w Port Selection for OCSP and CRL Traff

e Intemal Port External Port Management Port

Users can be required to present valid client-side certificates to sign in(see the realm-specific Certificate Authentication P

Auto-import options... J] Proxy Settings... [l Import CA Certificate...

10 = records per page

icy page). Specify trusted certificate authorities.

Search:

G Trusted Client CA

Trusted for client Valid dates Status checking
authentication?
B Yes 2018/07/31 - 2028/07/31 None

2. Select Authentication > Auth.Servers. The Authentication Servers screen appears. Use the Default
Certificate Authentication Server.

Figure 5 Certificate Authentication Server

Enable Auth Traffic Control
10 = records per page

Search

@  Authentication/Authorization Servers Type

Administrators Local Authentication

Certificate Authentication Certificate Server

Guest Authenticatio Local Authentication

Guest Wired Authentication

MAC Address Authentication

3. Select Users > User Realms, Click Cert Auth realm available by default to view the settings. Under
Servers, Select the Certificate Authentication server.
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Figure 6  Cert Auth Realm Settings

Genera
* Name: Cert Auth
Description System created
authentication realm
for Certificate
¥ When editing, start on the Role Mapping page
¥ Servers
| Authentication: Coertificate Authentication »
[Ser Directony) G None v
Accounting: None v
Device Attributes None v
v Additional Authentication Server
Enable additional authentication server

4. Create Role Mapping rules to associate with the roles.

Figure 7 Role Mapping Rules

User Realms > Cert Auth > Role Mapping > Role Mapping Rule

Role Mapping Rule

" Narne:l Access Rule

% Rule:lf uesrname

¥ then assign these roles

Avallable Roles: Selected Roles:
ENGG = m FullAccessRole
Guest Remove LimitedAccessRole
Guest Admin

Guest Sponsor

Guest Wired Restricted
-

Stop processing rules when this rule matches

To manage roles, see the Roles configuration page

Save Changes Save as Copy

5. Selecting Authentication > Signing In > Sign-In Policies. Associate the default Cert Auth
authentication protocol set with the realm.
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Figure 8  Sign-In Policy
Signing In > Sign-in Policies > “/certauth
ertautt
User type: Users Administrators
Sign-in URL! */certauth
Description: System created Certificate
Authentication Sign In
Sign-in page: Default Sign-In Page v

W Authentication realm

Specify what realms will be available when signing in.

oo ]

Available realms

Cert Auth v

Authentication protocol set

-Not applicable - v

Cert Auth

Cert Auth

If more than one realm appears above_ the Policy Secure sign-in page will ask the user to choose Other endpoints cannot choose a realm_the Policy Secure will assign the first suitable realm from the ist_If no realms appear above sign-in will fail

6. Select Endpoint Policy > Network Access > Location Group. Select the default */certauth/ sign-in

policy.
Figure 9  Location Group

MNetwork Access = Location Group > Cerl Auth

Cert Auth

¥ Location Group

* Name: Cert Auth

Description:

System created location group for
Certiicate Authenhcation

* Sign-in Policy: */certauth/

MAC Authentication Realm: (none)

Save Changes

" indicates required field

7. Configure the RADIUS client. Ensure that the default Cert Auth location group and Support Disconnect

Messages and Support CoA Messages options are enabled.
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Figure 10 RADIUS Client

Network Access > RADIUS Client > Cisco 2960X

Cisco 2960X

¥ RADIUS Client

Name: ] Cisco 2960X
Description:
%
IP Address: I 1
IP Address Range: I 1
Shared Secret: l ........
Make/Model: Cisco Systems v To manage make/mod e the RADIUS Vendor
Key Wrap av Wrap (Suppart for REC
Location Group: Cert Auth v manage ps, see the Location Group

& Dynamic Authorization Support

Support Disconnect Messages |« Disconnect Message Support

Support CoA Messages v a Authoriza essage Support

"Dynamic Authorization Port 3798 Dyna

8. Configure the RADIUS return attributes for Guest Wired policy. Select Endpoint Policy > Network
Access > RADIUS Return Attribute Policies. Click New Policy. Under RADIUS Attributes tab, select
the check box for Return Attribute. The RADIUS return attributes are required for MAB authentication
initially when the user connects to the SSID (where the redirection happens) and then the session is
bridged after the user authenticates.
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Figure 11 RADIUS Return Attributes

Metwork Access + Radius Afiributes = RADIUS Return Attributes = FULL AGCESS
FULLACCESS
* Name: | FULL ACCESS

Description:

w Location Group

Location Groups
Specy the Location Group for which this policy apelies.

Available Location Groups: Selecied Location Groups:

Default = Cert Auth =
Guest
Guest Wired

w Access Control Policy Settings

Select below option to control the access lavel for the deviea/user connecting to the network
& Provide full Access {Open Port)
@ Control the Access

Access can be controlled using the VLAN Id. ACLs and Radius Retum Attribute settings below

O Control using VLAN Id: (1 - 4004)

¥ Control access using Radius Return Affributes

e T

[l Return Aftribute Radius Auth Server Attribute Value
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[0 Add Session-Timeout atiribute

Specify the action that needs to taken for the device upon expiration of session tmeout on the switch

« Terminate the session Re-authenticate the session

* Roles

Select the roles to which this policy is applicable

& Any Role @ Selecied below (@ Other than selected below
Available roles: Selected roles:
ENGG = FullAccessRole
Guest Add > T
Guest Admin
Guest Sponsor e
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Save Changes Cancel
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Figure 12 RADIUS Return Attributes Certificate Authentication

Hetwork =4 > Radis Alibules = RADIUS Relum Aibules

3 e Al Ules
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ACL

Configuring Cisco Switch

CLI command to configure session bridging on Cisco switch. The switch configuration varies for each switch
type.

Run the show run command on your switch to ensure that your access interface connections are set up.

aaa accounting network default start-stop group PPS-QA

aaa accounting Identity default start-stop broadcast group PPS-QA
aaa accounting send stop-record authentication failure

aaa accounting update periodic 3

|

aaa server radius dynamic-author

client PPS-SERVER server-key 7 000E06080D4BOE14

server-key 7 051B150A22595C0C

port 3799

ignore session-key

ignore server-key

|

radius server PPS-SERVER

address ipv4 <PPS-SERVER-IP> auth-port 1812 acct-port 1813
key 7 1315021E1809557878

radius-server attribute 6 on-for-login-auth
radius-server attribute 8 include-in-access-req
radius-server attribute 32 include-in-access-req
radius-server attribute 55 include-in-acct-req
radius-server attribute 25 access-request include
radius-server dead-criteria time 2 tries 5
radius-server retransmit 3

|

aaa group server radius PPS-QA

server name PPS-SERVER

|

!

aaa local authentication PPS-QA authorization PPS-QA
aaa new-model

aaa session-id common
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Extended IP access list FULL-ACCESS-ACL
10 permit ip any any

Extended IP access list LIMITED-ACCESS-ACL

10
20
30
40
50
60
70
80

permit
permit
permit
permit
permit
permit
permit

ip any host <PPS IP>

ip any host <PATCH-MGMT-SERVER>
udp any any eq domain

tcp any any eq domain

udp any eq bootps any

udp any any eq bootpc

udp any eq bootpc any

deny ip any any

Troubleshooting

For troubleshooting you can verify the user access logs.

Figure 13 User Access Logs

“Agent session bridged for macuser/Cert Realm from 10.20.30.40 with Junos-Pulse9.1.2.xxxx

(Macintosh)

12

Pulse/9.1.2.xxxxx"
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