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Purpose of this Guide

This guide describes how to integrate Pulse Policy Secure (PPS) with Splunk Enterprise for Alert-based
admission control. It also describes how to install Pulse Policy Secure Syslog Add-on on Splunk for receiving
syslog data from one or more PPS servers. After the PPS syslog Add-On is installed, the Splunk Dashboard
displays charts displaying the events captured from PPS syslog messages.

Prerequisites
This guide assumes you are familiar with the use of the following products and their related terminology.

Pulse Policy Secure at version 9.1R5.

Splunk Enterprise at version 7.3.1.1

© 2019 Pulse Secure, LLC.
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PPS Integration with Splunk Enterprise

This section describes Splunk Enterprise SIEM device integration with PPS. It covers the following chapters:

Alert-Based Admission Control with Splunk Enterprise......... ..., 4
Pulse Policy Secure Syslog Add-On for Splunk ......... ... . i i, 14
Splunk Dashboard. .. ... .. 22

© 2020 Pulse Secure, LLC. 3
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Alert-Based Admission Control with
Splunk Enterprise

OV IV BW . . ottt e e e e 4

Summary of Configuration. . ... ... e 5

Configuring PPS with Splunk Enterprise .........oo it 5

Configuring SpIUNK ENterprise. ..o v e e e e e e e 10

TroubleshoOting . ..o e e 12
Overview

Pulse Policy Secure (PPS) integration with the Splunk Enterprise provides complete visibility of network
endpoints, including unmanaged endpoints and provide end to end network security. The PPS integration with
Splunk integration allows Admin to perform user access control based on alerts received from the Splunk.

Splunk Enterprise receives log or threat information from various log sources such as Palo Alto Network
firewall. Based on these logs/alerts a search query is created on Splunk to trigger alerts to PPS. PPS takes
action on user session by blocking or quarantining the user.

The authentication process is described below:

1.

User downloads a file from the Internet. The perimeter firewall scans the file and, based on user-
defined policies, sends the file for analysis.

Firewall detects that the file contains malware and a threat alert sylog gets generated and sent to
Splunk Enterprise.

Based on the alert rules configured on Splunk. It generates alerts and this has to be manually sent to
PPS with the help of Pulse Policy Secure App.

The Alert includes severity for the affected endpoint to PPS.

The PPS server quarantines/blocks the endpoint based on the configured Admission control policies.

© 2020 Pulse Secure, LLC.
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Figure 1 Deployment using PPS, Splunk Enterprise and Palo Alto Networks Firewall
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In this example, the endpoint is connected to a third-party switch. The switch has 802.1X/MAB authentication
enabled. As an alternate, SNMP enforcement mechanism can also be used.

Summary of Configuration

To prepare your network to perform alert-based admission control using Pulse Policy Secure, Splunk
Enterprise and Firewall, perform the following tasks:

“Configuring PPS with Splunk Enterprise” on page 5
“Configuring Splunk Enterprise” on page 10

The following sections describe each of these steps in detail.

Configuring PPS with Splunk Enterprise

The PPS configuration requires defining the Splunk Enterprise as a client in PPS. PPS acts as a REST API server
for Splunk Enterprise.

A high-level overview of the configuration steps needed to set up and run the integration is described below:

The Administrator configures the basic PPS configurations such as creating an authentication server,
authentication realm, user roles, and role mapping rules.

© 2020 Pulse Secure, LLC. 5
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Configure Splunk as a client in PPS. PPS acts as a REST API Server for Splunk. The REST API access for
the admin user needs to be enabled by accessing the serial console or alternatively from the PPS
admin Ul (Authentication > Auth Server > Administrators > Users > click “admin”, enable Allow access to
REST APIs).

Configure PPS to block/quarantine the endpoint based on the threat prevention policy.

Configure the Switches/WLC as RADIUS Client in PPS (Endpoint Policy > Network Access > Radius
Clients > New Radius Client). Switch should be configured with PPS as a RADIUS server.

Configure RADIUS return attribute policies to define the action upon receiving the event.
Note: Ensure that PPS has the endpoint IP Address for the enforcement to work correctly.
This section covers the following topics:

“Admission Control Template” on page 6

“Admission Control Client” on page 6

“Admission Control Policies” on page 7

Admission Control Template

The admission control template provides the list of possible events that can be received from the network
security device along with regular expression to parse the message. The template also provides possible
actions that can be taken for an event. PPS is loaded with default templates for Splunk enterprise.

To view the admission control template in PPS:
1. Select Endpoint Policy > Admission Control > Templates.

Figure 2 Splunk Enterprise Template
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Admission Control Client

The admission control clients are the network security devices on which the syslog forwarding is enabled. The
messages are received by the syslog server module running on PPS.

To add Splunk Enterprise as a client:

RN

Select Endpoint Policy > Admission Control > Clients.
Click New Client.

Enter the name.

Enter the description.

Enter the IP address of the client.

Under Template, select Splunk-SIEM-HTTP-JSON.

A L

Click Save Changes.
Figure 3 Template

Admizsion Control = Conngure > Clients = Splunk Enterprise

Splunk Enterprise

* Name | Splunk Enterprise

Description:

* IP Address |

“ Template: | Splunk-SIEM-HTTP-JSON v
Selected Temnplate Details

Template
name Vendor Device Protocol Format Description
splunk- Splunk  SIEM HTTP JSON Integration with Splunk Enterprise
enterprise- which sends endpoint control
http.itrmp! commands/alerts to PPS
| Save Changes
[Famizeion Contol = Connguie = Chents
Clients
Clients
— b
10 ~ records per page Search
| Name IP Address Protocol Type Vendor Device Type Enabled
1 IBM-QRadar 10.204.89.5 HTTP IBM Qradar SIEM v
|| 2 Splunk Enterprise 10.204.90.36 HTTP Splunk SIEM v |

Admission Control Policies

The admission control policies define the list of actions to be performed on PPS for the user sessions. The
actions are based on the event and the severity information received from the network security device.

© 2020 Pulse Secure, LLC. 7



1. Toview and add the new integration policy:

Select Endpoint Policy > Admission Control > Policies.
Click New Policy.

Enter the policy name.

Select Splunk-SIEM-HTTP-JSON as a template.

A

Under Rule on Receiving, select the event type (block-endpoint, quarantine-endpoint, alert, any) and
the severity level. The event types and the severity level are based on the selected template.

7. The actions on sessions supported are:

Block Endpoint: Blocks the host MAC Address on the PPS permanently. If admin choose to clear
this, it can be cleared either by using Splunk application or by using the PPS Admin Ul

Quarantine Endpoint (Change user roles): Changes the roles assigned to the user on PPS so that
restriction/privileges for the user can be changed.

Alert — Generated based on the Severity level of the alert. Specify the severity of the alert (High,
Information, Low, Medium, Any)

8. Under then perform this action, select the desired action.

Block the endpoint from authenticating the network.

Put the endpoint into a quarantine network by assigning this role — choose the role to put
endpoint in quarantine role. Specify whether to apply the role assignment permanently or only for
the session.

Terminate user session—Terminates the user session on the PPS.

Ignore (log the event) —Received syslog event details are logged on the PPS and no specific action is
taken.

9. Under Roles, specify:

Policy applies to ALL roles—To apply the policy to all users.

Policy applies to SELECTED roles—To apply this policy only to users who are mapped to roles in the
Selected roles list. You must add roles to this list from the Available roles list.

Policy applies to all roles OTHER THAN those selected below—To apply this policy to all users
except for those who map to the roles in the Selected roles list. You must add roles to this list from
the Available roles list.
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Figure 4 Configuration Policies

Admission Control > Configure > Policies > Splunk-Alert

Splunk-Alert

* Name Splunk-Alert

* Template: Splunk-SIEM-HTTP-JSON v

Template

name Vendor Device Protocol Format Description

splunk- Splunk  SIEM  HTTP JSON  Integration with Splunk Enterprise
enterprise- which sends endpoint control
hitp.itmpl commands/alerts to PPS

~ Rule on receiving

* Events: alert v

Events supported

* Severity Level: - Select - v Seve

w Count these many times

Count 1 1-256

~ then perform this action
Ignore (just log the event)
Terminate user session
» Block the endpoint from authenticating to the network

FullAccessRole -
Put the endpoint into a quarantine network by assigning this role: Guest

Guest Wired Restricted
Make this role assignment
Permanent

For this session only

+ Roles

Palicy applies to ALL roles
# Policy applies to SELECTED roles
Palicy applies to all roles OTHER THAN those selected below

Available roles: Selected roles:

i e FullAccessRole
Guest Wired Restricte

LimitedAccessRole

migration_role FrEas

pps
Users

10. Click Save Changes.

Once the policy is created. You can see the summary page as shown below. The following page shows the
different policies created for different events with different user roles.

Admission Control = Configure = Policies
Palicies
e Policies
—
Cocae J oeee | T
10 = records per page L\\) Search: |
& Name Protocol Type Vendor Device Type Event Severity Action Applies to
1 Splunk-Alert HTTP Splunk SIEM alert Low blockEndpoint FullAccessRole
2 Splunk-Action_Block HTTP Splunk SIEM block-endpaint blockEndpoint FullAccessRole
3 Splunk-Action_Quarantine HTTP Splunk SIEM quarantine-endpoint quarantineEndpoint = FullAccessRole
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Configuring Splunk Enterprise

This section covers the following topics:

“Install Pulse Policy Secure Alert Add-On for Splunk” on page 10

“Alert Action Based on Source IP/MAC Address” on page 11

Install Pulse Policy Secure Alert Add-On for Splunk

Download the ps-pps-9.1R3-splunk-alertaddon.tar.gz file from Pulse Secure software downloads location and
install them onto your Splunk server.

To configure the Pulse Policy Secure App:

1.

> wN

Log into Splunk as an Admin user.

In the Splunk Enterprise Dashboard, select the Admin tab > Manage Apps.

Select Apps > Upload App

Click Browse and upload the Pulse-Policy-Secure.zip file to install the Pulse Secure App for Splunk.

< C ®

Upload app

Apps = Upload app

@ localhost:8000/en-US/manager/appinstall/_upload?breadcrumbs=Sett] e

Upload an app

If you have a spl or targz app file to install, you can u

“You ean replace an

File

Browse... | Pulse-Policy-Securezip

existing app via the Splunk CLL 14

File Upload

[ Upgrade app. Checking this will overwrite the app if it already exists.

Cancel

Note: For upgrading the existing Pulse Policy Secure app, select the upgrade app. Checking this will overwrite
the app if already exists option.

10

5
6
7.
3

After installation, Pulse Policy Secure Alert Add-On for Splunk appears in the App section

Select the Pulse Policy Secure Alert Add-On for Splunk Icon.

Enter the name, PPS IP address, user name, network subnet to send alerts/action. Click Add.

Click Save.

Pulse Policy Secure Configuration

Name*

IP Address*

Username*

Password”

Network Subnet

admin

Add

admin

Delete

Find

Pulse Policy Secure Alert Add-On for Splunk

© 2020 Pulse Secure, LLC.
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Alert Action Based on Source IP/MAC Address

SIEM provides live streaming of the processed events and flows. SIEM admin live monitors these log and
network activity. Expert SIEM admin can identify the malicious host by monitoring these data. Pulse Secure
application provides an option for the SIEM admin to take action for such host based on IP Address even if

these are not listed under alerts.

1. In the Pulse Secure Alert Add-on App for Splunk, run a search.

2. Under the Pulse Policy Secure Alert Add-On for Splunk logo select Save As and then Alert.

3. The Save As alert dialog opens.

splunk

Configuration

New Search

sourcetype="pan: thr

Events(7)  Patterns

Format Timeline v

< Hide Fields

SELECTED FIELDS
a host 1

a source 1

a sourcetype 1

INTERESTING FIELDS
a action 1
a action_flags 1

re Configuration Search

List v # Format

= All Fields B
>

Time

w519
4:07:59100 PM

519
4:07:56.100 PM

A Administrator ~ Settings v Activity Help v Find

Pulse Policy Secure Alert Add-On for Splunk

Save As¥  Close
Report
eat” p a
Dashboard Panel
+ 7 events (11/4/19 4:30:00.000 PM to 11/519 4:42:31.000 PM) No Event Sampling v Job Y Alert iw
Statistics Visualization Event Type
— Zoom Out 1 hour per column

20 Per Page ~

Event

Nov 5 16:87:54 10.96.76.14 Nov 5 16:87:53 PA-VM 1,2019/11/85 16:07:59,007651080062508, THREAT,url,2304,2019/11/85 16:07:59,18.
204.90.72,18.25.15.120,0.0.0.06,0.8.0.8,Full Access Policy 1,,,web-browsing,vsys1,internal, trust,ethernet1/3,ethernet1/2,Splunk
Log Fwd,2019/11/05 16:07:53,57172,1,59227,80,0,0,0x3000, tcp,block-url, "1@.25.15.120/favicon. ico", (3999), sachin_url, informationa
1,client-to-server,199,0x20000600000000000,10.0.0.0-10.255.255.255,10.0.0.0-10.255.255.255,9,,0,,,1,,,,,,,,9,0,0,0,0,,PA-WM,,, ,E
et,@,,@,,N/A,unknown, AppThreat-8-@, 0x8,0, 4294967295, ," sachin_url,private-ip-addresses",270e4f64-d84f-4cc9-9c8c-39ecb9falac, @

host= 10967614 | source= udp:514 | sourcetype = panthreat

Nov 5 16:@7:51 10.96.76.14 Nov 5 16:087:56 PA-VM 1,2019/11/85 16:07:56,007651080062508, THREAT,url,2304,2019/11/85 16:07:56,18.
204.96.72,19.25.15.120,0.0.0.6,0.8.8.8,Full Access Policy 1,,,web-browsing,vsys1,internal, trust,ethernet1/3,ethernet1/2, Splunk

4. Define the schedule and trigger conditions.

5. Inthe Trigger Actions section, select Add Actions and then select Pulse Policy Secure App for Splunk.

Save As Alert

Settings

Title

Description

Miert type

PAN THREAT

Optional

Private

Scheduled

On | Mondayv | at | 600

B PAN - Tog to Dyramic Address Group

[l Fis< Foiicy Secure

App for Splunk

Entarprise which sends endpoint control

Generic HTTP POST to

URL

6. Specify the Event Type and the severity and click Save.

© 2020 Pulse Secure, LLC.
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Save As Alert b
Trigger alert when Number of Results =
is greater than = ]
Trigger Once For each result
Throttle? [
Trigger Actions
+Add Actions =
When triggered v Pulse Policy Secure App for Remave
Splunk
EventName | Alert v
Severity | Low v %
o | I

Note: Enable port 514 from Settings > Forward and receiving> Receive Data.

Receive data New Receiving Port

Settings » Forwarding and receiving = Receive data

Showing H of 1item

100 perpage -

Listen on this port # Status ¢ Actions

514 Enabled | Disable Delete

Or more intormation on >plunk contiguration, see >plunk documentation.

Troubleshooting

To verify the event logs on PPS, select System > Log/Monitoring > Events. Ensure Admission control events
option is enabled in Event logs settings.

You can verify that the event logs are generated every time when an event is received from Splunk.

nfo INT31545  2019-10-10 17:51:09 - PPS_31 - [127.0.0.1] System()l - Message received from client: 10.204.90.36 message: fusername: *, 'Srcip’ *10.96.74.4', ‘macaddr’ None, 'source_product_name". 'Splunk_TA_paloalto’, raw_data’ ‘0ct
513:58:33 10.96.76.14 Oct 5 13:58:34 PA-VIA 1,2018/10/05 13:58:34,007051000062508 THREAT,url, 2304, 2011 9/10/05 13:58:34,10.96.74.4,10.25.15.120,0.0.0.0,0.0.0.0 Full Access Poicy,,,web-
browsing,veys1 untrustfrust ethernet1/, ethemet1/2, Splunk Log Fwd,2018/10/05 13:58:34,226917,1 65515,80,0,0,0x3000, tep, block-url*10.25.15.1207",(9998),sachin_urlinformational ciient-to-
serverss, ,10.0.0.0-10.255.255.255,10.0.0.0-10.255.255.255,0,.0,,,1,1,,,,0,0,0,0,0,PA-VM,,, get, 0, 0, Wi unknown, AppThreat-0-0,0x0,0, 4284967285, " sachin_url private-ip-addresses” 82077eb1-
d725-4284 8752-e385¢12d1389,0', "event-name’: ‘alert, 'severity” low}

To verify the user access logs, select System >Logs & Monitoring > User Access to verify the user login related
logs like realm, roles, username and IP address.

Severity 1D Message

2018-10-10 16:23

PPS_31 - [127.0.0.1] System(}]] - Received a RADIUS Accounting Stop request for user anonymous, but session no langer exists.

info EAM24B06  2018-10-10 16:23:00 - PPS_31 - [127.0.0.1] igbal(Cert Auth)]] - RADIUS authentication rejected for igbal (realm 'Cert Auth) from location-group 'All Locations_india_Bangalore’ and affributes are: NAS-P-Address =
10.204 88,42, NAS-Port = 50112, NAS-Port Type = 15

info AUT31683  2019-10-10 16:23:00 - PPS_31 - [127.0.0.1] igbal(Cert Auth){FullAccessRole, LimitedAccessRole] - Logins from Endpoint 00-50-56-BF-7A-Ad is blocked. Reason: Endpoint is infected

info INT31553  2018-10-10 16:22

PPS_31 - [10.204.90.41] iqbal{Cert Auth)] - User: igbal with session ID: sid1213aB59d849f1c833514bd99033e6c7b67780baclBees 28 is being terminated

info AUT24803  2019-10-10 16:21

PPS_31 - [10.204.90.41] iqbal{Cert Auth)[FullsccessRole, LimitedAccessRole] - Host Checker policy 'HC NOTEPAD WIN' passed on host *10.204.90.41" address '00-50-56-BF-7A-A4' for user ‘iqbal.

Ou Can also verity whether the quarantined/blocked host s isted 1n the fected Devices report, which lists
the mac address, IP address, and the device status. To verify the reports, select System > Reports > Infected
Devices.

12 © 2020 Pulse Secure, LLC.
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Pulse Policy Secure

S e C U re Authentication  Administrators Users  Endpoint Policy  Mainlenance  Wizards

frepons > Infected Hosts

Infected Hosts

Reports.

Infected Hosts Report  Download Report CSV | Tab Delimited

Blocked
Quarantined
fFitter by: Date Range:  Last 24 Hours * Device Status Usemame:| 1P Address: MAC Address: Apply Filter
Clear All Hosts
View: 10 v
Username MAC Address IP Address Blocked By Device Status
01:02:03.04:05:06 100404 SDSN_Client Blocked

0 results found

You can also enable debug logs to troubleshoot any issues. Select Maintenance > Troubleshooting >
Monitoring > Debug Log to enable debug logs.

Pulse Policy Secur:

on
S e c U r e System Authentication Administrators Users Endpoint Policy Maintenance | \Wizards

Troubleshooting > Monitoring > Debug Lo
: : 7 ¥ User Sessions Remete Debugging

0g
Policy Tracing
User Sessions Tools System Snapshot Remote Debugging
v Monitoring
. Debua Log
A=l Node Monitor

Cluster

Diagnostic Logs

v Tooks
+ Debug Log Setti

ebug Log Settings B
Current Lag Size 5078 byles Commands
Debug Logging On Kerberos
Max Debug Log Size | 200 [ll=} System Snapshot
Debug Log Deail Level 50
Include logs se
Process Names |
Event Codes | integrations Comma separated events o log
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Pulse Policy Secure Syslog Add-On for
Splunk

Pulse Policy Secure is a network and application access control (NAC) solution used extensively in small,
midrange and large enterprises. PPS provides the capability to send various kinds of user access, device/user
authentication, Host Checker compliance events, admission control events, profiler discovery, device profile,
attribute update and device contextual information as Syslog messages to any Syslog receiver.

Splunk is a log management/SIEM solution that can receive Syslog messages from multiple sources. These
messages are stored within Splunk and then can be correlated, searched, analyzed and displayed using its
graphical user interface.

Splunk is also a platform that runs applications (Apps) as add-ons to Splunk, which are customized for specific
external applications or products which send Syslogs. The App provides visualization of the received data
without requiring the user to run complex searches within Splunk.

These apps typically consist of a number of dashboard elements like charts, tables and graphs that are
accessible via a menu structure contained within the app, which are based on pre-defined searches. The PPS
Splunk App is such an App developed by Pulse Secure for visualizing a Syslog feed from Pulse Policy Secure.

To integrate PPS with Splunk, perform the following:

Configuring PPSto send syslogsto Splunk . ....... ..o i i 14
Configuring SPIUNK . ..o 15

Configuring PPS to send syslogs to Splunk

Add an instance of Splunk to PPS as syslog server. Add the Splunk IP address or hostname and port number at
the appropriate place in the PPS administrative interface.

T o configure Splunk as a Syslog server:
1. Under Log/Monitoring > <User Access/Events/Admin Access>.
2. C(lick Log Settings.
3. Under Syslog Servers, Enter the Splunk Server name/IP and add port value as 9514.

Note: The port number can be customized from the inputs.conf file if desired.

4. Select the type as TCP.
5. Select the file format as WELF. Only WELF is supported.
6. Click Add.

14 © 2020 Pulse Secure, LLC.
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Figure 5  Splunk Syslog server

e mosisir mp T T B o
@ | ServernametP Faciity = Cient Coricate Fiter
| LOCALD v uoP v Seloct Clignt Cent v Standard; Standard (default) Add
I 10.96.76.13:9514 LOCALD v TCP v Select Client Cet v WELF: WELF (e
Configuring Splunk

Install Pulse Policy Secure Syslog Add-On forSplunk .......... ... .. ... .. . ... 15
Create AN INOEX . .ottt et e e e e e 16
SaArCN INAEX. oottt e 17

Install Pulse Policy Secure Syslog Add-On for Splunk

Download the TA_pulse_policy_secure_syslog_addon_1.0.0.tar.gz file from Pulse Secure software downloads

location and install them onto your Splunk server.
To configure the Pulse Policy Secure syslog Add-On:
1. Loginto Splunk as an Admin user.
In the Splunk Enterprise Dashboard, select the Admin tab > Manage Apps.
Select Apps > Upload App.

> wN

Secure Syslog Add-On for Splunk.
Figure 6  Syslog Add-On

splunk Apps ¥

Upload app

Settings » Apps » Upload app

Upload an app

If you have a .spl or targz app file to install, you can upload it using this form.
You can replace an existing app via the Splunk CLL. (2 Learn more
File

Choose File | TA-PulsePolicy...log-Add-on.zip

Upgrade app. Checking this will overwrite the app if it already exists.

Click Browse and upload the TA_pulse_policy_secure_syslog_addon_1.0.0.tar.gz file to install the Pulse

Note: For upgrading the existing Pulse Policy Secure app, select the upgrade app. Checking this will

overwrite the app if already exists option.

© 2020 Pulse Secure, LLC.
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5. After installation, PulsePolicySecure Syslog-Add-On for Splunk appears in the App section with Splunk
App version 1.0.0.

Figure 7 Install

Apps

Showing 1-20 of 20 items

Name ¢ Folder name & Version ¢ Update checking & Visible ¢

5 5 F B
z zz 2z %

Create an index

Indexing is a mechanism to speed up the search process by giving numeric addresses to the piece of data
being searched. We can create a new index with desired size by the data that is stored in Splunk. The additional
data that comes in can use this newly created index with better search functionality.

To create an index:
1. Select Settings > Indexes > New Index.

2. Create a new Index. For example, pulsesecure.
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Figure 8 Index

General Settings

Data Integrity Check

Max Size of Entire Index

Max Size of

Hot/Warm/Cold Bucket

Frozen Path

Storage Optimization

Tsidx Retention Policy

Edit Index: pulsesecure X

Hot/warm db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/db).
Cold db path. Leave blank for default ($SPLUNK_DB/INDEX_MNAME/colddb).

Thawed/resurrected db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/thaweddb).
Enable Disable
Enable this if you want Splunk to compute hashes on every slice of your data for the purpose of data integrity.
500 GB~
Maximum target size of entire index.
auto ME

Maximum target size of buckets. Enter 'auto_high_volume’ for high-volume indexes.

optional

Frozen bucket archive path. Set this if you want Splunk to automatically archive frozen buckets.

Enable Reduction Disable Reduction

Warning: Do not enable reduction without understanding the full implications. It is extremely difficult to rebuild
reduced buckets. Learn More [2

Days ~

Age is determined by the latest event in a bucket.

Search Index

To see the data logged by Pulse Policy Secure:

1. Under App: Search & Reporting, select the Search tab.

2. Select the Time from the drop down.

3. Enter the index query. For example, index=pulsesecure sourcetype=ppssyslogportparser. You can
select multiple PPS IP address/host name for querying from multiple PPS servers.

4. Press Enter.

Example 1: Sample Query for Admission Control

This sample query displays all the events from Pulse Policy Secure for Admission Control
role change based on the selected time frame. You can customize the Splunk search query as

per your requirement.

address.

© 2020 Pulse Secure, LLC.
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index=pulsesecure sourcetype=ppssyslogportparser |where Server Ip in ("PPS8881") | where
eventtype in ("Admission Control Action Role Change") | rename realm as Realm time as
"Signed-in time" src as "Endpoint IP address" eventtype as "Admission Control Action" |
table Username Realm "Signed-in time" "Updated Roles" "Endpoint IP address" "Admission
Control Action"

Figure 9  Search

index=pulsesecure sourcetype*ppssyslogportparser |where Server_Ip in ("PPS8881") | where eventtype in (“Adnission_Control_Action_Role_Change") | rename realm a: Realm  Alltime
time a¢ "Signed-in time" src a¢ "Endpoint IP address’ eventtype i "Adnission Control Action® | table Username Realm "Signed-in time® “Updated_Roles" *Endpoint IF
address” “Admission Control Action'

3 0f 154,674 events matched  No Event Sampling ¥ Jobe 1l B A B B Verbose Mode

Fvents (13)  Pafterns  Statistics (13)  Visuglization

100 PerPage  /Format  Previeww

isername = ¢ Realms £ Signed-n time 4 Updated_Roles < 4 Endpoint |P address < ¢ Admission Control Action =

[ lsers 1020-R4-13 19:52:80 Guest 10.96.280.50 Adnission_Control_Action_Role_Change
[ lsers 2020-04=13 13:52:00 Guest 10.96.200.50 Adnission_Control_Action_Role_Change
i Users 2020-84-13 19:52:00 Guest 16.96.260.50 #dnission_Control_Action_Role_Change
i Users 2020-04-13 13:52:00 Guest 10.96.200.50 Adndssion Control_Action_Role_Change

You can click the down arrow to view the role change events and additional fields from syslog data.

Figure 10 Extracted Events

T Time Event E
- 4413420 318 <134>1 Z828-84-13T19:52: 09+05:30 PPS3231 PulseSecure: - - - id=firewall time="2828-84-13 19:52:00" pri=6 fw=10.204.38.181 vpn=PPS38181 user=d realm
7:52:00.000 PM ="Uzers" roles="Guest" proto= src=10.96.200. 50 d=t= dstname= type=vpn op= arg="" result= sent= rcwd= agent="" duration= msg="INT31554: Changed role for
ser: d to Guest"
Event Actions
Type ~ Field Value Actions

Selected | event_type - Changed role for user ~
+| source -« teprS514 R
+| sourcetype - ppssyslogpontparser R
Event Sdmission Control Action ~  Admission_Centrel_Action_Role_Change o
Endpeint IP address ~ 10.96.200.50 ~
Realm - Users hd
[ Server_lp ¥ PPSEEET v

Signed-in time ~ 2020-041319:52:00
Updated_Roles « Guest wr
Usermame ~ =] ~
agent = ~
arg ~ ~
o - 10.204.88101 ~
id - firewall e
msg -~ INT31554: Changed role for user: d to Guest ~
pri = ] v
roles « Guest ~
tag authentication ~
type - wpn e
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Example 2: Pulse Login Query for L3 agent login

This sample query displays all the events from Pulse Policy Secure for user login using

Pulse Client.

index=pulsesecure sourcetype=ppssyslogportparser |where Server Ip in ("10.xx.xx.xx")|
where eventtype = "Pulse L3 Auth" | rename user as BGR-Users realm as BGR-Realm roles as
BGR-Roles time as "Login Time" src as "Endpoint IP" agent as "Agent Type" eventtype as
"Pulse Login Type" Agent Version as "PDC Version"|table BGR-Users BGR-Realm BGR-Roles

"Endpoint IP" "Login Time" "Agent Type" "PDC Version" "Pulse Login Type"
Figure 11 Pulse Client Login

New Search
i & sourcetype tparser |where Server_Ip in ("10.56.76.3")| where eventtype = "Pulse L3 _Auth" | rename user oo BGR-Users realm oo BGR-Realm roles oo BGR-Roles time oo

“Login Time" src o "Endpoint IP* agent oo "Agent Type" eventtype o= “Pulse Login Type" Agent_Version »: "PDC Version®|table BGR-Users BGR-Realm BGR-Roles "Endpoint IP* "Login Time™ "Agent
Type® “POC Yersion®™ “Pulse Login Type®

3 events (416/20 10:30:00.000 AM to 477/20 110354000 AM}  No Event Sampling ~ Job v c & 4

Events (3) Patterns Statistics [3) Visualization

100 Per Page ~ # Format Praview «

BGR-Users =+~ BGR-Realm> EGR-Roles = <  EndpointlP> Login Time * & AgentType = #  PDCVersions ~

PPEQA\superadmin HAT-Realm ENGG, Users LR S 020-94-17 10:85:32 Pulse-Secure/9.9.3.1599 (Windows 7) Pulsefs.9.3.1599 9.9.3.169%

Fortigate_Realm Uzers T2 MI0-24-17 19:55:28 Pulze-Secure/8.3.2. 854 (Windows 7) Pulze/5.3.3.864 8.3.3.854
PESaet —otoer HAT-Realm REHEDIATION, Guest AT kg0 HI0-94-17 10:63:38 Pulse—Secure/8.1.4. 1761 (Windows 8.1) Pulze/s 1 41761 5.1.4.1761

Sove As =

Close

Last 24 hours » n

B Verbose Mode «

Pulse Login Type + £

Pulse_L3_Auth
Fulze L3_Auth

Pulze L3 _Auth

You can click the down arrow to view the event extract details.

Figure 12 Extracted fields from Pulse L3 events.

Time Event
Type ¥ Field Value
Selected | event_type v Agent login
| source ¥ tep 9514
V| sourcetype v ppssyslogportparser
Event Agent Type v Pulse-Secure/9.0.31598 (Windows 7) Pulse/9.0.31599

Agent_05 - Windows 7
BGR-Realm~ NAT-Realm
BGR-Roles - EMNGG, Users
BGR-Users = PPSQA\superadmin
Endpoint IP + 10.96.7618

Login Time « 2020-04-17 10:55:32
PDC Version+  9.0.31599

Pulse Legin -+ Pulse_L3_Auth
Type
Server_lp - 1096763

User_Agent~  Pulse-Secure

action - Success

arg~

fw v 10.96763

id- firewall

msg ¥ AUT24M4: Agent login succeeded for PPSQA\superadmin/NAT-Realm from 10.96 7618 with Pulse-5ecure/9.0.31589 (W
inclows 7) Pulse/2.0.31599.

pri~ =]

proto « auth

tag ~ authentication

Actions|
W
W

W
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Example 3: Profiler Classification
This sample query displays all the events from Pulse Policy Secure based on Pulse Profiler
classification of endpoints.

index=pulsesecure sourcetype=ppssyslogportparser Server Ip = "10.204.xx.xxx" | where
(eventtype="Device Classification") | dedup Endpoint MAC Address |rename ip as "IP
Address" hostname as Hostname manufacturer as Manufacturer first seen as "First Seen"

last seen as "Last Updated" profiler name as "Profiler Name" groups as Groups
Endpoint MAC Address as "MAC Address"|table "IP Address" "MAC Address" Hostname
Manufacturer OS Category "Session User" "First Seen" "Last Updated" "Profiler Name" Groups

Figure 13 Profiler Classification

i e sourcetype: tparzer Server_Ip = *18.204.83.183" | where (eventtype="Device Claszification") | dedup Endpoint_MAC_Address |renzre ip a= “IP Address® hostname o
Hostrome manufacturer oo Hanufacturer first_seen oo "First Seen® last_seen oo “Last Updated™ profiler_nome oo “Profiler Mame® groups oo Groups Endpodint MAC_Address oo "HAC Address™|table
*IF Addresz® “MAC Addrezz* Hostname Manufacturer OS5 Category “Seszion User® “Firzt Seen® “Laszt Updated” “Profiler Mame® Groups
7 events [A16/20 1:30:00.000 PM to 447/20 2:0947.000 PM}  No Event Sampling + Jobw P TS B Verbose Mode ~
ents (7} Pattemns Statistics [Ty Visualization
00 Per Page - # Format Preview =
P Address &~  MACAddress+  #  Hostnemes ~#  Manufaclurers »~ 0S5 ~#  Categorys  ~  SessionUsers ~  FirstSeens #  LastUpdated® ~  ProfilerName s ~  Groups &
09:50:58: 82: 5c: T Wiredows Wi nckoves
B:58:66:8=:8r:19 Hindows ‘Wincows
d2:87:18: 48: ca: 56 Lirue 2.x Linue
B:58:56:32:86: 86 Limee 2.% Routers and APz
Be:cd:Ta:bl:ee:5d Lirue 2.x Routers and APz
8:58:66:br:86: 11 Limee 2.% Linue
0©:50:56:83:67: 62 Lirue 2.% Linue

You can click the down arrow to view the event extract details.
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Figure 14 Extracted Events

Time Event
Dl TS
Event Actions v
Type v Field Value Actions
Selected /| event_type + is classified as ~
V| source v tep:9514 %
V| sourcetype v ppssyslogportparser w
Event Category v Windows v
MAC Address v 00:50:56:82:9cf7 v
OS5~ Windows w
Server_lp~ 10.204.88183 v
eventtype v Device_Classification (authentication) v
fuw 10.204.88183 W
icl = firewall v
msg v PRO31368: Device (00:50:56:8e:9c:f7) is classified as OS : "Windows', Category : "Windows' w
priw B ~
realm = W
roles « w
srcT 127.0.01 w
tag v authentication w
time * 2020-0844713:56:25 ~
type ¥ gt v
user v System ~
vpn ¥ ic W
Time & _time = 2020-04-47T13:56:25.000+05:30
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Splunk Dashboard

Splunk dashboard application for PPS uses the indexed data to render various charts and to show useful
information on dashboard. The Pulse Policy Secure app for Splunk allows you to view PPS data in a dedicated,
customizable Splunk dashboard. The PPS integration with Splunk allows security managers to quickly monitor
the current operational/security posture.

The Pulse Policy Secure syslog add on for Splunk provides value to the PPS syslog data, it extracts various
event types and additional fields from syslog data. The Pulse Policy Secure dashboard app for Splunk uses this
data to provide various charts for compliance, login type, endpoint by categories, endpoint by OS and so on.
The It analyzes the contextual data from Pulse Policy Secure to help administrators analyze and cross-correlate
events on endpoints.

For multiple PPS sending data to Splunk at a time, Splunk app provides dashboard for multiple PPS servers.
The user must select the IP/Hostname of multiple PPS server from the IP/Hostname field to view the
dashboard.

Note: For clustering, all the IP/Hostnames must be selected in the IP/Hostname field for viewing the dashboard.

Figure 15 Splunk Dashboard
splunk

Pulse Policy Secure Dashboard

Pulse Policy Secure Dashboard

IP/Hostname

O 3 Last 7 days - m Hide Filters

The Splunk application for PPS provides a dashboard with various types of authentication, Host Checker
compliance, endpoint classification details. The dashboard presents 12 charts based on the endpoint properties
reported by PPS by default.
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Table 1 Lists the Dashboard elements and their descriptions.

Label Description

Login Type This panel shows the results of endpoint based on the login. The graph shows
the number of endpoints connected using Pulse Client or through Web
browser (Agentless). For example, Agentless L3 Auth, Pulse L3 Auth, Pulse L2
Auth, Mac Auth, Native Supplicant L2 Auth.

Figure 16 Login

Login Type

Puke_L3_Auth

MAC_uth
Agentiess_L3_Auth

o 4 i 9 <Imaog

Admin can also drill down to view the login details such as Username, IP
address, MAC address, realm, roles, sign-in time, agent type, agent
version, login type in a tabular format.

Figure 17 Drill Down

New Search
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Label

Description

Compliant vs Non-
Compliant Policies

This panel displays the results of compliance and non-compliant policies. The
graph shows the relative prevalence of compliant/non-compliant policies

during the charted period, as a percentage of all endpoints within the reporting
scope.

Figure 18 Compliance

Compliant vs Non-Compliant Policies

Hon-Compliant

Compliant

The Admin can also drill-down to view the details of compliant and non-

compliant policies/users (IP address, MAC address, Username, realm,
HC Policy, HC result, compliance result, current HC time, etc.) in a

tabular format.

Figure 19 Compliant vs Non Compliant

indexvpulsesecure sourcetypesppssyslogportparser [where Server_Ip dn (*19.96.76.3%) | eval AC Addresse if(3snotmul](WAC_Address), WAC Address, '*), “Host Check Result™sif (eventtypes"HC_Pass® Last? days~
, "Pass*, "Fail”), “Failed Policies™=if (eventtype="HC_Failure", HC_Rule, '')|dedup HAC Address user HC_Policy_ Naelwhere eventtype="HC_Failure®|renme user o= Username realn o Realn src
5 *IP Address* time s "Current HC Tine® HC_Policy_Name = "Host Check Policies® MACAddress s "MAC Address®|table Usernane Realn "IP Address” WAC Address* "Canpliance Result® "Current
HC Tame® “Host Check Result® "Host Check Policies®

/3 events (¥20/20 430.00.000 PM 1o 427720 50131000 PM)  No Event Sampling + oo s 8 & B VeboseModes
Events(3)  Pettems  Statistics(3)  Visunlization
100PerPages  /Format  Preview~
Usemome ®  # Reaim®  / [PAddess> / MACAdkess: ¢ ComplenceResul>  /  CumentHCTimes  #  HostCheckResut®  #  HostCheck Polices
satke WT-heatn maum 02-06-85-7¢-eb-20 00-04-23 23:86:01 Fas1 He-Process-pOLICY

Salke NAT-Realn 1 92-05-85-7r-eb-80 2020-04-23 23:88:01 Faid HO-Custan-And-Predefined-0S-ROLICY

o
o
sacany Fortigate Realn 1 82-95-85-7¢-eb-09 2020-04-20 18:26:12 Fail Ho-Process-pOLICY

LoginType -Trends

This panel tracks the results of login type over time. The graph shows the
number of endpoints connected using Pulse Client or through Web Browser

(Agentless) over the specified period.

Trending analysis can be useful for multiple reasons.

For example, for active users, it could be useful to know the workload at
different time of the day and different day of the week. Then this information
can be used for capacity planning and troubleshooting purpose.

Figure 20 Login Trends

Login Type - Trands

15

— Agentiem_3_futh
o MAC_Buth

— Hathve_Supplimm_LZ_tuth
— Pubs_(2_tuth

— Fulse_13_futh

Sun Har 29 Thu Apr2 Mon Apr & Fridprie Tus Apr
2020

Wed Apr 22 Sun Apr 26

24
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bel Description

Compliance vs Non- This panel tracks the results of compliance policies over time. The graph shows
Compliance Palicies- Trends the number of endpoints that were compliant or non-compliant over the
specified period.

The trending analysis for compliance can be used to know the compliance of
devices over the period of time for regulatory purpose.

Figure 21 Compliance Policies

Compliant vs Non-Compliant Policies - Trends
40
30
20
—_— Compliant

10 — Non-Compliant

Mon Apr 20 Tue Apr 21 Wed Apr 22 Thu Apr 23 Fri Apr 24 Sat Apr 25 Sun Apr 26

2020

Lim
Endpoint by OS This panel tracks the results of endpoint information based on Operating
System (OS).

Figure 22 Endpoint by OS

Endpoint by OS

st Netwarks DCS 70107 48|

Cisen Catalyst L3
HP J97274 Switch
Juniper ex2200 241 4y

PXE Mz O X 1015

Admin can also drill down to view the details Tor endpoints with O5 and other
contextual information (device ID i.e. MAC address, IP address, host name, OS,
Category and other attributes) if available to Splunk via PPS/Profiler.

Figure 23 Endpoint by OS

index-pulsesecure sourcetype-ppssyslogportparser [uhere Server_Ip in (*10.96.76.3%) | eval MACAddress= 17(isnotrul](ACAddress), WAC Address, '*), “Host Check Result'sif (eventtype="HC_Poss® Lost 7 days~
4 "Pass*, "Fail”), “Failed Policies™=if (eventtype="HC_Failure", HC_Rule, '')|dedu HAC Address user HC_Policy_Naelwhere eventtype="HC_Failure*|renme user o= Username realn o Realn src
5 *IP Address* time i “Current HC Tine* HC_Policy_Name = “Host Check Policies® WACAddress s "MAC Address®|table Usernane Realn "IP Address” "WAC Address® "Canpliance Result® “Current
HC Time® “Host Check Result® "Host Check Policies®
3 events (¥20/20 430.00.000 PM to 42720 50131000 PM)  No Event Sampling v Jobv s 8 & B Verbose Mode +
Events(3)  Pattems  Statistics(3)  Visualization
100PerPage~  /Format  Preview~
Usemame = ¢ Reaim / IPAddess> / MACAddesss ~ ComplianceResult®  # CumentHCTime  #  HostCheckResult®  #  Host CheckPolicies &
o salkr WAT-Realn 1 2w 02-05-85-7-eb-8 2020-04-23 23:66:01 Fas He-Process-POLICY
2 salkr AT-Realn 1 02-05-85-7r-eb-8 220-04-23 23:56:01 Fal HC-Custa-And-Prederined-05-FOLICY
sacrany Fortigate Realn 1 92-05-85-7r-eb-20 2020-04-20 18:26:12 Fasl He-Process-POLICY
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Label Description

Endpoint by Categories This panel shows the endpoint by category or device manufacturer.

Figure 24 Endpoint Categories

Endpoint by Categories
Internet of Things (loT)

Linux

Macintosh

Metwork Boot Agents
Windawes Routers and APs

Swilches

AJmIn can also arill dOwWN to VIEW JeViCe category detans such as
Windows, Linux, Mac, Routers, Network Boot Agents and so on.

Figure 25 Endpoint by Categories

splunk:

New Search

Endpoint by OS- Trends This panel tracks the results of endpoint information based on Operating
System (OS) over the specific period.

Figure 26 OS Trends

Endpoint by OS - Trends

30

— Cisco C2960%
— Cisco Calalyst L3
— HP 19727A Switch
— Juniper ex2200-24t-4g
— Linux
0 Windows
Windows 10.x

— Juniper ex4300-48t

— Mac 0S X 1015.x

— OTHER

— Juniper ex2200-481-4g
Sat Apr 4 Sun Apr & Mon Apr & Tue Apr 7 Wed Apr 8 Thu Apr 9 Fri Apr 10 Sat Apr 11
2020

_time
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Label Description

Endpoint by Categories -

Trends

This panel shows the endpoint by category or device manufacturer over the

specific period.

Trending analysis for endpoint by OS/Category could be useful to know the

devices with various category and OS getting connected to network over the

period of time. It could also be useful to know how frequently particular
category (for example, 10T devices) of devices are getting connected to

corporate network.
Figure 27 Categories Trends

|Endpoinl by Categories - Trends

ho
o
Lo
10

[ ————

Sat Apr 4 Sun Apr § Mon Apr & Tue Apr 7 Wed Apr & Thu Apr Fri Apr 10 Sat Apr 1
2020

_time

Internet of Things (IoT)
— Linux

Macintosh

Network Boot Agents
== Routers and APs

Switches

Windows

Managed vs Unmanaged
Devices

This panel shows the managed and unmanaged devices.
Figure 28 Managed vs Unmanaged

Managed vs Unmaneged Devices

Unmanaged Devices

Managed Devices

The Admin can drill-down to view the details (various available device attributes
known to Splunk. For example, device MAC address, IP address, host name, OS,

Category, Manufacturer etc.) of managed and unmanaged devices.

Figure 29 Managed Devices

New Search
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Label Description
Device Classification vs This panel shows the comparison between the number of devices classified
Profile Change and the number of devices with profile changed.

Figure 30 Device Classification vs Profile change

Device Classification vs. Profile Change

Profile_Change

Device_Classilication

The Admin can also view the details (various available device attributes known
to Splunk e.g. device MAC address, IP address, host name, OS, Category,
Manufacturer etc.) of classified and profile change devices.

Figure 31 Device classification

New Search

Managed vs Unmanaged This panel shows the managed and unmanaged devices over the specific
Devices - Trends period.

Figure 32 Managed vs Unmanaged Trends

Managed vs. Unmanaged Devices - Trends

20

Managed Devices
E

Managed Devices|

12:00 PM 12:00 AM 12:00 PM 12:00 AM 1200 PM 12:00 AM 12:00 PM
Wed Apr 8 Thu Apr 9 Fri Apr 10 Sat Apr 11
2020

Device Classification vs This panel shows the comparison between the number of devices classified
Profile Change - Trends and the number of devices with profile changed over the specific period.

Figure 33 Device Classification Profile Change Trends
[ Device Classification vs. Proflle Change - Trends

75

— Device_Classification
— Profile_Change

Sun Apr & Man Apr 6 Tue Apr 7 Wed Apr 8 Thu Apr 9 Fri Apr 10 Sat Apr i Sun Apr 12
2020
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Experienced Splunk users can customize the searches and dashboards provided with the PPS Syslog Add-On.
The Admin must click the Edit option from the dashboard and then choose either to edit directly from the
source, or from Ul using Add Panel, Add Input.

To customize the dashboard:
1. Open the Dashboard editor and from the Dashboards listing page.
Click Edit to open the dashboard editor.

Select Ul or Source to change the editing mode.

> wN

(Optional) Preview dashboard edits as you make them and click Save to save changes. Click Cancel at
any point to discard changes.

5. Atthe top right of each panel, editing icons appear. The first editing icon represents the search for the
panel. The search icon varies to represent the type of search being used.

6. Click Add Panel, select the type of chart.
7. Enter the Content Title, Enter the required index query in the Search String.
8. Click Add to Dashboard.

Figure 34 Edit Dashboard

splunk R Add Panel X | Mew Pie Chart x
Pulse Policy Secure Dashboard Find Q Add to Dsshbosrd
v New 15} Time Range
EditDashbosrd | Ul Souce | | +AcdPenel | +Addingut - Dtk Theme S Use time picker v
m  Statistics Table Content Title
Pulse Policy Secure Dashbeard & Line Chart Atimission Control fdtion
Ne description 4 AreaChar
Search St
4l Column Chart e
S A% HEEH AR 2 X
IPiHostname ¥ BarChan i re sourcetyps tparser |whers
x Server_Ip in ($Server_Ips) | where eventtype in
& Scatter Chart , "Adhiission_Cont rol_Action Disable User”,
“AdhiEsion_Control_Action Tgnore®,
A Etie Chen “Adhwizsion_Control_Action Role_Update_Failure',
--------- X Single Value “Achizsion_Control_Ackion Quarantine User®,
No title o e "Adhizsion_Control_Action Quarantine_Endpoint”,
j ©® RadalGauge “Adhrizsion_Control_Action Role Charge") | stats count by
4 Filler Gauge eventtype
Login Type a € s b Marker Gauge Run Search 2
9 Cluster Map
E  Choropleth Map
> New from Regort {f
5 Clone from Dashboard (f)
> Add Prebuilt Panel (0)

Figure 35 Customized Dashboard for Admission Control Action

Admission Control Action

Admision_Contodction_Disable_Usar

Admision_Control_Action_lgnane

Admizion_Contia_action_Taminste_Sessian

N
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Figure 36 Drill Down

admiazion_Contial_action_Rale_Changs

3
500

3

admeson_Lantol_scton_Hok_Lhange

You can also choose to edit the search string, time range (i.e last 24 hours, 7 days, 30 days or All),
refresh interval (i.e. 5 minutes, 10 minutes, 30 minutes, 60 minutes, No auto refresh to disable auto
refresh of chart data is also provided), refresh indicator.

Figure 37 Editing Search

Edit Search

Title  Admission Control Action

Search String index=pulzezecure zourcetype=ppezyelopportparzer |where Server_Ip in (§server_1pgl |

where eventiype in (“Adwizsion_Control_Action _Temminate Sesszion®

, "Admission_Control_sction_Pizable_User®, “Achiseion Control_Action_Ignore®,

"Admizsion_Control_Action Role_Update Failure”,

"Admizsion_Control_Action Quarantine User",

"Admizzion_Control_Action Quarantine Endpoint”,

"admizzion_Cont rol_action_Role_Change®) | =tats count by wenttypd

Run Search [2
lime Range Uze time picker =
All time w
Aute Refresh Delay ® Mo auto refresh
Refresh Indicater Progress bar =

C{E;:I: Conwverl to Report Apply

Appendix

Below tables list different PPS messages which can be sent to SIEM systems for correlation, creating dashboards, reports
and generating alerts.
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Feature

Category

Sample Syslog

Event Type

Authentication

Primary authentication
Success

'<134>1 2019-07-
01T00:47:59-04:00
10.204.57.142 PulseSecure:
- - - id=firewall
time="2019-07-01 00:47:59"
pri=6 fw=10.204.57.142
vpn=ic user=demouser
realm="Users" roles=""
proto=auth
src=172.21.8.199 dst=
dstname= type=vpn op=
arg="" result= sent= rcvd=
agent="" duration=
msg="AUT24326: Primary
authentication successful
for demouser/System Local
from 172.21.8.199""

Primary_Auth_Success

Authentication

Primary authentication
failed

<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
07-01 02:34:01" pri=o6
fw=10.204.57.142 vpn=ic
user=demouser
realm="Users" roles=""
proto=auth
src=172.21.8.199 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="AUT24327: Primary
authentication failed
for demouser/System
Local from
172.21.8.199""

Primary_Auth_Failure




Authentication

Secondary authentication
success

<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
12-18 02:48:51" pri=6
fw=10.204.57.142 vpn=ic
user=demouser
realm="Users" roles=""
proto=auth
src=172.21.24.57 dst=
dstname= type=vpn op=
arg="" result= sent=
rcvd= agent=""
duration=
msg="AUT24326:
Secondary
authentication
successful for
demouser/System Local
from 172.21.24.57"

Secondary_Auth_Success

Authentication

Secondary authentication
failed

<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
12-18 02:53:14" pri=6
fw=10.204.57.142 vpn=ic
user=demouser
realm="Users" roles=""
proto=auth
src=172.21.24.57 dst=
dstname= type=vpn op=
arg="" result= sent=
rcvd= agent=""
duration=
msg="AUT24327:
Secondary
authentication failed
for demouser/System
Local from
172.21.24.57"

Secondary_Auth_Failure




User login

Pulse L3 login success

'<134>1 2019-07-
01T00:38:27-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
07-01 00:38:27" pri=6
fw=10.204.57.142 vpn=ic
user=demouser
realm="Users"
roles="Users, Guest"
proto=auth
src=172.21.8.199 dst=
dstname= type=vpn op=
arg="" result= sent=
rcvd= agent="Pulse-
Secure/9.0.3.1071
(Macintosh 10 _14)
Pulse/9.0.3.1071"
duration=
msg="AUT24414: Agent
login succeeded for
demouser/Users from
172.21.8.199 with
Pulse-Secure/9.0.3.1071
(Macintosh 10 14)
Pulse/9.0.3.1071.""

Pulse L3 Auth

User login

Pulse 802.1x login success

'<134>1 2019-07-
01T02:34:01-04:00
10.204.xx.xXX
PulseSecure: - - -
id=firewall time="2019-
12-12 12:39:38" pri=6
fw=10.96.xx.xx vpn=ic
user=demo user
realm="Users"
roles="Users"
proto=auth
src=127.0.0.1 dst=
dstname= type=vpn op=
arg="" result= sent=
rcvd= agent="Pulse-
Secure/9.1.4.1655
(Windows 7) Pulse/
9.1.4.1655" duration=
msg="AUT24414: Agent
login succeeded for
demo_user/Users from
8c-70-5a-98-62-08 with
Pulse-Secure/9.1.4.1655
(Windows 7) Pulse/
9.1.4.1655."

Pulse L2 _Auth




User login

Agent-less login success

'<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
12-19 09:32:10" pri=6
fw=10.204.57.142 vpn=ic
user=demouser
realm="Users"
roles="Users"
proto=auth
src=172.21.24.88 dst=
dstname= type=vpn op=
arg="" result= sent=
rcvd= agent="Mozilla/
5.0 (Macintosh; Intel
Mac OS X 10.14;
rv:70.0) Gecko/20100101
Firefox/70.0" duration=
msg="AUT31504: Login
succeeded for demouser/
Users
(session:1cd4e764b) from
172.21.24.88 with
Mozilla/5.0 (Macintosh;
Intel Mac 0S X 10.14;
rv:70.0) Gecko/20100101
Firefox/70.0."

Agentless_L3_Auth

User login

native supplicant login

'<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
12-17 12:22:04" pri=6
fw=10.96.78.19 vpn=ic
user=testl
realm="Users"
roles="Remediation"
proto=auth
src=127.0.0.1 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="AUT24414: Agent
login succeeded for
testl/Users from 00-21-
cc-c5-c7-69 ."

Native_Supplicant_L2_Auth




User login Login failure '<134>1 2019-07- Login_Failure_no_roles
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
07-01 02:34:01" pri=6
fw=10.204.57.142 vpn=ic
user=demouser
realm="Users" roles=""
proto=auth
src=172.21.8.199 dst=
dstname= type=vpn op=
arg="" result= sent=
rcvd= agent=""
duration=
msg="AUT23457: Login
failed. Reason: No
Roles™'

User login Login failure '<134>1 2019-07- Login_Auth_Failure
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
07-01 02:34:01" pri=6
fw=10.204.57.142 vpn=ic
user=demouser
realm="Users" roles=""
proto=auth
src=172.21.8.199 dst=
dstname= type=vpn op=
arg="" result= sent=
rcvd= agent=""
duration=
msg="AUT23457: Login
failed using auth
server System Local
(Local Authentication) .
Reason: Failed"'

L2 Auth MAC Auth '<134>1 2019-07- MAC_Auth

01T02:10:58-04:00
10.204.57.142 PulseSecure:
- - - id=firewall
time="2019-07-01 02:10:58"
pri=6 fw=10.204.57.142
vpn=ic user=System
realm="" roles=""
proto=auth src=127.0.0.1
dst= dstname= type=vpn op=
arg="" result= sent= rcvd=
agent="" duration=
msg="AUT24562: MAC address
login succeeded for
00:21:86:f5:d6:ae
/cuest Wired from 00-
21-86-f5-d6-ae. "'




L2 Auth

Radius Auth

'<134>1 2019-07-
01T02:10:58-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
07-01 02:10:58" pri=6
fw=10.204.57.142 vpn=ic
user=00:21:86:£5:d6:ae
realm="Guest Wired"
roles="Guest Wired
Restricted" proto=
src=127.0.0.1 dst=
dstname= type=vpn op=
arg="" result= sent=
rcvd= agent=""
duration=
msg="EAM24805: RADIUS
authentication accepted
for 00:21:86:f5:d6:ae
(realm \'Guest Wired\')
from location-group
\'Default\' and
attributes are: NAS-IP-
Address =
10.204.88.50,NAS-Port =
103,NAS-Port-Type = 15

"o

Radius_Auth_Success

Logout

User Logout

'<134>1 2019-07-
30T01:45:43-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
07-30 01:45:43" pri=6
fw=10.204.57.142 vpn=ic
user=demouser
realm="Users"
roles="Users, Guest"
proto=auth
src=172.21.8.199 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="AUT22673: Logout
from 172.21.8.199
(session: fd4abbc4) "'

User_Logout




Logout

User Logout on receiving
Radius Accounting STOP

'<134>1 2019-07-
30T01:45:43-04:00
10.204.57.142
PulseSecure: - - -
id=firewall
time="2019-12-
11 11:36:03" pri=6
fw=10.96.78.19 vpn=ic u
ser=demo_user
realm="Users" roles="Us
ers" proto= src=10.96.7
4.62 dst= dstname= type
=vpn
op= arg="" result= sent
=rcvd= agent="" duratio
n= msg="EAM24460: Recei
ved a RADIUS Accounting
Stop request.
Terminated session"

User_Logout_on_Radius_Acc
ounting_STOP

Logout

User logout because of max
session time out

'<134>1 2019-07-
30T01:45:43-04:00
10.204.57.142 PulseSecure:
- - —-id=firewall
time="2019-12-

12 06:45:35" pri=6 fw=1
0.204.57.142 vpn=ic use
r=demouser
realm="Users" roles="Us
ers" proto=auth src=172
.21.24.61 dst= dstname=

type=vpn
op= arg="" result= sent
= rcvd= agent="" durati

on= msg="AUT20914: Max
session timeout for
demouser/Users
(session:6016f3al) ."

User_Logout_Max_Session_
Timeout



https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access
https://10.204.57.142/dana-admin/log/logviewer.cgi?type=access

Logout User idle timeout for <134> 1 2019-06-
routine system scan 12717:07:19+05:30 User_Logout_Session_Time

10.204.58.32 out_routine_scan
PulseSecure: - - -
id=firewall time="2019-
06-12 17:07:19" pri=6
fw=10.204.58.32 vpn=ic
user=demouser
realm="Users"
roles="remediate"
proto=auth
src=127.0.0.1 dst=
dstname= type=vpn op=
arg="" result= sent=
rcvd= agent=""
duration=
msg="AUT20915: Session
timed out for demouser/
Users
(session:f5dd3a33) due
to inactivity (last
access at 16:35:39
2019/06/12) .Idle
session identified
during routine system
scan."

Logout User Idle Timeout after user | <134> 1 2019-06-

request

12T17:07:19+05:30
10.204.58.32
PulseSecure: - - -
id=firewall time="2019-
06-12 17:07:19" pri=6
fw=10.204.58.32 vpn=ic
user=demouser
realm="Users"
roles="remediate"
proto=auth
src=127.0.0.1 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="AUT20915: Session
timed out for demouser/
Users
(session:f5dd3a33) due
to inactivity (last
access at 16:35:39
2019/06/12) . Idle
session identified
after user request."

User_Session_Timeout_user
_request




L2 Access Control

Radius Disconnect

<134> 1 2019-06-
12T17:07:19+05:30
10.204.58.32
PulseSecure: - - -
id=firewall time="2019-
12-17 12:22:29" pri=6
fw=10.96.78.19 vpn=ic
user=testl
realm="Users"
roles="Users,
Remediation" proto=
src=0.0.0.0 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="COA24753: Session
Deletion Disconnect
Message sent to RADIUS
Client Cisco 3850 for
agent at 00-21-cc-c5-
c7-69 has succeeded."

Radius_COA Success

L2 Access Control

Radius COA

<134> 1 2019-06-
12T17:07:19+05:30
10.204.58.32
PulseSecure: - - -
id=firewall time="2019-
12-17 12:22:29" pri=o6
fw=10.96.78.19 vpn=ic
user=testl
realm="Users"
roles="Users,
Remediation" proto=
src=0.0.0.0 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="COA31277: VLAN/
RADIUS Attribute Change
of Authorization
Message sent to RADIUS
Client C2960X-VLANGO
for agent at 00-21-cc-
5d-d9-0f has
succeeded. "'

Radius_COA Success




Host Checker

Host Checker policy success

''<134>1 2019-07-
01T00:58:00-04:00
10.204.xx.xxXX
PulseSecure: - - -
id=firewall time="2019-
07-01 00:58:00" pri=6
fw=10.204.xx.xxx vpn=ic
user=demouser
realm="Users"
roles="Guest"
proto=auth
src=172.21.x.xxx dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="AUT24803: Host
Checker policy
\'firewall policy\'
passed on host
\N'"172.xx.x.xxx\"
address \'ac-bc-32-77-
44-27\"' for user

\ 'demouser\"

<134>1 2019-07-
01T00:48:00-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
07-01 00:48:00" pri=o
fw=10.204.xx.xxxX vpn=ic
user=demouser
realm="Users" roles=""
proto=auth
src=172.21.x.xxx dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="AUT24804: Host
Checker policy
\'firewall policy\'
failed on host
\N'"172.xx.xx.xx\"
address \'ac-bc-32-77-
44-27\"' for user

\ 'demouser\' reason
\'Rule-firewall:Mac OS
X Builtin Firewall
10.14.5 does not comply
with policy. Compliance
requires firewall to be
turned on.\"'.

HC_Pass




Host Checker

Host Checker policy failure

'<134>1 2019-07-
01T00:48:00-04:00
10.204.57.142 PulseSecure:
- - - id=firewall
time="2019-07-01 00:48:00"
pri=6 fw=10.204.57.142
vpn=ic user=demouser
realm="Users" roles=""
proto=auth
src=172.21.8.199 dst=
dstname= type=vpn op=
arg="" result= sent= rcvd=
agent="" duration=
msg="AUT24804: Host
Checker policy \'firewall
policy\' failed on host
\'"172.21.8.199\"' address
\'ac-bc-32-77-44-27\"' for
user \'demouser\' reason
V'Rule-firewall:mac
OS X Builtin Firewall
10.14.5 does not comply
with policy. Compliance
requires firewall to be
turned on.\'."'

HC_Failure

Role Change

Role Change

'<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
12-17 12:31:25" pri=6
fw=10.96.78.19 vpn=ic
user=testl
realm="Users"
roles="Users,
Remediation" proto=auth
src=10.204.90.68 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="AUT23077: Roles
for user testl on host
10.204.90.68 changed
from
<Users,Remediation> to
<Remediation>."

role_change




Session Bridging

Browser session bridge

'<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
12-17 12:22:27" pri=6
fw=10.96.78.19 vpn=ic
user=testl
realm="Users"
roles="Remediation"
proto=auth
src=127.0.0.1 dst=
dstname= type=vpn op=
arg="" result= sent=
rcvd= agent=""
duration=
msg="AUT31498: Browser
connection bridged for
testl/Users
(session:06dc44e3) from
10.204.90.68."

agentless_session_bridge

IP Assignment

IP assignment because of
Radius Accounting START

'<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
12-11 11:34:11" pri=6
fw=10.96.78.19 vpn=ic
user=demo_user
realm="Users"
roles="Users" proto=
src=10.96.74.62 dst=
dstname= type=vpn op=
arg="" result= sent=
rcvd= agent=""
duration=
msg="SBR31642: User
demo_user has been
assigned IP address
10.96.74.62"

Accounting_START_IP_Addre
ss_Assignment




IP Release

IP release because of Radius
Accounting STOP

'<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
12-11 11:36:03" pri=6
fw=10.96.78.19 vpn=ic
user=demo user
realm="Users"
roles="Users"
proto=auth
src=10.96.74.62 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="AUT31643: IP
Address 10.96.74.62 has
been released for the
user demo user"

Accounting_STOP_IP_Addres
S_Release

SSH Enforcement

SSH ACL Enforcement

'<134>1 2019-07-
29T715:42:59+05:30
ppsgal PulseSecure: - -
- id=firewall
time="2019-07-29
15:42:59" pri=6
fw=10.96.76.4 vpn=ic
user=System realm=""
roles="" proto=
src=127.0.0.1 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="EAM24460:
Successfully created
configuration for
applying ACL \'PPS-
3COM-Default-ACL\' on
interface Ethernetl1/0/9
of Switch
10.204.88.17""

SSH_ACL_Enforcement




SSH Enforcement

SSH VLAN Enforcement

'<134>1 2019-07-
30T12:36:41+05:30
ppsgal PulseSecure: - -
- id=firewall
time="2019-07-30
12:36:41" pri=6
fw=10.96.76.4 vpn=ic
user=System realm=""
roles="" proto=
src=127.0.0.1 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="EAM24460:
Successfully created
configuration for
applying vlanId =
\'65\"' on interface
Ethernetl/0/9 of Switch
10.204.88.17""

SSH_VLAN_Enforcement

SSH Enforcement

SNMP MAC Auth session
end

'<134>1 2019-07-
29T715:42:56+05:30
ppsgal PulseSecure: - -
- id=firewall
time="2019-07-29
15:42:56" pri=6
fw=10.96.76.4 vpn=ic
user=00:21:cc:da:a8:d3
realm="Guest Wired"
roles="" proto=
src=127.0.0.1 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="EAM24460:
Terminated SNMP based
MAC Auth Session"'

SNMP_MAC_Auth_Session_E
nd




Admission Control Action

Change of role

'<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
12-11 11:36:03" pri=6
fw=10.96.78.19 vpn=ic
user=demo user
realm="Users"
roles="Guest" proto=
src=10.204.90.72 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="INT31554: Changed
role for endpoint:
10.204.90.72( 00-21-CC-
5D-D9-0F ) to Guest"'

Admission_Control_Action_R
ole_Change

Admission Control Action

Quarantine Endpoint

'<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
12-11 11:36:03" pri=6
fw=10.96.78.19 vpn=ic
user=00-21-CC-5D-D9-0F
realm="Users"
roles="Guest" proto=
src=10.204.90.72 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="INT31555: Endpoint
with MAC address: 00-
21-CC-5D-D9-0F has been
quarantined"'

Admission_Control_Action_
Quarantine_Endpoint

Admission Control Action

Quarantine User

'<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
12-11 11:36:03" pri=6
fw=10.96.78.19 vpn=ic
user=00-21-CC-5D-D9-0F
realm="Users"
roles="Guest" proto=
src=10.204.90.72 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="INT31555: User:
demouser has been
quarantined"'

Admission_Control_Action_
Quarantine_User




Admission Control Action

Terminate User Session

'<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
12-11 11:36:03" pri=6
fw=10.96.78.19 vpn=ic
user=00-21-CC-5D-D9-0F
realm="Users"
roles="Guest" proto=
src=10.204.90.72 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="INT31553: User:
demouser with session
ID: sidl123456 is being
terminated"'

Admission_Control_Action_T
erminate_Session

Admission Control Action

Disable User

'<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
12-11 11:36:03" pri=6
fw=10.96.78.19 vpn=ic
user=00-21-CC-5D-D9-0F
realm="Users"
roles="Guest" proto=
src=10.204.90.72 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="INT31552: User:
demouser with session
ID: sid123456 has been
disabled"'

Admission_Control_Action_D
isable User

Admission Control Action

'<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142
PulseSecure: - - -
id=firewall time="2019-
12-11 11:36:03" pri=6
fw=10.96.78.19 vpn=ic
user=00-21-CC-5D-D9-0F
realm="Users"
roles="Guest" proto=
src=10.204.90.72 dst=
dstname= type=vpn op=

arg="" result= sent=
rcvd= agent=""
duration=

msg="INT31547: Policy:
policyl Action: Ignore
for sid: s1d1234567890

Admission_Control_Action_|
gnore




Admission Control Action

Update role failure

10.204.57.142
PulseSecure:

realm="Users"
roles="Guest"
src=10.204.90

duration=
msg="INT31546

'<134>1 2019-07-
01T02:34:01-04:00

id=firewall time="2019-
12-11 11:36:03" pri=6
fw=10.96.78.19 vpn=ic
user=00-21-CC-5D-D9-0F

proto=

.72 dst=
dstname= type=
arg="" result= sent=
rcvd= agent=""

vpn op=

Failed

to update role for sid:
51d1234567890""'

Admission_Control_Action_R
ole_Update_Failure

Below Profiler logs are captured in PPS Events logs and same can be used to show the number of discovered devices.

Feature

Sub-Feature

Sample Syslog

Event Type

Profiler

Device OS
Classification

<134>1 2019-07-23T04:52:10-
04:00 10.204.57.142
PulseSecure: - - - id=firewall
time="2019-07-23 04:52:10"
pri=6 fw=10.204.57.142 vpn=ic
user=System realm="" roles=""
type=mgmt proto=
src=127.0.0.1 dst= dstname=
sent= rcvd= msg="PRO31368:
Device (ac:1f:6b:62:28:bb) 1is
classified as Linux.n

Device_Classification

Profiler

Device profile
Change

<134>1 2019-07-23T04:53:01~-
04:00 10.204.57.142
PulseSecure: - - - id=firewall
time="2019-07-23 04:53:01"
pri=6 fw=10.204.57.142 vpn=ic
user=System realm="" roles=""
type=mgmt proto=
src=127.0.0.1 dst= dstname=
sent= rcvd= msg="PR0O31369:
Device (00:50:56:8e:dc:16)
has changed profile from
category Linux to Routers and
APs."

Profile_Change




Profiler Device attribute <134>1 2019-07-23T03:35:52- Device_Attribute_Update
Update(fﬁyﬂ PPS 04:00 10.204.57.142

session) PulseSecure: - - - id=firewall
time="2019-07-23 03:35:52"
pri=6 fw=10.204.57.142 vpn=ic
user=System realm="" roles=""
type=mgmt proto=
src=127.0.0.1 dst= dstname=
sent= rcvd= msg="PR031459:
Device (ac-bc-32-77-44-27)\"'s
attributes got updated from
(first seen = {2019-07-23
07:12:20.531374+00:00}
previous category = {} os =
{Macintosh 10 14} category =
{Macintosh} ip =
{172.21.8.199} previous os =
{} last seen = {2019-07-23
07:35:44.369781+00:00}
macaddr = {ac:bc:32:77:44:27}
manufacturer = {Apple, Inc.}
profiler name = {profiler}
status = {approved} ) to
(first seen = {2019-07-23}
previous category = {} os =
{Macintosh 10 14} category =
{Macintosh} ip =
{172.21.8.199} previous_os
{} last seen = {2019-07-23}
macaddr = {ac:bc:32:77:44:27}
manufacturer = {Apple, Inc.}
profiler name = {profiler}
status = {approved} )."

Concurrent Number of <134>1 2019-07-01T02:34:01- Number_Of_CC_Users
Users concurrent users 04:00 10.204.57.142
PulseSecure: - - - id=firewall
time="2019-12-19 16:00:44"
pri=6 fw=10.96.7.66 vpn=n-166
user=System realm="" roles=""
type=mgmt proto=
src=127.0.0.1 dst= dstname=
sent= rcvd= msg="STS20641:
Number of concurrent users
logged in to the device: 3"

Below Profiler logs are captured in PPS Events logs and same can be used to show the number of discovered devices,
device information by OS/Category, the number devices with profile change etc

48



Table2  Profiler Logs

Feature

Category

Sample Syslog

Event Type

Third Party
Device
management

Enforcer
addition

<134>1 2019-08-
08T02:01:21-04:00
10.204.57.142 PulseSecure:
- - - id=firewall
time="2019-08-08 02:01:21"
pri=6 fw=10.204.57.142
vpn=ic user=admin
realm="Admin Users"
roles=".Administrators"
type=mgmt msg="ADM23472:
Added Enforcer \'PAN
firewall\"'"

New_Enforcer

Enforcer
removal

<134>1 2019-08-
08T02:09:28-04:00
10.204.57.142 PulseSecure:
- - - id=firewall
time="2019-08-08 02:09:28"
pri=6 fw=10.204.57.142
vpn=ic user=admin
realm="Admin Users"
roles=".Administrators"
type=mgmt msg="ADM23473:
Deleted Enforcer \'PAN
firewall\'™'

Enforcer Deleted

Radius Client
addition

<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142 PulseSecure:
- - - id=firewall
time="2019-12-19 03:43:28"
pri=6 fw=10.204.57.142
vpn=ic user=admin
realm="Admin Users"
roles=".Administrators"
type=mgmt msg="ADM24357:
Added RADIUS Client
'cisco'"

New_Radius_Client

Radius Client
Removal

<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142 PulseSecure:
- - - id=firewall
time="2019-12-19 03:51:46"
pri=6 fw=10.204.57.142
vpn=ic user=admin
realm="Admin Users"
roles=".Administrators"
type=mgmt msg="ADM24358:
Deleted RADIUS Client
'cisco'"

Radius_Client_Delete




Admission
Control Client
addition

<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142 PulseSecure:
- - - id=firewall
time="2019-12-19 04:04:05"
pri=6 fw=10.204.57.142
vpn=ic user=admin
realm="Admin Users"
roles=".Administrators"
type=mgmt msg="ADM31536:
Admission Control Client
added: 'Juniper SDSN'"

New_Admission_Control_Client

Admission
Control Client
removal

<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142 PulseSecure:
- - - id=firewall
time="2019-12-19 04:06:34"
pri=6 fw=10.204.57.142
vpn=ic user=admin
realm="Admin Users"
roles=".Administrators"
type=mgmt msg="ADM31538:
Admission Control Client
deleted: 'Juniper SDSN'"

Admission_Control_Client_Delete

SNMP Switch
addition

<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142 PulseSecure:
- - - id=firewall
time="2019-12-19 06:08:34"
pri=6 fw=10.204.57.142
vpn=ic user=admin
realm="Admin Users"
roles=".Administrators"
type=mgmt msg="ADM31358:
Added SNMP switch 'Cisco'"

New_ SNMP_Switch

SNMP Switch
removal

'<134>1 2019-07-
01T02:34:01-04:00
10.204.57.142 PulseSecure:
- - - id=firewall
time="2019-12-19 09:04:03"
pri=6 fw=10.204.57.142
vpn=ic user=admin
realm="Admin Users"
roles=".Administrators"
type=mgmt msg="ADM31359:
Deleted SNMP Switch
'Cisco'"

SNMP_Switch_Delete




License

License
Added

<134>1 2019-08-
08T02:18:42-04:00
10.204.57.142 PulseSecure:
- - - id=firewall
time="2019-08-08 02:18:42"
pri=6 fw=10.204.57.142
vpn=ic user=admin
realm="Admin Users"
roles=".Administrators"
type=mgmt msg="LIC10201:
License for \'Pulse Policy
Secure License 100
Concurrent Sessions -
Subscription 1 Year\' -
\'kernel ice soccer
holiday camel integrity
equator square bracelet
world falcon\' installed"

License_Added

License

License
Removed

<134>1 2019-08-
08T02:18:33-04:00
10.204.57.142 PulseSecure:
- - - id=firewall
time="2019-08-08 02:18:33"
pri=6 fw=10.204.57.142
vpn=ic user=admin
realm="Admin Users"
roles=".Administrators"
type=mgmt msg="LIC10202:
License for \'Pulse Policy
Secure License 100
Concurrent Sessions -
Subscription 1 Year\' -
\'kernel ice soccer
holiday camel integrity
equator square bracelet
world falcon\' removed"

License_Removed
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