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Overview

About This Guide

This guide helps in deploying the Pulse Policy Secure Virtual Appliance on Microsoft Azure. The PPS 9.1R4 image
is now available in Azure Marketplace.

This document also describes how a Pulse Policy Secure administrator manually upload the Pulse Policy Secure
Virtual Appliance image into Microsoft Azure storage account. Once the image is available in the Azure storage
account, this document describes how the Pulse Policy Secure administrator can deploy Pulse Policy Secure on
Microsoft Azure.

Assumptions

The basic understanding of deployment models of Pulse Policy Secure on a data center and basic experience in
using Microsoft Azure is needed for the better understanding of this guide.

© 2020 Pulse Secure, LLC. All rights reserved 6
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Pulse Policy Secure on Azure Marketplace

Prerequisites and System Requirements on Azure Marketplace

To deploy the Pulse Policy Secure Virtual Appliance on Azure Marketplace, you need the following:

e A Microsoft Azure account
e Access to the Microsoft Azure portal (https://portal.azure.com)
e Pulse Policy Secure licenses *

¥ Note:
* Pulse Policy Secure Virtual Appliance, by default, has two-users license. This release supports licensing with
License server located at corporate network and licensing through Pulse Cloud Licensing Service (PCLS) server.
For licensing through PCLS, administrator needs to obtain Authentication Code from Pulse Secure Support and
apply it in the Pulse Policy Secure admin console.

¥ Note: From release 9.1R4 onwards, PPS supports VM with 2-NICs model and 3-NICs model for deployment.

© 2020 Pulse Secure, LLC. All rights reserved 7


https://portal.azure.com/

Pulse Policy Secure Virtual Appliance on Microsoft Azure - Deployment Guide

Deploying Pulse Policy Secure on Azure Marketplace

1. Loginto Azure portal and navigate to Azure Marketplace by clicking Create a resource.

Figure 1: Marketplace

= Microsoft Azure 42 Search resources, services, and docs (G+/)
Home > New

New

| 2 Pulse Policy Secure

Azure Marketplace  See all Popular

2. Search with keyword Pulse Policy Secure.

Figure 2: Published Pulse Secure Images

= Microsoft Azure

£ Search resources, services, and docs (G+/)

Home > New > Pulse Policy Secure

Pulse Policy Secure

Pulse Secure

Pulse Policy Secure < saveforiater

S Pulse Secure- Pulse Secure

Select a software plan

Pulse Policy Secure - SYOL3NIC____ ~ |

Pulse Policy Secure - BYOL 3 NIC

Overview Plans  Pulse Policy Secure - BYOL 2 NIC

Pulse Palicy Secure (PPS) is a next-gen NAC that enables organizations to gain complete visibility, understand their security posture, and enforce roles-based access and
endpoint security policy for network user, guest and loT devices. Leveraging core network, mobile and security infrastructure integrations, Pulse NAC solution can streamline

endpoint compliance and remediation, BYOD onboarding and loT security, as well as automate threat response to mitigate malware, rogue device, unauthorized access and
data leakage risks.

Pulse Policy Secure includes Pulse Secure Clients that are universal clients for NAC as well as VPN offerings from Pulse Secure, reducing complexity with a single, integrated,

remote access client that can also provide LAN access control, and dynamic VPN features to remote users. Pulse Clients support SSL, ESP as well as standards-based IPSEC
support for mobile devices and loT.

Management options include a web-based intuitive Ul, XMLRPC and REST APIs as well as a centralized management console available in cloud or as an on-prem appliance -
Pulse One.

Azure Marketplace contains the following two Pulse Policy Secure SKUs:

= Pulse Policy Secure-BYOL 2 NIC
= Pulse Policy Secure BYOL-3 NIC

3. Select Pulse Policy Secure BYOL-3 NIC and click Create. In this section, 3-NICs model is chosen as example.
Basic Configuration

4. In the Basic Configuration step, enter the following parameters and click OK:

VM name: Name of the Pulse Policy Secure to be deployed. Virtual name can be only lower-case
letters and numbers, and must be 1-9 characters long.

SSH public key: Copy and paste an RSA public key in the single-line format or the multi-line PEM
format. This key is used to access PPS via SSH. The SSH keys are generated using ssh-keygen on
Linux and OS X, or PuTTyGen on Windows. For details about generating the SSH key pairs, refer:

For Windows: https://docs.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows

© 2020 Pulse Secure, LLC. All rights reserved
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For MacOS and Linux: https://docs.microsoft.com/en-us/azure/virtual-machines/linux/mac-create-ssh-
keys
= Resource group: Create New Resource Group.

= Location group: Define the location group.

Figure 3: Basic Configuration Settings

= Microsoft Azure J2 Search resources, services, a
Home > MNew > Pulse Policy Secure > Create Pulse Policy Secure » Basics

Create Pulse Policy Secure <« X Basics o X

. Pulse Policy Secure VM Name * (0
1 Basics > | m— -

Configure basic settings

SSH public key * (&

Network Settings 3 ssh-rsa .
J_ AAAABINzaC1yc2EAAAABIQAAAQE

gure Virtual Network AgH2yqWX3tl+aEDK8bxNARITZMGr v

Subscription
3 Instance Configuration S
| Pay-As-You-Go A |

Resource group * ()

S | (New) PPS3NICMarketNew v |
4 ) ) % Create new

Location *
| (US) West US v |

Network Settings

5. In the Network Settings configuration step, enter the following parameters:
Virtual Network:
= Select an existing virtual network from the list or
= (Create a new virtual network. Specify the virtual network name and the address space.

Figure 4: Virtual Network
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= Microsoft Azure SO Search resources, services, and docs (G+/)

Home > New > Pulse Palicy Secure > Create Pulse Policy Secure > Network Settings > Choose virtual network > Create virtual network

Create Pulse Policy Secure <« X

1 Basics o
Done
2 Network Settings b

Configure Virtual Network

Network Settings « X

*Virtual Network (D

(new) ppsvm1-vnet

>
i

Subnets ()

0

Configure subnets

Create new

*Public IP for Pulse Policy Secure ... (0 >

(new) ppsvm1-mgmt-public-ip

polsecrg

DNS prefix for management interface * (0

[ ppsvm1-3568f7edbb |

westus.cloudapp.azure.com

Choose virtual network X

These are the virtual networks in
the selected subscription and
location "West US'.

Z.5 PPSVirtualNetwork

Create virtual network [

Name *

| ppsvm‘\—vneﬂ |

Address space *
[ 10000/16 |
10.0.0.0 - 10.0.255.255 (65536 addresses)

= Subnets: Three subnets - external, internal and management subnets are auto-populated with
names and address prefix values. Make any changes if required.

Figure 5: Subnets

Microsoft Azure

Home > New > Pulse Policy Secure >

Create Pulse Policy Secure

1 Basics

Done

Network Settings

Configure Virtual Network

Instance Configuration

© 2020 Pulse Secure, LLC. All rights reserved

Create Pulse Policy Secure >

@

£ Search resources, services, and docs (G+/)

Network Settings > Subnets
Network Settings «
*Virtual Network (O >

(new) ppsvm1-vnet

Subnets () o 5

Configure subnets

*Public IP for Pulse Policy Secure ... (1 >

(new) ppsvm1-mgmt-public-ip

DNS prefix for management interface * (O
| ppsvm1-3569fTedbb .
westus.cloudapp.azure.com

X Subnets O X

Internal Subnet name *

| InternaISubneﬂ /|

Internal Subnet address prefix *

| 1000.0/24 |

External Subnet name *

| ExternalSubnet \/|

External Subnet address prefix *

| 10.0.1.0/24 v

Management Subnet name *

| ManagementSubnet /|

Management Subnet address prefix *

| 10.02.0/24 |
10
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= Public IP name and DNS prefix for the Management interface is auto populated. Make any changes if

required.

Note that in a 2-NICs model, Public IP name and DNS prefix name for the Internal interface is auto-

populated.
Figure 6: Network Settings

= Microsoft Azure
New >

Home > Pulse Policy Secure >

Create Pulse Policy Secure  « X

1 Basics o
Done
2 Network Settings >

Configure Virtual Network

3 Instance Configuration S

5 Buy 5

= Microsoft Azure
Home > New >

Create Pulse Policy Secure  « X

1 Basics o
Done
2 Network Settings S

Configure Virtual Network

3 Instance Configuration b

m
5

m
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Create Pulse Policy Secure >

£ Search resources, services, and docs (G+/)

Network Settings > Subnets

Network Settings « X

*Virtual Network (O

>
(new) ppsvm1-vnet
Subnets (1) o
>
Configure subnets
*Public IP for Pulse Policy Secure ... (0 >

(new) ppsvm1-mgmt-public-ip

DNS prefix for management interface * (O
| ppsvm1-35657edbb )
westus.cloudapp.azure.com

Subnets 0 X

Internal Subnet name *

| IntemaISubneﬂ /|

Internal Subnet address prefix *
[ 1000.0/24 |

External Subnet name *
| ExternalSubnet \/|

External Subnet address prefix *
[ 100.1.0/24 |

Management Subnet name *

| ManagementSubnet /|

Management Subnet address prefix *
[ 1002024 |

2 Search resources, services,

Pulse Policy Secure > Create Pulse Policy Secure » Network Settings

Network Settings O

“*Virtual Network ()

‘ >

| (new) ppsvm1-vnet 3

*Subnets () 5
Review subnet configuration

*Public IP for Pulse Policy Secure ... (3 5

(new) ppsvm1-mgmt-public-ip

DNS prefix for management interface * ()
| ppsvm1-3569f7edbb R

westus.cloudapp.azure.com
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Instance Configuration

6. Inthe Instance Configuration step, enter the following parameters:

Pulse Policy Secure VM Size: Specify the size of VM. By default, 1x Standard DS3-v2 is set for 3-NICs
model and 1x Standard DS2-v2 is set for 2-NICs model.

Pulse Policy Secure Version: Specify the Pulse Policy Secure version number.
Pulse Policy Secure Admin User: Specify the PPS admin user name.

Pulse Policy Secure Admin Password: Specify the admin password.

Pulse Policy Secure Admin Confirm Password: Specify the same admin password.

Pulse Policy Secure Config Data: Provisioning parameters in an XML format. Refer the section “Pulse
Policy Secure Provisioning Parameters'

0 Note: Ensure that the attribute “accept-license-agreement” in pulse-config is set to “y".

Figure 7: Instance Configuration

Microsoft Azure 2 Search resources, services,

Home > New > Pulse Policy Secure » Create Pulse Policy Secure > Instance Configuration

Create Pulse Policy Secure « X Instance Configuration o X
Pulse Policy Secure VM Size * (O -~
1 Basics o 1x Standard DS4 v2
Done 8 vcpus, 28 GIB memory
Change size
2 Network Settings v Pulse Policy Secure Version * ()
Done ‘ 9.1R4 S ‘

Pulse Policy Secure Admin User * (O

3 Instance Configuration >

| admin N

Configure Instance settings
Pulse Policy Secure Admin Password * (&)

Pulse Policy Secure Pulse Policy Secure Admin Confirm
Password *

F—— 2]

Pulse Policy Secure Config Data * (&

| <wins-server>1.1.1.1</wins-server... -

Pulse Policy Secure 9.1R4 Configuration

<wins-server=1.1.1.1</wins-server=<dns-
domain>psecure.net</dns-domain><cert-
common-name=>val.psecure.net</cert-
commaon-name:= <cert-random-

text > fdsfpisonvsfnms < /cert-random-text>
<cert-organisation > Psecure Org</cert-
organisation> <config-download-url>

< /config-download-url> <config-data> A

© 2020 Pulse Secure, LLC. All rights reserved 12
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Summary Step
7. Inthe Summary step, once the final validation is complete, click OK.

Figure 8: Configuration Validation

Home » New > Pulse Policy Secure » Create Pulse Policy Secure > Summary

Create Pulse Policy Secure  « X Summary 0o X

o Validation passed

1 Basics o
Done
Basics
Subscription Pay-As-You-Go
2 Network Settings \/ Resource group PPS3NICMarketNew
Location West US
Done
Pulse Policy Secure VM Name ppsvm1
SSH public key ssh-rsa AAAAB3MNzaCTyc2EAAAABIQAAAQEAGHZYgWX ST +...
3 Instance Configuration v Network Settings
Done Virtual Network ppsvm1-vnet
Internal Subnet InternalSubnet
Internal Subnet address prefix  10.0.0.0/24
4 Summary > External Subnet ExternalSubnet
- External Subnet address prefix 10.0.1.0/24
e Management Subnet ManagementSubnet

Management Subnet addres... 10.0.2.0/24
Public IP for Pulse Policy Sec... ppsvm1-mgmt-public-ip
5 Buy p DNS prefix for management ... ppsvm1-3569f7edbb

Instance Configuration

Diagnostic storage account ppsvm1b3b0cee2d4

Pulse Policy Secure VM Size  Standard DS4 v2

Pulse Policy Secure Version 9.1R4

Pulse Policy Secure Admin U... admin

Pulse Policy Secure Admin P... #**kesdkikics

Pulse Policy Secure Config D... <wins-server=>1.1.1.1</wins-server><dns-domain>psecure....

- Download template and parameters

8. Finally, in the Terms of Use page, accept the terms and click Create.

© 2020 Pulse Secure, LLC. All rights reserved 13
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Figure 9: Terms of Use

= Microsoft Azure O Search resources, services, and docs (G+/)

Home > New > Pulse Policy Secure > Create Pulse Policy Secure > Create

Create Pulse Policy Secure  « X Create O X

more parties, as specified in the template. You are responsible for reviewing the text of the -

Basi template to determine which actions will be performed and which resources or offerings
1 asies v will be deployed, and for locating and reviewing the pricing and legal terms associated
Done with those resources or offerings.

Current retail prices for Azure resources are set forth here and may not reflect discounts
2 Metwork Settings \/ applicable to your Azure subscription.

Done . . . X
Prices for Marketplace offerings are set forth here, and the legal terms associated with any
Marketplace offering may be found in the Azure portal; both are subject to change at any

. i time prior to deployment.
3 Instance Configuration Vi

Done Neither subscription credits nor monetary commitment funds may be used to purchase
non-Microsoft offerings. These purchases are billed separately. If any Microsoft products
are included in a Marketplace offering (e.g., Windows Server ar SQL Server), such products

4 Summary \/ are licensed by Microsoft and not by any third party.

Pulse Policy Secure Template deployment is intended for advanced users only. If you are uncertain which
actions will be performed by this template, which resources or offerings will be deployed,
or what prices or legal terms pertain to those resources or offerings, do not deploy this

5 Buy > template.

Terms of use

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) provided above
as well as the legal terms and privacy statement(s) associated with each Marketplace
offering that will be deployed using this template, if any; (b) authorize Microsoft to charge
or bill my current payment method for the fees associated with my use of the offering(s),
including applicable taxes, with the same billing frequency as my Azure subscription, until
| discontinue use of the offering(s); and (c) agree that Microsoft may share my contact
information and transaction details with any third-party sellers of the offering(s). Microsoft
assumes no responsibility for any actions performed by third-party templates and does
not provide rights for third-party products or services. See the Azure Marketplace Terms

-
far additicanal tarme

9. Wait for a few minutes while it creates all the resources. This completes deploying PPS on Azure
Marketplace.

Figure 10: Deployment in Progress

= Microsoft Azure £ Search resources, services, and docs (G+/) 2 © pulsepps@outlook.com @
- DEFAULT DIRECTORY

Home > Virtual machines

Virtual machines Documentation & £ X
Default Directory

+ Add (O Reservations == Edit columns () Refresh 2] start C Restart [] St [il Dele

Subscriptions: Pay-As-You-Go

[Fifter by name.. | [ Al resource groups v | [[Ailtypes ~ | [ Alllocations ~ | [ Alltags | [ o grouping v
Jitems

] Name 1y Type Ty Status Resource group Ty Location 1y Source Maintenance status Subscription 1y,

[ B8 goidenpps Virtual machine Stopped (deallocated) bidportalGelden West US Disk - Pay-As-You-Go

[ B ppsvmi Virtual machine Running PPS3NICMarketNew West US Marketplace - Pay-As-You-Go
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Pulse Policy Secure on Microsoft Azure Cloud

As depicted in the below diagram, an On-premise user can use Pulse Policy Secure to securely access cloud
resources as well as corporate resources. To access PPS or cloud resources there should be site-to-site VPN
between Azure and corporate network.

Figure 11: Pulse Policy Secure on Microsoft Azure

= '\...\ .\‘.\‘ / ,// 7__7‘\

\ \
! - \
[/ ; .
( Authentication Server
~
Pulse Policy Secure
= = — | T T T
= [ % %)—’ = g (&)
2 IPSec VPN Tunnel Pulse Policy Secure
Protected Resources PN Gpteway
/
\ / —3—
\ VNET Subnet sl ] [ ‘ /
\ = /. / \ \ r
Azure Virtual Network (VNET) - v ._\ " ) ) z /
\ — 4 \ s =
% SRR = ~ - On-Premise Network

Prerequisites and System Requirements on Azure

To deploy the Pulse Policy Secure Virtual Appliance on Azure, you need the following;

e A Microsoft Azure account
e Access to the Microsoft Azure portal (https://portal.azure.com)*
e Pulse Policy Secure Virtual Appliance Image (.vhd file)
e Azure Resource Manager template (ARM template)
e Pulse Policy Secure licenses **
e Site-to-Site VPN between Azure and the corporate network since end users are in corporate
network.
e Pulse License Server (optional)**
o Located at corporate network, accessible through site-to-site VPN
e Pulse Policy Secure configuration in XML format (optional)
e The following systems are qualified in 9.1R4 release:

= [DS2 - 2-core
=  DS3-4-core
=  DS4 - 8-core

0 Note:

* Pulse Policy Secure Virtual Appliance can be deployed only through Azure Resource Manager
(ARM) style. It does not support deployment in classic style.

** Pulse Policy Secure Virtual Appliance, by default, has two-users license. This release supports
licensing with License server located at corporate network and licensing through Pulse Cloud
Licensing Service (PCLS) server. For licensing through PCLS, administrator needs to obtain
Authentication Code from Pulse Secure Support and apply it in the Pulse Policy Secure admin
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console.

Steps to Deploy Pulse Policy Secure on Azure

Below are the one-time activities to be followed to deploy Pulse Policy Secure on Azure.

e Upload Pulse Policy Secure Virtual Appliance Image to Azure Web Portal
e Upload Azure Resource Manager Template to Azure Account

Below are the steps to be followed for each deployment of Pulse Policy Secure.

e Deploying Pulse Policy Secure on Azure using Azure Portal
e Deploying Pulse Policy Secure on Azure using Azure CLI

Upload Pulse Policy Secure Virtual Appliance Image to Azure Web Portal

This section shows the steps to upload the Pulse Policy Secure Virtual Appliance image to Azure web portal.
To upload Pulse Policy Secure Virtual Appliance image to Azure web portal, do the following:

1. Visit the Pulse Secure support site www.pulsesecure.net and download the Azure PPS image file (pspps-
azure-psa-v-<releaseno>-<buildno>-package zip) which is in the zipped format.

2. Unzip the file and look for the Pulse Policy Secure Virtual Appliance vhd image.

Log in to the Azure portal.

4. Click New and create a storage account named ‘polsecstorageaccountnew’ under the resource group named
‘polsecrg’.

w

Figure 12: Storage Account - polsecstorageaccountnew

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > Storage accounts > Create storage account

Create storage account

Basics Networking Advanced Tags | R + create |

Azure Storage is 3 Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below. Learn more about Azure
storage accounts ¢

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOUF resources.

Subscription * ‘ Pay-As-You-Go (016f5060-2f5b-45e9-8a78-2180e6238776) e ‘

Resource group * ‘ polsecrg ~ ‘

Create new

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy using
the classic deployment model instead. Choose classic deployment model

Storage account name * () ‘ polsecstorageaccountnew ~ ‘
Location * | ws) west us v
Performance (O @ standard O Premium

Account kind © ‘ StorageV2 (general purpose v2) ~ ‘
Replication @ ‘ Read-access geo-redundant storage {RA-GRS) ~ ‘
Access tier (default) O (O cool (8 Hot

Previous MNext : Networking >

© 2020 Pulse Secure, LLC. All rights reserved 16
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5. Inside the ‘polsecstorageaccountnew’ storage account, create a container named ‘91r4’ as shown below -

Figure 13: Container

Home > Storage accounts > polsecstorageaccount - Containers

1 polsecstorageaccount - Containers

Storage account

|/_,_j Search (Cirl+/) | « ~+ container (3 Change access level () Refresh [i] Delete

-

MNew container

= Overview

Activity log Name *

Ao, Access control {IAM) | 91r4| . |
L Tags Public access level (O

Z® Diagnose and solve problems | Private (no anonymous access) ~ |
W Datatransfer

Iz Storage Explorer (preview) “

6. Inside the ‘91r4’ container, click on upload to upload the Pulse Policy Secure Virtual Appliance image. Inside
the ‘Upload blob’, select the Blob type as Page blob and click on Upload.

Figure 14: Upload Pulse Policy Secure Virtual Appliance Image

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > Storage accounts > polsecstorageaccount - Containers > 91rdimage Up|Dad blob >

girdimage/

‘j »91|i4image

Files®
‘p Search (Ctri+/) | <<| T upload | 3 change access level () Refresh [§] Delete 2 changetier & Acquire lease | Select a file ‘

Authentication method: Access key (Switch to Azure AD User Account) [] overwrite if files already exist
Location: 91rdimage

1 overview

®n Access Control (1AM) ~ Advanced

| Search blobs by prefix (case-sensitive)

Settings Authentication type @

Access policy Name Modified Awcest (hzure AD wser accoun: (T
o D PSA-V-HYPERV-PPS-2568.1-SERIAL-hyperv.vhd 11/25/2019, 12:07:43 AM -
!I! properties Blob type (&
PSA-V-HYPERV-PPS-2626.1-SERIAL-hyperv.vhd 12/4/2019, 12:06:57 PM g
@ Metadata U b [ Page blob v

Upload whd files as page blobs (recommended)

Block size &)

[ame ~ |

Upload to folder

Upload Azure Resource Manager Template to Azure Account

The Azure Resource Manager (ARM) template is a JSON-based file, which has instructions for Azure Fabric on all
the resources that need to be created on Azure while running this script. More details on the ARM template can
be found at https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-create-first-
template.

Pulse Secure provides sample Azure template file for three NIC card, namely “pulsesecure-pps-3-nics.zip” and
“pulsesecure-pps-3-nics-existing-vnet.zip”. Users can modify the template to make it suitable for their need. Here
are the steps to upload the template to Azure Portal.
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1. Unzip the pulsesecure-pps-3-nics.zip file to get azuredeploy.json.
2. Loginto the Azure portal.

3. Inthe search bar type '‘Deploy from a custom template’. Click on ‘Build your own template in the editor’.
Figure 15: Deploy from a custom template

_ Microsoft Azure & Search resources, services, and docs (G+/)

Home > Custom deployment

Custom deployment

Deploy from a custom template

Learn about template deployment

© Read the docs @

£ Build your own template in the editor

Common templates
A Create a Linux virtual machine
A Create a Windows virtual machine
@ Create a web app

B Create a SQL database

Load a GitHub quickstart template

Select a template (disclaimer) (0

| Type to start filtering... 7

4. Copy the contents of azuredeploy.json and paste it in the template section. Click on ‘Save’' Button.
Figure 16: Add ARM Template

= Microsoft Azure P Search resources, services, and docs (G+/) 0 2 @outlock.com @
- DEFAULT DIRECTORY &P

Home > Custom deployment > Edit template

Edit template »

Edit your Azure Resource Manager template

- Addresource T Quickstart template T Loadfile < Download

.
» M Parameters (11) 1 {
N Variables (19) 2 :SSChema": :'Pjttlplas:i/schema;mamagement.a:ur‘e.cDm/schemas/2615—61—Bl/depluymenﬂemplate.json#:‘,
3 contentVersion™: "1.8.0.0",
™ F# Resources (9) 4 “parameters”: {
3 [variables('publiclPAddr1)] {Mic... 5 "PPSStorageAccountName”™: {
4> [variables('ppsvnetname’)] (Mic... 6 type: "string”,
7 "defaultValue”: "polsecstorageaccount”,
W [variables(ppsExtNic)] (Micros... 8 "metadata”: {
W [variablesCppsMgmtiic] (Micr... 9 "description”: "Storage account name whers PPS image is uploaded”
[} [variables('ppsintNic')] (Microso... e s i
11 .
Bl [parameters(PPSVmName’] (V... 12 "PPSStorageAccountResourceGrouplame™: {
e [variables('nsgExt)] (Microsoft.... 13 "type": "string”,
& DvariablestnsgMgmt]] (Microse... 14 "defaultvalue": "polsecrg”,
. . . 15 "metadata”: {
W [variables(nsgint ] (Microsoft. 16 "description”: "Resource group of the existing storage account where PPS image is uploaded”
17 1
18 ¥s
19 "PPSImagelocationURI™: {
28 “type": "string”,
21 "defaultValue”: “"https://polsecstorageaccount.blob.core.windows.net/master/pps-azure.vhd”,

o]
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Deploying Pulse Policy Secure on Azure using Azure
Portal

Before proceeding with the deployment, refer the following sections:

e Upload Pulse Policy Secure Virtual Appliance Image to Azure
e Upload Azure Resource Manager Template to Azure Account

Pulse Policy Secure can be deployed on:

e anew Virtual network or
e an already existing Virtual network

Deploying PPS on New Virtual Network

This section describes deployment with three NIC cards and two NIC cards.
Deployment on VM with Three NIC Cards

To deploy PPS on Azure using the Azure portal, do the following:
1. Select the template file created in section ‘Upload Azure Resource Manager Template to Azure account’ and
click Save.

i Note: Before proceeding with deployment, ensure that the attribute “accept-license-agreement” in
pulse-config is set to “y".

Figure 17: Custom Deployment on VM with Three NIC Cards - New Virtual Network
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= Microsoft Azure P search resources, services, and docs (G+/)

Home > Custom deployment

Custom deployment

Deplay from a custom template

TEMPLATE

mmm Customized template
]

i ]

Edit paramet... Learn more

S g resources | edit template |

BASICS

Subscription * | Pay-As-You-Go (016f5060-2{5b-45e9-8278-2180e6a38776) e ‘

| polsecrg ~ ‘
Create new

Resource group *

Location LISY Wact | ]S .

SETTINGS

PPS Storage Account Name (&) | polsecstorageaccount ‘

PPS Storage Account Resource Group

MName (& | polsecrg ‘
PPS Image Location URI (3 | https://polsecstorageaccount.blob.core.windows.net/master/pps-azure.vhd ‘
PPSVM Name (3) | PPSAzureVis, ‘
PPS Config (@ | <pulse-config> <wins-server>1.1.1.1 < /wins-server> <dns-domain:psecure.ne... ‘

SSH Public Key * () | ‘

Dns Label Prefix Mgmt (0 | mycloudppsmgmt ‘
Vnet Address Space (O | 10.100.0.0/16 ‘
Internal Subnet (&) | 10.100.1.0/24 ‘
External Subnet (D | 10.100.2.0/24 ‘
Management Subnet (O | 10.100.3.0/24 ‘
TERMS AND CONDITIONS

LFERIUYITIG LTS LETTTPIdE WIN Credie One or more AZUne resSources un Mdreeipiate unienngs. Yyou dernuwieayge uidl you
are responsible for reviewing the applicable pricing and legal terms associated with all resources and offerings
deployed as part of this template. Prices and associated legal terms for any Marketplace offerings can be found in the
Azure Marketplace; both are subject to change at any time prier to deployment,

Neither subscription credits nor monetary commitment funds may be used to purchase non-Microsoft offerings. These
purchases are billed separately.

I:‘ | agree to the terms and conditions stated above

2. Fill or maodify the following parameters:

= Resource group: Specify the resource group name in which Pulse Policy Secure needs to be
deployed
= |Location: Region where resource group needs to be created

= PPS Storage Account Name: Storage account name where the Pulse Policy Secure Virtual Appliance
image is available

= PPS Storage Account Resource Group: Resource group of where the Pulse Policy Secure Virtual
Appliance image is copied

= PPS Image Location URI: URI to Pulse Policy Secure Virtual Appliance Image

= PPSVM Name: Name of the Pulse Policy Secure Virtual instance
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= PPS Config: Provisioning parameters in an XML format. Refer the section ‘Pulse Policy Secure
Provisioning Parameters’

= SSH Public Key: This key is used to access PPS via SSH. The SSH keys are generated using ssh-keygen
on Linux and OS X, or PuTTyGen on Windows. For details about generating the SSH key pairs, refer:

For Windows: https://docs.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows

For MacOS and Linux: https://docs.microsoft.com/en-us/azure/virtual-machines/linux/mac-create-ssh-
keys

= DNS Label Prefix Mgmt: Prefix for the management interface DNS label

= Vnet Address Space: Virtual network address space
= |nternal Subnet: Subnet from which Pulse Policy Secure internal interface needs to lease IP
= External Subnet: Subnet from which Pulse Policy Secure external interface needs to lease IP

= Management Subnet: Subnet from which Pulse Policy Secure management interface needs to lease
IP

Agree to the Azure licensing terms and click Purchase.
4. Watch for the deployment succeeded message after 3 to 5 minutes.

w

Figure 18: Deployment Succeeded

= Microsoft Azure R Search resources, services, and docs (G+/) 0 o 2 s@outlook.com @
- DEFAULT DIRECTORY @

Home > Resource groups > psa/000ResGrp

(%) Psa?OUOResGrp X
Resource group
|/’) Search (Ctrl+/) ‘ « T Add Edit columns  [i] Delete resource group () Refresh = Move ¥ Expart to CSV @ Assign tags [ pelete Export template P Feedback
. Essentials ¥
4 Overview

B Activity log Type==all @ Location == all @ +v Add filter
Ao Access control (IAM) Showing 1 to 0 of 9 records. |:| Show hidden types @ Mo grouping AV
‘ Tags \:‘ Name Ty Type T4 Location Ty

Events D B2 psazo00 Virtual machine West US
Settings D “,. PSA7000NSGExternal Network security group West US
& Quickstart |:| ",. PSA7000NSGInternal Network security group West US
& Deployments [] @ psarooonsGManagement Network security group West US

Policies D 88 PsA7000PPSExternalNIC Netwaork interface West US
=& Properties |:| B rsa7000PPsExternalPubliclp Public IP address West US
£ Locks D #8 Psa7000PPSINternalNIC Metwaork interface West US
E3 Export template D = PSA7000PPSManagementPublicl P Public IP address West US
Cost Management [71 &R psa7000PPSMannementNIC Network interface West US vee [
f Cost analysis Previous Page of 1 ext

5. Goto the resource group in which the Pulse Policy Secure Virtual Appliance was deployed to see the
resources created.

6. Navigate to the resource group and click PPS Management Public IP. Make a note of the PPS Management
Public IP and DNS name (FQDN) to access PPS for admin page.
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Figure 19: PPS Management Public IP

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > Resource groups » psa7000ResGrp > PSA7000PPSManagementPubliclP

&7 PSA7000PPSManagementPubliclP
W public IP address

ublic 1P addre

|/O = ‘« @ assocate X Dissociate —> Move [i] Delete () Refresh
B overview Resource group (change) : psa7000ResGrp

Location : West US
& Activity log

Subscription (change) : Pay-As-You-Go

Ao, Access control (IAM)

‘ Tags

Subscription 1D : 016f3060-2f5h-4529-8a78-218026328776

Settings Tags (change) : Click here to add tags

& Configuration

Y properties

ﬂ Locks

EX Export template
Monitoring

& Diagnostic settings

#® Logs

Support + troubleshooting

vam

- Basi

1P address

DNS name

1 13.64.184.124

: trickmycloudppsmgmt.westus.cloudapp.azure.com

Associated to

Virtual machine :

: PSATO00PPSMangementMIC
PSAT000

0 Note: Azure allows static as well as dynamic assignment of IP addresses to the network interfaces. The mode

of IP assignment (static/dynamic) can be mentioned in the Azure Resource Manage template file. The current

JSON template uses the dynamic method of allotting IP addresses to the network interfaces.

Deployment on VM with Two NIC Cards

To deploy Pulse Policy Secure on Azure using the Azure portal, do the following:
1. Select the template file created in section ‘Upload Azure Resource Manager Template to Azure account’ and

click Deploy.

o Note: Before proceeding with deployment, ensure that the attribute “accept-license-agreement” in

pulse-config is set to “y".

Figure 20: Custom Deployment on VM with Two NIC Cards — New Virtual Network

© 2020 Pulse Secure, LLC. All rights reserved

22



Pulse Policy Secure Virtual Appliance on Microsoft Azure - Deployment Guide

= Microsoft Azure P search resources, services, and docs (G+/)

Home > Custom deployment

Custom deployment

Deplay from a custom template

""" [EWVIFLATE
== Customized template j o
W=7 resources Edit template Edit paramet... Learn more
BASICS
Subscription * Pay-As-You-Go (016f5060-2f5b-45e9-8a78-a18026a38776) N |
| polsecrg v |

Resource group *

Create new

Location (US) West US Ed

SETTINGS

PPS Storage Account Name (@ | polsecstorageaccount |

PPS Storage Account Resource Group

Name (3) | polsecrg |
PPS Image Location URI (T | https://polsecstorageaccount.blob.core windows.net/91r4/PSA-V-HYPERV-PPS... |
PPSVM Name () | PPSAZUreVA |
PPS Config (O | <pulse-config> <wins-server=1.1.1.1</wins-server> <dns-domain> psecure.ne... |

SSH Public Key * (@) | |

Dns Label Prefix Int (0 | mycloudppsint |
Vnet Address Space (O | 10.100.0.0/16 |
Internal Subnet (3 | 10.100.1.0/24 |
External Subnet () [ 10.100.20/24 |

TERMS AND CONDITIONS

Azure Marketplace Terms | Azure Marketplace

By clicking “Purchase” | (2] agree to the applicable legal terms associated with the offering; (b) authorize Microsoft to
charge or bill my current payment method for the fees associated the offerning(s), including applicable taxes, with the
same billing frequency as my Azure subscription, until | discontinue use of the offering(s); and (c) agree that, if the

deployment involves 3rd party offerings, Microsoft may share my contact information and other details of such
deployment with the publisher of that offering. -

I:‘ I agree to the terms and conditions stated above

2. Fill or modify the following parameters:
= Resource group: Specify the resource group name in which Pulse Policy Secure needs to be
deployed
= Location: Region where resource group needs to be created

= PPS Storage Account Name: Storage account name where the Pulse Policy Secure Virtual Appliance
image is available

= PPS Storage Account Resource Group: Resource group of where the Pulse Policy Secure Virtual
Appliance image is copied

= PPSImage Location URI: URI to Pulse Policy Secure Virtual Appliance Image

= PPSVM Name: Name of the Pulse Policy Secure Virtual instance

= PPS Config: Provisioning parameters in an XML format.
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= SSH Public Key: This key is used to access PPS via SSH. The SSH keys are generated using ssh-keygen
on Linux and OS X, or PuTTyGen on Windows. For details about generating the SSH key pairs, refer:

For Windows: https://docs.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
For MacOS and Linux: https://docs.microsoft.com/en-us/azure/virtual-machines/linux/mac-create-ssh-

keys

= DNS Label Prefix Int: Prefix for the internal interface DNS label

= Vnet Address Space: Virtual network address space

= |nternal Subnet: Subnet from which Pulse Policy Secure internal interface needs to lease IP

= External Subnet: Subnet from which Pulse Policy Secure external interface needs to lease IP

3. Agree to the Azure licensing terms and click Purchase.
4.

Figure 21: Deployment Succeeded

Watch for the deployment succeeded message after 3 to 5 minutes.

P Search resources, services, and docs (G+/)

Home > psa2nicresgrp

i@outlock.com @

DEFAULT DIRECTORY

[6) psinicrsare .
‘/»; search (Ctrl+ | « T Add Edit columns i Delete rescurce group 'T_) Refresh > Move v Exportto CSV 3 Assign tags f Delete - Export template O Feedback
o . Essentials ¥
4 Overview
Activity log Type==all @ Location == all @ +7 Add filter
R Access control (1AM) Shawing 1 to 7 of 7 records. || Show hidden types (&
® Tags [ Name 4y Type Ty Location T
Eents D i. NSGExternal Network security group West US

Settings D i. NSGInternal Network security group West US
& Quickstart [] B pesazurevaznic Virtual machine West US
& Deployments ] & pesexternalnic Network interface West US

) Policies O & pesintemalnic Network interface West US
3= Properties [ 8 eesintemalpublicip Public P address West US
5 Locks D 4> PPSVirtualNetwork Virtual network West US

K3 Export template

Cost Management

@ Cost analysis
Previous Fageof'\ Next

5. Go to the resource group in which the Pulse Policy Secure Virtual Appliance was deployed to see the

resources created.

6. Click PPS Internal Public IP and note down the PPS Internal Public IP and DNS name (FQDN) to access PPS

for end user page.

Figure 22: PPS Imternal Public IP

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > psa2nicresgrp > PPSInternalPubliclP

&= PPSInternalPubliclP

B puplic 1P agdress
‘/.’j kearch (ctrl+/) |« ® Associate X Dissociate = Move [ Delete () Refresh
B ovenview Resource group (change) : psaZnicresgrp SKU : Basic
Location : West US IP address : 137.135.41.116
B Activity log .
Subscription (change) : Pay-As-You-Go DNS name : mycloudppsint.westus.cloudapp.azure.com
Ry o )
R Access control (IAM) Subscription 1D | 016f5060-2f5h-45e0-2a78-2180e6238776 Associated to : PPSInternalNIC
® Tags Virtual machine : PPSAzureVAZnic
Settings Tags {change) i Click here to add tags

& Configuration
1t properties

ﬂ Locks

o Note: Azure allows static as well as dynamic assignment of IP addresses to the network interfaces. The mode
of IP assignment (static/dynamic) can be mentioned in the Azure Resource Manage template file. The current
JSON template uses the dynamic method of allotting IP addresses to the network interfaces.
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Deploying PPS on an Existing Virtual Network

This section describes deployment with three NIC cards and two NIC cards.
Deployment on VM with Three NIC Cards

To deploy Pulse Policy Secure on Azure using the Azure portal, do the following:

1. Select the template file “pulsesecure-pps-3-nics-existing-vnet” created in the section ‘Upload Azure Resource
Manager Template to Azure account’ and click Save.

o Note: Before proceeding with deployment, ensure that the attribute “accept-license-agreement” in
pulse-config is set to “y".

Figure 23: Custom Deployment on VM with Three NIC Cards - Existing Virtual Network

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > Custom deployment

Custom deployment

Deploy from a custom template

TEMPLATE
HLH Customized template o
= g resources Edit template Edit paramet... Learn more
BASICS
Subscription * Pay-As-You-Go (016f5060-2fSb-45e9-8a78-a180e6a38776) ~ |
| polsecrg ~ |

Resource group *

Location

SETTINGS

PPS Storage Account Name (3

PPS Storage Account Resource Group

Name (3

PPS Image Location URI ()
PPSVM Name ()

PPS Config ()

SSH Public Key * @

Dns Label Prefix Mgmt (O

Resource Group Name Of Existing
Virtual Network (3

Existing Vnet Name ()

Create new

| polsecstorageaccount

| polsecrg

| https://polsecstorageaccount.blob.core.windows.net/91rdimage/PSA-V-HYPE...

| prsazureva

| <pulse-configs < wins-server=1.1.1.1< /wins-servers <dns-domain = psecure.ne...

| mycloudppsmgmt

| BxistingVnetre

| virtualNetwork

Existing Internal Subnet () | subnet1
Existing External Subnet (@ | subnet?
Existing Management Subnet (@ | subnet3

TERMS AND CONDITIONS

Azure Marketplace Terms | Azure Marketplace

By clicking “Purchase,” | (a) agree to the applicable legal terms associated with the offering; (b) authorize Microsoft to
charge or bill my current payment method for the fees associated the offering(s), including applicable taxes, with the
same billing frequency as my Azure subscription, until | discontinue use of the offering(s); and (c) agree that, if the
deployment involves 3rd party offerings, Microsoft may share my contact information and other details of such
deployment with the publisher of that offering.

D | agree to the terms and conditions stated above
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2. Fill or maodify the following parameters:

Resource group: Specify the resource group name in which Pulse Policy Secure needs to be
deployed
Location: Region where resource group needs to be created

PPS Storage Account Name: Storage account name where the Pulse Policy Secure Virtual Appliance
image is available

PPS Storage Account Resource Group: Resource group of where the Pulse Policy Secure Virtual
Appliance image is copied

PPS Image Location URI: URI to Pulse Policy Secure Virtual Appliance Image

PPS VM Name: Name of the Pulse Policy Secure Virtual instance

PPS Config: Provisioning parameters in XML format. Refer ‘Pulse Policy Secure Provisioning
Parameters’

SSH Public Key: This key is used to access PPS via SSH. The SSH keys are generated using ssh-keygen
on Linux and OS X, or PuTTyGen on Windows. For details about generating the SSH key pairs, refer:

For Windows: https://docs.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
For MacOS and Linux: https://docs.microsoft.com/en-us/azure/virtual-machines/linux/mac-create-ssh-

keys

DNS Label Prefix Mgmt: Prefix for the management interface DNS label
Resource Group Name of Existing Virtual Network: Resource Group name of the Virtual network
Existing Vnet Name: Virtual network name

Existing Internal Subnet: Subnet from which the Pulse Policy Secure internal interface needs to lease
IP

Existing External Subnet: Subnet from which the Pulse Policy Secure external interface needs to
lease IP

Existing Management Subnet: Subnet from which the Pulse Policy Secure management interface
needs to lease IP

w

Agree to the Azure licensing terms and click Purchase.
4. Watch for the deployment succeeded message after 3 to 5 minutes.

Figure 24: Deployment Succeeded

P Search resources, services, and docs (G+/)

> psa7000ResGrp

Home > Resource groups

s@outlock.com @

DEFAULT DIRECTORY P

) psa7000ResGrp = X
Resource group
‘/.g Search (Ctrl+/) ‘ < - Add Editcolumns [@ Delete resource group () Refresh —> Move L Exporttocsv Assign tags elet: Export template 0 Feedback
Essentials ¥
* Overview
B Activitylog Type==all @ Location == all @ +7 Add filter
y
o Access control (IAM) Shawing 1 to 9 of 9 records. \:| Show hidden types @
‘ Tags D Name Ty Type Tu Location Ty
Events
! [] B psa7000 Virtual machine West US
Settings [ @ psarovonsGexterna Netwark security group West US
Quickstart D ". PSAT000NS al Network security group West US
. Deployments D ‘.. PSAT000NSGManagement Netwaork security group West US
policies [] 8B psa7oooppsexternalNIC Netwark interface West US
3= Properties [] B psa7oooppsexternalpubliclp Public IP address West US
& Locks ] @ esaooopesint c Network interface West US
5 Export template D B psa7000PPSManagementPubliclP Public 1P address West US
Cost Management [ R psa70n0PPSMAnaementNIC Netwark interface West US e
%@, Cost analysis Page of 1
- -
4
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5. Go to the resource group in which the Pulse Policy Secure Virtual appliance was deployed to see the
resources created.

6. Navigate to the resource group and click PPS Management Public IP. Make a note of the PPS Management
Public IP and DNS name (FQDN) to access PPS for admin page.

Figure 25: PPS Management Public IP

£ Search resources, services, and docs (G+/)

Home > Resource groups > psa7000ResGrp > PSA7000PPSManagementPubliclP
&= PSA7000PPSManagementPublicIP

S public 1P address

|;7 Search (Ctrl+/) | « @ Associate Y Dissociate > Move [i] Delete () Refresh
B Overview Resource group (change) : psa7000ResGrp 4Nl - Bzl
Location : West US IP address 11364084024
E Activity log
Subscription (change) : Pay-As-You-Go DNS name : trickmycloudppsmgmt.westus.cloudapp.azure.com
8o - )
. Access control (IAM) Subscription 1D : 0165060-25h-45e0-8a74-21806238776 Associated to  : PSAT000PPSMangementNIC
@ Tags Virtual machine : PSA7000
Settings Tags (change) : Click here to add tags

& Configuration

! Properties
ﬂ Locks
B} Export template
Monitoring

i Diagnostic settings
- Logs

Support + troubleshooting

0 Note: Azure allows static as well as dynamic assignment of the IP addresses to the network interfaces. The
mode of IP assignment (static/dynamic) can be mentioned in the Azure Resource Manage template file. The
current JSON template uses dynamic method of allotting IP addresses to the network interfaces.

Deployment on VM with Two NIC Cards

To deploy Pulse Policy Secure on Azure using the Azure portal, do the following:

7. Select the template file “pulsesecure-pps-2-nics-existing-vnet” created in the section ‘Upload Azure Resource
Manager Template to Azure account’ and click Deploy.

0 Note: Before proceeding with deployment, ensure that the attribute “accept-license-agreement” in
pulse-config is set to “y".

Figure 26: Custom Deployment on VM with Two NIC Cards - Existing Virtual Network
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Microsoft Azure XL Search resources, services, and docs (G+/)

Home > Custom deployment

Custom deployment

Deploy from a custom template

TEMPLATE

mum Customized template
1]

& & i)

6 resources Edit template Edit paramet... Learn more
BASICS
Subscription * | Pay-As-You-Go (016f5060-2f5h-4520-8a78-2180e6328776) ~ |
Resource group * | polsecrg ~ |

Create new

Location (US) West US o
SETTINGS
PPS Storage Account Name (O | polsecstorageaccount |
PPS Storage Account Resource Group
Name (3 polsecrg |

PPS Image Location URI (7)

https://polsecstorageaccount.blob.core.windows.net/81rdimage/PSA-V-HYPE... |

PPSVM Name ()

PPSAzuUreVA

PPS Config (@

<pulse-config> <wins-server>1.1.1.1 < fwins-server> <dns-domain > psecure.ne... |

SSH Public Key * (0 |

Dns Label Prefix Int O mycloudppsint

Resource Group Name Of Existing

Virtual Metwork ()

ExistingVnetRG

Existing Vnet Name (O

virtualNetwork

Existing Internal Subnet @ | subnetl

Existing External Subnet (@ | subnet2

TERMS AND CONDITIONS

Azure Marketplace Terms | Azure Marketplace

By clicking “Purchase,” | (3) agree to the applicable legal terms asscciated with the offering; (b) authorize Microsoft to
charge or bill my current payment method for the fees associated the offering(s), including applicable taxes, with the
same billing frequency as my Azure subscription, until | discontinue use of the offering(s); and (c) agree that, if the
deployment involves 3rd party offerings, Microsoft may share my contact information and other details of such

deployment with the publisher of that offering.

D I agree to the terms and conditions stated above

8. Fill or modify the following parameters:
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= Resource group: Specify the resource group name in which Pulse Policy Secure needs to be
deployed
= Location: Region where resource group needs to be created

= PPS Storage Account Name: Storage account name where the Pulse Policy Secure Virtual Appliance
image is available

= PPS Storage Account Resource Group: Resource group of where the Pulse Policy Secure Virtual
Appliance image is copied

» PPSImage Location URI: URI to Pulse Policy Secure Virtual Appliance Image

»= PPS VM Name: Name of the Pulse Policy Secure Virtual instance

» PPS Config: Provisioning parameters in XML format.

= SSH Public Key: This key is used to access PPS via SSH. The SSH keys are generated using ssh-keygen
on Linux and OS X, or PuTTyGen on Windows. For details about generating the SSH key pairs, refer:

For Windows: https://docs.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
For MacOS and Linux: https://docs.microsoft.com/en-us/azure/virtual-machines/linux/mac-create-ssh-

keys
= DNS Label Prefix Int: Prefix for the internal interface DNS label

= Resource Group Name of Existing Virtual Network: Resource Group name of the Virtual network

= Existing Vnet Name: Virtual network name

= Existing Internal Subnet: Subnet from which the Pulse Policy Secure internal interface needs to lease
IP

= Existing External Subnet: Subnet from which the Pulse Policy Secure external interface needs to
lease IP

9. Agree to the Azure licensing terms and click Purchase.
10. Watch for the deployment succeeded message after 3 to 5 minutes.

Figure 27: Deployment Succeeded

= Microsoft Azure P Search resources, services, and docs (G+/) 0 & 2 s@outlook.com @
- DEFAULT DIRECTORY @0

Home > Resource groups > psa7000ResGrp

)] psa7000ResGrp £ X

Resource group

|;) Search (Ctri+/) | . + Add Edit columns  [i] Delete resource group () Refresh —> Move ¥ Exportto CSV Assign tags Delete Export template D Feedback

Essentials ¥
4 Overview

B Activity log Filter by name... Type==all @ Location == all @ Ty Add filter
Ao Access control (1AM) Showing 1to 90 records.  |_] Show hidden types @
L Tags D Name Type T Location T
Eents D K3 osa7000 Virtual machine West US
Settings [ @ rsa7ooonsGextena Metwork security group West US
Quickstart [] @ esa7ooon Network security group West US
& Deployments [] @ Psa7000NsGManage Netwaork security group West US
Policies |:| @ Psa7000PPSEXternalNIC Network interface West US
5= Properties [J B psa7ooorpsexternalpublicip public IP address West US
£ Locks [] @8 psa7000PPsinternalic Network interface West US
2 Export template [J B esaroooepsm nentPubliclP Public IP address West US
Cost Management [71 @ psazonoppsm antNIC Network interface West US -

. Cost analysis Page of 1

4

11. Go to the resource group in which the Pulse Policy Secure Virtual appliance was deployed to see the
resources created.

12. Click PPS Internal Public IP and note down the PPS Internal Public IP and DNS name (FQDN) to access PPS
for end user page.

Figure 28: PULSE POLICY SECURE Internal Public IP
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P Search resources, services, and docs (G+/) B g 0o & 7?7 © pul

Home > psa2nicresgrp > PPSInternalPubliclP

&= PPSInternalPubliclP

[ Bearch cculn | « X Dissociate —> Move [i] Delete (0 Refresh
B Overview Resource group (change) : psa2nicresgrp SKU . Basic
Location : West US IP address : 137.13541.116
& Activity log . X
Subscription {change) : Pay-As-You-Go DNS name : mycloudppsint.westus.cloudapp.azure.com

. Access control (1AM) Subscription ID | 01675060-215b-45e9-8a78-212026a38776 Associated to  : PPSInternalNIC
& Tags Virtual machine : PPSAzureVA2nic
Settings Tags (change) : Click here to add tags

& Configuration

1! Properties

B Locks

0 Note: Azure allows static as well as dynamic assignment of the IP addresses to the network interfaces. The
mode of IP assignment (static/dynamic) can be mentioned in the Azure Resource Manage template file. The
current JSON template uses dynamic method of allotting IP addresses to the network interfaces.

Deploying Pulse Policy Secure on Azure using Azure CLI

Before proceeding with the deployment, refer Upload Pulse Policy Secure Virtual Appliance Image to Azure.

Download and Install Azure CLI from https://azure.github.io/projects/clis.

Visit www.pulsesecure.net and download the ps-pps-azure-psa-v-<releaseno>-<buildno>-package.zip file.
Unzip the file and look for the pulsesecure-pps-3-nics.zip file. Unzip the file to get azuredeploy.json
Ensure that parameters section has correct default values:

AN =

= PPS Storage Account Name: Storage account name where the Pulse Policy Secure Virtual Appliance
image is available

= PPS Storage Account Resource Group: Resource group where the Pulse Policy Secure Virtual
Appliance image is copied

= PPSImage Location URI: URI to the Pulse Policy Secure Virtual Appliance Image

= PPS VM Name: Name of the Pulse Policy Secure Virtual instance

= PPS Config: Provisioning parameters in an XML format. Refer “Pulse Policy Secure Provisioning
Parameters”

= DNS Label Prefix Mgmt: Prefix for the management interface DNS label

» Vnet Address Space: Virtual network address space

= Internal Subnet: Subnet from which the Pulse Policy Secure internal interface needs to lease IP
5. To deploy Pulse Policy Secure using Azure CLI, run the following commands

$ az login
$ az group create -| <location> -n <resource group name>
$ az group deployment create -g <resource group name> --template-file <json file name>

For example: C:\Users\xyz>az login
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C:\Users\Sachin»az login
You have logged in. Now let us find all the subscriptions to which you have access...
[
{
"cloudName”: "AzureCloud”,
"id": "87ca7834-b728-4432-b509-28f526eaadab”,
"isDefault": false,
"name": "Pay-As-You-Go",
"state": "Disabled”,
"tenantId": "d@57727c-e52f-4a27-95a6-678C0986a98be",
"user”: {
"name”: "pulsepps@outloock.com”,
"type": "user”

"cloudName”: "AzureCloud”,
"id": "@16f5868-2f5b-45e0-8a78-al8Be6a38776",
"isDefault”: true,
"name": "Pay-As-You-Go",
"state": "Enabled",
"tenantId": "d@57727c-e52f-4a27-95a6-678C0986a98be",
"user”: {
"name”: "pulsepps@outloock.com”,
"type": "user”

Iy
1

reMilsarc\Sarhins

C:\Users\xyz>az group create -l westus -n MyResourceGroup

C:\Usersh\Sachinraz group create -1 westus -n MyResourceGroup

1

"id": "/subscriptions/@16f5860-2f5b-45e9-8a78-318Be6a38776/ resourceGroups/MyResourceGroup”,

"location”: "westus"”,

"managedBy": null,

"name”: "MyResourceGroup”,

"properties”: {

"provisioningState”: "Succeeded”

}

"tags": null,

"type": "Microsoft.Resources/resourceGroups”
¥

C:\Usersh\Sachin>»
C:\Users\xyz\Downloads>az group deployment create -g MyResourceGroup --template-file forcli.json

"id"™: null,
"namespace": "Microsoft. Compute"™,
"registrationPolicy™: null,
"registrationState": null,
"resourcelypes™: [
{
"aliases": null,
"apiVersions™: null,
"capabilities"™: null,
"locations"™: [
: "westus"
1,
"properties™: null,
"resgpurceType™: "virtualMachines™

}
1,
"provisioningState": "Succeeded"™,
"template™: null,
"templateHash™: "€5€42550&£50034&71559™,
"templateLink™: nullJ
"timestamp™: "201%-12-1€T10:35:15_300522+00:00"
e
"resourcefroup": "MyResourceZroup",
"type": "Microsoft.BResources/deployments"™

C:\WUsershSachin' Downloads=
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Pulse Policy Secure Provisioning Parameters

Provisioning parameters are those parameters which are required during the deployment of a virtual appliance.
Pulse Policy Secure accepts the following parameters as provisioning parameters in the XML format.

"<pulse-config>
<primary-dns>8.8.8.8</primary-dns>
<secondary-dns>8.8.8.9</secondary-dns>
<wins-server>1.1.1.1</wins-server>
<dns-domain>psecure.net</dns-domain>
<admin-username>admin</admin-username>
<admin-password>password</admin-password>
<cert-common-name>va’l.psecure.net</cert-common-name>
<cert-random-text>fdsfpisonvsfnms</cert-random-text>
<cert-organisation>Psecure Org</cert-organisation>
<config-download-url><value></config-download-url>
<config-data><value></config-data>
<auth-code-license><value></auth-code-license>
<enable-license-server>n</enable-license-server>
<accept-license-agreement>n</accept-license-agreement>
<enable-rest>n</enable-rest>

</pulse-config>",

The below table depicts the details of xml file.

# Parameter Name Type ‘ Description

1 primary-dns IP address Primary DNS for Pulse Policy Secure

2 secondary-dns IP address Secondary DNS for Pulse Policy Secure

3 wins-server IP address Wins server for Pulse Policy Secure

4 dns-domain string DNS domain of Pulse Policy Secure

5 admin-username string admin Ul user name

6 admin-password string admin Ul password

7 cert-common-name string Common name for the self-signed certificate

g cert-random-text string generation. This certificate is used as the

" — - device certificate of Pulse Policy Secure

9 cert-organization string Random text for the self-certificate generation
Organization name for the self-signed
certificate generation

10 config-download-url String URL Http based URL where XML based Pulse
Policy Secure configuration can be found.
During provisioning, Pulse Policy Secure
fetches this file and comes up with preloaded
configuration. XML based configuration can
be present in another VM in Azure cloud or at
corporate network which is accessible for
Pulse Policy Secure through site to site VPN
between Azure and corporate data center

11 config-data string base64 encoded XML based Pulse Policy
Secure configuration

12 auth-code-license string Authentication code that needs to be
obtained from Pulse Secure

13 enable-license-server string If set to 'y, PPS will be deployed as a License
server.
If set to 'n’, PPS will be deployed as a normal
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server.

14 accept-license-agreement string This value is passed to the instance for
configuration at the boot time. By default, this
value is set to 'n’. This value must be setto .

15 enable-rest string If set to 'y, REST APl access for the
administrator user is enabled.

b . . . . .
Note: In the above list of parameters, primary dns, dns domain, admin username, admin password, cert-
random name, cert-random text, cert-organization and accept-license-agreement are mandatory parameters.
The other parameters are optional parameters.

Provisioning Pulse Policy Secure with Predefined
Configuration

The Pulse Policy Secure Virtual Appliance can be provisioned on Azure with a pre-defined Pulse Policy Secure
configuration. The provisioning can be done in the following two ways:
e Pulse Policy Secure administrator needs to provide the location of the XML-based
configuration as a provisioning parameter. Refer ‘Pulse Policy Secure Provisioning Parameters’
for details about the Pulse Policy Secure specific provisioning parameters.

Pulse Policy Secure configuration can be kept on Azure VM or on a machine located in the corporate
network. If it is in the corporate network, the Pulse Policy Secure administrator needs to ensure that
site-to-site VPN between Azure to corporate network is already established so that Pulse Policy Secure
can access the machine located in the corporate network.

e Pulse Policy Secure administrator provides the configuration data encoded in the base64
encoded xml in the ARM template.

Configuring Licenses on the Pulse Policy Secure
Appliance

By default, two-user licenses are provided. To add more licenses, the Pulse Policy Secure administrator needs to
leverage the Pulse License server.
The Pulse License server can be made available in:

e corporate network

e (cloud network

Pulse License Server in Corporate Network

Figure 29: Pulse License Server in a Corporate Network
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Authentication Server
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Azure Cloud On-Premise Network

Pulse License Server in Cloud Network

Pulse Policy Secure

Switch

Pulse Policy Secure virtual machines (VM) are enabled to provision licenses through the Pulse Cloud Licensing
Service (PCLS). For this, administrator needs to obtain an Authentication code from Pulse Secure Support and
apply it in Download Licenses page of PPS admin console. The PPS also periodically sends heartbeat messages
to PCLS for auditing purposes.

The Authentication code can also be specified in the ARM template. When PPS comes up, it automatically
fetches the Authentication code.

e Adding Authentication Code in PPS Admin Console
e Including Authentication Code in ARM Template

Figure 30: Pulse License Server in Cloud Network
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Adding Authentication Code in PPS Admin Console

To add Authentication code:

1. Go to System > Configuration > Licensing > Download Licenses.
2. Under On demand license downloads, enter the Authentication code in the text box.
3. C(lick on Download and Install.

Figure 31: Enter Authentication Code

Configuration > Licensing > Download License

Download License

Configuration

Pulse One Security Certificates DI Agent Sensors Client Types SAML Guest Access Advanced Networking Notification

+ License downloads settings

Use this section to medify network settings for license server.
Preferred Network internal v

Note: Please ensure that Preferred Network has IPv4 settings configured and enabled for license downloads to succeed

¥ On demand license downloads

Enter Authentication Code in the below text box
Saved auth code: e2b9-3229-8666-a715

Including Authentication Code in ARM Template

To include Authentication code in the ARM template:

1. Inthe ARM template, go to the PPSConfig section.

2. For the element <auth-code-license>, enter the Authentication code as the content.
3. Save the template.

"defaultValue™:

"<pulse-configy<primary-dns>8.8.8.8</primary-dns><secondary-dns>8.8.8.9</secondary-dns><wins-server>1l.1.1.1</wins-server><dns-domain>psecure.net</dns—dom
ain><admin-username>admin</admin-username><admin-password>password</admin-password><cert—common-name>val.psecure.net</cerc-common-name><cert-random-Text>
fdsfpisonvsfnms</cert-random-text><cert-organisation>Psecure

DIg{/caItﬁnrganiﬁatinn){cnnfigfdnn\mlnadfurlH/cnnfigfdnmlnadfurlﬂcnnfigfdataH/cnnfigfdata}kauthfcndeflicenseH/authfcnde7license*enahle—licanse7Serve
r»n</enable-license-server><accept-license-agreement>n</accept-license-agreement></pulse—config>",

For details about the license configuration, refer to License Configuration Guide.

Accessing the Pulse Policy Secure Virtual Appliance

The Pulse Policy Secure appliance can be accessed:
e as an administrator
e asanenduser
e using SSH console

Accessing the Pulse Policy Secure Virtual Appliance as an Administrator

To access the Pulse Policy Secure Virtual Appliance as an administrator, copy the IP address from the Pulse
Management Interface resource.

Figure 32: Pulse Management Interface
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= Microsoft Azure P search resources, services, and docs (G+/)

Home > Resource groups > psa7000ResGrp > PSAT000PPSManagementPubliclP

= PSA7000PPSManagementPubliclP

Public IP sddress

‘,’3 Search (Ctrl+/) | “ -

B Overview
Location

Activity log .
Subscription (change)

fo Access control (1AM) Subseription ID
® Tags

Settings Tags (change)
& Configuration
HE properties

Locks

&
B3 Export template

Monitoring
Diagnostic settings

#® Logs

Support + troubleshooting

sociate >< Dissociate

> Move j Delete O Refresh

Resource group (change) : psa7000ResGrp

. West US
: Pay-As-You-Go
: 016f5060-2f5b-45e9-8a78-a180e6a38776

: Click here to add tags

"l

- Baci

IP address

DNS name

11364184124

: trickmycloudppsmgmtwestus.cloudapp.azure.com

»

Associated to

Virtual machine ;

: PSAT000PPSMangementNIC

PSATO00

Use the credentials provided in the provisioning parameters to log in as the administrator. The default PPS admin
Ul user configured in the azuredeploy.json config file is: user ‘admin’ and password ‘password1234'.

The administrator can configure Active Directory located in the corporate network for user authentication. The
Pulse Policy Secure Virtual Appliance administrator can check troubleshooting tools provided in the Pulse Policy
Secure admin Ul (System->Maintenance->Troubleshooting), to verify whether Pulse Policy Secure is able to reach
other cloud resources as well as corporate resources.

Accessing the Pulse Policy Secure Virtual Appliance as an End User

To access the Pulse Policy Secure Virtual Appliance as an end user, copy the Private IP address from Pulse

Internal Interface resource.

Figure 33: Pulse Internal Interface

= Microsoft Azure L Search resources, services, and docs {G+/)

Home > Resource groups > psa7000ResGrp > PSATOO0OPPSInternalNIC

- PSAT7000PPSInternalNIC

Network interface

£ Search (Ctrl+/) ‘ « > Move [i] Delete () Refresh
= ange) : 7 5
@ overview Resource group (change) : psa7000ResGrp
Location : West US
Activity log o
Subscription (change) : Pay-As-You-Go
Ao Access control (IAM)

Subscription ID
® Tags

Settings Tags (change)

& 1P configurations

B NS carvare

: 016f5060-215b-45e0-8278-2180e6a38776

1 Click here to add tags

Private IP address

1 10.200.1.8

Virtual network/subnet : PPSVirtualNetwork/PPSInternalSubnet

Public IP address

Network security group : PSATO00NSGInternal

Attached to

: PSATO00

Accessing the Pulse Policy Secure Virtual Appliance using SSH Console

To access the Pulse Policy Secure Virtual Appliance using the SSH console, copy the Public IP address from the

PPSManagementPubliclP resource.
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On Linux and Mac OSX

Execute the following command:
ssh -i <rsa-private-key-file> <PPS-Management-Interface-PubliclP> -p 6667

On Windows
1. Launch the Putty terminal emulator.
2. Inthe Session category:
= Enter the host name or IP address.
= Enter the port number.
= Select the connection type as SSH.
Figure 34: Putty Configuration — Basic Options
@ PuTTY Configuration 23 .
Category:
=] Session | Basic options for your PuTTY session ‘
- ]_og?mg Specify the destination you want to connect to
I Host Name (or IP address) Port
- Keyboard
. Bel 13.71.121.15 6667
] - Features Connection type:
- Window ©Raw @ Telnet © Rlogin @ SSH  © Senal
--xgeamnce Load. save or delete a stored session
iaviour
- Translation Saved Sessions
- Selection
- Colours S .
<SS Default Settings Load
roxy
Telnet Delete
- Rlogin
&- SSH
e Close window on exit:
) Aways () Never @) Only on clean exit
[ Open ][ Concel |
3. Select Connection > SSH > Auth. Click Browse and select the private key file for authentication.

Figure 35: Putty Configuration — SSH Authentication

g PuTTY Configuration ? X
Category:
= Temminal A Options controling SSH authentication
Keyboard
Bell [~ Display pre-authentication banner (SSH-2 only)
Features [[] Bypass authentication entirely (SSH-2 only)
=) Window e L
. Behaviour [ Attempt authentication using Pageant
Translation [[] Attempt TIS or CryptoCard auth (SSH-1)
Selection [ Attempt "keyboardinteractive" auth (SSH-2)
Colours o
Authentication parameters
Data [] Allow agent forwarding
Proxy [ ] Allow attempted changes of usemame in SSH-2
Telnet Private key file for authentication:
Sleain C:\Users\ops\myPrivateKey ppk Browse...
Sl mrereroo ) N
Host keys
Cipher
(+]- Auth
X1 v
About Help Open Cancel
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System Operations

The Azure VA portal provides Start, Restart and Stop operations to control the Virtual Appliance connection.

Figure 36: System Operations

Home > Virtual machines > PSA7000
Il PSA7000
|/_,) Search (Ctrl+/) | " & connect| [> start > Move [ Delete (O Refresh
A Overview 0 'PSAT000" is not using Managed Disks. Migrate to Managed Disks to get more benefits, =
vervie
@ Activity log Resource group (change) : psa7000ResGrp Azure Spot © N/A
g Status : Stopped (deallocated) Public IP address
0 Access control (IAM)
Location : West US Private IP address : 10.200.1.8
® Tags
Subscription (change) : Pay-As-You-Go Public IP addres:
& Diagnose and solve problems Subseription 1D : 016f5060-2f5b-45e9-8a78-a180e6a38776 Private IP address (IPv6) : -
settings Computer name i (start VM to view) Virtual network/subnet : PPSVirtualNetwork/PPSInternalSubnet
Operating system : Linux DNS name
£ Networking
Size : Standard DS4 v2 (8 vcpus, 28 GiB memory) Scale Set : NfA
£ Disks
Tags (change) : Click here to add tags
K Size

On the Azure portal top menu bar:

e C(lick Start to starta VM

e Click Stop to stop the VM

e Click Restart to restart the VM
The corresponding CLI commands are:
Starta VM

az vm start --resource-group myResourceGroup --name myVM
Stop a VM

az vm stop --resource-group myResourceGroup --name myVM
Restart a VM

az vm restart --resource-group myResourceGroup --name myVM

Network Configuration

IP Address Assignment for Internal, External and Management Interfaces

Each interface in Azure can have private and public IP addresses. Sample Azure 3NIC Templates provided by
Pulse Policy Secure creates the Pulse Policy Secure Virtual Appliance with public and private IP addresses for
management interfaces and only private IP address for internal and external interface Sample Azure 2NIC
Templates provided by Pulse Policy Secure creates the Pulse Policy Secure Virtual Appliance with public and
private IP addresses for internal interface and only private IP address for external interface More details about IP
address types on Azure can be seen at: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-
ip-addresses-overview-arm

IP Addressing Modes

When Pulse Policy Secure gets deployed by using the sample templates provided by Pulse Secure, Pulse Policy
Secure comes up with multiple interfaces. If you take an example of a template “pulsesecure-pps-3-nics.zip”
provided by Pulse Secure, you notice the following things.
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PPS management interface is having both Public and Private IP addresses. In the below code snippet, observe
the network interface getting created with two IP addresses - private IP address and public IP address.
Highlighted section points to private IP allocation method and Public IP address getting assigned to NIC.

"type": "Microsoft.Network/networkinterfaces",
"name": "[variables('ppsExtNic')]",

"properties": {

"privatelPAllocationMethod": "Dynamic",

"privatelPAddressVersion": "IPv4",

"publiclPAddress": {

"id": "[resourceld('Microsoft.Network/publiclPAddresses' variables('publiclPAddr1"))]"
Ji

© 0 = on U s LY =

If you want to have control on the IP assigned to Network Interface, then you need to change the attribute
“privatelPAllocationMethod” from “Dynamic” to “Static”. Also, you need to add an attribute called
“privatelPAddress” which holds the static IP address in the variables section. When you are assigning static IP
address, make sure that it is not in the reserved IP category.

1. "ipConfigurations": [{

2 "name": "ipconfig2",

3 "properties": {

4, "privatelPAllocationMethod": "Static",

5. "privatelPAddressVersion": "IPv4",

6 "privatelPAddress": "[variables('privatelPExternal’)]",
7

8

}
1]

Modifying Network Parameters After Deployment

Since Networking Infrastructure is provided by Azure, a PPS admin cannot change Networking configuration
after deployment. Hence, both admin Ul and ssh does not support changing network configuration.

Controlling the Selection of Internal, External and Management Interfaces

Sample Azure Template, provided by Pulse Secure, requests Azure fabric to create three Network Interfaces.
While running this template, Azure fabric creates interfaces named eth0, eth1 and eth2 and attaches them to
PPS Virtual Interface.

So, the question is, among eth0, eth1 and eth2 which network interface will become external, internal or
management interface? Below table answers this question.

Interface Name ‘ PPS Interface

ethO internal interface
eth1 external interface
eth2 management interface

Then, question is how you can control the order of network interfaces named eth0, eth1 and eth2 created
through Azure Template?. Azure supports two types of interfaces: primary and secondary. Only one primary
interface can be present on a VM.

For more details of primary and secondary interface, see https://docs.microsoft.com/en-us/azure/virtual-
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network/virtual-network-network-interface-addresses.

The Pulse Policy Secure Virtual Appliance is qualified with internal interface as primary and other two are
secondary. In the following code snippet, three network interfaces get assigned to VM. These three NICs with ID
“nic1”, “nic2” and “nic3" are internally mapped to ‘ethQ’, ‘eth1’, and ‘eth2’ respectively.

1. "networkProfile": {

2 "networkinterfaces": [{
3 "id": “nic1”,

4 "properties": {

5. "primary": true
6 }

7 A

8 "id": “nic2”,

o. "properties": {
10. "primary": false
11.

12 1A

13. "id": “nic3",

14. "properties": {
15. "primary": false
16. }

17. 1

18. },

PPS converts ethO to int0, eth1 to extO and eth2 to mgmt0. This means, the network interface with ID nic1 will be
internal interface, nic2 will be external interface and nic3 will be management interface.
The below table depicts this scenario well:

Interface Name ‘ PPS Interface Network ID
ethO internal interface (int0) nict
eth external interface (ext0) nic2
eth2 management interface (mgmt0) nic3

Suppose if you make ‘nic2’ as primary, then the order may not be maintained, and it is difficult to predict which
interface will become internal interface of PPS. As a best practice, always assign ‘primary’ to the first network
interface which will become internal interface of PPS.

Backing up Configs and Archived Logs on Azure Storage

Pulse Policy Secure supports pushing configs and archived logs to the servers that support SCP and FTP
protocols. In the Azure deployment, Pulse Policy Secure now supports pushing configs and archived logs to the
Azure storage.

Configuring Backup Configs and Archived Logs via PPS Admin Console

To configure backing up configs and archived logs:

1. Loginto the Pulse Policy Secure admin console.

2. Navigate to Maintenance > Archiving > Archiving Servers.

3. Inthe Archive Settings section, select the Azure Storage option and configure Storage Name, Storage Key,
Container Name and Destination Path Prefix.

Figure 37: Azure Archive Settings
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Archiving = Archiving Servers

Archiving Servers

wocal Backups

You can schedule automatic archiving of log data, system configuration, and user accounts. To do so, specify accessible location for the d:

w Archive Settings

Method: L 8CP U FTP U AWS 53 '® Azure Storage

*Storage Name: | polsecstorageaccount Azure storage account name

*Storage Key: | """ Secret access key to storage

*Container Name: | ppslogs Container name in storage account

Destination Path F’TEﬂXIl Path to copy files under container, eg: folder1/folder2

Test Connection

* indicates required field

+ Archive Schedule

Select one or more components to schedule an archive.

[« Archive events log

Use this filter: WELF: WELF v

) @ Every hour (00:00am till 11:00pm)
SunMonTueWedThu Fri Sat )

[ ) Specified Tlmezl AM v

1 Clear log after archiving

[« Archive user access log

Use this filter: | WELF: WELF A

Parameter Description

Storage Name To create an Azure V2 Storage account:
1. Inthe Azure portal, select All services.
From the list of resources, select Storage Accounts.
In the Storage Accounts window, click Add.
Select the subscription in which to create the storage account.
Under the Resource group field, select Create new and enter a name
for the new resource group.

6. Next, enter a unique name, between 3 and 24 characters length, for the

storage account.

For the procedure to create storage account, refer
https://docs.microsoft.com/en-us/azure/storage/common/storage-quickstart-
Create-account?tabs=azure-portal

v W

To view storage key,
1. Inthe Azure portal, locate the storage account (see Storage Name
description).
2. Inthe Settings section, select Access keys. The account access keys and
the complete connection string for each key appear.
3. Find the Key value under key1 and click the Copy button to copy the
account key.
For more details, refer https://docs.microsoft.com/en-
us/azure/storage/common/storage-account-manage#view-and-copy-access-keys

Storage Key

Container Name Container name in the storage account.
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‘ Dest Path Prefix (Optional) | Path to copy files under container.

Configuring Backup Configs and Archived Logs via REST

Setting Azure as Archive Logs Backup

REQUEST
PUT /api/v1/configuration/system/maintenance/archiving/settings HTTP/1.1
Content-Type: application/json
{
"archive-path™: "folder1/folder2",
"method": "AZURE",
"Password-cleartext": "fasfdsfsdasfas",
"server": "mystorage",
"user-name": "mycontainer"
}

Mapping of keys in POST body:

archive-path Destination path Prefix
method method (AZURE)
Password-cleartext Storage Key

server Storage Name
user-name Container Name

Decommissioning Pulse Policy Secure

When deploying Pulse Policy Secure, if you have selected the option “Use existing resource group”, then follow
the steps mentioned in the section Delete Pulse Policy Secure and Resource It Uses, but not the Other
Resources in Resource Group. Else if you have selected the option “New resource group” then follow the steps
mentioned in the section Delete Entire Resource Group that the Pulse Policy Secure Is In.

Delete Entire Resource Group that the Pulse Policy Secure Is In

Log into Azure portal.

Navigate to Resource Groups.

Click on the resource group where Pulse Policy Secure is in.

Click on the Delete resource group button. In the confirmation page type in resource group name and click
Delete.

AN =
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Figure 38: Delete Resource Group

B Search resources, services, and docs (G+/) 4 : o pulsepps@outlook.com @
5 DEFAULT DIRECTORY 80P

Home > Resource groups > psa7000ResGrp

[14] psa7000ResGrp & X
Resource group
‘,-’J Search (Ctrl+/) ‘ < T Add Edit columnd [8 Delete resource group |(D Refresh —> Move L Exportto CSV Assign tags Delete Export template Q Feedback
Essentials ¥
4 Overview
- by nam == ca == + i
B actvity log Filter by name... Type all @ Location == all @ o Add filter
P Access contral (IAM) Showing 1 to 9 of 9 records. D Show hidden types @ No grouping s
¢ Tags D Name T Type Ty Location Ty
Events
‘ D B psarooo Virtual machine West US
Settings [ @ psarooonsGExterna Metwork security group West US
& Quickstart ] @ esa7000NsGInternal Metwork security group West US
%, Deployments D !‘ PSATO00ONSGManagement Metwork security group West US
1 Policies (] B8 esarooorpsexternalNiC Metwark interface West US
3= Properties [ B3 psavo00ppsExtemnalPubliclp Public IP address West US
& Locks (] @& esa7o00pPsinternalNIC Network interface West US
B3 Export template [] B psaA7000PPSManagementPubliclP Public IP address West US
1 @ psA7ONORPSMARaEmARtNIC Network interface West US =

Cost Management

f Cost analysis Page of 1

5. Navigate to the storage account where the Pulse Policy Secure VHD image is stored.

6. Inthe storage account, click on Container. Find boot diagnostic folder and delete it. Boot diagnostic folder
name will have the pattern “bootdiagnostics-<pps-name>-<random-ascii-characters>".

7. Inthe storage account, click on respective Container. Find and click on the vhds folder. Find and delete file
size named “<pps-name><13 digit unique string>ppsOSDisk.vhd".

Delete Pulse Policy Secure and Resource It Uses, but not the Other Resources in
Resource Group

Log into Azure portal.

Navigate to Resource Groups.

Click on the resource group where Pulse Policy Secure is in.
Delete the following resources:

= PPS Virtual Machine

= Virtual Network named PPSVirtualNetwork

= PPSInternalNIC, PPSExternalNIC and PPSManagementNIC

= PPSExternalPubliclP and PPSManagement|P

= Three Network Security Groups named NSGInternal, NSGExternal and NSGManagement
= User-defined Routing table named Backend2PPSRoute

AN =

5. Navigate to the storage account where the Pulse Policy Secure VHD image is stored.

6. Inthe storage account, click on Blobs. Find boot diagnostic folder and delete it. Boot diagnostic folder name
will have the pattern “bootdiagnostics-<pps-name>-<random-ascii-characters>".

7. Inthe storage account, click on Blobs. Find and click on the vhds folder. Find and delete file size named
“<pps-name><13-digit unique string>ppsOSDisk.vhd".
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The cost of running this product is combination of License cost and Azure infrastructure cost. It will be very
difficult to find out Azure infrastructure cost for this product as it may vary with Regions/Country/Time. Hence, it
is recommended to use “Azure Calculator”, which is available online, to calculate the cost of running this product.
Here are resources that are created during deployment.

Resources (@ 11572(0] Chargeable
PPS VM (Standard_DS3_V2) Compute Yes
Virtual Network with four subnets Networking No
Three NIC cards named PPSInternalNIC, Networking No

PPSExternalNIC and PPSManagementNIC

Two static Public IPs name PPSExternalPublicIP Networking Yes
and PPSManagementIP

Three Network Security Groups named Networking No
NSGInternal, NSGExternal and

NSGManagement.

Boot diagnostic file under existing storage Storage Yes

account (Less than 5MB)

File size of 40GB in the existing storage Storage Yes
account under Blobs and container VHDs
named “<pps-name><13 digit unique
string>ppsOSDisk.vhd”

Limitations

The following list of Pulse Policy Secure features are not supported in this release:

e VLAN tagging

e |Pv6 capabilities

e Llayer 2 functionality like ARP Cache and ND Cache
e \Virtual Ports

Not Qualified

The following list of Pulse Policy Secure features are not qualified in this release:

e Pulse Policy Secure and Pulse One interaction
e |F-MAP support
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Troubleshooting

Pulse Policy Secure emits booting logs at a specified storage. You can check the storage details of the boot
diagnostic logs as shown below:

Figure 39: Boot Diagnostics

P search resources, services, and docs (G+/) ! : & pulsepps@outlook.com
- DEFAULT DIRECTORY

Home > Virtual machines > PSA7000 - Boot diagnostics
a PSA7000 - Boot diagnostics
Virual machine

|/’J Search (Ctrl+/) ‘ " () Refresh 82 Settings

a Press any key to continue.

¥ Run command

Press any key to continue.

Monitoring
Press any key to continue.
@ Insights (preview) O[HO[3
B alers GNU GRUB version ©.97 (639K lower / 10847488K upper memory)
@l Metrics et +0[5;2H|0[5;76H|O[6;2H
Use the ~ and v keys to select which entry is highlighted.
& Diagnostic settings Press enter to boot the selected 05 or 'p’ to enter a
. i password to unlock the next set of features.J[5;78H O[mO[7mI[5;3H Pulse Secure Virtual Appliance
@ Advisor recommendations
LILO 24.2
# Logs Welcome to IVE boot!
Current version: 9.1R4 Build 2568
%% Connection monitor Factory reset version: 9.1R4 Build 2568
boot:
Support + troubleshooting LIt T oV =T

BIOS data check successful

@ Resource health

- ~ sinit starting....
Boot diagnostics Sysinit starting

Q Performance diagnostics (Pr...

Reset password

Appendix A: Network Security Group (NSG)

Microsoft Azure has a limitation where virtual machine with multiple network interfaces cannot connect to
different Virtual Networks (VNETSs). For example, a VM with two NIC cards, NICT and NIC2, will not be able to
connect to Vnet1 and Vnet2 respectively.

Figure 40: Virtual Machine with two NIC cards Connecting to VNet1 and Vnet2

NIC1 NIC2

Microsoft Azure supports a virtual machine with multiple NICs to connect to different Subnets under a same
Virtual Network. For example, a VM with two NICs, NICT and NIC2, can connect to ‘Subnet1’ and ‘Subnet2’ where
these subnets exist under a same Virtual Network respectively.

Figure 41: Virtual Machine with two NICs Connecting to Subnet1 and Subnet2
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4 N

Virtual Machine

Virtual Network

- /

Azure provides isolation between different Vnets. But it does not provide the same kind of isolation when it
comes to subnets in the same Vnet. For example, consider a Vnet has two subnets, Subnet1 and Subnet2. And

consider two VMs, VM-1 and VM-2, which are connected to Subnet1 and Subnet2 respectively. In this scenario
VM-1 can access the resources from VM-2 and vice versa.

Figure 42: Virtual Machine VM-1 can Access Resources in VM-2 and Vice Versa

/ Virtual Network \

Subnet-1 Subnet-2

\

\ VM-1 can access resources in VM-2 and vice versa. /

Application isolation is an important concern in enterprise environments, as enterprise customers seek to
protect various environments from unauthorized or unwanted access. To achieve the traffic isolation between
subnets, go for an option of filtering traffic using “Network Security Group” provided by Azure.

Figure 43: Traffic Filtering by MS Azure Network Support Group

—

[/ Virtual Network \

Subnet-1 Subnet-2

\

.

—

Pulse Policy Secure, when provisioned through the ARM template provided by Pulse Secure, creates three
subnets under a virtual network named “PPSVirtualNetwork”.
The Subnets are:

1. PPSInternalSubnet
2. PPSExternalSubnet
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3. PPSManagementSubnet
Along with above mentioned subnets, create the following three Network Security Groups (NSG) policies:

1. NSGExternalSubnet
2. NSGiInternalSubnet
3. NSGManagementSubnet

Figure 44: NSG External, Internal and Management Subnets

Virtual Network

Pulse Policy Secure

INT NIC MGMT NIC

NSGiInternal MNSGExternal NSGManagement

PPSinternalSubnet PPSExtemalSubnet PPSManagementSubnet

In Network Security Group (NSG) we need to create policies for Inbound and outbound traffic.
1. Thelist of NSG Inbound/Outbound rules created “NSGExternalSubnet” are:

Figure 45: NSG External - Inbound Rules

tPPSIntemalNIC | tPPSExtemalNIC | tPPSMangementNIC

@ Network Interface: tPPSEXternalNIC  Efiectve security ries  Topology
Wirtual P E: NIC Public IP: - NIC Private IP: 10.200.2.8 Accelerated networking: Disabled

Inbound port rules  Outbound portrules  Application security groups  Load balancing

@ Network security group tNSGExtem3| (attached to network interface: tPRSExtemalNIC)

Add inbound port rule
Impacts 0 subnets, 1 network interfaces

Priority Name Fort Protocol Source Destination Action

100 llonHTT? a0 = Any Any & Alow
110 llowHTTRS 423 T iy Any @ Alow
120 llowRADIUSAUth 1812 upe Any Any @ Allow
130 allowRADIUSAccounting 1813 uoe Any Any & Alow
135 SllowRADILSCOA 703 uoe Any Any @ Allow
120 sllowsysiogDP B upe Any Any @ Allow
150 aliowsysiogTcP 601 = any any @ Alow
160 llowSNMPTrap 162 uoe Any Any @ Allow
170 llowSRXConnection 1z T Any Any © Alow
180 sliowscreen0SConn Tz = any any @ Alow
185 llowDHCP &7 uoe Any Any @ Allow
190 lloWTACACSPlus. 49 L= Any Any L
195 A sliowPostgresDatasync 5432 T Any Any O Allow
1000 A denyall Any Any Any Any © Deny
65000 Allowiinatingound Any Any VirtuziNetwork VirtualNetwark L
85001 Allowzurslosd3zlanaer nfound Any Ay AzureleadBaizncsr Any @ Allow
65500 DenyAllingound Any Any Any Any © Deny

Figure 46: NSG External - Outbound Rules
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PPSintemalNIC | tPPSBtemalNIC | tPF:

@ Network Interface: tPPSExternalNIC v yrues  Topology
ri/PPSEX ISubnet MNIC Public IP: - NIC Privats 1P 10.200.2.8 Accelerated networking: Disabled

vinual
nbound port rules  Outbound port rules  Application security groups  Load balancing
® Network security group tNSGExternal (attached to network inferface: tPPSExternalNIC)
Impacts 0 subnets, 1 network interfacas
Priority Name port Protocal Source Destination Action
100 danylmsrmaliuongt Any Any Ay 10.200.1.0/24 © Dany
200 danyManagementiubnet Ay Any Ay 10.2003.0/24 @ Deny
65000 AllowVnetOutBound Any Any VirualNetwork VirtualNetwork o Allow
85001 AllowinternerOutBound Any Any Any Intamar O Allow
62500 DenyAllGutBound Any Any Any Any @ Deny

2. Thelist of NSG Inbound/Outbound rules created “NSGInternalSubnet” are:

Figure 47: NSG Internal - Inbound Rules

PPSIntemalNIC | tPPSEdemalMIC  tPPS ntNIC

@ Network Interface:

tive security rules  Topology

ubnet  NICPublic!P:-  NICPrivatz 1%: 10.200.0.7  Accelersted networking: Disabled

Virtual network/subner

Inbound port rules  Outbound port rules  Application security groups  Load balancing

@ Network security group tNSGIntemal (attached to network interface: tPPSI

Q 5
NIO) Add inbound port rule
Impasts O subngts, T network interfaces

Pricrity Name Port Protocol Source Destination Action

100 denyExtemalsubnet Any Any 10.200.2.0/24 Any © Deny
105 allowHTT? 20 T Any Any Allow
110 slowHTTES 243 e Any Ay Allow
120 allowRADIUSAth 812 =3 Any Any Allow
130 sllowRADIUSACcounting 1813 L= Any any @ allow
135 2llowRADIUSCOA £ uo? Any Any @ Allow
140 sllowysloglD? 514 uo? Any Any @ Allow
150 sllowyslogTC? 601 =] Any Any @ Allow
160 allowSNMETrn 162 up? Any Any @ Allow
170 sllowSRXConnaction 13 T Ay Any a Alow
180 allowscreen0SConn 2 T Any Any @ Alow
185 allowDHCP &7 upe Any Any @ Alow
190 SloWTACACSPIUS 49 = Any Any Allow
195 A allowPostgresDataSync a3z o Any Any Allow
400 sllow-custom-ssh 6667 Any Any Any Allow
000 A denyAll Any Any Any Any © Deny
65000 Allowdnetingound Any Any VirtualNetwork VirtuslNetwork Allow
65001 Allowszurelosdgalanceringound Any Any AzureloadBalancar Any Allow
65500 DenyAllingound Any Any Any Any @ Deny

Figure 48: NSG Internal - Outbound Rules

tPPSInternalNIC | tPPSExternalNIC tPPSMangementNIC

@ Network Interface: tPPSInternalNIC Effective security rules Topology
Virtual networl/subnet: PPSVirtualNetwork/PPSInternalSubnet NIC Public IP: - MNIC Private IP: 10.200.1.7 Accelerated networking: Disabled

Inbound port rules  Outbound port rules  Application security groups  Load balancing

@ Network security group tNSGInternal (attached to network interface: tPPSInternalNIC) Add outbound port rule

Impacts 0 subnets, 1 network interfaces

Priority Name Port Protocol Source Destination Action

65000 AllowVnetOutBound Any Any VirtualNetwork VirtualNetwork @ Allow e
65001 AllowInternetOutBound Any Any Any Internet @ Allow e
65500 DenyAllOutBound Any Any Any Any @ Deny e

3. The list of NSG Inbound/Outbound rules created "“NSGManagementSubnet” are:
Figure 49: NSG Management - Inbound Rules
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tPPSInternalNIC  tPPSExternalNIC | tPPSMangementNIC

il Network Interface: tPPSMangementNIC Effective security rules Topology
Virtual network/subnet: PPSVirtualNetwork/PPSManagementSubnet NIC Public IP: 13.91.130.217 NIC Private IP: 10.200.3.4 Accelerated networking: Disabled

Inbound port rules  Outbound port rules  Application security groups  Load balancing

¥ Network security group tNSGManagement (attached to network interface: tPPSMangementNIC) Add inbound port rule

Impacts 0 subnets, 1 network interfaces

Priority Name Port Protocol Source Destination Action

100 allowHTTPS 443 TCP Any Any @ Allow e
200 allowHTTP 80 TCP Any Any @ Allow e
300 allowCustomSSH 6667 Any Any Any D Allow e
400 allowDMI 830 Any Any Any @ Allow e
4000 A denyAll Any Any Any Any @ Deny e
65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow e
65001 AllowAzurelLoadBalancerinBound Any Any AzurelLoadBalancer Any @ Allow e
65500 DenyAllinBound Any Any Any Any © Deny v

Figure 50: NSG Management - Outbound Rules

tPPSInternalNIC  tPPSExternalNIC | tPPSMangementNIC

4 Network Interface: tPPSMangementNIC Effective security rules Topology
Virtual network/subnet: PPSVirtualMetwork/PPSManagementSubnet NIC Public IP: 13.91.130.217 NIC Private |P: 10.200.3.4 Accelerated networking: Disabled

Inbound port rules Outbound port rules Application security groups  Load balancing

@ Network security group tNSGManagement (attached to network interface: tPPSMangementNIC) Add outbound port rule
Impacts 0 subnets, 1 network interfaces

Priority Name Port Protocol Source Destination Action

100 denylnternalSubnet Any Any Any 10.200.1.0/24 @ Deny s
200 denyExternalSubnet Any Any Any 10.200.2.0/24 & Deny s
65000 AllowVnetOutBound Any Any VirtualNetwork VirtualNetwork @ Allow s
65001 AllowInternetOutBound Any Any Any Internet @ Allow
65500 DenyAllQutBound Any Any Any Any @ Deny
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Appendix B: Pulse Policy Secure Resource Manager
Template

Pulse Secure provides sample Azure template files to deploy the Pulse Policy Secure Virtual Appliance on Azure.
Users can modify this to make it suitable for their need. Visit https://www.pulsesecure.net and download the
pulsesecure-pps-3-nics.zip file, and unzip it to get azuredeploy.json.

This template creates a new PPS with 3 NICs, Vnet, three subnets, NSG policies attached to PPS internal, external
and management subnets. All 3 NICs of PPS are configured with dynamic IP configuration and enabled IP
forwarding. Public IPs are attached to the PPS external and management NIC.

The template has following sections:

parameters This section defines the parameters used for deploying PPS on Azure. It contains
parameter name, its default value and the mouse-over help text that is displayed when
mouse is placed over the parameter in Azure Web portal. The parameters defined here are
displayed in the Custom Deployment page of Azure portal.

variables This section defines variables that will be used in the functions defined in the resources
section.

resources This section defines resource types that are deployed or updated in a resource group.

outputs This section defines the public IP address and FQDN returned after successful deployment

of PPS on Azure.

parameters

Figure 51: Custom Deployment

_ Microsoft Azure P Search resources, services, and docs (G+/)

Home > Custom deployment

Custom deployment

Deploy from a custom templats

PPS Storage Account Name (@) | polsecstorageaccount |

PPS Storage Account Resource Group

MName (@O | polsecrg |
PPS Image Location URI (0 | https://polsecstorageaccount.blob.core.windows.net/90r3images/PSA-V-HYPE... |
PPSVM Name (i) | PPSAzureVA |
PPS Config (D | <pulse-config= <wins-server=1.1.1.1< /wins-server= <dns-domain=psecure.ne... |

SSH Public Key * @ | |

Dns Label Prefix Mgmt (& | mycloudppsmgmt |

Resource Group Name Of Existing

Virtual Network (@ | ExistingVnetRG |
Existing Vnet Name (O [ virtualNetwork |
Existing Internal Subnet (& | subnet1 |
Existing External Subnet (3 | subnet2 |
Existing Management Subnet (& | subnet3 |
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PPS Storage Account Name: This is the name of the PPS Storage Account where the PPS Azure vhd image is
stored.

"parameters": |
{ "PPSS5toragelccountName™: |
"type™: "string",
"defaultValue™: "polsecstorageaccount™,
"metadata™: |
"description": "Storage account name where PPS image is uploaded”

1,

PPS Storage Account Resource Group Name: The is the name of the PPS Storage Account Resource Group
where the PPS Azure vhd image is stored.

"PESStoragelhcoountiesourcefroupllame™ @ |
i "type": "string",
"defaultValue": "polsecrg™,
"metadata™: |
"description™: "HResource group of the existing storage account where PPS image is uploaded”™
il
e

PPS Image Location URI: The is the URL to the location where PPS Azure vhd image is stored.

"PPSImageLocationURI™: |

"type": "string",

"defaultWValue": "https://polsecstorageaccount.blobk.core. windows net/30r3images/ PSR- V-HYPERV-FP5-51773.1-SERIAL-hyperv.vhd",
"metadata": |

"description"™: "URL of Pulse Policy Secure whd image™

i1
be

PPS VM Name: This is the name given to PPS Virtual Appliance.

"EESVMMName": |
i "type": "string™,
"defaultValue": "PPSAzureVA",
"metadata”™: {
"description": "Pulse Policy Secure VA Name™

P
}r

SSH Public Key: This is an RSA public key that is used to access Pulse Policy Secure via SSH.

"S5HPublicKey": {

"type": "string",

"metadata”:

! "description": "Provide an RSR public key. This key is used to access PES via 58H. You can generate 35H keys using ssh-keygen on Linux and 05 X, or PulTyGen on Windows. 55H Publ

i
h

PPS Config: This section contains provisioning parameters that are required during the deployment of a Virtual
Appliance. An XML-based configuration file can be present in another Virtual Machine in Azure cloud or in the

corporate network which is accessible for Pulse Policy Secure through site-to-site VPN between Azure and the
corporate data center.

Pulse Policy Secure accepts the following parameters as provisioning parameters:
e primary-dns
e secondary-dns
e wins-server
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e dns-domain

e Username

e ssh-publickey

e cert-common-name
e cert-random-text

e cert-organization

e config-download-url
e config-data

e auth-code-license

e enable-license-server
e accept-license-agreement
e enable-rest

For details about these parameters, see Pulse Policy Secure Provisioning Parameters.

"<pulse-config><primary-dns>8.8.8.8</primary-dns><secondary-dns>g.8.8.9</secondary-dns><wins—server>1.1.1.1</wins-server><dns-domain>psecnure .net</dns—dom
ain><admin-username>admin</admin-username><admin-password>password</admin-password><cert-common-name>val.pgecure . net</cert-common-name><cert-random-text>

fdsfpisonvsinma</cert-random-texXt><cerc-organisation>psecure

Qrg</cert-organisation><config-download-url></config-download-url><config-data></config-data><auth-code-license></auth-code-license><enable-license-serve
r>n</enable-license-server><accept-license-agreement>n</accept-license-agreement><enable-rest>n</enable-rest></pulae-config>",

DNS Label Prefix Mgmt: This is the prefix for Management Interface DNS label.

"dnsLabelPrefixMgmt™: {
i "type"™: "string",
'defaultValue™: "mycloudppsmgmt™,
"metadata™: |
"description™: "Unigue DNS MName for the Pubklic IP used to access PPS™

1.

VNet Address Space: This is a Virtual Network address space.

"nethddressSpace”: |
: "type": "string"™,

"defaultValue™: "10.100.0.071e"™,

"metadata": |
; "description": "Virtual Network RZddress Space”
}
e

Internal Subnet: Subnet from which Pulse Policy Secure Internal Interface needs to lease IP.

"InternalSubnet™: |
i "type": "string",
"defaultValue™: "10.100.1.0/524™,
"metadata™: {
"description™: "PPS internal interface connects to this subnet”

1,

External Subnet: Subnet from which Pulse Policy Secure External Interface needs to lease IP.

"ExternalSubnet™: |

i "type": "string",

"defaultValue"™: "10.100.2_0/524"™,

"metadata™: |

; "description™: "FF5 external interface connects to this subnet™
}
}.
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Management Subnet: Subnet from which Pulse Policy Secure Management Interface needs to lease IP.

"ManagementSubnet™: {

i "type": "string"™,

E "defaultWValue™: "10.100.3.0/724™,

; "metadata": |

é ; "description": "PPS5 management interface connects to this subnet™
1

}

variables

PPS Virtual Network: This is the variable associated with the PPS Virtual Network.

"ppsvnetnams" : "PPSVirtualWetwork"™,

PPS Internal Subnet: This is the variable associated with the Subnet from which Pulse Policy Secure Internal
Interface needs to lease IP.

"ppsVnetIntSubnet™ : "PPS5InternalSubnet"™,

PPS External Subnet: This is the variable associated with the Subnet from which Pulse Policy Secure External
Interface needs to lease IP
"ppsVnetExtSubnet™ : "PPSExternalSubnet"™,

PPS Management Subnet: This is the variable associated with the Subnet from which Pulse Policy Secure
Management Interface needs to lease IP.

"ppsVnetMgmtSubnet ™ : "PPSManagemmetSubnet™,
CS Internal Private IP: This is the private IP address of the Internal IP.
"ppsIntPrivatelP™ - "10.100.1.4™,

PPS Internal NIC: This is network interface card of PPS Internal network.
"ppsIntHic™ > "PPSInternalMIC™,

PPS External NIC: This is network interface card of PPS External network.

"ppsExtHic™ : "PESExternalHNIC™,

PPS Management NIC: This is network interface card of PPS Management network.
"ppsMgmtNic™ : "PPSMangementHIC™,

PPS Management Public IP: This is public IP address assigned to PPS Management Subnet.
"publicIPAddrl™ : "PPSManagementPublicIP™,

Public IP Address Type: This variable is defined as static IP.

"publicIPAddressType™ : ”Static";‘

NSG Internal Subnet: This variable defines Network Security Group's Internal Subnet policy.

"negInt™ : "MN5GInternalSubnet™,

NSG External Subnet: This variable defines Network Security Group's External Subnet policy.

JE—

‘":3g2xt" : "N3GExternalSubnet™,
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NSG Management Subnet: This variable defines Network Security Group's Management Subnet policy.

‘":agHgmt” : "NSGManagementSubnet",

VM Size: This variable defines PPS Virtual Machine size. It is 4 cores, 144MB memory.

"yvmSize™ : "Stanmdard D33 v2",

Virtual Network ID: This variable defines PPS Virtual Network name.

"vnetID” : "[resourceld('Microsoft.Hetwork/virtualNetworks',variables ('pcavnetname”}) 1",
"subnetRefInt"™ : "[concat (variables('vnetID'), '/subnets/ "', variables ('pocsVnetIntSubnet') )} 1",
‘”3:b:et3ef3xt" : ”:co:cattva:iab;es['?:et:D'],'fs:b:etsf',va:iab;es['pcsV:etExtS:b:et'J]:",‘
‘”azb:etRengmt” H ”:co:cat(va:iab;es('v:et:D'J,'fs:b:etaf',va:iab;es('pcaV:etHgmtS:b:et'Jj:”,‘
API Version

‘”apiUersiD:" : "2015-06-15"

resources

publiclPAddresses/publiclPAddr1: This block is responsible for creating public IP address which is static in
nature. This is used for management interface IP address of PPS.

"type": "Microsoft _Network/publicIPRddresses™,
"mame"™: "[variakles({'publicIPaddrl*il™,

virtualNetworks/ppsvnetname: This block is responsible for creating PPS Virtual Network name. The creation of
PPS Virtual Network name depends on:

e NSG Internal Subnet

e NSG External Subnet

e NSG Management Subnet

"type": "Microsoft _WNetwork/wvirtualMetworks™,
"mame": "[variabkles|'ppsvnetname')]",

virtualNetworks/ppsVnetintSubnet: This block is responsible for creating subnet. The created subnet is applied
to PPS Internal interface.

"name": "[variables('ppsVnetIntSubnet®')]",

virtualNetworks/ppsVnetExtSubnet: This block is responsible for creating subnet. The created subnet is applied
to PPS External interface.

"mame": "[variables('ppsVnetExtSubnet')]",

virtualNetworks/ppsVnetMgmtSubnet: This block is responsible for creating subnet. The created subnet is
applied to PPS Management interface.
"name": "[variakbles|'ppsVnetMgmtSubnet')]1"™,
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networkinterfaces/ppsExtNic: This block is responsible for creating network interface. The created network
interface is applied to network interface card of PPS External interface. The creation of this network interface
depends on:

e PPS Virtual Network name
e Public IP address of External Subnet

"type": "Microsoft. NetworksnetworkInterfaces™,
"name": "[wvariables('ppsExtNic'})]"™,

networkinterfaces/ppsMgmtNic: This block is responsible for creating network interface. The created network
interface is applied to network interface card of PPS Management interface. The creation of this network
interface depends on:

e PPS Virtual Network name
e Public IP address of Management Subnet

"type": "Microsoft Network/networkInterfaces"™,
"name": " [variakles |'ppsMgmctHlic)]"™,

networkinterfaces/ppsintNic: This block is responsible for creating network interface. The created network
interface is applied to network interface card of PPS Internal interface. The creation of this network interface

depends on:
e PPS Virtual Network name
"type": "Microsoft Network/metworkInterfaces™,
"name": "([variables({'ppsIntHic")1"™,

virtualMachines/PPSVmName: This block is responsible for creating Virtual Machine name. The created Virtual
machine name is applied to PPS Virtual Machine. The creation of PPS Virtual Machine name depends on:

e Network Interface Card of PPS Internal interface
e Network Interface Card of PPS External interface
e Network Interface Card of PPS Management interface

"type": "Microsoft.Compute/virtualMachines™,
"name": "[parameters('PESVmlames")]1",

networkSecurityGroups/nsgExt: This block is responsible for creating policy. The created policy is applied to
Network Security Group's External interface.

"type": "Microsoft Network/networkSecurityzroups™,
"name": "[wvariables({"'nsgExt')]1",

The following security rules can be defined:

e allowHTTPS

e allowHTTP

e allowRADIUSAuUth

e allowRADIUSAccounting
e allow RADIUSCoA

e allowSyslogUDP

e allowSyslogTCP

e allowSNMPTrap

e allowSRXConnection

e allowScreenOSConn

e allowDHCP

e allowTACACSPIlus

e allowPostgresDataSync
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networkSecurityGroups/nsgMgmt: This block is responsible for creating policy. The created policy is applied to
Network Security Group’s Management interface.

"type": "Microsoft.Wetwork/networkSecurityGroups”,
"mame"™: "[variables({'nsgMgmt'}]1"™,

The following security rules can be defined:

e allowHTTPS

e allowHTTP

e allowCustomSSH
e allowDMI

e denyAll

networkSecurityGroups/nsgint: This block is responsible for creating policy. The created policy is applied to
Network Security Group's Internal interface.

"type": "Microsoft Network/networkSecurityGroups”™,
"name": "[wvariables({'nsgInt")1"™,

The following security rules can be defined:

e allowHTTPS

e allowHTTP

e allowRADIUSAuth

e allowRADIUSAccounting
e allowRADIUSCoA

e allowSyslogUDP

e allowSyslogTCP

e allowSNMPTrap

e allowSRXConnection

e allowScreenOSConn

e allowDHCP

e allowTACACSPIus

e allowPostgresDataSync
e allowCustomSSH

outputs

The outputs section defines the public IP address and FQDN that is displayed on successful deployment of PPS
on Azure.

"outputs": {

"Thostname™: {
"Ltype™: "atring™,
"value™: "[reference(variables('publicIPAddrl')) .dnsSettings.fgdn]”
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Appendix C: Pulse Policy Secure Resource Manager
Template for an Existing Virtual Network

Pulse Secure provides sample Azure template files to deploy Pulse Policy Secure Virtual Appliance on Azure.
Users can modify this to make it suitable for their need. Visit https://www.pulsesecure.net and download the
pulsesecure-pps-3-nics.zip file, and unzip it to get azuredeploy.json.

This template creates a new PPS with 3 NICs, Vnet, three subnets, NSG policies attached to PPS internal, external
and management subnets. All 3 NICs of PPS are configured with dynamic IP configuration and enabled IP
forwarding. Public IPs are attached to the PPS external and management NIC.

The template has following sections:

parameters This section defines the parameters used for deploying PPS on Azure. It contains
parameter name, its default value and the mouse-over help text that is displayed when
mouse is placed over the parameter in Azure Web portal. The parameters defined here are
displayed in the Custom Deployment page of Azure portal.

variables This section defines variables that will be used in the functions defined in the resources
section.

resources This section defines resource types that are deployed or updated in a resource group.

outputs This section defines the public IP address and FQDN returned after successful deployment

of PPS on Azure.

parameters

Figure 52: Custom Deployment

= Microsoft Azure X Search resources, services, and docs (G+/)

Home > Custom deployment

Custom deployment

Deploy from a custom template

PPS Storage Account Name (&) | polsecstorageaccount |

PPS Storage Account Resource Group

MName () | polsecrg |
PPS Image Location URI (T) | https://polsecstorageaccount.blob.core.windows.net/90r3images/PSA-V-HYPE... |
PPSVM MName () | PPSAzZurevVA |
PPS Config (& | <pulse-config> <wins-server>1.1.1.1 </wins-server = <dns-domain=psecure.ne... |

SSH Public Key * (@) | |

Dns Label Prefix Mgmt (& | mycloudppsmgmt |

Resource Group Name Of Existing

Virtual Network (&) | ExistingVnetRG |
Existing Vnet Name (@ [ virtualNetwork |
Existing Internal Subnet (@) | subnetl |
Existing External Subnet (& | subnet2 |
Existing Management Subnet (@ | subnet3 |
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PPS Storage Account Name: This is the name of the PPS Storage Account where the PPS Azure vhd image is

stored.
"parameters": |
i "PPS55toragelccountName™: |
"type": "string",
"defaultWalue": "polsecstorageaccount™,
"metadata™: |
"description™: "Storage account name wWwhere PPS image is uploaded™

1.

PPS Storage Account Resource Group Name: The is the name of the PPS Storage Account Resource Group

where the PPS Azure vhd image is stored.
"PPS5toragelccountBesourceGrouplame™: |

"type": "string",
"defaultValue": "polsecrg",
"metadata"™: |
"description™: "Resource group of the existing storage account where PPS image is uploaded™

il
}r

PPS Image Location URI: The is the URL to the location where PPS Azure vhd image is stored.

"PPSImagelocationURI™: |

"cype": "string",

"defaultWValue": "https://polsecstorageaccount.blobk.core. windows. net/90r3images/PSA-V-HYPERV-PFP5-51773.1-5ERIAL-hyperv.vhd",
"metadata™: |

"description™: "URL of Pulse Policy Secure vhd image"

il
b,

PPS VM Name: This is the name given to Pulse Policy Secure Virtual Appliance.
"DPSVHName™: {
: "type": "string”,

"defaultValue™: "PESAzureVA",
"metadata™: ﬂ
"description": "Pulse Policy Secure V& Name"

P
I

PPS Config: This section contains provisioning parameters that are required during the deployment of a Virtual
Appliance. An XML-based configuration file can be present in another Virtual Machine in Azure cloud or in the
corporate network which is accessible for Pulse Policy Secure through site-to-site VPN between Azure and the
corporate data center.
Pulse Policy Secure accepts the following parameters as provisioning parameters:

e primary-dns

e secondary-dns

e wins-server

e dns-domain

e username

e ssh-publickey

e cert-common-name

e cert-random-text

e cert-organization

e config-download-url

e config-data

e auth-code-license

e enable-license-server

e accept-license-agreement

e enable-rest
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For details about these parameters, see Pulse Policy Secure Provisioning Parameters.

"<pulse-config><primary-dns>8.8.8.8«</primary-dns><secondary-dns>8.8.8.9</secondary-dns><wins-server>1.1.1.1</wins-server><dns-domain>psecure .net</dns-dom

ain><admin-username>admin</admin-username><admin-password>password</admin-password><cert-common-name>val.psecure. net</cert-common-name><cert-random-text>

fdafnisonysinma</cert-random-texti><cert-organisation>Pascure

Qrg</cerc-organisation><config-download-url></config-download-url><config-data></config-data><auth-code-license»</auth-code-license><enable-license-serve

r>n</enable-license-server><accept-license-agreement>n</accept-license-agreement><enable-rest>n</enable-rest></pulse-config>",

SSH Public Key: This is an RSA public key that is used to access Pulse Policy Secure via SSH.

"S5HPublicKey": {
i "type": "string",

| "metadata": {
"description": "Provide an RSR public key. This key is used to access PES viz 55H. You can generate 35H keys using ssh-keygen on Linux and ©5 X, or PulTyGen on Windows. S55H Publ

DNS Label Prefix Mgmt: This is the prefix for Management Interface DNS label.
"dnsLabelPrefixMgmt™: {

i "type": "string",
'defaultValue" : "mycloudppsmgmt™,

"metadata™: |
"description™: "Unigue DNS Name for the Public IP used to access PES"

1,

Resource Group Name of Exiting Virtual Network: Name of the Resource Group that contains the existing Virtual

network.
"ResourceGrouplamelfExistingVirtuallNetwork™: |
! "type"™: "string",
"defaultValue": "ExistingVnetRE",
"metadata™: |
; "description™: "MName of the resource group that contains the existing virutal network.™
I
e

Existing Virtual Network Name: Name of the existing Virtual network.
"existingVnetName"™: {
! "type": "string"™,
"defaultValue": "wvirtualMNetwork™,

"metadata": |
"description": "Name of existing wirtual network”

b,

Existing Internal Subnet: Subnet from which Pulse Policy Secure Internal Interface needs to lease IP.

"existingInternalSubnet™: |

i "type": "string",

"defaultWalue": "subnetl"™,

"metadata™: |

; "description™: "PFPS internal interface connects to this subnet”
}

e
Existing External Subnet: Subnet from which Pulse Policy Secure External Interface needs to lease IP.
"existingExternalSubnet™: |

{ "type"™: "string",

"defaultWalue"™: "subnetl™,

"metadata™: |

i "description™: "PP5S external interface connects to this subnet™

}

Existing Management Subnet: Subnet from which Pulse Policy Secure Management Interface needs to lease IP.

© 2020 Pulse Secure, LLC. All rights reserved 59



Pulse Policy Secure Virtual Appliance on Microsoft Azure - Deployment Guide

"existingManagementSubnet": |

: "type": "string",

"defaultValue™: "subnet3i™,

"metadata™: |

i "description™: "PPS management interface connects to this subnet™

}

variables

PPS Internal NIC: This is network interface card of PPS Internal network.
"ppsIntHic™ : "PPSInternalWNIC™,

PPS External NIC: This is network interface card of PPS External network.

"ppsExtHic" : "PPSExternalWIC"™,

PPS Management NIC: This is network interface card of PPS Management network.
"ppsMgmtHNic™ : "PEPSMangementWNIC™,

PPS Management Public IP: This is public IP address assigned to PPS Management Subnet.
"publicIPRd4ddrl™ : "PPSManagementPublicIP™,

Public IP Address Type: This variable is defined as static IP.

"publicIPAddressType™ : ”Static";\

NSG Internal Subnet: This variable defines Network Security Group's Internal Subnet policy.

"nagInt™ : "N3GInternalSubnet™,

NSG External Subnet: This variable defines Network Security Group's External Subnet policy.

arE

‘”:3g3xt” : "NSGExternalSubnet™,

NSG Management Subnet: This variable defines Network Security Group's Management Subnet policy.

\":nggmt” : "NSGManagementSubnet™,

VM Size: This variable defines PPS Virtual Machine size. It is 4 cores, 144MB memory.

"vmSize™ : "Standard D53 2",

Virtual Network ID: This variable defines PPS Virtual Network name.

"ynetID" ! "[resourceld|'Microsoft.Network/virtualNetworks', variables|('pcavnetname") )} ]1",
"subnetRefInt" : "[concat (variables|('vnetID'), '/subnets/',variables ("'pecsVnetIntSubnet') )] ",
‘”szb:etRefExt” H ”:co:cat(va:iab;es('v:et:D'j,';3:b:et3£',va:iab;e3('pcsV:etExtS:b:et'Jj:”,‘
‘"subzetRefMgmt" : ":co:cat[va:iab;es['v:et:D'J,'fs:b:etsf',va:iab;est'pch:etMgntS:b:Et'J]:”,‘
ks:b:etRefT:::e;“ H ”:cn:cat(va:iab;es('?:etZD'],'Hs:b:etsﬁ',pa:amete:s('existi:gt:::e;S:b:et']J:”J
API Version
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"apiVersion" : "EDLS—DS—LS"‘

resources

publiclPAddresses/publiclPAddr1: This block is responsible for creating public IP address which is static in
nature. This is used for management interface IP address of PPS.

"type": "Microsoft. MNetwork/publicIPAddresses™,
"nmame": "[variakles('publicIPAddrl')]™,

networkSecurityGroups/nsgExt: This block is responsible for creating policy. The created policy is applied to
Network Security Group's External interface.

"type": "Microsoft _ Metwork/networkSecurityzroups™,
"name"™: "[variables({'nsgExt"')]",

The following security rules can be defined:

e allowHTTPS

e allowHTTP

e allowRADIUSAuUth

e allowRADIUSAccounting
e allowRADIUSCoA

e allowSyslogUDP

e allowSyslogTCP

e allowSNMPTrap

e allowSRXConnection

e allowScreenOSConn

e allowDHCP

e allowTACACSPIlus

e allowPostgresDataSync

networkSecurityGroups/nsgMgmt: This block is responsible for creating policy. The created policy is applied to
Network Security Group's Management interface.

"type": "Microsoft.Network/networkSecurityGroups™,
"name": "[variakles({'nsgMgmt')1"™,

The following security rules can be defined:

e allowHTTPS

e allowHTTP

e allowCustomSSH
e allowDMI

e denyAll

networkSecurityGroups/nsgint: This block is responsible for creating policy. The created policy is applied to
Network Security Group's Internal interface.

"type": "Microscoft.HNetwork/metworkSecurityGroups",
"name": "[variakbles|('nsgInt')]",

The following security rules can be defined:
o allowHTTPS
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e allowHTTP

e allowRADIUSAuth

e allowRADIUSAccounting
e allow RADIUSCoA

e allowSyslogUDP

e allowSyslogTCP

e allowSNMPTrap

e allowSRXConnection

e allowScreenOSConn

e allowDHCP

e allowTACACSPIlus

e allowPostgresDataSync
e allowCustomSSH

networkinterfaces/ppsExtNic: This block is responsible for creating network interface. The created network
interface is applied to network interface card of PPS External interface. The creation of this network interface
depends on:

e PPS Virtual Network name
e Public IP address of External Subnet

"type": "Microsoft_MNetwork/networkInterfaces™,
"name"™: "[variables('ppsExtNic')]1™,

networkinterfaces/ppsMgmtNic: This block is responsible for creating network interface. The created network
interface is applied to network interface card of PPS Management interface. The creation of this network
interface depends on:

e PPS Virtual Network name
e Public IP address of Management Subnet

"type": "Microsoft _ MNetwork/networkInterfaces™,
"name": "([variables('ppsMgmtNic')]"™,

networkinterfaces/ppsintNic: This block is responsible for creating network interface. The created network
interface is applied to network interface card of PPS Internal interface. The creation of this network interface
depends on:

e PPS Virtual Network name

"type": "Microsoft.Network/networkInterfaces™,
"nmame": "[variables|('ppsIntHic"')]"™,

virtualMachines/PPSVmName: This block is responsible for creating Virtual Machine name. The created Virtual
machine name is applied to PPS Virtual Machine. The creation of PPS Virtual Machine name depends on:

e Network Interface Card of PPS Internal interface
e Network Interface Card of PPS External interface
e Network Interface Card of PPS Management interface

"type": "Microsoft. Compute/virtualMachines™,
"name": " [parameters('PPSVmMame"')]",
outputs

The outputs section defines the public IP address and FQDN that is displayed on successful deployment of PPS
on Azure.
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"outputs": {

"Thostname™: {
"type™: "string™,
"ralue™: "[reference(variables('publicIPAddrl')) .dnsSettings.fgdn]”™

References

Microsoft Azure documentation: https://docs.microsoft.com/en-us/azure/

Requesting Technical Support

Technical product support is available through the Pulse Secure Global Support Center (PSGSQ). If you have a
support contract, then file a ticket with PSGSC.

e Product warranties—for product warranty information, visit https://www.pulsesecure.net.
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