Secure’

ObopyaoBaHME KOMMYTALIMM MNAKETOB
MHbopMaummn cetemn nepegadm aAaHHbIx PSA5000

PyKOBOACTBO NOJib30BaTeNA

despanb 2016



PSA5000 PykoBoacTBO nosnb3osBaTena

Copyright © 2014-2016, Pulse Secure, LLC. Bce npaBa 3alMLLLEHbI MEXAYHAPOAHbIMW 3aKOHAMKM 06 OXpaHe aBTOPCKUX Npas.

Bce ToBapHbIN 3HAKM NpUHAA/eXKaT COOTBETCTBYIOLWMM BAagesblam. Bce TexHMyeckue TpeboBaHma nognexaT USMeHeHUIO

6e3 yBegomneHus.

Pulse Secure, LLC He npMHMMaEeT Ha ceba OTBETCTBEHHOCTb HUM 33 KaKMe HETOYHOCTU B AaHHOM AoKymeHTe. Pulse Secure, LLC

ocTaB/seT 3a cobol NpaBo U3MEHUTb, NepesaTb UM MHAYE NepecMoTPeTb 3Ty NybnKaumio 6e3 yBegomIeHUA.



O630p

BeepneHune

O6opyaoBaHMe KOMMYTaLMKM NaKeToB MHGOPMaLMK ceTeln Nepeaayn aaHHbix PSA5000 (aanee — PSA5000)
npeaocTaBnAaeT BO3MOXKHOCTb opraHmsaumu coegnHeHua SSL VPN mauv koHTpons goctyna K cetu (NAC) nocpeactsom

MCMNO/1b30BaHMA O4HOM BbICOKO3IPPEKTUBHOM NaaTPopMbl.

PSA5000 BbINoO/IHEH B BUAE YHUKA/IbHOTO W BbICOKOONTUMMU3UPOBAHHOIO An3aiHa AnA naatdopm npoueccopa HU3KOM
moutHocTn. O6opyaosaHo 200 BT BbICOKO3I)DEKTUBHBIM UCTOYHUKOM NUTAaHUA € 80% NOHMMKEHUEM LLIYMA.

BbICOKO:-)d)CbEKTMBHbIe BEHTUNATOPbI obecneuymnsatoT AOCTaTO4YHOE ONTUMU3UNPOBAHHOE OX/1aXXaeHue.

Faallse Seclare

KoHconb

MutaHne YpaneHHoe MopT INT

ynpasaeHue MNopTt EXT

MpumevaHue: [ina obecneveHna bosbluer 6e3onacHocTM cuctembl USB-NopT OTKAOUEH.

CBeToAMOAHAA KOHTPO/IbHAA NaHeNb

CseToamoaHas KOHTPO/IbHAA NaHe b, PacnosioXKeHHan Ha nepeaHel naHenn PSA5000, BkatovaeT B cebsi KHOMKKU

KOHTPOANA 3NEKTPONUTAaHUA N cBeTOAMNOObl CTATyCa.




PSA5000 PykoBoacTBO nosnb3oBaTena

KHOMKW KOHTPO/IbHOM NaHenu

KoHTpoabHaA naHenb BKAOYaeT B cebn KHOMKRY BK!'IPO‘-IEHVIH/BbIK}'IlO‘-iEHMH NMNTAaHNA U KHOMKa nepe3arpysku.

3IIEKTpOI'IVITaHMe: BbikntoyaTtenb NnUTaHmMA ncnonblyeTca anAa noaadn Uam OTKAKYEHUA SNEKTPONMUNTAHUA O60pyﬂ,OBaHMH
OT CeTU INEeKTPOoNUTaHnA. HaxaTmem KHOMKW NUTaHMUA O60py,£I,OBaHVIe OTKNKOYaeTCA OT CETU SNEKTPOMNMUTaHunA, HO NpU 3TOM
COXpaHAETCA NUTaHUE B pPEeXUME OXMAaHUA. I'Iepep, nposegeHMemM TEXHUYECKOTo O6C11y)KVIBaHVIﬂ HEO6X0,EI,VIMO OTCOeaANHNTD

o6opyp,OBaHme OT CeTU INEKTPONUTAHUA.

RESET

Mepe3arpysKka: KHoMKa nepesarpyskun UCnoab3yeTcs A5 NOJHOMN nepesarpysku CUCTEMbI.

CeBeToamoapbl KOHTpOJ'IbHOﬁ naHeaun

Ha KOHTpOIIbHOﬁ naHen pacnosioXKeHbl NATb cBeToAMOoA0B ANA MOHUTOPUHIA CUCTEMDbI.

UHdopmaumoHHblii cBeToauoa: CoobuiaeT onepaTopy cTaTyc obopyaoBaHuA:

Cratyc OnucaHue
Mpoao/IKUTENBbHDBIA KPACHbIN Mpowusowen neperpeB. ITO MOXKET ObITb BbI3BAHO NeperpysKo ceTu.
Mele,a}OLLI,VII‘/'I KDaCHbIVI (lrLI,) HencnpaBHOCTb BEHTUNATOPA; NPOBEPbTE BEHTUNATOP

Mepuatowmin KpacHbi (0,25w) HeuncnpaBHOCTb 3/1€KTPONUTAHUA; NPOBEPbLTE UCTOUYHUK MUTAHUA.

HenpepbiBHbINM ronyb6omn AKTMBUpPOBAH NoKasbHbIM UID. 3Ta PpyHKUMA ncnoab3yeTca ana
onpeaesieHNA MeCTOHaxoXaeHust 060pya0BaHMUA B CTOMKe.

Blinking blue AKTUBMPOBaAH yaaneHHbin UID. 3Ta ¢yHKUMA ncnonblyeTcs ana naeHTnomnkaymm
obopynoBaHUA M3 yAaNEHHOTO MECTapacnoIOKeHUA.
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NIC2: 3aropancb, yKa3biBaeT Ha aKTUBHOCTb ceTh no GLAN2.

HDD: 3aropaschb, yKa3blBaeT Ha aKTUBHOCTb KaHana IDE nan akTmesHocTb gncka SATA.

o

dneKTponuTaHue: YKasblBaeT Ha COCTOAHME 3/IEKTPONUTaHNA 060pya0BaHMA. DTOT CBETOAMOL AOKEH
6bITb aKTUBHbIM, Korga obopyaosaHue pabotaet

HencnpaBHOCTb 3N1€KTPONUTAHUA. 3aropasch, yKasblBaeT Ha HEUCMPABHOCTb B 3/1EKTPONUTAHUM
obopyaoBaHuA.



PSA5000 PykoBoacTBO nosnb3oBaTena

TexHunyeckmne cneumPpuKaumnm

dusmnyeckme napameTpbl

NapameTp 3HauyeHue
McnonHeHune LWacewn 1U
LWnpurHa 43.7 cm
BbicoTa 4.3 cm
FnybuHa 24.9 cm
Macca 4.5 kr

[TapameTpbl 3/1eKTponNUTaHnA

O6opyaoBaHMe NUTaeTcA OT CETU NepeMeHHOoro Toka 220 B.

MapameTpsbl 3HayeHHe

HanpaxkeHue Ha Bxoae 100 — 240 B nepemMeHHOro ToKa
Tok Ha Bxoae 2,6 A

MouwHOCTb Ha BXxoae 200 BT

YacTtoTa Ha BXxoae 50-60Ty,
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MapameTpbl 3KCN/yaTauumn, XpaHeHMa, TPAHCNOPTUPOBaHUA

Mapametp 3HaueHue

TemnepaTtypa aKcnayaTaymm o1 10°C go 35°C

TemnepaTtypa XpaHEHUA N TPAHCNOPTUPOBAHUA oT -40°C po 60°C

CpoK cnybbl 5 net

OTHOCUTENbHAA BNAXKHOCTb 3KCMN/1lyaTaumnm oT 8% 00 90% (6e3 KoHAeHcaumu)
OTHOCUTEeNIbHAA B/IAXKHOCTb XPaHeHUA 1 oT 5% 0o 95% (6e3 KoHaeHcauumn)
TPAaHCNOPTUPOBAHMUA

CpOK XpaHeHusa 5 net

XapaKTepI/ICTMKI/I KOMMNOHEHTOB

KomnoHeHT XapaKkTepuctuka

CPU Pentium G3420

MNamaTtb 8GB

Hectkum amck HDD 500GB SATA3

Moaynb 6e3onacHocTn IXxTPM 1.2

CeTeBble NopThl ABoiHoi nopT GbE LAN (PCI)

BHewHwme 1/O nopThbi 1x console RJ-45 nopT
1x10/100/1000BASE-T nopTt

OxnaxkaeHune 2X 4 cm 4-pin PWM BeHTMNATOPBLI
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CtaHAapTbl M NoATBEPKAEHUE COOTBETCTBUA

L4 Poccusa

o CepTudmKaT COOTBETCTBMM B cUCTeMe cepTudukaumm B obnactm ceasu: No OC-4-CMNA-1934. [encTBuTesNieH

10.04.2017 no 10.04.2018.

L d [Jeknapaumna o cooTBETCTBUU TEXHUYECKUM pernameHTam TamorxkeHHoro cotoza: TC Ne RU -

US.PA01.B.30197. AewncteutenbHa ¢ 30.03.2016 no 29.03.2021 BKAOYUTENBHO

® TexHU4ecKun pernameHT TaMOXKEHHOr0 COot3a «I/IEKTPOMArHUTHAA COBMECTUMOCTb TEXHUYECKUX CPeaCcTB»
(TP TC 020/2011), TexHnYecKkunit pernameHT TamosKeHHOro cotosa «O 6e30MNacHOCTM HU3KOBO/IbTHOTO

o6opyaosaHusa» (TP TC 004/2011).

ol 3MC (amuccma): FTOCT 30805.22-2013 (CISPR.22:2006) knacc A, FOCT 30804.3.2-2013 (IEC 61000-3-2:2009),
FOCT 30804.3.3-2013 (IEC 61000-3-3:2008)

°® OMC (ycTtoiumsocTb): FOCT CISPR 24-2013
L d BesonacHocTtb: TOCT IEC 60950-1-2014
L d B munpe
L CLWA - UL listed, FCC
L4 KaHapa - CUL listed
L4 Fepmanua - TUV Certified
L4 Kutain - CCC Certification
L4 3MC (amuccma): FCC Class A, EN 55022 Class A, EN 61000-3-2/3-3, CISPR 22 Class A

L 3MC (ycTonumsocTb): EN 55024/CISPR 24, (EN 61000-4-2, EN 61000-4-3, EN 61000-4-4, EN 61000-4-5,

EN 61000-4-6, EN 61000-4-8, EN 61000-4-11)

® BesonacHocTb: CSA/EN/IEC/UL 60950-1 Compliant, UL or CSA Listed (Cwa 1 KaHaga), CE Marking (Espona)
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MOHTa* B CTOUKY

LLlaccn o60pynoBaHUA MOXKET OblTb YCTaHOB/AEHO B CTOMKY A1A 6os1ee 6€30MacHOro UCrnoJsib30BaHUA U
XpaHeHUA. YCTaHOBKa B CTOMKY ONKMcaHa B pasaenie YcTaHOBKA.

3anacHble Yyactu

HeuyacTto, HO Bam moryT I'IOTp66OBaTbCFI 3/1eMeHTbI O1A 3aMeHbl B O6ODYAOBaHMM. Bonee petanbHo, O6paTVI'I'er

https://www.pulsesecure. net/support/.
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KoHconb 1 HavyasibHaA KOHUrypaums

dnektponutaHne PSA5000

1. y,D,OCTOBepVITCﬂ, YTO WHYP MNUTAHUA OT CeTU INEeKTPONMUTaHUNA NepemeHHOro TOokKa HaaeXHO noacoeguHeH K

MOAOYNHO NCTOYHUMKA NMNTaHUA O6ODYAOBaHMH.
2. HarkaTb Ha KHOMKY NUTaHUA.

3. HabntogaTb 3a CTaTyCOM COOTBETCTBYIOWIMX CBETOAMOAOB Ha /IMUEBOM MNaHe/NM WCTOYHMKA nuTaHmA. Ecaum
WUCTOYHMK MUTAHMUA YCTAaHOBJIEH MPaBUIbHO M (PYHKLMOHUPYET HOPMa/ibHO, CBETOAMOA 3/1eKTPOMNUTAHMA CBETUTCA

HenpepbiBHO AC OK 1 DC OK, a cBeTogmMoa HEMCNPABHOCTU S/IEKTPOMNUTAHNA HEAKTUBEH.

MPUMEYAHMUE: Mocne oTkAoHEHMNA 060pYyA0BaAHUS OT CETU I/IEKTPONUTAHUA, NOA0KAUTE MO KpaHel mepe 60 cekyHa,
npexae, Yem CHOBa BK/IOYMUTb 06opyaoBaHue. MNocne BKAKOUYEHUA SNEKTPONUTAHMA NOAOKAUTE NO KpaliHe mepe 60

CeKYyHA npexae, 4emM BbIK/TIOYUTb O6ODYLI,OBaHVIe.

Mocne Toro, KaKk aNeKTponuUTaHne NoAK/IYEHO, MOXKET noTpeboBaTbesa A0 60 ceKyHA ANA UHANMKATOPOB CTAaTyca — TAKMUX
KaK CBeTOAMOAbl 3/IEKTPONUTAHMA UCTOYHUKA MUTAHUA M KOMAHAHbIA AUCTIeN Wwaccn — 4YTobbl MOKasaTb, YTO
aNeKTponuTaHue GyHKUNOHUPYET HOPMaabHO. MpourHopupyitTe owMboYHble MHOMKATOPbI, KOTOPble NOSBAAIOTCSA B

TeyeHue nepsbix 60 cekyHA.

NNoacoegnHeHMe KOHCONU

PSA5000 coaep*UT KOHCONbHbIM NOPT ¢ pazbemom RJ-45. Ucnonb3yiTe ero ana coeanHeHus c MK gna KoHpurypauymm.

CONSOLE

BbinosHuTe cneaytouee:

1. BO3bMUTE KOHCO/bHbIM LLHYP.
2. MopacoegnHnTe oaMH KoHel, WHypa K KoHconbHoMy nopTty PSA5000.
3. MoacoegmnHUTe Apyrom KoHew, WHypa K KoHcoabHoMy nopTy MK.
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OCHOBHble HAaCTPOUKU KOHPUrypaLummn

Korga Bbl 3anyckaete HecKoHourypupyembii PSA5000, Bbl Heo6xXoaMMO BBECTM OCHOBHYH MHOpPMALMIO O CETU U
PSA5000 u4epes3 KoHconb, uTob6bl PSA5000 cTtan AocTynHbiM B ceTM. Ha ocHoBe Bawero nepcoHanbHoro Bbibopa
pa3anyHble BUMHapHbIM Habop 6yaeT 3arpyxeH B cuctemy. ocne BBOAA 3TUX HACTPOeK Bbl moxKeTe Npoao/IKUTb

KoHdUrypuposatb PSA5000 yepe3 B36-KOHCOb aAMUHUCTPATOPA.

Bo Bpems npouecca OCHOBHOM HACTPOMKM Bbl onpeaenaete «UHAMBUAYANbHOCTb» (pexkum paboTbl) PSA5000.
Hanpumep, Bbl moxeTe HacTpouTb PSA5000 ana paboTbl B KayectBe Pulse Connect Secure nau Pulse Policy Secure. Bbl

MOXKeTe NePEKN0UYUTb peXMMbI B Itob6oe Bpemsa nepekoHdurypaumeir PSA5000.
Mpouecc HAacTpPOMKKM MoXKeT 3aHATb 20 MUHYT
BbinonHuTe chepytolme oCHOBHbIE HAaCTPOMKM

1. BbinosnHUTE KOHOUrypauuto 3anyweHHon Ha MK yTUAUTbl KOHCONBHOrO TepMMHAAA UM SMYAAULUU TEePMUHANa,
Takol Kak HyperTerminal unam PuTTY, yTo6bl MCMNosb30BaTb 3TWU MapaMeTpbl MocaenoBaTeslbHOro coeauHeHus. [lo

YMOT4HaHUIO 06bI4YHO YCTaHaB/1MBAKOT, HO NpoBepbTe UX, eCZIN UMeroTCA I'lpO6/'IEMbI coegnHeHuA:

L4 9600 6uT/c

bd 8N1
L4 1 cton-6ut
L d OTCYTCTBME KOHTPO/1A NOTOKA
2. MNoacoeaunHute MK nocnegosBaTeibHbIM WHYPOM K KOHCONbHOMY nopTy PSA5000 1 HaxkumainTte Enter go Tex nop, noka

He 3anyCTUTCA CKPUNT MHULLMANM3ALLUN.
3. Beeaute undpbl, COOTBETCTBYOLME pexnmy paboTbl PSA5000.
[1] Pulse Connect Secure

[2] Pulse Policy Secure

Haxmute 1, utobbl ycTtaHoBUTL MO Pulse Connect Secure. Haxkmunte 2, 4to6bl yctaHoBuTb MO the Pulse Policy Secure.

4, BeeauTe y ANA 3anycKa npouecca U NoTom BBeAuTe Y ANA NPUHATUA YCNoBUN anueHsum (unmn seeauTe r ana

O3HAKOMJ/IEHMA C YC/IOBUSAMWN NINLLEH3NN).

5. CnenynTe yKasaHUAM Ha 3KpaHe 1 BBeAuTe MHGOPMaLUIO, B TOM YUC/IE:

L IP appec BHyTpeHHero nopTa (Bbl KOHGUTrypUpyeTe BHELIHUI NOPT Yepes BI6-KOHCONb aAMUHUCTPATOPA Nnocie

Ha4ya/IbHOM HACTPOMKM)

L4 MacCKa ceTu
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L4 aZpec Wwnt3a No YyMOAYaHUIO

L appec nepsuyHoro DNS cepsepa

L4 agpec sTopuyHoro DNS cepBepa (onuroHanbHO)

® umsa gomeHa DNS no ymonyaHutio (Hanpumep, acmegizmo.com)

® umsa uam agpec WINS cepsepa (onuymoHanbHO)

L4 JIOTUH aAMUHUCTPaTopa

L naposib agMUHUCTPaTopa

® obuee nms obopyaoBaHua (Hanpumep, connect.acmegizmo.com)

hd UMA opraHmsaumm (Hanpumep, Acme Gizmo, Inc .)

L4 BBEAUTE C/YyYaMHbIN TEKCT (Mcrnonb3yeTca ana cepTuduKkaTta ayTeHTUPUKaumm)

[Mocne BbINONHEHNA OCHOBHbIX HACTPOeK, Bbl roToBbI K InueH3nposaHuto MO, npoBepKe A4OCTYNHOCTU U 3aBePLUEHUIO

npouecca KoHouUrypaumm yepes B36-KoHconb agmmnHucTpaTopa PSA5000.

N3meHeHne pexkmma paboTbl

Bbl moXKeTe M3MeHUTb peXxxum paGOTbI cuctemsl B Ntoboe Bpema.

N3meHeHne pexxnma pa6OTbI yAandaert Bce Cbal‘/‘lﬂbl KOHd)MpraLI,VIVI M OaHHble O cucTeme U nosb3osaTene. Bbl moxkeTte
BbIMO/THUTb OCHOBHbIE HaCTpOI‘;ﬂ(M CHOBa, yTo6bI BOCCTAHOBUTbL CETEBOE coegunHeHwme. MNMpouecc ycTaHOBKKM 3aHMMmaeT 20

MUHYT.

Ona nsmeHeHus pexkmma paboTbi:

1. 3anycTuTe ceccuio KOHCON.
2. Bbibepute onuyuto 4, System Operations.
3. Bbibepute onuuto 5, Factory reset.

4, Beeaute umopbl, cOoTBETCTBYOUME pexmnmy paboTbl PSA5000.

[1] Pulse Connect Secure

[2] Pulse Policy Secure

HaxmuTe 1, utobbl yctaHoBUTb MO Pulse Connect Secure. Haxkmunte 2, utobbl yctaHoBuTb MO the Pulse Policy Secure.

5. CnepynTe noAckasKkam 4/1A 3aBepLllIeHns KoHPUrypaumu.

12
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OnAa nsmeHeHus pexkuma paboTbl ¢ BS6-KOHCONM aAMUHUCTPATOpPA:

1. B KoHCO/IM agmMUHUCTpaTopa Bbibepute Maintenance > System > Change Personality.
2. HaxmuTte Browse gna Bbib6opa MOI.
3. Haxmute Change Now.

13



Mpumepbl KOHPUTYpPaALMK

3anyck OCHOBHbIX yCayr
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OTKNHOYEeHne cucTtembl

ocTtyn yepes B3O-nHTEPHENC agMUHUCTPATOPA

1. 3anyctuTe B36-6paysep Ha MK, KOTOPbIN NOACOEAMHEH K CETU.

2. YKaxuTe 6paysep no Tomy e IP agpecy, KOTopblii Ha3HaueH BHYTPEHHEMY NopTy, 3aKaH4MBana /admin (Hanpumep,

https://a.b.c.d/admin).

3. Mpw NnoABAeHUN NpeaynpeXKaeHna cucTeMbl 6@30MacHOCTU O NPOAO/IKEHUN 6e3 NoANnMcaHHOro cepTudmKaTta
HaxkmuTe [a. MNosiBneHne CTpaHULLbl aBTOPM3aLLUM aAMUHUCTPATOPA O3HAYaeT, YTO Bbl YCMNELWHO CoOeANHUAN CBOe

obopyaoBaHue C ceTblo.

4, Ha cTpaHuue aBTopU3aumm BBEAUTE JIOTMH M Mapo/ib aAMUHUCTPATOPa, CO34aHHble paHee. HaxkmuTe Signin.

B36-KOHCONb agMMHUCTPATOPA OTKPbIBAET cTpaHuuy Overview.
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JInueH3snpoBaHme cUCTembl

Mocne yctaHOBKM 060pyA0BaHME U BbIMOJIHEHUA OCHOBHbIX HACTPOEK Bbl rOTOBbI UX IMLEH3UPOBATH.

OnAa nMueH3npoBaHMA BbIMOJIHUTE UHCTPYKLUMU, NoayvYeHHble no email ot Pulse Secure. lna 6onee nogpobHo

nHdbopmaumu: https://www.pulsesecure.net/support.

Ob6opyaoBaHMe UCNONb3YET 06LWMe MMeHa 060pPyA0BaHMA M OpraHM3aumnm gna cosgaHusa umdposoro ceptudmKkaTa

AdBTOpPU3aLUMKN ONA NCNO/Tb30BaHMA €ro BO BpemMaA OUueHKU NpoayKUunn mn Ha4vyanbHOM YCTAQHOBKMU.

Mbl HacTOATENIbHO PEKOMEHAYEM MMMNOPTUPOBATL LMPPOBON cepTUdMKaTa M3 BHYLLAOLWNX AOBEPUE LLEHTPOB

CepTM(I)VIKaLI,VIM A0 pa3BepTbiBaHUA OGOpyAOBaHMﬂ B KOMMep4yeCcKoe UcnosibdoBaHue.
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YCTaHOBKaA

B aTOMm pasgene npuBeseHbl MHCTPYKLMM MO MOHTaXYy Waccn o60py0BaHUsA B CTOMKY.
[ToaroToBKa K yCTaHOBKe

Mokanyicra, NPoUYTUTE MHCTPYKLIMKN HUXKE NMpeXKae, YeM MOHTUPOBATb 060pya0BaHME B CTOMKY.
Bb|60p MecTonos1oxXeHud

Bbibepute noaxoastiiee MecTonooXKeHue Ana CTOMKN. ITo A0NXKHA BbITb uMcTan, 6e3 nblin 061acTb, KOTOPas XOPOLLO
nposetpeHa. N3berute obnacrell, rae BbicCOKaa Temneparypa, 3/IeKTpUYEcKue LymMbl U SN1EKTPOMArHUTHbIE MOMEXM.

PasmelanTe pAgom c 3a3eM/IEHHOM PO3EeTKOM 3N1EeKTPONUTaHMA.

L OcTaBbTe Mo KpanHel mepe 65 cm nepes, CTOMKOMN, YTOObI MOJTHOCTBIO OTKPbITh ABEPb CTOMKMU.

° OctaBbTe nNpubaMsnTenbHo 80 cm nosagm CTOMKM, YyTo6bl ob6ecrneynTb 4OCTAaTOUYHbIN NOTOK BO34yXa M yaobCcTBO B
obcnyKneBaHun.

o YcTtaHoBuTe B 06/1aCTU C OrpaHUYEHHbIM 4OCTYNOM, TAKOM KaK creunanbHo o6opyaoBaHHAs KOMHaTa.

Okpyxatouiasa paboyas TemnepaTypa

Ecnan obopynoBaHMe YyCTaHOBAEHO B 3aKPbITOM MM MHOTOIOHUTOBOW CTOMKe, paboyan TemnepaTtypa CTOMKM MOXKeT BbITb

60/ibllie, YeM TeMMepaTypa OKpyrKatoLwel cpesbl KOMHaTbl. YCTaHOBMUTE 060pyA0BaHNE B YCIOBUAX OKPYXKatoLLen cpeae,

COBMECTMMOW C MaKCMMa/ibHOM HOMWHANIbHOW TeMMepaTypoi aKCcnyaTaumnm, yctaHoBAeHHOW usrotosmtesniem (TMRA).
COOTBETCTBVFOLLI,VIVI NOTOK BO3A4YyXa

O6opyaoBaHMe A0/IKHO BbITb YCTaHOB/IEHO B CTOMKY TakK, YTOBbl CyMMapHbIA MOTOKa BO3Ayxa, Tpebyemblii ans

6e3onacHo paboTbl, HE CTAaBUJICA NOA Yrposy.
I'Ieperpy3Ka uenu

N3beraiTe neperpysku LLenu aIeKTPonUTaHmnsa Uan ntoboro o60pya0BaHUA 3aLMUTHOTO OTKAKOYEHMS. Mcnonb3yiiTe

MapKUPOBKY 060pya0BaHMA AN onpeaeneHus TpeboBaHUi.
3aszemneHue

3asemeHune O0/IKHO BbiTb 06ecnevyeHo NOCTOAHHO. YTo6bl 3TO rapaHTMPOBATb, 3a3eMAnTe camy CTOoMKy. ObpaTute

BHMMaHMeE Ha NoAcoeMHEHUE SNEKTPONMUTAHMS, HANPUMEpP HA UCMNO/Ib30BaHUE YAJAUHUTENEN.
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dursmnyeckme mepbl NPeAOCTOPOXKHOCTU CTONKMU

L d YpaocToBepbTeCh, UTO peryimpyemble OnNopbl Ha HUMXHEN MOBEPXHOCTU CTOMKM MOHOCTbIO MOCTaB/I€Hbl HA NOJ C

NOJZIHbIM BECOM ONOpPbI CTOMKMU Ha HUX.

Ld Mpu 04MHOYHOM YCTaHOBKE CTOMKU CTabuamnsatopbl J0/13KHbI 6bITb MPUCOEANHEHBI K CTOWKE.
Ld B yCcTaHOBKE HECKO/IbKUX CTOEK BMECTE CTOMKU A0AXHbI ObITb COeANHEHBbI MeXKay cobol.
L4 Mpu moHTaxKe 060py[0BaHUA B HaCTUYHO 3aN0J/IHEHHYO CTOMKY, 3arpy3nTe CTOMKY OT OCHOBaHMUA A0 BEpPLUUHbI C

CaMbIM TAXKeIbiIMm 060pyA0BaHNEM B HUXKHEN YacTu CTOMKU. Ecnn aTo o60pyaoBaHMEe MOHTUMPYETCA B MYCTYHO CTOMKY,

YCTaHOBUTE €ro B HUXXHEM YacTu CTOMKMU.

o Bcerpa yaoctoBepsiiTech, YTO CTOMKA CTabuibHa npexae, Yem MoHTMpoBaTb o6opyaoBaHne. MoHTUpYiiTe Mo

OA4HOMY 3K3emMnnapy O60py,ﬂ,OBaHMﬂ 3a oguH pas. MHaue CTOMKa MOXKeT CTaTb HecTabuabHoOM

I'Ipe,u,ynpem,u,eHVle: Cﬂe,ﬂ,yl‘;lTe 3TUM pPpeKOMeHOaunAam, YTOOBI npenoTBpaTmUTb NOBpPEeEXO4EeHUA. anIMVITe BCe Mmepbl

npegocTtopoXXHOCTH, YTObbI rapaHTNpPOBaThb, YTO CUCTEMA OCTaAETCA ctabunbHoOM.

Obuwme mepbl NPeaoCTOPOIKHOCTM 06opyaoBaHUA

o M3yynTe mepbl 3neKTpobe3onacHoCTU 1 obuime mepbl 6e30NacHOCTU, KOTOpPble MPUMEHUMBI K 060pYA0BaHMIO.

o Onpepennte MecTONOOXKEHWEe KaxKaoro obopyaoBaHua B CTONKe.

o YCcTaHOBUTE CHaYa/la camoe TsKesl0e 060pyA0BaHUE B HUMKHEN YacTU CTOMKM, U 3aTem paboTaiTe ¢ HUM.

® Mcnonb3yiTe CTOYHUKM BecnepeboiiHoro nuTaHuna (UPS), 4Tobbl 3almMTUTL 060pYyA0BaHNE OT CKAaYKOB HaNpPAXKEHUA

o Mo3BONbTE }KECTKMM AUCKAM U MOAYNSAM UCTOYHMKA MUTaHUA OXNAAUTHCA MPENKAE, YEM KOCHYTLCA UX.

o Bcerza oep:kuTte ABepb CTOMKM, BCE NaHe M U Bce KOMMOHEHTbl 060py10BaHMA 3aKPbITbIMU, €C/IN OHU He 06CayKMBAOTCS,

yTo6bl NOAAEPKMBATb HEOBXOAMMOE OXNaXKAeHMe.

MpeaynpexaeHune: Ecan Bbl OTBUHTUTE M OTKPOETE KOXKYX LUACCK, TO rapaHTUA Ha 06opyaoBaHMe nepecTaHeT 4elCTBOBaTb. BUHTbI

oneYvyaTaHbl:

Q Security Sealed
\,' Tamper Evident
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UHCTPYKLUUM NO MOHTAXKYy CTONKMU

MmeeTca MHOXeCTBO N\op,eneﬁ CTOEK, TaKnm 06pa30N\, npoueanypa MOHTa*Xa MOXXeT HEMHOTO OT/IM4aTbCA B

3aBNCUMOCTU OT KOHKPETHOﬁ CTOVKWN. O6paTMTer K MHCTPYKUMAM MO MOHTAXXy, KOTOpble NnAyT B KOMNJZIEKTE CO CTOMKOMN.

MpumeyaHue: PUCYHOK NpmnBeaeH TONbKO ANA AEMOHCTPaLum. O6OPYAOBaHMe AONXHO BCerga yCtaHaB/IMBATbCA Ha CTOVIKy,

HauyMHas C HUXKHEN YacTU CTOMKMN.

<

YCTaHOBKa LIaccu B CTOMKY

YCcTaHOBKa LWACCK Ha CTaHAAPTHYH CTOMKY

1. MoaTBepanTe, UTO LLACCU COAEPMKUT YeTblpe BUHTA, HeobXxoaAnMble 417 MOHTaMa LWaccu B CTOMKY.
2. BblpoBHsANTE WaccK Yepes OTBEPCTUA CTONKMU.
3. BcTaBbTe BUHTbI B OTBEPCTUA LWIACCU U Yepe3 OTBEPCTUS CTOMKMU
A
y
/ \\
Vi \

ﬁpe,qynbem,qeuue: He 6epute obopynoBaHue 3a nepegHune pyykn. OHU pa3paboTaHbl, YTOObI TONIbKO BbIHMMATb

obopyaoBaHMe U3 CTOMKMN.
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MNpaBuna u ycnosua 6esonacHomn

aKcnayaTauunm

B pnaHHOM paspene npuBeaeHbl CTAaHAAPTHbIE A4J1A OTPAC/AW NpeaynpeXXAeHusa, HanpaBJ/ieHHble Ha npeaynpexaeHue
No/Ib30BaTeIs OTHOCUTENIbHO CUTYaLM, KOTAa MOXKeT BOSHUKHYTb CUTyauua GpM3MYecKoro noBpexaeHna noab3oBaTens.
Ecnn Bbl MmeeTe BOMPOCHI UM UCMbITbIBAaEeTE TPYAHOCTb, CBSAXKUTECH C OTAE/NOM TEXHUYECKOW noaaep»ku Pulse Secure
AN nomMmolwn. ToNbKOo cepTUPULMPOBAHHBIA TEXHUYECKUI MEepCcoHan AO0JIKeH YCTaHaB/AMBaTb WMAM KOHOUTypUpoBaTb

obopypoBaHue.

CepTtndumnkatbl 6e3onacHoOCTU

L4 Poccua - TexHUYeckuin pernameHT TamorkeHHoro cotosa «O 6e30nacHOCTM HU3KOBO/ILTHOIo obopyaoBaHua» (TP
TC 004/2011), 3Hak EAC

L USA - UL listed, FCC

L d Canada - CUL listed

L4 Germany - TUV Certified

L4 Europe/CE Mark

L EN 60950/IEC 60950-Compliant

L4 KuTtait - CCC Certification

dneKkTpobe3onacHOCTb

OCHOBHble Mepbl NPeA0CTOPOXKHOCTY 31eKTPOHEe30NacHOCTM A0/KHbI BbINOAHATLCA, YTOBbI 3aWMUTUTL cebA OT NPUYMHEHMA Bpeaa U

obopyaoBaHMe OT NOBPEXKAEHUA:

L d HeO6X0ﬂ,MMO 3HaTb o MeCTOopacnoNnoXxXeHnm KHOMKWN BKﬂIOHeHVIH/BbIKﬂIOHeHMH SNEKTPONMUNTAHUA Ha
o6opy,u,OBava|, a TaKXe O MecCTopacnoioXeHUU BblKAKYaTena 3N1eKTPponUTaHMA KOMHATbI, 3ﬂeKTpVI‘4€CKOﬁ PO3eTKn.

Ecaun npounsoiageT HecyacTHbIW cay4dait, Bbl 4O/1KHbI ObICTPO OTK/IIOUUTL 060pYyA0BaHME OT CETU I/IEKTPON UTAHUSA.

L4 He paboTaliTe B 04MHOUYKY C KOMNOHEHTAMM, HAXOAALMMMCA NOL, BbICOKMM HAMpPSKEHNEM.
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L MuTtaHuMe Bcerga AOMXKHO bObiTb OTcoeaAuHeHO OT 060pyAOoBaHWA, KOrga 3aMEeHsITCA WMAM yCTaHaBAMBAlOTCA
KOMMOHEeHTbl. OTcoeauHAA NuUTaHue, Bbl cHayana AO0/XHbI OTKAOYUTL 060pPYyAOBaHME C OMEpPaALMOHHOM CUCTEMOM, a

NOTOM OTCOEAMHUTL LUHYP NUTAHUA OT MOAY/IA NUTAHMA 06opyaOBaHMUA.

° Mpw Bawei paboTe C 3INeKTPUYECKUMM LEeNsIMU APYroin YeNoBeK A0/IXKeH HaXoAMTbCA PAAOM, UTOBbl OTCOeANHUTL

nnMTaHue, Npu HEO6XOAMMOCTM

L Mcnonb3yliTe TONbKO O4HY PYKY Npu paboTe c afeKTpruYecknm obopyaoBaHMe, HaXO4AWMMCA Nog HaNpsasKeHUeMm.
DTO [O0/I)KHO TMO3BO/IMTbL M36eXaTb CO34aHMA LEenu, KOTOpas BbI3OBET TMOparkeHue assieKTpudyeckum Tokom. C
Ypes3BblYaMHOW OCTOPOXKHOCTbIO UCMONb3YNTE MeTaIMYeckne UHCTPYMEHTbI, KOTOPbi€ MOTYT J1IerKo NoBpeauTb tobble

INEeKTpnyeCKkne KOMMNnoHeHTbl, C KOTOPbIMN OHU BXOOAT B KOHTAKT.

L d He MCFIOI'Ib3yl7ITe noKpbITHUA, pa3pa60TaHHble ANnA yMeHbleHUA 3N1eKTPOoCTaTu4ecKoro Bb|6poca, KaK 3aWuTy OT
NOpaXXeHMnA 3SNeKTPUYeCcCKMm TOKOmM. Bmecto 3Toro MCI'IOI'Ib3yV1T€ pe3nHoBble TMOKPbITUA, KOTOpble cneynaanbHO

pa3paboTaHbl Kak 3/IeKTPUYECcKne U301ATOPbI.

L d LLHYp 2neKTponuTaHMA AO/MKEeH BKAOYaTb KOHTAKT 3a3eM/ieHMA U O0/1XKeH ObITb BK/IlOYEH B 3a3eMJIEHHbIE

INEeKTpn4ecCKkne poseTku

° Mcnonb3yiite 6pacneT 3a3emieHunn, paspaboTaHHbIN 41A NpeaoTBPaLLEHMA CTaTUYECKOro paspaaa.

Ob6lwan 6e3onacHOCTb

® CoxpaHsiiTe o61acTb BOKpYr o6opynoBaHusa ymcton n ceobogHom ot becnopsaka.

° PaboTan c o6opyaoBaHMEM, He HOCUTE CBOBOAHYIO O4EXAY TaKylo, KaK rajiCTyKu U paccTerHyTble pykasa pybaluku, KoTopble

mMmoryT BOMTU B KOHTAKT C 3IEKTPUYECKMMU Uenammn nnum 6bITb 3aTAHYTbl B BEHTUNATOP.

° Yaanute nobble 10BEANPHbIE UK METaNANYECKME NpeaMeTbl C Tena, KOTopble ABAAIOTCA NPEBOCXOAHbIMWU METaNINYECKUMM
NPOBOAHMKAMM M MOTYT CO34aTb KOPOTKME 3aMblKaHMA M NOBPeaUTb Bac, eciv OHM BXOAAT B KOHTAKT ¢ obnactamu o6opyaosaHus,

HaXo4ALMMMCA MOA HaNPAXKEHNEM

MpeaynpexaeHuve!

JTOT CMMBOA NpeaynpeXaeHUs o3HavyaeT OMacHOCTb. Bbl HaxoguTechb B CUTyalLMM, KOTOPAsa MOXKET HAaHeCTU TenecHble
nospexgeHus. o pabotbl ¢ obopygoBaHnem, HeEOBXOAMMO 3HATb 06 OMACHOCTSX, CBA3AHHbLIX C 3/1EKTPUYECKMMMU

uenamu, 1 6bITb 3HAKOMbIM C O6LLI,eFIpMHF|TOﬁ I'IpaKTMKOﬁ npegorTepaweHnAa HeCHaCTHbIX cyvyaesB
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NMHCTPYKLWNUN MO YCTaHOBKe

MpeaynpexkaeHue!

MpouynTaiiTe MHCTPYKLMKM MO YCTAHOBKe A0 coeaunHeHUA 060pyA0BaHMA C CETbIO 3/IEKTPOMNUTAHMUA.

YcTponcTBa 3aLMTHOIO OTKAOYEHUSA

MpeaynpexaeHue!

ITOT NPOAYKT NpeanonaraeTca AAA NOAKAYEHMA K SNEKTPONPOBOAKE 34aHMA ANA 3AWMUTbI OT KOPOTKOIO 3aMblKaHMA

(neperpyskun). YooctoBepbTeCh, YTO YTO YCTPOMCTBO 3aLLMTHOrO OTK/OYEHUSA paccyuTaHo He bonee, yem: 250 B, 20 A.

OTcoegnHeHUe sNeKTPonnUTaHuA

MpeaynpexaeHve!

OGopy,a,osaHme AO0NTXKHO 6bITb oTcoegnHeHO OT BCeX MCTOYHUMKOB NMNTAaHUA N LUHYP NMUTAaHUNA O01XKeH 6bITb oTcoeanHeH oT
MO,D,YHEVI 3NEeKTpoOnNUTaHunA 060py,CI,OBaHMﬂ A0 nosiydyeHunAa gocTtyna K BHYTDEHHeﬁ 4acTu Wwaccn npum yCtaHOBKE Unun

yYAaneHnnM KOMNOHEHTOB.

YcTaHOBKa o06opyaoBaHuUs

MpeaynpexaeHve!

ToNbKo 06y4YeHHOMY U KBanMPULUMPOBAHHOMY MEPCOHaNY MOXHO paspellnTb YCTaHOBKY, 3aMeHY UK obcayXKnBaHmue

obopyaoBaHuA.
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O6nacTb OrpaHNUYEeHHOro AocTyna

MpeaynpexaeHue!

O60py,EI,OBaHVIe npeaHasHavyeHoO ANA YCTaHOBKU B obnactm orpaHuyeHHoro goctyna. K obnactm OrpaHn4YeHHOro AocCtyna

MOXHO NONYYUTb 40CTYN TO/ZIbKO C MOMOLLbIO CneunanbHOro MHCTPYMeEHTa, 3aMKa U K/1lo4a Uan gpyrmx cpeacrtse 6e3onacHocTw.

(9To npeaynpexaeHne He OTHOCUTCA K aBTOMATU3UPOBAHHbIM paboynmm mectam).

Pe3epBHb|e MCTOYHUKUN MNTAHUNA

Mpeaynpexaexue!

O6opyaoBaHne MOXKeT umeTb 6os1ee 04HOIo CoeaMHEHUA C UCTOYHUKOM NUTaHUA. Bce coegmMHeHna A0NKHbI 6bITb

OTK/TKOYEeHbl ONA obecTtoumBaHuA o6opy,c|,OBava.

OnacHoe HanpaxeHume

Mpeaynpexaexne!

OnacHoe HanpseHue UK S3Heprus NPUCYTCTBYIOT Ha 3a4Hel naHenu, koraa obopyaosaHue pabotaer. MpossuTe

OCMOTPUTENTbHOCTb NpPU O6Cl]y)KMBaHMM.

CooTtBeTcTBME MmeCTHOMY N HaUMNOHAJ/IbHOMY

3dKOHO4aTE/NIbCTBY B obnactun INEKTPOTEXHUKHU

MpeaynpexaeHue!

YcTaHOBKa oGopyp,osava AOJ/1XKHa BbINO/IHATCA B COOTBETCTBUN C MEeCTHbIM U HAaUMNOHA/IbHbIM 3aKOHO4aTe/1IbCTBOM B

061aCTU 91EKTPOTEXHUKMU.
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YTnnnsayma npoaykumm

Mpeaynpexaexue!

YTunmsauusa obopynoBaHnA 40XKHa ObiTb BbIMOJIHEHA COM/TAaCHO BCEM HALLMOHAIbHbIM 3aKOHaM U TpeboBaHUAM.

MpeaynpexaeHme o 3ameHe BEHTUNATOPOB B «ropsavYem»

pexunme

MpeaynpexaeHue!

BeHTnAATOpPbI MOryT ewe BpawaTbca, Koraa Bol yaanaete c6opKy BEHTUNATOPOB U3 Waccu. [epmuTte nanblbl, OTBEPTKM U

apyrue 06BbEKTDI AaNeKo OT OTKPbITbIX yacrten C60pKM BEHTUNIATOPOB.

LLIHYp nuTaHunA

Mpeaynpexaexue!

Mpu ycTtaHoBKe O60py,£I,OBaHVIﬂ VICI'IOI'Ib3yﬁT€ npenocrtaB/ieHHble B KOMMNJIEKTE NMOCTaBKUN WU 0603Ha4YeHHble LWHYpPbI

CBA3M, WHYPbI NUTaHUA. Micnosib3oBaHue Nto6bix A4PpYrnX WHYPOB MOKET Bbi3BaTb C60I UAM BO3ropaHue.

CBG,EI,EHMFI 06 orpaHMN4eHmnAxX B MUCMNOZIb30BaAHNN C yHETOM
npegHasHavyeHnAa AOAA pa6OTbI B XWUJbIX,

KOmMmmepYyeCckKnx v npomssoacrBeHHbIX 30HAX

M3penne npeaHa3HaYeHO ANA UCNO/Ib30BAHUA B KOMMEPYECKUX U HEHArPy*KEHHbIX NPOM3BOACTBEHHbIX 30HAX.
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NMHdopmauma o mepax, KoTopble cneayer
npeanpPuHATL MNP obHapyKeHnu

HENCIMPaBHOCTU

o MoucK OTBETOB B AOKYMEHTaUMM O NpoAayKuuu. [OoKymeHTauMs no npogyktam Pulse Secure pocTynHa Ha caiite

https://www.pulsesecure.net/techpubs

L Ucnonb3osaHue 6a3bl 3HaHWI. [nA NoayYeHUs A0N0JHUTENBHON MHOPMaLMKM 06 YCTPaHEHUN HencnpaBHocTel obpaTutech

K 6a3e 3HaHMI Ha cTpaHmue https://www.pulsesecure.net/products/psa v https://www.pulsesecure.net/support/warranty

° ObpalyeHune B CNyKby TexHUYecKkon nogaepku Pulse Secure. ObpaTutech K gucTpmbbloTopy KomnaHum Pulse Secure uau 8
CNYXKOY TEXHMYECKON Noaaep KKK, YTobbl 06paTnTbCA B CAYKOY TEXHUYECKOW noaaep»KKu Pulse Secure, nepeitgute Ha Be6-cTpaHULy

https://www.pulsesecure.net/support
[l paBnia N ycanosumd peajindaumu

Mpasuna n ycnosuAa peannsaumm ykasaHbl B COr/IalleHUAX ¢ OdJVILI,Ma}'IbeIMM TOoproebiMn npeacraBuTenaMmn.

B KOoMnneKT noctaBku BXO4AT:

L4 6a3o0Bbliii 610K PSA5000,

b LWHYP NUTaHKA,

L4 KOHCO/IbHbIW LUHYP,

L4 LWHYp yNpaBaeHuns

L4 Habop A8 MOHTaa B CTOMKY

L4 3KCMNYaTaUMOHHbIE AOKYMEHTbI.
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NMudbopmauma ob narotoBneHmnmn

obopynoBaHuUA

YnoniHomo4yeHHOe n3rotosutenem amyo:

000 «DEC KOMbIOHUKENLLH3»;
apgpec: 127411, Poccus, ropog Mocksa, yamua Codbm KoBanesckow, 4om 6, cTpoeHue 1;

TenedoH: +7 495 942 40 19
N3rotoBuTenb:

Pulse Secure LLC;

agpec: 2700 Zanker Road, Suite 200, San Jose, California 95134, CoegmHeHHble LLTaTbl AMepukm
3a BOO-U3ITOTOBUTE/Ib.

Super Micro Computer Incorporated,

Address: 980 Rock Avenue, San Jose, California 95131 CoeauHeHHble LLTaTbl AMepukm

[laTa n3rotoBneHmna nsgenmna

[laTa U3roToBNEeHUA yKasaHa B cepuimHOM Homepe B cieaytolem dopmaTte: PPPPMMITITRXxxxx (16 3HaKkoB).

lone OnucaHue
rrrr o4, M3roToBAEHMA. ITO ro, B Te4eHNE KOTOPOro 6bia10 M3roTOBAEHO YCTPOMCTBO.
MM Mecsay, usrotosneHusa. B rogy AseHaguatb mecaues, 3Tn ase uudpbl HAXOAATCA B

ananasoHe 01-12.
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