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Requesting Technical Support

Objectives

The Pulse Secure Client Administration Guide describes Pulse and includes procedures for network administrators who are
responsible for setting up and maintaining network access using Pulse Secure client software.

Audience

The Pulse Secure Client Administration Guide is for network administrators who are responsible for setting up and
maintaining network access using Pulse Secure client software. This guide describes the procedures for configuring Pulse
Secure as the access client.

Document Conventions

Table 1 defines notice icons used in this guide.

Tablel: Notice Icons

Icon Meaning Description
o Informational note  Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.

Related Documentation

Table 2 describes related Pulse Secure documentation.

Table: PulseSecureDocumentation

Title Description

Pulse Secure for Mobile Devices  Describes how to set up and manage security on mobile devices.

Pulse Connect Secure Describes how to configure and maintain Pulse Connect Secure.

Pulse Policy Secure Describes how to configure and maintain Pulse Policy Secure.

SRX Series Services Gateways Describes how to use and configure SRX Series Gateways running Junos OS.
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Requesting Technical Support

Technical product support is available through the Pulse Secure Global Support Center (PSGSC). If you have a support
contract, then file a ticket with PSGSC.

1 Product warrantiesd For product warranty information, visit https://www.pulsesecure.net/

Self-Help Online Tools and Resources

For quick and easy problem resolution, Pulse Secure, LLC has designed an online self-service portal called the Customer
Support Center (CSC) that provides you with the following features:

1 Find CSC offerings: https://www.pulsesecure.net/support

1 Search for known bugs: https://www.pulsesecure.net/support

Find product documentation: https://www.pulsesecure.net/techpubs

1 Find solutions and answer questions using our Knowledge Base: https://www.pulsesecure.net/support/

1 Download the latest versions of software and review release notes: https://www.pulsesecure.net/support

1 Search technical bulletins for relevant hardware and software notifications: https://www.pulsesecure.net/support
1 Open acase online in the CSC Case Management tool: https://www.pulsesecure.net/support

To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:
https://www.pulsesecure.net/support

Opening a Case with PSGSC

You can open a case with PSGSC on the Web or by telephone.

1 Use the Case Management tool in the PSGSC at https://www.pulsesecure.net/support.
1 Call 1- 844-751-7629 (toll-free in the USA).

For international or direct-dial options in countries without toll-free numbers, see https://www.pulsesecure.net/support
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Introducing Pulse Secure Client

Pulse Secure client is an extensible multiservice network client that supports integrated connectivity and secure location-
aware network access. Pulse Secure client simplifies the user experience by letting the network administrator configure,
deploy, and control the Pulse client software and the Pulse connection configurations that reside on the endpoint.

Pulse Secure comprises client and server software. The client enables secure authenticated network connections to
protected resources and services over local and wide area networks. The Pulse Secure client software can connect with
Pulse Connect Secure to provide remote access to enterprise and service provider networks. Pulse also delivers secure,
identity-enabled network access control (NAC) for LAN-based network and application access when it is deployed with
Pulse Policy Secure. Pulse also integrates with Pulse Collaboration Suite for online meeting services.

Users of mobile devices (smart phones and tablets) can install the Pulse mobile device app from the respective app stores
for secure connectivity to Pulse Connect Secure. Windows 8.1 (Pro and RT) introduced a Pulse Secure VPN client as part of
the operating system.

Pulse Secure Client for Windows

The Pulse Secure client for Windows user interface (see Figure 1) lists the deployed Pulse connections. Each connection is
a set of properties that enables network access through a specific Pulse server. The user can expand a connection to see
more details about the connection.

o Note: From 5.3R2, the Pulse Client connects to PSA device through proxy at the first attempt and then try
connecting directly upon failure.
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Figurel: Pulse Securdient for Windowsclient Interface

File  Help

Connections

Advanced details: sa arjun
Session time remaining: G5mAs
Session duration: 4m bds
Tunnel type: VPN
VPN type: SSLAPN
Assigned IPV4: 10.209.125 211
Bytes in: 0
Bytes out: 11758
Connection source: User-added

To view the Advanced Connection Details dialog:

1. Click the connection to select it.
2. Click File > Connections > Advanced Connection Details.

3. The connection detail information is not updated automatically. For example, the session time remaining shows
how much time remains when you open the dialog. To update advanced detail information, click Refresh or click
the check box labeled automatically refresh.
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The Advanced Connection Details window gives the following information:

Field Name

Description

Session time remaining

The duration that the current VPN session will remain active before credentials
must be re-entered or the session manually extended.

Session Duration

Tunnel type This describes whether connection is a VPN tunnel or a port/application
mapping through SAM (Secure Access Manager).
VPN type The protocol used to create the tunnel (SSL or ESP).

Assigned IPv4

The IPv4 address assigned to the Pulse virtual adapter.

Bytes in

Number of bytes received through the tunnel.

Bytes out

Number of bytes sent through the tunnel.

Connection Source

This describes how the Pulse client received the connection entry:

If the value is Preconfigured, then the connection entry came from a
Connection Set that was downloaded from a gateway.

If the value is User-added, then the connection entry was manually added by
the end user with the Pulse client Ul.

And if the value is Dynamic, then it means that the connection entry was
resulted from launching the Pulse client by connecting a web browser to a
Pul se Secure gateway and pressing t

h

Pulse Secure client also displays a system tray icon that provides connection status, and can allow the user to connect and
disconnect and enables quick access to the program interface. One tray icon provides status for all active connections.

Typically, the network administrator defines and deploys the Pulse connections but you can also enable users to define, edit,

and remove their own connections.

© 2018 by Pulse Secure, LLC. All rights reserved
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Table3: Pulse for Windows Connection Status

Connected.

Connecting.

_xl
Q Connected with limitations

Connection attempt failed.

Q[I Connection suspended.

E Connected to the local network but no Internet access available. Public WiFi locations often deploy a captive portal that requires
the user to enter authentication information or to accept terms of service before network access is granted. Pulse Secure client
detects the presence of captive portals and does not initiate a connection to a Pulse Secure client server until Internet access is
granted.

Pulse Secure client supports the Federal Information Processing Standard (FIPS), which defines secure communication
practices for the U.S. government. If FIPS is enabled on the endpoint, FIPS Onappears near the bottom the Pulse window.
A single system tray icon indicates the status of all active Pulse Secure client connections. You can right-click the system
tray icon to control Pulse Secure client connections, to access Pulse Collaboration Suite meeting functions, to open the
Pulse Secure client interface, or to exit from Pulse Secure client. The following table shows the connection status indicated
by the system tray icon.

Table 4 Pulse for Windows Connection Status

Table4: Connection gtusin the System Tragdn.

No connection

Connecting. A connection stays in this state until it fails or succeeds.

rd &2

Suspended

£

Connected with issues

£,

Connection failed

Connected

EEE
-

Connected to the local network but no Internet access available. Public WiFi locations often deploy a captive portal that requires
the user to enter authentication information or to accept terms of service before network access is granted. Pulse Secure client
detects the presence of captive portals and does not initiate a connection to a Pulse Secure client server until Internet access is
granted.

Pulse Secure Client for macOS

Pulse supports Apple computers running macOS. You deploy Pulse to Mac endpoints the same way you deploy the
Windows client. Figure 2 shows the Pulse for Mac client interface.
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Figure: Pulse Securdient for Macdient Interface

0 < Pulse Secure A
https://10.204.57.71/
Connections SHA A o
ssion time remaining: 59m 49s
SA (10.209.113.127,
> ( ) Connect Session duration: 11s
Tunnel type: VPN
o VPN type: SSL/VPN
> 9.vp Connect Assigned IPV4: 10.209.125.211
Bytes in: 0
Bytes out: 17884 |
https://10.204.57.71
Connpcuié { Connection source: User-added
» Sj-vpn Connect
ARl = Automatically refresh Refresh Close
p—

Pulse for Mac

endpoints supports the following:

1 Connections to Pulse Policy Secure
1 Connections to Pulse Connect Secure

Pulse clients connect to the Pulse Connect Secure in SSL fallback mode.

1 Connections to Juniper Networks SRX Series gateways.

(0]

(0]

macOS endpoints can connect to SRX Branch series SRX100-SRX650 gateways that are running a Junos
OS release between v10.2 and v12.3, and that have dynamic VPN access enabled and configured. SRX
gateways do not support deployment of the Pulse Secure client.

Requires Pulse Secure client for Mac 5.0R3 or later and OS X 10.8 or later.

Pulse Secure for Mac clients connect to the gateway as an IPsec IKEv1l VPN connection.

Pulse Dynamic VPN functionality is compatible with SRX-Branch (SRX100-SRX650) devices only. SRX Data
Center (SRX1400-SRX5800 i also called SRX HE or High End) devices do not support Pulse Dynamic VPN
from either Windows or Mac clients.

On macOS clients, Pulse IPsec connections to SRX are unable to use the DNS IP address supplied by the
SRX.

1 Host Checker

Host Checker for macOS supports the following rules and remediation actions:

O O0OO0OO0OO0OO0OO0Oo

Port

Process

File

Custom IMC

Enable Custom Instructions
Kill Processes

Delete Files

Send reason strings

User Experience

From the user
select arealm

perspective, Pulse Secure client presents a clean, uncomplicated interface. The user can enter credentials,

, save settings, and accept or reject the server certificate. When you configure the client, you can specify

whether to permit end users to modify settings, such as by adding connections.

© 2018 by Pulse
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Security Assertion Markup Language (SAML Authentication

Pulse environment can do SAML authentication for a Single Sign-on (SSO) in following two ways:

1 Pulse user sees an embedded browser (Refer Figure 3) - if Enable embedded browser for authentication is enabled
in Pulse Secure Connection Set Options.

Pulse client will close the embedded browser, once the SAML authentication is done.

o Note: If user resizes the Embedded browser window, size will remain same even if user reconnects to Pulse
Desktop Client. Embedded browser window size will remain as pre-selected size which was set by the user for the
first time, until user resizes it again.

Figure3: SAML Authentication with Embedded browser

=) $ Pulse Secure

Connecting to saml

Enter your usemame and password

Enter your username and password

A service has requested you to authenticate yourself. Please enter your username and password in the form below.

Usemname |

i

Password

Help! | don't remember my password.

Too bad! - Without your username and password you cannot authenticate yourself for access to the service. There may be someone that can
help you. Consult the help desk at your organization!

Copyright © 2007-2014 Feide RnD

1 Pulse user sees an external browser (Refer Figure 4 : SAML Authentication (External Browser)). if Enable embedded
browser for authentication is disabled in Pulse Secure Connection Set Options.
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Figure4 : SAML Autlntication(External Browser)

L ] o < 1 ubuntu v}

nglish | Bo | Nynors lla | Dar Dei ska | Suomeksi | E: |F Itz | N 5 | Létzebuarg 1 | Cabtina
Slovendiina | Lietuviy kalba | Hrvatski | Magyar | Jezyk polski | Pertugués | Portugués brasileiro | Thrkge | B 248 | EiE I | BB | pycowmi nauix | sesti keal

N3 | Bahasa Indonesia | Srpski | Latviebu | Roménests | Euskara

Enter your username and password

A service has requested you to authenticate yourself, Please enter your usemame and password in the form below.

=g Usermname o
Login
Password

Help! | don't remember my password.

Too bad! - Without your username and password you cannot authenticate yourself for access to the service. There may be someone that can help you
Caonsult the help desk at your organization!

Copyright & 2007-2014 Feide RnD

Custom Signin Page in Embedded browser
To upload custom sign-In page in Pulse Desktop Client, admin needs to perform the following steps:
1. Logininto PCS/PPS as admin.

2. Goto Authentication > Signing-In > Sign-In Pages > Upload Custom Sign-In Pages.
3. Sel ect t lWee CospomiPage fofithe Pulse Desktop Client Logona

18 © 2018 by Pulse Secure, LLC. All rights reserved
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Figure5: Use Custom Page for the Pulse Desktop Client Lé&o8

Se C U re System Administrators Users Maintenance Wizards

Signing In > Sign-In Pages > Upload Custom Sign-in Pages
Upload Custom Sign-In Pages

Custom sign-in pages allow you to provide customized templates for various pages that may appear during the sign-in process. Refer to the documentation for
information about creating valid templates.

¥ Sign-In Pages

Name: custom_signin_page

Page Type: © Access Mesting

Use Customn Page for the Pulse Deskiop Client Logon

Prompt the secondary credentials on the second page

Templates File: RSA_RBA_authentication.zip

Skip validation checks during upload

Upload Custom Pages

Figure6: Use Custom Page for the Pubssktop Client LogerPPS

S CU re System [SAuthentication| Administrators Users  Endpoint Policy  Maintenance  Wizards

> Pages > Upload Custom Sign-In Pages

Custom sign-in pages allow you to provide customized templates for various pages that may appear during the sign-in process. Refer to the documentation for information about creating valid templates.

Name custompage

Page Type @ Access

[¥] Use Custom Page for the Pulse Desktop Client Logon

LI Prompt the secondary credentials on the second page

Templates File No file chosen

O Skip validation checks during upload

4. Click Browse and select the custom sign-in page file and click Upload Custom Pages.

Go to Signing In > Sign-In Policies > New Sign-In Policy to create the new Sign-In policy.

Under Sign-In page, select the uploaded custom page (step-2) from the drop-down box to associate custom Sign-
In page with the Sign-In Policy.

ou
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Figure7: Use Custom Page for the Pulse Desktop Client lcdgBs

Sec U re System Administrators Users Endpoint Policy Maintenance Wizards

Signing In > Sign-in Policies > New Sign-in Policy

User type: @ Users () Administrators
Sign-in URL custom
Descriptian:
Signiin page: Default Sign-in Page | v
Default Sign-In Page Sign-in pages
custompage

+ Authentication realm

Specify what realms will be available when signing in.

caE |

Available realms Authentication protocol set

Cert Auth v -Not applicable - |v m

If more than one realm appears above, Odyssey Access Client or the Policy Secure sign-in page will ask the user to choose. Other endpoints cannot choose a realm; the Policy Secure will assign the first suitable realm from the list If no realms appear above, sign-in wil fail

[]  User may specify the realm name as a Username suffix
When this option is selected, the Username suffix will be used to specify a realm
Remove realm suffix before passing to authentication server
When this option is selected, the userrname suffix will be stripped from the Username prior to authenticating with an authentication server
4| Fail if suffix does not match any of the realms

When this option is selected, the user should provide one of the realm as suffix. If not, the user will be denied signin.
w Configure Guest Settings
[ Use this signin palicy for Guest and Guest admin to use specific pages.

w Configure Signin Notifications

Pulse environment can open Custom Sign-In page in following two ways:

1 Pulse user sees an embedded browser (Refer Figure 8) - if Enable embedded browser for authentication is enabled
in Pulse Secure Connection Set Options.

Pulse client will close the embedded browser once the authentication is done.

o Note: If user resizes the Embedded browser window, size will remain same even if user reconnects to Pulse
Desktop Client. Embedded browser window size will remain as pre-selected size which was set by the user for the
first time, until user resizes it again.

Whenever user logs into the custom sign-in URL from Pulse Desktop Client, embedded browser will be launched with
custom sign-in pages uploaded into it.
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Figure8: Custom Sigiin pagesupport forEmbedded browser

@ 3 Pulse Secure

Connecting to custom

RS/\ Secure Logon

& Log On
Logon is required. If you have forgotten your logon information, contact your help desk or administrator.

User ID: |

Copyright ©1994 - 2016 EMC Corporation. All Rights Reserved.

Cancel

1 Pulse user sees an external browser (Refer Figure 9). if Enable embedded browser for authentication is disabled in
Pulse Secure Connection Set Options.

Figure9 : Custom Sigihn pageuploading in External browser

IRS/\ Secure Logon

& desktopq.psecure.net 5 © : 7

& Logon
Logon is required. If you have forgotten your logon information, contact your help desk or administrator.

User ID:

Copyright ©1994 - 2016 EMC Corporation. All Rights Reserved.
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L3 and Pulse SAM Coexistence

L3 and Pulse SAM coexistence (supported on Windows only) enables the user to establish Layer 3 connection to Pulse
Connect Secure and Pulse SAM connection simultaneously (refer Figure 10: L3 and PSAM Connection Coexistence). This
feature is available from 9.0R3 onwards.

Figurel0: L3 and PSAM Connection Coexistence

S Pulse Secure

Elle  Help

| Connections EAwAR
» LILACONNECTION —
o Disconnect

Conneched - manual override

1095 16773
Connected - manual overrige
Meets secunty policies

Dizconnact

1096161314
Connected
Meets sacunty polices

Al nghtx resacved

To achieve, L3 and PSAM coexistence, Pulse desktop client should have minimum two Pulse Connect Secure connections,
each for L3 and PSAM. Also, maximum three active user connections are allowed at once.

Limitation for L3 and Pulse SAM coexistence:

1 At any given point, for any user only one L3 and one L4 is supported.

With L3 and PSAM coexistence, the way the packet is tunneled, depends on how the L3 and PSAM tunnel are configured. It
can be done in following two ways:

Following are the 2 scenarios, where L3 and PSAM coexistence is supported.

Scenario-1: PSAM is behind L3
PCS1 has L3 tunnel configuration and PCS2 is behind PCS1.

If specific set of resources is not accessible on PCS1 server and needs to access from PCS2 server, which is accessible
through PCS1 server, then additional authentication is needed to access PCS2 server. As access to PCS2 server is
possible only after making connection to PCS1 server, it is the case of PSAM tunnel inside L3 tunnel.

Scenario-2: L3 and PSAM are independent
PCS1 has L3 tunnel configuration and PCS2 has Pulse SAM configuration.

L3 Connection for Pulse Connect Secure is established, split tunneling should be enabled and exclude the PCS2 IP from the
spilt tunneling networks.

If single user needs to access two different set of resources available on PCS1 and PCS2, then one specific set of
resources is under PCS1 and another set of resources is under PCS2.

As PCS1 and PCS2 are at different locations and user can not establish two L3 connections to access both set of resources
on PCS1 and PCS2, so PSAM can provide the secure access to set of resources on PCS2.
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o Note: L3 based FQDN Split Tunneling feature with PSAM coexistence is not supported.

HVCI Compatibility

The new Pulse Desktop Client on Windows is how compatible with Microsoft Windows 10 HVCI settings. Windows 10 HVCI
settings are part of Windows Device Guard security features for mitigating cybersecurity threats. When HVCl is enabled,
Windows OS performs code integrity checks and allows only secured applications. Pulse Desktop Client on Windows is
compatible with these settings which would help customers adopt the latest security features of Windows.

Location Awareness

The location awareness feature enables you to define connections that are activated automatically based on the location of

the endpoint. Pulse determines the location of the endpoint by evaluating rules that you define. For example, you can define

rules to enable Pulse Secure client to automatically establish a secure tunnel to the corporate network through Pulse

Connect Secure when the user is at home, and to establish a Pulse Policy Secure connection when the user is in the office

and connected to the corporate network over the LAN. Pulse does not re-establish a VPN tunnel when the endpoint re-

enters the trusted/ corporate network. Location retwakirenfacss r ul es
information.

Centralized Pulse Configuration Management

Centralized configuration management is a key feature of Pulse Secure client. Pulse connection sets (the configurations that
define how and when a Pulse client connects), are bound to a particular Pulse server. The binding server is the one that
provides the initial Pulse configuration to the Pulse client. For example, if you create a Pulse connection set on Server A,
and then distribute those connections to endpoints, those clients are bound to Server A.

A bound client is managed by its particular Pulse server. The Pulse administrator defines the Pulse Secure client
connections and software components that are installed on the endpoint. When the Pulse client connects to the Pulse server
that is managing it, the server automatically provisions configuration and software component updates. The administrator
can permit the user to add, remove, and modify connections. The administrator can also allow dynamic connections
(connections that are added by Pulse servers when the user logs into the server using a browser). A dynamic connection
enables a bound client to add connections from Pulse servers other than the one the client is bound to. Dynamic
connections are created as manual rather than automatic connections, which means that they are run only when the user

initiatest he connection or the user browses to a Pulse server and | aur

connections create the connection with the minimum configuration required to make the connection, which means that the
URLusedtoinstallorl aunch Pulse from the Pulse serverds Web interface is
name. Binding Pulse Secure clients to a particular server ensures that the client does not receive different configurations

when it accesses other Pulse servers. A bound endpoint receives connection set options and connections from its binding

server, but it can have its Pulse client software upgraded from any Pulse server that has the automatic upgrade option

enabled. (SRX gateways do not support Pulse software updates.)

o Note: A Pulse Secure client can be bound to only one Pulse server connection set at a time. The Pulse Secure
client can receive updates and changes to that bound connection set from other Pulse servers only if the
connection set is exported from the Pulse server and then imported to another Pulse server.

A Pulse client does not need to be bound to a Pulse server. An unbound client is managed by its user. If the Pulse Secure
client software is installed without any connections, the user must add connections manually. Dynamic connections can be
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added by visiting the Web portals of Pulse servers. An unbound client does not accept configuration updates from any Pulse
server.

G! RRAY3 | tdz asS /t 2z 853 dzyaapieing tife biiding y'otdsSik more detail.
Session Migration

If you configure your access environment to support the Pulse Secure client session migration feature, users can log in once
through a Pulse server on the network, and then securely access additional Pulse servers without needing re-authentication.
For example, a user can connect from home through Pulse Connect Secure, and then arrive at work and connect through
Pulse Policy Secure without having to log in again. Session migration also enables users to access different resources
within the network without repeatedly providing credentials. IF-MAP Federation is required to enable session migration for
users.

Smart Connections - List of URLS

Each Pulse connection that connects to Pulse Policy Secure or Pulse Connect Secure can be configured with a list of Pulse
servers. The Pulse client attempts to connect to each of the servers in the URL list until it succeeds. You can choose
different modes to control the behavior of a Pulse connection that is starting from a disconnected state, start at the top of the
list, start with the most recently connected URL, or choose randomly. The random option helps distribute the connection
load across different Pulse servers. If a Pulse connection that is already established gets disconnected, for example, the
wireless connection is interrupted, Pulse always tries to connect to the most recently connected URL. If that connection fails,
then Pulse uses the server list. The Pulse user can also choose a connection from the list as shown in Figurell

Figurell: Pulse for Windowdient with a List of @nection URLs

Q - X Select Server URL X
A\ Pulse Secure
Connection:
File  Help custom
m Server URL:

eb,custom.netfcustom

eb.customvé. netfoustom

- 10.96.16.49%custom
I

- custom
Dizconnected - manual overri. .

server URL: eb.custom.neticustom
Select Server URL ..

status: Disconnected - manual override

(gonners) (Lommee)

FIPS ON
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Security Certificates

Users cannot add CA servers or manage the server list. The Pulse client handles certificates in the same way that a browser
handles certificates. If the Pulse dynamic certificate trust option is enabled for a connection, the user can accept or reject the
certificate that is presented if it is not from a CA that is def

Compliance and Remediation

Pulse supports the Host Checker application to assess endpoint health and update critical software. Host Checker is a
client-side agent that is based on Trusted Network Connect standards. You configure rules in Host Checker policies for
Pulse Connect Secure and Pulse Policy Secure to specify the minimum criteria for the security compliance of endpoints that
are allowed to enter the network. Endpoints that fail can be connected through a remediation role that provides limited
access.

Host Checker can be deployed from a Pulse server to Pulse clients on Windows and macOS endpoints. It will be
downloaded and run when a browser is used on a Windows or macOS endpoint to connect to the Pulse server Web portal.
You can use Host Checker policies at the realm or role level.

Host Checker for mobile clients (i0S, Android, and Windows Phone) is included as part of the Pulse app. Host Checker runs
on the mobile client if Host Checker policies are configured and enabled on the server.

o Note: Checker is not supported in the use case where the user employs a browser on the mobile device to connect
to the Pulse server Web portal.

For Windows and OS X clients, you can use Host Checker to perform the following:

1 Virus signature monitoring
You can configure Host Checker to monitor and verify that the virus signatures, operating systems, and software
versions installed on client computers are up to date. You can configure automatic remediation for those endpoints that
do not meet the specified criteria.

1 Patch management information monitoring and patch deployment
You can configure Host Checker policies that check for Windows
version, or desktop application patch version compliance.

1 Patch verification remediation options

Pulse and Host Checker support endpoint remediation through Microsoft System Management Server or Microsoft
System Center Configuration Manager (SMS/SCCM). With SMS/SCCM, Pulse triggers a preinstalled SMS/SCCM client
to get patches from a pre-configured server.

1 Endpoint configuration

You can configure custom rules to allow Host Checker to check for third-party applications, files, process, ports, registry
keys, and custom DLLs.

Pulse mobile clients support a set of Host Checker functions that vary from one OS to the next. For complete information on
Host Checker for mobile clients,seefi| mp|l ement i ng Host Ch SeclweeQlientFanil OS i Bey ifomes ®ul s e

Al mpl ementing Host Ch SeclreeGlientd colri cAinedsr ofiaatt i ERouslésneCh @ ¢ k Becurf or Pul s e
Clientf or Wi ndows Phoneo
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Two Factor Authentication

Pulse supports RSA SecurID authentication through soft token, hard token, and smart card authenticators. The SecurlD
software (RSA client 4.1 and later) must already be installed on the client machine.

Captive Portal Detection

Public WiFi locations often deploy a captive portal that requires the user to enter authentication information or to accept
terms of service before network access is granted. Pulse detects the presence of captive portals and does not initiate a
connection to a Pulse Connect Secure or Policy Secure server until internet access is granted. Pulse displays appropriate
status information to enable the user to establish the portal and network connections.

Captive portal detection notes:

1 Captive portal detection is supported on Pulse for both Windows and Mac. Captive portal detection is not supported on
Windows In-Box Pulse Secure client or Pulse Secure client for mobile devices.

1 If Pulse connects through a proxy in Captive Portal scenario, the captive portal detection algorithm is disabled and
Pulse client tries connecting directly to PCS.

1 SRX connections do not support captive portal detection.

Pulse Collaboration Suite Integration

Pulse Collaboration Suite is accessible through the Pulse interface on Windows, macOS, Android, and iOS. (Android clients
must be R4.0 or later. iOS clients must be R3.2 or later.) Pulse Collaboration Suite enables users to schedule and attend
secure online meetings. In meetings, users can share their desktops and applications with one another over a secure
connection. Meeting attendees can collaborate by enabling remote control of their desktops and through text chatting.

Sign In Notifications

The notifications feature on Pulse Connect Secure and Pulse Policy Secure allows the network administrator to display
notifications to Pulse client users prior to the user logging in and after the user has already logged in. For example, you
could display a legal statement or a message stating who is allowed to connect to the server before you display the Pulse
credentials dialog. After the user has connected, you could display a message that notifies the user of scheduled network or
server maintenance or of an upcoming company meeting.

Automatic Software Updates

After you deploy Pulse Secure client software to endpoints, software updates occur automatically. If you upgrade the Pulse
Secure client configuration on the server, updated software components are pushed to a client the next time it connects.
You can disable this automatic upgrade feature.

o Note: The automatic update feature is supported on Pulse Connect Secure and Pulse Policy Secure servers only.
SRX gateways do not support automatic Pulse software updates.

o Note: If you configure Pulse Secure client to make 802.1X-based connections, a reboot might be required on
Windows endpoints.
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Pulse Secure Client Customization and Rebranding

The Pulse Secure client customization tool (BrandPackaggrenables you to customize the appearance of the Pulse Secure
Windows and Apple OS X clients. You can add your own identity graphic to the Pulse splash screen, to the program
interface, and to Windows credential provider tiles. FigureLZ shows graphic customizations applied to the Pulse for
Windows client. You can also customize error and informational message text, the text that appears in dialog boxes and on
buttons, and make limited changes to Pulse online Help. For example, you might want to add your help desk phone number
to Pulse error messages and the Pulse online Help.

BrandPackager is available for download from pulsesecure.net.

Figurel2: PulseSecure Clierihterface and Splash Screen with Branding Graphics

Related Documentation

1 Pulse Secure Client Status Icons
1 Pulse Secure Client for Mobile Devices Overview
1 Customizing Pulse Secure Client Overview

Pulse Secure Client Configuration Overview

You configure the Pulse Secure client settings on the Pulse server so that when users request authentication, they are
assigned arole based on the role mappings and optional security profile that you create. Access to specific resources is
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