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Revision History

Document Version Revision Summary

3.0 Added the section “Installing Pulse Client using Pulse Secure Application Launcher for
the First-Time using Linux” from 9.1R4 release.

2.0 Added the support for client log upload from 9.0R4 release.

1.0 Initial Release.

© 2020 Pulse Secure, LLC. All rights reserved



Pulse Secure Application Launcher - Deployment Guide

Table of Contents

REVISION HISTOIY 1.ttt h b b s s s es b s bbb s en s en s 3
OWVBIVIBW ..ttt 8oLttt 5
Installing Pulse Client using Pulse Secure Application Launcher for the First-Time using Chrome (Windows)............. 6
Launching Pulse Client using Pulse Secure Application LAUNCRET ........cc.ovoiieiiieiice e 10
Installing Pulse Client using Pulse Secure Application Launcher for the First-Time using Chrome (macQS) ................ 11
Launching Pulse Client using Pulse Secure Application LAUNCNET ...t 15
Installing Pulse Client using Pulse Secure Application Launcher for the First-Time using LiNUX ......c.ccccovvevininnineien. 16

© 2020 Pulse Secure, LLC. All rights reserved 4



Pulse Secure Application Launcher - Deployment Guide

Overview

Starting in 8.2R1, due to the end of ActiveX and Java support on many browsers, an alternate solution is
provided called Pulse Secure Application Launcher (PSAL).

Pulse Secure Application Launcher allows installation of below components:

e Pulse Client

e Host Checker

e Terminal services
e Network Connect
o WSAM

0 Note Starting from 9.0R4, we have added PSAL support for client log upload.
From 8.3R3, we added PSAL support for launching the HOB applet and JSAM.
Client needs to have 32-bit Java Runtime installed.
- Java 7 or above for JSAM
- Java 8 or above for HOB
To provide 64-bit Java 9 support for launching HOB applets through PSAL:

If user is currently using a 32-bit PSAL and if he opts for a 64-bit upload, new 64-bit PSAL will be
downloaded so that user can launch HOB applets.

This application uses a custom URL, pulsesecure://, to deliver and launch client applications. The custom URL
when invoked will automatically trigger the new application - Pulse Secure Application Launcher.

0 Note During the initial release in 8.2R1, the solution works for Chrome and Edge browser on Windows
and Safari and Chrome on MacOS. In 8.2R5, full support for Firefox was added for Windows.

For a new user, launching the Pulse client for the first time, it involves the following steps:
e [nstalling Pulse Client using Pulse Secure Application Launcher for the First-Time using Chrome

(Windows)

e |nstalling Pulse Client using Pulse Secure Application Launcher for the First-Time using Chrome

(MmacOS)

e Installing Pulse Client using Pulse Secure Application Launcher for the First-Time using Linux

© 2020 Pulse Secure, LLC. All rights reserved 5
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Installing Pulse Client using Pulse Secure Application
Launcher for the First-Time using Chrome (Windows)

To install Pulse Client for the first time:

1. Login to the PCS server using the user name and password given by the administrator.
2. Inthe home page, under Client Application Sessions, click the Start button next to Pulse Secure.

Figure 1: Pulse Connect Secure Home Page

Pulse Secure Loggad-in O
™ Bhagi Home  Preferences  Heln  Sign Out

3. Inthe Search for the Pulse Secure Application Launcher window, click Download.

Figure 2: Searching for the Pulse Secure Application Launcher

]
< Pulse Secure

53

If you know that the application launcher is not installed, skip the wait and download now

If you do not want to procaed, please click hers to go back.

0 Note: In case you did not click Download, after a minute's search, the wizard indicates that the Pulse
Secure Application Launcher is not installed and prompts to download. Click Download to proceed
(see Figure 3).

© 2020 Pulse Secure, LLC. All rights reserved 6
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Figure 3: Pulse Secure Application Launcher not installed

< PulseSecure

It appears that the application launcher is not installed. Download now to proceed.

Or, if you still believe that the application launcher is already installed, you can Try Again to find it.

Tf you do not want to proceed, please dlick here to go back,

4. Inthe Open File dialog that appears, click Run to install the file.
Figure 4: Open File Dialog (linux)

8 PulseSecure

After the application launcher has completed downloading, follow these installation steps.

‘Open Fie - Security Warming (==

Do you wont to run this file?

Name. _admin Downloads PulteSecureAgplauncher.msi
Publeher: Putse secure. LLC
Type: Windows Instalier Package
- From: C:\Users\admin\Downloads\PulseSecureAppLau.
[ Ra

¥ PulseSecureApplau...msi 7] Hways sk bedore apening thfle

Ly Vi s fromth temetcan be el )
WY ooty hom your comger. Oy
Yoot i S 1k

Once you have completed the above steps, click HERE to continue with the Pulse Secure launch.
We recommend selecting "remember" and "always" during the installation process.

5. When the installation of Pulse Secure Application Launcher is complete, a confirmation message will be
displayed. Click OK to close the message box.

Figure 5: Pulse Secure Application Launcher Successful Installation

B ° Pulse Secure Application Launcher >

Pulse Secure Application Launcher has been installed
successfully.

OE
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6. The browser will show a warning message as shown in the figure below. Select Remember my choice for
Pulse Secure Application Launcher links, and click Open Pulse Secure Application Launcher.

Figure 6: Open Pulse Secure Application Launcher

Open Pulse Secure Ap..ation Launcher?

Rermember my choice for Pulse Secure Ap..ation Launcher links

Open Pulse Secure Ap..aticn Launcher

7. In the warning message box that appears, click Yes to allow Pulse Secure to contact the server. If you do not
want this prompt to appear in future, click Always.

Figure 7: Pulse Secure Application Launcher - Download, Install, Execute Software

IIsE JECUre Application Launcner - Wa

Do you want to allow Pulse Secure to contact the server and/or download, install, execule
software from the server?

Server Name : 10.96.16.152

Product Name : Pulse Secure

Always | fes Mo |

0 Note For security reasons, if the user does not respond to the above-mentioned warning message for
more than two minutes, error message will be displayed. In such situation, user has to click the
Start button again to launch the Pulse Secure client.

8. The Pulse Secure Application Launcher installs setup client module. <install.sh>

Figure 8: Installing Set Up Client Module

®. Pulse Secure &pplication Launcher —
Installing setup client module. '

Pleaze wait...
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»  Windows starts downloading the Pulse Secure software.

Figure 9: Downloading Pulse Secure Software

Setup: Pulse Secure

Downloading Pulse Secure. Pleaze wait...

[ ownload 54% complete.

| HNIEEEENNEREEED |
_ Cancel |

» Once the download is complete, Windows starts installing Pulse Secure software.

Figure 10: Installing Pulse Secure Software

Installing Pulse Secure: 33% complete. Pleaze wait

Please wait while Windows configures Pulse Secure
I e
¥

Time remaining: 4 seconds

[ Cancel

The Pulse Secure Application Launcher and Pulse Secure Setup Client will be shown in the installed programs
list.

Figure 11: Installed Programs List

Organize v  Uninstall  Repair = @
Name ’ Publisher Installed On  Size Wersion o
[5%Micrasoft Metwork Monitor 3.4 Microsaft Corporation 12/17/2013 825 MB  3.42350.0
[ Micrasoft Metwork Monitor: NetworkMonitor Parsers...  Microsoft Corporation 12/17/2013 203MB  3.4.2350.0
E'_’\ Microsoft Office Word Viewer 2003 Microsoft Carporation 9/30/2012 219 ME 11081730
[T Microsoft Visual C++ 2005 Redistributable Microsoft Carporation 12/1472012 200KE  2.0.61001
[87 Micrasoft Visual C++ 2003 Redistributable Microsoft Corporation 121772013 262 MB  £.0.59193
[55Microsoft Visual C++ 2008 Redistributable - x86 9.0.3..  Microsoft Corporation 11/5/2014 SY6KE  9.0.30729.4148
(57 Micrasoft Visual C++ 2010 %86 Redistributable - 10.0.... Microsoft Corporation T/6/2015 11L0ME  10.0.30319 B
£ Micrasoft Windows SDK for Windows 7 (7.1) Micrasoft Corporation /62015 7.17600.0.30514
@ Mozilla Firefox 38.0 636 en-US) Mozilla 12015 846 MB 390
[T Mozilla Maintenance Service Mozilla 5/9/2014 341KB 290 £
8] MetScanTools Pro Demo 1153 NetScanTools.com 2/10/2014 85.2MB 1153
[ Morepad++ 973072012 613
2] Perforce Visual Components Perforce Software 5/6/2014 4T.O0MB  092.23.6331 L4
[BAPuls= Application Launcher  Pulse Secure, LLC 8/31/2015 L60MB_ 8.2.60754
{%}Pulse Secure Metwork Connect 8.1 Pulse Secure, LLC 12015 21133790
[87 Pulse Secure Setup Client Pulse Secure, LLC /12015 S00KE 81151832
2 lnlocbariod Cadrick Callamb 135140017 101 S
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0 Note In a few versions of Chrome browser, the following warning message appears. Select Remember my
choice for all links of this type, and click Launch Application. This message may differ for other

browsers.

Figure 12: External Protocol Request

External Protocol Request

Google Chrome needs to launch an external application to handle
pulsesecure: links. The link requested is pulsesecure:ff

LUFweEIIC JwdWizZSIgLUFwcERjdGivbiAiU2RhenQICIMYXVuY2hQY X hbX
NVUkwglh9kYW3ShL2hwbWUvcHNhbHBhemFtoy 52 2k/

YWO09cHY sc... JuMCAyNDUDL EwMSBTYWZ hembwNTM LM 2TIATGE) YW IIC
HbilgLVMIcnZlclZlcnNpb24gljguMid2MDcINCIgLVRpbWNTAGFecCAIMTQO
NDMSNzAONzUyMyl=.

The following application will be launched if you accept this request:

"CAUsers\ramyad\AppData\Roaming\Pulse Secure\PSAL
\PulseApplicationLauncher.exe™ /f

LUFweEIkIC ;wdWxzZSIgLUPwc ERd GivbiAiU2RhenQi..UuMC4yNDUOL EwMS
BTYWZhembkvNTMILM2IATTGIYWxICHbilgLVNIcnZlclZlcnNpb24gljgulid
2MDc1NCIgLVRpbWNTdGFtcCAIMTQONDMSMNzAONzUyMyl=

If you did not initiate this request, it may represent an attempted attack on
your system. Unless you took an explicit action to initiate this request, you
should press Do Nothing.

[ | Remember my choice for all links of this type.

Launch Application ‘ Do Nothing

Launching Pulse Client using Pulse Secure Application Launcher

To launch the Pulse Client:

1. Inthe home page, under Client Application Sessions, click the Start button next to Pulse Secure to launch

Pulse Client.

Figure 13: Pulse Connect Secure Home Page

8 Pulse Secure

Logged-inas: | M a Ve (] i

skedlaya Home Mestings  Preferences  Help  Sign Qut

‘ | Browse ‘ (tips)

Welcome to the Pulse Connect Secure, skedlaya.

Web Bookmariis

Vou don't have any web bookmarks.

Vou don't have any files bookmarked,

Client: Application Sessions

H Fuise Secure

# Java Secure Application Manager

Copyright ® 2001-2015 Pulse Secure, LLC, All rights reserved,
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Installing Pulse Client using Pulse Secure Application
Launcher for the First-Time using Chrome (macOS)

To install Pulse Client for the first-time using Chrome on MacOS:

1. Log into the PCS server using the user name and password given by the administrator.
2. Inthe home page, under Client Application Sessions click Start button next to Pulse Secure.

Figure 14: Pulse Connect Secure Home Page

ged N
NS Secure Logged-in as: t V4 G
bhagi Home Preferences Help Sign Out

Welcome to the Pulse Connect Secure, bhagi.

[ ot Arptcation Sestome [] =

Pulse Secure Start

pyright © 2001-2017 Pulse Secure, LLC. All rights reserved,

3. Inthe Search for the Pulse Secure Application Launcher window, click Download.

Figure 15: Searching for the Pulse Secure Application Launcher

N3 Secure

51
If you know that the application launcher is not installed, skip the wait and download now

1f you do nat want to proceed, please click here to go back.

0 Note: In case you did not click Download, after a minute's search, the wizard indicates that the Pulse
Secure Application Launcher is not installed and prompts to download. Click Download to proceed
(see Figure 16: Pulse Secure Application Launcher not installed).

© 2020 Pulse Secure, LLC. All rights reserved 11
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Figure 16: Pulse Secure Application Launcher not installed

< PulseSecure

It appears that the application launcher is not installed. Download now to proceed.

Or, if you still believe that the application launcher is already installed, you can Try Aaain to find it.

1F you do not want to procesd, please click here to go back.

4. Inthe screen that appears, click the launcher file shown in the screen below.

Figure 17: Launcher File

O F Secure
After the
I PulseSecureApplaun...dmg ~
Once you have completed the above steps, click HERE to continue with the Pulse Secure launch.
We recommend selecting "remember" and "always" during the installation process.
Once the Pulse Secure application is installed and started it will appear in your system tray.
& PulseSecureAppLaun...dmg ~ 3 showall  x

5. When the installation of Pulse Secure Application Launcher is complete, confirmation message will be
displayed. Click Close to close the window.

© 2020 Pulse Secure, LLC. All rights reserved 12
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Figure 18: Pulse Secure Application Launcher Successful Installation

L ] '« Install Pulse Secure Application Launcher ]
The installation was completed successfully.
Introduction

Destination Select

Installation Type

Installation
Summary The installation was successful.
The software was installed.
v |

6. The browser will show a warning message as shown in the figure below. Select Remember my choice for
Pulse Secure Application Launcher links, and click Open Pulse Secure Application Launcher.

Figure 19: Open Pulse Secure Application Launcher

Open PulseApplicationLauncher?

. Remember my choice for PulseApplicationLauncher links

Don't open Open PulseApplicationLauncher

7. Inthe warning message box that appears, click Open.

Figure 20: Open Pulse Secure Application Launcher for First Time

You are opening the application
"PulseApplicationLauncher” for the first time. Are you
sure you want to open this application?

The application is in a folder named “Pulse Secure.” To see the
application in the Finder without opening it, click Show Application.

Show Application Cancel Open

© 2020 Pulse Secure, LLC. All rights reserved 13
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8. Inthe warning message box that appears, click Yes to allow Pulse Secure to contact the server. If you do not
want this prompt to appear in future, click Always.

Figure 21: Pulse Secure Application Launcher - Download, Install, Execute Software

Pulse Secure Application Launcher

Do you want to allow Pulse Secure to contact the
server and/or download, install, execute software from
the server?

Server Name : 10.96.16.152
Product Name : Pulse Secure

No Yes Always

»  Windows starts downloading the Pulse Secure software.

Figure 22: Downloading Pulse Secure Client
® Setup: Pulse Secure

Downloading Pulse Secure. Please wait...

Download 100% complete.

Cancel

*  Once the download is complete, Windows starts installing Pulse Secure software.

Figure 23: Installing Pulse Secure Client

Installing application. Please wait...

© 2020 Pulse Secure, LLC. All rights reserved 14
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6 Note In a few versions of Chrome browser, the following warning message appears. Select Remember my
choice for all links of this type, and click Launch Application. This message may differ for other
browsers.

Figure 24: External Protocol Request

External Protocol Request

. Google Chrome needs to launch an external
application to handle pulsesecure: links. The link
requested is pulsesecure://
LUFwcEIKkICJoYylgLUFwWCcEFjdGIvbiAiU3RhcnQilC1Ua
W1IU3RhbXAgI[EONzY2NDE3ODUSMDAIIC1TecnZDZX
JOTWQ1ICJINTZKY2ZmNTNhODUOZ...
NVUVo4UGxpdTBOMO9RT2JvSmdDVFgTWXZQQ1p0O
WmxNWERTVXM1NTAIMkIzZSGxQNmIFMjBKQOOxUFAI
MKZNOEZmQmMwWTGOEQXV|ZnISU1pZc3VGbml1dyU
ZRCUzRClI=.

The following application will be launched if you
accept this request:

PulseApplicationLauncher.app

If you did not initiate this request, it may represent an
attempted attack on your system. Unless you took an
explicit action to initiate this request, you should

press Do Nothing.

Remember my choice for all links of this type.

Do Nothing Launch Application

Launching Pulse Client using Pulse Secure Application Launcher

To launch the Pulse Client:

1. Inthe home page, under Client Application Sessions click Start button next to Pulse Secure to launch Pulse
Client.

Figure 25: Pulse Connect Secure Home Page

Secure Logged-nas: | f 4 o) ']

ed-in )
[ bhagi Home Preferences Help  Sign Out

Welcome to the Pulse Connect Secure, bhagi.

[ cran: apptication sessone | []

Pulse Secure Start

Copyright © 2001-2017 Pulse Secure, LLC. Al rights reserved
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Installing Pulse Client using Pulse Secure Application
Launcher for the First-Time using Linux

To install Pulse Client for the first-time:

1. Login to the PCS server using the user name and password given by the administrator.
2. Inthe home page, under Client Application Sessions, click the Start button next to Pulse Secure.

Figure 26: Pulse Connect Secure Home Page

SPulseSecure |Lofgadia o 0] ¥ < 1
Home Preferences Help Sign Out

Welcome to the Pulse Connect Secure, kiran.

! HOB

Client Application Sessions

|

# Java Secure Application Manager Start | =

D

3. Click Start button. The following screens appears.
Figure 27: Continue to Installation

*9' Allow testpcs.pulse.net to install an add-on?

You are attempting to install an add-on from
testpcs.pulse.net. Make sure you trust this site
before continuing.

Learn more about installing add-ons safely

Don't Allow v Continue to Installation

4. Click Continue to Installation. The following screen appears.
Figure 28: Add PSAL extension

© 2020 Pulse Secure, LLC. All rights reserved 16
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. Add PSAL extension?
It requires your permission to:

e Access your data for all websites

e Exchange messages with programs other than
Firefox

e Monitor extension usage and manage themes

* Access browser tabs

Cancel Add

5. Click Add. The following screen appears.

Figure 29: Searching for the Pulse Secure Application Launcher

tJ
\\, Pulse Secure

Searching for the application launcher...

53

If you know that the application launcher is not installed, skip the wait and download now

1f you de not want to proceed, please click here to go back.

In the Search for the Pulse Secure Application Launcher window, click Download.

o Note: In case you did not click Download, after a minute’s search, the wizard indicates that the Pulse
Secure Application Launcher is not installed and prompts to download. Click Download to proceed
(see Figure 30: Pulse Secure Application Launcher not installed).

© 2020 Pulse Secure, LLC. All rights reserved 17
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Figure 30: Pulse Secure Application Launcher not installed

o Pulse Secure

It appears that the application launcher is not installed. Download now to proceed.

Or, if you still believe that the application launcher is already installed, you can Try Again to find it.

Tf you do not want to proceed, please dlick here to go back,

6. Inthe Open File dialog that appears, select Save File option and click OK.
Figure 31: Open File Dialog

Opening PulseSecureAppLauncher.deb.zip X

You have chosen to open:

PulseSecureAppLauncher.deb.zip

whichis: Zip archive (1.0 MB)
from: https://10.204.62.124

What should Firefox do with this File?
© openwith = Archive Manager (default) v

Save File

Cancel oK

Download of installer package is completed.

7. Awarning message box appears, click Yes to allow Pulse Secure to contact the server. If you do not want this
prompt to appear in future, click Always.

Figure 32: Pulse Secure Application Launcher - Download, Install, Execute Software

© 2020 Pulse Secure, LLC. All rights reserved 18
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Do you want to allow Pulse Secure to contact the server andsor download, install, execute
software from the server?

Server Name : 10.96.16.152

Product Name : Pulse Secure

Always Yes Mo

0 Note For security reasons, if the user does not respond to the above-mentioned warning message for
more than two minutes, error message will be displayed. In such situation, user needs to click the
Start button again to launch the Pulse Secure client.

8. Navigate to the directory where you downloaded the installer package.
Unzip the package file using the following command:
unzip <packagename>
Go to the unzipped folder with the following command:
cd <foldername>
Use the command sh installer.sh to install the Pulse Secure Application launcher.

Installation of Pulse Secure Application Launcher is completed.

© 2020 Pulse Secure, LLC. All rights reserved 19
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