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Preface
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* Requesting Technical SUPPOIt ... . it i i i ittt it ie e, 2

Document Conventions

The document conventions describe text formatting conventions, command syntax conventions, and
important notice formats used in Pulse Secure Secure technical documentation.

Text Formatting Conventions

Text formatting conventions such as boldface, italic, or Courier font may be used in the flow of the text to
highlight specific words or phrases.

Format Description

bold text Identifies command names

Identifies keywords and operands

Identifies the names of user-manipulated GUI elements

|dentifies text to enter at the GUI

italic text Identifies emphasis

|dentifies variables

|dentifies document titles

Courier Font Identifies command output

Identifies command syntax examples

© 2019 Pulse Secure, LLC. 1
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Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of
parameters and their logical relationships.

Convention Description

bold text Identifies command names, keywords, and command options.
ftalic text Identifies a variable.
[] Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{x|y|z} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You
must select one of the options.

X|y A vertical bar separates mutually exclusive elements.

<> Non-printing characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, member[member...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a
command input, enter the entire command at the prompt without the backslash.

Requesting Technical Support

Technical product support is available through the Pulse Secure Global Support Center (PSGSC). If you have a
support contract, then file a ticket with PSGSC.

* Product warranties—For product warranty information, visit http://www.pulsesecure.net.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Pulse Secure, LLC has designed an online self-service portal called the
Customer Support Center (CSC) that provides you with the following features:

* Find CSC offerings: http://www.pulsesecure.net/support
* Search for known bugs: http://www.pulsesecure.net/support
* Find product documentation: https://www.pulsesecure.net/techpubs

* Find solutions and answer questions using our Knowledge Base: http://www.pulsesecure.net/
support

*  Download the latest versions of software and review release notes:
http://www.pulsesecure.net/support

2 © 2019 Pulse Secure, LLC.
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* Search technical bulletins for relevant hardware and software notifications:
http://www.pulsesecure.net/support

* Open a case online in the CSC Case Management tool: http://www.pulsesecure.net/support

To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:
http://www.pulsesecure.net/support

Opening a Case with PSGSC
You can open a case with PSGSC on the Web or by telephone.

* Use the Case Management tool in the PSGSC at http://www.pulsesecure.net/support.

e (Call 1-844-751-7629 (toll-free in the USA).

For international or direct-dial options in countries without toll-free numbers, see
http://www.pulsesecure.net/support.

© 2019 Pulse Secure, LLC. 3
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About This Document

* SerVICES DireCtor VA OVeIVIiBW . oottt t et e ettt ettt et ettt ennneeeenns 5
* Using the Getting Started Guide. . ... ittt it ittt 6

Services Director VA Overview

The Services Director Virtual Appliance (Services Director VA) enables you to configure and manage the
Services Director as a virtual appliance. The Services Director VA provides a graphical user interface (GUI) that
enables you to:

* License your Virtual Traffic Manager (vTM) instances.
* Register externally-deployed vTM instances.
* Configure the use of an external instance host by the Services Director.
* Deploy vIM instances using a configured instance host.
* Deploy cloud-based vTM instances on AWS.
* Transition deployed vIM instances through a lifecycle.
* Start, stop and restart your Services Director service.
* Protect your instance configurations (on a cluster basis) by taking automated and manual backups.
* Protect your Services Director configuration using a backup system.
* Protect your vTM passwords using encryption based on a Master Password.
* Perform health and monitoring reporting.
* Configure vTM analytics for a vTM cluster, and view resulting analytics graphs.
* Perform usage metering.
* Generate system logs and system dumps.
Note: Support for individual functions depends on your license type.

Note: The GUI is the main interface for the Services Director VA. However, a Command-Line Interface (CLI) is
also included. The CLI is described in the Secure Services Director Command Reference.
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Using the Getting Started Guide

This guide takes you through the installation, configuration and use of your Services Director VA.
The structure of this guide is as follows:

* "“Preparing to Install the Services Director Virtual Appliance” on page 9: Describes the general
Services Director VA installation process. It references platform-specific processes across a number of
chapters:

* “Installing the Services Director VA on vSphere” on page 13.

* “Installing the Services Director VA on KVM-QEMU"” on page 17.

* “Installing the Services Director VA on Amazon Web Services” on page 27.
* “Running the Services Director VA Setup Wizard” on page 77.

* "Updating Services Director VA Settings” on page 109.

* “Adding Virtual Traffic Managers to the Services Director” on page 121: Describes the process of
adding externally-deployed vTM instances to the Services Director VA. This includes manual
registrations, the processing of self-registration requests, and the creation of cloud-based vIM
instances.

Note: The installation and configuration of an instance host, and the deployment of vTM instances is
described in the Pulse Services Director Advanced User Guide.

*  “Working with Virtual Traffic Managers” on page 189: Describes how VTM instances are
represented in the Services Director VA, methods for affecting this representation, and the lifecycle of
externally-deployed vTM instances.

Note: The operation of traffic management and load balancing on individual vTM instances is not
addressed by the Services Director. This requires use of a Pulse Secure Virtual Traffic Manager for each
VIM instance.

*  “Working with Virtual Traffic Manager Clusters” on page 225: Describes how vIM clusters and
backups are used by both vTMs and the Services Director VA.

*  “Working with User Authentication” on page 255: Describes how to configure user authentication
for both vTMs and the Services Director VA.

*  "Working with vTM Analytics” on page 275: Describes how to configure vIM analytics on the Services
Director VA, and how to use the various analytics graph types.

*  “Working with High Availability” on page 365: Describes how to operate a High Availability (HA) pair
of Services Director VA nodes. This includes monitoring of status, error conditions, and methods for
returning your HA pair to operation.
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* “Recovering from a Services Director Failure” on page 397: Describes how to preserve the
configuration of an HA pair, and how to recover a saved configuration for an existing Services Director
VA. This also includes how to create a new Services Director VA from a saved configuration.

* “Creating Services Director Reports” on page 419: Describes how to generate and extract output
from your Services Director VA. This includes metering logs and system logs.
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Overview: Platforms

The Services Director Virtual Appliance (VA) can be installed on a number of platforms. Each platform has
prerequisites that must be met before you begin installation, see “Prerequisites” on page 9.

You can install the Services Director VA as a Virtual Machine on the following platforms:
*  VMware, see “Installing the Services Director VA on vSphere” on page 13.
*  KVM-QEMU, see “Installing the Services Director VA on KVM-QEMU” on page 17.

* Amazon Web Services (AWS), see “Installing the Services Director VA on Amazon Web Services” on
page 27.

After the Services Director VA is installed as a VM/instance, you must:

* Runthe Services Director Setup Wizard to configure the Services Director VA for use, see “Running the
Services Director VA Setup Wizard” on page 77.

* Review and update all Services Director settings, see “Updating Services Director VA Settings” on
page 109.

Prerequisites

Before you install the Services Director VA and run the Setup Wizard, you must make sure that you have the
correct software, files and configuration information.
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Required Software for Installation
You need the following software to install the Services Director VA using a VMware hypervisor.

Software Description

VMware vSphere ESXi 6.0+ Pulse Secure assumes that you are familiar with creating and managing VMs using
vSphere. For detailed information about creating virtual machines using vSphere,
refer to http://www.vmware.com/products/.

Services Director VMware image  This image is used to install the Services Director VA. You can obtain the Services
in OVA format Director OVA package from Pulse Secure Support.

You need the following software to install the Services Director VA using a KYM-QEMU hypervisor.

Software Description

A virtualization toolset, such as libvirt or ~ Pulse Secure assumes that you are familiar with creating and managing VMs
Virtual Machine Manager (VMM) using your chosen toolset. For detailed information about creating virtual
machines on KVM-QEMU, refer to http://wiki.gemu.org/KVIM.

Services Director KVM image in QCOW2  This image is used to install the Services Director VA on a KVM-QEMU
format hypervisor. You can obtain the Services Director KVM image in QCOW2
format from Pulse Secure Support.

You need an Amazon Web Services (AWS) account and a browser to use Services Director on AWS.

Required Hardware Resources for Virtual Machines
You need the following hardware resources to use Services Director VA on vSphere and KVM-QEMU.

VA Type CPU Memory  Disk

Services Director VA 4 vCPU 8 GB 46 GB

Your hardware must support the required configuration.

There are no hardware requirements for AWS, as it is cloud-based.
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Required Files and Information
The following table lists the files and information required by the Services Director VA.

Note: All required files must be in accessible locations in your infrastructure during the installation process. For
example, locate the files on an accessible server, or your local machine.

Information Description

Hostnames The hostname for the Services Director. When you are creating a High
Availability pair, you will need a hostname for both the Primary and the
Secondary Services Director nodes.

DNS Server (Optional) The IP address for the primary name server.

This is not required if you choose to configure your system using IP
addresses rather than DNS hostnames.

You can also specify a secondary name server if required.

Primary Address The IP address for the Primary Services Director in a High Availability pair.
Secondary Address The IP address for the Secondary Services Director in a High Availability pair.
Service Endpoint Address The Management IP address for your High Availability Services Director

installation. This IP address binds to the currently active Services Director.

SSL certification and private key A self-signed Secure Socket Layer (SSL) certificate and private key file, which
are used to protect and authenticate the REST API port. This is a local file or
URL using HTTP, FTP, or SCP. For example:

scp://username:password@host/path/filename

Pulse Secure recommends that you do not use a CA-signed certificate.

Services Director License The Services Director License, either for Cloud Service Providers or
Enterprise customers.

Note: If you have not received your Services Director License, contact Pulse
Secure Support for assistance.

Resource Licenses For Enterprise Services Director Licenses/Customers only.

This includes Bandwidth Resource Licenses, and Analytics Resource Pack
Licenses.

Note: If you have not received your Licenses, contact Pulse Secure Support
for assistance.

Add-On Licenses An Add-On License is a historical license type, that is only supported on “old
style” Services Director licenses. It is not compatible with “new style” Services
Director licenses.

Legacy FLA License (Optional) The Flexible Licensing Architecture (FLA) Legacy License is for:

* Any Virtual Traffic Manager (vVTM) instances at version 10.0 or earlier.
* AnyVTM instances that do not have an enabled REST API.

vTMs that are at version 10.1 (or later) with their REST APl enabled will use a
pre-installed Universal License.
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Information Description

Administrator user and password The administrator password for the Services Director. This password is used
to access the Services Director GUI and CLI. The default administrator user is
admin and the password is password.

SMTP server and port (Optional) The hostname (or IP address if DNS is not configured) of the SMTP
server and port. External DNS and external access for SMTP traffic is
required for email notification of events and failures to function.

Email notification address (Optional) A valid email address to which notification of events and failures
are to be sent.

Critical Ports That Must Be Open

The following table lists ports must be open on the Services Director VA.

Port Open to Connections From Description Protocol

22 Any machine that may legitimately need to The SSH port used by the CLI. TCP
access the Services Director CLI.

443 Any machine that may legitimately need to The graphical user interface (GUI). TCP
access the Services Director GUI.

3306 Services Director HA pair peer. Used for High Availability operations. TCP

8100 Any machine that may legitimately need to The Services Director REST API. TCP

access the Services Director REST API, including

: . Al dforli ing VIMs that use L
HA pair peer and vTMs using Legacy FLA. >0 USEC IOT ICENSING VIS At USe Legacy

FLA Licensing.

8101 vTMs using Universal FLA. The Services Director licensing server port.  TCP

Used for licensing vTMs that use Universal
FLA Licensing.

9070 Services Director HA pair peer. Used for High Availability operations. TCP
9080 Services Director HA pair peer. Used for High Availability operations. TCP
9090 Services Director HA pair peer. Used for High Availability operations. TCP
9091 Services Director HA pair peer. Used for High Availability operations. TCP

The following table lists ports must be open on all vTM instances.

Port Description Protocol
9070 The REST API port. TCP
9080 The control port used for cluster operations. TCP
9090 The graphical user interface (GUI). TCP
9091 Internal vTM cluster communication. TCP
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Overview: Services Director VA on vSphere
You can install the Services Director as a Virtual Machine (VM) on the VMware hypervisor.

Perform the following procedure to install and configure the Services Director VA on VMware:

Note: All required files must be in accessible locations in your infrastructure during the installation process. For
example, locate the files on an accessible server, or your local machine.

Note: This procedure assumes that you have DHCP or DNS enabled as required by your network.

1.

Obtain the Services Director OVA package from Pulse Secure Support. See “Obtaining the Services
Director VA OVA Package” on page 14.

Obtain the Services Director license from your Pulse Secure account team. For details about obtaining
your license keys, see “Obtaining Services Director Licenses” on page 14.

Install the Services Director OVA package on vSphere to create the Services Director VA. See “Creating
a VM in vSphere” on page 14.

Power on the Services Director VA in vSphere and access the Services Director VA with any browser,
using its HTTP URL. Log in using the default username (admin) and password (password)).

The Setup Wizard runs automatically. Use the wizard to configure your Primary Services Director VA.
See “Running the Services Director VA Setup Wizard” on page 77.

Review and configure the Settings for the Services Director VA, see “Installing the Services Director
VA on vSphere” on page 13.

Repeat steps 3 to 5 of this process for the Secondary Services Director to form an HA pair.
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Obtaining the Services Director VA OVA Package

The Services Director VA is provided by Pulse Secure Support as an OVA package that contains the VMX and
VMDK files necessary to create virtual resources. The Services Director OVA package enables you to create a
Services Director VA on ESXI.

You obtain the Services Director OVA package from Pulse Secure support.

Obtaining Services Director Licenses

License tokens are automatically emailed to you when you order your product. If you have not received your
license tokens, contact your Pulse Secure sales representative.

Note: If you need assistance locating your local Pulse Secure sales representative, contact Pulse Secure
Support.

You must redeem your license tokens at the Pulse Secure License Redemption Portal. To redeem a license
token you must have a support site login and password, and a self-signed SSL certificate.

Note: You cannot use a CA-signed certificate.
All licenses are emailed to you as attachments.

Note: You will receive a Legacy FLA License as part of the redemption process. However, if you intend to use
only Virtual Traffic Manager (vVTM) instances that are at version 10.1 (or later), each with its REST APl enabled,
you do not need to install this Legacy FLA license. You will instead use a Universal License that comes pre-
installed with the Services Director.

Creating a VM in vSphere

To create a virtual machine (VM) in vSphere, you must install the Services Director OVA package on a VMware
ESXi host using the vSphere client.

Note: You must be familiar with installing, configuring, and managing VMs using VMware vSphere. The following
instructions may vary. For detailed information about creating a VM in vSphere, refer to http://
www.vmware.com/products/vsphere-hypervisor/.

1. LogintovSphere.
2. C(lick File > Deploy OVF template. The deployment wizard starts.
3. Onthe Source page, click Browse, select the OVA package, click Open and then click Next.

4. On the OVF Template Details page, verify that the OVA package is the one you want to deploy and
click Next.

5. Onthe Name and Location page, enter a Name for the VM and click Next.
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6. On the Host/Cluster page, select a host datastore. This will store the VM and its virtual disk files. Then,
click Next.

Ensure that the host datastore you select has enough capacity to install the OVA package. See
“Required Hardware Resources for Virtual Machines” on page 10.

7. Onthe Storage page, select the required destination storage and a datastore, and click Next.

8. Onthe Disk Format page, select the Thick provisioned format and click Next to pre-allocate all
storage.

9. Onthe Network Mapping page, map your VMNetworkLAN source network to a destination network
using the pull-down list. Then, click Next.

There is no need to connect the auxiliary interface. The auxiliary interface can be safely disconnected in
the Virtual Machine settings after initial deployment, because this interface is not used by the Pulse
Secure Services Director.

10. On the Ready to Complete page, verify the deployment settings, select the Power on after
deployment check box if required, and click Finish.

11. When the deployment finishes, click Close. The new VM appears under the VM inventory.

You can now configure the Services Director VA using the Setup Wizard, see “Running the Services
Director VA Setup Wizard” on page 77.

Accessing the Services Director VA on VMware
To access the Services Director VA, you need the IP address of its management interface.

If DHCP is available, you need to find out the allocated IP address. To do this:
1. Loginto the Services Director VA using the vSphere console.
2. Do not use the jump-start setup wizard.
3. Obtain the allocated DHCP IP address of the VA using the following commands:

<host> > enable
<host> # show interfaces
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If DHCP is not available, complete the following steps:

1. Loginto the Services Director VA using the vSphere console.

2. Use the jump-start setup wizard to set:
e Astatic IP address.
* Anetmask.

* The default gateway IP address.

You can access the Services Director VA with a browser, and configure the Services Director VA using the Setup

Wizard, see “Installing the Services Director VA on vSphere” on page 13.

16
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Overview: Services Director VA on KVM-QEMU

The Pulse Secure Services Director Virtual Appliance is supported for production use on the KVM-QEMU
hypervisor running on either an Ubuntu 18.04 or a RHEL/CentOS 6.x/7.x server.

Note: The Services Director VA is available on KVM-QEMU as a 64-bit version only.

Perform the following steps to install and configure the Services Director VA on KVM-QEMU:

Note: All required files must be in accessible locations in your infrastructure during the installation process. For
example, locate the files on an accessible server, or your local machine.

Note: This procedure assumes that you have DHCP or DNS enabled as required by your network.

1.

Obtain the Services Director Kernel Virtual Machine (KVM) image in QCOW2 format from Pulse Secure
Support. See “Obtaining the Services Director VA KVM Image” on page 18.

Obtain the Services Director license from your Pulse Secure account team. For details about obtaining
your license keys, see “Obtaining Services Director Licenses” on page 18.

Prepare a server that supports KVM. Supported servers are Ubuntu 18.04 and RHEL/CentQOS 6.x/7 x.

Install the Services Director QCOW2 virtual machine on your server. This process creates the Services
Director VA. See “Creating the Services Director VA on a KVM Server” on page 18.

Access the Services Director VA. See “Accessing the Services Director VA on KVM” on page 25.

The Setup Wizard runs automatically. Use the wizard to configure your Primary Services Director VA.
See “Running the Services Director VA Setup Wizard” on page 77.

Review and configure the Settings for the Services Director VA, see “Installing the Services Director
VA on KVM-QEMU" on page 17.

Repeat steps 3 - 6 for the Secondary Services Director to form a High Availability (HA).
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Obtaining the Services Director VA KVM Image

The Services Director VA is provided by Pulse Secure Support as a KVYM image in QCOW2 format. This image
contains the files necessary to create a Services Director VA on a KYM-QEMU hypervisor on all supported
server platforms.

You obtain the Services Director KVM image in QCOW2 format from Pulse Secure Support.

Obtaining Services Director Licenses

License tokens are automatically emailed to you when you order your product. If you have not received your
license tokens, contact your Pulse Secure sales representative.

You must redeem your license tokens at the Pulse Secure License Redemption Portal. To redeem a license
token you must have a support site login and password, and a self-signed SSL certificate.

Note: You cannot use a CA-signed certificate.
All licenses are emailed to you as attachments.

Note: You will receive a Legacy FLA License as part of the redemption process. However, if you intend to use
only Virtual Traffic Manager (VTM) instances that are at version 10.1 (or later), each with its REST APl enabled,
you do not need to install this Legacy FLA license. You will instead use a Universal License that comes pre-
installed with the Services Director.

Creating the Services Director VA on a KVM Server

To create the Services Director VA on a KVM server, you must install the Services Director KYM image on a KVM
server. There are many virtualization systems in common use; the following two examples describe the
installation of your Services Director VA:

* Using the command line interface (CLI) of the libvirt toolset. See “Creating a VM Using the libvirt
Command Line Interface” on page 19.

For detailed information about libvirt, refer to https://libvirt.org/.

* Using the graphical user interface (GUI) of the Virtual Machine Manager graphical toolset. See
“Creating a VM Using the VMM Graphical User Interface” on page 20.

For detailed information about VMM, refer to https://virt-manager.org/.

18 © 2019 Pulse Secure, LLC.


https://virt-manager.org/
https://libvirt.org/

Pulse Secure Services Director Getting Started Guide

However your image is installed, the following settings must be used for the virtual machine:
* X86_64 architecture.
* Four virtual CPUs.
* 8192 MB (8 GB) of memory.
* Write-through caching mode.
* Two Ethernet adapters with an e1000 model, connected using a bridge.
* Ahard drive with IDE or VIRTIO bus type for the KVM image in QCOW2 format.

Note: The installation and configuration of your chosen toolset is outside the scope of this document. Refer to
your tool's documentation for details.

Creating a VM Using the libvirt Command Line Interface

To perform this procedure, you must have the required tools installed on a KVYM-QEMU hypervisor, and be
familiar with installing, configuring, and managing VMs.

1. Copy the KVM image to an appropriate designated directory (storage pool). Your System Administrator
determines which storage pool to use. Give the file a unique name. For example, the filename might be
of the form “image_xx.qcow?2". Images can only be used once.

For the purposes of this example, this directory is /vms/pool/sd0.
2. Install the required VM by issuing a virt-install command using the following syntax:

virt-install --import
--name=<servicedirector name>
--disk <image pool path>/image.gcow2, format=qcow2,bus=<bus>,cache=writethrough
--os-type=linux
--network bridge=<bridge name>,model=<model for primary interface>
--network bridge=<bridge name>,model=<model for auxiliary interface>
--ram=8192 --arch=x86_ 64 --vcpus=4

Where bus can be set to either 'ide' or 'virtio'.
For example:

virt-install --import
--name=sd_kvm_07
--disk /vms/pool/sd0/image.qgcow?2, format=gcow2,bus=ide, cache=writethrough
--os-type=linux
--network bridge=br0,model=el1000
--network bridge=br0,model=el1000
--ram=8192 --arch=x86_ 64 --vcpus=4
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After the installation completes, a number of background initialization tasks take place. As a result, the
CLI will offer reduced functionality for a short period. Pulse Secure recommends waiting at least two
minutes before attempting to access the Services Director.

3. List the VMs on this hypervisor:
virsh list

The response includes your VM (along with other VMs, if any):

Id Name State

356 pchaudh-07 running
542 sramakrishnan-0b running
593 sd_kvm 07 running

4. Access the console of the VM you have just deployed:
virsh console <vm name>
For example:
virsh console sd_kvml

To exit the console, use ctrl+].

Creating a VM Using the VMM Graphical User Interface

To perform this procedure, you must have the required tools installed on a KVYM-QEMU hypervisor, and be
familiar with installing, configuring, and managing VMs.

1. Copy the KVM image to an appropriate designated directory (storage pool). Your System Administrator
determines which storage pool to use. The image filename must be “image.qcow?2"”.

For the purposes of this example, this directory is /Aar/lib/libvirt/images.
2. Start the VMM GUI:
virt-manager --connect=gemu+ssh://my-kvm-host.com/system
In this command, my-kvm-host.com is the host machine name.

An SSH tunnel is used to connect to the KVM-QEMU host. You must have an SSH account and
corresponding public key stored on this machine for authentication.

Refer to the VMM documentation for information on alternative connection methods.
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3. Click New to start the process of creating a new virtual machine.

FIGURE 1T  Creating a New Virtual Machine Wizard: 1 of 4

' New VM

m Create a new virtual machine

Enter your virtual machine details

Name: ;MWirtuaI.AppIia nce|

Connection: | dev-kvirt-ubuntu (QEMU/KVM)

Choose how you would like to install the operating system
Local install media (ISO image or CDROM)
Network Install (HTTP, FTP, or NFS)
Network Boot (PXE)

@ Import existing disk image

Cancel k Forward

4. Enter a Name for your virtual appliance that corresponds with the name used for the disk image file.
5. Select Import existing disk image from the list of options.
6. Click Forward to proceed.

The next page of the wizard appears:

FIGURE2  Creating a New Virtual Machine Wizard: 2 of 4

New VM

m Create a new virtual machine

Provide the existing storage path:

;_J’.\.rar,f’lib_z’li.t.)\..rirtjimages,:."image.qcowz _; | Browse... |

Choose an operating system type and version

OS type: | Generic =

Version: | Generic =

Cancel | Back Forward

7. Click Browse to select the storage pool location and disk image file for this virtual machine.

8. Ensure that the OS type is Generic.

9. Ensure that the Version is Generic.
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10. Click Forward to proceed. The next page of the wizard appears:

FIGURE3  Creating a New Virtual Machine Wizard: 3 of 4
New VM

m Create a new virtual machine

Choose Memory and CPU settings
Memory (RAM): | 8192 | MB
Up to 32146 MB available on the host

CPUs: 42

Up to 8 available

Cancel Back | Forward

11. Set the Memory (RAM) to 8192 MB

12. Set the CPUs to 4.

13. Click Forward to proceed. The next page of the wizard appears:

FIGURE4  Creating a New Virtual Machine Wizard: 4 of 4

™ New VM

m Create a new virtual machine

Ready to begininstallation of Blair-vmm1
OS: Generic
Install: Import existing OS image
Memory: 8192 MB
CPUs: 4
Storage: 46.0 GB /var/lib/libvirt/images/image.qcow?2

[& Customize configuration before install
0 Specifying an operating system is required For best performance
¥ Advanced options

Host device vnetO (Bridge 'bro") 2

& set a fixed MAC address

|52:54:00:Fa:a0:15

Virt Type: | kvm

Architecture: | x86_64

Firmware: |Default =

cancel | | Back Finish

14. Check that the summary information is correct.

22
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15. Ensure that the Customize configuration before install check box is selected.
16. Expand Advanced options.
17. Set Architecture to x86_64.
18. Click Finish. A configuration dialog box appears.
19. Select Disk 1 to update disk settings:
* Under Advanced Options, ensure that Storage format is set to gcow?2.
* Under Advanced Options, ensure that Disk bus is set to either IDE or Virtio.
* Under Performance Options, ensure that Cache mode is set to writethrough.
* Click Apply.
20. Select Virtual Network Interface to view Virtual Network Interface settings.

FIGURES  Configuring the KVM Virtual Machine: Virtual Network Interface

@ Blair-VMM1 Virtual Machine

zgi? Begin Installation @ Cancel

Overview Virtual Network Interface

Processor

em

Source device: | Host device vnetO (Bridge 'bro") 2
Memory

Boot Options Device model: | e1000 2 |

Disk 1 MAC address: 52:54:00:7a:a9:42
NIC:7a:a9:42

Input

Display VNC

Sound: default

Console

Video Default

A
| g

I I4.X [

Add Hardware Remove Cancel Apply

21. Ensure that the Source device is the brO bridge.
22. Set the Device model to e1000.

23. Click Apply.
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24. Click Add Hardware.
25. Click Network. The dialog box updates.

FIGURE6  Configuring the KVM Virtual Machine: Network
@ Add New Virtual Hardware
Network
Input Please indicate how you'd like to connect your
Graphics new virtual network device to the host network.

e
L

L |

Sound i , .
Host device: Host device vnet0 (Bridge 'bro’) =

Serial

Parallel MAC address: [ |52:54:00:a3:cf:99
Channel
USB Host Device Device model: .e1000 =

& &

1
-

PCl Host Device
Video
Watchdog
Filesystem
Smarktcard

USB Redirection

(TN X |

@1l

Cancel Finish

26. Ensure that the Host device is the br0O bridge.

27. Set the Device model to e1000.

28. Click Finish.

29. Select Begin installation to complete the installation process.

After the installation completes, a number of background initialization tasks take place. As a result, the
CLI will offer reduced functionality for a short period. Pulse Secure recommends waiting at least two
minutes before attempting to access the Services Director VA.
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Accessing the Services Director VA on KVM

To access the Services Director VA, you need the IP address of its management interface.
If DHCP is available, you need to find out the allocated IP address.
1. Loginto the Services Director VA using the KVM console.
Do not use the jump-start setup wizard.

2. Obtain the allocated DHCP IP address of the VA using the following commands:

<host> > enable
<host> # show interfaces

If DHCP is not available, complete the following steps:
1. Loginto the Services Director VA using the KVM console.
2. Use the jump-start setup wizard to set:
* Astatic IP address.
* Anetmask.
* The default gateway IP address.

You can access the Services Director VA with a browser, and configure the Services Director VA using the Setup
Wizard, see “Installing the Services Director VA on KVM-QEMU" on page 17.
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Installing the Services Director VA on
Amazon Web Services

* Overview: Services Director VA on Amazon Web Services.............. ..., 27
* Obtaining Services Director LICENSeS. . . ...t vt ittt ittt ittt it nneaeannnns 27
* Launching and Configuring the Primary Services Directoron AWS.................. 28
* Launching and Configuring the Secondary Services Directoron AWS. ............... 76

Overview: Services Director VA on Amazon Web Services

Services Director instances can be launched from Amazon Machine Images (AMIs) on Amazon Web Services
(AWS). AWS supports HA pairing of two Services Director nodes. Each Services Director is launched from a
separate AMI and then configured and joined.

To create an HA pair of Services Director nodes on AWS:

1. Obtain the Services Director license from your Pulse Secure account team. For details about obtaining
your license keys, see “Obtaining Services Director Licenses” on page 27.

2. Create the Primary Services Director node, see “Launching and Configuring the Primary Services
Director on AWS"” on page 28.

3. Create the Secondary Services Director node, see “Launching and Configuring the Secondary
Services Director on AWS” on page 76.

4. Review and configure the Settings for the Services Director VA, see “Installing the Services Director
VA on Amazon Web Services” on page 27.

Obtaining Services Director Licenses

License tokens are automatically emailed to you when you order your product. If you have not received your
license tokens, contact your Pulse Secure sales representative.

You must redeem your license tokens at the Pulse Secure License Redemption Portal. To redeem a license
token you must have a support site login and password, and a self-signed SSL certificate.

Note: You cannot use a CA-signed certificate.

All licenses are emailed to you as attachments.
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Launching and Configuring the Primary Services Director on AWS
Perform the following procedure to launch and configure a Primary Services Director VA on AWS:

1. Prepare the required infrastructure (VPCs and Subnets) in the AWS network, see “Preparing AWS
Infrastructure” on page 28.

2. Prepare an AWS Security Group, see “Preparing an AWS Security Group” on page 39.

3. Launch a Services Director instance on AWS from the Services Director AMI, see “Launching a Services
Director AMI Instance on AWS” on page 62.

4. (Optional) Add and configure elastic IP addresses for the Primary Services Director instance, see
“Creating Elastic IP Addresses for the Services Director Instance” on page 68.

5. Update your AWS Security Group to include all allocated IP addresses for the Primary Services Director
instance, see “Updating Security Rules for Services Director Instance IP Addresses” on page 72.

6. Retrieve the password for the Primary Services Director from AWS, see “Retrieving the Default
Password for a Services Director Instance” on page 72.

7. Access the Primary Services Director instance using a browser, see “Accessing your Services Director
Instance for the First Time” on page 75.

8. Use the Setup Wizard (which starts automatically) to create your Primary Services Director node. See
“Running the Services Director VA Setup Wizard” on page 77.

Preparing AWS Infrastructure

Before you can launch a pair of Services Director VA nodes into AWS, you must prepare any required AWS
infrastructure elements within the AWS Network. This requires:

* “Understanding AWS Infrastructure” on page 29.
* “Determining IP Address Requirements” on page 30.
* “Creating an AWS Virtual Private Cloud” on page 34.

* “Creating AWS Subnets” on page 36.
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Understanding AWS Infrastructure

The following diagram shows AWS infrastructure concepts and relationships.

FIGURE7  AWS Networking Infrastructure

The AWS infrastructure and the relationships between each type are as follows:
* The AWS Network is a secure cloud services platform.
The AWS Network has many AWS Regions.
* ARegionis a named set of AWS resources based in the same geographical area, such as a country.
Every Region has at least two AWS Availability Zones.

* An Availability Zone is a geographical location entirely within a Region. The geographic nature of an
Availability Zone insulates it from service failures in other Availability Zones.

Each Availability Zone supports network access to all other Availability Zones in the Region.

Each Availability Zone is accessible by every AWS Virtual Private Cloud in a Region.
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* AVirtual Private Cloud (VPC) is a virtual network. It is populated by AWS infrastructure elements that
share network security and connectivity.

A VPC can access all Availability Zones in the Region.
A VPC requires one or more AWS Subnets.
VPCs are created and managed by the customer.

The required VPC (and its Subnets) must be in place before a Services Director pair can be launched,
see “Creating an AWS Virtual Private Cloud” on page 34.

* ASubnetis a subdivision of the IP address range of a VPC.

Subnets are created by the customer to group application instances according to security and
operational needs. A Subnet is entirely contained within a single Availability Zone. Each Services
Director is launched into a Subnet. Any required Subnet(s) must be in place before Services Director
can be launched, see “Creating AWS Subnets” on page 36.

Note: Additional Subnets may also be required for vIM instances.

Determining IP Address Requirements

The use of IP address types on AWS (private, elastic and public) are determined by your general networking
requirements, but in Services Director terms the following contribute to this choice:

* The relative placement of the Services Director nodes.
* The placement of vIMs relative to the Services Directors.
* Your access requirements for your individual Services Director nodes.
A Secondary Services Director node must be in the same VPC as the Primary node. That is:
* Inthe same Subnet as the Primary node, OR

* In adifferent Subnet to the Primary node, but in the same Availability Zone as the Primary node's
Subnet, OR

* In a different Subnet to the Primary node, but in a different Availability Zone to the Primary node's
Subnet.
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FIGURE8  Supported Placement of Secondary Services Director
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All other Services Director placements (shown above) are not supported.
The specifics of an AWS deployment determine whether private IP addresses or elastic IP addresses are used:

* The use of an Elastic Service Endpoint Address (SEA) is mandatory where the Primary and Secondary
Services Directors are in different Subnets. For example, when the vTMs are in the same Availability
Zone (or Subnet) of the VPC:

FIGURE9  Elastic IP Addresses: vTMs in the Same VPC
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O IP address is requested by the user when the Services Directors are created

. |P address must be requested manually by the user when the Services Directors are created

. An elastic IP must be requested by the user. The Services Director automatically associates this with the Secondary Private IPs.
+—» Trefficflow.
<«=-=p Communication between nodes using Primary Private IP addresses.

:= Path between SEA and Secondary Services Director node after Failover.
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Note: The placement of vTMs in this example is illustrative; each vIM can be in any Subnet within the
VPC containing the Services Director nodes.

Alternatively, when the vTMs are in a different VPC:

FIGURE 10 Elastic IP Addresses: vTMs in Different VPCs
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O IP address is requested by the user when the Services Directors are created.

. IP address must be requested manually by the user when the Services Directors are created.

. An elastic IP must be requested by the user. The Services Director automatically associates this with the Secondary Private IPs.

<+ Trafficflow.

—= ommunication between nodes using Primary Private IP addresses.
C g P y P P

Path between SEA and Secondary Services Director node after Failover.

Note: The placement of vTMs in this example is illustrative; they can be in any Subnet outside the
Services Directors VPC, or outside AWS completely.

In both cases:

* The Primary Private IP address of each Services Director node is used for inter-node
communications. Typically, this communication is direct within the VPC, but for inter-node
database access and replication the communication will normally be directed via the external
SEA.

* The SEA directs traffic to the Active Services Director node at all times, using the Secondary
Private IP Address of the node. Each Services Director node requires an additional Secondary
Private IP Address. You must request that AWS auto-assigns an additional Secondary Private IP
Address during creation of the Services Director instance.

* You will typically configure Elastic IP addresses for each individual Services Director node, and
then associate the Elastic IP for each node with that node’s Primary Private IP address.

* Additionally, each vIM will typically have an Elastic IP address that communicates with the
Services Director via the SEA.
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Note: An elastic SEA may also be used when the Primary and Secondary SDs are in the same Subnet,
but whether this is necessary depends on your external connectivity requirements. For example, when
your VPCs are external to the VPC, and will need to access the Services Director for licensing.

Note: Once an Elastic IP address for the SEA is defined, you must configure your network accordingly
to ensure connectivity of all components. This is outside the scope of this document, see the Virtual Traffic
Manager documentation.

Note: The placement of vIMs is only restricted by your networking configuration. All vVTMs must
connect to the Services Director using the SEA. This is outside the scope of this document.

Where the Services Director pair are in a single Subnet, and all vTIMs in its estate are inside a single VPC,
you can use Private IP addresses for the Services Director nodes and for the SEA. For example:

FIGURE 11 Private IP Addresses
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O IP address is requested by the user when the Services Directors are created.

. The specified SEA P address is always raised automatically as the Secondary Private |P Address on the Active node anly.
4—p Trafficflow
<4-=-p Communication between nodes using Primary Private IP addresses.

= Path between SEA and Secondary Services Director node after Failover.

The Primary Private IP address of each Services Director node is used for inter-node communications.
Typically, this communication is direct within the VPC, but for inter-node database access and
replication the communication will normally be directed via the SEA.
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The SEA directs traffic to the Active Services Director node at all times. This uses a Secondary Private IP
address that is raised on the Active node only. When failover occurs, this IP address is removed from
one node and raised on the other node.

Note: This is standard Services Director behaviour. You do not have to raise a Secondary Private IP
address on either node.

The vTMs inside the VPC connect (call back) to the Services Directors using the Private IP Address SEA.

If you want to access your individual Services Director nodes from outside the VPC, you can allocate a
Public IP address or Elastic IP address to each node.

All'IP addresses are required for the definition of an AWS Security Group, see “Preparing an AWS Security
Group” on page 39.

Once you have prepared the required VPC and Subnet(s), you can launch a Services Director VA using an AMI
on AWS, see “Launching a Services Director AMI Instance on AWS” on page 62.

Creating an AWS Virtual Private Cloud

The required AWS Virtual Private Cloud (VPC) must exist before you can launch the Services Director VA on
AWS. You create a VPC from the Amazon Web Services platform.

There can be several VPCs within an AWS Region.
The IP range of a VPC is defined by a CIDR block. For example, 70.0.0.0/76.

The VPC will contain both nodes of a Services Director HA pair, though the two nodes can be in different
Availability Zones within the VPC, see “Determining IP Address Requirements” on page 30.

A VPC can access all AWS Availability Zones in an AWS Region.
To create a VPC:
1. Login to the AWS Management Console.
2. Onthe top bar of the AWS Management Console, select the required Region. For example, EU (Ireland).

FIGURE 12 Select AWS Region

Ireland ~ Support ~

3. Onthe AWS top bar, click Services and then locate the Network & Content Delivery options.
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4. Under Network & Content Delivery, select VPC.
The VPC Dashboard appears. For example:

FIGURE 13  AWS VPC Dashboard
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5. Under Virtual Private Cloud, click Your VPCs.
A list of your existing VPCs appears.

6. Examine your VPCs and decide if an existing one matches your networking requirements for your
Services Director. If there is a suitable VPC, no further actions is required, and this process is complete.

7. Click Create VPC.

FIGURE 14 Create VPC
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The Create VPC page appears.

FIGURE 15 Create VPC Properties

VPCs = Create VPC

Create VPC

AVPC is an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2 instances. You must
specify an IPv4 address range for your VPC. Specify the IPv4 address range as a Classless Inter-Domain Routing
(CIDR) block; for example, 10.0.0.0/16. You cannot specify an IPv4 CIDR block larger than /16. You can optionally
associate an Amazon-provided IPv6 CIDR block with the VPC

Name tag (1]

IPv4 CIDR block* [i]

IPv6 CIDR block ® No IPv6 CIDR Block
Amazon provided IPv6 CIDR block

Tenancy = Default ~ O

* Required Cancel m

8. Specify your required networking details and click Create.
A confirmation message appears.

9. Click Close.
The new VPC is added to the Your VPCs list.

Once you have a suitable VPC, you can create any required Subnets inside the VPC, see “Creating AWS
Subnets” on page 36.

Creating AWS Subnets

The required AWS Subnets must exist inside your chosen VPC before you can launch the Services Director VA
on AWS. You create Subnets from the Amazon Web Services platform.

Each Subnet has an IP address range that is a subdivision of the VPC's total range. The range is that is defined
by a CIDR block. For example, 70.0.0.0/24.

The Subnet will contain either one or both of the Services Director nodes, see “Determining IP Address
Requirements” on page 30.

The Subnet can be inside any AWS Availability Zone within the VPC.
To create a Subnet:
1. Login to the AWS Management Console.
2. Onthe top bar of the AWS Management Console, select the required Region.

3. Onthe AWS top bar, click Services and then locate the Network & Content Delivery options.
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4. Under Network & Content Delivery, select VPC.
The VPC Dashboard appears.
5. Under Virtual Private Cloud, click Subnets.

A list of your existing Subnets appears.

6. Examine your Subnets and decide if you have a Subnet(s) that match your networking requirements for

your Services Director nodes. If there is a suitable Subnet(s), no further actions is required, and this
process is complete.

7. Click Create subnet.

FIGURE 16 Create Subnet
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The Create subnet page appears.

FIGURE 17 Create Subnet Properties
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Create subnet

Specify your subnet's IP address block in CIDR format; for example, 10.0.0.0/24. IPv4 block sizes must be between a /16
netmask and /28 netmask, and can be the same size as your VPC. An IPv6 CIDR block must be a /64 CIDR block.

Name tag (i)

vPC* > 0
VPCCIDRs  cipg Status Status Reason

Availability Zone = No preference > O

IPv4 CIDR block* i}

* Required cancel m

© 2019 Pulse Secure, LLC.

37



Pulse Secure Services Director Getting Started Guide

8. Specify your required networking details and click Create.
A confirmation message appears.
9. C(lick Close.
The new Subnet is added to the Subnets list.
10. Repeat steps 7 - 9 if a second Subnet is required for your Secondary Services Director node.

Note: The relative positions of your Subnets for the Services Director nodes will influence your choice
of IP address, see “Determining IP Address Requirements” on page 30.

Once you have a suitable Subnet(s), you can prepare your AWS Security Group, see “Preparing an AWS
Security Group” on page 39.
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Preparing an AWS Security Group

Before you launch a Services Director from an AMI on AWS, you must define an AWS Security Group.

An AWS Security Group is a named set of permitted inbound network connections that apply to one or more
AWS AMI instances. Each Security Group consists of a list of rules. Each rule identifies a protocol, a port, and an
IP address (or IP address range) from which inbound requests can be received.

Note: Rules can reference the Security Group itself. This represents all traffic from any IP address hosted on a
AWS instance that uses the Security Group.

All received requests that are not permitted by a rule are refused.

In Services Director terms, each Services Director node is an AWS AMI instance, and the assigned Security
Group will control which inbound connections can reach the Services Director node via its SEA.

Note: Security Groups also optionally support rules to govern permitted outbound connections. This guide
does not specify suitable rules to govern permitted outbound connections from Services Director.

There are three general deployment scenarios for your Services Directors and vIMs. Your chosen scenario
determines the required rules for your Security Group:

* Using elastic IP addresses for the Services Director nodes and the SEA, with the vIMs in the same VPC
as the Services Directors, see “Scenario 1 - Elastic IPs with vTMs in the Same VPC” on page 40.

* Using elastic IP addresses for the Services Director nodes and the SEA, with the vTMs in a different VPC
or outside AWS completely, see “Scenario 2 - Elastic IPs with vTMs in Different VPCs” on page 46.

* Using private IPs for the Services Director nodes, see “Scenario 3 - Private IPs Only” on page 52.

Once you have identified your network configuration and the required rules, you can create your AWS Security
Group. see “Creating an AWS Security Group” on page 58.

After you launch the AMI for each Services Director node, you must create additional rules:

* Inyour Security Group used by the Services Directors, you add Security Group rules for the IP
addresses used by each Services Director. This enables the Services Directors to communicate with
each other “Updating Security Rules for Services Director Instance IP Addresses” on page 72.

* Inany Security Groups used by the vTMs that will be in the estate of the Services Director, you add
Security Group rules for the Internet-facing IP SEA. This enables the vTMs to communicate with the
Services Director.
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Scenario 1 - Elastic IPs with vTMs in the Same VPC
In this scenario:

* AWS Elastic IPs (EIPs) are used for the Primary and Secondary nodes, and for the Services Endpoint
Address (SEA).

* The Services Director nodes are in the same AWS VPC, although they can be in separate Subnets or
availability zones.

* The vIMs in the estate of the Services Director pair are in the same VPC.

* The self-registration feature of vIM is supported when the vIM is provided with the SEA EIP of the
Services Director.

The flow of requests through the defined IP addresses is as follows:

FIGURE 18  Elastic IPs with vTMs in the Same VPC
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Note: When vTM Communications Channel (Comms Channel) is in use, there are minor differences in the
scenario diagram above. All Services Director-initiated connections to the vIM (purple in the diagram) are
replaced by vTM-initiated connections to the Services Director (green in the diagram). See “Using Scenario 1
with vTM Communications Channel” on page 41.

Note: When you join a Secondary Services Director to a Primary Services Director, always specify the Primary
Private IP Address of the Primary Services Director. This allows the majority of traffic between the Services
Director nodes to be routed within the VPC and not over the public Internet.

To set up the required AWS Security Group for this scenario, you must create the rules listed in the following
sections:

* "“Services Director Security Group: Remote Management and Administration” on page 42.
* “Services Director Security Group: Services Director Peer” on page 42.

* "“Services Director Security Group: vTM Estate” on page 43.

* “vTM Security Group: Remote Management and Administration” on page 44.

* “VvTM Security Group: vTM Peers” on page 44.

* “VvTM Security Group: Services Director Estate Manager” on page 45.

Note: For all rules, CIDR format must be used for each IP address range. This takes the form xx.xx.xx.xx/nn,
where nn is the size of the subnet mask. The subnet mask size cannot be omitted, even when you specify a
single IP address. That is, if you require 10.11.12.13 as an IP address, you must specify 10.11.12.13/32.

Using Scenario 1 with vTM Communications Channel

When vTM Communications Channel (Comms Channel) is in use, there are minor differences from the
scenario described above. All Services Director-initiated connections to the vIM (purple in the diagram) are
replaced by vTM-initiated connections to the Services Director (green in the diagram).

If you are using Comms Channel, you should not attempt to connect to the Services Director from the vIM
until you have its Elastic IP address. That is, you must perform the following tasks in order:

1. Create the vTM in AWS. Refer to the Virtual Traffic Manager (VTM) documentation.
2. Run the Configuration Wizard for the vIM, but do not specify Services Director details for the vIM.

3. Associate an Elastic IP address to the vIM's Private IP address. “Creating Elastic IP Addresses for the
Services Director Instance” on page 68.

4. Configure Security Groups on the Services Director, using the Elastic IP for the vTM (refer to the
sections that follow).

5. Log into the vIM and self-register the vTM with the Services Director, see “Requesting Self
Registration on a Configured vTM” on page 173.
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Services Director Security Group: Remote Management and Administration
You must add the following rules to the Security Group used by the Services Director.

The following rules support flows from Remote Management and Administration.
In these rules, the IP address of the device from which you will perform remote management is required.
Note: For all rules, CIDR format must be used for any IP address range. This takes the form xx.xx.xx.xx/nn,

where nn is the size of the subnet mask. The subnet mask size cannot be omitted, even when you specify a
single IP address. That is, if you require 10.11.12.13 as an IP address, you must specify 10.11.12.13/32.

Type Protocol Port Range Source Description

SSH TCP 22 Custom  Remote Management IP Administrative shell access
Address. to Services Director.

HTTPS TCP 443 Custom  Remote Management IP Administrative GUI access
Address. to Services Director.

Custom TCP Rule  TCP 8100 Custom  Remote Management IP Administrative REST AP
Address. access to Services Director.

Custom TCP Rule  TCP 8000 Custom  Remote Management IP Administrative GUI access
Address. to the Analytics Application

Services Director Security Group: Services Director Peer
You must add the following rules to the Security Group used by the Services Director.

The following rules support flows from the Services Director peer.

In these rules, the ID of the Services Director Security Group is required. This opens the specified ports to all
instances that use the Security Group.

Type Protocol Port Range Source Description

Custom UDP Rule  UDP 9090 Custom  Security Group ID Internal Services Director cluster
communication.

Custom TCP Rule  TCP 9070 Custom  Security Group ID Internal Services Director cluster
communication (REST API).

Custom UDP Rule  UDP 9080 Custom  Security Group ID Internal Services Director cluster
communication.

Custom TCP Rule  TCP 9080 Custom  Security Group ID Internal Services Director cluster
communication.

Custom TCP Rule  TCP 9090 Custom  Security Group ID Internal Services Director cluster
communication (GUI).

Custom UDP Rule  UDP 9091 Custom  Security Group ID Internal Services Director cluster
communication.

Custom TCP Rule  TCP 8100 Custom  Security Group ID Services Director Web Service
(REST API) for peer monitoring.

42 © 2019 Pulse Secure, LLC.



Pulse Secure Services Director Getting Started Guide

Type Protocol Port Range Source Description

HTTP TCP 80 Custom  Security Group ID Internal Services Director cluster
communication.

HTTPS TCP 443 Custom  Security Group ID Internal Services Director cluster
communication.

All ICMP - IPv4 All N/A Custom  Security Group ID Ping (for monitoring).

MySQL/Aurora TCP 3306 Custom  Security Group ID MySQL internal (required for

monitoring and failover).

Note: The following rules are also required, but you cannot add these until after you have created the Elastic
IPs required the Primary and Secondary Services Director instances and the SEA, see “Updating Security Rules
for Services Director Instance IP Addresses” on page 72

Type Protocol Port Range Source Description

Custom TCP Rule  TCP 3306 Custom  EIP of the Primary Services  MySQL inventory database
Director instance. access.

Custom TCP Rule  TCP 3306 Custom  EIP of the Secondary MySQL inventory database
Services Director instance.  access.

Custom TCP Rule  TCP 3306 Custom  EIP of the Services Director MySQL inventory database
SEA. access.

Services Director Security Group: vTM Estate
You must add the following rules to the Security Group used by the Services Director.

Create the following rules for each vTM in the estate of the Services Director. You may be able to use a suitable
IP address range that covers multiple vIMs to minimize the number of rules required.

Type Protocol Port Range Source Description

Custom TCP Rule  TCP 8100 Custom  EIP of the vTM. vTM self-registration
requests.

Custom TCP Rule  TCP 8101 Custom  EIP of the vTM. VvIM Universal FLA licensing
request.

Custom TCP Rule  TCP 8102 Custom  EIP of the vTM. Required for vIM

Communications Channel,
see “Working with vTM
Communications

Channel” on page 122.

w
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VTM Security Group: Remote Management and Administration
You must add the following rules to the Security Group used by individual vIMs.

The following rules support flows from Remote Management and Administration.
In these rules, the IP address of the device from which you will perform remote management is required.
Note: For all rules, CIDR format must be used for any IP address range. This takes the form xx.xx.xx.xx/nn,

where nn is the size of the subnet mask. The subnet mask size cannot be omitted, even when you specify a
single IP address. That is, if you require 10.11.12.13 as an IP address, you must specify 10.11.12.13/32.

Type Protocol Port Range Source Description

SSH TCP 22 Custom  Remote Management IP Administrative shell access
Address. to the vIM.

Custom TCP Rule  TCP 9090 Custom  Remote Management IP Administrative GUI access
Address. to the vIM.

Custom TCP Rule  TCP 9070 Custom  Remote Management IP Administrative REST AP
Address. access to the vIM.

VTM Security Group: vTM Peers
You must add the following rules to the Security Group used by individual vIMs.

The following rules support flows from the vIM peers in the same cluster.

Note: This is a minimum suggested set of rules to support vIM clustering. See the Virtual Traffic Manager
documentation for additional advice on AWS Security Groups.

In these rules, the ID of the vTM Security Group is required. This opens the specified ports to all vTMs that use
the Security Group.

Type Protocol Port Range Source Description

Custom UDP Rule  UDP 9080 Custom  Security Group ID  vIMinternal cluster communication.
Custom UDP Rule  UDP 9090 Custom  Security Group ID  vIMinternal cluster communication.
Custom TCP Rule  TCP 9080 Custom  Security Group ID  vIM internal cluster communication.
Custom TCP Rule  TCP 9090 Custom  Security Group ID  vIM GUI.
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VTM Security Group: Services Director Estate Manager
Note: These rules are not required when viM Communications Channel is active on the vTM.

You must add the following rule to the Security Group used by individual vIMs.
The following rule supports flows from the Services Director Estate Manager.

In this rule, the ID of the Services Director Security Group is required.

Note: This rule is not required when vTM Communications Channel is active on the vTM.

Type Protocol Port Range Source Description

Custom TCP Rule  TCP 9070 Custom  Services Director ~ vIM REST API access for
Security Group ID  configuration, backup and restore,
API proxy, and so on.
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Scenario 2 - Elastic IPs with vTMs in Different VPCs

In this scenario:

* AWS Elastic IPs (EIPs) are used for the Primary and Secondary nodes, and for the Services Endpoint

Address (SEA).

* The Services Director nodes are in the same AWS VPC, although they can be in separate Subnets or

Availability Zones.

* The vIMs in the estate of the Services Director pair are in a different VPC (or Region).

* The self-registration feature of vTM will not work. However, manual registration of vTMs can be
achieved from the Services Director by specifying a vIM's management EIP in the Add a vTM instance
dialog, see “Registering a Virtual Traffic Manager (Universal FLA)” on page 150.

The flow of requests through the defined IP addresses is as follows:

FIGURE 19 Elastic IPs with vTMs in Different VPCs
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(Cluster N)

Note: When vIM Communications Channel (Comms Channel) is in use, there are minor differences in the
scenario diagram above. All Services Director-initiated connections to the vIM (purple in the diagram) are
replaced by vTM-initiated connections to the Services Director (green in the diagram). See “Using Scenario 2

with vTM Communications Channel” on page 47.

46
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Note: When you join a Secondary Services Director to a Primary Services Director, always specify the Primary
Private IP Address of the Primary Services Director. This allows the majority of traffic between the Services
Director nodes to be routed within the VPC and not over the public Internet.

To set up the required AWS Security Group for this scenario, you must create the rules listed in the following
sections:

* “Services Director Security Group: Remote Management and Administration” on page 48.
* “Services Director Security Group: Services Director Peer” on page 48.

* “Services Director Security Group: vTM Estate” on page 49.

* “vTM Security Group: Remote Management and Administration” on page 50.

* “vTM Security Group: vTM Peers” on page 50.

* “vTM Security Group: Services Director Estate Manager” on page 51.

Note: For all rules, CIDR format must be used for each IP address range. This takes the form xx.xx.xx.xx/nn,
where nn is the size of the subnet mask. The subnet mask size cannot be omitted, even when you specify a
single IP address. That is, if you require 10.11.12.13 as an IP address, you must specify 10.11.12.13/32.

Using Scenario 2 with vTM Communications Channel

When vTM Communications Channel (Comms Channel) is in use, there are minor differences from the
scenario described above. All Services Director-initiated connections to the vIM (purple in the diagram) are
replaced by vTM-initiated connections to the Services Director (green in the diagram).

If you are using Comms Channel, you should not attempt to connect to the Services Director from the vIM
until you have its Elastic IP address. That is, you must perform the following tasks in order:

1. Create the vIM in AWS. Refer to the Virtual Traffic Manager (VTM) documentation.
2. Run the Configuration Wizard for the vIM, but do not specify Services Director details for the vIM.

3. Associate an Elastic IP address to the vIM's Private IP address. “Creating Elastic IP Addresses for the
Services Director Instance” on page 68.

4. Configure Security Groups on the Services Director, using the Elastic IP for the vTM (refer to the
sections that follow).

5. Loginto the vTM and self-register the vIM with the Services Director, see “Requesting Self
Registration on a Configured vTM” on page 173.
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Services Director Security Group: Remote Management and Administration
You must add the following rules to the Security Group used by the Services Director.

The following rules support flows from Remote Management and Administration.
In these rules, the IP address of the device from which you will perform remote management is required.
Note: For all rules, CIDR format must be used for any IP address range. This takes the form xx.xx.xx.xx/nn,

where nn is the size of the subnet mask. The subnet mask size cannot be omitted, even when you specify a
single IP address. That is, if you require 10.11.12.13 as an IP address, you must specify 10.11.12.13/32.

Type Protocol Port Range Source Description

SSH TCP 22 Custom  Remote Management IP Administrative shell access
Address. to Services Director.

HTTPS TCP 443 Custom  Remote Management IP Administrative GUI access
Address. to Services Director.

Custom TCP Rule  TCP 8100 Custom  Remote Management IP Administrative REST AP
Address. access to Services Director.

Custom TCP Rule  TCP 8000 Custom  Remote Management IP Administrative GUI access
Address. to the Analytics Application

Services Director Security Group: Services Director Peer
You must add the following rules to the Security Group used by the Services Director.

The following rules support flows from the Services Director peer.

In these rules, the ID of the Services Director Security Group is required. This opens the specified ports to all
instances that use the Security Group.

Type Protocol Port Range Source Description

Custom UDP Rule  UDP 9090 Custom  Security Group ID Internal Services Director cluster
communication.

Custom TCP Rule  TCP 9070 Custom  Security Group ID Internal Services Director cluster
communication (REST API).

Custom UDP Rule  UDP 9080 Custom  Security Group ID Internal Services Director cluster
communication.

Custom TCP Rule  TCP 9080 Custom  Security Group ID Internal Services Director cluster
communication.

Custom TCP Rule  TCP 9090 Custom  Security Group ID Internal Services Director cluster
communication (GUI).

Custom UDP Rule  UDP 9091 Custom  Security Group ID Internal Services Director cluster
communication.

Custom TCP Rule  TCP 8100 Custom  Security Group ID Services Director Web Service
(REST API) for peer monitoring.
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Type Protocol Port Range Source Description

HTTP TCP 80 Custom  Security Group ID Internal Services Director cluster
communication.

HTTPS TCP 443 Custom  Security Group ID Internal Services Director cluster
communication.

All ICMP - IPv4 All N/A Custom  Security Group ID Ping (for monitoring).

MySQL/Aurora TCP 3306 Custom  Security Group ID MySQL internal (required for

monitoring and failover).

Note: The following rules are also required, but you cannot add these until after you have created the Elastic
IPs required the Primary and Secondary Services Director instances and the SEA, see “Updating Security Rules
for Services Director Instance IP Addresses” on page 72

Type Protocol Port Range Source Description

Custom TCP Rule  TCP 3306 Custom  EIP of the Primary Services  MySQL inventory database
Director instance. access.

Custom TCP Rule  TCP 3306 Custom  EIP of the Secondary MySQL inventory database
Services Director instance.  access.

Custom TCP Rule  TCP 3306 Custom  EIP of the Services Director MySQL inventory database
SEA. access.

Services Director Security Group: vTM Estate
You must add the following rules to the Security Group used by the Services Director.

Create the following rules for each vTM in the estate of the Services Director. You may be able to use a suitable
IP address range that covers multiple vIMs to minimize the number of rules required.

Note: There is no rule for self-registration in this category, as self-registration is not supported in this scenario.

Type Protocol Port Range Source Description

Custom TCP Rule  TCP 8101 Custom  EIP of the vTM. vIM Universal FLA licensing
request.

Custom TCP Rule  TCP 8102 Custom  EIP of the vTM. Required for vIM

Communications Channel,
see “Working with vTM
Communications

Channel” on page 122.

(o]
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VTM Security Group: Remote Management and Administration
You must add the following rules to the Security Group used by individual vIMs.

The following rules support flows from Remote Management and Administration.
In these rules, the IP address of the device from which you will perform remote management is required.
Note: For all rules, CIDR format must be used for any IP address range. This takes the form xx.xx.xx.xx/nn,

where nn is the size of the subnet mask. The subnet mask size cannot be omitted, even when you specify a
single IP address. That is, if you require 10.11.12.13 as an IP address, you must specify 10.11.12.13/32.

Type Protocol Port Range Source Description

SSH TCP 22 Custom  Remote Management IP Administrative shell access
Address. to the vIM.

Custom TCP Rule  TCP 9090 Custom  Remote Management IP Administrative GUI access
Address. to the vIM.

Custom TCP Rule  TCP 9070 Custom  Remote Management IP Administrative REST AP
Address. access to the vIM.

VTM Security Group: vTM Peers
You must add the following rules to the Security Group used by individual vIMs.

The following rules support flows from the vIM peers in the same cluster.

Note: This is a minimum suggested set of rules to support vIM clustering. See the Virtual Traffic Manager
documentation for additional advice on AWS Security Groups.

In these rules, the ID of the vTM Security Group is required. This opens the specified ports to all vTMs that use
the Security Group.

Type Protocol Port Range Source Description

Custom UDP Rule  UDP 9080 Custom  Security Group ID  vIMinternal cluster communication.
Custom UDP Rule  UDP 9090 Custom  Security Group ID  vIMinternal cluster communication.
Custom TCP Rule  TCP 9080 Custom  Security Group ID  vIM internal cluster communication.
Custom TCP Rule  TCP 9090 Custom  Security Group ID  vIM GUI.
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VTM Security Group: Services Director Estate Manager

You must add the following rule to the Security Group used by individual vIMs.

The following rule supports flows from the Services Director Estate Manager.

Note: You can only add these rules after you have created the Services Director AMI nodes and assigned elastic

IP addresses to each and the SEA.

Note: These rules are not required when vIM Communications Channel is active on the vTM.

Type Protocol Port Range Source

Description

Custom TCP Rule  TCP 9070 Custom  EIP of Primary VIM REST API access for
Services Director  configuration, backup and restore,
Node. API proxy, and so on.

Custom TCP Rule  TCP 9070 Custom  EIP of Secondary ~ vIM REST API access for
Services Director  configuration, backup and restore,
Node. API proxy, and so on.

Custom TCP Rule  TCP 9070 Custom  EIP of Services VIM REST API access for
Director SEA. configuration, backup and restore,

API proxy, and so on.
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Scenario 3 - Private IPs Only

In this scenario:

Private IP addresses are used for the Primary and Secondary nodes.
The Services Director SEA is a private IP that can be raised on either Services Director node.
The Primary and Secondary nodes must exist within the same Subnet as the SEA.

The vTMs in the estate of the Services Director pair are in the same VPC, but can be in different
Availability Zones or Subnets. Each uses private IP addresses only, with no elastic IP assigned for
management purposes.

All management traffic flows are directed to private IPs.
The management console is either:

* |nside the AWS network, within the same VPC as the Services Director nodes (as shown in the
diagram), OR

* Qutside the AWS network, but able to route traffic directly to the private IP addresses within the
VPC. For example, by using a peer-to-peer VPN connection from a local data centre.

The self-registration feature is fully supported.

The use of vIM Communications Channel is fully supported.
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The flow of requests through the defined IP addresses is as follows:

FIGURE 20  Private IPs Only
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Note: When vTM Communications Channel (Comms Channel) is in use, there are minor differences in the
scenario diagram above. All Services Director-initiated connections to the vIM (purple in the diagram) are
replaced by vTM-initiated connections to the Services Director (green in the diagram).

To set up the required AWS Security Group for this scenario, you must create the rules listed in the following
sections:

“Services Director Security Group: Remote Management and Administration” on page 54.
“Services Director Security Group: Services Director Peer” on page 54.

“Services Director Security Group: vTM Estate” on page 55.

“vTM Security Group: Remote Management and Administration” on page 56.

“vTM Security Group: vTM Peers” on page 56.

“vTM Security Group: vTM Peers” on page 56.
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Note: For all rules, CIDR format must be used for each IP address range. This takes the form xx.xx.xx.xx/nn,
where nn is the size of the subnet mask. The subnet mask size cannot be omitted, even when you specify a
single IP address. That is, if you require 10.11.12.13 as an IP address, you must specify 10.11.12.13/32.

Services Director Security Group: Remote Management and Administration

You must add the following rules to the Security Group used by the Services Director.

The following rules support flows from Remote Management and Administration. There is no prescribed
location for Remote Management.

In these rules, the IP address(es) or IP range(s) that can validly access the Services Director administration
interfaces are required.

Note: For all rules, CIDR format must be used for any IP address range. This takes the form xx.xx.xx.xx/nn,
where nn is the size of the subnet mask. The subnet mask size cannot be omitted, even when you specify a
single IP address. That is, if you require 10.11.12.13 as an IP address, you must specify 10.11.12.13/32.

Type Protocol Port Range Source Description

SSH TCP 22 Custom  Remote Management IP Administrative shell access
Address. to Services Director.

HTTPS TCP 443 Custom  Remote Management IP Administrative GUI access
Address. to Services Director.

Custom TCP Rule  TCP 8100 Custom  Remote Management IP Administrative REST AP
Address. access to Services Director.

Custom TCP Rule  TCP 8000 Custom  Remote Management IP Administrative GUI access
Address. to the Analytics Application

Services Director Security Group: Services Director Peer
You must add the following rules to the Security Group used by the Services Director.

The following rules support flows from the Services Director peer.

In these rules, the ID of the Services Director Security Group is required. This opens the specified ports to all
instances that use the Security Group.

Type Protocol Port Range Source Description

Custom UDP Rule  UDP 9090 Custom  Security Group 1D Internal Services Director cluster
communication.

Custom TCP Rule  TCP 9070 Custom  Security Group ID Internal Services Director cluster
communication (REST API).

Custom UDP Rule  UDP 9080 Custom  Security Group ID Internal Services Director cluster
communication.

Custom TCP Rule  TCP 9080 Custom  Security Group ID Internal Services Director cluster
communication.

54 © 2019 Pulse Secure, LLC.



Pulse Secure Services Director Getting Started Guide

Type Protocol Port Range Source Description

Custom TCP Rule  TCP 9090 Custom  Security Group ID Internal Services Director cluster
communication (GUI).

Custom UDP Rule  UDP 9091 Custom  Security Group 1D Internal Services Director cluster
communication.

Custom TCP Rule  TCP 8100 Custom  Security Group ID Services Director Web Service
(REST API) for peer monitoring.

HTTP TCP 80 Custom  Security Group ID Internal Services Director cluster
communication.

HTTPS TCP 443 Custom  Security Group ID Internal Services Director cluster
communication.

All ICMP - IPv4 All N/A Custom  Security Group ID Ping (for monitoring).

MySQL/Aurora TCP 3306 Custom  Security Group ID MySQL internal (required for

monitoring and failover).

Services Director Security Group: vTM Estate
You must add the following rules to the Security Group used by the Services Director.

Create the following two rules for each vTM in the estate of the Services Director. You may be able to use a
suitable IP address range that covers multiple vIMs to minimize the number of rules required.

In these rules, the ID of the vTM Security Group for is required. This opens the specified ports to all vTMs that
use the Security Group.

Type Protocol Port Range Source Description

Custom TCP Rule  TCP 8100 Custom  VIM Security Group ID  VIM self-registration requests.

Custom TCP Rule  TCP 8101 Custom  VvIM Security Group ID  vTM Universal FLA licensing
request.

Custom TCP Rule  TCP 8102 Custom  VIM Security Group ID ~ Required for vIM

Communications Channel, see
“Working with vTM
Communications
Channel” on page 122.
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VTM Security Group: Remote Management and Administration
You must add the following rules to the Security Group used by individual vIMs.

The following rules support flows from Remote Management and Administration.
In these rules, the IP address of the device from which you will perform remote management is required.
Note: For all rules, CIDR format must be used for any IP address range. This takes the form xx.xx.xx.xx/nn,

where nn is the size of the subnet mask. The subnet mask size cannot be omitted, even when you specify a
single IP address. That is, if you require 10.11.12.13 as an IP address, you must specify 10.11.12.13/32.

Type Protocol Port Range Source Description

SSH TCP 22 Custom  Remote Management IP Administrative shell access
Address. to the vIM.

Custom TCP Rule  TCP 9090 Custom  Remote Management IP Administrative GUI access
Address. to the vIM.

Custom TCP Rule  TCP 9070 Custom  Remote Management IP Administrative REST AP
Address. access to the vIM.

VTM Security Group: vTM Peers
You must add the following rules to the Security Group used by individual vIMs.

The following rules support flows from the vIM peers in the same cluster.

Note: This is a minimum suggested set of rules to support vIM clustering. See the Virtual Traffic Manager
documentation for additional advice on AWS Security Groups.

In these rules, the ID of the vTM Security Group is required. This opens the specified ports to all vTMs that use
the Security Group.

Type Protocol Port Range Source Description

Custom UDP Rule  UDP 9080 Custom  Security Group ID  vIMinternal cluster communication.
Custom UDP Rule  UDP 9090 Custom  Security Group ID  vIMinternal cluster communication.
Custom TCP Rule  TCP 9080 Custom  Security Group ID  vIM internal cluster communication.
Custom TCP Rule  TCP 9090 Custom  Security Group ID  vIM GUI.
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VTM Security Group: Services Director Estate Manager
Note: These rules are not required when viM Communications Channel is active on the vTM.

You must add the following rule to the Security Group used by individual vIMs.
The following rule supports flows from the Services Director Estate Manager.

In this rule, the ID of the Services Director Security Group is required.

Type Protocol Port Range Source Description

Custom TCP Rule  TCP 9070 Custom Services Director ~ VTM REST APl access for

Security Group ID  configuration, backup and restore,
API proxy, and so on.

Note: This rule is not required
when vTM Communications Channel
is active on the vTM.
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Creating an AWS Security Group

Once you have gathered all required information or your Services Director scenario, you can create the

required AWS Security Group.

To create an AWS Security Group:

1.

2.

58

Login to the AWS Management Console.

On the top bar of the AWS Management Console, select the required Region.

On the AWS top bar, click Services and then locate the Network & Content Delivery options.

Under Network & Content Delivery, select VPC.

The VPC Dashboard appears.

In the left menu, Under Security, click Security Groups.

A list of your existing Security Groups appears.

Examine your Security Groups and decide if you have one that matches your networking requirements
for your Services Director nodes. If there is a Security Group, no further actions is required, and this

process is complete.

Click Create security group.

FIGURE 21  Create Security Group
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The Create security group page appears.

FIGURE 22 Create Security Group

Security Groups > Create security group

Create security group

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group fill in the fields below.

Security group name* | = g MyWebServerGroup (Max 255 ¢ (i ]
Description* | =g Allows S5H access fo d 1)
VPC | NoVPC v+ O

* Required Cancel m

8. Specify your required details and click Create.
A confirmation message appears. For example:

FIGURE 23  Create Security Group: Success

Security Groups > Create security group

Create security group

©@ The following security group was created:

Security Group ID | sg-0b4ba97b0-

Click the Security Group ID link to show the new Security Group in the Security Groups list. There are
no inbound rules defined on this new Security Group. For example:

FIGURE 24 New Security Group
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Internet Gateways
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9. Record the Group ID for the Security Group. This is required when adding rules to the group.
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10. Click the Inbound Rules tab.
An empty list of inbound rules appears. For example:

FIGURE 25 Empty Inbound Rules

Q Group ID : 5g-0b4bag97b04c2649fc Add filter 1to1of1
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[ ] sg-0b4bad7hi4c.. jk-sec-01 vpc-ec1daggs EC2-VPC Personal security group

Security Group: sg-0b4ba97b04c2649fc _ Nl
Description Inbound Rules Qutbound Rules Tags
Edit rules
Type (i Protocol (i)  PortRange (i) Source (i) Description (i)
This security group has no rules I

11. Click Edit Rules.
The Edit inbound rules page appears. For example:

FIGURE 26 Edit Inbound Rules

Security Groups > Edit inbound rules

Edit inbound rules
Inbound rules contrel the incoming traffic that's allowed to reach the instance.
Type (i Protocol (i) Port Range (i) Source (i)

This security group has no rules

Add Rule

Description (i)

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends on that rule to

be dropped for a very brief period of time until the new rule can be created

* Required

12. Click Add Rule.
A new entry is added to the list of rules. For example:

FIGURE 27 Inbound Rules Entry

Edit inbound rules

Inbound rules contrel the incoming traffic that's allowed to reach the instance.
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Type (i Protocol (i) Port Range (i) Source (i) Description (i)
CustomTC.. = TCP 0 Custom w CIDR, IR, Security Group or Prefix List e.g. SSH for Admin Deskiop I Q
Add Rule
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The required rules for your Security Group are described in one of the following three scenarios:
* “Scenario 1 - Elastic IPs with vTMs in the Same VPC” on page 40.
* “Scenario 2 - Elastic IPs with vTMs in Different VPCs” on page 46.
* “Scenario 3 - Private IPs Only” on page 52.
13. In the new entry, specify a required inbound rule and click Add Rule.
The new rule is added.
14. Repeat step 13 until you have recorded all required rules.
For example:

FIGURE 28 Populated Services Director Rules

Edit inbound rules

Inbound rules control the incoming traffic that's allowed to reach the instance.

Type (i) Protocol (i) Port Range (i Source (| Description (i)
HTTP hd TCP 80 Custom w s5g-041177c014 HTTP []
Custom UDP Rule upp 9090 Custom = 5g-0411f77c014 Internal vTM communications (]
Custom TCP Rule TCP 9070 Custom s5g-0411f77c014 vTM REST API ﬁ
Custom TCP Rule TCP 9090 Custom = 212 Internal vTM GUI ﬁ
Custom TCP Rule - TCP 9090 Custom sg-0411f77c014 Internal vThM communications 0
HTTPS - TCP 443 Custom w | | 2124 HTTPS %]
HTTPS b4 TCP 443 Custom w s5g-0411777c014 HTTPS 0
AllICMP - IPv4 - ICMP All Custom w sg-0411f77c014 Internal SD monitoring Q
Custom TCP Rule TCP 8101 Custom w s5g-041177c014 vTMs Universal FLA []
Custom TCP Rule TCP 9080 Custom = s5g-0411f77c014 Internal vTM communications (]
SSH - TCP 22 Custom = 212 SSH (for GLI) 0
Custom TCP Rule TCP 8100 Custom 212. SD REST API ﬂ
Custom TCP Rule - TCP 8100 Custom s5g-0411f77c01- Internal SD monitoring 0
Custom UDP Rule b upDp 9080 Custom 3g-0411f77c014 Imernal vTM communications 0
MYSOL/Aurora b TCP 3306 Custom 5g-0411f77c014 Imernal MySQL communications °
Custom UDP Rule upp 9091 Custom w sg-0411f77c014 Internal vTM communications Q

Add Rule

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends on that rule te be dropped for a very brief period
of time until the new rule can be created.

15. Once you have added all rules, click Save Rules.
A confirmation message appears.
16. Click Close.

The rules are shown in the Inbound Rules tab.
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Once you have a Security Group with all required rules, you can launch a Services Director instance, see

“Launching a Services Director AMI Instance on AWS” on page 62.

Note: You will need to add additional rules to the Security Group for any elastic IP addresses requested/
assigned to each Services Director node and to the SEA, see “Updating Security Rules for Services Director

Instance IP Addresses” on page 72.

Launching a Services Director AMI Instance on AWS

Once you have made all required preparations, you can launch a Services Director AMI instance on AWS.

The processes for Primary and Secondary Services Directors are the same.

To launch a Services Director AMI instance:

1. Login to the AWS Management Console.

2. Onthe top bar of the AWS Management Console, select the required Region.

3. Onthe AWS top bar, click Services and then locate the Compute options.

4. Under Compute, select EC2.
The EC2 Dashboard appears. For example:

FIGURE 29 EC2 Dashboard
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Mote: Your instances will launch in the EU West (Ireland) region

62

To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.
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5. Under Create Instance, click Launch Instance.
The first panel of the AMI Launch Wizard appears. For example:

FIGURE 30 Launch Wizard 1: Select AMI

aWS, Services ~  Resource Groups - * A i Ireland ~  Support ~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Cancel and Exit

Step 1: Choose an Amazon Machine Image (AMI)
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You
can select an AMI provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs.

Q Search for an AMI by entering a search term e.g. "Windows X
Quick Start 110 36 of 36 AMIs
6. In the Launch Wizard, locate the Services Director AMI and click Select.
The next panel of the AMI Launch Wizard (Choose Instance Type) appears.
7. Onthe Choose Instance Type panel, select a General Purpose T2./arge Services Director AMI or better.
8. Click Configure Instance Details.
The next panel of the AMI Launch Wizard (Configure Instance) appears.
9. On the Configure Instance panel, set the following properties:
*  Number of Instance: Select 7.

* Network: Select the required AWS VPC for your Services Director. You prepared this earlier, see
“Creating an AWS Virtual Private Cloud” on page 34.

* Subnet: Select the required AWS Subnet from your selected VPC. You prepared this earlier, see
“Creating AWS Subnets” on page 36.

* Auto-assign Public IP: Select Enable.
* |AM Role: Select your IAM role. This must have the following minimum permissions for EC2:

* DescribeNetworkinterfaces
* AssignPrivatelpAddresses

* UnassignPrivatelpAddresses
* DescribeAddresses

* AssociateAddress

* DisassociateAddress

Note: The IAM role property is not mandatory in AWS but it is required for Services Director. The
Services Director Setup Wizard cannot complete unless you specify IAM Role.
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10.

11.

12.

13.

14.

15.

6.

17.

For example:

FIGURE 31 Launch Wizard 2: Choose Instance Type

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group

Step 3. Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances-
management role to the instance, and more

Number of instances | | ) 1 Launch into Auto Scaling Group | |
Purchasing option (j) Request Spot instances
Network (i) vpc-989 | SD-A v| IC Create new v
Subnet (i) subnet-26a3 | SD-A | eu-west-1a v Create new s

65518 IP Addresses available

Auto-assign Public IP (i) Enable v
Placement group () Add instance to placement group
Capacity Reservation (j) Open v| O createnewC
1AM role (i) Admins v [IC Createnew A

Click Add Storage.

The next panel of the AMI Launch Wizard (Add Storage) appears.

Note: By default, there are no required changes on the Add Storage panel.

On the Add Storage panel, change the storage options as required.

Click Add Tags.

The next panel of the AMI Launch Wizard (Add Tags) appears.

(Optional) On the Add Tags panel, create any tags that are required.

Click Configure Security Group.

The next panel of the AMI Launch Wizard (Configure Security Group) appears.

On the Configure Security Group panel, for Assign a security group, select the Select an existing
security group option.

A list of available AWS Security Groups appears.

Select the Security Group that you prepared for your Services Director nodes, see “Preparing an AWS
Security Group” on page 39.

Click Review and Launch.

The final panel of the AMI Launch Wizard (Review Instance Launch) appears.
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18. On the Review Instance Launch panel, confirm all details for your AMI instance and (optionally) go
back through the wizard to make any final changes.

19. Click Launch.
The Select an existing key pair or create a new key pair dialog appears. For example:

FIGURE 32 Launch Wizard: Key Pair

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Choose an existing key pair v
Select a key pair
admin v

| acknowledge that | have access to the selected private key file (admin.pem), and that
without this file, | won't be able to log into my instance.

Cancel | Launch Instance

20. In this dialog, either:
* Select an existing key pair for which you have the private key.

* Create a new key pair. Once you have created the pair, you will need to download the private
key.

The public key will be embedded in the Services Director instance.

The private key must be retained for reference. It is required to retrieve the default password for the
Services Director instance, see “Retrieving the Default Password from the Services Director
Instance Using SSH” on page 73.

21. Click Launch Instances.
The Services Director instance launches, and a confirmation appears. For example:

FIGURE 33 Launch Status

Launch Status

@ Yourinstances are now launching
The following instance launches have been initiate: i-088741f5f12572616 | View launch log

22. Click the instance ID link.
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23. The new Services Director instance is listed on the Instances panel of the EC2 Dashboard.

FIGURE 34 New AMI Services Director

BTN NE UL | Connect | Actions v

Q search : i-088741f5f12572616 Add filter

@ Name ~ | Instance [D C | Type ~ ilability Zone ~ | State -~ Status Checks -~ Alarm Status Public DNS (IPv4) ~  IPv4 Public IP

I a i-0887415f12572616  t2large eu-west-1a @ running = Initializing None Y& ec2-63-32-93-1.eu-wes 63.32.98.1 I

You do not have to wait for the instance to complete its initialization.

24. (Optional) Add a Name for the Services Director instance by hovering the mouse pointer over the
empty Name property and clicking the Edit icon. For example:

FIGURE 35 Editing the Services Director Instance Name

@ Name -~ Instance ID -

a i-088741f5f12572616

25. Right click on the Services Director instance, and select Networking and then click Manage IP
Addresses.

FIGURE 36  Services Director Instance Networking Menu

Q | search:i-0713873e2¢ca Add filter
@ Name ~ Instance ID 4 Instance Type ~ Availability Zone
B . primary node masicuFEE. eu-west-1a

Create Template From Instance
Launch More Like This
Instance State
Instance Settings
Image
Change Security Groups
q ClassicLink Attach Network Interface

CloudWatch Monitoring
Instance: || i-0713873e2caa

Change Source/Dest. Check
Description Status Checks Monitoring Tags -

Instance ID  i-0713873e2ca
The Manage IP Addresses dialog appears. This shows:
* The Primary Private IP assigned to the Services Director instance.

* The Public IP (non-elastic) address requested during Step 3 of the AMI Launch Wizard.
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For example:

FIGURE 37 Manage IP Addresses

Manage IP Addresses X

You can assign and unassign |Pv4 and IPv6 IP addresses on each network interface. Leave the
IP address field blank and an available address will be assigned or enter an IP address that you
want to assign.

To add or edit an IPv4 public IP Allocate an Elastic IP to this instance or network interface.

¥ eth0: eni-085fb4a3f3b3k . - Primary network interface - 10.0.0.0/16

IPv4 Addresses

PrivateIP  Public IP N

10.0.6.62 34.255.

Assign new IP

s

O Allow reassignment (i)

Cancel [REAULES

Once you have launched the Services Director instance, you can optionally configure elastic IP addresses for

the Services Director node and its SEA, see “Creating Elastic IP Addresses for the Services Director
Instance” on page 68.

If you intend to use Private IP Addresses only (for example, to access your Services Directors via a VPN tunnel
from your local network to the AWS Network), you can continue from “Retrieving the Default Password for a

Services Director Instance” on page 72.
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Creating Elastic IP Addresses for the Services Director Instance

This section describes an optional process to add elastic IP addresses to the Services Director instance. This
process is required if you need Internet-facing IP addresses for the Services Director node and its SEA.

Note: The processes for Primary and Secondary Services Director instances are very similar. You do not create
the elastic SEA on the Secondary instance (see below).

If you intend to use Private IP Addresses only for example, to access your Services Directors via a VPN tunnel
from your local network to the AWS Network), you can continue from “Retrieving the Default Password for a
Services Director Instance” on page 72.

You must create either one or two elastic IP addresses:

The first elastic IP address will be the Internet-facing IP address of the Services Director node. You must
associate this with the Primary Private IP address of the node.

The second elastic IP address will be the SEA for the Services Director pair.

Note: You only need to create the elastic IP address for the SEA from the Primary instance, as a single
SEA will be shared by your Primary and Secondary nodes. This is the only difference between the
processes for the Primary and Secondary Services Director instances.

To use an elastic SEA, you must also prepare a Secondary Private IP address on both Primary and
Secondary instances, but you do not associate this to the elastic SEA. In operation, the elastic SEA
always directs requests to the Secondary Private IP of the Active node automatically.

To configure this, perform the following steps:

1.

2.

68

Login to the AWS Management Console.

On the top bar of the AWS Management Console, select the required Region.

On the AWS top bar, click Services and then locate the Compute options.

Under Compute, select EC2. The EC2 Dashboard appears.

In the left menu, under Instances, select Instances. A list of your instances appears.
Locate your Services Director instance.

Right click on the Services Director instance, and select Networking and then click Manage IP
Addresses.

The Manage IP Addresses dialog appears. This shows:
* The Primary Private IP assigned to the Services Director instance.

* The Public IP (non-elastic) address requested during Step 3 of the AMI Launch Wizard.
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For example:

FIGURE 38 Manage IP Addresses

Manage IP Addresses

You can assign and unassign IPv4 and IPv6 IP addresses on each network interface. Leave the
IP address field blank and an available address will be assigned or enter an IP address that you
want to assign.

To add or edit an IPv4 public IP Allocate an Elastic IP to this instance or network interface.

¥ eth0: eni-085fb4a3f3b3k . - Primary network interface - 10.0.0.0/16

IPv4 Addresses

PrivateIP  Public IP N

10.0.6.62 34.255.
Assign new IP

[ Allow reassignment (i)

8. Click Assign new IP below the Private IP to create a Secondary Private IP address.

9. C(lick Yes, Update.

The Secondary Private IP Address appears. For example:

FIGURE39 Manage IP Addresses
¥ eth0: eni-085fb4a3f3bl . - Primary network interface - 10.0.0.0/16

IPv4 Addresses

Private IP Public IP

10.0.6.62 34.255.

I 10.0.51.183 Unassign I

Assign new IP

10. Click Allocate an Elastic IP.
The Allocate new address page appears.
11. Select a Scope of VPC and click Allocate.

FIGURE 40 Allocate New Address
Addresses > Allocate new address
Allocate new address

Allocate a new Elastic IP address by selecting the scepe in which it will be used

Scope ¥ VPC
2 Classic
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A confirmation message of the new elastic IP address appears.

FIGURE 41 Allocate New Address Confirmation

Allocate new address

@ New address request succeeded

Elastic P 63.33.

12. Click the Elastic IP link, and (optionally) on the list of elastic IPs, add a name to the new elastic IP.
Note: The elastic IP now exists, but is not yet associated with the Services Director instance.
13. Right click on the elastic IP, and click Associate Address.

FIGURE 42 Associate Address
Q Elastic IP : 63.33. Add filtar

@ Name ~ ElasticIP - Allocation ID ~ Instance ~ | Private IP address ~

B o pimary 63.33.5

Release addresses

Associate address

Restore to EC2 scope
Add/Edit Tags

Note: The Instance and Public IP address properties for the elastic IP are not yet set.
14. On the Associate Address page:
* Select the Services Director Instance you have just created.
* Select the Primary Private IP address for the selected Services Director instance.

FIGURE 43 Associate Address

Associate address

Select the instance OR network interface to which you want to associate this Elastic IP address (63.33 )

Resourcetype ® Instance [i}
Network interface
Instance | i-0713873e2c: > |G
Private IP | 10.06.62 v] ce

Reassociation [ Allow Elastic IP to be reassociated if already attached €}

A Waming

If you associate an Elastic IP address with your instance, your current public IP address is released. Learn more
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15. Click Associate.
A confirmation message appears.
16. Click Close and return to the list of elastic IPs.

FIGURE 44 Manage IP Addresses Complete

Q, | Elastic IP : 63.33. Add filter
B Name ~ Name ~ ElasticIP =~ Allocation ID ~ Instance ~  Private IP address ~
B . primary % primary 63.33.8 eipalloc-Dafaty I i-0713873e2cai 10.0.6.62 I

17. Return to the Manage IP Addresses dialog.

This dialog now contains all required IP addresses, including the elastic IP address associated with the
Primary Private IP, which is listed as the Public IP. For example:

FIGURE 45 Manage IP Addresses: First Elastic

Manage IP Addresses X

You can assign and unassign |Pv4 and IPv6 IP addresses on each network interface. Leave the
IP address field blank and an available address will be assigned or enter an IP address that you
want to assign.

To add or edit an IPv4 public IP Allocate an Elastic IP to this instance or network interface.

¥ eth0: eni-085fb4a3f3bi . - Primary network interface - 10.0.0.0/16

IPv4 Addresses
Private IP Public IP
10.0.6.62
10.0.51.183 Unassign

Assign new IP

[ Allow reassignment (i)

] Y Update |

18. On the Primary Services Director instance only, click Allocate an Elastic IP again to create a second elastic
IP. This will be used as the SEA when you use the Setup Wizard to install and configure the Primary
Services Director node.

Note: Do not associate this second elastic IP with the Secondary Private IP address. Services Director
will perform this automatically to always direct requests to the Active node.

19. Close the dialog to conclude the creation and association of elastic IP addresses for the Services
Director instance.

Once you have launched the Services Director instance and configured its IP addresses, you must update your
Security Group to add rules for these IP addresses, see “Updating Security Rules for Services Director
Instance IP Addresses” on page 72.
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Updating Security Rules for Services Director Instance IP Addresses
Once you have configured the IP addresses on the Primary Services Director instance, you must add these IP
addresses as rules in the Security Group assigned to the Services Director.

Note: For all rules, CIDR format must be used for each IP address range. This takes the form xx.xx.xx.xx/nn,
where nn is the size of the subnet mask. The subnet mask size cannot be omitted, even when you specify a
single IP address. That is, if you require 10.11.12.13 as an IP address, you must specify 10.11.12.13/32.

The additional rules you must add are shown below:

Type Protocol Port Range Source Description

MySQL/Aurora TCP 3306 Custom  The Public IP address Public IP address of the
(typically an elastic IP) for Primary node.
the Services Director.

MySQL/Aurora TCP 3306 Custom  Theintended SEA (typically ~ SEA of the primary node/
an elastic IP) for the pair. Only add for Primary
Services Director instance.  Services Director instance.

The general process for adding rules is described in “Preparing an AWS Security Group” on page 39.

Once you have updated the security rules to include the IP addresses of the Services Director instance, you
must retrieve its default password, see “Retrieving the Default Password for a Services Director Instance”
on page 72.

Note: You will also need to add the Services Director IP addresses as rules in the Security Group used for each
VIM in the estate of your Services Director pair.

Retrieving the Default Password for a Services Director Instance

Before you can access a Services Director instance and run the Setup Wizard, you must retrieve the password
for the instance.

You can do this in two ways:

* Onthe AWS management console, examine the startup logs for the Services Director instance. The
default password is recorded in this log, see “Retrieving the Default Password from AWS Startup
Logs” on page 73.

* On another machine, SSH into the Services Director instance, using the default user and the private key
that you have stored on the machine. From there, the password can be retrieved using the CLI for the
machine, see “Retrieving the Default Password from the Services Director Instance Using SSH” on
page 73.

After you have recorded the default password, you can access the Services Director instance for the first time
from your browser, see “Accessing your Services Director Instance for the First Time” on page 75.
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Retrieving the Default Password from AWS Startup Logs

You can retrieve the default password for a Services Director instance by examining its startup logs in AWS. The
password will be present in the system log after the Services Director instance fully initializes.

To do this:
1. Login to the AWS Management Console.
2. Onthe top bar of the AWS Management Console, select the required Region.
3. Onthe AWS top bar, click Services and then locate the Compute options.
4. Under Compute, select EC2. The EC2 Dashboard appears.
5. In the left menu, under Instances, select Instances. A list of your instances appears.
6. Locate your Services Director instance.

7. Right click on the Services Director instance, and select Instance Settings and then click Get Instance
Screenshot.

A screenshot appears, which contains information similar to the following:

Welcome to Pulse Secure Services Director.
The appliance has now booted. To manage, please use a web browser
to access this URL:

Administration interface: https://xXX.xx.XX.xX
Username: admin
Temporary Password: 4PGTdldzn9AwZn7

8. Record the Temporary Password value from the screenshot. This is the required default password.
9. Click Close.

After you have recorded the default password, you can access the Services Director instance for the first time
from your browser, see “Accessing your Services Director Instance for the First Time” on page 75.

Retrieving the Default Password from the Services Director Instance Using SSH

You can retrieve the default password from a Services Director instance directly. This requires the use of SSH
and the private key for the Service Director instance.

Note: The public key for the selected key pair was embedded in the Services Director instance during the launch
of the instance, see “Launching a Services Director AMI Instance on AWS" on page 62.

Note: Ensure that the permissions on your private key file conform to the instructions on the AWS Management
Console.
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1. Log into the machine where you have the private key stored.
2. Using your preferred SSH tool, SSH into the Services Director instance.
ssh -i <path/file> admin@<ip address>
In this example:

* path is the relative path from the current directory to the directory containing the private key
file.

* fileis the name of the private key file, which typically uses a .pem suffix.

* p_address is the IP address for the Services Director instance. Typically, this is the elastic IP
address associated with the Services Director instance.

You are then logged into the admin user on the Services Director instance.
Pulse Secure Services Director
Last Login: <timestamp>

Pulse Secure Services Director configuration wizard
Do you want to use the wizard for initial configuration?

3. Either:
* Respond no to bypass the configuration wizard and go straight to the command line.

* Respond yes to run the initial configuration. For AWS, this enables you to set the hostname for
the instance. For example:

Do you want to use the wizard for initial configuration? yes
Step 1. Hostname? [current-hostname] <new-hostname>
You have entered the following information:
1. Hostname: <example-hostname>
To change an answer, enter the step number to return to.
Otherwise hit <enter> to save changes and exit.
To continue setup, navigate your web browser to the address configured above
Choice: <enter>
Configuration changes saved.
To return to the wizard from the CLI, use the "configuration jump-start"
command in configure mode. Enter configuration mode using commands "enable"

and "configure terminal". Launching CLI...

After the CLI launches, the CLI prompt appears.
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6.
7.

From the <hostname> command prompt, start configuration mode:
<hostname> > enable

<hostname> # configure terminal
<hostname> (config) #

Run the following CLI command:

<hostname> (config) # support show default-password

Note: This command is not listed in the command directory, and must be typed in full.
The password is then displayed.
Record the default password.

Close the SSH session.

After you have recorded the default password, you can access the Services Director instance for the first time
from your browser, see “Accessing your Services Director Instance for the First Time” on page 75.

Accessing your Services Director Instance for the First Time

Once you have the retrieved the default password for a Services Director instance, you can log into the
instance for the first time.

To access your Services Director instance:

1.

In a browser window, access the IP address for the Services Director instance.

Typically, this will be the elastic IP address assigned to the instance.

Note: Do not use your intended SEA, as this is not associated with the instance at this point.
Accept the End User License Agreement (EULA).

The Services Director login page appears.

Log into the Services Director.

The default administration user name is admin, and the password is the default password you retrieved
earlier, see “Retrieving the Default Password for a Services Director Instance” on page 72.

Once you are logged in, the Services Director Setup Wizard starts automatically, see “Running the Services
Director VA Setup Wizard” on page 77.

Once you have completed the Setup Wizard, the creation of the Services Director node is complete.
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Launching and Configuring the Secondary Services Director on AWS
Perform the following procedure to launch and configure a Secondary Services Director VA on AWS:

Note: The preparatory stages that were required for the Primary Services Director do not need to be repeated.

1. Launch a Services Director instance on AWS from the Services Director AMI, see “Launching a Services
Director AMI Instance on AWS” on page 62.

2. (Optional) Add and configure elastic IP addresses for the Secondary Services Director instance, see
“Creating Elastic IP Addresses for the Services Director Instance” on page 68.

3. Update your AWS Security Group to include all allocated IP addresses for the Secondary Services
Director instance, see “Updating Security Rules for Services Director Instance IP Addresses” on
page 72.

4. Retrieve the password for the Secondary Services Director from AWS, see “Retrieving the Default
Password for a Services Director Instance” on page 72.

5. Access the Secondary Services Director instance using a browser, see “Accessing your Services
Director Instance for the First Time” on page 75.

6. Use the Setup Wizard (which starts automatically) to create your Secondary Services Director node.
During this process you will join the Secondary node to the existing Primary node, see “Running the
Services Director VA Setup Wizard” on page 77.

Once this process is complete, your Services Director HA pair is complete.
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Running the Services Director VA Setup
Wizard

o Overview: SetUp Wizard . ... ..cit ittt it i e et et e et 77
* Installing and Configuring a Primary Services Director ..................covun.. 78
* Installing and Configuring a Secondary Services Director......................... 102
* Accessingyour Services Director VA . ... .. it i i e e e e 107

Overview: Setup Wizard

After you have created/launched a Services Director VA on the required platform, you configure the Services
Director VA using the Setup Wizard. The Setup Wizard enables you to:

* Select the role for this Services Director. That is, either Primary or Secondary.

* APrimary Services Director can run as a standalone node, and assumes an active role in
managing services.

* A Secondary Services Director is joined to the Primary Services Director and can be promoted
to the active role in the event of a failure.

When a Secondary Services Director is joined to the Primary Services Director in the Setup Wizard, a
High Availability (HA) pair is formed.

* Specify a Service Endpoint Address for the Services Director.

Note: If the Service Endpoint Address is in a private network behind a NAT device, you must specify
both the internal and external IP addresses for the Service Endpoint Address.

* Select whether to manage your Services Director (and vIM instances) using DNS hostnames or IP
addresses. The option you choose depends on your deployment environment.

* Establish your licenses. This includes the Services Director License, plus any additional Resource
Licenses (for bandwidth and analytics). These are required to complete the setup of the Services
Director.

* Define a master password. This password is used to encrypt the administration passwords of all Virtual
Traffic Managers (VTMs).

The Setup Wizard automatically starts the first time you log in to the Services Director VA with a browser.

Note: The Setup Wizard is also used during recovery after a Services Director failure. For details, refer to the
Pulse Services Director Advanced User Guide.
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Installing and Configuring a Primary Services Director
To install and configure a Primary Services Director, perform the following procedure:

1.
2.

w

Start the Setup Wizard process, see “Starting the Setup Wizard” on page 78.

Define a Service Endpoint Address (SEA), see “Defining a Service Endpoint Address” on page 86.

Redeem a license token, see “Redeeming a License Token” on page 89.

Generate a self-signed SSL certificate, see “Generating a Self-Signed SSL Certificate” on page 90.

Add

certificates and licenses, see “Adding Certificates and Licenses” on page 92.

Complete the installation, see “Completing the Services Director Installation” on page 100.

Starting the Setup Wizard

When you log into your Services Director for the first time, the Services Director VA Setup Wizard starts
automatically.

78

1.

Access your Services Director VA in a browser window using its IP address. Typically, this will be the
elastic IP address assigned to the node.

Note: Do not use your intended SEA, as this is not associated with the instance at this point.

An End User License Agreement (EULA) statement appears.

FIGURE 46 Setup Wizard: EULA Page

Use of this Pulse Secure product is subject to the Pulse Secure
End User License Agreement available at
https://www.pulsesecure.net/support/eula .

Clicking on the "l agree" button below constitutes your acceptance
of these terms.

[/ \] -
I dis gree |
N 1Sagr y It

2. Click I agree to continue.

3. Log in using the default admin user (admin) and the default password.

For vSphere and KVM, the default password is password.

For AWS, the default password is the one your retrieved from the Services Director instance, see
“Retrieving the Default Password for a Services Director Instance” on page 72.
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4. Click Sign In.

The Setup Wizard starts automatically.

FIGURE 47  Setup Wizard: Getting Started Page

Getting Started

This Initial setup wizard will guide you through the process of getting this Pulse Secure Services Director setup
and running. The key points of this process are:

£+ Assigning a role for this system
This system can be assigned as either Primary or Secondary. A Primary can run standalone and assumes

an active role in managing services. A Secondary can be joined to a Primary and, in the event of a failure,
can be promoted to an active role.

Q Deciding whether to use DNS or IP addresses to manage this deployment

You have the option of managing your Services Director and vTM instances using either DNS host names,

or IP addresses. Which option you choose will depend on your deployment environment.
E Import your licenses

You will not be able to complete Setup without a valid license. If you do not have a license, you should
contact your Pulse Secure Sales Representative.
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5. C(lick Next.

The Set Administration Credentials page appears. This page requires you to reset the default
password for the admin login.

FIGURE 48  Setup Wizard: Set Administration Credentials Page

Set Administration Credentials

Change the default admin password to ensure that this system is secure. These are the credentials you should
use to sign in to the administration web interface in future.

Username admin NOTE

Password | | Changes made to the admin credentials will be
applied immediately and will require user to
authenticate using the new credentials.

Confirm | |

6. Enter (and confirm) a password.
Note: The percent ("%") and UNICODE characters are not supported for this password.

Note: Administration credentials can be updated at any time after the Services Director VA is
operational. See “Updating Administration Credentials” on page 115.

7. Click Next.

The Services Director VA login page appears.
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8. Log into the Services Director VA using the new password.
On all platforms but AWS, the Network Configuration page appears.

Note: If your Services Director VA is on AWS, continue from step 11.

FIGURE 49  Setup Wizard: Network Configuration Page

Network Configuration

Configure the network interface for this system.
Network Interface

@ Apply Static IP
NOTE

Lt | | Changes made to the
interface settings will be
| applied immediately and will
require navigating back to this
Gateway | | page using the new IP
address.

Subnet Mask |

(O Continue to use DHCP Allocated IP (not recommended)

Static Routes
© Add
Destination Subnet Mask Gateway

No Data

9. Select one of the following options:

e Static IP. Then, complete an IP Address for the node (not the SEA), a Subnet Mask and a
Gateway.

Note: The system will confirm that the gateway can be pinged.

* DHCP Allocated IP. Pulse Secure does not recommend the use of this option. A DHCP server
must be available so that the system can request the IP address from it.
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10. Click Apply.

A progress screen appears while the network interface is configured.

FIGURE 50 Setup Wizard: Configuring Network Interface Page

(0 Configuring Network Interface

Please wait while the network interface is reconfigured. This
page will automnatically refresh once this is complete

If this page does not refresh after 30 seconds, Click here

The outcome of this process depends on whether you selected Static IP or DHCP Allocated IP.

» Static IP. The browser will automatically access the wizard using the specified IP address. Log in,
and continue the Setup Wizard.

* DHCP Allocated IP. Manually direct your browser to the allocated IP to continue this wizard.
Log in, and continue the Setup Wizard.
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The Hostname and DNS page appears. This page enables you to choose whether to manage your
Services Director using either IP addresses or DNS.

FIGURE 51 Setup Wizard: Hostname and DNS Page

Hostname and DNS

Configure your hostname and DNS settings for this system. If you plan on managing this deployment using IP
addresses directly, you will not need to configure any DNS settings.

Hostname

Deployment Management

@ | want to manage my deployment using IP addresses only
O 1 want to manage my deployment using DNS

Primary DNS

Secondary DNS

Domain List

11. On the Hostname and DNS page, enter the management address for the Services Director as the
Hostname.

* If this management address can be resolved using DNS, enter its hostname.
* If this management address cannot be resolved using DNS, enter its IP address.

Where no DNS is configured, the use of hostnames should be avoided in the product.
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12. Select one of the following options:

* | want to manage my deployment using IP addresses only. Select this where no DNS is
configured.

Ensure that you specify the Services Director's IP address as its Hostname (see above).

* | want to manage my deployment using DNS. This requires you to have one or more
configured DNS name servers in place.

Ensure that you specify a resolvable hostname as the Services Director's Hostname (see
above). Then, specify:

* Primary DNS

* Secondary DNS (Optional)

* Domain List (Optional) An ordered list of domain names. If you specify domains, the
system automatically finds the appropriate domain for each of the hosts that you

specify in the system.
13. Click Next.

The Select Assignment page appears.
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This page enables you to select the role of the Services Director.

FIGURE 52 Setup Wizard: Select Assignment Page

Select Assignment

Select whether this system will act as a Primary or Secondary.

== (— -] =m
—0 N0 ¢eep C—IO
—x —m —m
Primary Secondary
A Primary Services Director can run standalone or A Secondary Services Director must be paired with
paired with a Secondary. When paired with a an existing Primary Services Director system and
Secondary, the Primary will act in an active role, will act as a backup. In the event of a failure on the
with the Secondary as a backup. Primary, it can be promoted to an active role.
@ Select Primary O Select Secondary

14. Click Select Primary to indicate that the Services Director will act as a Primary Services Director, either
as a standalone node or in an HA Pair.

15. Click Next.

Continue from this process from “Defining a Service Endpoint Address” on page 86.
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Defining a Service Endpoint Address
After you choose to define a Primary Services Director, the Service Endpoint Address page appears.

FIGURE 53  Setup Wizard: Define a Service Endpoint Address Page

Service Endpoint Address
Choose a Service Endpoint IP address that will be used by this system. The Service Endpoint IP is used to

ensure high-availability as in the event of a failover, the Secondary Services director will be available via the
same IP address that the Primary was accessible from.

Service Endpoint IP Address J

@ The Service Endpoint Address is globally addressable

QO The Service Endpoint Address is behind a NAT device

NOTE

After Setup is complete, you should use the Service Endpoint Address to locate this system, not the IP
used by the network interface in the Network Configuration step. This is also the IP address you should
provide to Pulse Secure in order to generate your FLA license (or if you supply a hostname, a hostname
which maps to this IP address).

1. If the Service Endpoint Address (SEA) for the Services Director HA pair will be routed to directly by the
VIMs in its estate:

* Select The Service Endpoint Address is globally addressable.
* Enter the required Service Endpoint IP Address for the Services Director HA pair.

A Service Endpoint Address is required for a standalone Primary Services Director. It must be different
from the IP address of the Primary Services Director.
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2. Ifthe SEA for the Services Director HA pair is behind a NAT device (from the point of view of the vTMs
that will be in its estate):

* Select The Service Endpoint Address is behind a NAT device. The available properties update
to include an External IP Address.

* Enter the internal NAT SEA for your Services Director HA pair as the Service Endpoint IP
Address.

* Enter the external NAT address for your Services Director HA pair as the External IP Address.

Note: A Service Endpoint Address is required for a standalone Primary Services Director. It must be
different from the IP address of the Primary Services Director.

3. Click Next.
The Restore from Backup page appears.

This page enables you to restore a backup of your Services Director after a failure. Refer to the Pulse
Services Director Advanced User Guide for details.

FIGURE 54 Setup Wizard: Restore from Backup Page

Restore from backup

If you have a backup file from a previous installation, you can restore it now. Otherwise you can proceed with a
new installation.

@ This is a new system

O Restore from a previous backup

NOTE
Backup files do not include wTM images that may have been in use. If you were using managed vTM
instances in your previous installation, you will need to re-upload the vTM image files separately after

completing Setup.

For security, it is recommended that the master password is input manually every time the Services
Director starts. However, the password could be stored in a file (less secure) for non-interactive start up.
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4. Click This is a new appliance and then click Next.

The Install License page appears.

FIGURE 55 Setup Wizard: Install License Page

Install License

To continue Setup you will need a valid Services Director License.

@ | don't have a license yet

O 1 have not redeemed my License Token yet

© 1 have redeemed my License Token

5. Select one of the following options:

* | have redeemed my License Token. You can now add your licenses. Click Next, and continue
from “Adding Certificates and Licenses” on page 92.

* | have not redeemed my License Token yet. The Setup Wizard will guide you through this
process. Click Next, and continue from “Redeeming a License Token” on page 89.

* ldon't have a license yet. If you have not obtained a License Token, you cannot proceed with
the Setup Wizard at this time. See “Obtaining Services Director Licenses” on page 14.

Close the Setup Wizard.
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Redeeming a License Token
After you indicate that you have an unredeemed license token, the SSL Certificate Generate page appears.
An SSL certificate is required to redeem your token. You can provide your own certificate, or the system can

generate one for you.

FIGURE 56  Setup Wizard: SSL Certificate Generate Page

SSL Certificate Generate
To redeem your Token, you must provide Pulse Secure with a self-signed S5L Certificate. This S5L certificate is

only used to secure the licensing system. A self-signed certificate can be generated for you, or you can provide
your own self-signed certificate.

® Generate a self-signed certificate for me

O Iwill provide my own self-signed certificate (in PEM format)

NOTE

You should NOT provide a CA-signed S5L certificate, if you wish to generate a self-signed certificate in
PEM format using OpenSSL, you can do so with the following command:

openssl req -x509 -nodes -newkey rsa:1024 -keyout key.pem -out cert.pem -days 3650

Select one of the following options:

* Generate a signed certificate for me. This selection will instruct the system to create a signed
certificate that can be used to redeem your License Token with Pulse Secure. Click Next, and continue
from “Generating a Self-Signed SSL Certificate” on page 90.

* | will provide my own self-signed certificate. This selection requires you to have a self-signed SSL
certificate. You cannot use a CA-signed certificate. Click Next, and continue from “Adding Certificates
and Licenses” on page 92.
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Generating a Self-Signed SSL Certificate

After you choose to have Services Director generate a self-signed SSL certificate, the SSL Certificate
Download page appears. An SSL certificate is required to redeem your token.

FIGURE 57  Setup Wizard: SSL Certificate Download Page

SSL Certificate Download

An SSL certificate and private key have been generated and a file containing both can be downloaded below.
You may need to provide the certificate from this file to Pulse Secure in order to redeem your Token.

1. Click Download and choose a location for the file. The self-signed SSL certificate file downloads.

2. Click Next.

The Contact Pulse Secure to Redeem Your Token page appears. This page provides advice about
how to redeem your token.
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Note: You cannot proceed with the Setup Wizard until you have redeemed your token.

FIGURE 58 Setup Wizard: Contact Pulse Secure to Redeem Your Token Page

Contact Pulse Secure To Redeem your token

Contact Pulse Secure to redeem your license token: https:// pulsesecure.net/contact-us/. You will need
the following pieces of information in order to complete the token redemption process.

* The S5L Certificate you generated in the previous step.
* The Service Endpoint IP used by this system: 10.62.167.201.

NOTE

The contents of the S5L certificate file you generated should look like the following (except where
ellipses have been added below to save space):

————— BEGIN PRIVATE KEY-———-
MBQGCCGGSIb3DOMHEAGDLKGNAZ s 11g5CEM 1 1xk97h1PxP3FyaMIUqB0mck¥Cs35a
9g7 3NQbtqZwI+9X50hpSg,/ 2ALx1CCybgvzgSudgfFZ 4yo+Xd8VucZ DmD5pzZ GDod

b1K948UAda,/bWvmZ jXfY4Tztah0Cuql1AT1dOQBzuBTWE 7WDwo5 57 1To5ulEXEoqCCq
HOoa/ i LNvWYexG7FHLR1 g5 hTi0g9mUPEbe TXuPtOKTED/OckVE21ZHO17 05 edmUZ
GEs=

————— END PRIVATE KEY----—-

————— BEGIN CERTIFICATE-----
BAYTAKFVMRMWEQYDVQQIDAPTb211LVNOYXRIMSEwHWYDVQQKDBhIbnR1cm5 1dCBX
alWRnaXRz IFB0eSEMdGOwHh cNMTE M JMxMDg1OTO0Wh cNMT LxM jMwh DglOTO0W] BF

C3FayuadDRHyZOLm1vQ6t IChYOC ] XXuefbmVSDelHwe8Yuf RAERp2 GFQnL211PUL
B7xxt8BVcH9r LeHV15A0qyx77CLS] 3tCx2IUXVgRs5m15bq094NEx sauYcm0AG1g
VA==

3. Toredeem your License Token, visit the Pulse Secure License Redemption Portal.
* Your License Token.
* Your self-generated SSL certificate.
* The Service Endpoint Address.

Once you have your licenses, continue from “Adding Certificates and Licenses” on page 92.
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Adding Certificates and Licenses

After you have redeemed your License Token, the SSL Certificate Upload page appears. This page enables
you to input your certificate. The text of the certificate can be pasted in manually. Alternatively, you can identify
individual Private/public key files, or a single combined file.

Note: If you previously chose to generate a self-signed certificate using the Setup Wizard, you will bypass this
screen. This is because the Services Director already has the SSL certificate.

FIGURE 59  Setup Wizard: SSL Certificate Upload Page

SSL Certificate Upload

Upload the S5L certificate and private key you provided to Pulse Secure when you redeemed your license
Token.

® single file with public and private keys

Choose Hle

(O Separate public and private key files

(O Text content of the public and private keys

1. Select one of the following options:
* Single file with public and private keys. Then, click Choose File to locate the certificate file.
* Separate public and private key files. Then, click Choose File to locate each file.
* Text content of the public and private keys. Then, paste the required text in.
The selected text/file(s) are then verified. If successful, the Next button becomes available.

The SSL certificate can be changed after the Services Director VA is operational. See “Updating the SSL
Certificate” on page 115.
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2. Click Next.

The Services Director Master Password page appears. This page enables you to define a master
password. A master password is required to:

* Todecryptstored password information whenever the Virtual Machine for this Services Director
VA node restarts.

* To create a new Services Director VA from a previously-saved backup, see “Recovering from a
Services Director Failure” on page 397).

FIGURE 60  Setup Wizard: Master Password Page

Master Password

Pulse Secure Services Director uses a master password to encrypt sensitive data (such as instance passwords).

Password | | Generate Password

Confirm Password | |

For security, it is recommended that this password is input manually every time the Services Director starts.
However, the password could be stored in a file (less secure) for non-interactive start up.

Store the password in a file [J

NOTE
Once set, the master password must be kept for manual re-entry as it is vital for correct operation of
your Services Director. Loss of the master password will result in your Services Director being unable to

communicate with vTM instances.

A lost master password cannot be recovered from your Services Director.
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3. To set the master password, perform one of the following operations.
* Enter a password and confirm the password.

* (lick Generate Password. The Password and Confirm Password fields are populated
automatically and a dialog box is displayed.

FIGURE 61  Setup Wizard: Master Password Dialog

The autogenerated password is: *

*ISXMPpkrXipZ6z

Please keep this master password safe. You need the master
password to:

* Start the Services Director
* Restore from database dumps
* Restore from disaster recovery backups.

Record the password, click OK to close the information dialog box, and then confirm that you
have stored the password in the next dialog box.

Note: It is essential that the master password (whether chosen yourself or generated automatically) is
recorded and can be retrieved. Pulse Secure recommends that this password is recorded in a secure
location that is separate from the Services Director VA.

4. Choose whether to store the password internally for automatic use:

* Select the Store the password in a file check box to store the master password within the
Services Director VA. The password will be automatically available whenever the Virtual Machine
for a Services Director VA restarts. However, you must enter the master password manually
when you create a Services Director VA from a backup file.

* (lear the Store the password in a file check box to not record the master password. You must
to enter the master password manually whenever the Virtual Machine for a Services Director VA
restarts, and when you create a Services Director VA from a backup file.

See “Entering the Master Password After a Virtual Machine Restart” on page 414 for details of
restarting a VM.
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5. C(lick Next.

The Services Director License page appears.

FIGURE 62 Setup Wizard: Services Director License Page

Services Director License

Paste the Services Director license key provided to you by Pulse Secure into the box below.

License

6. Enter the License text. This is validated automatically. Once validation completes, either:
* Asuccess message is displayed, and the Next button becomes available. OR

* Afailure message is displayed. You must repeat this step.
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7. Click Next.
The Services Director FLA License page appears.

This page enables you to add a Legacy FLA license if you are using a vIM at version 10.0 (or earlier), or
wish to disable the REST API for any of your vTM instances.

FIGURE 63  Setup Wizard: Services Director FLA License Page

Services Director FLA License

If you have a legacy FLA license, you can choose to paste it into the box below. A legacy FLA license is only
required if you plan to use instances of vTM that:

* Are older than version 10.1.
* Have the vTM REST API disabled.

® | don't want to install a legacy FLA license

O I want to install a legacy FLA license

8. Select one of the following options:
* |ldon't want to install a legacy FLA license. You will do this for one of the following reasons:

* Youwant to use the installed Universal FLA License. To support this selection, all of your
VvIM instances must be running version 10.1 (or later) with the REST API enabled.

* You do not want to install a Legacy FLA License at this time. This can be entered using
the Services Director VA graphical interface after it is deployed.

A default Feature Pack will not be created, but this can be created at a later date. See “Adding a
Feature Pack to the Services Director” on page 125.

Continue from the next step.
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* |wanttoinstall a legacy FLA license. You will do this if any of your vTMs are running at
version 10.0 (or earlier) or have their REST API disabled. Paste the text of your Legacy FLA
License into the box. This is validated automatically.

9. C(lick Next.
The Services Director Additional Licenses page appears.

* If you have and Resource Licenses, either for bandwidth or analytics, use this page to enter
them.

* Ifyou do not have Resource Licenses at this point, you can still continue with the Setup Wizard.
You can enter these licenses using the Services Director VA after it is deployed.

* If you have a Cloud Services Provider (CSP) License for your Services Director, you do not
require Resource Licenses, and can ignore this page.

FIGURE 64  Setup Wizard: Services Director Additional Licenses Page

Services Director Additional licenses
Add in any additional licenses that you have been provided by Pulse Secure. These licenses may consist of one

or more Bandwidth, Resource, or Add-on licenses. If you do not add these licenses now, you can do so after
completing Setup by going to the licenses page in the admin web interface.

Add license

Additional licenses

License Type

No Data
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10. Enter a license number and click Add.

This license is validated automatically. Once validation completes, the license is listed in the Additional
licenses table, along with its type.

11. Repeat the previous step to add all available licenses.
12. Click Next.
The Email alerts page appears.

This page enables you to optionally enter email notification details for your Services Director. This
ensures that you receive email notifications for events and failures.

Note: You do not have to enter this information now. It can be entered using the Services Director VA
after it is deployed. See “Updating Email Settings” on page 115.

FIGURE 65 Setup Wizard: Email Alerts Page

Email Alerts

Configure your SMTP settings to enable this system to send email alerts. It is highly recommended that you set
up email alerts as this is the only notification mechanism available to inform you of problems with this system.

® | do not want to configure email alerts

O Iwant to configure email alerts (Recommended)

Destination email address
SMTP server

SMTP port

M
w

Telemetry

Services Director can collect and export anonymized usage information to Pulse Secure, to help improve our
products. See this Knowledge Base article for details of the collected data.

® | want to enable telemetry (Recommended)

O 1 do not want to enable telemetry

v a-»
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13. Under Email Alerts, select one of the following options:

* | do not want to configure email alerts. This option enables you to bypass this step. This
information can be entered using the Services Director VA graphical interface after it is
deployed. See “Updating Email Settings” on page 115.

* | want to configure email alerts. This is the recommended option. Then, provide:

* A Destination email address.

* An SMTP server. This is either the hostname or IP address of the SMTP server in your
network.

* An SMTP port number. Typically, you will use the default port number, 25.

14. Click Send test email to confirm these settings.
Note: You must have external access for SMTP traffic for this feature to function.

15. Under Telemetry, select whether you want Services Director to collect and export anonymized usage
information to Pulse Secure.

Note: This setting can be changed from the General Settings page at any time, see “Updating
Telemetry Settings” on page 113.

16. Click Next, and continue from “Completing the Services Director Installation” on page 100.
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Completing the Services Director Installation

After all information is gathered, the Applying Settings page appears. This page configures the system based
on collected information. For example:

FIGURE 66  Setup Wizard: Applying Settings Page

Applying settings

Please wait, this might take a few moments.
« Setting hostname & DNS Configuration
« Setting HA Primary role

« Setting uploaded S5L Certificate
Setting master password and configuring database
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Once this is complete, the Setup Complete page appears.

FIGURE 67 Setup Wizard: Setup Complete Page

Setup complete

Setup is now complete. Click Finish to start using this system.

+ Setting hostname & DNS Configuration

+ Setting HA Primary role

« Setting uploaded S5L Certificate

+ Setting master password and configuring database
+ Applying Services Director License

« Applying FLA License

+ Applying Add-on Licenses

1. Click Finish to close the Setup Wizard.
Once the Setup Wizard completes, your Services Director node is ready for use.

2. (Optional) you can now create a Secondary Services Director, and join it to the Primary Services
Director. See “Installing and Configuring a Secondary Services Director” on page 102.

Note: Once the Setup Wizard completes, it cannot be rerun. Many of the options chosen in the Setup
Wizard can be reconfigured from inside the Services Director VA, but others can only be reconfigured
from the Command-Line Interface (CLI). See Pulse Services Director Advanced User Guide and the Secure
Services Director Command Reference for full details.
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Installing and Configuring a Secondary Services Director

The process for creating a Secondary Services Director is similar to the installation for a Primary Services
Director.

1. Repeat the installation process for a Primary Services Director (see “Starting the Setup Wizard"” on
page 78) until you reach the following screen:

FIGURE 68  Setup Wizard: Select Assignment

Select Assignment

Select whether this system will act as a Primary or Secondary.

= —m —m
—0 N0 ¢eep C—IO
—x —m —m
Primary Secondary
A Primary Services Director can run standalone or A Secondary Services Director must be paired with
paired with a Secondary. When paired with a an existing Primary Services Director system and
Secondary, the Primary will act in an active role, will act as a backup. In the event of a failure on the
with the Secondary as a backup. Primary, it can be promoted to an active role.
@ Select Primary O Select Secondary

2. C(lick Select Secondary.
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The Join to an Existing Primary page appears.

FIGURE 69 Setup Wizard: Join to an Existing Primary Page

Join to an existing Primary

Choose the Primary that you want this system to serve as a backup for. When you select the Primary, you will
be asked to authenticate using the credentials set for that Primary system.

Enter the IP address of a Primary system

|

Or select an available Primary below

< Searching

3. To connect to an existing Primary Services Director, either:
* Select the Primary Services Director from the list.
Note: This option is not supported by the AWS platform.
* Enter the IP address of the Primary Services Director.

Note: On the AWS platform, this must be the Primary Private IP Address of the instance.

© 2019 Pulse Secure, LLC. 103



Pulse Secure Services Director Getting Started Guide

4. Click Connect.

The page updates to include an Enter Credentials panel.

FIGURE 70 Setup Wizard: Join to an Existing Primary: Enter Credentials

Join to an existing Primary

Choose the Primary that you want this system to serve as a backup for. When you select the Primary, you will
be asked to authenticate using the credentials set for that Primary system.

Enter the IP address of a Prima em y
Lk Enter credentials

Or select an available Primary below
Username

gold-01 >

Password | |

rmccann-04 »

rmccann-02 »

amnesiac »

dmankellow-3b >

5. Under Enter credentials, enter an administration login details for the Primary Services Director.
6. Click Authenticate.

The credentials are confirmed.
7. Click Next.

The Services Director Master Password page appears.

This page requires you to enter the master password that you chose for the Primary Services Director
VA. This is required to:

* Todecrypt stored password information whenever the Virtual Machine for this Services Director
VA node restarts.
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* To create a new Services Director VA from a previously-saved backup, see “Recovering from a
Services Director Failure” on page 397).

FIGURE 71 Setup Wizard: Services Director Master Password Page

Master Password

This cluster uses a master password to encrypt sensitive information. Please enter the master password as
configured on the Primary HA node.

Password

For security, it is recommended that this password is input manually every time the Services Director starts.
However, the password could be stored in a file (less secure) for non-interactive start up.

Store the password in a file [J

8. Enter the master password. The password is validated immediately.
9. Choose whether to store the password internally for automatic use:

* Select the Store the password in a file check box to store the master password within the
Services Director VA. The password will be automatically available whenever the Virtual Machine
for a Services Director VA restarts. However, you must enter the master password manually
when you create a Services Director VA from a backup file.

* (lear the Store the password in a file check box to not record the master password. You must
to enter the master password manually whenever the Virtual Machine for a Services Director VA
restarts, and when you create a Services Director VA from a backup file.

See “Entering the Master Password After a Virtual Machine Restart” on page 414 for details of
restarting a VM.
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10. Click Next.

The Secondary Services Director now joins with the Primary Services Director to form a HA pair. The
progress of this process appears on the Applying Settings page.

Once this process completes, the Setup Complete page appears.

FIGURE 72 Setup Wizard: Setup Complete Page (Secondary Services Director)

Setup complete
Setup is now complete. Click Finish to start using this system.

« Setting hostname & DNS Configuration
+ Setting HA secondary role - Joining to Primary on 10.62.169.160
« Setting master password and configuring database.
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Accessing your Services Director VA

Once the Setup Wizard is complete, you can access the Services Director VA using a secure (https) URL in a

browser:

* For an HA pair, you access the Active Services Director using the Service Endpoint IP address.

If the Services Director HA pair is in a private network behind a NAT device, access the Active Services

Director using the external IP address of the Service Endpoint Address.

* You can access a standalone Services Director using its IP address or Service Endpoint IP address.

* You can access the Primary Services Director directly using its IP address.
* You can access the Secondary Services Director directly using its IP address.
Log in to the Services Director VA. The Home page appears:

FIGURE 73 The Home Page

A Secure’

SERVICES DIRECTOR

gold-01 (10.62.169.160) = 18.3.0-mainline « uptime 4 hours, 45 minutes = cpu 23.17% * memory 27.06% * Thu 14:29 GMT +0000 admin |

HOME

Total Instances (0) Bandwidth Allocation Analytics Nodes

Licensed Nodes Used

No data is available

Licensed Nodes Available
ENT-ADVANCED

Unallocated

The header displays two coloured indicators:

* Thefirstis an indication of system health. This includes: high availability, the Services Director license,

and the availability of the service.

* Ahealthy system displays a green circle, and an unhealthy system displays an orange warning triangle.

* The second is an indicator for metering discrepancies for the vIMs within the estate of the Services

Director VA.

A healthy metering system results in a green meter. An unhealthy metering system displays as an

orange warning meter. See “Processing Virtual Traffic Manager Metering Discrepancy Warnings”

on page 220.

At this point, no VTMs are registered on the Services Director VA.
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The Home page always displays:
* The Total Instances of vTM vTMs registered on the Services Director.
Note: Immediately after the Services Director is installed, there are zero registered vTMs.
* The Bandwidth Allocation for all Bandwidth Licenses that were installed during the Setup Wizard.
Note: Immediately after the Services Director is installed, there are zero allocations.

* The Analytics Nodes for all Analytics Resource Pack Licenses that were installed during the Setup
Wizard.

Note: Immediately after the Services Director is installed, there are zero licensed nodes.

Optionally, you may wish to fine-tune settings for the Services Director VA. See “Updating Services Director
VA Settings” on page 109.

Otherwise, you can now proceed with the registration of vIMs and additional system configuration. See
“Adding Virtual Traffic Managers to the Services Director” on page 121.
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Updating Services Director VA Settings

* Overview: Services Director VASettings . . ...ttt ittt
* Updating General Settings. . .......itiiiiiiii ittt ittt ittt

* Updating Date and Time Settings

* Updating Administration Credentials ......... ... ... i,

* Updating Email Settings

* Updatingthe SSL Certificate ......... ... ittt i e,

* Updating the REST API Port
* Updating Security Settings

* Changing the Master Password for the Services Director VA ......................

Overview: Services Director VA Settings

Once your Services Director VA is installed on your chosen platform, you can configure the VA-specific settings.

Many of the configuration settings for the Services Director VA can be updated from the Services Director VA

System menu.

Updating General Settings

You can change a variety of general settings for Services Director VA from the System > General Settings

page. Defaults are applied automatically when the Services Director VA is created. You only need to update

these settings to fine-tune the Services Director VA to your specific requirements.

Apply any changes to put them into use immediately.
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FIGURE 74 General Settings Page

General Settings

Monitoring

Controller Failure Period: | 180 Instance Failure Period: | 180

Controller Monitor
Interval:

Instance Monitor Interval:

Monitor Email Interval:
Host Failure Period: | 180

Overdue Warning Period: | 300
Host Monitor Interval:

Metering Licensing
Meter interval: | 3600 Alert threshold:
Log check interval: | 3600 Alert threshald interval:
SNMP enabled:
Logging Deployment
License logging: Max instances: I:|

Metering logging:
Inventory logging:
Authentication logging:
Metering logging:
Inventory logging:
Authentication logging:

Monitoring logging:

(T 00 [

Backup logging:

Bandwidth Licensing Controller Licensing
Expire Warning Days: Expire Warning Days:
Instance Registration Telemetry
Time Out Period: Hours

Services Director can collect and export anonymized usage data to Pulse Secure.
Validate Owners: See this Knowledge Base article for more information.

Enabled:

Flexible Licensing Check

FLA Check Status: Enabled

Metering Alerts and Notifications

Metering Alerts and Notifications Status: Enabled

Auto Cleanup vTMs

Auto Cleanup vTMs Status: AllvTMs Services Director can automatically mark instances

Self Registered Auto Accepted as deleted if they repeatedly fail monitoring
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Updating Monitoring Settings
The following settings enable you to configure monitoring.

Controller Failure Period - the period of time, in seconds, after which a Services Director is
considered to have failed. The default value is 180.

Controller Monitor Interval - the period of time, in seconds, between monitoring the Services
Director. The default value is 60.

Host Failure Period - the period of time, in seconds, after which a host is considered to have failed.
The default value is 180.

Host Monitor Interval - the period of time, in seconds, between monitoring hosts. The default value is
60.

Instance Failure Period - the period of time, in seconds, after which the instance is considered to have
failed. The default value is 180.

Note: This period is also used by the automatic deletion of self-registered vTMs, see “Configuring
Auto Cleanup of Virtual Traffic Managers” on page 200.

Instance Monitor Interval - the length of the monitoring cycle. That is, the period of time, in seconds,
between each Services Director attempt to retrieve monitoring information from each vIiM. The default
value is 60.

Note: This interval is also used by the automatic deletion of self-registered vIMs, see “Configuring
Auto Cleanup of Virtual Traffic Managers” on page 200.

Monitor Email Interval - the period of time, in seconds, between monitoring alert emails. The default
value is 60.

Overdue Warning Period - the period of time, in seconds, to consider monitoring overdue. The
default value is 300.

Updating Metering Settings
The following settings enable you to configure metering.

Meter Interval - the period of time, in seconds, between metering actions. The range is from 1-3600.
The default value is 3600 seconds (1 hour).

Log Check Interval - the period of time, in seconds, between checks for log space. The range is from 1-
3600. The default value is 3600 seconds (1 hour).

SNMP enabled - this check box is used to enable/disable the use of SNMP. SNMP is used to gather
certain types of information (such as metering) from the Virtual Traffic Managers (vTMs) in the estate of
the Services Director.
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Note: You can monitor the capacity of the /data partition that is used for the storage of metering logs. See
“Monitoring the Storage Capacity of Metering Logs” on page 429.

Updating Licensing Settings

The following settings enable you to configure licensing.
* Alert Threshold - the number of alerts that sent. The range is from 1-3600. The default is 1.

* Alert Threshold Interval - the period of time, in seconds, between alerts. The range is from 1-3600.
The default value is 3600 seconds (1 hour).

The threshold and interval settings enable you to determine how many requests have to be received by a non-
primary license server in the specified interval before an alert email is sent. After the threshold and interval is
reached, an alert message is sent. At most, one message is sent per hour, to protect against a flood of
messages being sent in the case of complete failure of the primary license server on a busy system.

Updating Logging Settings

The following settings enable you to configure logging.
* License Logging - a license value. The range is from 0-10.
* The default value is 0, which equals no logging.

* Aloglevel of 3 or higher causes responses to license server requests to be logged in full,
including the feature values set by the feature pack and bandwidth associated with the instance
making the request.

* Metering Logging - the metering logging value. The range is from 0-10.
* The default value is 0, which equals no logging.

* Alog level of 5 or higher gives a summary of the activities of the metering thread (that is,
starting metering, stopping metering, and so forth)

* Alog level of 9 or higher provides a detailed logging of each instance being metered.

Note: You can monitor the capacity of the /data partition that is used for the storage of metering logs.
See “Monitoring the Storage Capacity of Metering Logs” on page 429.

* Inventory Logging - the metering logging value. The range is 0-10.
* The default value is 0, which equals no logging.

* Aloglevel of 1 or higher will cause inventory changes to be logged (the equivalent of the audit
records).

* Alog level of 3 or higher causes logging of all deployment and action commands.

* Alog level of 8 or higher causes logging of the output from all deployment and actions.
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Updating Deployment Settings
The following setting enables you to configure deployment.

* Max Instances - the maximum number of vTM instances that can be deployed. The default value is 0,
which equals no limit. Typically, this is the correct value for most deployments. Note that:

* |nstances that have been deleted do not count towards the limit.

* Instances that have been deployed but are not active (that is, have not been started) do count
towards the limit.

* Ifyou create a new instance in excess of this number, the instance is rejected with an error
message.

* If this property is set to a lower number than the number of currently deployed instances then
there is no immediate effect but subsequent deployment requests are rejected.

Updating Bandwidth Licensing Settings

The following setting enables you to configure bandwidth licensing.

* Expire Warning Days - the number of days to warn you before the bandwidth license expires. The
default value is 30.

Updating Controller Licensing Settings
The following setting enables you to configure controller licensing,.

* Expire Warning Days - the number of days to warn you before the controller license expires. The
default value is 30.

Updating Instance Registration Settings
The following settings enables you to configure self-registration.

* Time Out Period - the number of hours before a Warning self-registration request will transition
automatically to Blacklisted. The default is 24.

* Validate Owners - enables/disables the mandatory validation of the Owner property during the
automatic self-registration of vIMs.

Updating Telemetry Settings

Services Director can collect and export usage data to Pulse Secure. The initial setting for this feature is chosen
during the Setup Wizard. However, this setting can be changed at any time.

* To enable this feature, enable the Enable check box.

* To disable this feature, clear the Enable check box.
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Updating Metering Alerts and Notifications Settings
The following setting enables you to configure the reporting of metering issues.

* Metering Alerts and Notifications - enables/disables the reporting of metering alerts and
notifications. See “Processing Virtual Traffic Manager Metering Discrepancy Warnings” on
page 220.

Note: You can monitor the capacity of the /data partition that is used for the storage of metering logs. See
“Monitoring the Storage Capacity of Metering Logs” on page 429.

Configuring the FLA Checker

The Services Director VA uses an automatic FLA checker. Refer to the Pulse Services Director Advanced User
Guide for details. To configure the global Flexible Licensing Check, click Enable or Disable. This selection is
applied automatically.

Updating Auto Cleanup of Failed vTMs

The following setting enables you to configure the auto-deletion of failed vIMs:

* Auto Cleanup vTMs - enables you to set the required behaviour for the deletion of failed vTMs, see
“Configuring Auto Cleanup of Virtual Traffic Managers” on page 200.

Updating Date and Time Settings

You can change the date and time settings for the Services Director VA from the System > Date and Time
Settings page. Settings are in three categories:

* Basic date and time settings. To change the basic settings, set the correct Date and Time, and click
Apply.

* Time zone settings. To change the Time Zone for your Services Director, select the required time zone
and click Apply.

* NTP settings. Where NTP is active, basic date and time settings are overwritten.

* Adefault set of NTP services are listed. You can enable or disable any listed service by
expanding the service entry and changing its state.

* You can add another NTP service by clicking Add and specifying details for the service.

* To stop the use of the NTP service, click Stop. Click Start to restart it.
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Updating Administration Credentials

You can change the administration credentials for the Services Director VA from the System > User
Credentials page. These credentials are used as follows:

* Tologin to the Services Director VA.

* Toaccess a terminal session for the Services Director, such as when you wish to use the command-line
user interface.

e For REST API authentication.

On the Services Director Credentials page, specify a Password and a password Confirm before clicking
Update. You are required to authenticate using the new credentials.

Updating Email Settings

You can change the email settings for the Services Director VA from the System > Email Alerts page. This page
enables you to enter email notification details for your Services Director, to ensure that you receive email
notifications for events and failures. You must specify:

* SMTP Server - This is either the hostname or IP address of the SMTP server in your network.
e SMTP Port - Typically, you will use the default port number, 25.

* Notification Email - All email from the Services Director will go to each entry in this comma-separated
list of e-mail addresses.

* From Address - The required "from" address for all emails.
You can use "$fqdn" to substitute in this appliance's fully-qualified domain name.

Note: Services Director VA automatically restarts the Services Director service after email changes are applied.

Updating the SSL Certificate

You can replace the SSL certificate for the Services Director VA from the System > Service SSL Certificate
page. Under Certificate installed, click the hyperlink, and select one of the following options:

* Single file with public and private keys. Then, click Choose File to locate the certificate file.
* Separate public and private key files. Then, click Choose File to locate each file.
* Text content of the public and private keys. Then, paste the required text in.

Apply these changes to put them into use immediately.

115



Pulse Secure Services Director Getting Started Guide

Updating the REST API Port

You can update the REST API port used by the Services Director VA from the System > Service Status page.
Apply this change to put the new port number into use immediately.

You can also start, stop and restart the Services Director service from this page. See “Starting and Stopping
the Services Director Service” on page 414.

Updating Security Settings
You can change the security settings for Services Director VA from the System > Security Settings page.
Defaults are applied automatically when the Services Director VA is created.

This page supports the following functions:

* Changing the Master Password for your Services Director. See “Changing the Master Password for
the Services Director VA" on page 117.

* Enabling shell access for command line users of the Services Director. Refer to the Pulse Services
Director Advanced User Guide.

You can also define the suspension criteria for failed Services Director logins.

FIGURE 75 Security Settings Page: Suspension Settings
Login Settings

Max login attempts: 0

User lockout duration: |0 Minutes

The Max login attempts defines the maximum number of failed Services Director login attempts for a user.
Zero (the default setting) indicates that there is no maximum.

If the Max login attempts limit is reached, a lockout defined by the User lockout duration is applied. This
has a default of 1 minute, and a maximum of 1440 minutes (equal to one day).

After the lockout period has ended, the same user can continue to attempt to log in.
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Changing the Master Password for the Services Director VA

The master password for the Active Services Director VA can be changed from the Security Settings page.

Note: If you wish to reset the master password (that is, you do not know what the current master password is),
refer to the Pulse Services Director Advanced User Guide.

Changing the Master Password
The master password for the Active Services Director VA can be changed from the Security Settings page.

Note: If you wish to reset the master password (that is, you do not know what the current master password is),
refer to the Pulse Services Director Advanced User Guide.

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.
3. (lick the System Menu, then click Security. The Security Settings page appears.

FIGURE 76 ~ Security Settings Page

Master Password

Brocade Services Direcior uses a master password to encrypt sensitive data. The master password is already set. If you would like to change the password. please enter the details below.
Current Password

New Password Generate Password

Confirm Password

For security, it is recornmended that this password is input manually every time the Services Director starts

However, the passward could be stored in a file (which is a less secure option but allows for non-interactive start up)

Store the password to a file

4. Enter the Current Password.
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5. To change the master password, perform one of the following operations.
* Enter a new password and confirm the password.

* (lick Generate Password. The Password and Confirm Password fields are populated
automatically and an information dialog box is displayed.

FIGURE 77  Autogenerated Password Dialog Box

The autogenerated password is: *
*ISXMPpkrXipZ6z

Please keep this master password safe. You need the master
password to:

* Start the Services Director
* Restore from database dumps
* Restore from disaster recovery backups.

6. Click OK to close the information dialog box after recording the password, and then confirm that you
have stored the password in the next dialog box.

It is essential that the master password (whether chosen yourself or generated automatically) is
recorded and can be retrieved. Pulse Secure recommends that this password is recorded in a secure
location that is separate from the Services Director VA.

7. Choose whether to store the password internally for automatic use:

* Select the Store the password in a file check box to store the master password within the
Services Director VA. The password will be automatically available whenever the Virtual Machine
for a Services Director VA restarts. However, you must enter the master password manually
when you create a Services Director VA from a backup file.

* (lear the Store the password in a file check box to not record the master password. You must
to enter the master password manually whenever the Virtual Machine for a Services Director VA
restarts, and when you create a Services Director VA from a backup file.

See “Entering the Master Password After a Virtual Machine Restart” on page 414 for details of
restarting a VM.

8. Select the Store the password to a file check box if you want to store the master password internally
for future use.

If you do not choose to store this password, you must enter it after the Virtual Machine for this Services
Director VA restarts (see “Entering the Master Password After a Virtual Machine Restart” on
page 414).
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9. C(lick Update. The master password is changed.
10. Access your Standby Services Director VA from a browser.
11. Log in as the administration user.
A dialog box requesting the new master password immediately appears:

FIGURE 78  Master Password Required

Services will run in a degraded state until a master password is entered.

Password |

[ 1 will set the password from the System > Security page later.

You may receive an e-mail notification of a raised master_password_fail alarm between you changing
the master password on the Active Services Director VA and entering the new master password on the
Standby Services Director VA.

12. Enter the new master password and click Submit.
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Adding Virtual Traffic Managers to the
Services Director

* Overview: Adding Virtual Traffic Managers to the Services Director................ 121
*  Working with vTM Communications Channel ........... ... ... . . i i, 122
* Adding Resources Required for Virtual Traffic Managers ......................... 124
* Registering an Externally-Deployed Virtual Traffic Manager....................... 149
* Self-Registering an Externally-Deployed Virtual Traffic Manager................... 165
* Self-Registering a Cloud-Based Virtual Traffic Manager........................... 182

Overview: Adding Virtual Traffic Managers to the Services Director
The Services Director supports several methods for adding a Virtual Traffic Manager (vTM) to the estate of the
Services Director:

* By registering an externally-deployed vIM from the Services Director. See “Registering an Externally-
Deployed Virtual Traffic Manager” on page 149.

Note: This method is not supported for vIMs that use vIM Communications Channel, see “Working
with vTM Communications Channel” on page 122.

* By processing a self-registration request that was received from an externally-deployed vIM by the
Services Director. See “Self-Registering an Externally-Deployed Virtual Traffic Manager” on
page 165.

Note: This method is required for all vTMs that use vTM Communications Channel, including those that
are behind a NAT device, see “Working with vTM Communications Channel” on page 122.

* Bydeploying a vTM from the Services Director VA using an instance host. See the Pulse Services Director
Advanced User Guide for full details.

Before you perform any of these methods, you must create any required resources, see “Adding Resources
Required for Virtual Traffic Managers” on page 124.

The communication between the vTM and the Services Director depends on whether vTM Communications
Channel is enabled, see “Working with vTM Communications Channel” on page 122.
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Working with vTM Communications Channel

The method of communication between the vIM and the Services Director depends on whether vIM
Communications Channel (Comms Channel) is enabled.

Comms Channel is an update of the (pre-19.1) mechanism that enabled communication between each vIM
and the Services Director. Comms Channel is only supported on vIMs at v19.1 or later.

The use of Comms Channel only affects the communication between the vTM and the Services Director. When
Comms Channel is enabled on a vIM:

* The vIM and the Services Director always use a mutually-authenticated, TLS-based link initiated by the
VTM.

* The VvIM can be located in a private network behind a NAT device, see “Enabling a viM Cluster To
Operate Behind a NAT Device” on page 122.

e The vIM will always communicate with the Active node of an HA pair only.

* The vIM must be self-registered, see “Self-Registering an Externally-Deployed Virtual Traffic
Manager” on page 165.

Use of the Comms Channel is the default for self-registered viMs of 19.1 or later. However, Comms Channel
can be disabled if required, see “Disabling Comms Channel on a vTM” on page 123.

Note: The Comms Channel configuration of a vIM is not replicated to all vTMs in a cluster.

Enabling a vTM Cluster To Operate Behind a NAT Device

For vTMs running v19.1 (and later), vTMs may be located in a private network behind a NAT device.
To set up a VIM cluster behind a NAT device:

* AllVTMs in the cluster must have Comms Channel enabled, see “Working with vTM Communications
Channel” on page 122.

* The vIM cluster must be formed on each vIM using its user interface.

* Each vIM in the cluster must be added to the estate of the Services Director using self-registration
from the vTM user interface. Both manual and automatic self-registration methods are supported. See
“Self-Registering an Externally-Deployed Virtual Traffic Manager” on page 165.

122 © 2019 Pulse Secure, LLC.



Disabling Comms Channel on a vTM

When you perform the vIM configuration wizard, if the vIiM is at v19.1 or later, it will automatically be
configured to use Comms Channel. If required, you can later change the configuration of the vIM so that it
does not use Comms Channel. This requires you to re-register the vTM.

If you want to disable Comms Channel:

1.
2.
3.
4.
5.

Log into the vIM.

Go to System > Licenses > Services Director Registration.
Set remote_licensing!lcomm_channel_enabled to NO.
Enable the Force re-registration check box.

Click Save and Register.

The vIM will reconfigure to disable Comms Channel, and re-connect to the Services Director in that mode.

Note: The Comms Channel configuration of a vIM is not replicated to all vTMs in a cluster.

You can enable Comms Channel at any point by repeating this process, and setting
remote_licensing!lcomm_channel_enabled to VES.



Pulse Secure Services Director Getting Started Guide

Adding Resources Required for Virtual Traffic Managers

Before you attempt to register any vIM, you must ensure that all required resources are present on the
Services Director. The tasks required will vary according to your specific configuration.

Add any additional licenses. For example, a Resource License to support vIM analytics or additional
bandwidth. See “Adding a License to the Services Director” on page 124.

Create any required Feature Packs, see “Adding a Feature Pack to the Services Director” on
page 125.

Create any required Owner entries, see “Adding an Owner to the Services Director” on page 137.

Create any required Legacy licenses, see “Adding a Legacy FLA License to the Services Director” on
page 140.

Create any required Access Profiles, see “Creating an Access Profile (vTM User Authentication
Only)” on page 268.

Adding a License to the Services Director

The functionality of the Services Director is determined by three kinds of licenses, and the Stock Keeping Units
(SKUs) identified by these licenses:

The Services Director License. This major license enables the use of the Services Director.

The SKU identified by this license defines the customer type (Enterprise or CSP), the Feature Tier and
the individual functions that are available in the Services Director. The SKU is central to the creation of
a Feature Pack for use on external vTMs.

Resource Licenses. These secondary licenses enable the use of limited resources on the Services
Director by an Enterprise customer.

The SKU identified by a Resource License is typically for Bandwidth allocation or vIM Analytics features,
and is added to a Feature Pack to make the resource available to any vIM that uses the Feature Pack.

Add-on Licenses. These are historical licenses associated with “old style” Services Director licenses.
They were used on the Services Director by Enterprise customers only.

Note: Add-On Licenses are incompatible with “new style” Services Director licenses.

Note: Universal FLA Licensing and Legacy FLA Licensing are also supported, but these are used by the vTMs for
licensing purposes only. See “Adding a Legacy FLA License to the Services Director” on page 140.

Note: To create a Feature Pack, see “Adding a Feature Pack to the Services Director” on page 125.

You add and view licenses from the Licenses page.

124
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FIGURE 79 The Licenses Page

Licenses

Services Director Licenses
@ add

License Key

4 LK1-BR_ADC_MGMT_STDBASE_5_01:857105-0000-43FD-5-0D021-926A-4185

Resource Licenses
© Add

License Key

4 LK1-BR_ADC_FLEX_ADV53G_5_01:1388:3779656:2017081772108011503029281-0000-43FD-5-5CDD-621E-D477

3 LK1-BR_ADC_RES_EMBASSI_5_01:5:186105:20170817T2108011503025281-0000-43FD-5-9A73-DD73-33CE

Add-on Licenses

@ Add
Add-on License Key Valid From

No Data

Valid From

Perpetual

Valid From

Perpetual

Perpetual

The process for adding additional licenses is similar for all license types:

N -

Log in as the administration user. The Home page appears.

3. C(lick the Catalogs menu, and then click Licensing: Licenses. The Licenses page appears.

valid until

2017-08-27

Valid Until
2017-08-27

2017-08-27

Valid Until

Status

Active

Access your Services Director VA from a browser, using its Service Endpoint IP Address.

Status

Active

SKU
ENT-ADVANCED

ENT-ENTM

4. Click the Add plus symbol for your required license type. A licensing dialog box window appears. For

example, for Resource Licenses:

FIGURE 80 The Licenses Page: Adding a License

Add Resource License Key x

Resource License Key: | i

5. Enter the license number and click Add.

The new license is added in its category in the Licenses page.

After all new licenses are added, create one or more Feature Packs that include them. See “Adding a Feature

Pack to the Services Director” on page 125.

Note: Existing Feature Packs cannot be updated.

Adding a Feature Pack to the Services Director

Before you register any vIM instances, you must define one or more Feature Packs.
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A Feature Pack defines the Services Director features that are available to a vIM instance once you have
registered it on the Services Director.

The total set of features that are available in a Feature Pack is defined by its selected Feature Tier.
* Each Feature Tier is a subset of the tier above it.

* Feature Tiers include features that are relevant to your license type: Enterprise or Cloud Service
Provider (CSP).

* Enterprise licenses have access to Advanced and Enterprise tiers only.
* (CSPlicenses have access to Basic, Standard, Advanced and Enterprise tiers.

FIGURE 81 Features Tiers for Enterprise and CSP licenses

Basic Tier

Standard Tier

Advanced Tier

Enterprise Tier

CSP licenses only CSP + Enterprise licenses

Note: The Enterprise feature tier should not be confused with the Enterprise customers/licenses, or Analytics
Resource Pack Licenses.

For CSP licenses only, a Feature Pack also requires:
* Abandwidth, expressed as either Mbps or Gbps.
* A pricing model - Fixed Price Monthly, Fixed Price Weekly, or Hourly plus Data Transfer.

Once all Feature Pack properties are defined, the system is able to identify the Stock-Keeping Unit (SKU) that is
required for the Feature Pack. You can exclude any of the SKU's features from the Feature Pack if required.

Enterprise customers can include extra SKUs from one or more Resource Licenses to augment the base SKU.
For example, to add vTM Analytics features. See “Adding a License to the Services Director” on page 124.
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Note: A list of features for a SKU can be seen on the expanded view of a SKU in the SKUS and Feature Packs

page.

A default Feature Pack (typically a SKU with no exclusions) is created automatically when you install the

Services Director VA based on an Enterprise license.

The procedure for creating a Feature Pack is dependent on your license type.

* For current Enterprise licenses, see “Adding a Feature Pack for an Enterprise License” on page 130.

* For current Cloud Service Provider (CSP) licenses, see “Adding a Feature Pack for a CSP License” on

page 127.

* For older Enterprise/CSP licenses, see “Adding a Feature Pack for an Older License” on page 132.

Adding a Feature Pack for a CSP License

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.

2. Login as the administration user. The Home page appears.

3. (lick the Catalogs menu, and then click SKUS and Feature Packs.
The SKUS and Feature Packs page appears.
FIGURE 82 SKUS and Feature Packs Page: CSP

SKUs and Feature Packs

Feature Packs

© Add
Feature Pack Name SKU Add-on SKUs Status Info
> CSP_full BR-ADC-UTLM-ADV10M-U-01 Active MNo exclusions
SKUs
Show only compatible SKUs
SKU Mame Details Compatible
» BR-ADC-UTLH-ADV10M-U-01 CSP Advanced Hourly 10Mbps v
» BR-ADC-UTLH-ADV1G-U-01 CSP Advanced Hourly 1Gbps v
4 BR-ADC-UTLH-ADV300M-U-01 CSP Advanced Hourly 300Mbps v

Actions

Status

Active

Active

Active

4. Select the Show only compatible SKUs check box to ensure that only SKUs that are compatible with

your license are displayed.

5. In the table of SKUs, locate the SKU from which you wish to create a Feature Pack.
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6. Expand this SKU to view its supported features. For example, the BR-ADC-UTLM-ADV100M-U-01 SKU:

FIGURE 83 SKUS and Feature Packs Page: Expanded SKU

v BR-ADC-UTLM-ADV100M-U-01

SKU Name:

Details:

Pricing Model:
Feature Tier:

Fixed Resource Usage:
Compatible:

Status:

Features:

BR-ADC-UTLM-ADV100M-U-01
CSP Advanced Monthly 100Mbps
fixed price monthly

Advanced

100 Mbps

v

Active

CSP Advanced Monthly 100Mbps

anlyt  Enable Realtime Analytics.
auto Enable Autoscaling.

bwm  Enable Bandwidth Management
classes.

VS Cwmmbnlo Vhlads el

7. Locate the feature(s) that you wish to exclude, and make a note of the feature name. For example, the
auto (Autoscaling) feature. That is, this Feature Pack will not support the Autoscaling feature. All other
features will still be supported.

128

Collapse the SKU in the table.

Click the Add button above the table of feature packs.

The Add Feature Pack dialog box appears.

FIGURE 84 SKUS and Feature Packs Page: Add Feature Pack

Add Feature Pack

x

Feature Pack Name: |

Pricing Model:

O Fixed Price Monthly
O Fixed Price Hourly

Feature Tier: |

d

SKU Code:

Excluded: |

Add-on SKUs: N/A

Infa: |

10. Enter a Feature Pack Name.

This name will appear in the table of Feature Packs.
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11. Select a Pricing Model.
12. Select the required Feature Tier.
13. Select a Bandwidth.
The displayed SKU Code updates automatically to reflect your choices.
14. Enter a space-separated list of Excluded features.
15. Enter a description for the Feature pack as Info.
This name will appear in the table of Feature Packs.

FIGURE 85 SKUS and Feature Packs Page: Specify New Feature Pack

Add Feature Pack *
Feature Pack Name: | CSP_not_auto |

@® Fixed Price Monthl
Pricing Model: ) ) Y

O Fixed Price Hourly
Feature Tier: |Adva nced v |
Bandwidth: | 10Mbps v|
SKU Code: BR-ADC-UTLM-ADV10M-U-01
Excluded: | auto |
Add-on SKUs: N/A
Infa: | No autoscaling |

Add

16. Click Add. The new Feature Pack is added to the table of Feature Packs.

FIGURE 86  SKUS and Feature Packs Page: New Feature Pack Added

Feature Packs

© Add
Feature Pack Name * SKU Add-on SKUs Status Info Actions
> CSP_full BR-ADC-UTLM-ADV10M-U-01 Active No exclusions
> CSP_not_auto BR-ADC-UTLM-ADV10M-U-01 Active No autoscaling

17. (Optional) Expand the Feature Pack to see its full details.

18. (Optional) You can apply this new Feature Pack to one or more registered instances, see “Applying a
Feature Pack to Registered Instances” on page 136.

19. Repeat this process to create all required Feature Packs.
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Adding a Feature Pack for an Enterprise License

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.

2. Login as the administration user. The Home page appears.

3. (lick the Catalogs menu, and then click SKUS and Feature Packs.

The SKUS and Feature Packs page appears.

FIGURE 87 SKUS and Feature Packs Page: Enterprise

SKUs and Feature Packs

Feature Packs

© Add
Feature Pack Name SKU Add-on SKUs
4 ENT-ADVANCED_full ENT-ADVANCED
SKUs
Show only compatible SKUs
SKU Name Details
4 ENT-ADE Data Export
4 ENT-ADVANCED ENT Advanced
» ENT-ANALYTICS Analytics
> ENT-ENTERPRISE ENT Enterprise
4 ENT-ENTM Enterprise Management
4 ENT-WAFPROXY ENT WAFProxy

Status

Active

Compatible

A N YR NS

Info

No exclusions

Status

Active
Active
Active
Active
Active

Active

Actions

Apply

4. Select the Show only compatible SKUs check box to ensure that only SKUs that are compatible with

your license are displayed.

5. In the table of SKUs, locate the SKU from which you wish to create a Feature Pack.

130
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6. Expand this SKU to view its supported features. For example, the ENT-ADVANCED SKU:

FIGURE 88  SKUS and Feature Packs Page: Expanded SKU

v ENT-ADVANCED ENT Advanced v Active
SKU Name: ENT-ADVAMNCED
Details: ENT Advanced
Pricing Model: prepaid
Feature Tier: Advanced

Fixed Resource Usage: N/A

Compatible: v
Status: Active
Features: anlyt  Enable Realtime Analytics.

auto Enable Autoscaling.

bwm  Enable Bandwidth Management
classes.

P N T o T o S e SR T

7. Locate the feature(s) that you wish to exclude, and make a note of the feature name. For example, the
cache (Web Caching) feature. That is, this Feature Pack will not support the Web Caching feature. All
other features will still be supported.

8. Collapse the SKU in the table.
9. Click the Add button above the table of feature packs.
The Add Feature Pack dialog box appears.

FIGURE 89  SKUS and Feature Packs Page: Add Feature Pack

Add Feature Pack *
Feature Pack Name:

Feature Tier: |Advanced v
SKU Code: ENT-ADVAMNCED
Excluded:

Add-on SKUs: ENT-ANALYTICS

Info:

10. Enter a Feature Pack Name.
This name will appear in the table of Feature Packs.
11. Select the required Feature Tier.

12. Enter a space-separated list of Excluded features.
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13. Optionally, select one or more Add-on SKUs. Each such SKU adds an additional resource (such as

14.

15.

16.

17.

18.

Analytics) to the base SKU Code.

In this example, an Analytics Resource Pack license has already been added to the Services Director to
enable the use of vIM Analytics (see “Working with vTM Analytics” on page 275). The ENT-ANALYTICS
SKU is made available by the Analytics Resource Pack license, and you can add this add-on SKU to the

Feature Pack to augment the base SKU with analytics capability.

FIGURE 90 SKUS and Feature Packs Page: Specify New Feature Pack

Add Feature Pack *
Feature Pack Name: | ENT-ADV-Analytics |
Feature Tier: |Advanced v |
SKU Code: ENT-ADVANCED
Excluded: | |
Add-on SKUs: ENT-ENTM

Infa: | Includes vTM Analytic |

Optionally, enter a description for the Feature Pack as Info.
This name will appear in the table of Feature Packs.
Click Add. The new Feature Pack is added to the table of Feature Packs.

FIGURE 91  SKUS and Feature Packs Page: New Feature Pack Added

Feature Packs

@ Add
Feature Pack Name SKU Add-on SKUs Status Info
4 ENT-ADVANCED_full ENT-ADVANCED Active
» ENT-ADV-Analytics ENT-ADVANCED ENT-ENTM Active Includes vTM Analytics

(Optional) Expand the Feature Pack to see its full details.

Actions

(Optional) You can apply this new Feature Pack to one or more registered instances, see “Applying a

Feature Pack to Registered Instances” on page 136.

Repeat this process to create all required Feature Packs.

Adding a Feature Pack for an Older License

1.
2.
3.

132

Access your Services Director VA from a browser, using its Service Endpoint IP Address.

Log in as the administration user. The Home page appears.

Click the Catalogs menu, and then click SKUS and Feature Packs.
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The SKUS and Feature Packs page appears.

FIGURE 92 SKUS and Feature Packs Page

SKUs and Feature Packs

Feature Packs

© Add
Feature Pack Name SKU Add-on SKUs Status
4 STM-400_full STM-400 Active
SKUs
Show only compatible SKUs
SKU Mame Details Compatible
4 STM-100 v
4 STM-200 v
4 STM-300 v
4 STM-400 v
3 STM-WAFPROXY v

Info Actions

Apply

Status

Active

Active

Active

Active

Active

Select the Show only compatible SKUs check box to ensure that only SKUs that are compatible with

your license are displayed.

In the table of SKUs, locate the SKU from which you wish to create a Feature Pack.

Expand this SKU to view its supported features. For example, the STM-400 SKU:

FIGURE 93 SKUS and Feature Packs Page: Expanded SKU

v STM-400 v
SKU Name: STM-400
Details:
Pricing Model: hourly
Feature Tier: STM-400

Fixed Resource Usage: N/A

Compatible: v
Status: Active
Features: anlyt  Enable Realtime Analytics.

auto Enable Autoscaling.

bwm  Enable Bandwidth Management
classes.

VS Cwmmbnlo Vhlads el
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7. Locate the feature(s) that you wish to exclude, and make a note of the feature name. For example, the
Lbrnd (Random Load Balancing) feature. That is, this Feature Pack will not support the Random load
balancing feature. Other load balancing features, such as Round Robin, will still be supported.

8. Collapse the SKU in the table.
9. C(lick the Add button above the table of feature packs.
The Add Feature Pack dialog box appears.

FIGURE 94 SKUS and Feature Packs Page: Add Feature Pack

Add Feature Pack *

Feature Pack Name:

Feature Tier: | STM-400 v

SKU Code: STM-400

Excluded:

Add-on SKUs: ADD-FIPS
ADD-WAF

ADD-LBAAS

ADD-WEBACCEL

Infa:

10. Enter a Feature Pack Name.
This name will appear in the table of Feature Packs.
11. Select the required Feature Tier.
This list is defined by the bandwidth packs added to the Services Director.
12. Enter a space-separated list of Excluded features.
13. Select any required Add-on SKUs.

14. Enter a description for the Feature pack as Info.
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This description will appear in the table of Feature Packs.

FIGURE 95 SKUS and Feature Packs Page: Specify New Feature Pack

Add Feature Pack *
Feature Pack Name: | STM-400_LB |
Feature Tier: | STM-400 - |
SKU Code: STM-400
Excluded: | Ibrnd |
Add-on SKUs: (] ADD-FIPS

[ ADD-WAF

[ ADD-LBAAS

[C) ADD-WEBACCEL

Info: | Excl. Random Ld |

Add

15. Click Add. The new Feature Pack is added to the table of Feature Packs.

FIGURE 96 SKUS and Feature Packs Page: New Feature Pack Added

Feature Packs

© Add
Feature Pack Name SKU Add-on SKUs Status Info Actions
> STM-400_full STM-400 Active
3 STM-400_LB STM-400 Active Excl. Random LB

16. (Optional) Expand the Feature Pack to see its full details.

17. (Optional) You can apply this new Feature Pack to one or more registered instances, see “Applying a
Feature Pack to Registered Instances” on page 136.

18. Repeat this process to create all required Feature Packs.

Once you have created all required Feature Packs, you can use these to register and deploy vIM instances.
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Applying a Feature Pack to Registered Instances

Once you have added a Feature Pack, you may want to apply it to one or more registered instances.
1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.
3. C(lick the Catalogs menu, and then click SKUS and Feature Packs.
The SKUS and Feature Packs page appears. For example:

FIGURE 97 SKUS and Feature Packs Page

SKUs and Feature Packs

Feature Packs

© Add
Feature Pack Name SKU Add-on 5KUs Status Info Actions
»  ENT-ADVANCED_full ENT-ADVANCED Active
b ADVANCED+EM ENT-ADVANCED ENT-ENTM Active

4. For the required Feature Pack, click the Apply action.
A selection dialog appears. For example:

FIGURE 98  Applying a Feature Pack: Selection of vIMs

Select Instances to apply Feature Pack to *

Feature Pack: | ADVANCED+EM |

) select all

Select Mame Bandwidth Cluster Feature Pack
(] cerulean-01 50 Cluster-1QFP-¥Y1AC-UBMN3-35R0 ENT-ADVANCED_full
] cerulean-02 50 Cluster-AE75-91D3-80HY-AUTH ENT-ADVANCED_full

5. Click the Select check box for each vIM to which you want to apply the Feature Pack.
6. Click Apply.
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7. A completion message appears. For example:

FIGURE 99 Applying a Feature Pack: Complete

Success *

Feature pack was successfully applied to all selected instances.

Wait for a FLA licensing cycle for the new feature pack to become active on each Traffic Manager.

8. Close the dialog.
9. (Optional) Confirm the result in the vTM Instances page.

FIGURE 100 Confirming the Application of a Feature Pack

vTM Instances

» Filters Filtering by Lifecycle, Instance Health, Licensing Health

© Add Show: of 2instances
Name License Name Bandwidth Feature Pack version Cluster Instance Lifecycle Instance Health Licensing Health Action
> cerulean-01  universal_v4 50 ADVANCED+EM 17.3 Cluster-1QFP-Y1AC-UBN3-3SR0 _ _ _ N/A
» cerulean-02  universal v4 50 ADVANCED+EM 17.3 Cluster-AE75-91D3-80HY-AUTH _ _ _ N/A
OO rein DG

Adding an Owner to the Services Director

There are several Services Director resources that require an owner. This property identifies a person or
organization that is associated with a resource, and optionally includes contact information.

For example, a single owner entry can be used for all resources owned by a Enterprise customer. Alternatively,

an owner entry can be created to identify individual customers for resources supplied by a Cloud Service
Provider.

The following resources require an owner:

An externally-deployed vTM instance. See “Registering an Externally-Deployed Virtual Traffic
Manager” on page 149.

AVTM instance that is deployed using an instance host. Refer to the Pulse Services Director Advanced
User Guide.

* AVTM Cluster. See “Creating a Virtual Traffic Manager Cluster” on page 229.
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Creating an Owner
1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.
3. (lick the Catalogs menu, and then click Owners. The Owners page appears.

FIGURE 101 Owners Page

Owners
© Add
Name Owner ID E-mail address Timezone
» JK Owner-KEKD-7VEV-VWD4-YBOM admin@tk.com Europe/London
» DD Owner-95ZQ-L514-8KBY-DVLK admin@judodojo.com Africa/Asmera
» Venkman Owner-WHK5-VM7B-ZV8B-JOED admin@firehouse.com America/New York

4. Click the Add button above the table of Owners. The Add an Owner dialog appears.

FIGURE 102 Owners Page: Adding an Owner

Add an Owner *

Owner Name:

E-mail Address:

Timezone: GMT v

Secret:

5. Enter an Owner Name for the new entry.

6. (Optional) Enter an E-mail Address for the owner.

7. Select the required timezone for the owner.

8. (Optional) Enter a Secret password for the owner. This is used during self-registration.

9. C(lick Add. The new Owner is added to the table of Owners.

10. Expand an Owner to view its full details, see “Viewing Full Details for an Owner” on page 139.
11. Repeat this process to create all required Owners.

Once you have created all required Owners, you can use these to register and deploy vIMs and vTM
clusters.
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Viewing Full Details for an Owner

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. (lick the Catalogs menu, and then click Owners. The Owners page appears.

4. Locate and expand an Owner to view its full details. For example:

FIGURE 103 Owners Page: Displaying Full Details for an Owner

Owners
Name Owner ID E-mail address Timezone
v JK Owner-WUPO-RLBZ-5APQ-RAM3 jk@demo.com GMT
Owner Name:  |JK

E-mail Address: |jk@demo.com

Timezone: GMT v
Secret: T &
Instances: cerulean-01, cerulean-02
Clusters: Cerulean-Cluster
> TK Owner-07RO-HRCLAZTK-YWG2Z tk@demo.com UTC

The properties of the Owner are as follows:
* Owner Name: The name of the Owner.

* E-mail Address: (Optional) The e-mail address for a point of contact (typically, the admin user)
for the Owner.

* Timezone: The selected timezone for the Owner.
* Secret: (Optional) The password for the Owner. This is used during self-registration.

* Instances: Alist of vTM instances that are associated with the Owner. This is empty if the Owner
is not in use.

* Clusters: Alist of vTM clusters that are associated with the Owner. This is empty if the Owner is
not in use.

5. (Optional) Change the Owner's properties and click Apply to update the Owner.
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Adding a Legacy FLA License to the Services Director

The Pulse Secure Services Director comes with a pre-installed Universal FLA License. This is suitable for any vTM
at version 10.1 or later with an active REST APL. In all other cases, a Legacy FLA License is required. That is:

e  The vIM versionis 10.0 or earlier.

* The VvIM (any version) has its REST API disabled.

You can install a Legacy FLA License using the Services Director VA, after which you can install either of these
VIM types. This procedure can also be used to update a Legacy FLA license to a Universal FLA License.

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.

2. Login as the administration user. The Home page appears.

3. C(lick the Catalogs menu, and then click Licensing: FLA Licenses. The Flexible Licenses page appears.

When the Services Director is first installed, only the pre-installed Universal FLA License is shown on

this page; no Legacy FLA Licenses are present.

FIGURE 104 Flexible Licenses Page: No Legacy FLA

FLA Licenses

@ add License

Universal Licenses

License Name Status

> universal_v4 Active

Legacy Licenses

License Name Status

140

Default

Yes

Default

No Data

Actions

Actions
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4. Click the Add License plus symbol. A licensing dialog box window appears.

FIGURE 105 Add FLA License Dialog Box

Add FLA License

Paste FLA license text here or select "populate from file"

Populate from file...
License type:
Minimum vTM Version:

License name:

5. Then, either:
* Paste the text of the Legacy FLA License into the text box, OR

Click Populate from File, select the file and then click Upload. This will populate the text box.

The remainder of the fields in the dialog box will then update to provide license information:

FIGURE 106 License Information

Add FLA License

# Riverbed Stingray Traffic Manager - License Key File

#
# This file enables Stingray Traffic Manager to run subject to the conditions

# specified within the key. The license key should be imported into the product -
# using the web administration interface.

i

Populate from file...

License type: legacy
Minimum vTM Version: 9.3
legacy 9.3

License name:

Add
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6. Click Add.

A relicensing dialog box appears. This enables you to apply the new Legacy FLA License to vIM
instances that are currently using a different Legacy FLA License.

See “Relicensing Virtual Traffic Managers” on page 217 for details of the FLA relicensing
mechanism.

FIGURE 107 Relicensing Dialog Box

Relicense Instances with new FLA license?

You can now select one or more Instances to relicense using the new FLA license

Alternatively, you can do this later.

ervice during the relicensing process.

7. Click Later.
You can perform relicensing operations from the FLA Licenses page.
The new license is added to the FLA Licenses page.
FIGURE 108 Flexible Licenses Page: Legacy FLA Added

FLA Licenses

@ add License

Universal Licenses

License Name Status Default Actions
> universal_v4 Active Yes

Legacy Licenses

License Name Status Default Actions
» legacy_9.3 Active Yes

8. Repeat this procedure if you require additional licenses.

9. Both Legacy FLA Licenses and Universal FLA Licenses have a default FLA. If you have more than one
FLA license for either type, and want to make it the default license for that type, click Make Default.
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Adding an Auto-Accept Policy to the Services Director
If you want to configure vTMs for automatic self-registration, you will need to create one or more auto-accept

policies.
1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.
3. (lick the Catalogs menu, and then click Auto-Accept Policies. The Auto-Accept Policies page
appears.
FIGURE 109 Auto-Accept Policies Page
Auto-Accept Palicies
© Add
Name Policy ID Management Subnet Bandwidth (Mbps) Feature Pack Accepted Versions Access Profile Analytics Profile
> Cerulean  Policy-G5FV-70V2-0OLVS-VCYM  255.255.192.0/18 50 ENT-ADVANCED_full  11.1-17.3 None None
4. Click the Add button above the table of auto-accept policies. The Add an Auto Accept Policy dialog
appears.
FIGURE 110 Auto-Accept Policies Page: Adding an Auto-Accept Policy
Add an Auto-Accept Policy — *
Palicy Name:
Management IP subnet:
Feature Pack: EMNT-ADVANCED_fuw
Bandwidth:
Minimum Version:
Maximum Version:
Access Profile: None v
Analytics Profile: Mone v
5. Enter a unique Policy Name for the auto-accept policy.
6. Enter a Management IP subnet for the auto-accept policy. This identifies the subnet to which a vIM

must belong to be accepted by this policy.

If a vVTM that is evaluated by this policy is from outside this subnetwork, the auto-acceptance of the vIM
is rejected by the auto-accept policy.
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7.

10.

11

12.

Select a Feature Pack for the auto-accept policy. This is the feature pack that will be assigned to a viM
that is successfully evaluated using this policy.

This is not an acceptance condition, but the evaluation of the Bandwidth property refers to this
property.

Enter the Bandwidth for the auto-accept policy. This is the required bandwidth for a vTM that is
evaluated using this policy.

If there is insufficient bandwidth in the specified Feature Pack for a vTM, the auto-acceptance of the
vIM is rejected by the auto-accept policy.

(Optional) Select a Minimum Version for the vTM software. This takes the form X.Y. Examples: 10.0,
10.3.

R1 releases are included automatically for any base version. For example, 10.0 includes 10.0r1.

If a VTM that is evaluated by this policy does not meet this condition, the auto-acceptance of the vIM is
rejected by the auto-accept policy.

Where a Minimum Version is not specified for a policy, the version will be displayed as "Any" in the
Accepted Versions property in the table of policies.

(Optional) Select a Maximum Version for the vIM software. This takes the form X.Y. Examples: 10.4,
11.0.

R1 releases are included automatically for any base version. For example, 10.3 includes 10.3r1.

If a vTM that is evaluated by this policy does not meet this condition, the auto-acceptance of the vIM is
rejected by the auto-accept policy.

Where a Maximum Version is not specified for a policy, the version will be displayed as "Any" in the
Accepted Versions property in the table of policies.

. (Optional) Select an Access Profile.

This access profile identifies the authenticator and permission groups that will be applied to any vIM
that is accepted using this policy.

All cluster members are affected by this change. See

(Optional) Select an Analytics Profile.

This analytics profile identifies the vTM analytics settings that will be applied to any vIM that is accepted
using this policy.

Note: All cluster members are affected by this change. See
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13. Click Add. The new auto-accept policy is added to the table of policies.
14. Expand an auto-accept policy to view its full details.
15. Repeat this process to create all required auto-accept policies.

Once you have created all required auto-accept policies, you can use these to automatically register vTMs, see
“Requesting Self-Registration During vTM Installation” on page 168.

Adding a Cloud Registration Resource to the Services Director

If you want to create a cloud-based vIM that will self-register automatically on the Services Director, you must
first create a Cloud Registration resource on the Services Director. This process requires you to have AWS login
credentials.

Before you create a Cloud Registration resource, you must also create:

* The required Owner on the Services Director, see “Adding an Owner to the Services Director” on
page 137.

* The required Auto-Accept Policy on the Services Director, see “Adding an Auto-Accept Policy to the
Services Director” on page 143.

Note: You can create a Cloud Registration resource without either an Owner or a Self-Registration Policy
property, but the resulting vIM will not contain sufficient information to register automatically on the Services
Director. When this happens, you must process the self-registration manually, see “Processing Self-
Registration Requests Manually” on page 178.

Once you have created a Cloud Registration resource, you can:

* View the user data text block that is required for the creation of the first cloud-based vIM in a cluster,
see “Viewing User Data Text for a Cloud Registration Resource” on page 147.

* C(Create the first cloud-based vIM in a cluster, see “Creating a Cloud-Based Virtual Traffic Manager”
on page 184.

Adding a Cloud Registration Resource
1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.

2. Login as the administration user. The Home page appears.
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3. (lick the Catalogs menu, and then click Cloud Registration. The Setup Cloud Registration page
appears.

FIGURE 111 Setup Cloud Registration Page
Setup Cloud Registration

AWS Credentials

Set credentials used by Services Director for AWS access. These are required
for AWS-based vTMs that will use Traffic IP groups and AWS autoscaling.
They can be set now, in which case the generated Cloud Registration User
Data will include them, or they may be left blank and then filled in at
deployment-time, if required.

If they are left blank then any generated User Data will include placeholders
for the keys.

AWS Access Key | |

AWS Secret Access Key | |

AWS Cloud Registrations
© Add

Mame Owner Auto-Accept Policy
No Data
4. Specify your AWS credentials as AWS Access Key and AWS Secret Access Key, and then click Update.

5. Click the Add button above the table of Cloud Registration resources. The Create a New Cloud
Registration dialog appears.

FIGURE 112 Cloud Registration Page: Adding a Cloud Registration

Create New Cloud Registration *

Owner validation is enabled. For auto-acceptance to succeed, a pre-defined Owner must be included in the User Data you provide to AWS.
You can disable owner validation on the Settings page.

Name: | |
Owner: | None v |
Auto-Accept Policy: |None v |

6. Enter a unigue Name for the Cloud Registration resource.

146 © 2019 Pulse Secure, LLC.



Pulse Secure Services Director Getting Started Guide

7.

10.

11.

(Optional) Select an Owner for the Cloud Registration resource.

If you do not specify an owner before registration, you cannot perform an automatic self-registration of
the cloud-based vTM. However, this information can be added in the AWS system before registration.

You can disable the mandatory validation of this property from the General Settings page, see
“Updating Instance Registration Settings” on page 113.

(Optional) Select an Auto-Accept Policy for the Cloud Registration resource. This is the auto-accept
policy that will be used during the evaluation of a cloud-based vTM's self-registration.

If you do not specify an auto-accept policy before registration, you cannot perform an automatic self-
registration of the cloud-based vIM. However, this information can be added in the AWS system before
registration.

Click Add. The new Cloud Registration resource is added to the table of Cloud Registration resources.
For example:

FIGURE 113 Cloud Registration Page: Cloud Registration Added

AWS Cloud Registrations
© Add

Name owner Auto-Accept Policy

» cloud-reg-01 JK Accept-Policy-01

Expand a Cloud Registration resource to view the user data text block that is required for cloud-based
registration, see “Viewing User Data Text for a Cloud Registration Resource” on page 147.

Repeat this process to create all required Cloud Registration resources.

Once you have created a required Cloud Registration resource, you can use it to create the first cloud-
based vIM in a cluster, see “Creating a Cloud-Based Virtual Traffic Manager” on page 184.

Viewing User Data Text for a Cloud Registration Resource

The Cloud Registrations page enables you to view and copy the user data text block for individual Cloud
Registration resources. This text is required when creating a cloud-based vTM, see “Creating a Cloud-Based
Virtual Traffic Manager” on page 184.

1.

2.

Access your Services Director VA from a browser, using its Service Endpoint IP Address.
Log in as the administration user. The Home page appears.

Click the Catalogs menu, and then click Cloud Registration. The Setup Cloud Registration page
appears.

In the table of AWS Cloud Registrations, locate the required Cloud Registration entry.
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5. Expand the Cloud Registration entry to view the user data text block. By default, this uses base64
encoding. For example:

FIGURE 114 User Data Text Block: Base64 Format

Name owner Auto-Accept Policy

v cloud-reg-01 JK Accept-Policy-01

1G1tZXpvbmU9IkV1cmowZ S9Mb25kb241CmFjY2VwdF 9saWN1bnN1PSIZZ XM CmFj

JCcuMjAxO]gxMDATCNN UJBZOTKQUIt
vSTFRcHduTUEWRONTcUdTSWIZRFFFQkN3VU Vv4Q3pBskInT1ZCQVIUQWEG

YUmxNUOV3 SHdZ RFZRUULEQmhKYm5 S

IYYVdSbmFYUnpJRkIWZ VNCTWRHUXdIaGNOTV TORV
SN3TTRINELUVXpPRFVSV2pCREK1RC3IdDUVIEVIFR ITUIF

B AC A MDY AL AT AE ATME LD AV ] D AC 1 COE dEMAIEA 2 AU ANATE abEatwlbe | 2

-

] show as text

Copy to clipboard

6. If either the Owner or Auto-Accept Policy fields are not specified in the summary entry for the Cloud
Registration entry, you must enable the Show as text check box.

The lines relating to the unspecified Owner or the unspecified Auto-Accept Policy are then included
with placeholder text that you can complete manually in the AWS system. See “Creating the First vTM
in a Cluster” on page 184.

7. Click Copy to Clipboard to copy the displayed user data text block.

Once you have copied the user data text block, you can paste it directly into the AWS creation wizard,
see “Creating a Cloud-Based Virtual Traffic Manager” on page 184.
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Registering an Externally-Deployed Virtual Traffic Manager

The Services Director VA enables you to manually register one or more externally-deployed vTM. This adds the
VTM to the estate of the Services Director, from where it can be licensed, monitored and metered.

Note: You cannot manually register a vIM that uses vIM Communications Channel, including vTMs that are
behind a NAT device. Instead, you must self-register the vTMs, see “Self-Registering an Externally-Deployed
Virtual Traffic Manager” on page 165.

You can register/license a vTM that is in a cluster. This process does not register other vIMs in the cluster, nor
does it license them; you must independently register and license each node in a cluster.

Before you register an externally-deployed vTM, ensure that all required Services Director objects exist:

* The required Feature Pack. This lists the functions supported by the vTM, see “Adding a Feature Pack
to the Services Director” on page 125.

* The required Owner. This identifies the customer/owner for the vTM, see “Adding an Owner to the
Services Director” on page 137.

* The required Access Profile (optional). This identifies the authentication mechanism for the vTM, see
“Creating an Access Profile (vTM User Authentication Only)” on page 268.

The Services Director VA also enables you to deploy vTM. Each is deployed into an container using an existing
instance host. The Services Director VA can then manage the lifecycle states of these vIMs, which is not
supported for externally-deployed vTMs. For details, refer to the Pulse Services Director Advanced User Guide.

Preparing to Register a Virtual Traffic Manager (Universal FLA)

After you have completed the initial configuration of a Services Directors HA pair (see “Preparing to Install
the Services Director Virtual Appliance” on page 9, you can add one or more externally-deployed vIMs to
the estate of the Services Director.

One method for achieving this is by manual registration of each vIM. Typically, these will use a Universal FLA
License.

Note: You cannot manually register a vIM that uses vIM Communications Channel, including vTMs that are
behind a NAT device. Instead, you must self-register the vTMs, see “Self-Registering an Externally-Deployed
Virtual Traffic Manager” on page 165.

You can register an externally-deployed vIM using a Universal FLA when:
* TheVvIM is installed and running.
* ThevIMis at version 10.1 or later.
* You know the vTM's hostname (in DNS-enabled networks) or IP address.

*  The vIM's REST APl is enabled.
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If any VTM is running an earlier version of the vTM software, or has its REST API disabled, you must manually
install a Legacy FLA License onto the Services Director. See “Preparing to Register a Virtual Traffic Manager
(Legacy FLA License)” on page 156.

Note: To minimize delays in licensing, ensure that the clocks of your Services Directors and your VIMs are
aligned.

Registering a Virtual Traffic Manager (Universal FLA)

The Services Director VA supports the registration and management of vIM instances from its vTM Instances
page. After you have completed all initial setup operations, no vIM instances are registered.

Note: You can use this procedure to manually register an AWS vIM instance that has an elastic management
IP address.

Note: You cannot manually register a vIM that is behind a NAT device. This process requires the vIM to be self-
registered, see “Self-Registering an Externally-Deployed Virtual Traffic Manager” on page 165.

If you wish to register a vIM whose REST APl is disabled, see “Registering a Virtual Traffic Manager (Inactive
REST API)” on page 157.

Note: To minimize delays in licensing, ensure that the clocks of your Services Director(s) and your vIM instances
are aligned.

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user.

The Home page appears.
3. C(lick the Services menu, and then click Services Controller: vTM Instances.

The vTM Instances page appears. After you have completed the Setup Wizard, this page contains no
entries.

FIGURE 115 The VIM Instances Page: Before vIM Registrations
VTM Instances

» Filters Filtering by Lifecycle, Instance Health, Licensing Health

© add Show: of 0instances

Name License Name Bandwidth Feature Pack Version Cluster Instance Lifecycle Instance Health Licensing Health

No Data
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4. Click the plus symbol above the empty table.
If there is an instance host present on the Services Director, the following dialog box appears:

FIGURE 116 Adding an Instance Method

Add a vTM instance *®

@ Add an externally-deployed instance
Use this option if the vTM is already installed and running

O Deploy an instance to a container

Use this option if you want Services Director to deplay a vIM on
an instance host

5. Click Add an externally-deployed instance, and then click Next.
After this (or if there is no instance host), a registration wizard appears:

FIGURE 117 Registration Wizard (1 of 3)

Add a vTM instance x

Step 1/3: Enter management address of instance:

Management IP/hostname: ‘

Instance REST APl available

Instance uses default port allocations

Previous

6. Enter the hostname or IP address for the instance.

Note: From this wizard page, you can manually register an AWS vTM instance by specifying its elastic
management IP address. In this instance, you must ensure that the AWS Security Groups for both the
Services Director and the vTM are configured to support traffic flows, see “Preparing an AWS Security
Group” on page 39.
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7. Click Next.
The next page of the wizard appears.

FIGURE 118 Registration Wizard (2 of 3)

Add a vTM instance %

2/3: Enter admin username and password for
instance:

Admin Username: ‘ ‘

Admin Password: ‘ ‘

Previous

8. Enter the administration username and password, and click Next.

The next page of the wizard appears.

FIGURE 119 Registration Wizard (3 of 3)

Add a vTM instance x

3/3: Enter name, licensing and ownership details:

Instance Tag: |

Feature Pack: | ENT-ADVANCED_fu v

|
|
Bandwidth(Mbps): | ‘
|

Owner: | JK v
Access Profile: | MNone v ‘
Analytics Profile: | None v ‘

[J Show advanced options

Previous

9. Enter an Instance Tag for the vIM instance.

This is a user-facing name for the instance that will be used throughout the Services Director VA user
interface. This tag can be changed at any time. It must be unique among non-deleted vTM instances
registered on the Services Director, but can be reused as required.

That is, if an instance is deleted, its tag can be reused for a different instance.
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10. Select a Feature Pack for the vTM instance.
This feature pack must be supported by your Services Director’s License.

If the required Feature Pack is not defined on your Services Director, see “Adding a Feature Pack to
the Services Director” on page 125.

11. Enter a numeric Bandwidth (in Mbps) for the vTM instance.
This bandwidth must be available within your Services Director's Bandwidth License.

12. Either:

* Select an Owner for the vTM instance. See “Adding an Owner to the Services Director” on
page 137. OR

* Select <create new> from the Owner list, and type the name of a new owner. The Services
Director will create a new Owner resource automatically when the registration completes. You
can fully populate the Owner resource afterwards, see “Viewing Full Details for an Owner” on
page 139.

13. (Optional) Select an Access Profile.

This access profile identifies the authenticator and permission groups required for the user
authentication on this vTM instance.

Note: Access profile is a cluster-level configuration property, and is typically set from the vTM Cluster
page (see “Creating a Virtual Traffic Manager Cluster” on page 229). The current cluster-level
setting is displayed in this dialogue. If you provide a new value for this property, the access profile will
be applied to the VIM, and all other vIM instances in its cluster.

14. (Optional) Select an Analytics Profile.
This analytics profile identifies the vTM analytics settings for this vTM instance.

Note: Analytics profile is a cluster-level configuration property, and is typically set from the vTM
Cluster page (see “Creating a Virtual Traffic Manager Cluster” on page 229). The current cluster-
level setting is displayed in this dialogue. If you provide a new value for this property, the analytics
profile will be applied to the vIM, and all other vIM instances in its cluster.

15. Click Show advanced options to view additional settings.

This access profile identifies the authenticator and permission groups required for the user
authentication on this vTM instance.
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Note: Access profile is a cluster-level configuration property, and is typically set on the vIM Cluster (see
“Creating a Virtual Traffic Manager Cluster” on page 229). If selected, the access profile will be
applied to the vTM, and all other vTM instances in its cluster.

FIGURE 120 Registration Wizard (3 of 3)

Add a vTM instance x

3/3: Enter name, licensing and ownership details:

Instance Tag: ‘ cerulean-01 ‘
Feature Pack: |ENTADVANCEDfu v |
Bandwidth(Mbps): ‘ 100 ‘
Oowner: ‘ JK v ‘
Access Profile: ‘ MNone v ‘
Analytics Profile: ‘ MNone v ‘

Show advanced options

VTM Version: ‘ 17.3 v ‘

License Name: ‘ universal_v4 v ‘

The vTM Version will automatically be the software version of your vIM.

16. Select the License Name of your Universal FLA License.

17. Click Finish.
The vTM is added to the vTM Instances table.
If this vTM is at version 10.1 or earlier, no cluster information is displayed.
If this vTM is at version 10.2 or later, its cluster is considered:

* IfthevIMisin a cluster, the cluster is displayed as a Discovered cluster. The other vIMs in the
cluster remain unregistered and unlicensed; you must independently register and license each
node in a cluster.

e IfthisvIMis notin a cluster, a new cluster is created. This cluster has an automatically-
generated name, and is a Discovered cluster.
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See “Working with Virtual Traffic Manager Clusters” on page 225.

FIGURE 121 First Added vTM Instance
vTM Instances

» Filters Filtering by Lifecycle, Instance Health, Licensing Health

© Add Show: of 1instances

Mame License Mame Bandwidth Feature Pack Version Cluster Instance Lifecycle Instance Health Licensing Health

»  cerulean-01  univarsal_va 100 ENT-ADVANCED_full  19.1 Cluster-8D6X-IPOH-7S44-EMYI _ _ _

This new entry shows basic details for the vTM instance. This includes a color-coded Instance Lifecycle
status, Instance Health status, and License Health status. See “Viewing Virtual Traffic Managers”
on page 190.

The Instance Health status is supported on all vTMs at version 10.3 or later with a REST API enabled.
Where it is not supported, it will be shown as N/A.

The License Health status will be Pending (blue) until the licensing is confirmed. This then changes to
Licensed (green).

18. Click the arrow to the left of the entry. The entry then expands to show the full details of the vTM
instance.

FIGURE 122 Full Details for a vTM

v  cerulean01  universalva 100 ENT-ENTERPRISE full 191 Cluster-CRCF-OWDA-T1HE-ZSWS _ _ _

Instance Host Name: Host Instance Type: Externally Deployed

Instance Mame: Instance status:

Bandwidth: Mbps Status: Active

Owner: JK v Advanced Options:

License Name: universal_v4 v wTM Cluster ID:  Cluster-CRCF-9WDA-TTHE-ZSWS
Feature Pack: ENT-ENTERPRISE_fiv uuID:

Certificate:

vTM Management:

I

Admin Username: | _servicesdirector
Admin Password:

SNMP Address: 10.62. 1

=3

REST Address: 10,62, 19070
REST APl Enabled

Ul Address: 10.62. 19090

®

vTM Servers:
Please click for more details (You will be redirected to the vTi

's Diagnose page)
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On this detailed view:

* The UUID property is a unique identifier for the vIM. This property is only populated when the
VIM registration request originates on the vIM.

* The Certificate property is only populated when the vTM Communications Channel feature is in
use, see “Working with vTM Communications Channel” on page 122.

* The Extra Options property lists advanced settings. For more information, refer to
Configuration Options (config_options) in the Pulse Services Director Advanced User Guide.

19. Repeat this procedure to add other vIM instances.
FIGURE 123 Second Added vTM Instance

vTM Instances

» Filters Filtering by Lifecycle, Instance Health, Licensing Health

© Add Show: of Zinstances
Name License Name Bandwidth Feature Pack Version Cluster Instance Lifecycle Instance Health Licensing Health

versaa o0 ST R e——— . N

02 universal_v4 100 ENT-ADVANCED_full  18.1 Cluster-8D6X-VPOR-754A-EMYI

Preparing to Register a Virtual Traffic Manager (Legacy FLA License)

When you register an externally-deployed vTM, typically it is at version 10.1 (or later) and its REST APl is
enabled. See “Registering a Virtual Traffic Manager (Universal FLA)” on page 150.

However, you can also add a vIM that has:
* Adisabled REST API. See “Registering a Virtual Traffic Manager (Inactive REST API)” on page 157.

* Asoftware version of 10.0 (or earlier). See “Registering a Virtual Traffic Manager (Pre-10.1 vTM
Software Version)” on page 160.

You can register these vIM instances when:
* ThevIMisinstalled and running.

* You know the management address for the vIM. The management address that you specify when
registering the vIM should always match the hostname of the vIM being registered. That is:

* Ifthe vTM has been configured with a resolvable hostname, that same hostname should be
used as the management address when registering.

* Ifthe vIM has been configured without a resolvable hostname (and an IP address used
instead), that IP address should be used as the management address when registering.

Note: Where no DNS-system is configured, the use of hostnames should be avoided in the product.
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You have already installed a Legacy FLA License onto the Services Director. See “Adding a Legacy FLA
License to the Services Director” on page 140.

You have manually installed a Legacy FLA License onto the vTM. Refer to the manuals for the Pulse
Secure Virtual Traffic Manager. This is not required when the REST APl is active.

Pulse Secure recommends that you use vIM 10.1 or later and universal licensing wherever possible.

Registering a Virtual Traffic Manager (Inactive REST API)

The Services Director VA supports the registration and management of vIMs from its vTM Instances page.
This process requires:

Avalid Legacy FLA License, keyed to the Service Endpoint Address of your Services Directors. If you do
not have this, see “Adding a Legacy FLA License to the Services Director” on page 140.

A Feature Pack that identifies the supported features for the vIM. If you do not have this, see “"Adding
a Feature Pack to the Services Director” on page 125.

Note: You cannot specify an access profile for a viM when its REST API is disabled.

To register a vIM with an inactive REST API:

1.
2.

Access your Services Director VA from a browser, using its Service Endpoint IP Address.

Log in as the administration user. The Home page appears.

Click the Services menu, and then click Services Controller: vTM Instances.

The vTM Instances page appears.

Click the plus symbol above the empty table.

If there is an instance host present on the Services Director, the following dialog box appears:
FIGURE 124 Adding an Instance Method

Add a vTM instance x

© Add an externally-deployed instance
Use this option if the vTM is already installed and running

O Deploy an instance to a container

Use this option if you want Services Director to deploy a vIM on
an instance host

Click Add an externally-deployed instance, and then click Next.
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After this (or if there is no instance host), a registration wizard appears:

FIGURE 125 Registration Wizard (1 of 3)

Add a vTM instance x

Step 1/3: Enter management address of instance:

Management IP/hostname: |

Instance REST APl available

Instance uses default port allocations

Previous

5. Enter the management address for the vTM.

The management address that you specify when registering the vTM should always match the
hostname of the vIM being registered. That is:

If the vTM has been configured with a resolvable hostname, that same hostname should be
used as the management address when registering.

If the vTM has been configured without a resolvable hostname (and an IP address used
instead), that IP address should be used as the management address when registering.

Where no DNS-system is configured, the use of hostnames should be avoided in the product.

6. Clear the Instance REST API available check box.

FIGURE 126 Clearing the Instance REST API Available Check Box

Add a vTM instance x

Step 1/3: Enter management address of instance:

Management IP/hostname: | 10.62.167.197

O Instance REST APl available

Instance uses default port allocations

7. Click Next.
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This option bypasses the second page of the wizard, and delivers you directly to the final page.

FIGURE 127 Registration Wizard (3 of 3)

Add a vTM instance x

3/3: Enter name, licensing and ownership details:

MNOTE For instances with no REST APl support, the
user must install an apporopriate legacy FLA
license directly via the vTM Admin Ul, SOAP APl or
CLI.

Instance Tag: |

Feature Pack: | ENT-ADVAMNCED_fu v

Bandwidth{Mbps): |

Owner: K v

Previous

8. Enter an Instance Tag for the vTM instance.

This is a user-facing name for the instance that will be used throughout the Services Director VA user
interface. This tag can be changed at any time. It must be unique among non-deleted vTM instances
registered on the Services Director, but can be reused as required.

That is, if an instance is deleted, its tag can be reused for a different instance.
9. Select a Feature Pack for the vTM instance.
This feature pack must be supported by your Services Director’s License.

If the required Feature Pack is not defined on your Services Director, see “Adding a Feature Pack to
the Services Director” on page 125.

10. Enter a numeric Bandwidth (in Mbps) for the vIM instance.
This bandwidth must be available within your Services Director's Bandwidth License.

11. Select an Owner for the vTM instance. See “Adding an Owner to the Services Director” on
page 137.

Alternatively, select <create new> from the Owner list, and type the name of a new owner. The Services
Director will create a new Owner resource automatically when the registration completes. You can fully
populate the Owner resource afterwards, see “Viewing Full Details for an Owner” on page 139.
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12. Click Finish.

The vTM is added to the vTM Instances table.

The Cluster and software Version for this vIM are not shown, as the REST APl is required to retrieve
this information from the vTM.

If this vTM is not already in a cluster (and is at version 10.2 or later with the REST APl enabled), a new
Cluster is created. This cluster has an automatically-generated name, and is a Discovered cluster. See
“Working with Virtual Traffic Manager Clusters” on page 225.

FIGURE 128 VIM Instance: Inactive REST API)

vTM Instances

» Filters Filtering by Lifecycle, Instance Health, Licensing Health

© had Show: of 3 instances
Mame License Mame Bandwidth Feature Pack Version Clustar Instance Lifecycle Instance Health Licensing Health

» universal_va 100 ENT-ADVANCED_full 17.3 Cluster-8DaX-VPOH-7S4A-FMYI _ _ _

» universal_v4 100 ENT-ADVANCED_full 17.3 Cluster-8DEX-VPOH-7S4A-FMYI _ _ _

This new entry shows basic details for the vTM instance. This includes a color-coded Instance Lifecycle
status, Instance Health status, and License Health status.

The Instance Health status is always N/A for vIMs using a Legacy FLA. This feature is only supported
on VIMs at version 10.3 or later with a REST APl enabled.

The License Health status will be Pending (blue) until the licensing is confirmed. This then changes to
Licensed (green).

If the Pending status does not clear after a few minutes, log in to the affected vIM and investigate
further.

Registering a Virtual Traffic Manager (Pre-10.1 vTM Software Version)

The Services Director VA supports the registration and management of vIM instances from its vTM Instances
page. This process requires:

160

Avalid Legacy FLA License, keyed to the Service Endpoint Address of your Services Director instances. If
you do not have this, see “Adding a Legacy FLA License to the Services Director” on page 140.

A Feature Pack that identifies the supported features for the vIM. If you do not have this, see "Adding
a Feature Pack to the Services Director” on page 125.

Access your Services Director VA from a browser, using its Service Endpoint IP Address.

Log in as the administration user. The Home page appears:
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3. C(lick the Services menu, and then click Services Controller: vTM Instances. The VTM Instances page
appears.

4. Click the plus symbol above the empty table.

If there is an instance host present on the Services Director, the following dialog box appears:

FIGURE 129 Adding an Instance Method

Add a vTM instance x

® Add an externally-deployed instance
Use this option if the vTM is already installed and running

© Deploy an instance to a container

Use this option if you want Services Director to deploy a vIM on
an instance host

Click Add an externally-deployed instance, and then click Next.

After this (or if there is no instance host), a registration wizard appears:

FIGURE 130 Registration Wizard (1 of 3)

Add a vTM instance x

Step 1/3: Enter management address of instance:

Management IP/hostname: |

Instance REST APl available

Instance uses default port allocations

Previous

5. Enter the management address for the vTM.

The management address that you specify when registering the vTM should always match the
hostname of the vIM being registered. That is:

* Ifthe vIM has been configured with a resolvable hostname, that same hostname should be
used as the management address when registering.

* Ifthe vTM has been configured without a resolvable hostname (and an IP address used
instead), that IP address should be used as the management address when registering.

Where no DNS-system is configured, the use of hostnames should be avoided in the product.

© 2019 Pulse Secure, LLC. 161



Pulse Secure Services Director Getting Started Guide

6. Click Next. The next page of the wizard appears.

FIGURE 131 Registration Wizard (2 of 3)

Add a vTM instance x

2/3: Enter admin username and password for
instance:

Admin Username: | |

Admin Password: | |

Previous

7. Enter the administration username and password.
8. Click Next. The next page of the wizard appears.

FIGURE 132 Registration Wizard (3 of 3)

Add a vTM instance x

3/3: Enter name, licensing and ownership details:

Instance Tag: |

Feature Pack: | ENT-ADVAMNCED_fu v

Bandwidth{Mbps): |

Owner: K v

Access Profile: | None v |

) show advanced options

Previous

9. Enter an Instance Tag for the vIM instance.

This is a user-facing name for the instance that will be used throughout the Services Director VA user
interface. This tag can be changed at any time. It must be unique among non-deleted vTM instances
registered on the Services Director, but can be reused as required.

That is, if an instance is deleted, its tag can be reused for a different instance.
10. Select a Feature Pack for the vTM instance.
This feature pack must be supported by your Services Director’s License.

If the required Feature Pack is not defined on your Services Director, see “Adding a Feature Pack to
the Services Director” on page 125.
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11. Enter a numeric Bandwidth (in Mbps) for the vIM instance.
This bandwidth must be available within your Services Director's Bandwidth License.

12. Select an Owner for the vTM instance. See “Adding an Owner to the Services Director” on
page 137.

Alternatively, select <create new> from the Owner list, and type the name of a new owner. The Services
Director will create a new Owner resource automatically when the registration completes. You can fully
populate the Owner resource afterwards, see “Viewing Full Details for an Owner” on page 139.

13. (Optional) Select an Access Profile.

This access profile identifies the authenticator and permission groups required for the user
authentication on this vTM instance.

Note: Access profile is a cluster-level configuration property, and is typically set from the vTM Cluster
page (see “Creating a Virtual Traffic Manager Cluster” on page 229). The current cluster-level
setting is displayed in this dialogue. If you provide a new value for this property, the access profile will
be applied to the VIM, and all other vIM instances in its cluster.

14. Click Show advanced options to view additional settings.

FIGURE 133 Registration Wizard (3 of 3)

Add a vTM instance x

3/3: Enter name, licensing and ownership details:

Instance Tag: |

Feature Pack: | ENT-ADVAMNCED_fu v

Bandwidth{Mbps): |

Owner: K v

Access Profile: | None v |

Show advanced options

VTM Version: | 10.0 v

License Name: | legacy_9.3 v

Previous

The vTM Version will automatically be the software version of your vIM.
15. Select the License Name for your Legacy FLA License.

If the required Legacy FLA License is not listed, you must add it before you can register this vIM. See
“Adding a Legacy FLA License to the Services Director” on page 140.
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16. Click Finish.

The vTM is added to the vTM Instances table.

The Cluster and software Version for this vIM are not shown, as version 10.2 and an active REST API
are required to retrieve this information from the vIM.

FIGURE 134 VTM Instance: Pre-10.1 vTM Software Version

© Add Shaw: of 4instances
Name License Name Bandwidth Feature Pack Version Cluster Instance Lifecycle Instance Health Licensing Health
» cerulean-01 universal_v4 100 ENT-ADVANCED_full 17.3 Cluster-8DEX-VPOH-7S4A-FMYI
» cerulean-02 universal_v4 100 ENT-ADVANCED_full 17.3 Cluster-8D8X-VPOH-754A-FMYI
» 50 ENT-ADVANCED _full
> legacy_9.3 50 ENT-ADVANCED_full  10.0

This new entry shows basic details for the vIM instance. This includes a color-coded Instance Lifecycle
status, Instance Health status and a License Health status. See “Viewing Virtual Traffic Managers”
on page 190.

The Instance Health status is always N/A for vIMs using a Legacy FLA. This feature is only supported
on vIMs at version 10.3 or later with a REST API enabled.

The License Health status will be Pending (blue) until the licensing is confirmed. This then changes to
Licensed (green).

If the Pending status does not clear after a few minutes, log in to the affected vIM and investigate
further.
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Self-Registering an Externally-Deployed Virtual Traffic Manager

The Services Director VA supports the self-registration of externally-deployed vIM. This adds vTMs to the
estate of the Services Director, from where it can be licensed, monitored and metered.

This section describes the principles of vIM self-registration, and outlines the processing of self-registration
requests on the Services Director.

Note: You must use self-registration for all vTMs that use the vIM Communications Channel, including vTMs
that are behind a NAT device.

Overview: VTM Self-Registration (VMware)

After you have completed the initial configuration of the Services Director, you can add one or more externally-
deployed vTMs to the estate of the Services Director.

One method for achieving this is by self-registration of the vTMs.

Note: Self-registration on the Services Director VAis also supported for cloud-based vTMs on AWS installations,
see "Overview: VTM Self-Registration (Cloud)” on page 182.

Note: Self-registration of vTMs that are in a private network behind a NAT requires the use of vTM
Communications Channel on each vTM, see “Working with vTM Communications Channel” on page 122.

Self-registration is initially configured from the vTM user interface. An Administrator configures the vTM so that
it will request self-registration on a specified Services Director. Typically, this is done during the installation
wizard for the VTM, see “Requesting Self-Registration During vTM Installation” on page 168. However, this
can also be done during later configuration of the vTM. See “Requesting Self Registration on a Configured
vIM” on page 173.

Self-registration can be either manual or automatic:

* Manual self-registration requires configuration of the vIM so that it requests self-registration on the
Services Director.

When the request is received, the Services Director adds it to a queue of self-registration requests. The
Administrator processes these manually as required, and can accept, decline or blacklist a request (see
“Processing Self-Registration Requests Manually” on page 178).
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Once a request is accepted, the vIM is added to the list of vTMs known to the Services Director.
Licensing of the vTM can then occur as a separate process.

FIGURE 135 Manual Self-Registration of a vIM

viM Services Director
. . Manual vTM Registration Queue
Self-Registration € Q
Configuration
{Manual) Self-Reg Request
Self-Reg Request
vTM Requests
Self-Registration ‘ Self-Reg Request ‘
‘ M Ilv P 5 ’_ 1 _ Decline/Blacklist
anually Process Reqguest Request
Approve
Request
RegisteredviMs |
——————— >
vTM Requests
Licensing
vTM
Licence A———————— -
Services Director
Licenses vTM

Automatic self-registration requires configuration on both the vIiM and the Services Director. An auto-
accept policy must exist on the Services Director. This policy (one of many, potentially) defines the
acceptance conditions and some fixed values for vTMs that use the policy. A policy must be referenced
during the configuration of self-registration on the vTM.

When the request is received, the Services Director evaluates the request against the specified auto-
accept policy, and will either accept or reject the vIM automatically.



Once accepted, the vIM is added to the list of vTMs known to the Services Director, and licensing of the
vTM can then occur as a separate process. When rejected (for example, when there is insufficient
bandwidth remaining, or the vIM is from outside the subnetwork), the vIM is added to the queue for
manual self-registration requests instead, and the Administrator can process this in the usual way (see
above).

FIGURE 136 Automatic Self-Registration of a vIM

viM Services Director
Self-Registration Auto-Accept
Configuration Policies
(Automatic) Automated Registration
# | Self-Reg Request PO_"CV
vTM Requests Retrieved
Self-Registration Auto-Accept Policy |
Evaluate Reqlm
Evaluation
Fails
Evaluation
Registered Succeeds
vTMs 4
A
_______ > I L

vTM Requests | I
Licensing I Manual vTM [
| Registration [
viM | Requests [
Licence A ———— == —— |
Services Director [ [
Licenses vTM L___ .

Note: Once aVvTM is configured for self-registration, it will make a self-registration request every time it restarts.
The Services Director will assess this request, but will not process it if the vIM is already registered, blacklisted,
or there is a pending self-registration request for the vIM.

Note: Once a self-registration request is received by the Services Director from a vIM, you must not change the
cluster to which the vTM belongs until the registration request is accepted.
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Requesting Self-Registration During vTM Installation
When you install the vIM VA, you can configure it for self-registration on the Services Director VA. Both manual
and automatic self-registrations are supported.

Note: For avIM atv19.1 or later, vTM Communications Channel (Comms Channel) is always enabled during the
vIM's configuration wizard. To disable Comms Channel on an installed vTM at v19.1 or later, see “Disabling
Comms Channel on a vTM” on page 123.

Note: Once self-registration is requested by the vTM to the Services Director, you must not change the cluster
to which a vIM belongs until the registration request is accepted.

Requesting Manual Self-Registration During the Installation of a vTM
This procedure enables you to configure a vIM for manual self-registration.
Note: For avIM atv19.1 or later, vIM Communications Channel (Comms Channel) is always enabled during the

VIM's configuration wizard. To disable Comms Channel on an installed vTM at v19.1 or later, see “Disabling
Comms Channel on a vTM” on page 123.

Note: For automatic self-registration, see “Requesting Automatic Self-Registration During the Installation
of a vTM” on page 170.

1. Install the vTM VA,
2. Login to the vTM VA to start its installation wizard.
3. Progress through the Setup Wizard until the following page appears:

FIGURE 137 VIM Installation Wizard: License Key Page

Initial configuration, step 7 of 8

7. License Key

To use the traffic manager, you will need a valid license key. You have the following licensing options:

® Upload a license key for this traffic manager
Register for flexible licensing using Services Director
Skip licensing for now (traffic manager will run in Developer mode until licensing is configured)

Upload a new license key:

Key file: Choose File | No file chosen

If you need to obtain a license key, please visit the Brocade vTM website.

- Back Next »
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4. Select Register for flexible licensing using Services Director. The page updates to include fields for
self-registration:

FIGURE 138 VIM Installation Wizard: Requesting Self-Registration

Initial configuration, step 7 of 8

7. License Key

To use the traffic manager, you will need a valid license key. You have the following licensing options:

Upload a license key for this traffic manager
'® Register for flexible licensing using Services Director
Skip licensing for now (traffic manager will run in Developer mode until licensing is configured)

This traffic manager will automatically register with your Services Director deployment.

Note: Services Director places some requirements on traffic managers it licenses in this way. If you proceed with this option:
« Services Director will be provided with user credentials for this traffic manager in order to install and configure licenses
+ The REST API of this traffic manager will be enabled
« If this traffic manager is used as a template for other traffic manager appliances, these statements will be true for those as well

Services Director Address:

This should be the address of your Services Director's REST API, in the form <hostname/IP address=:<port=

Services Director Certificate:

You may provide details below to identify your registration request to the Services Director administrator.
Your e-mail address:

Registration Message:

Instance Owner:
Owner Secret:

Auto-accept Policy ID:

Advanced options
This traffic manager appliance is for use as a template only (don't auto-register it with Services Director)

- Back Next »

5. Specify the Services Director Address. This is the management address of the REST API port for the
Services Director, as an <ip_address/host>:<port> pair.

6. Paste the Services Director's REST API SSL certificate as the Services Director Certificate. Contact the
Services Director Administrator to obtain this.

7. (Optional) Specify Your e-mail address. If you provide this, the Services Director Administrator will
receive a notification email when the self-registration request is received by the Services Director.
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8.

10.

11.
12.

13.

(Optional) Specify a Registration Message. This is seen by the Services Director Administrator when
they view the self-registration request.

(Optional) Select an Owner for the vTM instance.

The owner entry was created in the Services Director, see “Adding an Owner to the Services
Director” on page 137.

Where you have selected an Owner, enter the Owner Secret password.

The password for the owner was created in the Services Director, see “"Adding an Owner to the
Services Director” on page 137.

Do not enter an Auto-accept Policy ID. This is required for automatic self-registration only.

Ensure that the Advanced Options check box is clear. This is only required when creating a template
VTM, see “Working with vTM Templates” on page 273.

Click Next to go to the final wizard page and complete the wizard.
After the wizard completes, the vIM restarts.

The Services Director will receive a self-registration request from the vIM after the vIM restarts. The
request is added to the queue of VTM self-registration requests, and can then be processed manually,
see “Accepting a Pending Self-Registration Request” on page 178.

Note: Once a vIM is configured for self-registration, it will make a self-registration request every time it
restarts. The Services Director will assess this request, but will not process it if the vIM is already
registered, or there is a Pending self-registration request for the vTM.

Note: Once a self-registration request is received by the Services Director from a vIM, you must not
change the cluster to which the vTM belongs until the registration request is accepted.

Requesting Automatic Self-Registration During the Installation of a vTM

This procedure enables you to configure a vIM for automatic self-registration.

Note: For a vIM at v19.1 or later, vTM Communications Channel (Comms Channel) is always enabled during
installation. To disable Comms Channel on an installed vIM at v19.1 or later, see “Disabling Comms Channel
on a viM"” on page 123.

Note: For manual self-registration, see “Requesting Manual Self-Registration During the Installation of a
vIM” on page 168.

1.

2.

170

Install the vTM VA.

Log in to the VM VA to start its installation wizard.
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3. Progress through the Setup Wizard until the following page appears:

FIGURE 139 VIM Installation Wizard: License Key Page

Initial configuration, step 7 of 8

To use the traffic manager, you will need a valid license key. You have the following licensing options:

® Upload a license key for this traffic manager
Register for flexible licensing using Services Director
Skip licensing for now (traffic manager will run in Developer mode until licensing is configured)

Upload a new license key:
Key file: Choose File | No filz chosen
If vou need to obtain a license key, please visit the Brocade vTM website.

- Back Next

4. Select Register for flexible licensing using Services Director. The page updates to include fields for
self-registration:

FIGURE 140 VIM Installation Wizard: Requesting Self-Registration

Initial configuration, step 7 of 8

To use the traffic manager, you will need a valid license key. You have the following licensing options:

Upload a license key for this traffic manager
% Register for flexible licensing using Services Director
Skip licensing for now (traffic manager will run in Developer mode until licensing is configured)

This traffic manager will automatically register with your Services Director deployment.

Note: Services Director places some requirements on traffic managers it licenses in this way. If you proceed with this option:
= Services Director will be provided with user credentials for this traffic manager in order to install and configure licenses
« The REST API of this traffic manager will be enabled
« If this traffic manager is used as a template for other traffic manager appliances, these statements will be true for those as well

Services Director Address:

This should be the address of your Services Director's REST API, in the form <hostname/IP address>:<port>

Services Director Certificate:

You may provide details below to identify your registration reguest to the Services Director administrator.
Your e-mail address:

Registration Message:

Instance Owner:
Owner Secret:

Auto-accept Policy ID:

Advanced options
This traffic manager appliance is for use as a template only (don’t auto-register it with Services Director)

- Back Next »
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5. Specify the Services Director Address. This is the management address of the REST API port for the
Services Director, as an <ip_address/host>:<port> pair.

6. Paste the Services Director's REST API SSL certificate as the Services Director Certificate. Contact the
Services Director Administrator to obtain this.

7. (Optional) Specify Your e-mail address. If you provide this, the Services Director Administrator will
receive a notification email when the self-registration request is received by the Services Director.

8. (Optional) Specify a Registration Message. This is seen by the Services Director Administrator when
they view the self-registration request.

9. Select an Owner for the vIM instance. The owner entry was created in the Services Director, see
“Adding an Owner to the Services Director” on page 137.

10. Enter the Owner Secret password for the selected Owner. The password for the owner was created in
the Services Director, see “Adding an Owner to the Services Director” on page 137.

11. Enter the Auto-accept Policy ID of the auto-accept policy required for this vTM instance. The auto-
accept policy was created in the Services Director, see “Adding an Auto-Accept Policy to the Services
Director” on page 143.

12. Ensure that the Advanced Options check box is clear. This is only required when creating a template
VTM, see “Working with vTM Templates” on page 273.

13. Click Next to go to the final wizard page and complete the wizard. After the wizard completes, the vIM
restarts. The Services Director will receive a request for automatic self-registration the vIM after the
VIM restarts. Either:

* Ifthe request can be processed automatically using the specified auto-accept policy, the vIM is
added to the estate of the Services Director immediately, and subsequently licensed.

* If the request cannot be processed automatically using the specified auto-accept policy, the
request is added to the queue of VTM self-registration requests, and can then be processed
manually, see “Accepting a Pending Self-Registration Request” on page 178.

Once a vIM is configured for self-registration, it will make a self-registration request every time it restarts. The
Services Director will assess this request, but will not process it if the vTM is already registered, or there is a
Pending self-registration request for the vTM. note: Once a self-registration request is received by the Services
Director from a vTM, you must not change the cluster to which the vTM belongs until the registration request is
accepted.
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Requesting Self Registration on a Configured vTM
You can configure an existing vTM to request self-registration.

To request self-registration on a configured vTM:
1. Log into the Services Director.
2. Click the System menu, and then click Service SSL Certificate.
The Service SSL Certificate page appears.
3. Click the PEM tab to view the SSL certificate in text form.
4. Copy the entire SSL certificate into your clipboard.
5. Loginto the vTM.
6. Go to System > Licenses.
7. Under Services Director Registration:

* Setremote_licensing!registration_server to the public Services Director SEA and port. For
example: 10.71.12.13: 8100.

* Paste the Services Director SSL certificate from Step 4 into
remote_licensing!server_certificate.

* Setremote_licensinglowner to the required Services Director Owner tag.
* Set remote_licensinglowner_secret to the secret/password for the Owner.

* (Optional) Set remote_licensing!policy_id to the UUID of the Services Director Self-
Registration Policy. This is required for automatic self-registration only.

* Ensure that remote_licensing!lcomm_channel_port is set to 8702.
* Setremote_licensing!lcomm_channel_enabled to the required value:

* |[fitis setto Yes, Comms Channel will be enabled on the vTM.
e |fitis setto No, Comms Channel will be disabled on the vTM.

Note: The Comms Channel configuration on a vIM is not replicated to all vIMs in a cluster.

* (Optional) Set remote_licensing!email_address to an email address for system messages
regarding the registration request.

* (Optional) Set remote_licensing!message to a registration message that will be visible on the
Services Director vTM Instance Registrations page.

8. Click Save and Register.
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The vTM will register with the Services Director using the requested Comms Channel setting.

Note: For avIM atv19.1 or later, vTM Communications Channel (Comms Channel) is always enabled during the
vIM's configuration wizard. To disable Comms Channel on an installed vTM at v19.1 or later, see “Disabling
Comms Channel on a vTM” on page 123.

Viewing vTM Instance Registration Requests

The vTM Instance Registrations page lists all self-registration requests (both manual and automatic) that
have been received by the Services Director from vIMs.

FIGURE 141 The VvIM Instance Registration Page
vIM Instance Registrations

P Filters Showing Pending

Instance ID Info Status Registration Time Email Address Registration Message Owner Validated? Actions
3 1062163171:9070 Pending  2016-10-0315:3522  admin@democom  Please register v
3 1062163172:9070 Pending  2076-10-03 153824 x
> 1062162173:9070 Pending  2016-10-03 153854 ECEDED
OlOL00)

See “Understanding vTM Registration Requests” on page 175 for details of the headings.

You can Accept, Blacklist and Decline individual registrations from this list, see “Processing Self-
Registration Requests Manually” on page 178.

Expand a registration request to view its full details. For example:

FIGURE 142 VTM Instance Registration: Detailed View

Instance ID Info Status Registration Time Email Address Registration Message Owner Validated? Actions
v 1062169171:9070 Pending  2016-10-0315:3522  admin@democom  Please register v
Registration I : Reg-7LDJ-FZHF-XOVN-DDY29

Instance REST Address :  1062169171:9070

Status Pending

Registration Time 2016-10-0315:35:22

Email Address admin@demo.com

nstance Version Mial

Qwner JK

Registration Message:  Please register automatically!
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This page also includes:

* Acollapsed list of filters. These filters control which request state categories are displayed. See
“Filtering Self-Registration Requests” on page 177. Typically, you will view Pending requests only.

To view all requests for automatic self-registration, ensure you set the filter to include Accepted
registrations.

* Paging controls for when there are larger numbers of registration requests.

Understanding vTM Registration Requests

Each entry in the table of vIM registration requests shows properties for a single self-registration request.
Both automatic and manual self-registration requests are included. To view successful automatic self-
registration requests, ensure that you have Accepted requests included, see “Filtering Self-Registration
Requests” on page 177.

Property Description

Instance ID Info The information presented here depends on the use of vTM Communications Channel
(Comms Channel):

*  Where a registration request has come from a vIM that is using Comms Channel, the
UUID of the vTM is displayed.

*  Where a registration request has come from a vIM that is not using Comms Channel|,
REST APl address/port is displayed.

See “"Working with vTM Communications Channel” on page 122.

Status The current state of the self-registration request. This determines the Actions that are
supported for the request. See “Understanding Registration Status” on page 176.

Registration Time The time at which the Services Director received the self-registration request.

Email Address The e-mail address of the administrator who configured the self-registration request on the
VIM.

Registration Message A text field. Typically, this will provide information for the Administrator who will process the
self-registration request.

Owner Validated? Indicates whether owner information was received from the vTM, and whether it was valid:

* Atick indicates that owner/password information was received from the vTM, and that
these have been validated against the Services Director's known owners.

* Across indicates that owner/password information was received from the vTM, but that
it failed validation.

* Ablank column indicates that no owner/password information was received from the
VIM.

Actions A list of state transition actions that are valid from the current state. See “Understanding
Registration Status” on page 176.
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Understanding Registration Status

The status of each self-registration request is displayed in the vTM Instance Registration page. See “Viewing
VvTM Instance Registration Requests” on page 174.

Once self-registration is requested by the vIM to the Services Director, you must not change the cluster to which a viM
belongs until the registration request is accepted.

The lifecycle of a self-registration request is as follows:

FIGURE 143 State Model: Self-Registration Requests

~
7

Accepted

When a self-registration request is received, it is given a PendinOg status.

For an automatic self-registration request, the auto-accept policy is then evaluated. Either:

The evaluation of the auto-accept policy is successful. The request transitions automatically to Accepted,
and the vIM is registered.

The evaluation of the auto-accept policy is unsuccessful. The request retains its Pending status, and
must then be resolved manually (see below).

For manual self-registration requests, you can transition it to:

Accepted. You can manually transition a Pending request to Accepted, which completes the registration.
See “Accepting a Pending Self-Registration Request” on page 178.

Declined. You can manually transition a Pending request to Declined if you do not wish to accept the
request. See “Declining a Pending Self-Registration Request” on page 179. You can transition a
Declined request back to Pending if required.

Blacklisted. You can manually transition a Pending request to Blacklisted if you do not wish to accept the
request. See “Blacklisting a Pending Self-Registration Request” on page 180. You can transition a
Blacklisted request back to Pending if required.

A Pending request will transition to Blacklisted automatically after a defined timeout period. This defaults to 24
hours. See “Updating Instance Registration Settings” on page 113.

176
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The displayed states are subject to a status filter. By default, only Pending requests are shown. See “Filtering
Self-Registration Requests” on page 177.

To view automatic self-registration requests, you will need the Accepted requests to be visible.

Filtering Self-Registration Requests

You can filter the self-registration requests that are included on the vTM Instance Registration page. By
default, only Pending requests are shown. When the filters are collapsed, a summary of the filter settings is
shown:

FIGURE 144 VTM Self Registration Filters: Collapsed

b Filters Filtering by Pending, Blacklisted. Declined

Click the arrow on the left side of the filters to expand the Status Filter list.

FIGURE 145 VTM Self Registration Filters: Expanded
¥ Filters Filtering by Pending, Blacklisted, Declined

Status Filter

Elacklisted

Declined

To view automatic self-registration requests that have been processed, the Accepted requests must be visible.
1. Click the Catalogs menu, and then click Licensing: Instance Registrations.
The vTM Instance Registration page appears.
2. C(lick the left arrow next to Filters to expand the Status Filter list.
3. Under Status Filter, select the check box for each required self-registration state.

Any state that is ticked is included in the table of self-registration requests.
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Processing Self-Registration Requests Manually

All manual self-registrations and all failed automatic self-registrations are initially given a status of Pending.
Each Pending request must be processed manually:

“Accepting a Pending Self-Registration Request” on page 178.
“Declining a Pending Self-Registration Request” on page 179.
“Blacklisting a Pending Self-Registration Request” on page 180.

“Returning a Declined/Blacklisted Self-Registration Request to Pending” on page 181.

Accepting a Pending Self-Registration Request

You can manually transition a Pending self-registration request to Accepted. You have the opportunity to review,
change and confirm registration details before completing the process.

Once a vIM is registered, you cannot change the Accepted state of self-registration request.

178

1.

Access your Active Services Director VA user interface from a browser, using the Service Endpoint
Address of your Services Director.

Log in as the admin user. The Home page appears.

Click the Catalogs menu, and then click Licensing: Instance Registrations.
The vTM Instance Registration page appears.

Expand the filters, and ensure that Pending requests are included.

Locate the required Pending request.

Examine the information presented for the request, see “Understanding vTM Registration
Requests” on page 175.

If additional information is required, expand the entry to view all details for the request, see “Viewing
VvTM Instance Registration Requests” on page 174.

In the Actions column for the request, click Accept.
The Accept Registration dialog box appears.
Enter an Instance Name for the vIM.

This is a user-facing name for the vIM that will be used throughout the Services Director VA user
interface. This tag can be changed at any time. It must be unique among non-deleted vTM instances
registered on the Services Director, but can be reused as required.

That is, if an instance is deleted, its tag can be reused for a different instance.

Enter an Owner for the vIM.
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10. Select a Feature Pack for the vTM.

11.

12.

13.

This feature pack must be supported by your Services Director’s License. If the required Feature Pack is
not defined on your Services Director, see “Adding a Feature Pack to the Services Director” on
page 125.

Enter a numeric Bandwidth (in Mbps) for the vTM.
This bandwidth must be available within your Services Director's Bandwidth License.
(Optional) Select an Access Profile.

This access profile identifies the authenticator and permission groups required for the user
authentication on this vTM. See “Working with User Authentication” on page 255.

Click Accept.

The state of the request changes to Accepted. The authenticator and permission groups in the access
profile are applied to the vIM. Existing authenticators and permission groups may be overwritten, but
none will be deleted. All members of a cluster are affected.

The VTM then appears as a registered vIM on the vTM Instances page.

Note: If the vTM uses Comms Channel, hyperlinks to the vTM will not be used, see “Working with vTM
Communications Channel” on page 122.

Declining a Pending Self-Registration Request

You can manually transition a Pending self-registration request to Declined. You can provide a reason for this
decision if required.

You can exclude Declined requests from the vTM Instance Registration page if required by changing the
Status Filter. See “Filtering Self-Registration Requests” on page 177.

You can transition a Declined self-registration request back to Pending. See “Returning a Declined/Blacklisted
Self-Registration Request to Pending” on page 181.

1.

Active Services Director VA user interface from a browser, using the Service Endpoint Address of your
Services Director.

Log in as the admin user. The Home page appears.

Click the Catalogs menu, and then click Licensing: Instance Registrations.
The vTM Instance Registration page appears.

Expand the filters, and ensure that Pending requests are included.

Locate the required Pending request.
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6. Examine the information presented for the request, see “Understanding vTM Registration

Requests” on page 175.

If additional information is required, expand the entry to view all details for the request, see “Viewing
VTM Instance Registration Requests” on page 174.

In the Actions column for the request, click Decline.
The Decline Registration dialog box appears.
(Optional) Enter your reasons for declining the request.

This information will be accessible to the vTM's Administrator.

9. C(lick Decline to close the dialog box. The state of the request changes to Declined.

Blacklisting a Pending Self-Registration Request

You can manually transition a Pending self-registration request to Blacklisted.

You can exclude Blacklisted requests from the vTM Instance Registration page if required by changing the
Status Filter, see “Filtering Self-Registration Requests” on page 177.

A Pending request will transition to Blacklisted automatically after a defined timeout period. This defaults to 24
hours. See “Updating Instance Registration Settings” on page 113.

Note: You can transition a Blacklisted self-registration request back to Pending. See “Returning a Declined/
Blacklisted Self-Registration Request to Pending” on page 181.

1.

180

Access the Services Director VA user interface from a browser, using the Service Endpoint Address of
your Services Director.

Log in as the admin user.

The Home page appears.

Click the Catalogs menu, and then click Licensing: Instance Registrations.
The vTM Instance Registration page appears.

Expand the filters, and ensure that Pending requests are included.

Locate the required Pending request.

Examine the information presented for the request, see “Understanding vTM Registration
Requests” on page 175. If additional information is required, expand the entry to view all details for
the request, see “Viewing vTM Instance Registration Requests” on page 174.

In the Actions column for the request, click Blacklist.

The state of the request changes to Blacklisted.
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Returning a Declined/Blacklisted Self-Registration Request to Pending

You can transition a Declined/Blacklisted self-registration request back to Pending. For example, you can choose
to do this after an issue with a Declined request is resolved, or when a request that was Blacklisted
automatically (see “Updating Instance Registration Settings” on page 113) still needs to be processed.

1. Active the Services Director VA user interface from a browser, using the Service Endpoint Address of
your Services Director.

2. Login as the admin user.
The Home page appears.
3. (lick the Catalogs menu, and then click Licensing: Instance Registrations.
The vTM Instance Registration page appears.
4. Expand the filters, and ensure that Declined/Blacklisted requests are included.
5. Locate the required request.
6. Inthe Actions column for the request, click Set to Pending.

The state of the request changes to Pending.

Requesting Re-Registration of a vTM

After you have successfully self-registered a vTM, you may need to re-register it. For example, if the
authorization credentials on the vIM change.

This process is performed entirely in the vTM user interface, under System > Licenses > Services Director
Registration.

To force re-registration, update the registration details as required. Then, enable the Force Re-Registration
check box and click Save and Register.

See the Virtual Traffic Manager documentation for full details of the vTM VA software.
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Self-Registering a Cloud-Based Virtual Traffic Manager

The Services Director VA supports the automatic self-registration of cloud-based vIM instances. This adds
cloud-based vTMs to the estate of the Services Director, from where it can be licensed, monitored and
metered.

This section describes the principles of automatic self-registration for cloud-based vIMs.

Note: Self-registration of vTMs that are in a private network behind a NAT requires the use of vIM
Communications Channel on each vTM, see “Working with vTM Communications Channel” on page 122.

Overview: VTM Self-Registration (Cloud)

After you have completed the initial configuration of theServices Director, you can add one or more externally-
deployed vTM to the estate of the Services Director.

One method for achieving this is by automatic self-registration a cloud-based vIM.
Note: Currently, cloud-based vIMs are supported on the Amazon Web Services (AWS) EC2 platform.

Note: Self-registration of vTMs that are in a private network behind a NAT requires the use of vIM
Communications Channel on each vTM, see “Working with vTM Communications Channel” on page 122.

Cloud-based automatic registration begins on the Services Director, where a Cloud Registration resource must
be created for one or more required deployments, see “Adding a Cloud Registration Resource to the

Services Director” on page 145. This resource identifies a number of properties that will be used by a cloud-
based vTM, such as its Owner and the Self-Registration Policy that the Services Director will use to evaluate it.

Once a Cloud Registration resource has been created, a block of automatically-generated text becomes
available on the Services Director. This text encapsulates the user data required by the AWS system to create
the first cloud-based vIM in a cluster, and this vTM can automatically self-register on the Services Director. To
do this, the administrator first manually copies this text into the AWS vIM creation wizard. Then, after the
administrator specifies all other required network-specific details, the cloud-based AWS vIM is created. This
process is described in “Creating the First vTM in a Cluster” on page 184.

Self-registration of a cloud-based vIMs is intended to be automatic. The vTM makes a self-registration request
to the Services Director. When the self-registration request is received, the Services Director evaluates the
request against the specified self-registration policy, and will either accept or reject the vIM automatically.

When accepted, the vTIM is added to the list of vTMs known to the Services Director. When rejected (for
example, when there is insufficient bandwidth remaining, or the self-generated text does not include both an
Owner and a Self-Registration Policy), the vIM is added to the queue of manual self-registration requests
instead, and the Administrator can process manually, see “Processing Self-Registration Requests Manually”
on page 178.
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FIGURE 146 Automatic Self-Registration of a Cloud-Based vIM
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See for a full description of this process.

If you want to create additional cloud-based vTMs in the same cluster, you replace the user data text block for
the Cloud Registration resource with the user data text block from the vIM's cluster, see

Once a self-registered vIM is known to the Services Director, the Services Director will respond to valid
licensing requests by licensing the vTM, in the same way as for any other registered vIM.

Note: Once avIM is configured for self-registration, it will make a self-registration request every time it restarts.
The Services Director will assess this request, but will not process it if the vIM is already registered, blacklisted,
or there is a pending self-registration request for the vTM.

Note: Once a self-registration request is received by the Services Director from a vIM, you must not change the
cluster to which the vTM belongs until the registration request is accepted.

Note: A detailed description of the creation of an AWS cloud-based vTM can be found in the Virtual Traffic
Manager documentation, refer to the Pulse Virtual Traffic Manager Cloud Services Installation and Getting Started
Guide.
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Creating a Cloud-Based Virtual Traffic Manager

You create one or more cloud-based vTM instances from the Amazon Web Services (AWS) system. To do this,
you use a block of user data text that is created automatically by the Services Director, see “Overview: vTM
Self-Registration (Cloud)” on page 182 for details.

You must create each cloud-based instance individually. There are separate processes for:

Creating the first cloud-based vIM in a cluster, see “Creating the First vTM in a Cluster” on page 184.

Creating the second cloud-based vIM in a cluster, see “Creating the Second vIM in a Cluster” on
page 186.

All subsequent cloud-based vIMs in a cluster, see “Creating Subsequent vTMs in a Cluster” on
page 188.

Creating the First vTM in a Cluster

The creation of a cloud-based vIM that is the first in a cluster is described below as a high-level process.
Specific implementation choices will depend on your network configuration.

Before you perform this process, you must:

Create the required Cloud Registration resource, see “Adding a Cloud Registration Resource to the
Services Director” on page 145.

Have the user data text block for this resource in your clipboard, see “Viewing User Data Text for a
Cloud Registration Resource” on page 147.

Then, perform the following procedure.

1.

184

On the Services Director, access the required Cloud Registration resource, and copy its user data text
block to the clipboard. See “Viewing User Data Text for a Cloud Registration Resource” on
page 147.

Access the Amazon Web Services (AWS) system and log in using your AWS credentials.
Access the EC2 dashboard.

Launch the process to create a new instance.

This starts a wizard that will lead you through the creation process.

On page 1 of the wizard (Choose AMI), locate and select the Amazon Machine Image (AMI) for the vIM
from the AWS Marketplace.

On page 2 of the wizard (Choose Instance Type), select the required instance type.
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7. On page 3 of the wizard (Configure Instance):

Ensure the number of instances is 1. You can add more cloud-based instances to the cluster
later, see “Creating the Second vTM in a Cluster” on page 186.

Select your network and subnetwork.

You can choose to automatically assign a public IP for the new instance if required. By default, a
public IP address is not assigned to a new instance. Your need to do this will depend on your
specific networking configuration.

Expand the advanced details, and paste in the AWS user data from your Cloud Registration
resource.

If your user data is plain text, add any incomplete properties, such as owner or auto-accept
policy. If these are not specified, automatic self-registration will be unable to complete.

Note: If you do not intend to complete the owner or auto-accept policy properties, you must remove
the incomplete entries from the pasted user data text block before continuing.

Configure all other settings to your requirement.

8. On page 4 of the wizard (Add Storage), configure settings to match your network and requirement.

9. On page 5 of the wizard (Tag Instance), create a tag with Key set to “Name”, and Value set to the unique
required name for your instance.

10. On page 6 of the wizard (Configure Security Group), either create a new security group, or select an
existing one.

11. On page 7 of the wizard (Review):

Review your choices and confirm. This effectively closes the wizard, but further configuration
information is required.

Create a new key pair. This key pair is used for this instance and all others that join its cluster.
Download the key pair and save it in a safe location for future reference and use.

Launch the instance.

The wizard closes and you are informed that the instance is being created.

Once the instance is created, it appears on the list of instances that is accessible from the EC2
dashboard.
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When the Services Director receives the auto-registration request from the new cloud-based vTM, it will
process the request:

* If automatic self-registration succeeds, the vIM will appear on the vTM Instances page, see
“Viewing Virtual Traffic Managers” on page 190. The vTM uses a new Discovered cluster. The
name of the vTM is the private IP assigned by AWS to the vTM.

Note: If the vTM uses Comms Channel, hyperlinks to the vTM will not be used, see “Working
with vTM Communications Channel” on page 122.

* If automatic self-registration is unable to complete (for example, because of a missing owner or
auto-accept policy), the registration request will appear as a Pending self-registration request on
the Instance Registrations page. From there, you can manually process the request, see
“Processing Self-Registration Requests Manually” on page 178. Once you have accepted
this self-registration request, you can create a second cloud-based vTM to the cluster, see
“Creating the Second vTM in a Cluster” on page 186.

Creating the Second vTM in a Cluster

The creation of a cloud-based vIM that is the second in a cluster is described below as a high-level process.
Specific implementation choices will depend on your network configuration.

Note: Before you perform this process, you must create the first vVIM in a cluster (refer to “Creating the First
vTM in a Cluster” on page 184), and then access the user data text block from its vIM Cluster resource. This
user data text block replaces the one that was used to create the first cloud-based vIM.

1.
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On the Services Director, access the vIM Cluster for the first vIM instance in the cluster, and copy its
Cluster text block to the clipboard. See “Understanding Virtual Traffic Manager Cluster Details” on
page 226.

Access the Amazon Web Services (AWS) system and log in using your AWS credentials.
Access the EC2 dashboard.

Launch the process to create a new instance.

This starts a wizard that will lead you through the creation process.

On page 1 of the wizard (Choose AMI), locate and select the Amazon Machine Image (AMI) for the vIM
from the AWS Marketplace.

On page 2 of the wizard (Choose Instance Type), select the required instance type.
On page 3 of the wizard (Configure Instance):

* Ensure the number of instances is 1. You can add more cloud-based instances to the cluster
later, see “Creating Subsequent vTMs in a Cluster” on page 188.

* Select your network and subnetwork.
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* You can choose to automatically assign a public IP for the new instance if required. By default, a
public IP address is not assigned to a new instance. Your need to do this will depend on your
specific networking configuration.

* Expand the advanced details, and paste in the AWS user data from your vIM cluster.

* Configure all other settings to your requirement.
8. On page 4 of the wizard (Add Storage), configure settings to match your network and requirement.
9. On page 5 of the wizard (Tag Instance), enter a name for your instance.

10. On page 6 of the wizard (Configure Security Group), select the existing security group that you used for
the first instance in the cluster.

11. 0On page 7 of the wizard (Review):

* Review your choices and confirm. This effectively closes the wizard, but further configuration
information is required.

* Select the key pair that you created for the first vIM in the cluster. This key pair is used for all
instances in the cluster.

* Launch the instance.
The wizard closes and you are informed that the instance is being created.

Once the instance is created, it appears on the list of instances that is accessible from the EC2
dashboard.

When the Services Director receives the auto-registration request from the new cloud-based vTM, it will
process the request:

* If successful, the vTM will appear on the vTM Instances page, see “Viewing Virtual Traffic
Managers” on page 190. This vVTM shares its Discovered cluster with the first vVIM in the
cluster. The name of the vTM is the private IP assigned by AWS to the vTM.

Note: If the vIM uses Comms Channel, hyperlinks to the vTM will not be used, see“Working
with vTM Communications Channel” on page 122.

* If unsuccessful, the registration request will appear as a Pending self-registration request on the
Instance Registrations page. From there, you can manually process the request, see
“Processing Self-Registration Requests Manually” on page 178. Once you have accepted
this self-registration request, you can create additional cloud-based vIMs in the cluster, see
“Creating Subsequent vTMs in a Cluster” on page 188,
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Creating Subsequent vTMs in a Cluster

Once you have created the first and second cloud-based vIMs in a cluster, creating additional vTMs in the
cluster can be performed by duplicating the second vIM from the EC2 dashboard.

Note: You do not need to access and copy any user data text blocks during this process.

The creation of additional cloud-based vIMs in a cluster is described below as a high-level process. Specific
implementation choices will depend on your network configuration.

1.

2.

188

Access the Amazon Web Services (AWS) system and log in using your AWS credentials.
Access the EC2 dashboard and view your instances.

Select the second instance in the cluster and issue a new action to create another instance like the one
selected.

The instance creation wizard starts, and you are taken to page 7.
On page 7 of the wizard (Review):

* Edit the tag for the new instance, so that it is unique. By default, it uses the same tag name as
the duplicated instance.

* Review your choices and confirm. This effectively closes the wizard, but further configuration
information is required.

* Select the key pair that you created for the first vIM in the cluster. This key pair is used for all
instances in the cluster.

* Launch the instance.
The wizard closes and you are informed that the instance is being created.

Once the instance is created, it appears on the list of instances that is accessible from the EC2
dashboard.

When the Services Director receives the auto-registration request from the new cloud-based vTM, it will
process the request:

* If successful, the vTM will appear on the vTM Instances page, see “Viewing Virtual Traffic
Managers” on page 190. This vVTM shares its Discovered cluster with the first vIM in the
cluster. The name of the vTM is the private IP assigned by AWS to the vIM.

* Ifunsuccessful, the registration request will appear as a Pending self-registration request on the
Instance Registrations page. From there, you can manually process the request, see
“Processing Self-Registration Requests Manually” on page 178.
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Working with Virtual Traffic Managers
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Overview: Working with Virtual Traffic Managers

Once you have installed your Pulse Secure Virtual Traffic Managers (vTMs), you manage them from the vTM
Instances page of the Services Director VA. From this page, you can:

* View the basic status details for each vTM, including:
* The lifecycle state of each VTM.
* The instance health of each vTM.
* The licensing health for each vIM.
*  Show full details for each VIM.
* Change the order in which vTMs are displayed.
* Update the details for each vTM.
* Delete a vIM.
* Filter vTMs based on lifecycle state, instance health and licensing health.
* Change the lifecycle status for vTMs deployed from the Services Director.

Note: Toregister an externally-deployed vTM, see “Adding Virtual Traffic Managers to the Services Director”
on page 121.

Note: The operation of Traffic Management and Load Balancing on individual vTMs is not addressed by the
Services Director product. This requires use of the Pulse Secure Virtual Traffic Manager software for each vIM.
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Viewing Virtual Traffic Managers
The vTM Instances page shows a table of all vTM instances known by the Services Director.

This page also includes:

A collapsed list of filters. These filters control which categories of vIM instances are displayed. See
“Filtering vTMs"” on page 196.

A count of instances.
Paging controls for when there are larger numbers of vIM instances.
FIGURE 147 The vIM Instances Page

vIM Instances

P Filters Filtering by Lifecycle. Instance Health

@ Add Show of 4 instances
Name License Name Bandwidth Feature Pack Version 4 Cluster Instance Lifecycle Instance Health Licensing Health
» viridian-01 legacy_9.3 150 STM-400_ful _ _
» sunshine-0O1 legacy_9.3 200 STM-400_ful 100 _ b _
»  violst-Ol fitvarsal U3 100 STM-400_fu 103 Cluster-ACBL-ABCM-W5CR-ELSP _ _ _
»  violet-02 universal_v3 100 STM-400_ful 103 Cluster-RNPP-UIP-RUAT-Q2JU _ _ _
@ @ Page 11 @ @

Understanding Basic Details of a Virtual Traffic Manager
Each entry in the table of vTM instances shows basic details for the vTM.

e

Name The chosen name for the vIM. The name is displayed as a hyperlink, except where the vTM
uses Comms Channel, see “Working with vTM Communications Channel” on
page 122.
Names can be edited, and reused after a vIiM is deleted if required.

License Name The name of the FLA License for the vTM. This will either be a Universal FLA or a Legacy FLA,
depending on the vTM settings.

Bandwidth The maximum permitted bandwidth for this vTM (in Mbps).

Feature Pack The chosen Feature Pack for the vIM.

Version The software version for the VTM.
Where the vTM's REST API is unavailable, this is blank.

Cluster The current cluster for the vIM. This is supported when:

The vTM is deployed by the Services Director.
The vIM is at version 10.2 or later with a REST APl enabled.

190
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T

Instance Lifecycle A colored indicator (green, blue, orange, red, black) and description of the vTM's lifecycle status.
See “Understanding Lifecycle Status (Externally-Deployed vTMs)” on page 191.

Instance Health A colored indicator (green, blue, orange, red, black) and description of the vTM's current health
status, which reflects the health of the cluster to which it belongs. See “Understanding the
Instance Health of a Virtual Traffic Manager” on page 192.

License Health A colored indicator (green, blue, orange, red, black) and description of the vIM's current
licensing health status. See “Understanding the Instance Health of a Virtual Traffic
Manager” on page 192.

Action Actions are only available for vIMs deployed by the Services Director.

*  When a VvIM is Active, a Stop button is displayed. This enables you to stop the VM,
changing its status to /dle. A status of Stopping is displayed during this process.

*  WhenaVvTM is ldle, a Start button is displayed. This enables you to start the vTM, changing
its status to Active. A status of Starting is displayed during this process.

Understanding Lifecycle Status (Externally-Deployed vTMs)
The Instance Lifecycle state of each vIM is displayed in the vTM Instances page.

When you register an externally-deployed vTM, the lifecycle operations supported by the Services Director VA
are as follows:

FIGURE 148 Lifecycle States: Externally-Deployed vTMs

~
\
Instance is
registered ;
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Stablé states ey Transition attempted

el Transition successful
el Transition unsuccessful

_ a= a= o« Transition following retry of failed action
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For most externally-deployed vTMs, the Instance Lifecycle state will remain Active until the vTM is deleted.

Note: The Lifecycle Status column for an externally-deployed vIM does not display a live monitoring status.
As a result, if a vIM fails independently, this will not be indicated.

FIGURE 149 Lifecycle Status Column: Externally-Deployed vTMs
Active A stable state
(Transitional) A transitional state, indicating that an operation is in progress

A transitional state, indicating that an operation has failed

Deleted A stable state

Note that:

* Where additional information is available, a red triangle is displayed next to the text of the status. Pause
over this with your pointer to read the additional information in a dialog box.

* The displayed states are subject to the Instance Status filter. See “Filtering vIMs” on page 196.
You can affect the Lifecycle Status of an externally-deployed vTM as follows:

* Bydeleting a vIM from its entry in the vIM table. See “Deleting a Virtual Traffic Manager” on
page 199.

* Other states are visible during relicensing.

Understanding Lifecycle Status (Deployed vTMs)

The Instance Lifecycle state of each vIM is displayed in the vTM Instances page.

When you deploy a vTM from the Services Director VA, it is deployed into a container on an instance host. This
container enables full control of lifecycle operations for the vIM.

Refer to the Pulse Services Director Advanced User Guide for full details.

Understanding the Instance Health of a Virtual Traffic Manager
The Instance Health of each vTM is displayed in the vTM Instances page.

The displayed Instance Health of a vVTM is a summary status that reflects the health of the cluster to which the
vIM belongs. As a result, where cluster health is an issue, all vTMs in a cluster will typically display the same
status.
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Instance Health is reported as follows:

FIGURE 150 Instance Health Column

The cluster status on the instance is either not being

N/A monitored or the instance is deleted

The Traffic Manager uses an older software version (pre-v10.3)

N/A which does not support this feature

The cluster status on the instance is configured, but is not
available. For example, when its REST API is not enabled

The cluster is in a Healthy state. This matches the dashboard

Okay state on the Traffic Manager itself.

The cluster is in a Warning state. This matches the dashboard

Warning state on the Traffic Manager itself.

The cluster is in a Serious state. This matches the dashboard
state on the Traffic Manager itself.

Note that:

* Instance health checks are only performed for vTMs at version 10.3 or later with an active REST API. For
all other cases, the Instance Health is reported as N/A.

* Where additional information is available, a red triangle is displayed next to the text of the status. Pause
over this with your pointer to read the additional information in a dialog box.

* The displayed states are subject to the Instance Health filter, see “Filtering vIMs"” on page 196.

Understanding the Licensing Health of a Virtual Traffic Manager
The Licensing Health of each vTM is displayed in the vTM Instances page.

The displayed Licensing Health of a vVIM is a summary status, based on a number of licensing checks.
Licensing is requested every three minutes using a callback mechanism. The method varies, depending on
whether a Universal FLA or Legacy FLA License is in use on a vIM.

Licensing Health is reported as follows:

FIGURE 151 Licensing Health Column

The Traffic Manager has called back and been licensed in the

Licensed past three minutes

The Traffic Manager has been installed, but has not yet called back

The licensed Traffic Manager has not called back for over three

Grace Period minutes (but less than six weeks)

The licensed Traffic Manager has not called back for over six
weeks (the grace period has expired)

N/A Not Applicable: the Traffic Manager is not Active, and
licensing checks are not required.
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Note that:

* License checks are only performed for vTMs with an Active Lifecycle Status. For all other lifecycle
states, the Licensing Health is reported as N/A.

* Where additional information is available, a red triangle is displayed next to the text of the status. Pause

over this with your pointer to read the additional information in a dialog box.

* The displayed states are subject to the Licensing Health filter, see “Filtering vTMs"” on page 196.

Viewing Full Details for a Virtual Traffic Manager

The vTM Instances page shows a table of basic details for all vTM instances. To view full details for a vTM, click
the arrow on the left side of the vTM's entry.

FIGURE 152 Viewing Full Details for a vIM Instance

»  oscaretOl universal_va 100 STM-400-Ful 101 _ N/A _
O violet-01  uriversal_v3 150 STM-400-Ful 103kl Viclet-Cluster _ _
3 scarlet-O1 universal_v3 100 STM-400-Full 101 _ N/A _
v violet-01 universal_v3 150 STM-400-Full 10.3b1 Violet-Cluster _ _
Instance Host Name Hest Instance Type Externally Deployed
Instence Name: Instance status:
Bandwidth: Mbps Status. Active
CPU Usage IZI Advanced Options:
Qunar 'IK WTM Cluster ID:  Violet-Cluster
License Name: universal_v3 v Extra Options I:|
Feature Pack:
vTM Management:
Adrmin Username
Admin Password @
SNMP Address
REST Addrezs:
Ul Address
vITM Servers:
Name Pool Port Throughput{Mbps) Vserver Health
VS-Pool-512 Poal-512 82 o]
VS-Pool-327 Pooal-327 81 o] Warning £
VS-Pool-421 Poal-421 80 o] _
Please click for more details (You will be redirected to WTM Diagnose page)

Note: The administration password for the vIM is not displayed by default. To reveal the administration
password, click the eye button next to the Password field.

194

© 2019 Pulse Secure, LLC.



Pulse Secure Services Director Getting Started Guide

This view shows full details for the vTM, and includes a list of vServers with a status for each. See
“Understanding vServer Status” on page 197.

Changing the Display Order of vTMs

The vTM Instances page shows a table of all vTMs known by the Services Director.

The table of vTMs can be sorted according to any of the basic details, including Lifecycle Status and Licensing
Health (see “Understanding Basic Details of a Virtual Traffic Manager” on page 190). For example, the
table is sorted by default by ascending Name.

FIGURE 153 VIM Table Sorted By Ascending Name

MNams * License Name Bandwidth Feature Pack Version Cluster Instance Lifecycle Instance Health Licensing Health
» sunshine-01 legacy_2.3 200 STM-400_ful 100 _ L2 _
> igletOl universal_v3 100 STM-400_fu 103 Cluster-ACBL-ABCM-WSCR-ELSP _ _ _
» universal_v3 100 STM-400_fu 103 Cluster-RNPP-UIP-RUAT-Q2JU _ _ _

To sort the table based on ascending values of any of the basic details, click the relevant column heading. For
example, after clicking the Bandwidth heading, the same table is now sorted according to ascending
Bandwidth.

FIGURE 154 VTM Table Sorted By Ascending Bandwidth

Name License Name Bandwidth & Feature Pack Version Cluster Instance Lifecycle Instance Health Licensing Health
> viclet:02 universal_v3 100 STM-400_fu 103 Cluster-RNPP-UIP9-RUAT-Q2JU _ _ _
»  videtOl universal_v3 100 STM-400_fu 103 Cluster-ACSL-ABCM-WSCR-ELSP _ _ _
»  sunchine-O1  legacy 93 200 STM-400_fu 100 _ _

Clicking the column heading again will sort the table according to a descending view of the same basic detail.
For example, after clicking the Bandwidth heading again, the same table is now sorted according to a
descending value of Bandwidth.

FIGURE 155 VIM Table Sorted By Descending Bandwidth

Name License Name Bandwidth § Feature Pack Version Cluster Instance Lifecycle Instance Health Licensing Health
» sunshine-01 legacy_9.3 200 STM-400_ful 100 _ _
»  violet-0l universal_v3 100 STM-400_fu 103 Cluster-ACBL-ABCM-WSCR-ELSP _ _ _
»  violet-02 universal_v3 100 STM-400_fu 103 Cluster-RNPP-UIPS-RUAT-GZJU _ _ _
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Filtering vTMs

You can filter the vTM instances that are included on the vTM Instances page.

By default, the filters are collapsed, and a summary of filters is shown:

FIGURE 156 VTM Instance Filters: Collapsed

P Filters Filtering by Lifecycle. Instance Health

You can expand this to show the filters list.

FIGURE 157 VTM Instance Filters: Expanded
¥ Filters Filtering by Lifecycle, Instance Health
Instance Health Filter

Basic Filters Lifecycle Filter

Deleted NJA

Marme

Failed Errar

Licensing Health Filter  Cluster Filter

Failed

The following filters are supported, which can be used in combination:

* Basic Filters - this filters vTMs by name. This supports regular expressions for search purposes.

* Lifecycle Filter - this filters vTMs by instance lifecycle status. Any of the four lifecycle states can be
included/excluded. That is: Active, Idle, Failed, Deleted. You cannot filter using any of the (orange)

supported transitional states.

vTMs with the Deleted instance lifecycle state are not included by default.

* Instance Health Filter - this filters vTMs by license health. Any of the four licensing states can be

included/excluded. That is: Error, Warning, OK or N/A.

Licensing Health Filter - this filters vIMs by license health. Any of the licensing states can be included/
excluded. That is: Licensed, Pending, Warning, Failed or N/A.

Cluster Filter - this filters vTMs using a single selected cluster. The list of clusters includes both
Discovered and User Created clusters, see “Working with Virtual Traffic Manager Clusters” on
page 225.

Perform the following procedure:

1.
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Click the Services menu, and then click Services Director: vTM Instances.
The vTM Instances page appears.

Under Basic Filters, type a Name if required. This supports regular expressions for search purposes.
This filter is applied automatically as you type.
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When a Name filter is set the summary of filters includes "Name".

Under Lifecycle Status, select the check box for each required instance lifecycle state.
Any state that is ticked is included in the table of vTMs.

Deleted vIMs are not included by default. To include these, select the Deleted check box.
Under Instance Health, select the check box for any required instance health states.
Any state that is ticked is included in the table of vTMs.

Under License Health, select the check box for any required licensing health states.

Any state that is ticked is included in the table of vTMs.

Under Cluster, select the required cluster from the drop-down list.

The table of vTMs is limited to vTMs that are in the selected cluster.

Updating Details for a Virtual Traffic Manager

You can update many of the details of a vTM from the vTM Instances page.

1.

Click the Services menu, and then click Services Director: vTM Instances. The vTM Instances page
appears.

Locate the vTM's entry in the table of vIMs.
Click the arrow on the left side of the vIM's entry. The entry expands to show full details for the vTM.
Make the required changes to the vTM's details.

Click Apply.

Understanding vServer Status

Each vIM will have one or more vServers. Each vServer is responsible for balancing incoming traffic across a
pool of nodes, as configured on the Pulse Secure Virtual Traffic Manager itself.

A list of vServers is included in the vTM detailed view on the vTM Instances page. The VIM must be at version
10.3 or later with the REST API available. For example:
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FIGURE 158 Virtual Traffic Manager Details: vServers

Instance Host Name: Host Instance Type Externally Deployed
Instance Name: viclet-01 Instance status:
Bandwidth: Mbps Status: Active
CPU Usage D Advanced Options:
Owner JK WTM Cluster ID- Viclet-Cluster
License Mame: universal_v3 v Extra Options
Feature Pack
vITM Management:
Admin Username | admin |
Admin Password: | essssssse |@>
SMNMP Address: | 1062169165161 |
REST Addrass: | 10.62169165:2070 |
REST API:
Ul Address: [10621621659090 |
vIM Servers:
Name Pool Port Throughput(Mbps) Viserver Health
V5-Pool-512 Pool-512 82 0
VS-Pool-327 Pool-327 81 0 Warning £\
V5-Pool-421 Pool-421 80 0 _

Please click for more details (You will be redirected to vTM Diagnose pags)

In this example, the vTM Servers list shows three vServers:

* VS-Pool-512is in an Error state. This indicates that all of its nodes are in error. Pausing the pointer over
the warning triangle will list failed pool nodes.

* VS-Pool-327is in a Warning state. This indicates that some (but not all) of its nodes are in error. Pausing
the pointer over the warning triangle will list failed pool nodes.

* VS-Pool-421 is in an OK state. This indicates that all of the vServer pool nodes are working.

The VTM Servers list is limited to ten vServers, but by default this list displays in descending order of severity.
That is, vServers showing an Error at the top, then vServers showing warnings, then vServers with no errors.

Note: To investigate any listed errors, click the Please click for more details control. You will be redirected to
VvTM Diagnose page on the VTM software, outside of the Services Director VA.
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Deleting a Virtual Traffic Manager
You can delete a vTM from the vTM Instances page.

When you delete an externally-deployed vIM:

The vTM itself is not actually deleted. It continues to exist, and remains registered. However,
monitoring, metering and licensing checks for the vTM are halted.

The Lifecycle Status of the vTM changes to Deleted.
The Licensing Health of the vTM changes to N/A.

The Name of a Deleted vTM can be reused by a different vTM.

Note: vTMs with the Deleted state are not included in the default filter settings for the vTM Instances page. To
include these vTMs in the vTM Instances page, see “Filtering vIMs” on page 196.

When you delete a vTM that was deployed by the Services Director VA:

The vTM must be in an /dle state.

The VvTM itself is deleted.

The vTM's container is deleted.

The Lifecycle Status of the vIM changes to Deleted.
The Instance Health of the vTM changes to N/A.
The Licensing Health of the vTM changes to N/A.

The Name of a Deleted vTM can be reused by a different vTM.

To delete a vIM:

1.

Click the Services menu, and then click Services Director: vTM Instances. The vTM Instances page
appears.

Locate the vIM's entry in the table of vIMs.
To the right of the vTM's entry, click the X control. A confirmation control appears.

FIGURE 159 The Delete Confirmation Control

N/A

= o 12

N/A

Click Delete.
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Configuring Auto Cleanup of Virtual Traffic Managers

You can configure Services Director to automatically delete registered vIM instances that have failed. This may
be under specific circumstances, such as when a vIM is used to perform a transient service, and that service
has ended.

Note: The deletion of a VTM from Services Director does not delete the vTM itself.
There are two configurations supported:

* Services Director deletes any automatically self-registered vIM that has failed. For details of this
registration process, see “Self-Registering an Externally-Deployed Virtual Traffic Manager” on
page 165.

* Services Director deletes any vIM that has failed.

Both configurations require configuration of all Instance Failure Period and Instance Monitor Interval
settings in the Services Director General Settings, see “Updating Monitoring Settings” on page 111.

To configure automatic deletion of failed vIMs:
1. Access the System > General Settings page.
2. Under Monitoring, update the following settings:

* Instance Monitor Interval - the length of the monitoring cycle. That is, the period of time, in
seconds, between each Services Director attempt to retrieve monitoring information from each
VvIM. The default value is 60. When vTM monitoring information cannot be retrieved by Services
Director for this period, the Instance Health of a vTM instance will change to Error on the vIM
Instances page.

* Instance Failure Period - the period of time, in seconds, after which the instance is considered
to have failed if vTM monitoring information cannot be retrieved by Services Director. The
default value is 180. When the vTM fails, auto-deletion will be triggered on eligible vTMs.

Note: Typically, the Instance Failure Period will be several times longer than the Instance Monitor
Interval.

3. Under Auto Cleanup vTMs, choose the required setting:
* To delete only automatically self-registered vIMs that fail, click Self Registered Auto Accepted.
The Auto Cleanup vTMs Status changes to Self Registered Auto-Accepted.
FIGURE 160 Configure Auto Cleanup of Failed Auto Self-Registered vIMs

Auto Cleanup vTMs

Auto Cleanup vTMs Status: Self Registered Auto Accepted  Services Director can automatically mark instances

@ m as deleted if they repeatedly fail monitoring
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* To delete all vTMs that fail, click All.
The Auto Cleanup vTMs Status changes to All.
FIGURE 161 Configure Auto Cleanup of Failed vIMs

Auto Cleanup vTMs

Auto Cleanup vTMs Status: AllvTMs Services Director can automatically mark instances

ﬂ Self Registered Auto Accepted as deleted if they repeatedly fail monitoring

* (Optional) To disable Auto Cleanup, click Off.
The Auto Cleanup vTMs Status changes to Off.

Once the configuration process is complete, vTMs of the selected type will be deleted from the Services
Director in the event of a vIM failure. See also “Example of Auto Cleanup” on page 201.

Example of Auto Cleanup
In the following example:

* The vIMs vermilion-01 and vermilion-02 were manually registered on Services Director.
* The VvIMs cerulean-01 and cerulean-02 were automatically self-registered on Services Director.

* Auto Cleanup is configured so that automatically self-registered vIiMs will be automatically deleted from
Services Director in the event of failure.

FIGURE 162 Example: VIM Instances Page

VTM Instances

» Filters Filtering by Lifecycle, Instance Health, Licensing Health

© Add Show: of 4instances

Name License Name Bandwidth Feature Pack Version Cluster Instance Lifecycle Instance Health Licensing Health

> vermilion-01 universal_v4 50 ENT-ENTERPRISE_full 1941 Cluster-93AW-HPKU-HIB6-0JOV
»> vermilion-02 universal_v4 50 ENT-ENTERPRISE_full 191 Cluster-93AW-HPKU-HIB6-0JOV

> cerulean-01 universal_v4 80 ENT-ENTERPRISE_full 19.1 Cluster-NBKN-NJZ5-HDOB-BG2N

> cerulean-02 universal_v4 100 ENT-ENTERPRISE_full 191 Cluster-NBKN-NJZ5-HDOB-BG2N

After a monitoring cycle, if monitoring information cannot be retrieved from Vermilion-07 and Cerulean-01, their
Instance Health and Licensing Health update to indicate this.
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FIGURE 163 Example: Monitoring Fails on vTMs

VvITM Instances

¥ Filters Filtering by Lifecycle, Instance Health, Licensing Health

© Add Show: of 4 instances
Name License Name Bandwidth Feature Pack Version Cluster Instance Lifecycle Instance Health Licensing Health
» vermilion-01 universal_vd 50 ENT-ENTERPRISE_full 1941 Cluster-93AW-HPKU-H9B6-0JOV _ m Grace period £\
»  vermilion-02  universal.vé 50 ENT-ENTERPRISE_full  19.1 clusteraaan-wpkuHossojoy  [Aven | ORI [ censed
> cerulean-01 universal_v4 80 ENT-ENTERPRISE_full 19.1 Cluster-NBKN-NJZ5-HDOB-BG2N _ m Grace period £\
> cerulean-02 universal_v4 100 ENT-ENTERPRISE_full 191 Cluster-NBKN-NJZ5-HDOB-BG2N _ _ _

Once the failure period is reached without monitoring information being retrieved, auto cleanup triggers:
* Vermilion-01 is not deleted, as it was not automatically self-registered.
* Cerulean-01 is deleted, as it was automatically self-registered.

FIGURE 164 Example: Automatic Self-Registered vIM Deleted

VTM Instances

» Filters Filtering by Lifecycle, Instance Health, Licensing Health

© Add Show: of 3instances
Name License Name Bandwidth Feature Pack Version Cluster Instance Lifecycle Instance Health Licensing Health
> vermilion-01  universal_v4 50 ENT-ENTERPRISE_full  19.1 Cluster-93AW-HPKU-HIB6-0JOV _ “ Grace period A
. el Seee—VRECTR———— - N |
> cerulean-02 universal_va 100 ENT-ENTERPRISE_full 19.1 Cluster-NBKN-NJZ5-HDOB-BG2N _ _ _

To confirm the deletion, expand the Filters and view Deleted vTMs to see the deleted Cerulean-07 vTM:

FIGURE 165 Example: Viewing Deleted vTMs

VITM Instances

v Filters Filtering by Lifecycle, Instance Health, Licensing Health

Basic Filters Lifecycle Filter Instance Health Filter  Licensing Health Filter ~ Cluster Filter

[m]
dle [m} V] Pending @
Failed [m] Error ]
Failed
© Add Show: of 1 instances
Name License Name Bandwidth Feature Pack Version Cluster Instance Lifecycle Instance Health Licensing Health
> cerulean-01 universal_v4 80 ENT-ENTERPRISE_full Cluster-NBKN-NJZ5-HDOB-BG2N Deleted N/A NA

Note: Deleted vTMs are purged from Services Director after a default period of 42 days. This period can only
be set from the REST AP, see the Services Director Advanced User Guide.
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Working with Application Templates (Enterprise Feature Tier)

Once a clustered vIM is registered on vIM, the vTM can be configured to support the use of one or more
applications. This can be achieved either by manually configuring the vIM using its GUI (see the Virtual Traffic
Manager documentation) or by using application templates.

* “Overview of Application Templates and Template Instances” on page 203.

* “Adding an Application Template to Services Director” on page 206.

* “Creating and Applying a Template Instance” on page 208.

* "Removing a vTM Application By Deleting a Template Instance” on page 214.

Note: Application templates are only available to customers whose license includes the Enterprise Feature Tier.

Overview of Application Templates and Template Instances

A default configuration of resources and settings for a vIM application can be stored as an application template
and uploaded into Services Director.

Note: Application templates are only available to customers whose license includes the Enterprise Feature Tier.

To use an application template on a registered vTM, Services Director creates a template instance from the
application template. The exposed properties for the template instance are then previewed by the user, who
can change any of the properties if required. These changes finalize the template instance.

The vTM-specific template instance is stored on the Services Director, and then applied automatically to the
VIM cluster to create all required resources and settings for the application on all vTMs in the cluster.

Note: An application template can be used multiple times on a single vTM to create the resources and settings
required for additional instances of the same application.

Example: Web Server Application Template

Services Director is supplied with an application template for a web server, which contains all required default
information for a vTM-based web server application.

For this application template, a web server application requires:
* Aportto receive incoming requests on the front-end IP address of the (clustered) vTM.
* Two back-end server pools to process the requests.
In this example:
* Two separate web servers are required on a single vTM.
* Thereis only one vIM in the cluster.

Note: Where multiple vTMs exist in the cluster, all vTMs in the cluster are configured for the
application.
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First, the web server template file (a .ZIP file) must be uploaded to the Services Director. For example:

FIGURE 166 Uploading an Application Template

Services Director

Registered VIM

vIM Cluster

Front-End Load Back-End
Port Balancing Server
Back-End
Server

User Uploads Web Server Application Template

Front-End Load Back-End
Port Balancing Server
Back-End
Server

VTM (IP X.X.X.X)

After the application template is loaded into the Services Director, the user selects a vIM cluster to host the
application. Services Director then creates a template instance from the application template. The exposed
properties for the template instance are then previewed by the user, who can change any of the properties if

required. These changes finalize the template instance. For example:

FIGURE 167 Creating a Template Instance

Services Director

Registered vIM

vIM Cluster

Front-End Load Back-End
Port Balancing Server
Back-End
Server

User Uploads Web Server Application Template

Front-End Load Back-End
Port Balancing Server
Back-End
Server

204

VTM (IP X.X.X.X)
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Services Director then applies the configuration from the template instance to the clustered vIM to create the
first required web server application. For example:

FIGURE 168 Creating a vIM Application from a Template Instance

Services Director vTM Cluster

Registered vIM

VTM (IP X.X.X.X)

Front-End Load Back-End o
Port Balancing Server Instance 1 of the Web Server Application
Front-End Load Back-End
Back-End PortN M1 Balancn p— Server 1
Server (XXXX:N) s (vxvry)

Back-End
Template Instance 1 Server2

Applied to vTM (zzz77)
Front-End Load Back-End
Porth Balancing Server
(XXXX:N) (YYXY:Y)

Back-End
Server
(222.2:7)

Note: In this example, the back-end servers are implemented as vServers and Pools on the vIM.

For the second web server, the process can be repeated. A new template instance is always created. In this
example, the template instance requires a different front-end port to the first template instance. For example:

FIGURE 169 Creating a Second Instance of a vTM Application

Services Director VTM Cluster

Registered vIM

VTM (IP X.X.X.X)

Front-End Load gackend | | | | [TTTTTTTTTTTTTTTTTTTTTC
Port Balancing Server Instance 1 of the Web Server Application

Front-End Load Back-End
Back-End Port M Balangi p— Server1
Server (XXXX:N) alancing (YYYY:Y)
Back-End
Server 2
(22.2.2:7)
Instance 2 of the Web Server Application
Front-End Load Back-End
Port N Balancing Server_
(XXXX:M) (AAAAA) Front-End Load Back-End
Port T Balancin — Server3
(XXXX:M) g (AAAAA)
Back-End
Server
(B.B.B.B:B) Back-End
Template Instance 2 Server 4
Applied to vTM (B.B.B.B:B)
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In this example:
* The Services Director has one application template and two template instances.
* The VvIM cluster contains a single vIM.

Note: Where multiple vTMs exist in the cluster, all vTMs in the cluster are configured for the
application.

* The VvIM has two web server applications.

Adding an Application Template to Services Director

Services Director is supplied with application templates, which contain all required information to configure
and create an instance of an application on a vIM. These are:

* Web server application template.
¢ SSL-based web server template.
Contact Pulse Secure to get these files.
To add an application template to Services Director:
1. Click the Catalogs menu, and then click Application Templates.
The Application Templates page appears. On its first use, this contains no entries. For example.

FIGURE 170 Empty Application Templates Page

gold-01( ) = 19.1.0-mainline = uptime 1 week, 6 days * cpu 1.00% = memory 31.38% « Wed 13:40 GMT +0000  admin |

CATALOGS

Application Templates

© Add
Name Version Description Date created

No Data

2. C(lick the plus symbol above the application template table.
The Import a Template dialog box appears.

FIGURE 171 Import a Template

Import a Template

Select a template from a URL or upload a file.

From URL

From file

hocse
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3. Select one of the following options:
* From URL. Then, enter the URL for the application template.
* From File. Then, click Choose File to locate the file.

4. Click Apply.

The application template is uploaded. After this completes, it is added to the Application Templates
page. For example:

FIGURE 172 Application Templates Page

Application Templates

© Add
Name Version Description Date created

> HTTP Service 1.0 A basic 55L decrypting web-service 2019-03-13 14:13:04

The uploaded application template is ready for use, see “Creating and Applying a Template
Instance” on page 208.

5. (Optional) Expand the application template to see its full details. For example:

FIGURE 173 Application Template Details

Name Version Description Date created
v HTTP Service 1.0 A basic HTTP web service 2019-05-16 12:55:56
Name HTTP Service
Version 1.0
Description A basic HTTP web service
Author www.pulsesecure.net

Minimum vTM version required 18.2
Date created 2019-05-16 12:55:56

6. (Optional) Repeat steps 2 - 5to add additional application templates.

After you have uploaded all required application templates, you can use them to create applications on vIMs
in the estate of the Services Director, see “Creating and Applying a Template Instance” on page 208.
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Creating and Applying a Template Instance

After you have uploaded one (or more) application templates to Services Director, you can create a template
instance from an application template and apply the configuration to a vTM cluster.

To create and apply a template instance:
1. Click the Services menu, and then click Application Templates: Template Instances.
The Template Instances page appears. On its first use, this contains no entries. For example.

FIGURE 174 Empty Template Instances Page

lse Secure-

. . O-mainline « uptime 1 hour, 37 minutes = 79% = me 01% « Fri 13:55G
S DIRECTOR gold-01 { ) = 19.1.0-mainline = uptime 1 hour, 37 minutes = cpu 14.79% - memory 24.91% « Fri 13:55 GMT

+0000  admin | 3

SERVICES

Template Instances

© add

Name Cluster Template

No Data

2. Click the plus symbol above the template instances table.
The first page of the Instantiate a template wizard appears.
This page enables you to identify the required application template, and the required vIM cluster.

FIGURE 175 Instantiate a Template Wizard: Template/Cluster

Instantiate a template *

Select a template to use, and a duster to configure it on.

Template: v
Cluster: v

Name:

3. Select an application Template for the template instance.
4. Select a vIM Cluster for the template instance.

5. Enter a Name for the template instance.
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6. Click Next.

The second page of the Instantiate a template wizard appears.

This page displays all properties that can be changed, as defined inside the template. Their default
values for those properties are also displayed. For example:

FIGURE 176 Instantiate a Template Wizard: Properties

Specify the back-end nodes
Please enter the hostname and port of each
node (pool_nodes)

127.00.1:80.127.00.2:30 |

Specify the service

A brief name to identify the service you would
like to balance (instance_name)

Please specify a port for the service to listen
on (public_port)

‘ Service Name |

[0 |

Instantiate a template *

Note: This page of the wizard will vary between different application templates. For this reason, no

property-specific instructions are given in this procedure.
(Optional) Update any of the displayed values.

Click Next.

The third page of the Instantiate a template wizard appears.

This page summarizes the final values for each parameter. For example:

FIGURE 177 Instantiate a Template Wizard: Parameters

Instantiate a template ®
—| Parameters

Cluster Cluster-CRCF-@WDA-T1HE-Z5WS

Template Http Service Template__1.0

Name JK-Template-Instance-01

pool_nodes ["127.0.0.1:80","127.0.0.2:30"]

instance_name Service Name

public_port 80
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9. (Optional) Click Preview to test the template against the vIM settings for the cluster.

* If the preview succeeds, the following message appears, and a Results tab is added.
FIGURE 178 Instantiate a Template Wizard: Review Success

Instantiate a template *

Cluster Cluster-CRCF-9WDA-T1HE-Z5WS
Template Http Service Template__1.0
Name
pool_nodes
instance_name
public_port

+ Previewing the template successful. Check the results tab for more information.

(Optional) Click the Results tab to view the output of the preview operation. For example:
FIGURE 179 Instantiate a Template Wizard: Review Results

Instantiate a template *

If the preview fails, analyze the output in the Results tab and click Previous until you can
change the properties for the template instance. Repeat as required.

10. Click Apply.

The template instance is created and the configuration is applied to all vTMs in the cluster.



11. Click the Services menu, and then click Application Templates: Template Instances.
The new template instance appears on the Template Instances page. For example:
FIGURE 180 Instantiate a Template Wizard: Parameters

Template Instances

© Add

Name Cluster Template

> HTTP-Service-01 Cluster-CRCF-OWDA-T1HE-Z5WS HTTP Service

12. (Optional) To view details for the template instance, expand its entry.

FIGURE 181 Instantiate a Template Wizard: Parameters

Name Cluster Template
v HTTP-Service-01 Cluster-CRCF-9WDA-T1HE-Z5WS HTTP Service
Cluster Cluster-CRCF-9WDA-T1HE-ZSWS

Template  HTTP Service

Name HTTP-Service-01 \:I

Parameters instance_name "Service Name"
public_port 20
nodes_list ["127.0.0.1:80","127.0.0.2:80"]

13. (Optional) To confirm the application has been created correctly, log into a vIM in the cluster after a few
minutes. For example, for a web server application:

* The Services summary on the Home page shows new vServers and pools.

FIGURE 182 Instantiate a Template Wizard: Confirming Services

(admin/admin) Logout

Secure’ virtual Traffic Manager Appliance Services Director - Enterprise 19.1a2

Cluster: OK

f#S Mg = F0 Wizards v|[a ‘

Last successful login by admin: 2019-05-06 09:03:55 +0100 from 10.62.167.199 (UI) on 10.62.169.164.
Failed login attempts since then: none.

Help

Traffic

10.62. 10.62.
Managers

Services

% Web Server_virtual_servel E]E] v Web Server_pool
)

HTTF (80) Running Default Pool
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* C(lick the virtual server Service to view the Virtual Servers tab. This tab shows the vServer
properties specified in the template instance wizard.

FIGURE 183 Instantiate a Template Wizard: Confirming vServers

(admin/admin) Logout

SECU e" Virtual Traffic Manager Appliance Services Director - Enterprise 19.1a2 ———
fSMm e = » 0 Wizards M || Help
Configuring: Traffic IP Group) | Virtual Servers > Web Server_virtual_server | Apols | Config Summary
Virtual Virtual Server: Web Server_virtual_server (HTTP, port 80) unfold All / Fold All

Servers

Pools used by this virtual server:

Web Server pool
= ) Default

Last Modified: 6 May 2019 10:04

¥ Basic Settings

The basic settings specify the internal virtual server protocol that is used for traffic inspection, the port and IP addresses the virtual
Server Ii_stens on along with the default pool for handling tra_fﬁc.

Name: Web Server_virtual_server
Enabled: ® Yas No
Internal Protocol: HTTP v
Port: &0

Default Traffic Pool: | \Web Server_pool v
Listening on: ® All IP addresses
Traffic IP Groups ...

Domain names and IP addresses ...

Notes:
e

Update @ View traffic on World Map
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The Pools tab shows the pool properties specified in the template instance wizard.

FIGURE 184 Instantiate a Template Wizard: Confirming Pools

ad ad ogo
anage ance Services Directo erprise  19.1a Cluster: 0K ob/s |
fd WM é 0O Wizards M B Help
Configuring: Traffic IP Groups Virtual Server| | Pools > Web Server_pool | Cbnfig Summary
Pools

Pool: Web Server_pool (HTTP) Unfold All / Fold All
Virtual servers that Web Server virtual server
use this pool:

Pools lhat_use this paol none
as their failure pool:

Last Modified: & May 2019 10:04

¥ Basic Settings

The basic settings specify the nodes to which the pool is balancing traffic.
EE = 2=

Name: ‘Web Server_pool

Node State Delete
127.0.0.1:80 Active v
Nodes: 127.0.0.2:80 Active v

Add Node(s):

Failure Pool: MNone

Notes:

Update

="

The creation of an application from an application template is complete.
Editing a Template Instance

After a application has been created, you can edit its properties in the Template Instances page:
1.

Click the Services menu, and then click Application Templates: Template Instances.

The list of template instances appears on the Template Instances page. For example:
FIGURE 185 Instantiate a Template Wizard: Parameters
Template Instances

© Add

MName

Cluster
>

HTTP-5ervice-01

Template
Cluster-CRCF-9WDA-TTHE-Z5WS

HTTP Service
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2. (Optional) To view details for a template instance, expand its entry.

FIGURE 186 Instantiate a Template Wizard: Parameters

Name Cluster Template
v HTTP-5ervice-01 Cluster-CRCF-9WDA-T1HE-Z5WS HTTP Service
Cluster Cluster-CRCF-SWDA-T1HE-ZSWS
Template  HTTP Service
Name HTTP-Service-01 | :]

Parameters Instance_name "Service Mame”
public_port 20
nodes_list ["127.0.0.1:80","127.0.0.2:830"]

3. C(lick Edit Parameters.
The Update template instance parameters wizard appears. For example:

FIGURE 187 Instantiate a Template Wizard: Properties

Update template instance parameters *

Specify the back-end nodes
Please enter the hostname and port of each
node (nodes_list)

| 127.0.0.1:80,127.0.0.2:80 |

Specify the service

# brief name to identify the service you would
like to balance (instance_name)

Please specify a port for the service to listen
on {public_port)

|Serw(e Mame |

[0 |

4. Update the required values and continue with the wizard. This is the same as described in “Creating
and Applying a Template Instance” on page 208.

Removing a vTM Application By Deleting a Template Instance

When you no longer require an application on a vTM that was configured from an application template, you
can delete it. To do this, delete the matching application instance from the Services Director. Services Director
automatically reconfigures the vIM, removing resources and resetting properties on the vIiM so that the
application is removed.
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For example, where two web server applications exist on a vTM, if the first web server is no longer required,
delete its matching template instance on the Services Director. Services Director automatically removes the
resources and settings that were added for the first web server, but leaves the second web server intact. For
example:

FIGURE 188 Removing a VIM Application By Deleting a Template Instance

Services Director VTM Cluster

Registered vIM

VTM (IP X.X.XX)

W e e e e e e e e e e e 4
Front-End Load Back-End L
Port | Balencing [ | Server stance 1 of the Web Server Application
Front-End oad ﬁnd
Back-End Port m— . Server 1
Server | ; (YYYYY)

Web Server Application Template

Template Instance 1 Deleted from
o P 3 Services Director and vIM

Web Server Tem%nce 1

Cd -

k-End
Sel 2
(2.2.2.2°

Web Server Template Instance 2 Instance 2 of the Web Server Application

Front-End Load Back-End
Port — —— Server3

Balancing (AAAAA)

Back-End
Server 4
(B.B.B.B:B)

To remove a vIM Application:
1. Click the Services menu, and then click Application Templates: Template Instances.
The list of template instances appears on the Template Instances page. For example:

FIGURE 189 Instantiate a Template Wizard: Parameters

Template Instances
© Add

Name Cluster Template

> HTTP-5ervice-01 Cluster-CRCF-9WDA-T1HE-Z5WS HTTP Service ®

2. Ensure that no entries are expanded.

3. Hover the pointer over the template instance that you want to delete.

4. To the right of the template instance entry, click the X control. A confirmation control appears.
FIGURE 190 The Delete Confirmation Control

Template

HTTP Service ( 4




5. (lick Delete.

The template instance is removed. Services Director automatically reconfigures the vIM, removing
resources and resetting properties on the vIM so that the application is removed.

6. (Optional) To confirm the application has been deleted correctly, loginto a vIM in the cluster after a few
minutes and confirm that the removal is complete. For example, after the removal of a vIM's only web
server application, ensure that the Services summary on the Home page shows the correct
information. For example:

FIGURE 191 Instantiate a Template Wizard: Review Results

ager Appliance Se es Directo erp @ cluster: 0k 0bfs |,

S &l » |0 Wizards v |Q Help

Last successful login by admin: 2019-05-06 08:51:51 +0100 from 10.62.167.199 (UI) on 10.62.169.164.
Failed login attempts since then: none.

Traffic

Managers 10.62. 10.62.

Services You have nat created any virtual servers yet, so traffic is not being managed for any services.

Use the Manage a new service wizard to create a new Virtual Server and Pool.

The removal of an application from a vIM is complete.
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Relicensing Virtual Traffic Managers
Under a number of circumstances, you may need to relicense a vIM. For example:

* Alegacy FLA License is about to expire.

* The Service Endpoint Address of your Services Director changes. This affects vTMs that are licensed
using either Universal FLA or Legacy FLA Licensing.

* AVTM is updated from version 10.0 (or earlier) to version 10.1 (or later). You can replace the Legacy FLA
licensing with Universal FLA licensing.

Note: See “Preparing to Relicense a Virtual Traffic Manager (Legacy FLA to Universal FLA)” on page 217
before starting this process.

* Anew version of the Universal FLA License is released.
* The existing FLA License has been damaged in some way.

Note: If you are applying a new license to vIM that has no active REST API, you will need to add the Legacy FLA
License to the vTM directly; this cannot be achieved through the Services Director.

Preparing to Relicense a Virtual Traffic Manager (Legacy FLA to Universal FLA)

You may have a vTM that you used on an earlier release of the Services Director, which is now at version 10.1
or later. You can change its current Legacy FLA Licensing to Universal FLA Licensing. Before you can do this,
you must enable its REST API setting.

1. Click the Services menu, and then click Services Director: vTM Instances.
The vTM Instances page appears.

2. Locate the vTM's entry in the table of vTMs.

3. Click the arrow on the left side of the vTM's entry to show its details.

4. Under vTM Management, change Rest API to Enabled.

5. Click Apply to confirm the change.

You can then continue with the relicensing process.

Relicensing a Virtual Traffic Manager Instance
1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.

2. Login as the administration user. The Home page appears.
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3. (lick the Catalogs menu, and then click Licensing: FLA Licenses. The FLA Licenses page appears.

FIGURE 192 FLA Licenses Page

FLA Licenses

@ Add License

Universal Licenses

License Name

» universal_v4

Legacy Licenses

License Name

Status

Active

Status

No Data

Default

Yes

Default

Actions

Relicense

Actions

4. (Optional) Add any new flexible licenses. See “Adding a Legacy FLA License to the Services Director”

on page 140.

5. Locate the license you wish to use.

This can be either a Universal FLA License or a Legacy FLA License.

6. For this license, click Relicense.

The Select Instances To Relicense dialog box appears. This indicates the selected FLA License, and
lists all current vIMs with an enabled REST API. For example:

FIGURE 193 FLA Licenses Page: VTM List

U Selecta
Relicense? Name
] violet-02
(m] violet-01
O sunshine-01

Select Instances to Relicense

License Name
universal_v3
universal_v3

legacy_9.3

Bandwidth
100
100

200

Feature Pack
STM-400_ful
STM-400_ful

STM-400_ful

Version Cluster
Cluster-RNPP-UIPZ-RUAT-C2IU

Cluster-ACBL-ABCM-WSCR-ELSP

Lifecycle
Active
Active

Active

Instance Health Licensing Health
OK Licensed
OK Licensed
N/A Licensed
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7. Select the required vTMs for the selected FLA License. For example:

FIGURE 194 Flexible Licenses Page: vTM Selections

Select Instances to Relicense A
License name: | legacy_9.3 (legacy)
O selectall
Relicense? Name # License Name * Bandwidth * Feature Pack * Version * Cluster 2 Lifecycle + Instance Health Licensing Health
=] violet-02 universal_v3 100 STM-400_full Cluster-RNPP-UIP2-RUAT-Q2JU Active OK Licensed
o violet-01 universal_v3 100 STM-400_full Cluster-ACBL-ABCM-WSCR-ELSP Active OK Licensed
sunshine-01 legacy_9.3 200 STM-400_full Active N/A Licensed

You may have a vIM that you used on an earlier release of the Services Director, which is now at
version 10.1 or later. You can change its current Legacy FLA Licensing to Universal FLA Licensing. See
“Preparing to Relicense a Virtual Traffic Manager (Legacy FLA to Universal FLA)” on page 217.

8. Click Relicense. A confirmation dialog box appears.

FIGURE 195 FLA Licenses Page: vTM Confirmations

Relicense Instances with new FLA license?

You have chosen to replace the FLA license on 1¥TM Instance.
Each indicated vTM will be transitioned from its original FLA license to the new FLA license.
Each relicensed Instance will encounter a brief interruption of service during the relicensing process.

Do you wish to continue?

9. Click OK. The relicensing process begins, and displays progress. There are two possible outcomes:
* The process completes successfully. For example:

FIGURE 196 FLA Licenses Page: vTM Relicensing Succeeds

Relicensing complete

Successfully relicensed 1of 1 compatible vTM Instances.

* The process completes, but is only partially successful. Using a different example:
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FIGURE 197 FLA Licenses Page: vIM Relicensing Partial Completion

Relicensing complete

Successfully relicensed 2 of 3 compatible vTM Instances.

Click Failures to list the vTMs that could not be relicensed. For example:

FIGURE 198 FLA Licenses Page: vTM Relicensing Failures

Relicensing Failures

Instance Name Error

Instance-RHO2-43KJ-9GJ5-JIUG Only a legacy license can be used when the REST AP is disabled for an Instance. or when the STM is pre-101

These Instances were not successfully relicensed. Please make the suggested correction and retry the failed action from the Instances page.

You may need to investigate the licensing of these vIMs further.

10. Click OK to finish this process.

Processing Virtual Traffic Manager Metering Discrepancy Warnings
The accurate billing for Cloud Service Provider customers relies on:

* Accurate record-keeping for registered vTMs.
* Availability of metering information from each vIM.

The Services Director monitors the operation of each vIM to detect scenarios that may give rise to billing
discrepancies. For example:

* AVIM was registered with the Services Director, but then decommissioned later without marking the
VIM as Deleted. In this case, the decommissioned vTM will still be being charged on an uptime basis.
This will result in over-accounting of uptime and a larger CSP bill than should have been charged.

* AVIM was registered with the Services Director, but the Services Director has been unable to retrieve
metered throughput metrics from the vIM using its REST APl or SNMP. In this case, the vTM will not

have been charged for throughput at all. This is likely to result in under-metering and a smaller CSP bill
than should have been charged.
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Where no metering discrepancies are detected, the Services Director VA displays a green metering symbol in
the header:

FIGURE 199 No Metering Discrepancies Detected

Secure:

SERVICES DIRECTOR

Where metering discrepancies are detected, the Services Director VA displays an orange metering warning
symbol in the header:

FIGURE 200 Metering Discrepancy Warning

Secure:

SERVICES DIRECTOR

You can then inspect any metering warnings in the Services Director VA and resolve them. See
“Understanding Metering Discrepancy Warnings” on page 221.

Note: Monitoring that gives rise to metering alerts and notifications is enabled by default. You can change this
setting if required from the System > General Settings page, see “Updating Metering Alerts and
Notifications Settings” on page 114.

Understanding Metering Discrepancy Warnings

Virtual Traffic Manager metering discrepancy warnings are displayed as a table in the Metering Warnings
page.

To access this page, click the metering warning symbol in the header, see “Processing Virtual Traffic
Manager Metering Discrepancy Warnings” on page 220.

Alternatively, click the Diagnose menu and then click Metering Warnings.

In the Metering Warnings page, each line of the metering warnings table shows a potential billing
discrepancy for a vIM. This includes:

* Timestamps for metering, licensing and monitoring.
* Asummary reason for its inclusion.
* A potential solution, and the controls to access the solution.

For example:
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FIGURE 201 Metering Warnings Page

Metering Warnings

NOTE

When connectivity 1o an instance is fixed, it will take up to 1hour and 1minute for

the corresponding warning to disappear.

Last Licensed Resolution

2016-06-14 12.53.2 Mark instance as deleted if no longer in use

Enable REST P connectivity for this instance

2016-06-14 125426 2016-06-14 12:00-:00 Possible uptime over-accounting Mark instance as deleted if no longer in use

In this example:

There are two VIMs that are flagged as potentially being over-billed.

If a vTM is no longer in use, it is likely that it has not requested FLA licensing for over 24 hours, and
cannot be contacted using REST APl or SNMP. In this case, you can delete it to prevent over-billing for
uptime. See “Processing Potentially Over-Accounted Virtual Traffic Managers” on page 222.

There is a vIM that is flagged as potentially being under-billed.

Itis likely that this vIM is still requesting FLA licensing, but is uncontactable using REST APl or SNMP. If
you enable the REST APl or SNMP for this vTM, this will re-enable metering and prevent under-billing
for its use. See “Processing Potentially Under-Accounted Virtual Traffic Managers” on page 223.

Note: Once these situations are resolved, the warnings and the warning symbol remain in place until the
Services Director re-evaluates them. This may take up to one hour and one minute, and cannot be triggered
from the interface.

Processing Potentially Over-Accounted Virtual Traffic Managers

If you are no longer using a vTM, but have not yet deleted it from the estate of the Services Director VA, you
may see a metering discrepancy warning. This warning indicates that there is a possibility of the billing for the
vIM being over-accounted. You can resolve this by deleting the vTM from the estate of the Services Director

VA.

1.
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In the header for the Services Director VA, click the metering warning symbol.

FIGURE 202 FLA Licenses Page

Secure:

SERVICES DIRECTOR

Alternatively, click the Diagnose menu and then click Metering Warnings.

The Metering Warnings page appears. This displays a table, with an entry for each vTM for which there
is a metering discrepancy warning (see “Understanding Metering Discrepancy Warnings” on
page 221).

© 2019 Pulse Secure, LLC.



Locate the entry for the required vIM.

Examine the registered details for the vTM.

To do this, visit the vTM Instances page and/or examine the user interface of the vIM itself.
If you decide to delete the vTM, click Delete in the Shortcuts column.

The entry is marked as Deleted in the Shortcuts column. Then, after a short time, the entry is removed
from the table.

Processing Potentially Under-Accounted Virtual Traffic Managers

The Services Director VA uses the REST API to collect metering information. If the REST APl is not enabled,

SNMP is then attempted if your configuration supports it. If you are using a vIM without either its REST API or
SNMP active, you may see a metering discrepancy warning. This warning indicates that there is a possibility of
the billing for the vTM being under-accounted. You can resolve this by enabling the REST API or SNMP for the

VIM.

1.

In the header for the Services Director VA, click the metering warning symbol.

FIGURE 203 FLA Licenses Page

Secure:

SERVICES DIRECTOR

Alternatively, click the Diagnose menu and then click Metering Warnings.

The Metering Warnings page appears. This displays a table, with an entry for each vTM for which there
is a metering discrepancy warning (see “Understanding Metering Discrepancy Warnings” on
page 221).

Locate the entry for the required vIM.

Click Instance Setting for the entry.

The vTM Instances page appears.

In the table of vTMs on the VTM Instances page, expand the vIM to show its detailed view.
Check the REST API, REST Address and SNMP Address settings in the detailed view.

If the REST API is Disabled, the REST API has been disabled from the Services Director VA. Set this to
Enabled and Apply the change.

Note: Once the REST API for the vTM shows as Enabled on the Metering Warnings page, it is not
guaranteed that the REST APl is enabled on the vIM itself. You must continue with this procedure to
the end to ensure its operation.

In the detail view for the vTM, click Please click for more details.
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You are redirected to the vIM's login page.

8. Ifyou want to use the REST API to gather metering information, enable it on the vTM. Refer to the
Virtual Traffic Manager documentation for details.

9. If you want to use SNMP to gather metering information, enable it on the vTM. Refer to the Virtual
Traffic Manager documentation for details.

10. Return to the Metering Warnings page on the Services Director VA.
11. For the required vTM, click Check connectivity.

The connectivity between the Services Director VA and the vIM is tested. If this test succeeds, Check
successful appears.

Note: The vTM entry is not removed from the table immediately. This can take up to one hour and one
minute.



Pulse Secure Services Director Getting Started Guide

Working with Virtual Traffic Manager
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Overview: Working with Virtual Traffic Manager Clusters

The vTM Cluster page displays a list of all Virtual Traffic Manager (vVTM) clusters known to the Services Director
VA.

The vTM Cluster page also enables you to:

* Assign an analytics profile to the cluster, which enables vIM analytics on all vTMs in the cluster. See
“Configuring vTM Analytics on the Services Director” on page 277.

* Assign a backup schedule to each cluster.
* Inspect the details of the cluster backups taken.

FIGURE 204 VTM Clusters Page

VvTM Clusters

© Add
Cluster Name * Type In Use Analytics Profile Backup Schedule Next Backup Time Action Last Action Last Action Status
3 Cluster-AQJE-R4HV-GYRI-9F4C Discovered v NIA sched-hourly-01 2016-07-03 08:30:00
» Cerise-Cluster Discovered v N/A N/A Backup Now
3 Cluster-RNPP-UIP9-RUAT-Q2JU Discovered v /A /A Backup Now
3 WViolet-Cluster User Created /A /A Backup Now

There are two types of clusters used by the Services Director VA:

* Discovered - this is a cluster present on one or more externally-deployed vIMs. When an externally-
deployed VTM is registered, a cluster name is displayed automatically.

Note: Registering a clustered vIM does not register other vIMs in the cluster, nor does it license them;
you must independently register and license each node in a cluster,

Note: You cannot create a Discovered cluster from the vTM Clusters page.
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Note: Services Director's awareness of Discovered clusters is limited to vTMs at version 10.2 or later
with an enabled REST API.

* User Created - this is a cluster that you create manually on the vTM Clusters page. This cluster type can

only be used for vTMs that you deploy from the Services Director VA. Refer to the Pulse Services Director
Advanced User Guide for details.

You can rename a cluster of either type from the vTM Clusters page, see “Updating a Virtual Traffic
Manager Cluster” on page 230.

Services Director supports backup and restore for cluster configurations, see “Working with vTM Cluster
Backups” on page 233.

Understanding Virtual Traffic Manager Cluster Details

The vTM Cluster page displays a table of clusters known to the Services Director VA.

FIGURE 205 VIM Cluster Page

VvTM Clusters

© Add
Cluster Name * Type In Use Analytics Profile Backup Schedule Next Backup Time Action Last Action Last Action Status
3 Cluster-AGQJE-R4HV-GYRI-OF40 Discovered v /A sched-hourly-0O1 2016-07-03 08:20:.00
3 Cerise-Cluster Discovered v /A /A Backup Now
3 Cluster-RNPP-UIP9-RUAT-Q2JU Discovered v /A /A Backup Now
»

WViolet-Cluster User Created /A /A Backup Now

Each entry in the table of clusters on the vTM Clusters page shows basic details for each cluster, and provides
controls for backup operations where supported by the cluster.

Name Description

Cluster Name The unigue name of the cluster.
If required, you can rename a cluster. See “Updating a Virtual Traffic Manager Cluster”
on page 230.

Type There are two cluster types used by the Services Director:

* Discovered - this is a cluster present on one or more externally-deployed vIMs. When an
externally-deployed vTM is registered (version 10.2 or later with an active REST API), a cluster
name is displayed automatically.

Note: Registering a clustered vTM does not register other vIMs in the cluster, nor does it
license them; you must independently register and license each node in a cluster.

Note: You cannot create a Discovered cluster from the vTM Clusters page.

Note: Services Director's awareness of Discovered clusters is limited to vTMs at version 10.2 or
later with an enabled REST API.

*  User Created - this is a cluster that you create manually on the vTM Clusters page. This
cluster type can only be used for vTIMs that are deployed from the Services Director VA.
Refer to the Pulse Services Director Advanced User Guide for details.
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Name Description

In Use This indicates whether any vIMs are currently in the cluster.

Analytics Profile (Optional) The assigned analytics profile for the cluster. See “Configuring vIM Analytics on
the Services Director” on page 277.

Backup Schedule (Optional) The selected schedule for the cluster backup. The configured number of backups for
this cluster and the most recent backups are displayed in the detail view for the cluster. See
“Creating a Cluster Backup Schedule” on page 235.

Note: Where no Backup Schedule is selected, this property is displayed as N/A.
Note: This column is only supported on VTMs at version 11.0 and later.
Note: The number of backups for this cluster is visible in the detail view for the cluster.

Next Backup Time The time of the next scheduled cluster backup.
Note: Where no Backup Schedule is selected, this property is blank.

Note: This column is only supported on vTMs at version 11.0 and later. This column is blank for
all other vTMs.

Action This column displays buttons that activate (or report on) supported cluster backup activities.
This includes:

* Backup Now. When clicked, a backup is performed immediately.

* Retry. This appears after a user-triggered Backup Now action fails. When clicked, the
Backup Now action is re-attempted. See “Retrying An Immediate Backup After a
Failure” on page 243.

* Clear Failed Action. This appears after a user-triggered Backup Now action fails. When
clicked, both the named Last Action and the Failed Last Action Status are removed. See
“Retrying An Immediate Backup After a Failure” on page 243.

Note: This column is only supported on vTMs at version 11.0 and later. Where the vTM does
not support backups, the Backup Now button is displayed but remains unavailable.

Last Action The most recent manually-performed Action for a cluster backup (see above). This can be:

* Backup Now. This appears after a Backup Now action is attempted (see above).

* Restore. This appears after a restore operation is attempted for a listed cluster backup. See
“Restoring a Backup to a Cluster” on page 246.

* Upload. This appears after an upload operation is attempted for a listed cluster backup. See
“Uploading a Cluster Backup to a Virtual Traffic Manager” on page 249.

The result of the displayed action is shown in the Last Action Status column (see below).
Scheduled backups are not included in this column.

Note: This column is only supported on vTMs at version 11.0 and later. This column is blank for
all other vTMs.

Last Action Status The outcome of the Last Action operation (see above). This is blank, /In Progress (blue),
Complete or Failed (red).

The results of scheduled backups are not included in this column.
Note: A failed flag can be cleared from the Action column (see above).

Note: This column is only supported on vTMs at version 11.0 and later. This column is blank for
all other vTMs.
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To view the full details for a cluster, expand the required cluster. This includes:

* 3 Cluster Name that you can update, see “Updating a Virtual Traffic Manager Cluster” on
page 230.

* an Owner for the cluster.

* the Analytics Profile for the cluster. See “Configuring vTM Analytics on the Services Director” on
page 277.

* the Backup Schedule and Number of Backups that define the backup schedule for the cluster, where
one is used. See “Overview: VTM Cluster Backups” on page 233.

For example, when no cluster backup is in use:

FIGURE 206 Cluster Detailed View: No Backups Present

Cluster Name Type InUse Analytics Profile Backup Schedule Mext Backup Time Action Last Action Last Action Status
b ClusierAQUE-R4HV-OYRI-9F40  Discoversd v N/A sched-houry-C1 2016-07-03 08:30:00
A Cerise-Cluster Discoverad v NAA N/A Backup Naw
Cluster Name:
Crwner: JK v
Anzlytics Profile: :l
Sackup Schedule N/A v

Number of Backups: |12

Backup Mame Description Date Retain Actions

There are no backups currently availsble for this cluster

Where a cluster was created for a cloud-based vTM, an additional field containing an AWS user data block is
included.

FIGURE 207 Cluster Detailed View: Cluster for Cloud-Based vTMs

Cluster Name Type InUse Analytics Profile Backup Schedule  Next Backup Time Action Last Action Last Action Status
v AWS-cluster-01 Discovered v N/A N/A
Cluster Name: AWS-cluster-01
Owner:
aralyics profle [ ~]
Backup Schedule NAA v
- - N - -
¥2x1c3R1C190b3INOPTEWLJQUM T 4XMTUKYZx1c3R 11 9maw
SnZxIwcm1udDOyR TowQzoz0TPENTOXQjo5MIpENZ0ZQTo0
NTPCODPERDGXRDOIM | pROTOYGTRCTPCN] pFOTONOD D400
AWS User Data for Instances to join this Cluster: Az A B0 AT AIST R 2R M2 T TAYIN ] enTav iz | A
Copy to clipboard

This AWS user data text block is required when you create additional cloud-based vIM cluster members, see
“Creating the Second vTM in a Cluster” on page 186.

Use Copy to clipboard before performing this task.
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Where a backup schedule for the cluster is in use, a list of backups is included. For example:

FIGURE 208 Cluster Detailed View: Backups Present

Cluster Name Type In Use Anzlytics Profile Backup Schedule MNext Backup Time Action Last Action Last Action Status
¥  Cluste-AQUE-RAHV-OYRI-OFA0  Discovered v N/A sched-hourly-01 2016-07-03 08:30:00
Cluster Name: |
Qwner JK v
Analytics Profile. v

Backup Schedule sched-hourly-01

Number of Backups: |5

Backup MName Description Date Reizin Actions
Backup-GB4AD-GTRH-NEVE- V-CYRI- 2016-07-03

*: LTLZ 06:30

. Backup-NXIJ-BPOY-U4F6- V-QYRI-
0328

b Backup-MEFV-KE3G-H3FT- V-GYRI- 2016-07-03
OVWE 04:30

. Backup-YFAP-GYUD-T7SR- V-QYRI- 2016-07-03
3ZAV 0330

, Backup-ZUOZ-TTF3-NKEZ- V-QYRI- 2016-07-03
FIDR 0530

To make use of any listed backups, see “Working with vTM Cluster Backups” on page 233.

Creating a Virtual Traffic Manager Cluster
You can create a User Created vTM cluster from the vTM Clusters page.

Note: You cannot create a Discovered cluster using the Services Director.
1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. Click the Services menu, and then click Services Director: vTM Clusters. The vTM Clusters page
appears.

4. Click the plus symbol above the vTM cluster table.
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The Add vTM Cluster dialog box appears.

FIGURE 209 Adding a vTM Cluster

Add vTM Cluster

Analytics Profile: MNone

SBackup Schedule: | N/A Add new schedule

5. Specify the following:
* Cluster Name - specify the unique name for the cluster.
* Owner - select an owner for the cluster.

Note: If there are no owner entries, see “Adding an Owner to the Services Director” on
page 137.

* Analytics Profile - (Optional) Specify an analytics profile for the cluster. See “Configuring vTM
Analytics on the Services Director” on page 277.

* Backup Schedule - (Optional) Select an existing backup schedule. If you want to create a new
schedule, click Add new schedule. When you do this, this page is replaced by the Instances
Backup Schedule page. See “Creating a Cluster Backup Schedule” on page 235.

6. Click Add.

The User Created cluster is added to the table of clusters.

Updating a Virtual Traffic Manager Cluster

You can update a VIM cluster from the vTM Clusters page.
1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. Click the Services menu, and then click Services Director: vTM Clusters. The vTM Clusters page
appears.
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4. Expand the required cluster.

FIGURE 210 Updating a vTM Cluster

VT M Clusters

Cluster Name Type In Use Analytics Profile Backup Schedule MNext Backup Time Action Last Action Last Action Status
> Cluster-RNPP-UIP9-RUAT-GZ2JU Dizcoverad + N/A N/A Backup Now
v Cluster-P2WL-1V2B-V256-COlY Discoverad L' N/A N/A Backup Naw
Cluster Name: l:l
Qwner, JK v
Anzlytics Profile: |:|
Backup Schedule N/A v

Nombercrmacps [5 ]

Backup Name Description Date Retain Actions

There are no backups currently available for this cluster

5. Update the Cluster Name. For example:

FIGURE 211 Specifying a New Name For a vIM Cluster

Cluster Mame Type In Use Analytics Profile Backup Schedule MNext Backup Time Action Last Action Last Action Status
> Cluster-RNPP-UIP9-RUATZ-Q2JU Discoverad v N/A N/A Backup Now
R4 Cluster-P2WL-1V2B-V8SB-COlY Discoverad L' N/A N/A Backup Naw
Cluster Name: Cerise-Cluster
Owner. <
Analytics Profile: l:l
Backup Schedule NAA v

6. (Optional) Select both a new Backup Schedule and a Number of Backups. See “Working with vV
Cluster Backups” on page 233.

Note: The Number of Backups property is only used when there is a Backup Schedule selected.
7. Click Apply. The cluster is updated.

FIGURE 212 VTM Cluster Page: Updated (Renamed) Cluster

Cluster Name Type In Use Analytics Profile Backup Schedule Next Backup Time Action Last Action
> Cluster-RNPP-UIPS-RUAT-G2IU Discoverad b M/A N Backup Now
> Cerise-Cluster Discovered v N/A NAA Backup Now
b ClusterAQUE-R4HV-QYRI-GF40  Discovered v N/A sched-hourly-01 2016-07-01 11:3C:00

To view updated Backup Schedule and Number of Backups settings, expand the cluster.
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You can also confirm the name change from the vTM Instances page. For example:

FIGURE 213 Confirming an Updated vTM Cluster

vIM Instances

p Filters Filtering by Lifecycls, Instance Health, Licensing Health

© Add Show: of Sinstances
Name 3 License Name ; Bandwidth Feature Pack : Version & Cluster 3 Instance Lifecycle + Instance Health Licensing Health +

» sienna-01 universal_v4 120 STM-400_full 1o Cluster-AQJE-R4HV-GYRI-OF 40 _ _ _

» sienna-02 universal_v4 120 STM-400_full 1o Cluster-AQJE-R4HV-GYRI-OF 40 _ _ _

» violet-01 universal_v4 a0 STM-400_full 103 Cluster-RNPP-UIPS-RUA7-Q2JU _ _ _

» cerise-01 universal_v4 100 STM-400_full 104 Cerise-Cluster _ _ _

» cenge-02 universal_v4 100 STM-400_full 104 Cerise-Cluster _ _ _

In this example, the Cerise-Cluster name is shown for both vTMs that are in the cluster.
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Working with vTM Cluster Backups

All of the VTMs in a cluster share a cluster configuration. To ensure that the cluster configuration is preserved,
you can schedule a regular cluster backup for each cluster. This preserves the cluster configuration only, and
not the individual configuration of each VvIM. This section includes the following topics:

* "Overview: VTM Cluster Backups” on page 233
* “Creating a Cluster Backup Schedule” on page 235
* "Updating a Cluster Backup Schedule” on page 237
* "“Adding a Backup Schedule to a Cluster” on page 238
* "“Viewing Backups for a Cluster” on page 239
* "Updating Details for a Cluster Backup” on page 241
* "Performing an Immediate Backup for a Cluster” on page 242
* "“Comparing Two Cluster Backups” on page 244
* "Restoring a Backup to a Cluster” on page 246
* "Uploading a Cluster Backup to a Virtual Traffic Manager” on page 249
* "Deleting a Cluster Backup” on page 252
Note: The use of Cluster Backups is optional, and is only available to customers who license analytics features.

Note: Cluster Backups are not the same as Services Director backups. Services Director backups enable you to
recover from a Services Director failure, see “Recovering from a Services Director Failure” on page 397.

Overview: vTM Cluster Backups
AVTM cluster gathers vTMs together and operates them under a shared cluster configuration.

The configuration of the cluster can be backed up automatically on a regular basis according to a backup
schedule.

The following provides an overview of automatic cluster backup operations.
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FIGURE 214 Overview of Cluster Backups

Backup Schedules vTM Cluster
Schedule 1 Backup Configuration
Schedule 2
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Schedule 3
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Before you set up automatic backups for a cluster's configuration, you must create one or more backup
schedules, see . Backup schedules define the frequency
and times at which a backup will be taken. Each can be applied to one or more clusters.

Once you have backup schedules, you can configure the cluster to create backups automatically using a
backup schedule. To do this, you select a backup schedule for the cluster, and indicate the number of backups
that you want the cluster to store, see

Once the cluster has an assigned cluster backup schedule, the cluster accumulates scheduled backups
automatically. You can also manually request an immediate backup at any time. See

Note: You can also request an immediate backup when there is no assigned backup schedule.

Once the maximum number of cluster backups is reached, older cluster backups are deleted automatically
whenever newer cluster backups are created.

You can also choose to retain one or more backups if required, see
. Retained backups do not count towards the maximum number of backups for the cluster, and
are not deleted automatically.

The cluster's configuration can be restored from an existing backup at any time, see
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To support the selection of the correct cluster backup, you can compare any two cluster backups to identify
the differences, see “Comparing Two Cluster Backups” on page 244.

Also, you can upload a cluster backup to any vIM known to the Services Director, see “Uploading a Cluster
Backup to a Virtual Traffic Manager” on page 249. The uploaded configuration file is stored by the vIM, but

not restored. This enables you to perform additional analysis and comparison using the vIM's graphical user
interface.

Creating a Cluster Backup Schedule

A cluster backup schedule is a definition of when a cluster backup will be created. This includes general

frequency (hourly, daily, weekly, monthly, and instant backups) and information to specify an exact backup
time.

Defined schedules are displayed in the vTM Backup Schedules page. For example:
FIGURE 215 The vIM Backup Schedules Page

VITM Backup Schedules

© Add
Schedule Mams * Freguency Backup Time Details
» sched-daily-01 Daily 1010 Daily backup schadule
4 sched-hourly-C1 Hourly N/A Hourly backup schedule
4 sched-maonthly-01 Monthly 130 Monthly (ith) backup schedule
4 sched-user-O1 Every 12 Hours (Instant Backup) 1416 12-hourly backup schedule
> sched-weekly-01 Weskly 1010 Wesekly backup scheduls
> sched-weekly-02 Waekly 1216 Weekly backup schedule (Friday)

Once you have created a schedule, it can be applied to any clusters that require the specified backup
schedule, see “Adding a Backup Schedule to a Cluster” on page 238.

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. C(lick the Services menu, and then click Services Director: vTM Backup Schedules. The Instances
Backup Schedule page appears.

4. Click the plus sign above the table of backup schedules.
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The Add vTM Backup Schedule dialog box appears.

FIGURE 216 Creating a Cluster Backup Schedule

Add vTM Backup Schedule *

Specify the required Schedule Name for the backup schedule.

(Optional) Enter a description for the backup schedule as its Schedule Info.

Note: This will be displayed as Details in the table of schedules.

Select the required Frequency for the backup schedule:

Hourly - this schedule will be performed once every hour. By default, this is on the hour. You
can also choose to Schedule At 15, 30 and 45 minutes past the hour.

Daily - this schedule will be performed once per day. By default, this is at midnight. Alternatively,
you can choose to Schedule At a specific time (hh:mm).

Weekly - this schedule will be performed once per week. By default, this is on Monday at
midnight. Alternatively, you can choose to Schedule On the required day (Monday - Sunday)
and Schedule At a specific time (hh:mm).

Monthly - this schedule will be performed once per month. By default, this is on Monday at
midnight. Alternatively, you can choose to Schedule On the required day (typically, 1-28) and
Schedule At a specific time (hh:mm).

Instant Backup - this schedule will be performed at a custom frequency. Instead of specifying
an exact time, the first backup will be taken immediately when the schedule is applied to a
cluster, and then at the defined Schedule Every frequency: every 15 minutes, hourly, every 12
hours, every week, every month).

8. Click Add.

The new schedule is added to the table of backup schedules.

Once you have created a schedule, it can be applied to any clusters that require the specified backup
schedule, see “"Adding a Backup Schedule to a Cluster” on page 238.

236
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Updating a Cluster Backup Schedule

Once a cluster backup schedule is created, you can change it at any time. The schedule can be renamed, and
any of the schedule details can be changed.

Any cluster that uses the backup schedule will automatically make use of the revised updated schedule.
1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. (lick the Services menu, and then click Services Director: vTM Backup Schedules. The vTM Backup
Schedules page appears.

4. Expand the required cluster backup schedule. For example:

FIGURE 217 Updating a Cluster Backup Schedule

VITM Backup Schedules

Freguency Backup Time Details

> Daily 1010 Daily backup schedule
A4 Hourly N/A Hourly backup schedule

Schedule e | sched-hourly-Ci

Schedule Hourly backup sched

Frequency Hou Caily zek

honthly nstant backup
edule A 20 ¥ | minutes past the hour

4 sched-maonthly-01 Monthly 130 Monthly (ith) backup schedule
4 sched-user-01 Every 12 Hours (Instant Backup) 1416 12-hourly backup schedule

ackup schedule

ackup schedule (Friday)

5. (Optional) Specify a new Schedule Name for the backup schedule.

6. (Optional) Enter a new description for the backup schedule as its Schedule Info.
Note: This will be displayed as Details in the table of schedules.

7. (Optional) Select a new Frequency for the backup schedule:

* Hourly - this schedule will be performed once every hour. By default, this is on the hour. You
can also choose to Schedule At 15, 30 and 45 minutes past the hour.

* Daily - this schedule will be performed once per day. By default, this is at midnight. Alternatively,
you can choose to Schedule At a specific time (hh:mm).
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Weekly - this schedule will be performed once per week. By default, this is on Monday at
midnight. Alternatively, you can choose to Schedule On the required day (Monday - Sunday)
and Schedule At a specific time (hh:mm).

Monthly - this schedule will be performed once per month. By default, this is on Monday at
midnight. Alternatively, you can choose to Schedule On the required day (typically, 1-28) and
Schedule At a specific time (hh:mm).

Instant Backup - this schedule will be performed at a custom frequency. Instead of specifying
an exact time, the first backup will be taken immediately when the schedule is applied to a
cluster, and then at the defined Schedule Every frequency: every 15 minutes, hourly, every 12
hours, every week, every month).

Note: If your Schedule Name and Schedule Info include references to the Frequency,
remember to update these also.

8. Click Apply.

The schedule is updated in the table of backup schedules.

Note: Any cluster that uses the backup schedule will automatically make use of the revised updated schedule.

Adding a Backup Schedule to a Cluster

Once you have created a cluster backup schedule (see “Creating a Cluster Backup Schedule” on page 235),

it can be applied to one or more clusters. This ensures that the required cluster backup schedule is performed
for all of those clusters.

238

. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. C(lick the Services menu, and then click Services Director: vTM Clusters. The vTM Clusters page
appears.



Pulse Secure Services Director Getting Started Guide

4. Expand the required cluster.

FIGURE 218 Cluster Without Backup Schedule

VT M Clusters

Cluster Name Type

3 Cluster-RNPP-UIPS-RUAZ-Q2JU Discoverad

» Violet-Cluster User Created
3 Cerise-Cluster Discovered
- Cluster-AQJE-R4HV-QYRI-9F40 Discoverad

Cluster Name: l:l

Owner: JK v

Anzlytics Profile: l:l

Sackup Scheduls N/A v

Backup Name Description £

There are no backups currently available for this c

In Use

Analytics Profile

N/A
M/A
N/A

N/A

Date

5. Select the required Backup Schedule.

6. Specify the required Number of Backups. The defaultis 5.

Backup Schedule

N/A
N/A
N/A

N/A

Retain

iuster

Next Backup Time Action

Backup Mow
Backup Now

Backup Now

Backup Now

Actions

Last Action Last Action Status

Note: Retained backups are not included in this number. See “Overview: vTM Cluster Backups” on

page 233.
7. Click Apply.

The required backup schedule is added to the cluster.

FIGURE 219 Cluster With Backup Schedule Added

Cluster Name

Type InUse
3 Cluster-RNPP-UIP9-RUAZ-C2JU Discaversd v
» Violet-Cluster User Created
> Cerize-Cluster Discovered v
3 Cluster-AQJE-RAHV-OYRI-9F4C  Discoverad v

Viewing Backups for a Cluster

Analytics Profile

Backup Schedule

N/A
N/

N/A

2016-07-05 1:00:00

Next Backup Time Action

Backup Mow
Backup Now

Backup Now

Backup Now

Last Action Last Action Status

Once you have added a backup schedule to a cluster (see “Adding a Backup Schedule to a Cluster” on

page 238), backups will begin to accumulate.

Backups are listed in the detailed view of the cluster. For example:

© 2019 Pulse Secure, LLC.

239



Pulse Secure Services Director Getting Started Guide

FIGURE 220 Cluster With Backup Schedule and Backups

Cluster Name Typs In Use Anzlytics Profile Backup Schedule Next Backup Time Action Last Action Last Action Status
v  Cluste-AQUE-RAHV-OYRI-OFAC  Discoversd v N/A sched-hourly-0t 2016-07-03 083000
Cluster Mame: ‘
Owner. JK v

Backup Schedule: sched-hourly-01  w

Number of Backups: Q

vy |v | ¥ |¥v|¥

Backup Mame Description Date Retain
Backup-QB4D-CTRH-NEVE-LTLZ  Cluster-AQJE-R4HV-QYRI-9F40#74  2016-07-03 06:30

Backup-NX1J-BPOY-U4FG-0528

-RAHV-GYRI-8F40#75  2016-07-03 0730

Backup-MPFV-K23G-H3FT-OVWE  Cluster-AGJE-R4HV-CYRI-9F40#72  2016-C7-03 0430

Backup-YFAP-9YUS-T75R- 3ZAV

JE-RAHV-CYRI-QF40#71  2016-07-03 0330  «

Backup-ZUOZ-TTF3-NKEZ-FIDR Cluster-AQUE-R4HV-CYRI-9F40#73. 2016-07-03 0530

In this cluster:

The cluster Type is Discovered. See “Understanding Virtual Traffic Manager Cluster Details” on
page 226.

The cluster is In Use. That is, the cluster contains one or more VvIMs.

Note: When a cluster is not In Use, you can delete it, see “Deleting an Empty Virtual Traffic Manager
Cluster” on page 254.

The cluster does not have an assigned Analytics Profile. That is, analytics is not enabled on the vIMs
in the cluster. See “Configuring vTM Analytics on the Services Director” on page 277.

There is a Backup Schedule in use on this cluster: sched-hourly-01
The Next Backup Time for the cluster is displayed.

The Backup button in the Action column enables you to take an immediate backup without disrupting
the schedule. See “Performing an Immediate Backup for a Cluster” on page 242.

There is a listed Owner for the cluster.
The maximum Number of Backups is 5.

The cluster contains the three most recent backups, plus two backups that have been retained for
future use. The retained backup will not be replaced by the addition of newer cluster backups. See
“Overview: VTM Cluster Backups” on page 233.

For each listed backup file:

240

The default Description for a cluster backup is the cluster name plus a sequence number. You can
update this if required, along with other details, see “Updating Details for a Cluster Backup” on
page 241.
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* You can compare any backup to any other backup using the Compare button in the Actions column.
See “Comparing Two Cluster Backups” on page 244.

* You can restore any of the backups to this (or another) cluster using the Restore button in the Actions
column. See “Restoring a Backup to a Cluster” on page 246.

* You can upload any of the backups to any vIM using the Upload button in the Actions column. The
destination VTM can be either inside or outside the cluster. You can then compare the cluster backup
to either a running cluster configuration, or to another cluster backup on that vIM. See “Uploading a
Cluster Backup to a Virtual Traffic Manager” on page 249.

To update details for a cluster backup, see “Updating Details for a Cluster Backup” on page 241.

Updating Details for a Cluster Backup

Each cluster that has an assigned backup schedule will accumulate backups over time. These backups are
displayed in the detailed view of a cluster on the vTM Clusters page.

You cannot change the Backup Name, but you can update the Description to provide memorable
information. This is useful when you choose to Retain a backup. See “Overview: vTM Cluster Backups” on

page 233.

You update details for a cluster backup from the vTM Clusters page.

NN

Access your Services Director VA from a browser, using its Service Endpoint IP Address.

2. Login as the administration user. The Home page appears.

3. C(lick the Services menu, and then click Services Director: vTM Clusters. The vTM Clusters page

appears.

4. Expand the required cluster. For example:

FIGURE 221 Viewing Backups for a Cluster

Cluster Name Type

b Cluster- AGJE-R4HV-GYRI-SF40 Discoverad

Cluster Name: | |
Owner | 4K v

Analytics Profile: v

Backup Schedule |e:\‘e:-:_= y-01 v

Nurnber of Backups: | S

Backup Name

3 Backup-L2CZ-1IE2R-FHSD-X38R
> Backup-2J4Z2-RYSD-4GIR-03T1
> Backup-SUBM-PDBL- NOGY-6LIO

> Backup-QB4D-GTRH-NEVE-LTLZ
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In Use

b4

Description *

Cluste

Analytics Profile

NAA

V-C¥RI-GF40#80

V-QYRI-9F403#8]1

\V-QYRI-9F40%#82

\V-QYRI-9F40%#83

\-GIYRI-OF40#84

Backup Schedule Next Backup Time Action Last Action Last Action Status

sched-daily-O1 2016-07-05 10000 Backup Now Complete
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5. Expand the required backup. For example:

FIGURE 222 Updating Details for a Cluster Backup

Backup Name Description Date Retain Actions

v Backup-L 2CZ-IE2R-FHSD-X38R  Cluster-AQJE-RAHV-QYRI-9F40#80 2016-07-04 1010

Description: | Cluster-ACQJE-R4HV-

Retain: 0O

6. Update the details for the backup as required:
* (Optional) Enter a new Description.
* (Optional) Select the Retain check box.

Note: When a backup is retained, it is not deleted as newer backups are created, and does not
count towards the number of backups stored by the cluster. Refer to the Number of Backups
in step 4 and also “Overview: vTM Cluster Backups” on page 233,

For example:

FIGURE 223 Example: Updating Details for a Cluster Backup

Backup Name Description Date Retain Actions

v Backup-L 2CZ-IE2R-FHSD-X38R  Cluster-AQJE-RAHV-QYRI-9F40#80 2016-07-04 1010

Description: | Monday 2016/07/04

Retain:
7. Click Apply.
The table of backups updates to reflect the changes.

FIGURE 224 Example: Updated Cluster Backup

Backup Name Description Date 3 Retain Actions
4 Backup-QB4D-CTRH-NEVE-LTLZ Sunday 2016/07/0. 2016-07-03 0&:30 v
> Backup-L2CZ-1E2R-FHSD-X38R I Monday 2016/07/0 ] 2016-07-04 1010 x

Performing an Immediate Backup for a Cluster
When a cluster has an assigned backup schedule, over time it accumulates backups automatically.

However, you can also create a cluster backup at any time as an immediate manual operation.
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Performing an Immediate Backup

1.

Access your Services Director VA from a browser, using its Service Endpoint IP Address.

2. Login as the administration user. The Home page appears.

3. C(Click the Services menu, and then click Services Director: vTM Clusters.

The vTM Clusters page appears.

FIGURE 225 Immediate Backup: Table of Clusters

Cluster Name * Type In Use Analytics Profile Backup Schedule Last Action Last Action Status
(3 Clut E-R4HV-CYRI-GF40 iscoverad v MN/A sched-daily-01
> Ceri: v A A
> ster-RNPP-UIP9-RUAZ-C2JU v 7S A B

Locate the required cluster and click the Backup Now button for its entry.

FIGURE 226 Immediate Backup: Starting the Operation

Cluster Name * Type InUse Analytics Profile Backup Schedule MNext Backup Time Last Action Last Action Status

> Cluster-AQJE-RAHV-GYRI-9F40 Discoverad v N/A sched-daily-01 2016-07-06 1-00:00

The Services Director attempts an immediate backup, and indicates this.
If the immediate backup succeeds, the Last Action and Last Action Status columns are updated:

FIGURE 227 Immediate Backup: Success

Cluster Name # Type In Uze Analytics Profile Backup Schedule Action Last Action Last Action Status
> Cluster-AGJE-R4HV-QYRI-9F40 Discovered L4 N/A sched-daily-01 Backup Now I Backup Now Complete I x

If the immediate backup fails, the Action, Last Action and Last Action Status columns are updated:

FIGURE 228 Immediate Backup: Failure

Cluster Names Type InUse Analytics Profile Backup Schedule MNext Backup Time Action Last Action Last Action Status
- Cluster-ACQUE-RAHV-GYRI-GF40  Discovered v N/A sched-daily-O1 2016-07-06 1100:00 I Clear Fal=d Acion Backup Now I

To re-attempt a failed immediate backup, see “Retrying An Immediate Backup After a Failure” on
page 243.

Retrying An Immediate Backup After a Failure

1.

Access your Services Director VA from a browser, using its Service Endpoint IP Address.

2. Login as the administration user. The Home page appears.

3. C(lick the Services menu, and then click Services Director: vTM Clusters. The vTM Clusters page
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4. Locate the required cluster. Any cluster with an immediate backup failure will show the Action, Last
Action and Last Action Status columns as follows:

FIGURE 229 Immediate Backup: Failed Immediate Backup

InUse Analytics Profile Backup Schedule Next Backup Time Action Last Action Last Action Status

Cluster Name

v Cluster-AQJE-R4HV-GYRI-SF40O Discoversd v N/A sched-daily-01 2016-07-06 11:0C:00 I Clear Fallea Action || Retry

5. Pause the pointer over the Failure warning triangle to view more information about the failure. For
example:

FIGURE 230 Immediate Backup: Failed Immediate Backup Reason

Could not select a VM for backup for cluster Cluster-AGJE-
RAHV-QYRI-9F 40 - {Error creating backup: . u'Unable to
access REST API Instanca-OUKO-HJOV-QTGS-RRPI for

craating backup:)

© add

Cluster Name #

InUse Analytics Profile Backup Schedule MNext Backup Time

3 Cluster-AQJE-RAHV-GYRI-9F40 Discovered v N/A sched-daily-01 2016-07-06 11:00:00

6. Investigate and resolve the issue. This may require you to log in to one of the vTMs in the cluster. Refer
to the Virtual Traffic Manager documentation for details of vTM operations.

7. (Optional) Click the Clear Failed Action button for the cluster.

This action clears the Last Action and Last Action Status columns before you re-attempt the
immediate backup. It is not required.

8. Once the issue is resolved, click the Retry button for the cluster:

FIGURE 231 Immediate Backup: Retrying an Immediate Backup

InUse Analytics Profile Back chedule Next Backup Time Action Last Action Last Action Status

Cluster Name #

» Cluster-AQUE-RAHV-QYRI-9F4C  Discovered v N/A sched-daily-01
If the immediate backup succeeds, the failure is cleared, and the status becomes Complete:

FIGURE 232 Immediate Backup: Success

Clu: Ty In Use Analytics Profile Backup e Action Last Action Last Action Status
> Cluster-AQJE-RAHV-QYRI-9F40 Discovered v N/A 21 6 1:00:00 Sockup Now I Backup Now Complete I x

If the immediate backup fails again, repeat this procedure from step 5.

Comparing Two Cluster Backups

When a cluster has an assigned backup schedule, over time it accumulates backups. Before choosing a cluster
backup from which to perform a restore, it may be useful to compare two backups from the same cluster.

The resulting differences are grouped by resource type and individual resource differences.

Analyzing the differences between cluster backups supports you making an informed decision about which
backup is required for a given situation.

Note: You are also able to upload a cluster backup file to a vIM, so that you can compare it to either a running
cluster configuration, or to another backup on that vIM. See “Uploading a Cluster Backup to a Virtual Traffic
Manager” on page 249.
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1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. C(lick the Services menu, and then click Services Director: vTM Clusters. The vTM Clusters page
appears.

4. Expand the required cluster. The backups taken for the cluster are listed. For example:

FIGURE 233 Comparing Two Cluster Backups

Cluster Name Type In Use Backup Schedule MNext Backup Time Action Last Action Last Action Status
v  ClusterAQUE-RAHV-GYRI-OF40  Discovered v sched-daily-O1 2016-07-06 1:00.00 Backup Now Complete
Cluster Name
Qwner:

Analytics Profile

Backup Schedule

MNumber of Backups: | 5 ‘

Backup Name Description Date . Reizin Actions
» Backup-TYKU-FFXD-PBSM-4CG4  Cluster-AQUE-RAHYV-GYRI-OF40#87  2016-07-05 1819
> V-CYRI-OFAO#86  2016-07-05 16:48
» \-CYRI-OFAO#85  2016-07-05 100
> Backup-3VKN-XXUO-033N-BKE?  Cluster-AGJE-R4HV-GYRI-OF40#84  2016-07-04 15:30
> Backup-FLOB-IZ01-NSTG- D2X0 Cluster-AGJE-R4HV-GYRI- OF40#83  2018-07-04 1529
> Backup-L2CZ-IE2R-FHSD-X38R 2016-07-04 1010 v
> Backup-GBAD-GTRH-NBVELLTLZ  Sunday 2016/07/03 2016-07-03 0630 v

5. ldentify the first backup for the comparison and click its Compare button.

FIGURE 234 |dentifying the First Backup

Backup Name Description Date ; Retain Actions
> Backup-TYKU-FFXD-PBSM-4CG4  Cluster-AGUE-RAHV-GYRI-9F40#87  2016-07-05 1819 meste]| [Comenrs] | %

The Compare Backups (<cluster_id>) dialog box appears. For example:

FIGURE 235 Selecting the Second Backup

Compare Backups (Cluster-AQJE-R4HV-QYRI-9F40)

Backup Name: Cluster-ACQJE-RAHV-CYRI-SF40#E7

Compare Against: | Cluster-ACQJE-RAHV-CYRI-2F40 v |

| Cluster-AQJE-R4AHV-GYRI-F40#83 v |

Compare

6. Select the required Compare Against values to identify the second backup:
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* The top Compare Against field lists all clusters known to the Services Director. Select the
current cluster (the default) or a different cluster.

* The bottom Compare Against field lists all backups within the selected cluster. Select the
required backup for the comparison.

7. Click Compare to perform a comparison of the two backups.
The Compare Backups dialog box displays the results of the comparison. For example:

FIGURE 236 Results of the Backup Comparison

Compare Backups

This screen shows the differsnce between two backups

Backup 1 Cluster-AGJE-R4HV-QYR1-9F40#87
Backup 2: Cluster-ACQUE-R4HV-QYR1-9F404#86

Traffic Managers

Configuration resource key values

1062169171 Backup 1 Backup 2
appliznceinameservers 1062128.30 1052128.201082128
S
snmglenabled Yes x
applianceliflsthOimtu 1500 x
Global Settings
Configuration resource key values
settings.cfg Backup 1 Backup 2
flipperimonitor_timeout 10 x
flipperizutofailoack No x
flipperichild_timeout 10 x
flipperimonitor_interva Go0 x

Backup 1 and Backup 2 identify settings that have changed between the two backups.

Refer to the Virtual Traffic Manager documentation for details of these settings.

Restoring a Backup to a Cluster
At any point, you can restore the configuration of a cluster from a cluster backup.

Typically, the backup will be one that was generated for the cluster. However, it is possible to restore a backup
from any cluster to any other cluster.

Restoring a Cluster Backup

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.

2. Login as the administration user. The Home page appears.
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3. (lick the Services menu, and then click Services Director: vTM Clusters. The vTM Clusters page
appears.

4. Expand the required cluster to view its accumulated backups. For example:

FIGURE 237 Viewing Accumulated Backups for a Cluster

Cluster Name Type In Use Backup Schedule Next Backup Time Action Last Action Last Action Status
v  Cluste-ACUE-RAHV-OYRI-9FAC  Discoversd v sched-daily-O1 2016-07-06 1:00:00

Cluster Name:

Qwner
Analytics Profile.

Backup Schedule

MNumber of Backups: ! 5 ‘

Backup Mame Description & Date Retain Actions

> Backup-QB4D-CGTRH-NSWE-LTLZ Sunday 2016/07/ 2016-07-03 0630 v

» Backup-L 2C7-1E2R-FHSD-X38R 2016-07-04 1010 v

> Backup-TYKU-FFXD-PBESM-4CG4 Cluster-AGJE-R4HV-CGYRI- OF40#87 2016-07-05 1819

» Backup-JRO8-UMXU-C3VO-59T2 Cluster-AQJE-R4HY-CYRI- 9F40#26 2016-07-05 1648

» Backup-HD4G-6MJZ-TTSW-VE8C Cluster-AQJE-R4HY-CYRI- 9F40#25 2016-07-05 1100

» Backup-3VKN-XXUQO-033N-BKE7 Cluster-ACQJE-RAHY-CYR1- 9F40724 2016-07-04 1230

» Backup-FLOG-IZO1-NSTQ-D2X0 Cluster-AQJE-R4HV-GYR1- 9F40#83 2016-07-04 1529

5. Locate the required backup. This can be any of the listed cluster backups: scheduled, immediate or
retained.

Note: If you are unsure which is required, you can compare any two backups to identify the differences,
see “Comparing Two Cluster Backups” on page 244.

6. Click the Restore button for the required backup.

FIGURE 238 Starting a Restore from a Cluster Backup

Backup Name Description 5 Date Retain  Action

» Backup-QB4D-CGTRH-NEVE-LTLZ ~ Sunday 2016/07/03 2016-07-03 06:30 v

The Restore Backup dialog box appears.

FIGURE 239 Selecting a Target Cluster for a Restore

Restore Backup

vl
JO703

o

Backup Name: Sunday 201

Target Cluster: | Cluster-ACUE-R4Hw

Restore Cancel

7. Select the Target Cluster from the list of clusters known to the Services Director.
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8.

Click Restore.
The Services Director begins the restore process.

FIGURE 240 Restoring a Cluster Backup: In Progress

Cluster Name Type InUse Analytics Profile Backup Schedule Next Backup Time Action Last Action Last Action Status

v Cluster-AQJE-RAHV-GYRI-9F40 Discoversd v N/A

When this completes, the selected backup has been restored to the selected cluster.

FIGURE 241 Restoring a Cluster Backup: Complete

Cluster

xt Backup Time Action Last Action Last Action Status

| sestore compiete |

Type In Use Analytics Profile Backup Sc

JE-RAHV-CYRI-9F40  Discoversd v N/A

a
@

v Cluster

If the restore fails, the following is displayed:

FIGURE 242 Restoring a Cluster Backup: Failure

Cluster Name Typs InUse Analytics Profile Last Action Last Action Status
v Cluster-AQJE-RAHV-GYRI-9F4C  Discoversd v N/A -07-06 1:00:00 I Cleer Falled Actio Restore Failed |

To resolve a failed restore, see “Retrying A Cluster Restore After a Failure” on page 248.

Retrying A Cluster Restore After a Failure

1.

2.

248

Access your Services Director VA from a browser, using its Service Endpoint IP Address.
Log in as the administration user. The Home page appears.

Click the Services menu, and then click Services Director: vTM Clusters. The vTM Clusters page
appears.

Locate the required cluster. Any cluster with a restore failure will show the Action, Last Action and
Last Action Status columns as follows:

FIGURE 243 Cluster Restore: Failure

Type In Use Analytics Profile Backup Schedule Next Backup Time Action Last Action Last Action Status

Restore Failed |

JE-RAHV-QYRI-9F40  Discoversd v N/A sched-daily-0O1

Pause the pointer over the Failure warning triangle to view more information about the failure. For
example:

FIGURE 244 Cluster Restore: Reasons For Failure

Could not find any vTMs in the cluster Cluster-AQIE-R4HV-
GYRI-9F40 to restore: Uploading backup failed: Unabla to
access REST API Instanca-OUKO-HJOV-QTGS-RRPI for

uploading backup.

Cluster Name ype In Uze Analytics Profile Backup Schedule

A4 Cluster-AQJE-RAHV-GYRI-9F40 Discovered L4 N/A sched-daily-01

Restore

Investigate and resolve the issue. This may require you to log in to one of the vTMs in the cluster. Refer
to the Virtual Traffic Manager documentation for details of vTM operations.

(Optional) Click the Clear Failed Action button for the cluster.
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This action clears the Last Action and Last Action Status columns before you re-attempt the cluster
restore. It is not required.

8. Once the issue is resolved, click the Retry button for the cluster:

FIGURE 245 Cluster Restore: Retrying

Type InUse Analytics Profile Last Action Last Action Status
v Cluster-AQJE-R4HV-QYRI-9F40 Discoversd v N/A . Restore

If the restore succeeds, the failure is cleared, and the status becomes Complete:

FIGURE 246 Cluster Restore: Success

Type In Use Anzlytics Profile Backup Schedule Next Backup Time Action Last Action Last Action Status
- JE-RAHV-CYRI-OF4C  Discovered v N/A 2016-07-06 100.00 I Restore Complete I

If the restore fails again, repeat this procedure from step 5.

Uploading a Cluster Backup to a Virtual Traffic Manager

In addition to cluster backup comparisons (see “Comparing Two Cluster Backups” on page 244), you can
upload a cluster backup file to a vTM. The uploaded cluster backup file is stored by the vTM, but not restored.
This enables you to perform a comparison of the cluster backup with a running cluster configuration, or to
another backup on the vTM.

After you have uploaded a cluster backup file, it is visible in the vTM's graphical user interface:

FIGURE 247 Viewing an Uploaded Cluster Backup in the vTM User Interface

10.62.169.171 (admin/admin) Logout

BROCADE Virtual Traffic Manager Appliance Services Director 11.0

4 Home | @ Services [I] Catalogs =& Diagnose | [ Activity | & System Wizards hll||£2 Help

System: Traffic Managers Fault Tolerance Networking | Data Plane Acceleration @ Sysctl Alerting

SNMP | Security | Users | Backups | Licenses Time  Global Settings

Backups Backup Management

View, create and import configuration backups.

Backups stored on Traffic Manager '10.62.169.171'

This section contains a list of your saved backups on this machine. To view a detailed summary, restore or export a backup click on
its name.

Backup Timestamp Description Compare

(»] Backup-QBAD-QTRH-NG\EILITEE16 07:29 SD backup

Current Configuration

| Compare

Refer to the Virtual Traffic Manager documentation for a description of supported activities with this backup.
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Uploading a Cluster Backup
1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. Click the Services menu, and then click Services Director: vTM Clusters. The vTM Clusters page
appears.

4. Expand the required cluster to view its accumulated backups. For example:

FIGURE 248 Viewing Accumulated Backups for a Cluster

Cluster Name Type In Use Backup Schedule Next Backup Time Action Last Action Last Action Status
v  Cluster-AQJE-RAHV-CYRI-OF40  Discovered v sched-daily-01 2016-07-07 1:00:00

Cluster Name
Owner:
Anzlytics Profile:

Backup Schedule

Backup Name Description Date Retain Actio
3 Backup-QB4D-OTRH-NEVE-LTLZ Sunday 201 v
» Backup-L 2CZ-1E2R-FHSD-X38R Mon v
3 Backup-1YKU-FFXD-PBSM-4CG4 Cluster-AQJE-RAHV-CYRI- SF40%#87 2016-07-05 1819
> Backup-JRO8-UMXU V-CYRI- SF40#86

V- RI- OFA0#ES

» Backup-HDA4G-6MJ

» Backup-3VKN-XXUO-033N-BKE7 Cluster-AQUE-RAHV-QYRI- 9F407#24 2016-07-04 1530

» Backup-FLOB-IZO1-NSTG-D2X0 Cluster-ACUE-RAHV-CYRI-OF40#83  2016-07-04 1528

5. Locate the required backup. This can be any of the listed cluster backups: scheduled, immediate or
retained.

Note: If you are unsure which is required, you can compare any two backups to identify the differences,
see “Comparing Two Cluster Backups” on page 244.

6. Click the Upload button for the required backup.

FIGURE 249 Starting a Cluster Backup Upload

Backup Name . Description Date Retain  Action

» Backup-QB4D-OTRH-NEVE-LTLZ  Sunday 2016/07/03 2016-07-03 0630 v
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The Upload Step 1 dialog box appears.

FIGURE 250 Selecting a Cluster for an Upload

Upload Step 1: Choose target cluster

e lerilec]

Backup Name: Sunday 2016/07/03

Target Cluster. | Cluster-ACUE-RAHw

7. Select the Target Cluster from the list of clusters known to the Services Director.
8. Click Next.
The Upload Step 2 dialog box appears.

FIGURE 251 Selecting a vTM for an Upload

Upload Step 2: Choose target instance

e lerilec]

Backup Name:  Sunday 2016/07/03

Target Cluster:  Cluster-ACQJE-R4HV-CYRI-2F40

Target Instance:

9. Select the Target Instance from the list of vTMs for the cluster.
10. Click Upload to start the upload process.
When this completes, the selected cluster backup has been uploaded to the selected vIM.

FIGURE 252 Uploading a Cluster Backup: Complete

Cluster Name Type InUse Analytics Profile Backup Schedule Next Backup Time Action Last Action Last Action Status
v  ClusterAQIE-RIHV-QYRIOFAO  Discoversd v N/A sched-daily-O1 2016-07-07 H00:00 I Upload Complete I

If the upload fails, the following is displayed:

FIGURE 253 Uploading a Cluster Backup: Failure

Cluster Name Type In Use Analytics Profile Backup Schedule Next Backup Time Action LastAction Last Action Status
v  ClusterAGUE-RAHV-GYRI-9FAC  Discovered v N/A sched-daily-01 2016-07-07 11:00:00 I CleerFeled Acton Upload ]

To resolve a failed upload, see “Retrying A Cluster Backup Upload After a Failure” on page 251.

Retrying A Cluster Backup Upload After a Failure

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.

2. Login as the administration user. The Home page appears.
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3. (lick the Services menu, and then click Services Director: vTM Clusters. The vTM Clusters page
appears.

4. Locate the required cluster. Any cluster with an upload failure will show the Action, Last Action and
Last Action Status columns as follows:

FIGURE 254 Cluster Upload: Failure

InUse Analytics Profile LastAction Lasi Action Status

Cluster Name

A4 Cluster-AQJE-RAHV-GYRI-9F40 Discoverad v N/A

5. Pause the pointer over the Failure warning triangle to view more information about the failure. For
example:

FIGURE 255 Cluster Upload: Reasons For Failure

Couid not upload to Instance-R17Q-NEEJ-LBIP-BMUP-

Uploading backup faled: Unable to access REST AP
In Uze Analytics Profile Backup Schedule Eag= ime Instance-R1ZQ-NEEJ-L89P-8MUP for uploading backup.

Cluster Name

v Cluster-AQJE-RAHV-GYRI-9F40 Discovered L4 N/A sched-daily-01

6. Investigate and resolve the issue. This may require you to log in to one of the vTMs in the cluster. Refer
to the Virtual Traffic Manager documentation for details of vTM operations.

7. (Optional) Click the Clear Failed Action button for the cluster.

This action clears the Last Action and Last Action Status columns before you re-attempt the cluster
upload. Itis not required.

8. Once the issue is resolved, click the Retry button for the cluster:

FIGURE 256 Cluster Upload: Retrying

Last Action Last Action Status

Cluster Name InUse Analytics Profile Backup Schedule MNext Backup Time

- Cluster-AQJE-R4HV-GYRI-9F40  Discoverad v N/A sched-daily-01 2016-07-07 1.00:.00

If the upload succeeds, the failure is cleared, and the status becomes Complete:

FIGURE 257 Cluster Upload: Success

Action Last Action Last Action Status

[Coess comee |

InUse Analytics Profile Backup Schedule

Cluster Name

A4 Cluster-AGJE-R4HV-GYRI-OF4C Discoverad v N/A sched-daily-01

If the upload fails again, repeat this procedure from step 5.

Deleting a Cluster Backup

The Services Director stores the most recent cluster backups, subject to a maximum number that you can you
can define on a per-cluster basis. Older backups beyond this maximum are deleted automatically. You can
choose to mark one or more cluster backups as retained. Retained backups are not deleted automatically, and
do not count towards the maximum number of backups for the cluster. See “Updating a Virtual Traffic
Manager Cluster” on page 230.

You can delete any cluster backup manually. To do this, expand a cluster on the vTM Clusters page, and locate
the required cluster backup. Then, click its delete (X) button:
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FIGURE 258 Deleting a Cluster Backup

Backup Name Description Date Retain Actions

Backup-HD4G-6MJZ-ITSW-  Cluster-AGJE-RAHV-GYRI- 2016-07-05 [Uplozs ] [ ectore
’ WEEC OFAD#E5 1100

If you attempt to delete a retained cluster backup, you must confirm the deletion.

Moving a vTM Between Clusters

You cannot change a VTM's cluster from the Services Director. This is true for both registered vIMs (in
Discovered clusters) and deployed vIMs (in User Created clusters).

However, you can change a VTM's cluster from the user interface of the vIM software itself. Refer to the Virtual
Traffic Manager docs for information.

After you move a VTM between clusters, the existing administration credentials for the vIM in the Services
Director VA will be wrong. As a result, the Instance Health for the vTM will change to N/A, and its software

version will show as Unknown.
To fix this:
1. Access the detailed view for the vTM in the vTM Instances page.
2. Update the administration credentials for the vIM to those of the new cluster.

After a short time, the Instance Health will change to reflect the state of its new cluster, and the displayed
software version will return to its usual setting.
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Deleting an Empty Virtual Traffic Manager Cluster

The vTM Clusters page displays all clusters known to the Services Director. This page can include clusters that
are not flagged as In Use, such as one that remains after a viM joins another cluster, leaving its original cluster
empty.

You can delete any cluster that is not flagged as In Use, and which does not contain cluster backups.

To delete a cluster, pause the pointer over it in the table of clusters, and then click the delete (X) button that
appears at the end of the row.

FIGURE 259 Deleting an Empty Cluster

VvIM Clusters
© Add
Cluster Name Type In Use Analytics Profile Backup Schedule Next Backup Time Action Last Action Last Action Status
» Cluster-BUOX-ISLW-YBAA-IIBK Discoverad N/A N/A Backup Now ®
» Cluster-RNPP-UIP9-RUAZ-CG2JU Discoversd v N/A N/A Backup Now
» Wiolet-Cluster User Created N/A N/A Backup Mow
> Discoversd v N/A MN/A Backup Now
b Cluster-AQUE-RAHV-GYRI-9F40  Discoversd v NIA sched-daily-O1 2016-07-05 10000 Backup Now Complete

Select the Delete option to remove the empty cluster from the table.

Note: A dialog box appears if the empty cluster had ever contained a vIM that is now Deleted. This indicates
that any Deleted vTMs will be purged from the database. For example:

FIGURE 260 Purging Deleted vTMs

Confirm Deletion

This cluster has associzted instances in 3 'Deleted state, which must be purged before this cluster can be deleted. Would you like to remove them?
Instance ID Instance Name
Instance-XMOC-ASM4-SWES-FG2W sienna-02

Instance-PIWS-2D1Z-RVHK-6Y0K sienna-O1

Instance-2VRL-IBA3-PBSE-85GM sienna-C03

Click OK to purge the Deleted vTMs and remove the cluster from the database.
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Working with User Authentication

* Overview: VTM User Authentication ......... ... . ittt it 255
* Overview: Services Director User Authentication................ ... .. ..., 256
* Creatingan Authenticator. ........ ... ittt ittt 257
* Creating a PermisSion GrOUP . .....ouiitiitinttnteneeneeneeneeneeneeneensannnn 264
* Creating an Access Profile (vTM User AuthenticationOnly) ....................... 268
* Applying User AuthenticationtoaVvTM. ....... ... . ittt 271
* Workingwith vTM Templates . ...t i i i i et c et ien e 273

The Services Director VA supports user authentication in two forms:

* VIM user authentication controls access to individual vTM instances. See “Overview: vIM User
Authentication” on page 255.

* Services Director user authentication controls access to the Services Director's graphical user interface
(GUIN, command line interface (CLI) and REST API. See “Overview: Services Director User
Authentication” on page 256.

Overview: vTM User Authentication

Each Virtual Traffic Manager (VTM) supports user authentication. This enables the vIM to verify the identify of
any connecting user.

Note: The use of vIM user authentication is optional.

The VvTM verifies a user's credentials (username and password) against two possible user authentication
sources:

* Local users - user credentials are authenticated against all locally-defined user accounts (such as
admin).

* Remote authenticators - user credentials are authenticated against externally-located servers that are
based on RADIUS, LDAP or TACACS+ services.

Successful authentication identifies the user's permission group. This defines the activities that the connected
user can perform on the vTM.

The Services Director VA enables you to optionally configure the authenticators and permissions groups that
will be used by the vTMs within its estate. Specific combinations of authenticators and permission groups are
combined as access profiles on the Services Director.
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To configure vTM user authentication, you must create:
* One or more Services Director authenticators, see “Creating an Authenticator” on page 257.
* One or more permission groups. See “Creating a Permission Group” on page 264.

* One or more access profiles. See “Creating an Access Profile (vTM User Authentication Only)” on
page 268.

The Services Director Administrator chooses when to apply user authentication to a vIM. This is either:

* During the acceptance of a VTM self-registration request. See “Accepting a Pending Self-Registration
Request” on page 178.

* During later configuration of the vTM from the Services Director VA. See “Applying User
Authentication to a vTM” on page 271.

Both processes require the Services Director Administrator to choose an access profile. The access profile
identifies the authenticators and permission groups that are applied to the vIM to define its user
authentication. These will be applied to the vTM. All cluster members are affected.

Note: The vIM Administrator can also configure user authentication directly from the vTM. The Services
Director does not track any such activity, and cannot display live user authentication settings for the vTM.

Overview: Services Director User Authentication

Services Director user authentication controls access to the Services Director's graphical user interface (GUI),
command line interface (CLI) and REST API.

Note: The use of Services Director user authentication is optional.
User credentials (username and password) are evaluated against two possible user authentication sources:

* Local users - user credentials are authenticated against all locally-defined user accounts (such as
admin).

* Remote authenticators - user credentials are authenticated against externally-located servers that are
based on RADIUS, LDAP or TACACS+ services.

Successful authentication identifies the user's permission group. This defines the activities that the connected
user can perform on the vTM.

Note: For Services Director user authentication, there is typically a single permission group, which has access
to all functionality.

To configure Services Director user authentication, you must create:
* One or more Services Director authenticators, see “Creating an Authenticator” on page 257.

* A permission group. See “Creating a Permission Group” on page 264.
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Note: Access profiles (which are required for vIM user authentication) are not required for Services Director
user authentication.

Once you have created a Services Director authenticator and a permission group, the configuration of Services
Director user authentication is complete.

Creating an Authenticator
Services Director supports user authentication at both the vIM level and the Services Director level.

One or more authenticators are required when establishing user authentication from the Services Director VA.
An authenticator defines an external user authentication service. Three proprietary authentication services
are supported, each of which has service-specific settings.

* LDAP, see “Creating an LDAP Authenticator” on page 258.
* RADIUS, see “Creating a RADIUS Authenticator” on page 260.
* TACACSH, see “Creating a TACACS+ Authenticator” on page 262.
Authenticators are listed on the Authenticators page, see “Viewing Authenticators” on page 257.

Note: A vIM administrator can also create and implement an authenticator on the vIM directly. Refer to the
Virtual Traffic Manager documentation for details.

Viewing Authenticators
One or more authenticators are required when establishing user authentication from the Services Director VA.

The Authenticators page includes a table of vIM authenticators and a table of Services Director
authenticators. Each entry in these tables shows the details that are common to all user authentication
services (LDAP, Radius, TACACSH).

Name Description

Authenticator The name of the authenticator.

Name

Type The user authentication service for the authenticator. That is: LDAP, RADIUS or TACACS+.
Server The IP address or hostname of the user authentication server.

Port The port used to connect to the user authentication server.

Timeout The timeout period (in seconds) for a connection to the user authentication server.
Fallback Group The permissions group to which a valid user will belong if its group is not identified.
Status (Services Director authenticators only). Indicates whether the authenticator is the active

authenticator.
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Expand an entry in either table to see full details for an authenticator. The displayed details will vary,
depending on whether the authenticator is LDAP, RADIUS or TACACS+.

FIGURE 261 The Authenticators Page

Authenticators

Search Password:

vIM
Authenticator Name Type Server Port Timeout Fallback Group
v LDAP Server LDAP 1062169170 389 30 admin
Mame: | LDAP Server |
Type | LDAP |
Server: 1062163170 |
Port 389 |
Timeout: 30 |
Fallback Group: | admin v |
Group Attribute: | mermberCf |
Group Field: | CN |
Base DN: | OU=users, DC=tekton, DC
Bind DN: | Y%u@takton.local |
DN Method: | Construct v |
Filter: | sAMAccountName=2%u |
Group Filter: | [8[me"ﬂberdid=%J][-3bject-i|
ssssssee |@>
|

Search DN: |

Services Director
© ~dd

Authenticator Name

» TACACS+ Server

Type Server Port Timeout Fallback Group Status

TACACS+ 1062167128 49 10 None Enabled

Creating an LDAP Authenticator

This procedure supports both vTM authenticators and Services Director authenticators.

258

1.
2.

Access your Services Director VA from a browser, using its Service Endpoint IP Address.

Log in as the administration user. The Home page appears.

Click the Catalogs menu, and then click Authentication: Authenticators. The Authenticators page

appears.
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4. Click the plus symbol above either the vIM authenticator table or the Services Director authenticator

table.

The Create Authenticator dialog box appears.

5. Select the LDAP authenticator type, and click Next.

The Create Authenticator: LDAP dialog box appears.

FIGURE 262 Specifying LDAP Authenticator Details

Create Authenticator: LDAP *

Marne: Base D
Name: Base LN

Previous

6. Specify the following authenticator properties:

Name: The name of the LDAP authenticator on the Services Director.

Server: The IP address or hostname of the LDAP server.

Port: The port used to connect to the LDAP server.

Timeout: The timeout period (in seconds) for a connection to the LDAP server.

Group Attribute: The LDAP attribute that gives a user's group. For example: "memberOf".
If multiple values are returned by the LDAP server the first valid one will be used.

This is required if Fallback Group is unset.

Group Field - the sub-field of the Group Attribute that gives a user's group.

For example: if Group Attribute is "memberOf" which delivers "CN=mygroup, OU=groups,
OU=users, DC=mycompany, DC=local", set Group Field to "CN". The first matching field will be
used.

Fallback Group: A permission group, for example: "admin".
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If Group Attribute is not defined, or is not set for the user, the permission group named here
will be used.

* Base DN: The base DN (Distinguished Name) for directory searches.
* DN Method: This value determines relevance/requirement of Bind DN and Search DN.

Use "Construct" when the bind DN for a user can be constructed from a known string. Refer to
the Bind DN field.

Use "Search" when the bind DN for a user can be searched for in the directory. This is necessary
if you have users under different directory paths. Refer to the Search DN and Search
Password fields.

* Bind DN: A template to construct the bind DN from the username. This is only used when the
DN Method is "Construct".

The string "%u" is replaced by the username. For example: "% u@mycompany.local" or "cn=%u,
dn=mycompany, dn=local"

* Filter: Afilter that uniquely identifies a user located under the Base DN.

The string "%u" will be substituted with the username. For example: "sAMAccountName=%u"
(Active Directory), or "uid=9%u" (Unix LDAP).

* Group Filter: If the user record returned by the LDAP Filter does not contain the required
group information, you can specify an alternative group search filter here. This will typically be
required if you have Unix/POSIX-style user records. If multiple records are returned the list of
group names will be extracted from all of them.

The string "%u" will be replaced by the username. For example:
"(&memberUid=%u)(objectClass=posixGroup))"

* Search DN/ Search Password - the DN and password to use when searching the directory for
a user's bind DN. These are only used when the DN Method is "Search". You can leave these
blank if it is possible to perform the bind DN search using an anonymous bind.

(Optional) Set the Enabled check box if this is to be the active Services Director authenticator.

(Optional) Test the specified details for a Services Director user authentication by specifying a
Username and Password and clicking Test.

Note: This function is not available for vIM authenticators.
Click Finish.

The LDAP authenticator is added to the Authenticator table.
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Creating a RADIUS Authenticator
This procedure supports both vTM authenticators and Services Director authenticators.

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. (lick the Catalogs menu, and then click Authentication: Authenticators. The Authenticators page
appears.

4. Click the plus symbol above either the vTM authenticator table or the Services Director authenticator
table.

The Create Authenticator dialog box appears.
5. Select the RADIUS authenticator type, and click Next.
The Create Authenticator: RADIUS dialog box appears.

FIGURE 263 Specifying RADIUS Authenticator Details

Create Authenticator: RADIUS ®

Marme:

—
3
I
o]
=1
)
o
i
]

Previous

6. Specify the following authenticator properties:
* Name: The name of the RADIUS authenticator on the Services Director.
* Server: The IP address or hostname of the RADIUS server.
* Port: The port used to connect to the RADIUS server.

* Timeout: The timeout period (in seconds) for a connection to the RADIUS server.
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* Fallback Group: If no group is found using the vendor and group identifiers, or the group found
is not valid, the group specified here will be used.

* Group Attribute: The RADIUS identifier for the attribute that specifies an account's group.
Optional if Fallback Group is specified, but required if Fallback Group is unset.
* Secret: The secret key shared with the RADIUS server.

* Group Vendor: The RADIUS identifier for the vendor of the RADIUS attribute that specifies an
account's group.

Leave blank if using a standard attribute such as Filter-Id.

* NAS IP: A string identifying the Network Access Server (NAS) which is requesting authentication
of the user. This value is sent to the RADIUS server.

If left blank, the address of the interface used to connect to the server will be used.

* NAS Identifier: The identifying IP Address of the NAS which is requesting authentication of the
user. This value is sent to the RADIUS server.

(Optional) Set the Enabled check box if this is to be the active Services Director authenticator.
Note: This property is not available for vIM authenticators.
Click Finish.

The RADIUS authenticator is added to the Authenticator table.

Creating a TACACS+ Authenticator
This procedure supports both vTM authenticators and Services Director authenticators.

1.

2.

Access your Services Director VA from a browser, using its Service Endpoint IP Address.
Log in as the administration user. The Home page appears.

Click the Catalogs menu, and then click Authentication: Authenticators. The Authenticators page
appears.

Click the plus symbol above either the vTM authenticator table or the Services Director authenticator
table.

The Create Authenticator dialog box appears.

Select the TACACS+ authenticator type, and click Next.



The Create Authenticator: TACACS+ dialog box appears.

FIGURE 264 Specifying TACACS+ Authenticator Details

Create Authenticator TACACS+ ¥

Previous

6. Specify the following authenticator properties:

Name: The name of the TACACS+ authenticator on the Services Director.

Server: The IP address or hostname of the TACACS+ server.

Port: The port used to connect to the TACACS+ server.

Timeout: The timeout period (in seconds) for a connection to the TACACS+ server.

Fallback Group: If Group Service is not defined, or no group value is provided for the user by
the TACACS+ server, the group specified here will be used.

Secret: The secret key shared with the TACACS+ server.
Auth Type: The TACACS+ authentication type, either "PAP" or "ASCII".

Group Service: The TACACS+ "service" that identifies a user's group field. This is required if
Fallback Group is unset.

Group Field: The TACACS+ "service" field that provides each user's group.

(Optional) Set the Enabled check box if this is to be the active Services Director authenticator.

Note: This property is not available for vTM authenticators.

Click Finish.

The TACACS+ authenticator is added to its authenticator table.
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Creating a Permission Group
Services Director supports user authentication at both the vIM level and the Services Director level.

* One or more permission groups are required when establishing vTM user authentication. Each
permission group defines what a user in the group can do, by combining permission names with access
levels. There are four default permission groups:

admin - this group has full access to all vTM pages.

Demo - this group has full access, except to user management / system.
Monitoring - this group has access only to config summary / monitoring pages.
Guest - this group has read-only access

* Asingle permission group is typically required when establishing Services Director user authentication.
This permission group has access to all functionality.

Permission groups are listed on the Permission Groups page, see “Viewing Permission Groups” on

page 264.

You create permission groups from the Permission Groups page.

* To create a permission group for vTM user authentication, see “Creating a Permission Group (vTM
User Authentication)” on page 266.

* To create a permission group for Services Director authentication, see “Creating a Permission Group
(SD User Authentication)” on page 268.

Note: The vIM administrator can create and implement a permission group on the vTM directly. Refer to the
Virtual Traffic Manager documentation for details.

Viewing Permission Groups

One or more authenticators are required when establishing user authentication from the Services Director VA.
Each permission group defines what a user in the group can do.

The Permission Groups page includes a table of permission groups for vIM user authentication, and a table
of permission groups for Services Director user authentication.

264
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FIGURE 265 The Permission Groups Page

Permission Groups

vIM
© ~dd
Permission Group Name
» admin
» Demo
» Monitoring
» Guest

Services Director
© ~dd
Permission Group Name

» admin

Each entry in the permission groups table displays summary details for the permission group.

To view full details for a vTM user authentication permission group, click the arrow on the left side of the
permission group’s entry.

Login Timeout
30

30
30

30

Description

Full access to all pages
Full access, except to user management / systemn
Access only to config summary / monitoring pages

Read-only access

Description

administration group

FIGURE 266 The Permission Groups Page: vTM Permission Group

Add Permission Group

Permission Group Mame |

Timeout: | 30

Description: |

Permission

Activity
Connections
Connections » Details
Content Cache
Content Cache » Clear
Current Activity
Current Activity > Edit

Download Logs

O Advanced options

Mane
(check all)

Read Only Full
[check all)  (check all)
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Name Description

Permission Group The name of the permission group.
Name
Timeout (vTM Only) A timeout setting (in minutes) for a login session for a user in this group. A zero value indicates

that sessions should never time out.

Description A list of permissions known by the Services Director. The access level for each of these can be
set to None, Read-Only or Full.

Permission A list of permissions known by the Services Director. The access level for each of these can be
set to None, Read-Only or Full.

If you click Advanced Options, you can manually specify permissions of which Services
Director is not aware. That is, you can reference any permission that is supported by the vTM.
To find these permission names, refer to the Virtual Traffic Manager documentation.

Note: The Services Director VA does not verify permissions entered under Advanced
Options. The VTM itself verifies all permissions when the permission group is applied to the
VIM. Any permission that is not recognized by the vIM is ignored.

To view full details for a Services Director user authentication permission group, click the arrow on the left side
of the permission group’s entry.

FIGURE 267 The Permission Groups Page: Services Director Permission Group

Permission Group Name Description
v admin administration group
Permission Group Mame | admin |
Description: | administration group |
Permissions: Full administrator permissions

Typically, there is only one Services Director user authentication permission group.

Creating a Permission Group (VTM User Authentication)

NN

Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. Click the Catalogs menu, and then click Authentication: Permission Groups. The Permission
Groups page appears.

4. Click the plus symbol above the vTM permission group table.
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6.
7.

o

The Add Permission Group dialog box appears.

FIGURE 268 Adding a Permission Group: VIM User Authentication

Add Permission Group

Permission Group Mame
Timeout 30
Description
Permission Mone Reac
heck & ne
Activity
Connections
Connections > Details

Content Cache
Content Cache » Clear
Current Activit

Current Activity > Edit

Download Logs

Specify a Permission Group Name.

Specify a Timeout period, in minutes.

(Optional) Add a description for the permission group.

Specify an access level for each listed Permission. That is, None, Read-Only or Full.

* To select None for all listed permissions, click None (check all).

* To select Read-Only for all listed permissions, click Read-Only (check all).

* To select Full for all listed permissions, click Full (check all).

To specify a permission for an unlisted Permission:

a. Click Advanced Options.

b. Enter the name of the Permission. You can reference any permission that is supported by the
VvIM. To find these permission names, refer to the Virtual Traffic Manager documentation.

C. Select the required access level. That is, None, Read-Only or Full.

10. Click Add to create the vTM permission group.

Note: The vTM administrator can create and implement a permission group on the vTM. Refer to the

Virtual Traffic Manager documentation for details.
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Creating a Permission Group (SD User Authentication)
1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. Click the Catalogs menu, and then click Authentication: Permission Groups. The Permission
Groups page appears.

4. Click the plus symbol above the Services Director permission group table.
The Add Permission Group dialog box appears.

FIGURE 269 Adding a Permission Group: Services Director User Authentication

Add Services Director Permission Group *

Permission Group Name
Description

Permissions: Full administrator permissions

5. Specify a Permission Group Name.
6. (Optional) Add a description for the permission group.

7. Click Add to create the Services Director permission group.

Creating an Access Profile (vTM User Authentication Only)

An access profile is required when establishing user authentication for a viM from the Services Director VA. An
access profile combines an authenticator with one or more permission groups. When and access profile is
selected, the authenticator and permission groups included in the profile are used by the vTM to define its
user authentication.

Note: Access profiles are not required when creating Services Director user authentication.
Access profiles are listed on the Access Profiles page, see “Viewing Access Profiles” on page 269.
You create access profiles from the Access Profiles page, see “Creating an Access Profile” on page 270.

Note: The use of access profiles enable the Services Director Administrator to set the user authentication on
the vTM from the Services Director VA. However, the vTM Administrator can also configure user authentication
directly from the vIM. The Services Director does not track any such activity, and cannot display live user
authentication settings for the vIM.
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Viewing Access Profiles

An access profile is required when establishing user authentication for a viM from the Services Director VA. An
access profile combines an authenticator with one or more permission groups. When it is selected, the
authenticator and permission groups included in the access profile are used by the vIM to define its user
authentication.

Note: Access profiles are not supported for Services Director user authentication.

The Access Profiles page shows a table of all access profiles defined on the Services Director. Each entry in
the table shows summary details for an access profile.

Name Description

Access Profile The name of the access profile. This is used when applying an access profile to:

Name * aPending self-registration request by a vIM. See “"Accepting a Pending Self-Registration
Request” on page 178.
* one or more registered/deployed vTMs. See “Applying User Authentication to a viM”
on page 271.

Authenticator The selected authenticator for the access profile. See “Creating an Authenticator” on
page 257.

Permission Groups A list of permission groups included in the access profile. There are four default permission
groups, but you can define others. See “Creating a Permission Group” on page 264.

Actions The Apply to VTM Instance(s) control in this column enables you to apply the permissions
groups and authenticators associated with this access profile to one or more vIMs. See
“Applying User Authentication to a vTM” on page 271.

To view full details for an access profile, click the arrow on the left side of the access profile’s entry.
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FIGURE 270 The Access Profiles Page

Access Profiles

Access Profile Name Authenticator Permission Groups Actions
> LOAP A LDAP Server Full access to all pages
v LDAP Statistics LDAP Server Read-only access
Marne: LDAP Statistics

Authenticator:

Permission Groups:  Permissions Group Include?
admin O -
Demo O
Maonitoring O
Guest
-
» RADIUS all RADIUS Server Full access to all pages
» TACACS+ A TACACS+ Server Full access to all pages

Creating an Access Profile
1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. C(lick the Catalogs menu, and then click Authentication: Access Profiles. The Access Profiles page
appears.

4. Click the plus symbol above the access profile table.
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The Add Access Profile dialog box appears.

FIGURE 271 Adding an Access Profile

Add Access Profile *
Access Profile Name:
Authenticator: TACACS+ Server W
Permission Groups Permissions Group Include?
admin
Demo
Monitoring

Guest

5. Specify an Access Profile Name.
6. Select an Authenticator.
7. Select one or more permission groups.

8. Click Add to create the access profile.

Applying User Authentication to a vTM
1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. (lick the Catalogs menu, and then click Authentication: Access Profiles. The Access Profiles page
appears.

4. Inthe table of access profiles, locate the required access profile. Expand the entry to confirm its
properties if required.

5. Click the Apply button that is next to the required access profile.
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The Apply an Access Profile dialog box appears. This dialog box lists all vIMs that are Active and with a
REST API enabled.

FIGURE 272 Applying an Access Profile

Apply an Access Profile

To receive an Access Profile, vTM instances must be
marked as "Active” and their REST API must be enabled.

Applying an Access Profile will affect all members of a cluster.
Existing Authenticators and Permission Groups may be overwritten
but none will be deleted.

Access Profile: LDAP Statistics

O Selectall

Apply? Cluster Instance Name o
O scarlet-01
O sunshine-01

Cluster-AIBQ-
O Ws77-WVBNY- cobalt-01
UIDZ
Cluster-RNPE- -

6. Select the check box for each required vIM instance, or click Select All.
7. Click Apply.
A summary of selections appears. For example:

FIGURE 273 User Authentication Changes: Summary

Apply Access Profile to vIM Instances?
You have chosen to apply this Access Profile on 4 wTM Instances.
Each indicated vTM will be have it's Authenticators and Permission Groups changed accordingly.
Any modified Instance in a cluster will also change the other cluster members

Do you wish to continue?

Cancel

8. C(lick OK to continue.
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The permissions groups and authenticators associated with the chosen access profile are applied to
the selected vTMs. A progress bar tracks this:

FIGURE 274 User Authentication Changes: Progress

Applying Access Profiles to Instances

Applied changes to 1/4 vTM Instances..

Once the changes are complete, a message appears:

FIGURE 275 User Authentication Changes: Complete

Access Profiles applied
Successfully applied Access Profile 4 of 4 compatible vTM Instances.

9. C(lick OK. The process is complete.

Working with vTM Templates

During the process of configuring a vIM for self-registration, you can mark a vIM as a template vTM. This

prevents it from self-registering, but ensures that all vTMs made from the template will request self-
registration.

The template vTM is visible in the list of virtual machines in VMware, and can be used to create other vIMs.
Refer to the Virtual Traffic Manager documentation.
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Working with vIiM Analytics

Overview: VTM Analytics (Enterprise CustomersOnly) ........... ... ..., 275
Creating Analytics ReSOUICES .. ..ot ittt ittt it it e et teneneneaeannns 281
Enabling AnalyticsonaVvIM Cluster ......... ... it iiienenenn. 293
Working with Analytics Data on the Services Director............... ... ..o o.... 294

Overview: vTM Analytics (Enterprise Customers Only)

Services Director supports the configuration and activation of analytics data export on a cluster of Virtual
Traffic Managers (VTMs). Each vTM operating at version 17.2 or later supports vIM Analytics. vIM Analytics

enables a VIM to send analytics data to an Analytics System.

Collected data can be queried using the vADC Analytics application that is embedded in the graphical user

interface of the Services Director VA. This displays tailored graphical reports about the vTMs in its estate.

Note: The use of vIM Analytics is optional, and is only available to customers who purchase an Analytics

Resource Pack license.

Note: Currently, the vADC Analytics application is best supported by the Google Chrome browser.

The vTM Analytics process operates as follows:

FIGURE 276 VTM Analytics Overview

vTM Cluster Analytics System
Analytics Data Sent

To Collection Endpoints
vTM-1 Endpoint-1 Gathered Analytics
Analytics Data Repository
vIM-2
Endpoint-2 =
VTM-3 | B Analytics _-,@

Engine

T

VIM-4 Endpoint-3 1
Collection Endpoint-4 Search End.point
Endpoints for Queries

Update :
vTMs and Cluster }
|

Requests for

Analytics Data Analytics Data

________________

vADC Analytics Application

vIM and Cluster Management ‘

‘ Analytics Requests ‘

Analytics Analytics Analytics
Analytics Analytics Graph Graph Graph
Licensing Configuration |~~~ Type-1 Type-2 Type-N

o1 T

Services Director
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1. Outside of Services Director and the Virtual Traffic Manager, you must install and configure an Analytics
System. See “Understanding the Analytics System” on page 276.

Note: Services Director currently supports retrieval of analytics data from the Splunk®' platform only.

2. Onthe Services Director, you install an Analytics Resource Pack License, and create all required
analytics resources. These are then used to prepare both the cluster and its vIMs for the production of
analytics data. See “Configuring vTM Analytics on the Services Director” on page 277.

3. The vTMs in the cluster, now configured to export analytics data, begin to transmit analytics data to the
Analytics System, subject to available bandwidth in the Analytics Resource Pack license. See
“Understanding the Automatic Export of vTM Analytics Data” on page 279.

4. Onthe Services Director, the VADC Analytics Application can then query the Analytics System to present
the data as a variety of analytics graphs. See “Querying vTM Analytics from the Services Director”
on page 280.

Understanding the Analytics System
The vTM Analytics functionality requires an operational Analytics System.

An Analytics System is a grouping of third-party machines, virtual machines, ports, repositories and software
that operates collectively to collate analytics data and deliver the required analytics capability.

Note: Currently, the Services Director supports analytics using the Splunk platform.

FIGURE 277 VTM Analytics Overview: A Generalized Analytics System

Analytics System

T

|

! Endpoint-1 Collection Endpoints Analytics
! Gather Analytics Data Repository
|

i

| Endpoint-2

! : I Analytics

| .

| Engine

! Endpoint-3 —]

|

| Collection

| ) .

: Endpoints Endpoint-4 Search Endpolnt

| for Queries

|

|

i

This diagram is generalized; the creation, configuration and operation of the Analytics System will be tailored to
your network. These activities are outside the scope of both the Services Director and the Virtual Traffic
Manager products.

1. Splunkis a registered trademark of Splunk Inc. in the USA and other countries.
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In general terms, your Analytics System will include:
* An analytics repository to store analytics data.
* Ananalytics engine that controls the collection, storage and retrieval of analytics data.

* One or more Collection Endpoints. Each collection endpoint receives analytics data from one or more
VIMs, including transaction metadata and log data. Typically there will be multiple collection endpoints.
Each of these endpoints must be recorded as a Collection Endpoint resource on the Services Director,
see “Adding a Collection Endpoint Resource to the Services Director” on page 285.

* One Search Endpoint. This unique endpoint is used by the Services Director to perform queries against
analytics data stored in the analytics repository. This endpoint must be recorded as a Search Endpoint
resource on the Services Director, see “Adding a Search Endpoint Resource to the Services
Director” on page 289.

Once the Analytics System is ready, you can use the Services Director to license and configure vIM analytics
data export, see “Configuring vTM Analytics on the Services Director” on page 277.

Configuring vTM Analytics on the Services Director

Before you can configure analytics data export on the vIMs in the estate of the Services Director, you must
add an Analytics Resource Pack License to the Services Director, and create all required resources on the
Services Director. To do this, you need knowledge of the Analytics System implementation. Specifically, the
required endpoints and URLs.

* An Analytics Resource Pack License is required to enable analytics on a fixed number of vTMs. This
license defines how many vIMs can be configured to export analytics data to the Analytics System. You
must add this to the licenses on the Services Director, see “Adding a License to the Services
Director” on page 124.

e Feature Pack resources, each of which references both a Services Director base SKU and an ENT-
ANALYTICS add-on SKU. These SKUs are enabled by the Analytics Resource Pack License above. See
“Adding a Feature Pack to the Services Director” on page 125.

* Log Export Type resources, each of which identifies the log types that will be exported by the vTM. See
“Creating a Log Export Type” on page 281.

* Analytics Profile resources, each of which identifies the types of analytics data (transaction data and
logs) exported by the vIM. See “Creating an Analytics Profile” on page 283.

* Collection/Search Endpoint resources, each of which identifies an endpoint in the Analytics System. A
single Search Endpoint resource defines where the Services Director will direct queries to in the
Analytics System, and a pool of Collection Endpoint resources defines where analytics data will be
exported to by the vTMs to the Analytics System. See “Adding Analytics Endpoint Resources to the
Services Director” on page 285.
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Once the Analytics Resource Pack License and the required resources are in place, you can configure analytics
on the Services Director and the vTMs in its estate. To do this, you require:

* Asingle new Feature Pack for all of the vTMs in the vTM cluster. This must include both a Services
Director base SKU and an ENT-ANALYTICS add-on SKU.

* An Analytics Profile to identify the analytics data that will be exported to the Analytics System by the
VIMs.

FIGURE 278 VTM Analytics Overview: Configuring Services Director and its vTMs
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Services Director

You must then update all vTMs in the cluster to use the new Feature Pack. See

You can then enable analytics on all vTMs in a cluster by applying the required analytics profile to the cluster.
You do this from the vTM Clusters page. See

Each vIM is assigned an analytics Collection Endpoint automatically by the Services Director from its pool of
Endpoints.

Note: The maximum number of vTMs that can be licensed to produce analytics data is limited only by the
available analytics bandwidth in the Analytics Resource Pack License. You can add additional Analytics Resource
Pack Licenses to increase this maximum.

Note: Services Director applies the analytics configuration to a single vIM, and vTM cluster replication ensures
it reaches all the members of the cluster.
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After this process completes, all vTMs in the cluster are configured and licensed for vIM Analytics, and the
export of analytics data begins. See “Understanding the Automatic Export of vTM Analytics Data” on
page 279.

Understanding the Automatic Export of vTM Analytics Data

Once all vTMs in the cluster are configured and licensed for vTM Analytics (see “Configuring vIM Analytics on
the Services Director” on page 277), export of analytics data begins.

FIGURE 279 VTM Analytics Overview: Gathering vIM Analytics Data

vTM Cluster Analytics System
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VA Endpoint-1 Gathered Analytics
Analytics Data Repository
vITM-2
Endpoint-2
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Engine
viM-4 Endpoint-3 —I

Collection
Endpoints

Each vIM transmits the content defined by the cluster’s analytics profile to its assigned collection endpoint on
the Analytics System. This data is processed and stored in the analytics repository.

Note: The transmission and processing of analytics data between the vTMs and the Analytics System is outside
the scope of Services Director. Refer to the Virtual Traffic Manager documentation.

Once the Analytics Repository starts to accumulate data, the data can be queried by the embedded vADC
Analytics application on the Services Director. See “Querying vTM Analytics from the Services Director” on
page 280.
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Querying vTM Analytics from the Services Director

Analytics data that is stored in an Analytics System can be queried and retrieved by the embedded vADC
Analytics application on the Services Director to enable a number of graphical analytics reports. The requests
are driven from the user interface for each graph type, and sent to the Search Endpoint for the Analytics
System from the Services Director. The retrieved results are displayed within the graphs on the Services
Director, and can then be filtered, drilled into, and analyzed. See

Note: Querying of an Analytics System can be performed by all customers who configure a Search Endpoint.

FIGURE 280 VTM Analytics Overview: Querying Analytics Data

Analytics System

Analytics
Repository
Analytics ———
Engine
] Search Endpoint
Endpoint-4 for Queries

Requests for

Analytics Data
Analytics Data Y

vADC Analytics Application

Analytics Requests

I I I

Analytics Analytics Analytics
Graph Graph e Graph
Type-1 Type-2 Type-N

Services Director



Pulse Secure Services Director Getting Started Guide

Creating Analytics Resources

After you have added the required Analytics Resource Pack License to the Services Director, you must create
the required resources on the Services Director:

* Create a new Feature Pack that includes both a base SKU and a resource SKU that supports vIM
analytics. See “Adding a Feature Pack to the Services Director” on page 125.

* Create one or more Log Export Type resources, each of which identifies the log types that will be
exported by the vIM. See “Creating a Log Export Type” on page 281.

* C(Create one or more Analytics Profile resources, each of which identifies the types of analytics data
(transaction data and logs) exported by the vIM. See “Creating an Analytics Profile” on page 283.

* Collection/Search Endpoint resources, each of which identifies an endpoint in the Analytics System:
* Asingle search Endpoint is always used for Services Director queries.

* All other Endpoints are used for data collection. All defined collection Endpoints are handled as
a single pool by the Services Director, and allocated to vIMs automatically. See “Adding
Analytics Endpoint Resources to the Services Director” on page 285.

Creating a Log Export Type

The Log Export Types page lists all existing log export types in a table. Each entry identifies one or more files
that will be sent to the Analytics System by the vTM.

Note: You combine Log Export Types with transaction settings to form an Analytics Profile, see “Creating an
Analytics Profile” on page 283.

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. (lick the Catalogs menu, and then click Analytics > Log Export Types.
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The Log Export Types page appears. By default, a number of key Log Export Types are installed with
the product. The default Log Export Types may be sufficient for your analytics requirements.

FIGURE 281 Analytics: Log Export Types

Log Export Types

© Add
Mame D Files Appliance Only
» Admin Server Access Admin Server Access %ZEUSHOME%/admin/log/access®
> Application Firewall Application Firewall x%gﬂg:gmgg;ﬁmﬂgg:gﬂggigmﬂggf?aﬂe”*
» Audit Log Audit Log %ZEUSHOME%%/zxtm/log/audit™®
» Data Plane Acceleration Data Plane Acceleration %ZEUSHOMEY%/zxtm/log/dpa_errors* v
» Event Log Event Log %ZEUSHOME%%/zxtm/log/errors®
> Process Monitor Process Monitor %ZEUSHOME%/zxtm/log/procmon®
» Routing Software Routing Software %ZEUSHOME%%/zxtm/log/routing_sw* v
» System - authentication log System - authentication log fvar/log/auth.log*
» System - syslog System - syslog fvar/log/syslog*

4. Click the Add button above the Log Export Types table.
The Add Log Export Type dialog box appears.

FIGURE 282 Analytics: Adding a Log Export Type

x

Add Log Export Type

Name: | |

Appliance Only: ()

Files:

5. Enter a Name for the Log Export Type.
This name will appear in the Log Export Types table.

6. (Optional) Select the Appliance Only check box if this is only supported on Virtual Appliance
installations of the vTM, and not on software installations.
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7. Enter one or more file names or directories as Files.
* Where you want to specify more than one entry, use a space-separated list.
* The asterisk wild card is supported for multiple selections. For example:

/var/log/auth.log*

* The $ZEUSHOME$% system variable enables you to specify file structures relative to the vIM's
home directory. For example:

$ZEUSHOMES /admin/log/access*
8. Click Apply. The new Log Export Type is added to the Log Export Types table.
9. Repeat this process to create all required Log Export Types.

You must then combine one or more Log Export Types with transaction settings to form an Analytics Profile.
See “Creating an Analytics Profile” on page 283.

Creating an Analytics Profile

The Analytics Profiles page lists all existing Analytics Profiles in a table. Each entry identifies the Log Export

Types and transactions settings that will be sent to the Analytics System by a vIM that uses the Analytics
Profile.

Note: You must create all required Log Export Types before you begin, see “Creating a Log Export Type” on
page 281.

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.
3. C(lick the Catalogs menu, and then click Analytics > Analytics Profiles.

The Analytics Profiles page appears.

FIGURE 283 Analytics: Analytics Profiles

Analytics Profiles

© Add
Name ID Logs to export Transaction Data Export
> Audit Only Analytics-Profile-598X-8LJE-0Z82-7TNJ) Audit Log Enabled
> Event Only Analytics-Profile-4WM]-0MQB-NVEH-LX2L Event Log Enabled

4. Click the Add button above the Analytics Profiles table.
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The Add Analytics Profile dialog box appears.

FIGURE 284 Analytics: Creating an Analytics Profile

Add Analytics Profile *

MName: |

Enable Transaction Export:

Logs to Export ) Admin Server Access
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[J Audit Log
[J Data Plane Acceleration (Appliance only)
[J Event Log
[J Process Monitor

M Routing Software (Annliance onlvi

5. Enter a Name for the Analytics Profile.

This name will appear in the Analytics Profiles table.

6. Select the Enable Transaction Export check box to include transaction metadata in the Analytics
Profile.
Note: By default, transaction metadata is exported along with any selected logs. If you do not want to
export transaction metadata, clear the Enable Transaction Export check box.

7. Select the check box for each required Log Export Type from the Logs to Export list. For example:

284

FIGURE 285 Analytics: Specifying an Analytics Profile

Add Analytics Profile *

MName: |Aud|‘t & Event |

Enable Transaction Export:

Logs to Export ) Admin Server Access
[ Application Firewall
Audit Log
[J Data Plane Acceleration (Appliance only)
Event Log
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M Routing Software (Annliance onlvi

Apply
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Note: Where a Log Export Type is supported on Virtual Appliance installations of the vTM, this is
indicated. For example, the Data Plane Acceleration (Appliance only) Log Export Type. When a Log Export
Type is applied to a software vTM, any “Appliance only” Log Export Types are ignored.

8. Click Apply. The new Analytics Profile is added to the Analytics Profiles table.
9. Repeat this process to create all required Analytics Profiles.

Once you have created all required resources, you can apply an Analytics Profile to one or more vIM clusters.
See “Enabling Analytics on a vTM Cluster” on page 293.

Adding Analytics Endpoint Resources to the Services Director

Before you can configure analytics on the vTMs in the estate of the Services Director, you must create an
Endpoint resource for each of the endpoints on the Analytics System. This includes:

* A pool of Collection Endpoint resources, each of which describes a collection endpoint in the Analytics
System that is used to gather analytics data from the vIM cluster. See “Adding a Collection Endpoint
Resource to the Services Director” on page 285.

* ASearch Endpoint resource. The endpoint identified by this resource is used by the Services Director to
perform queries against gathered analytics data in the Analytics System. See “Adding a Search
Endpoint Resource to the Services Director” on page 289.

Adding a Collection Endpoint Resource to the Services Director

A collection endpoint is an element of the Analytics System. Each collection endpoint receives analytics data
from one or more vIMs. See “Understanding the Automatic Export of vTM Analytics Data” on page 279.

You must add a Collection Endpoint resource to the Services Director for each collection endpoint in the
Analytics System. The Services Director maintains a pool of these resources, and references them when you
configure analytics on a vIM cluster from the Services Director.

The Analytics Endpoints page lists all existing Collection Endpoint resources in a table.
1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. (lick the Catalogs menu, and then click Analytics > Analytics Endpoints.
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The Analytics Endpoints page appears.
FIGURE 286 Analytics: Analytics Endpoints Page
Analytics Endpoints

Collection Endpoints
© Add

Name D Transaction Export Log Export

No Data

4. Click the Add button above the Collection Endpoints table.
The Add Collection Endpoint dialog box appears.

FIGURE 287 Analytics: Adding a Collection Endpoint

Add Collection Endpoint x

Transaction Export Collector Settings

Address (<IP address/hostname=<port=): |
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Choose File
® From text

Log Export Collector Settings

HTTP(S) URL: |

Verify TLS:

Authentication Method:
Certificate: O From file

| Choose File

® From text
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Enter a Name for the Collection Endpoint resource.

This name will appear in the Collection Endpoints table.

If the collection endpoint will accept transaction metadata, you must now define the Transaction

Export Collector Settings for its resource:

Enter an Address for the collection endpoint in the Analytics System. This takes the form:
<IP address/hostname>:<port>
Note: You cannot specify a protocol or a filepath.

If you want Transport Layer Security (TLS) to be used during transaction metadata export, select
the Export over TLS check box.

If the Export over TLS check box is selected, you can choose to verify the TLS connection by
selecting the Verify TLS check box.

If the Export over TLS check box is selected, you must provide an SSL Certificate. To do this,
either browse for the required certificate file in the From file property, or paste the contents of
the certificate into the From text property.

7. It the Collection Endpoint will accept log data, you must now define the Log Export Collector Settings
for its resource:

Enter an HTTP(S) URL for the collection endpoint in the Analytics System. This takes the form:

<protocol><server>:<port><filepath>

The protocol can be either http:// or https://.

Note: If you want Transport Layer Security (TLS) to be used during data export, use the https.//
protocol.

If TLS is used, you can choose to verify the TLS connection by selecting the Verify TLS check
DOX.

If TLS is used, you must provide an SSL Certificate. To do this, either browse for the required
certificate file in the From file property, or paste the contents of the certificate into the From

text property.
Select the required Authentication Method:
*  "None". If you select this option, no additional authentication properties are required.

* "Basic HTTP Authentication". If you select this option, you must then specify a
Username and Password.

*  "Splunk”. If you select this option, you must then specify the HEC Token from the Splunk
platform.
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FIGURE 288 Analytics: Collection Endpoint Example

Add Collection Endpoint x

Mame: JK-EP-Callection-01

Transaction Export Collector Settings

Address (<IP address/hostname>:<port=): | demao.com:7070

Export over TLS:
Verify TLS:
Certificate: O From file
Choose File
® From text

---——BEGIN PRIVATE KEY--—- —
MIICdwIBADANBEkghkiGIWOBAQEFAASCAMEWE
LsIHOghF4XoX7ausFe4B52h7)am1FSusG+Q0p|a
SqulgwYyDi3a2GLlcugmdit/jHkUybeWWoz3sble)
ABIVFHBIMChFONT4RHXGrAWBBVAEMBAAECEYE
09ZIM7nILyWsseje1 QUOQMWxUKIgm 1 2f+NUpkl4A A|

Log Export Collector Settings

HTTP(5) URL: | https://demo.com:8080/lcgs/collectar |

Verify TLS:

Authentication Method: Basic HTTP Authenw

Certificate: O From file

| Choose File

® From text

---——BEGIN PRIVATE KEY--—- —
MIICdwIBADANBEkghkiGIWOBAQEFAASCAMEWE
LsIHOghF4XoX7ausFe4B52h7)am1FSusG+Q0p|a
SqulgwYyDi3a2GLlcugmdit/jHkUybeWWoz3sble)
9BIVFHEIMChFONT4RH|xGrIWBSVAEMBAAECEYE
09ZIM7nILyWsseje1 QUOQMWxUKIgm 1 2f+NUpkl4A A|

8. Click Apply. The new Collection Endpoint resource is added to the Collection Endpoints table.

FIGURE 289 Analytics: Added Collection Endpoint

Collection Endpoints
© Add

Name ID Transaction Export Log Export
» JK-EP-Collection-01 Collection-Endpoint-SOSF-7FS)-LA5E-6L51 demo.com:7070 https://demo.com:8080/logs/collector

9. (Optional) Expand the Collection Endpoint resource entry to view its full details.
10. Repeat this process to create all required Collection Endpoint resources.

You must also create a single Search Endpoint resource. See “Adding a Search Endpoint Resource to the
Services Director” on page 289.
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Adding a Search Endpoint Resource to the Services Director

A search endpoint is an element of the Analytics System. The search endpoint receives analytics queries from

the Services Director, and returns analytics data to the Services Director. See “Understanding the Automatic
Export of vTM Analytics Data” on page 279.

You must add a single Search Endpoint resource to the Services Director to record the properties of the
Analytics System's search endpoint.

Note: Querying of an Analytics System can be performed by any customer who configures a Search Endpoint.

Note: Multiple Search Endpoint resources are not supported.
The Analytics Endpoints page displays the Search Endpoints table.

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.

2. Login as the administration user. The Home page appears.

3. (lick the Catalogs menu, and then click Analytics > Analytics Endpoints. The Analytics Endpoints
page appears, which includes a table of Search Endpoints.

FIGURE 290 Analytics: Analytics Endpoints Page
Search Endpoints
© Add

Mame D Address

No Data
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4. Click the Add button above the Search Endpoints table. The Add Search Endpoint dialog box
appears.

FIGURE 291 Analytics: Adding a Search Endpoint

Add Search Endpoint *

MName:

Address:

Transactions index: | |

Logs index:

Query using TLS: O
Certificate: O From file

| Chogose File

® From text

Username: | |

Password: | |

5. Enter a Name for the Search Endpoint resource.
This name will appear in the Search Endpoints table.
6. Enter an Address for the search endpoint in the Analytics System. This takes the form:

<server>:<port>

Note: You cannot specify a protocol or a filepath.
Note: You can test the connection to this address later in this procedure.

7. Specify the Transactions Index. This is the index used to store transaction data on the Splunk
platform. For example, zxtm_transactions.

Note: All transaction data from vTMs should be sent to a specific Splunk index. This index should only
be used for transaction data from vTMs.

8. Specify the Logs Index. This is the index used for logs on the Splunk platform. For example, zxtm_logs.

Note: All log data from vTMs should be sent to a specific Splunk index. This index should only be used
for log data from vIMs.
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9. Ifyou want Transport Layer Security (TLS) to be used during the query, select the Query using TLS
check box.

* You can then choose to verify the TLS connection by selecting the Verify TLS check box.

* You must provide an SSL Certificate. To do this, either browse for the required certificate file in
the From file property, or paste the contents of the certificate into the From text property.

10. Enter a Username and Password for the query authentication on the Analytics System.

FIGURE 292 Analytics: Search Endpoint Example

Add Search Endpoint *
MName: |]K-5earch-endp0int-0 |
Address: | analytics-host-02.demo.com:8089

Transactions index: | zxtm_transactions |

Logs index: | zxtm_logs |

Query using TLS:

Verify TLS:
Certificate: @® From file
cert-key.pem Choose File
O From text
4
Username: | admin |

Password: | wreemnes |

tooy

11. (Optional) Click Test Connection to test the search endpoint connection using the specified properties.
Success is indicated where the search endpoint can be contacted.

FIGURE 293 Analytics: Search Endpoint Test Success

Connection succeeded

Test Connection o

If the test fails, rework your properties and re-test.
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12. Click Apply. The new Search Endpoint resource is added to the Search Endpoints table.

FIGURE 294 Analytics: Added Search Endpoint

Search Endpoints
© Add

Name ID Address
> JK-EP-Search-01 Search-Endpoint-6WJC-TNII-TXB5-G4AKI demo.com:2020 Test Connection

13. (Optional) Expand the Search Endpoint resource entry to view its full details.

14. (Optional) Test a listed search endpoint at any time by clicking the Test Connection button in the Test
column of the summary entry for the endpoint. Success is indicated where the search endpoint can be
contacted.

FIGURE 295 Analytics: Search Endpoint Test Success

Connection succeeded

Test Connection x

Note: You must also create all required Collection Endpoint resources. See “Adding a Collection Endpoint
Resource to the Services Director” on page 285.
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Enabling Analytics on a vTM Cluster

Once all analytics resources are in place on the Services Director (see “Creating Analytics Resources” on
page 281), you can enable vTM analytics on a cluster of vTMs. There are two steps to this process:

* Using the Services Director VA GUI, update each vIM in the cluster to use a Feature Pack that includes
a SKU that supports vTM analytics. See “Applying a Feature Pack to Registered Instances” on
page 136.

* Using the Services Director VA GUI, update the vIM cluster to use an Analytics Profile. This configures
all vTMs in the cluster to generate the analytics data specified by its supported Log Export Types. The
vIM is automatically assigned an endpoint in the Analytics System from the pool of Collection
Endpoints on the Services Director, and the single Search Endpoint resource. See “Adding an
Analytics Profile to a vTM Cluster” on page 293.

Once complete, all vTMs in the vIM cluster will generate analytics data and transmit this data to an assigned
collection endpoint in the Analytics System. You are then able to query this data from the Services Director, see
“Working with Analytics Data on the Services Director” on page 294.

Adding an Analytics Profile to a vTM Cluster

To enable analytics on all vIMs in a cluster, you must apply an analytics profile to the vIM cluster.

This single action results in the automatic update of every vIM in the cluster by cluster replication, and
completes the configuration of analytics from the Services Director.

Note: Before you can enable analytics in a vIM cluster, you must ensure that all vTMs in the cluster use a
Feature Pack that supports analytics. See “Applying a Feature Pack to Registered Instances” on page 136.

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.
3. Click the Services menu, and then click Services Director > vTM Clusters.

The vTM Clusters page appears.
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4. Expand the cluster that you want to update.

FIGURE 296 Analytics: View Details for a vIM Cluster
VT M Clusters

Cluster Name Type InUse Analytics Profile Backup Schedule MNext Backup Time Action Last Action Last Action Status

v Carmine-Cluster Discoverad v N/A N/A

Cluster Name: Carmine-Cluster

owner: JK v

Analytics Profile: l:l

Backup Schedule:

Backup Name Description Date Retain Actions

There are no backups currently available for this cluster

5. Select the required vTM cluster and click Apply.

FIGURE 297 Analytics: Update a vIM Cluster

x

Add vTM Cluster

Cluster Name: | carmine_cluster |
owner: |]K - |
Analytics Profile: |None A |

Backup Schedule: |None

Event Only

Audit & Event
Add

Audit Only

The cluster update tests all required analytics resources. See “Creating Analytics Resources” on page 281 if
issues arise.

If all required analytics resources are in place, the cluster updates. After this process is complete, all vTMs in
the cluster are updated by cluster replication, and analytics becomes enabled on all vTMs.

Analytics data then starts to accumulate in the Analytics System, and can be queried from the Services Director
Analytics interface. See “Working with Analytics Data on the Services Director” on page 294.

Working with Analytics Data on the Services Director
Note: This functionality is available to all Services Director customers.

The Services Director can then use the vADC Analytics Application to query the Analytics System and present
the data as a variety of analytics graphs.
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* The Analytics Dashboard. This provides a fixed view onto a selection of graphs, to provide high-level
information. See “Accessing the vADC Analytics Application” on page 295.

* Anumber of individual analytics graph types. Each graph type focus on one graphical representation
type. This includes:

* Tree graphs. See “Using the Sankey Diagram” on page 321.
* Table graphs. See “Using the Table Graph” on page 328.
* (Charts. See "Using Charts” on page 330.
* Dataset graphs. See “Using the Dataset View” on page 356.
Each graph uses a common set of filters to limit data. These filters can be changed at any time:
* The Data Selector. See “Choosing a Data Metric” on page 298.
* The Time Selector. See “Choosing a Time Period” on page 299.
* The Sampling Selector. See “Choosing a Sampling Ratio” on page 301.
* The Component Filter. See “Working with the Component Filter” on page 303.
* The Extended Filter. See “Working with the Extended Filter” on page 312.

Graph-specific behaviours then enable manipulation of displayed data, filtering of results, and drill-
down.

* The log data saved from one or more servers. See “Working with the Logs View"” on page 359.

Accessing the vADC Analytics Application
The vADC Analytics application provides access to a dashboard and individual analytics graphs.

1. Access your Services Director VA from a browser, using its Service Endpoint IP Address.
2. Login as the administration user. The Home page appears.

3. Click the Services menu, and then click Analytics: Dashboard and log into the vADC Analytics
application using the Services Director credentials.
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The vADC Analytics application starts in a new window, starting with the Dashboard page. This page
presents a view onto a selection of fixed graphs within a single page. Each graph provide a high-level

view of your analytics data. For example:

FIGURE 298 The Analytics Dashboard

= Secure
= N ADCANALTICS

Dashboard

Requests / second (last 24 hours)

Throughput (Mbps) (ast 24 hours)
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Top 5 Pools (last 24 hours)

Product Feeaback Receiver (Staging)

Pulse Active Directory Cambridge Only
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You cannot interact with these graphs. However, you can access individual graph types to perform any

required analysis.

The graph types are:

* Tree graphs. See “"Working with the Extended Filter” on page 312.

* Table graphs. See “Using the Table Graph” on page 328.

* (harts. See “Using Charts” on page 330.

* Dataset graphs. See “Starting the Dataset View” on page 357.

You can return to the Dashboard at any time by clicking Dashboard.

FIGURE 299 Analytics: The Dashboard Button

DASHBOARD EXPLORE LOGS
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Returning to the Services Director VA
When you are in the vADC Analytics application, you may want to return to the Services Director VA.

Note: When you start the vADC Analytics application from the Services Director VA, a separate browser tab is
started. The tab for the Services Director VA may still be available.

1. In the vADC Analytics application, click the Menu button.

FIGURE 300 Analytics: The Menu Button

Secure:

VADC ANALYTICS

The menu appears.
FIGURE 301 Analytics: The Menu Button

8 PulseSecure

B  Dashboard
U] Explore
= Logs
27 Settings ®
@ Help @

@ Go to Services Director

2. Click Go To Services Director.

The Services Director VA appears.
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Choosing a Data Metric
The Metric Selector is one of the standard filters that apply to all analytics graph types.

FIGURE 302 Analytics: Filtering Using Data Metric

Throughput (Mbps) = JLast 5 days @ sampling 1:1 &

The selected data metric limits the scope of data to a specific measurement type, such as total throughput or
requests per second.

The total data for the analytics graph is defined by the combined settings from the Time Selector, the Metric
Selector, the Sampling Selector, the Component Filter, and the Extended Filter. Any of these criteria can
be changed at any time, and the analytics graph will automatically update to reflect your selections.

Note: Also see “Choosing a Time Period” on page 299, “Choosing a Sampling Ratio” on page 301,
“Working with the Component Filter” on page 303 and “Working with the Extended Filter” on page 312.

1. Start the vADC Analytics application, see “Accessing the vADC Analytics Application” on page 295.
2. Access the required analytics graph type.

The page for the selected graph type appears. This page includes standard filter controls as well as
graph-specific controls.

3. Click the Metric Selector to view all available data metric options.

FIGURE 303 Analytics: Selecting a Data Metric

Request Duration (ms) Last 12 hours (©) Sampling 1:1 &

Choose your option Metrics: Request Duration (ms) | Split
Connections / second
Requests / second
Throughput (Mbps)
Request Duration (ms)

Connection Duration (ms) \ P

il

In this example, you can select total throughput (expressed as Megabits per second), or the number of
requests per second.

Note: Some metrics do not support percentiles, and are disabled when percentiles are in use.

4. Click your required data metric.
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Once your selection is made, the analytics graph updates automatically, based on the current settings for the
Time Selector, Metric Selector, Sampling Selector, Component Filter, and Extended Filter.

Choosing a Time Period
The Time Selector is one of the standard filters that apply to all analytics graph types.

FIGURE 304 Analytics: Filtering Using Time Period

Throughput (Mbps) =] Last 5 days @ sampling 1:1 &

The selected time period limits the scope of data to a specific period of time, which typically ends at the
current time. You can also select historical ranges if required.

The total data for the analytics graph is defined by the combined settings from the Time Selector, the Metric
Selector, the Sampling Selector, the Component Filter, and the Extended Filter. Any of these criteria can
be changed at any time, and the analytics graph will automatically update to reflect your selections.

Note: Also see “Choosing a Data Metric” on page 298, “Choosing a Sampling Ratio” on page 301, “Working
with the Component Filter” on page 303 and “Working with the Extended Filter” on page 312.

1. Start the vADC Analytics application, see “Accessing the vADC Analytics Application” on page 295.
2. Access the required analytics graph type.

The page for the selected graph type appears. This page includes standard filter controls as well as
graph-specific controls.

3. Click the Time Selector button to view the list.

FIGURE 305 Analytics: The Time Period Button

Throughput (Mbps) =  Last 5 day: @ sampling 1:1 &
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A list of fixed time periods appears.

FIGURE 306 Analytics: Selecting a Recent Time Period

E)(p|0re /Overview / 1 Country v /2 Clusters v /4vIMs v / 16

Throughput (Mbps) =  Last 5 days @ sampling 1:1 &

Last 15 minutes

Last 30 minutes

Last 60 minutes

Last 6 hours

Last 12 hours

Last 24 hours
~/ Last5days

Select Range

4. (Optional) If you want to include the most recent data in your graph, select the time period that you
require from the list. For example, to view data for the last hour, click Last 60 minutes.

5. (Optional) If you want to include a time period that is not specifically listed, or which does not end at
the current time, click Select Range. The current list is replaced with a pair of filters that control the
start and end of the required time period.

FIGURE 307 Analytics: Selecting a Time Period Range

Throughput (Mbps) = | 22-11-17 at 14:40 to 25-11-17 at 14:40 @ sampling 1:1 &

Click on either filter to access standard date/time selection tools.

6. (Optional) To return to a fixed time period, click the Time Selector button and make the required
selection.

Once your time period selection is complete, the Component Filter updates automatically to include only
those components for which data was received during the requested period. See “Working with the
Component Filter” on page 303.

The analytics graph also updates automatically, based on the current settings for the Time Selector, Metric
Selector, Sampling Selector, and Extended Filter.
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Choosing a Sampling Ratio
The Sampling Selector is one of the standard filters for analytics graph types.

Note: The Sampling Selector does not apply to the Dataset View. See “Using the Dataset View” on page 356.

FIGURE 308 Analytics: Filtering Using Sampling Ratio

Throughput (Mbps) = Last 60 minutes @ sampling 1:1 &

By default, an analytics graph includes all events for its specified criteria. However, in some situations you
might want to retrieve a smaller sampled set of events, instead of retrieving the entire event set:

* You may want to determine the nature of a large data set without processing every event.

For example, for a very large dataset where you wish to study trends, a sampled dataset will be
retrieved faster and is likely to indicate all significant trends.

* You may want to perform a quick search to check that expected events are being returned from the
current search criteria.

A sampling ratio is the probability of any single event being included in the total result set. For example, if the
sample ratio value is 7:700, each event has a 1 in 100 chance of being included in the results. The selection of
each event is independent. It is possible that many events will be included from the first 100 events, or that
none of these will be included.

If you to re-run a sampling search, different specific results will almost certainly be returned.

A range of sampling ratios from 7:70 to 7:70000 are supported in Services Director. A 1.70 sampling ratio
retrieves the most data and is the most representative of source data. A sampling ratio of 7:70000 retrieves the
least data and is less representative. A sampling ratio of 7:7 indicates that all data is included. That is, that
there is no sampling.

Note: Pulse Secure recommends that you use a 7:7 sampling ratio (that is, there is no sampling) whenever it is
practical. If sampling is required, your search should always retrieve as much data as practical. That is, ifa 7.70
sampling ratio produces acceptable results, do not proceed to using a 7:700 sampling ratio.

Note: Where analytics events are used to calculate totals (such as Throughput and Requests per Second),
sampling should be used with caution. All totals will be approximated for the entire dataset based on the
sample, and its heading will be marked with an asterisk to indicate that all numbers are approximate. As the
sampling ratio increases, the accuracy of this approximation decreases.

The total data for the analytics graph is defined by the combined settings from the Time Selector, the Metric
Selector, the Sampling Selector, the Component Filter, and the Extended Filter. Any of these criteria can
be changed at any time, and the analytics graph will automatically update to reflect your selections.
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Note: Where a sampled set of results does not include a selected value for a specific Component Filter
category, the selected value for the filter is cleared.

Also see “Choosing a Data Metric” on page 298, “Choosing a Time Period” on page 299, “Working with
the Component Filter” on page 303 and “Working with the Extended Filter” on page 312.

1. Start the vADC Analytics application, see “Accessing the vADC Analytics Application” on page 295.
2. Access the required analytics graph type.

The page for the selected graph type appears. This page includes standard filter controls as well as
graph-specific controls.

3. Click the Sampling Selector to view all available data metric options.

FIGURE 309 Analytics: Choosing a Sampling Ratio

Throughput (Mbps) = Last 60 minutes @ Sampling 1

AR N
] Q
1:10
1:100
1:1000
<Unknown= net-1
1:10000

L —— -,

4. Click your required sampling ratio.

FIGURE 310 Analytics: Displayed Sampling Ratio

Throughput (Mbps) = Last 60 minutes @ Sampling 1:10*

After you have chosen to use sampling, any data that is the result of sampling is indicated, either by:
* The column heading for the value is prefixed by an asterisk.
* The data value itself is prefixed by an asterisk.
* Any"equals" signs are replaced by "approximately equal to" signs.

Once your selection is made, the analytics graph updates automatically, based on the current settings for the
Time Selector, Metric Selector, Sampling Selector, Component Filter, and Extended Filter.

Note: Also see “Choosing a Data Metric” on page 298, “Choosing a Time Period” on page 299, “Working
with the Component Filter” on page 303 and “Working with the Extended Filter” on page 312.
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Working with the Component Filter
The Component Filter is one of the standard filters that apply to all analytics graph types.

Note: There is also an extended set of filters, see “Working with the Extended Filter” on page 312.

FIGURE 311 Analytics: The Component Filter

@ Q ¥ X

RESET RELOAD FILTER EXPAND

The total data for the analytics graph is defined by the combined settings from the Time Selector, the Metric
Selector, the Sampling Selector, the Component Filter, and the Extended Filter. Any of these criteria can
be changed at any time, and the analytics graph will automatically update to reflect your selections.

Note: Also see “Choosing a Data Metric” on page 298, “Choosing a Time Period” on page 299, “Choosing
a Sampling Ratio” on page 301, and “Working with the Extended Filter” on page 312.

Understanding the Component Filter

The Component Filter has six component categories (Location, Clusters, vTMs, vServers, Pools and
Nodes). You can make selections in all, some or no categories as required.

Note: The Location category can be configured to be based on Continents, Countries or Cities, see “Configuring
the Location Category” on page 306.

The Component Filter only lists components for which analytics data is recorded, restricted by:

* The current Time Selector setting. See “Choosing a Time Period” on page 299.

* The current Sampling Selector setting. See “Choosing a Sampling Ratio” on page 301.

* Any selections already made in the Component Filter.

* Any selections made in the Expanded Filter. See “Working with the Extended Filter” on page 312.
When you make a selection, the Component Filter categories can update automatically:

* Where no data is recorded for an individual component after any restrictions (or selections) are
applied, the component is omitted from its component category list.

* If you make a selection for a component category, the Component Filter displays and highlights the
selection. All other categories (both higher-level and lower-level) for which no selection is made may be
updated so that only entries that relate to the most recent selection are listed.

* If no component selection is made for a component category, the current number of components for
the category is displayed.
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All selections are highlighted:

FIGURE 312 Analytics: Highlighted Selections

@ Q ¥ X

RESET  RELOAD  FILTER  EXPAND

You can clear a single component type selection by expanding its list and clicking Reset Filter.
You can completely reset the Component Filter at any time by clicking the Reset button:

FIGURE 313 Analytics: Resetting Component Filters

@ Q ¥ X

RESET RELOAD FILTER EXPAND

You can refresh retrieved analytics data by clicking the Reload button. For example, to refresh the analytics
data for the Last 6 hours:

FIGURE 314 Analytics: Reloading Analytics Data

® Q ¥ X

RESET RELOAD  FILTER  EXPAND

= .
Throughput (Mbps) | Last6 hours () sampling 1:1 & B E » =
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v

You can configure an extended set of filters in addition to the Component Filter by clicking the Filter button,
see “Working with the Extended Filter” on page 312.

FIGURE 315 Analytics: Accessing the Extended Filter

@ Q ¥ X

RESET  RELOAD  FILTER  EXPAND

You can maximize the space within the browser by clicking the Expand toggle.

FIGURE 316 Analytics: Maximizing the Data Area for the Browser

@ Q ¢

RESET  RELOAD  FLTER  EXPAND
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Understanding Cluster-Level Replication of Components

The configuration of vServers, Pools and Nodes is a cluster-level operation. That is, the configuration of
vServers, Pools and Nodes on any vIM is automatically duplicated on all other vIMs in the cluster, using
cluster replication. The names and configurations of these resources will be identical.

FIGURE 317 Analytics: Cluster-Level Replication of Components

Clusters vTMs vServers Pools Nodes
Node-1
Pool-1
Components Update Components Node-2
Cluster Config Added to vTM Pool-2 Node-3
% vTM-Alpha-1 % vServer-1
Node-4
Pool-3 Node-5
Node-6
Node-1
Pool-1
Cluster Config Node-2
Replicated on vTM
Pool-2 Node-3
Alpha vTM-Alpha-2 vServer-1
Node-4
o ——— Pool-3 Node-5
Node-6
Node-1
Pool-1
Cluster Config Node-2
Replicated on vTM Pool-2 Node-3
vTM-Alpha-3 vServer-1
Node-4
o ——————————— ——— - - —— Pool-3 Node-5
Node-6
Key Added Replicated

In larger clusters, this will result in large numbers of identically named components within the cluster. To
address this issue, all duplicate names are eliminated in the Component Filter. See “Understanding
Component Filter Categories” on page 306.
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Understanding Component Filter Categories
The Component Filter has six component categories.
* Location category. This category enables you to filter by the geographic location (where known), and

can be configured to be based on Continents, Countries or Cities, see “Configuring the Location
Category” on page 306.

* Clusters category. Each vIM can be a member of one cluster only, but multiple clusters may be visible
from the Services Director. You can make a single cluster selection if required.

* VTMs category. This lists all vTMs within the selected Cluster, or for all listed Clusters if no Cluster is
selected. You can make a single vTM selection if required.

* vServers category. This lists all vServers within the selected vTM, or for all listed vTMs if no vIM is
selected. You can make a single vServer selection if required.

* Pools category. This lists all Pools within the selected vServer, or for all vServers if no vServer is
selected. You can make a single pool selection if required.

* Nodes category. This lists all back-end Nodes within the selected Pool, or for all Pools if no Pool is
selected. You can make a single pool selection if required.

Listed components in all categories are restricted automatically by all previous category selections, and by
selections to other filters. Only components for which analytics data exists after all selections and filters are
applied are included.

Note: All categories can include an entry listed as “None”. This can indicate, for example:

* Incomplete transaction data. That is, a transaction that starts but does not complete, such as might
occur during equipment failure.

* Data was retrieved from a cache rather than by forwarding the request.

Note: Cluster-Level configurations such as vServers, pools and nodes will result in repeated component names
across all vIMs in a cluster. Component names are not repeated within a category list. A single selected
component can refer to many actual components, which can be further explored by making additional
selections. See “Understanding Cluster-Level Replication of Components” on page 305.

Configuring the Location Category

The Location category enables you to filter by the geographic location of the remote client IP address (where
this can be determined). The geographic location can be based on Continents, Countries or Cities.

Where the geographic location of a remote client IP address cannot be identified, such as in a private network,
the data is added to a generic Location category grouping called <Unknown>.

Data from the following standard private networks (as defined by the Internet Assigned Numbers Authority)
can be included as a named Location category grouping.

e 70.0.0.0/8. This represents the reserved address for 24-bit subnetworks (class A network).
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e 172.16.0.0/12. This represents the reserved address for 20-bit subnetworks (class B network).
e 792.168.0.0/16. This represents the reserved address for 16-bit subnetworks (class C network).

When any of these options are selected, their network can appear in the Location category of the
Component Filter. For example:

FIGURE 318 Analytics: Location Category Includes Subnetwork

2 Countries
Throughput (Mbps) = 14:34 () sampling 121 &

1 10.0.0.0/8 Network

<Unknown>

Configuring the Location Category

1. Click Settings on the toolbar to access the analytics settings.

FIGURE 319 Analytics: Accessing the Analytics Settings

& O QO

SETTINGS HELP ADMIN
S’ b St

2. On the pull-down menu, click Geo IP Settings.
The Geo IP Settings dialogue box appears.

FIGURE 320 Analytics: The Settings Dialog Box

Geo IP Settings

Group filtered results by IP address

Public IP addresses

Group results by location: Country

Private IP addresses
Group results by |P address range:
O 10000 O 172160012 O 19216800016

APPLY CLOSE

3. Under Public IP addresses, select the required geographical grouping. That is, Continents, Countries or
Cities.

4. Under Private IP addresses, select any required standard private networks. That is, 70.0.0.0/8,
172.16.0.0/12 or 192.168.0.0/16.

5. Click Apply.
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Example 1: Hierarchic Selection

When you use the Component Filter as a hierarchy, you make left-to-right selections to narrow the scope of a
graph to specific components. For example:

FIGURE 321 Analytics: Hierarchic Selection: Hierarchy of Components

Geographic Clusters vTMs vServers Pools Nodes
MNode-1
Pool-1
Node-2
Pool-2 MNode-3
vTM-Alpha-1 vServer-1
Node-4
Pool-3 MNode-5
Node-6
MNode-1
Pool-1
Node-2
Pool-2 MNode-3
Node-4
Node-6
MNode-1
Pool-1
Node-2
Pool-2 MNode-3
vTM-Beta-1 vServer-1
Pool-3 Node-4
MNode-5
Pool-4
Node-6
Europe Beta
MNode-1
Pool-1
Node-2
Pool-2 MNode-3
vTM-Beta-2 vServer-1
Pool-3 Node-4
MNode-5
Pool-4
Node-6
Kev Component -

In this example, analytics data exists for all end-to-end paths shown, taking into account the selected time
range (see “Choosing a Time Period” on page 299). The required end-to-end path is marked in green; data

that was created for this path is required for an analytics graph.

To deliver the required information to the graph, you can use the Component Filter to select the components
on the path, one at a time, working left-to-right. The listed options adjust automatically as each selection is

made.

308
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For this example:
1. Expand each category in turn and examine the lists. Components for all possible paths are shown:
* There are two continents in the Location category.
* There are two clusters, each of which is in a separate continent.
* There are four vIMs across the two clusters.

* Thereis one listed vServer. There are four vServers in total across the four vIMs, but there is a
single repeating name because of cluster replication. All duplicates are removed. See
“Understanding Cluster-Level Replication of Components” on page 305.

* There are four pools. There are fourteen pools in total across the four vIMs, but there are
repeating names because of cluster replication. All duplicates are removed.

* There are six nodes. There are 24 nodes in total across the four vTMs, but there are repeating
names because of cluster replication. All duplicates are removed.

2. Expand the Location category. Two continents are listed: Asia and EFurope. Select Asia,
3. Expand the Clusters category. Two clusters are listed: Alpha and Beta. Select Alpha.

4. Expand the vTMs category. Only the two VTMs in the Alpha Cluster are listed: viM-Alpha-1 and
vIM-Alpha-2. Select viIM-Alpha-2.

5. Expand the vServers category. Only vServer-1 is listed, as this is the only vServer in the selected vIM.
Select vServer-1.

6. Expand the Pools category. Three pools are listed, as these are the pools within the selected vIM:
Pool-1, Pool-2 and Pool-3. Select Pool-3.

7. Expand the Nodes category. Three nodes are listed, as these are the nodes within the selected vTM:
Node-4, Node-5 and Node-6. Select Node-5.

All selections are now complete. The analytics graph will use all data for the pathway between the Asia
continent and Node-5 on vIM-Alpha-2. This represents an end-to-end connection.

Note: The analytics graph updates after every selection.

Note: You can also reach the same result using a different number of Component Filter selections, using a
flexible selection approach. See “Example 2: Flexible Component Selection” on page 310.
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Example 2: Flexible Component Selection

When you use the Component Filter to explore analytics data, you can select from any component category
at any time, subject to restrictions placed by previous selections.

For example, here is a possible hierarchy of components:

FIGURE 322 Analytics: Flexible Selection: Hierarchy of Components

Geographic Clusters vTMs vServers Pools Nodes
MNode-1
Pool-1
Node-2
Pool-2 MNode-3
vTM-Alpha-1 vServer-1
Node-4
Pool-3 MNode-5
Node-6
Asia Alpha
MNode-1
Pool-1
Node-2
Pool-2 MNode-3
vTM-Alpha-2 vServer-1
Node-4
Pool-3 MNode-5
Node-6
MNode-1
Pool-1
Node-2
Pool-2 MNode-3
vTM-Beta-1 vServer-1
Pool-3 Node-4
MNode-5
Pool-4
Node-6
Europe Beta
MNode-1
Pool-1
Node-2
Pool-2 MNode-3
vTM-Beta-2 vServer-1
Pool-3 Node-4
MNode-5
Pool-4
Node-6

In this example, analytics data exists for all end-to-end paths shown, taking into account the selected time
range (see ).

You can explore the analytics data, and view the filtered results, by making selections in any category. For this
example:

1. Expand each category in turn and examine the lists. Components for all possible paths are shown:
* There are two continents in the Location category.

* There are two clusters, each of which is in a separate continent.
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* There are four vTMs across the two clusters.

* Thereis one vServer. There are four vServers in total across the four vIMs, but there is a single
repeating name because of cluster replication. All duplicates are removed. See
“Understanding Cluster-Level Replication of Components” on page 305.

* There are four pools. There are fourteen pools in total across the four vIMs, but there are
repeating names because of cluster replication. All duplicates are removed.

* There are six nodes. There are 24 nodes in total across the four vTMs, but there are repeating
names because of cluster replication. All duplicates are removed.

2. Expand the Nodes category. Six nodes are listed: Node-1, Node-2, Node-3, Node-4, Node-5 and Node-6.
Select Node-5. This selection includes all Nodes called Node-5, of which there are four. (see below)

3. Expand the VTMs category. Four vTMs are listed, as each of these vTMs contains a Node called Node-5.
Select vIM-Alpha-2.
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The two selections have now identified a single pathway between the Asia continent and Node-5 on
vIM-Alpha-2. This represents an end-to-end connection.

FIGURE 323 Analytics: Flexible Selection: Implicit Path Based on Two Selections

Geographic Clusters vTMs vServers Pools Nodes
MNode-1
Pool-1
Node-2
Pool-2 MNode-3
vTM-Alpha-1 vServer-1
Node-4
Pool-3 MNode-5
Node-6
[
MNode-1
Pool-1
Node-2
Pool-2 MNode-3
[
Node-4

Node-6

MNode-1
Pool-1
Node-2
Pool-2 MNode-3
vTM-Beta-1 vServer-1
Pool-3 Node-4
MNode-5
Pool-4
Node-6
Europe Beta
MNode-1
Pool-1
Node-2
Pool-2 MNode-3
vTM-Beta-2 vServer-1
Pool-3 Node-4
MNode-5
Pool-4
Node-6

o

No more selections are supported without clearing one of the category selections.
Note: The analytics graph updates after each selection.

Note: You can also reach the same result using a different number of Component Filter selections, using an
hierarchic selection approach. See “Example 1: Hierarchic Selection” on page 308.

Working with the Extended Filter
The Extended Filter is one of the standard filters that apply to all analytics graph types.

When used, one or more clauses appear in the Extended Filter. All of these must be satisfied for a data item
to be included in any analytics graph. For example:
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FIGURE 324 Analytics: Extended Filter Panel

. Type to filter options... ¥ Choose an operator v Select avalue v e
HTTP Response Code IS 400 >
COR HTTP Response Code IS 500 e
Transaction Duration GREATER THAN 1000 X
CANCEL APPLY FILTER

The use of the Extended Filter is described in the following sections:
* “Starting the Extended Filter” on page 314
* “Adding Clauses to the Extended Filter” on page 314
* “Understanding Extended Filter Clauses” on page 317
* “Understanding Implicit Logical Operators Between Clauses” on page 318

Note: If you create an Extended Filter clause that is based on one of the standard Component Filter
categories, the available values for that category will also be restricted in the Component Filter.

The total data for the analytics graph is defined by the combined settings from the Time Selector, the Metric
Selector, the Sampling Selector, the Component Filter, and the Extended Filter. Any of these criteria can
be changed at any time, and the analytics graph will automatically update to reflect your selections.

Note: Also see “Choosing a Data Metric” on page 298, “Choosing a Time Period” on page 299, “Choosing
a Sampling Ratio” on page 301, and “Working with the Component Filter” on page 303.
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Starting the Extended Filter
To start the Extended Filter, click the Filter toggle on the toolbar.

FIGURE 325 Analytics: Accessing the Extended Filter

@ Q ¥ X

RESET  RELOAD  FILTER  EXPAND

The Extended Filter appears at the bottom of the browser window. When it is started for the first time, it
contains no clauses.

FIGURE 326 Analytics: Extended Filter Panel

. Type to filter options... ¥ Choose an operator v Select avalue v e

Select "+" to add one or more filters. When ready, select "APPLY FILTER".

CANCEL APPLY FILTER

To minimize the extended filter, click the Filter toggle again.

Adding Clauses to the Extended Filter

To add one or more clauses to the Extended Filter, perform the following steps.
1. Start the Extended Filter, see “Starting the Extended Filter” on page 314.
The Extended Filter appears at the bottom of the browser window.
2. Inthe Extended Filter, either:
* Type the name of the required filter option (field) for the clause, OR
* Expand the list of filter options (fields) and select the required option for the clause.
For example:

FIGURE 327 Analytics: Selecting an Option for a Clause

. HTTP Response Code | Is v Enter avalue e

Select "+" to add one or more filters. When ready, select "APPLY FILTER".

CANCEL APPLY FILTER

See “Understanding Extended Filter Clauses” on page 317 for details of clauses.
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3. Expand the list of operators, and select the required operator for the clause. For example:

FIGURE 328 Analytics: Selecting an Operator for a Clause

Choose an operator
IS

IS NOT

LESS THAN
GREATER THAN

LESS THAN OR
EQUAL TO

GREATER THAN OR
. EQUALTO

m

. HTTP Response Code v IS v

er avalue o

Select "+" to add one or more filters. When ready, select "APPLY FILTER".

CANCEL APPLY FILTER

Note: This list is tailored to the selected filter option.
4. Type the required search value for the clause. For example:

FIGURE 329 Analytics: Selecting an Value for a Clause

. HTTP Response Code v IS | 300

Select "+" to add one or more filters. When ready, select "APPLY FILTER".

CANCEL APPLY FILTER

5. Click the + button. The clause is added to the list of clauses. For example:

FIGURE 330 Analytics: Adding the First Clause

. Type to filter options... ¥ Choose an operator v Select a value w7 o

HTTP Response Code 1S 300 X

CANCEL APPLY FILTER
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6. Repeat steps 2 to 5 to add more clauses. For example:

FIGURE 331 Analytics: Adding the Additional Clauses

. Type to filter options... ¥ Choose an operator v Select a value v e

HTTP Response Code IS 300 3

OR HTTP Response Code IS 400 X

Transaction Duration GREATER THAN 1000 X
CANCEL APPLY FILTER

Note: Implicit logical operators are applied automatically to the list of clauses, see “Understanding
Implicit Logical Operators Between Clauses” on page 318.

Note: The Extended Filter does not display the word “AND". All listed clauses after the first are related
with an AND unless an OR is displayed.

7. Click Apply to apply all listed clauses to the current analytics graph type.

8. (Optional) To minimize the extended filter at any time, click the Filter toggle. When the Extended Filter
is populated with one or more clauses, it minimizes to the bottom of the browser window and remains

visible. For example:

FIGURE 332 Analytics: Extended Filter Panel Minimized

. ( HTTP Response Code|S400 x OR HTTP Response Code|S500 x ) Transaction Duration IS 1000
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Understanding Extended Filter Clauses
The Extended Filter is specified as a list of user-defined clauses. Each clause identifies:

* Afield in the transaction data that was exported by a vTM to the analytics repository.
* A condition that relates to the field.
* Avalue for the condition.
That is:
<field> <condition> <value>
For example:
Remote Client Port IS 123
The supported conditions and values for a clause depend upon the specified field:
* Numeric fields can support one of more of the following conditions:
* /S Forexample: Remote Client Port IS 8080
* /SNOT. For example: Remote Client Port IS NOT 8100
* LESSTHAN. For example: Transaction Duration LESS THAN 30

* LESSTHAN OR EQUAL TO. For example: Transaction Duration LESS THAN OR EQUAL TO
17

*  GREATER THAN. For example: Transaction Duration GREATER THAN 23

*  GREATER THAN OR EQUAL TO. For example:
Transaction Duration GREATER THAN OR EQUAL TO 40

* S PRESENT. For example: Transaction Duration IS PRESENT
* |SABSENT. For example: Transaction Duration IS ABSENT
* String fields support the following conditions:
* /S For example: Protocol IS “HTTP”
* /SNOT. For example: Protocol IS NOT “FTP”
* CONTAINS. For example: Protocol CONTAINS “TP”
* DOES NOT CONTAIN. For example: Protocol DOES NOT CONTAIN "FT"
* S PRESENT. For example: Protocol IS PRESENT

* |SABSENT. For example: Protocol IS ABSENT
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* Boolean fields support the following conditions:

* /S For example: HTTP Response Server Keep Alive IS TRUE

* /S PRESENT. For example: HTTP Response Server Keep Alive IS PRESENT

* |/SABSENT. For example: HTTP Response Server Keep Alive IS ABSENT

The user does not define the logical relationships between the various clauses using explicit logical operators,

Rather, the Extended Filter is subject to implicit logical operators that are imposed automatically by the
VADC Analytics Application, see “Understanding Implicit Logical Operators Between Clauses” on

page 318.

Understanding Implicit Logical Operators Between Clauses

The user can define one or more Extended Filter clauses to manage the information that is included in

analytics graphs. See “Understanding Extended Filter Clauses” on page 317.

The user does not define the logical relationships between extended filter clauses using explicit logical
operators, Rather, the Extended Filter clauses are subject to implicit logical operators that are imposed
automatically by the vADC Analytics Application.

* All clauses that reference a single field using “IS" or “CONTAINS" operator are automatically related via an
implicit OR logical operator. For example, the following clauses reference the same field:

Field-X IS
Field-X IS
Field-X IS

This is equivalent to

Field-X IS
OR Field-X
OR Field-X

10
20
50

10
IS 20
IS 50

* All other clauses are automatically related via an implicit AND logical operator. For example:

Field-A

Field-A LES

Field-B

Field-C IS

Field-D
Field-E

This is equivalent to:

GREATER THAN 10

S THAN OR EQUAL TO 20

IS NOT “Halo”

\\CBG"

IS NOT 66
IS PRESENT

Field-A GREATER THAN 10

AND
AND
AND
AND
AND

* Alist of clauses can combine both of these clause types:

318

Field-A
Field-B
Field-C
Field-D
Field-E

LESS THAN OR EQUAL TO 20
IS NOT “Halo”

IS “CBG”

IS NOT 66

IS PRESENT

© 2019 Pulse Secure, LLC.



Pulse Secure Services Director Getting Started Guide

Field-X IS 10

Field-X IS 20

Field-A GREATER THAN 10

Field-A LESS THAN OR EQUAL TO 20
Field-B IS NOT “Halo”

Field-C IS “CBG”

Field-D IS NOT 66

Field-E IS PRESENT

Field X IS 50
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This is equivalent to (with OR terms grouped together):

(Field-X IS 10
OR Field-X IS 20
OR Field-X IS 50)

AND
AND
AND
AND
AND
AND

Field-A
Field-A
Field-B
Field-C
Field-D
Field-E

GREATER THAN 10

LESS THAN OR EQUAL TO 20
IS NOT “Halo”

IS “CBG”

IS NOT 66

IS PRESENT

In all cases, the resulting extended filter is applied to the analytics graph.

The Extended Filter does not display the word "AND". All listed clauses after the first are related with an AND
unless an ORis displayed. For example:

FIGURE 333 Analytics: Multiple Extended Filter Clauses

§7 Type to filter options...

N e

¥ Choose an operator v Select avalue
HTTP Response Code 1S 300
OR HTTP Response Code 15 400
Transaction Duration GREATER THAN 1000
HTTP Response Header Content-Type IS PRESENT

HTTP Response Header Content-Encoding IS PRESENT

CANCEL

APPLY FILTER

In this example, the clauses are related as follows:

(HTTP Response Code IS 300 OR HTTP Response Code IS 400)
AND Transaction Duration GREATER THAN 1000
AND HTTP Response Header Content-Type IS PRESENT

AND HTTP Response Header Content-Encoding IS PRESENT

When the Extended Filter is minimized in the browser window, the clauses appear as follows:

FIGURE 334 Analytics: Multiple Extended Filter Clauses

@ ( HTTP Response Code1S300 x OR HTTPResponse CodeIS400 X ) Transaction Duration GREATER THAN 1000 X

HTTP Response Header Content-Type IS PRESENT X

HTTP Response Header Content-Encoding IS PRESENT X
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Using the Sankey Diagram

The supported tree graph is a Sankey diagram. This is a specific type of flow diagram, in which the width of the
graph lines is proportional to the flow quantity between each pair of points.

For analytics purposes, the width of the line on the Sankey diagram shows proportional flow of the chosen
data metric (see “Choosing a Data Metric” on page 298).

Flow is calculated for all end-to-end connections between the geographic areas and nodes in your vIM cluster,
and displayed according to included components. For example:

FIGURE 335 Tree Graphs: Sankey Diagram

192.162.101.20:4430
192.168.101.21:4430
10.62.144.112:4430
10.62.144.118:4430
10.62.144.117:4430
10.62.144.120:4430

192.168.80.10:4501

192.168.100.21:9080

192.168.100.20:2090

192.168.102.20:4430

192.163.102.21:4430

10.62.147.118:3000

10.62.147.117:8000
10.62.145.117:4430
10.62.145.119:4430
10.62.145.118:4430
10.62.146.118:4430
10.62.146.117:4430

To display a Sankey diagram, see “Starting the Sankey Diagram” on page 322.
Once a Sankey diagram is displayed, you can focus on your analytics data as follows:
* “Selecting Included Components for your Sankey Diagram” on page 322.
* "“Focusing on a Component in a Sankey Diagram"” on page 325.
* “Focusing on a Path in a Sankey Diagram” on page 327.
You can also update the following controls at any time:
* The Component Filter, see “Working with the Component Filter” on page 303.
* The Metric Selector, see “Choosing a Data Metric” on page 298,
* The Time Selector, see “Choosing a Time Period” on page 299.

The scope of the Sankey diagram updates immediately to include and-to-end connections that meet all
selection criteria.
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Starting the Sankey Diagram

1.

2.

Start the vADC Analytics application, see “Accessing the vADC Analytics Application” on page 295.
Click Explore to access individual analytics graphs.

FIGURE 336 Accessing Analytics Graphs

DASHBOARD EXPLORE LOGS

Alternatively, click the Menu button, and then click Explorer.

FIGURE 337 Analytics: The Menu Button

Secure:

VADC ANALYTICS

Finally, click the Tree graph type.

FIGURE 338 Starting the Dataset View

=l E v #
TREE TAELE CHART DATASET
M

The required graph type appears.

Selecting Included Components for your Sankey Diagram

By default, the Sankey diagram includes all six component categories:

Location. This can be configured to be based on Continents, Countries or Cities, see “Configuring the
Location Category” on page 306.

Note: Where data events are collected for more than ten country/city locations, each location is ranked
according to the number of data events collected. The top ten locations are displayed individually in the
Sankey diagram, and all locations after the tenth are displayed as a single entry named "Rest of the
World".

Clusters
vIMs
vServers
Pools

Nodes

You can exclude specific component types from the diagram if required.

322
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1. Display a Sankey diagram. See “Starting the Sankey Diagram” on page 322. For example:

FIGURE 339 Analytics: Sankey Diagram
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2. Click the Settings button to display a check list of component types. For example:

FIGURE 340 Analytics: Sankey Diagram Component Settings

ST
TAELE ~ CHART  DATASET
s

N4 Countries

v Clusters
N4 VTMs
N4 vServers

N4 Pools
v Nodes
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Note: In this example, the Location category is set to the Countries setting. This can also be set to
Continent or City, see “Configuring the Location Category” on page 306.

FIGURE 341 Analytics: Sankey Diagram Alternate Location Component Settings

E o= E o=
TAELE ~ CHART  DATASET TAELE ~ CHART  DATASET
s s

~/ Continents </ Cities
~/ Clusters ~/ Clusters
~ VIMs v VIMs
~/ vServers ~/ vServers
~/ Pools ~/ Pools
~/ Nodes ~/ Nodes

3. Select a component type to include/exclude it.
For example, after excluding vIMs:

FIGURE 342 Analytics: Sankey Diagram Excluding vTMs
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For example, after excluding both vServers and pools:

FIGURE 343 Analytics: Sankey Diagram Excluding vServers and Pools
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Focusing on a Component in a Sankey Diagram

You can focus on a specific component in the Sankey diagram, which updates the graph to include only those
end-to-end connections that include the selected component.

1. Display a Sankey diagram. See “Starting the Sankey Diagram” on page 322. For example:

FIGURE 344 Analytics: Sankey Diagram
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2. Inthe Sankey diagram, hover the mouse pointer over the required component to display:
* Anindication of all end-to-end paths passing through the node.
* The name of the node. For example:

FIGURE 345 Analytics: Viewing Details for a Sankey Component

VTM: wikivtm02.org

I wikivtm01.org

3. Click the node. The Sankey diagram updates to include all end-to-end connections that include the
selected component. For example:

FIGURE 346 Analytics: Focusing on a Sankey Component

192.168.101.21:4430
192.168.101.20:4430

192.168.102.21:4430

192.168.102.20:4430

Note: You can also focus on a specific path in the Sankey diagram, see “Focusing on a Path in a Sankey
Diagram” on page 327.
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Focusing on a Path in a Sankey Diagram

You can focus on a single path in the Sankey diagram, which updates the graph to include only those end-to-
end connections that include the selected node.

1. Display a Sankey diagram. See “Starting the Sankey Diagram” on page 322. For example:

FIGURE 347 Analytics: Sankey Diagram

192.168.101.20:4430
192.168.101.21:4430
10.62.144.119:4430
10.62.144.118:4430
10.62.144.117:4430
10.62.144.120:4430

192.168.80.10:4501

192.168,100,21:9090
192.168,100,20:9090
192.168.102.20:4430
192.168.102.21:4430

10.62.147.118:3000

10.62.147.117:3000
10.62.145.117:4430
10.62.145.119:4430
10.62.145.118:4430
10.62.146.112:4430
10.62.146.117:4430

10.62.146.119:4430

2. Inthe Sankey diagram, hover the mouse pointer over the required path to see its details. For example:

FIGURE 348 Analytics: Viewing Details for a Sankey Path

wikivim02.org
vs-blogs

0.0001

Wiki-Cluster

wikivtm01.org I

Note: When sampling is applied to the dataset, this is indicated by an asterisk prefix on the heading.
For example, Throughput is replaced by *Throughput.
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3. (lick the path. The Sankey diagram updates to include all end-to-end paths that include the selected
path. For example:

FIGURE 349 Analytics: Focusing on a Sankey Path

L3

192.168.101.21:4430
192.168.101.20:4430

I pm]l-kr% 192.168.80.10:4501
vs-knowlegebase

United States Wwiki-Cluster wikivtm02.0rg 1 poottiogs 192.168.100.20:9090
vs-blogs
I £ - 192.168.100.21:9090
pocl-iearning
I ‘ 192.168.102.21:4430
vs-learning
I TR 192.168.102.20:4430

Note: You can also focus on a specific component in the Sankey diagram, see “Focusing on a Componentin
a Sankey Diagram” on page 325.

Using the Table Graph

The supported Table Graph is a per-vServer summary of all of the available metrics. The graph also includes a
sparkline that shows trends in the currently data for all selected criteria. For example:

FIGURE 350 Table Graph

Q ¥ X
RELOAD FILTER EXPAND
=
. . r E=3
Throughput (Mbps) Last 6 hours @ sampling 1:1 & = = ke
_ TREE TABLE CHART  DATASET
N
OMops EEEEEEED 0Mops
CLUSTER VSERVER AVG. CONNECTION DURATION (MS) AVG. REQUEST DURATION (MS) THROUGHPUT (MBPS) COMNNECTIONS / SECOND REQUESTS / SECOND
Crucible-HTTP - 0 n— = 0.0033
Crucibla-HTTPS = 73 | ‘hm IN = 0.003
DNS - 1779 n 1 = 0.0033
Intranet = 61 0.9714 | = 0.2174
Nagios Backend - 0 0.0015 — -~ 0.6097
D5819DD7727432052FAD  Pulse Active Directory 525790 - n"l" T 0.001 =
FDBS07FD7FEE (TF) -

To display a Table Graph, see “Using Charts” on page 330.

You can also update the following controls at any time:
* The Component Filter, see “Working with the Component Filter” on page 303.
* The Metric Selector, see “Choosing a Data Metric” on page 298.
* The Time Selector, see “Choosing a Time Period” on page 299.

The scope of the Table Graph updates to include and-to-end connections that meet all selection criteria.
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Starting the Table Graph

1. Start the vADC Analytics application, see “Accessing the vADC Analytics Application” on page 295.
2. C(lick Explore to access individual analytics graphs.

FIGURE 351 Accessing Analytics Graphs

DASHBOARD EXPLORE LOGS

3. Finally, click the Table graph type.

FIGURE 352 Starting the Dataset View

=| E|l» =
TREE TAELE CHART | DATASET
R

The required graph type appears.

Understanding the Table Graph

The Table Graph can include the following measurements:
* Cluster
* VServer

* Average Connection Duration (milliseconds). This property contains a connection duration
measurement for a protocol such as TCP.

* Average Request Duration (milliseconds). This property contains a request duration measurement for a
protocol such as HTTP or HTTPS.

* Throughput (MBits per second)
* Connections per Second.
* Requests per Second.

Some of these measurements will be blank, depending on the protocol in use, and on the selected data
metric, see “Choosing a Data Metric” on page 298.

Where sampling is used, this is indicated by an asterisk prefix in the column headings. For example:
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FIGURE 353 Table Graph: Sampled Output

Throughput (Mbps) = Last 60 minutes () Sampling 1:10*

OMbps @HE HEP 50Mbps

CLUSTER WSERVER @[DE\NEGID?\ DURATION (MS) EQUEST DURATION (MS) @:JUGHPUT (MBPS) \IECHDI\S / SECOND EsTs 1/ SECOND

Cluster-0 vs-http-0-0 - 548 0.0007804 | - 0.008333

Cluster-1 vs-http-1-0 - 718 0.0007153 | - 0.005556

The measurement that matches your selected data metric (see “Choosing a Data Metric” on page 298) is
supplemented with a “sparkline” graphic. This graphic visually summarizes measurements across the required
time range, with an overall colour coding. For example:

FIGURE 354 Table Graph: Sparkline
oms @ EEP 2000ms+

AVG, REQUEST DURATIOMN (MZ)

Using Charts

The Primary Chart displays values for the current data metric over time. Optionally, this can be split by
component type.

A set of secondary graphs on tabs underneath the Primary Chart provide deeper analysis and comparisons
with the main chart. These are:

* The Comparative Analysis tab, see “Performing Comparative Analysis” on page 346,
* The Alternative Views tab, see “Viewing the Horseshoe Diagram” on page 351.
* The HTTP Response Codes tab, see “Viewing HTTP Response Codes” on page 354.
* The Top Events tab, see “Viewing Top Events” on page 355.
Starting the Chart
1. Start the vADC Analytics application, see “Accessing the vADC Analytics Application” on page 295.
2. Click Explore to access individual analytics graphs.

FIGURE 355 Accessing Analytics Graphs

DASHBOARD EXPLORE LOGS
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3. (lick the Chart graph type.

FIGURE 356 Starting the Dataset View

= Bl
TREE TAELE § CHART

4. Select the required graph type, see “Chart Types” on page 332.

The required graph type appears.
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Chart Types

There are four chart types supported, each of which is accessed from the Chart pull-down menu.
FIGURE 357 Charts: Line Chart Types

£ E  |» =

TREE TABLE CHART = DATASET
v

N4 Line =
Bars o
Area (simple)

Area (Stacked)

* Line charts. For example:

FIGURE 358 Charts: Line chart

Throughput (Mbps) Last 5 days () Sampling 1:1 & £ E g8 i

TREE  TABLE | CHART  DATASET
~

Metrics: Throughput (Mbps) | Split: None | Scale: Linear | Percentiles: None

B Thraughput Lin: —
(,\,‘r;':s) P 40Mbps v e =

3sMbps | - Bars o
30Mbps - A ‘."‘: Area (simple)

25Mbps Area (stacked)

20Mbps
15Mbps |
10Mbps |

SMbps |-/

oMbps -

"\200 ‘]ulﬂ? “\2:00 IquUS ‘12:00 ‘]ul‘ﬂ.g "\200 ‘julm I‘\2:0\’) ‘jul‘H
Line charts support splits. For example, if split by vTM:

FIGURE 359 Charts: Line chart split by vIM

£ E [ln| =

TREE  TABLE | CHART  DATASET
o

Throughput (Mbps)  Last 5 days (%) Sampling 1:1 &

Metrics: Throughput (Mbys) | Split: vIM | Sale: Linear | Percentiles: None

’ L
35Mbps = N4 Line =
f A B
30MBps / f ars Sl
‘ | A A impl
25Mbps rea (simple)
Area (stacked)
20Mbps
15Mbps |
10Mbps |
SMops AN~ .
AN / \
/ / S~ ,
OMbps N \\ . Pyl N T e — / \‘\—-A\ TN/ 4

12:00 Jul 07 12:00 Juios 12:00 Jul0g. 12:00 Julo 12:00 Jul11
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* Bar charts. For example:

FIGURE 360 Charts: Bar chart

= =
Throughput (Mbps) 2018-07-11at05:31  to 2018-07-11 at 06:31 &  sampling1:1 & £ E
_— TREE TABLE DATASET
Metrics: Throughput (Mbps) | Split: None | Scale: Linear | Percentiles: None
m | i =
T tios

140Mops -| -V Bars “
120Mbps | {

Area (simple)

100Mbps | 1 Area (stacked)
80Mbps | . .
60Mbps |
40Mbps |
20MBps I
OMBps - T T T
06:00

0535 05:40 05:45 05:50 05:55 06:05 06:10 0615 06:20 06:25 0630

Bar charts support splits. For example, if split by vTM:

FIGURE 361 Charts: Line chart split by vIM

. — = E =
roughput (Mbps) Last 24 hours (%) Sampling 1:1 & e e e
Metrls:‘l’hmughput(Mhra\e: Linear | Percentiles: None
B intranes-0 - Line =
FOMbps = =2
W intranes-1
W intranes2 60Mbps - 1 NV Bars @
SOMbps - 1 Area (simple)
Area (stacked)
40Mbps
30Mbps ‘
10Mbps |
H ‘IHH‘Ill iin IH | ‘ ‘ i H‘
09:00 12:00 15:00 18:00 21:00 Jul11 03:00 06:00
Note: When splits are used, bar charts are presented as stacked data.
* Simple area charts. For example:
FIGURE 362 Charts: Area chart
Throughput (Mbps) Last 24 hours (%) Sampling 1:1 & Tﬁ 15.: mﬁn
Metrics: Throughput (Mbps) | Split: None | Scale: Linear | Percentiles: None
B Throughpue Line =
(Msgs) TOMbps = =
60Mbps | Bars @
S0Mbps - oV Area (simple)
Area (stacked)
40Mbps |
30Mbps |
20Mbps |

10Mbps |

OMbps

09:00 12:00 15:00 18:00 21:00 Jul11 03:00 06:00
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Area charts support splits. For example, if split by vIM:

FIGURE 363 Charts: Line chart split by vIM

Throughput (Mbps) Last 24 hours () Sampling 1:1 &

Metrics: Throughput (Mh\e: Linear | Percentiles: None

£0Mbps =

50Mbps
o Area (simple)
40Mbps
Area (stacked)

30Mbps
20Mbps

10Mbps |

OMbps

09:00 12:00 15:00 18:00 21:00 Junt 03:00 06:00

* Stacked area charts. This chart type requires split data, as different data sets are cumulatively stacked
vertically.

For example:

FIGURE 364 Charts: Stacked area chart split by vTM

- £ E #®
Throughput (Mbps) Last 24 hours @ Sampling 1:1 &
e TREE

Metr\G:Thrnug\put(Mnle: Linear | Percentiles: None
W intranet-0

TOMbps =

W intranst

=
(+)

Area (simple)

W intranet-2 80Mbps

S0Mops -
40Mbps N4 Area (stacked)

30Mbps -

20Mbps -

10Mips

OMops

09:00 12:00 15:00 18:00 21:00 Juit 03:00 06:00

Using a Logarithmic Vertical Axis

A logarithmic scale is a nonlinear scale that is used when there is a large range of quantities.

If an axis uses a logarithmic scale, each displayed value is ten times bigger than the one beneath it, as it is
based on orders of magnitude; large values become closer together visually, and more differentiation is
possible for values that are closer to zero.
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Linear Scales and Logarithmic Scales
The following diagrams compare the same data displayed using linear and logarithmic scales.

FIGURE 365 Charts: Linear Scale

Throughput (Mbps) Last 5 days () Sampling 1:1 & = E [l e
_——— TREE TABLE CHART DATASET
~

Metrics: Throughput (Mbps) | Split: Nond | Scale: Linear | Hercentiles: None

B Throughput ~
(Mbps) 40Mbps = ==

35Mbps
30Mbps
25Mbps
20Mbps —
15Mbps -
10Mbps -

SMbps

OMbps

I12:00 ‘Ju\U? “\2:00 ‘Ju\US “\2:00 ‘Ju\U’i I12:00 IJul‘m I12:00 IJuI‘H
In this example:
* The vertical axis is marked from OMbps to 40Mbps in linear 10Mbps increments.

* The smaller values (many less than 1Mbps) are hard to read (and to differentiate from zero/missing),
because of the huge difference between them and the larger values on the linear scale.

FIGURE 366 Charts: Logarithmic Scale

Throughput (Mbps)  Last 5 days (&) Sampling 1:1 & = E i

TREE  TABLE | CHART = DATASET
s

Metrics: Throughput (Mbps) | Split: Nond) | Scale: Logarithmic | Pprecentiles: None

B Throughput -5
(Mbps) 100Mbps Pl
2 showal
10Mbps -/ N —~— il , B .
Mbps ||
0.1Mbps -
0.01Mbps |
12:00 Jul o7 12:00 Jul 08 12:00 Jul 09 12:00 Jul 10 12:00 Jul 11

In this example:

* The vertical axis is marked from 0.01Mbps to 100Mbps, with each value ten times bigger than the last:

* 0.01Mbps
* 0.TMbps
*  1Mbps

* 10Mbps

*  100Mbps
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The smaller values are easier to read, because the logarithmic scale is more detailed at that level.

Assigning a Linear Scale or Logarithmic Axis Scale
To select the required axis scale:

1.

3.

Click the Settings button.

FIGURE 367 Charts: Settings Button

£ E | »| #

TREE TABLE | CHART = DATASET
Ve

A

On the menu, select Scale.
The Main Chart settings panel appears with the Scale tab selected.

FIGURE 368 Main Charts: Scale Tab

—o- Main chart © <

INFO PIN

SPLITS SCALE PERCENTILES

@ Linear

O Logarithmic

(Optional) click Pin to fix the panel to the side of the main display. This remains until unpinned.

4. Select the required axis scale, either:

5.

* Linear
* Logarithmic

The Main Chart updates automatically.

Viewing Percentile Values

You can view percentile values within the main chart.

Note: Percentiles are disabled when splits are in use, see “Splitting the Primary Chart” on page 341.

Note: Some data metrics do not support percentiles. These metrics are disabled when percentiles are in use,
see “Viewing Percentile Values” on page 336.

When you view percentiles, the main data line is replaced by three customizable percentile lines. By default,
these lines are:

336
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* The 99th percentile.
* The 95th percentile.
* The 50th percentile.
For example:
FIGURE 369 Percentiles in the Main Chart

Request Duration (ms) Last 5 days () Sampling 1:1 & = E Jle i

TREE  TASLE  CHART = DATASET
N

Metrics: Request Duration (ms) | Split: None | Scale: Linear | Percentiles: 99,9550

140ms -

120ms

100ms

80ms

60ms

40ms

I'IZ:O\') ‘JuIUT I'IZ:O\') ‘JuIUS I'IZ:O\') ‘JuIUS I'IZ:O\') ‘Jul10 I'IZ:O\') ‘Jul11
To replace the main data line by between one and three percentile lines on the main chart:

1. View the main chart. For example:

FIGURE 370 Main Chart

Request Duration (ms) Last 5 days () Sampling 1:1 & = E Jle i

TREE  TASLE  CHART = DATASET
N

Metrics: Request Duration (ms) | Split: None | Scale: Linear | Percentiles: None

M Request
Duration (ms) 14ms =

10ms f

8ms . I

6ms —

4ms

“\2:00 ‘JuIUT “\2:00 IJuIUE I12:00 ‘JuIUS “\2:00 ‘Jul10 I12:00 IJuI'H
2. Click Settings for the main chart.

FIGURE 371 Charts: Settings Button

£ E & =

TREE TABLE | CHART = DATASET
e
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3. Select a chart metric that supports percentiles. That is, either:
*  Request Duration (ms)
* (Connection Duration (ms)
4. Inthe menu, select Percentile.
The Main Chart settings panel appears with the Percentiles tab selected.

FIGURE 372 Main Chart: Percentiles Tab

=% Main chart &2 f:
SPLITS SCALE  PERCENTILES
O 99
O 95
o —mmm————— 50

5. (Optional) click Pin to fix the panel to the side of the main display. This remains until unpinned.
6. Select the required number of percentiles.

FIGURE 373 Main Chart; Percentiles Enabled

—o- Main chart g f:
SPLITS SCALE  PERCENTILES
v 99
v 95
V — 50

7. (Optional) Update the individual values of the enabled percentiles to a value between 1 and 100.
The main chart updates automatically.
FIGURE 374 Percentiles in the Main Chart

Request Duration (ms) Last 5 days () Sampling 1:1 & = E [l e

TREE  TASLE  CHART = DATASET
~

Metrics: Request Duration (ms) | Split: None | Scale: Linear | Percentiles: 99,9550

140ms .

120ms

100ms

80ms

60ms

12:00 Jul o7 12:00 Jul 08 12:00 Jul 09 12:00 Jul 1o 12:00 Jul 11
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Working with the Primary Chart

The Primary Chart displays metrics over time. For example:

FIGURE 375 Charts: The Primary Chart

Throughput (Mbps) Last 24 hours (£) Sampling 1:1 &

B Throughput

TREE  TABLE | CHART | DATASET
N
Metrics: Throughput (Mbps) | Split: None | Scale: Linear | Percentiles: None
(Mbps) TOMbBps

S0Mbps |

@ snawal
i
i
50Mbps |
40Mbps

o

30Mbps -

20Mbps | |

10Mbps | LA -

OMbps
03:00

15:00 18:00

Jult

Note: Where sampling is used, this is indicated by a smoothed curve,

03:00 06:00

To examine data values for a point in time, hover the mouse pointer over a line.

FIGURE 376 Charts: Examining Data Values

B Throuzhput

(Mops) TOMbps 5
60Mbps |
SOMips |
20MBps - E -|@J 1
30Mops - 1 ‘ /
20Mbps ;: \
10Mbps —I - ‘:
OMbps -ng ‘12;00 ‘75.00

Note: Where sampling is used, this is indicated by an “approximately equal to" symbol, and an asterisk prefix
for the value. For example:

FIGURE 377 Table Graph: Unsampled Data vs Sampled Data

Sampling 1:1 &

Samplingﬁ:‘lo*
N
[
N s
throughput_Mpps = 32. 341 Mbps /‘, I| I\
T - |
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/ / 4 \ | |
\ VY [ LA L | |
Voo / I \ I‘[thrnugh:}u[_Mhﬁs3*‘9*01MDFS]I 5|
| / \ [ N \
4 \ JI I‘, / \/ \ l'\
[ \/ é \
2100 o0 N 2100
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Splitting the Primary Chart
Optionally, you can split the Primary Chart by component type. For example, If you split by vServer, each
vServer has its own colour-coded line:

FIGURE 378 Charts: The Primary Chart Split by vServer

£ E [k =

TREE  TABLE | CHART DATASET
o

Throughput (Mbps)  Last 24 hours (=) Sampling 1:1 &

Metrics: Throughput (Mbpd) | Split: vIM | Sale: Linear | Percentiles: None

W inranecd .
0Mbps =

40Mbps -

30Mbps -
20Mbps (|

10Mbps

e

I\ A
I AW
BVAAY

\ JAVAY AV

OMbps T f T Y T T T T
08100 12:00 15:00 18:00 21:00 Jul11 03:00 06:00

Note: Where there are potentially more than ten lines, only the first ten are displayed individually. The data
events from all remaining lines are aggregated as a single line named "Other".

Note: When splits are used, bar charts are presented as stacked data.
Note: When splits are used, percentiles are disabled. See “Viewing Percentile Values” on page 336.
To split the Primary Chart by a selected criteria:

1. Click the Settings button.

FIGURE 379 Charts: Settings Button

£ E v =

TREE TABLE CHART = DATASET
e

A+
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342

2.

3.

In the menu, select Splits.
The Main Chart panel appears.

FIGURE 380 Charts: Main Chart Settings Panel

=% Main chart @ =

INFO PIN

SPLITS SCALE PERCENTILES

No splits selected - ADVANCED

QO Country
O Cluster
Q vIM
O vserver
O Pool

Q Node

(Optional) click Pin to fix the panel to the side of the main display. This remains until unpinned.

4. Then, choose a split category. Either:

If you want to split the Primary Chart using one of the basic component categories, select the

Basic switch setting, and then select the required category. For example, vServer.

FIGURE 381 Charts: Basic Split

=% Main chart ©

INFO PIN

SPLITS SCALE PERCENTILES

vserver X @» :ovancep

Q Country
Q Cluster
O vIM
@ Server
O Pool

O Node
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* If you want to split the Primary Chart using more specific criteria, select the Advanced switch
setting.

FIGURE 382 Charts: Advanced Chart Split Selection

=% Main chart g f:
SPLITS SCALE PERCENTILES
No splits selected -ADVANCED
HTTP Request ~
HTTP Response S
Protocol ~
Traffic Manager v
Pool Node ~
Pool Node TLS v

Then, locate and expand the required category, and select the required criteria. For example:

FIGURE 383 Charts: Making an Advanced Chart Split Selection

=% Main chart

SPLITS SCALE PERCENTILES
HTTP Request ~ :
@® Method

O HTTP 2 Stream
O URL

O HTTP Version

HTTP Response ~
Protocol ~
Traffic Manager v

In both cases, once a selection is applied, the Primary Chart updates to reflect the selection.

Note: Where there are potentially more than ten lines, only the first ten are displayed individually. The
data events from all remaining lines are aggregated as a single line named "Other".
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5. To examine data values for a point in time, hover the mouse pointer over the split lines. For example:

FIGURE 384 Charts: Examining Data Values in a Split Chart

B intranes0
50Mbps

B intranes2 SoMbps
40Mbps

30Mbps

| @ intranet-1=249101Mops |

20Mbps ||

10Mbps |

OMbps -

6. (Optional) To temporarily remove a split line from the display, click on its legend entry to the left of the
graph. The line is then removed, and the graph is re-drawn. Click the legend again to re-include the line.

7. (Optional) To return to an un-split Primary Chart, delete the current selection on the Main Chart panel.

FIGURE 385 Charts: Clearing a Split Selection

=% Main chart @ &

INFO PIN
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Focusing on a Time Range on the Primary Chart
You can focus the Primary Chart to a specific time range in the graph.

1. Display the Primary Chart (split if required). For example:

FIGURE 386 Charts: Primary Chart
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344 © 2019 Pulse Secure, LLC.



Pulse Secure Services Director Getting Started Guide

2. Dragacross a time range in the graph. For example:

FIGURE 387 Charts: Selecting a Time Range
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The graph updates to temporarily focus on the selected time range. The displayed section (a
proportion within the original graph) is indicated by the sliders above the graph. For example:

FIGURE 388 Charts: Focused Graph

B Throughpus

(Mbps) 40Mbps o
() Showal
35Mbps
e
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3. (Optional) Click the Focus button to permanently update the selected time range of the graph.

FIGURE 389 Charts: Permanently Re-Focusing the Graph

-
[3

a Show al

A

The position of each slider also updates.
4. (Optional) Click the Show All button to return the graph to its original time range.

FIGURE 390 Charts: Returning a Graph to Original Time Range

Q Show al

The position of each slider also updates.
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Performing Comparative Analysis

The Comparative Analysis tab enables you to view two different data metrics in a separate graph. This graph is
based on the Primary Chart (see “Starting the Chart” on page 330). For example:

FIGURE 391 Analytics: Comparative Analysis Graph
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Note: Control of the display settings for the Comparative Analysis graph is similar to that used on the main
chart. However, splits and percentiles can only be applied when the comparative view contains a single data
metric.

Creating a Comparative Analysis Graph

1. Display the Primary Chart, see “Starting the Chart” on page 330.

Note: Do not split the Primary Chart. This is not supported by the Comparative Analysis graph.
2. Select the required time period for the Primary Chart, see “Choosing a Time Period” on page 299.
3. Select the required data metric for the Primary Chart, see “Choosing a Data Metric” on page 298.

4. (Optional) Set the Component Filter to include the required components, see “Working with the
Component Filter” on page 303.

5. (Optional) Set the Extended Filter to include the required components, see “Working with the
Extended Filter” on page 312.
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6. Click the Comparative Analysis tab beneath the Primary Chart. The chart displays two charts, each

based on a single default metric.

FIGURE 392 Analytics: Comparative Analysis Tab
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7. (Optional) To change the displayed metrics, click the Settings button in the Comparative Analysis tab.

FIGURE 393 Analytics: Comparative Analysis Settings
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8. Inthe menu, select Metrics.

The Comp. Analysis settings panel appears.
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9. C(lick the Metrics tab selected. The two default metrics are indicated:

FIGURE 394 Analytics: Available Data Metrics

=% Comp. Analysis i;?o %

PIN

SPLITS METRICS SCALE PERCENTILES

Vv Requests / second

~/" Reguest Duration (ms)

10. (Optional) click Pin to fix the panel to the side of the main display. This remains until unpinned.
11. (Optional) To switch one displayed metric for another, click the tick for a displayed metric.

FIGURE 395 Analytics: Selecting a Data Metric

O connections / second
O Requests / second
Throughput (Mbps)

Request Duration (ms)

O < 0O

Connection Duration (ms)

Note: Optionally, when you have a single data metric displayed in the Comparative Analysis graph, you
can split the metric. You can also replace the data line with percentiles.

12. (Optional) Click the check box for the required second metric.

FIGURE 396 Analytics: Selecting a Data Metric
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The Comparative Analysis graph updates.

FIGURE 397 Analytics: Updating Data Metrics
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metric is shown to the right of the Comparative Analysis Graph.
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13. (Optional) Hover the mouse pointer over a data point in either graph to examine values in both graphs.

FIGURE 398 Charts: Examining Data Values in Two Graphs
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14. (Optional) Drag the mouse pointer over either graph to temporarily re-focus both graphs.

FIGURE 399 Charts: Dragging in Either Graph
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See also “Focusing on a Time Range on the Primary Chart” on page 344.
The graph updates to reflect the change.
FIGURE 400 Charts: Refocusing a Comparative Analysis Graph
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The behaviour of this focused view is the same as that described in “Focusing on a Time Range on
the Primary Chart” on page 344.
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Viewing the Horseshoe Diagram

The Horseshoe Diagram displays average timings for various activities along the receive/transmit path for
client requests, based on a single vServer. Colour coding is used. For example:

FIGURE 401 Analytics: Horseshoe Diagram
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Note: In this diagram, the numbers and boxes are superimposed. Descriptions are below.
The seven stages of the horseshoe diagram are:

1. Request from Client: The average time (in milliseconds) between the start and end of the client
request reception on the vTM.

2. VTM Req Processing: The average time (in milliseconds) between the start of processing of the client
request by the vIM, and the vTM being ready to communicate with the server. This time includes any
TrafficScript processing that is required.

3. Request to Server: The average time (in milliseconds) between the start and end of the request being
sent to the server for processing.

4. Server Processing: The average time (in milliseconds) for processing of the request by the server.

5. Response from Server: The average time (in milliseconds) between the start and end of the request
being returned from the server.

6. VTM Resp Processing: The average time (in milliseconds) between the start of processing of the client
response by the vIM. This time includes any TrafficScript processing that is required.

7. Response to Client: The average time (in milliseconds) between the start and end of the client
response transmission from the vIM.

Next to the horseshoe diagram is a Gantt chart of timings. For each of the seven stages:

* The Timeline timing is for the part of the process that must complete before the vTM can begin
processing the next stage. In generic Gantt chart terms, it indicates the critical path, and the colour
associated with it is used for the matching section on the horseshoe diagram.

Note: This timing is also displayed numerically in the first column to the right of the Gantt chart.
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The Overlap timing is for the remainder of a process after the next process starts. For example, HTTP
client requests have both a request header and a request body, but vTM request processing can begin
as soon as the request header is received. As such, the two processes overlap. In generic Gantt chart

terms, it indicates a non-critical path, and (where present), it is coloured in a darker shade of the colour

used for the Timeline timing. For example, see stage 2 and 3, above.

Note: This timing is also displayed numerically in the second column to the right of the Gantt chart.

Creating a Horseshoe Diagram
1. Display the Primary Chart, see “Starting the Chart” on page 330.

2. C(lick the Alternative Views tab beneath the Primary Chart. For example:

FIGURE 402 Chart View: Alternative Views
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This view is only available for individual vServers.
Please try narrowing your search to a single vServer.

Note: The Alternative Views tab requires a single selected vServer.

(Optional) Split the Primary Chart by vServer, see “Splitting the Primary Chart” on page 341. This
enables you to view Charts for each vServer. For example:

FIGURE 403 Chart View: Split Primary Chart
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4. |dentify a single vServer using one of the following methods:
* Select the required vServer in the Component Filter, see “Working with the Component

Filter” on page 303. OR

Identify a single vServer using an Extended Filter clause, see “Working with the Extended

Filter” on page 312. OR

Hover the mouse pointer over the vServer lines in the Primary Chart. Then, select the required

vServer by clicking on one of its data points.

After performing one of these methods, the Alternative Views tab updates to show the Horseshoe

Diagram for the identified vServer. For example:

FIGURE 404 Dataset View: Horseshoe Diagram for a Selected vServer
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5. (Optional) Hover the mouse pointer over a section of the Horseshoe Diagram to see its value. For

example:

FIGURE 405 Dataset View: Viewing a Horseshoe Diagram Value

VvTM Request Processing = 0.054 ms

REQUEST | “
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RESPONSE A
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6.

Note: Where sampling is used, this is indicated by an asterisk prefix and an "approximately equal to"
symbol. For example:

FIGURE 406 Dataset View: Sampled Horseshoe Diagram Value

vIM Request Processin,

REQUEST

PROCESSING

L |
VTM

RESPONSE

CLIENT SERVER

(Optional) To clear the selected vServer, expand the list of vServers in the Component Filter, and click
Reset filter. See “Working with the Component Filter” on page 303.

Viewing HTTP Response Codes
The HTTP Response Codes tab displays a bar chart that shows the HTTP Response codes received by the vIM
pools present in the current Primary Chart. The response codes are percentage-based, and grouped into

ranges of 100. For example:

FIGURE 407 Analytics: HTTP Response Codes
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Viewing Top Events
The Top Events tab displays stacked bar charts that shows HTTP Response codes for the vIM pools. The

response codes are grouped into ranges of 100. For example:

FIGURE 408 Analytics: Top Events
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The displayed Top Event Graphs are:
* Top 5URLs.
* Top5TIPs.
* Top 5 Referrers.
* Top 5 Pools.

Hover the mouse pointer over any bar to view its details. For example:

FIGURE 409 Analytics: Viewing Top Event Details

Top 5 Referrers

Referrer: hup:/ilocal local
Requests: 25344
Avg. Duration: 779ms

Note: When the Primary Chart is split, the bar charts are updated to results from the split category instead of

the default pools.
Note: When sampling is applied to the dataset, the entries and order of the entries in these graphs may vary

between enquiries.
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Using the Dataset View

The Dataset View displays the retrieved analytics data as individual rows of a table. For example:

FIGURE 410 Analytics Graphs: Dataset View
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RELDAD FILTER  EXPAND

Note: Sampling is never applied to the Dataset View.

The following properties are included for all data metrics:

356

Last 6 hours @

TIME

2018-06-10 16:31:44
2018-06-10 16:31:44
2018-06-10 16:31:42
2018-06-10 16:31:41
2018-06-10 16:31:41
2018-06-10 16:31:40
2018-06-10 16:31:39
2018-06-10 16:31:38
2018-06-10 16:31:38
2018-06-10 16:31:38
2018-06-10 16:31:38
2018-06-10 16:31:37
2018-06-10 16:31:37

2018-06-10 16:31:37

Time
vIiM
vServer
Pool
Client IP
Via
Protocol

Node

VT

intranet-2
intranet-2
intranet-2
intranet-2
intranet-1
intranet-2
intranet-2
intranet-1
intranet-2
intranet-1
intranet-2
intranet-2
intranet-2

intranet-2

Duration (ms)

Bytes In

Bytes Out

Nagios Backend
zulip

zulip

Intranet
Intranet

zulip

zulip

Nagios Backend
Nagios Backend
Nagios Backend
Nagios Backend
zulip

zulip

zulip

Completion code

HTTP method

HTTP code

POGL

None

zulip

zulip

All Intranet servers
All Intranet servers
zulip

zulip

None

None

None

None

zulip

zulip

zulip

CLIENTIP
10.62.164.145
172.22.8.71
172.22.8.103
10.62.166.176
10.62.166.176
172.22.8.145
10.62.160.86
10.62.164.146
10.62.164.146
10.62.164.144
10.62.164.144
172.22.8.145
172.22.8.156

10.62.160.86

£ E v  #
TREE TABLE CHART  DATASET
s

VIA (ADDRESS)

10.62.130.3
10.62.130.9
10.62.130.9
10.62.130.3
10.62.130.4
10.62.130.9
10.62.130.9
10.62.130.4
10.62.130.3
10.62.130.4
10.62.130.3
10.62.130.9
10.62.130.9

10.62.130.9
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e HTTP URL

Starting the Dataset View

1. Start the vADC Analytics application, see “Accessing the vADC Analytics Application” on page 295.

2. C(lick Explore to access individual analytics graphs.

FIGURE 411 Accessing Analytics Graphs

DASHBOARD EXPLORE LOGS

3. Finally, click the Dataset graph type.

FIGURE 412 Starting the Dataset View

= E |» | #

TREE TAELE CHART § DATASET
R

The Dataset View appears.

Viewing the Data for a Specific Row

You can view the underlying data that was used to create a specific row of the Dataset View.

1. Display the Dataset View, see “Starting the Dataset View” on page 357.
2. Locate and select the required row by clicking anywhere in the row.

The Display in Window button for the row activates (blue).
3. C(lick the Display in Window button.

FIGURE 413 Dataset View: Displaying Data for a Selected Row

Throughput (Mbps) v  Last 24 hours (~)  Sampling 1:1 &

TIME (1 vim (T WSERVER ; pooL (1

1 2018-01-0312:58:53  intranet-0  Intranet None
0018-01-03 13:00:47 intranet-2  Intranet All Intranet servers

- 2018-01-03 13:03:53  intranet-1 Intranet None
! 2018-01-03 13:05:31 intranet-1  Intranet All Intranet servers

- 2018-01-03 13:05:31  intranet-1 Intranet None
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The Request Details window appears. This includes identifying information from the selected row.
FIGURE 414 Accessing Analytics Graphs

@ Request Details

2018-01-03 13:05:31

Cluster D5819DD7727432052FADFDB607FD7FEE

viM intranet-1

Client (address) 172.22.8.109

vServer Intranet

Via (address) 10.62.130.4

Via (port) 80

Poal All Intranet servers

Node (address) 10.62.128.12

Node (port) 80
OVERVIEW v
GEOGRAPHIC INFO ~
HTTP REQUEST v
HTTP RESPONSE ~

CLOSE

4. (Optional) Expand any of the sections to see the underlying data for the section:
*  Overview
* Geographic Info
* HTTP Request
* HTTP Response
* Request Trace and Timeline

* Raw Data. This section includes entries that can be expanded to see deeper data.
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Working with the Logs View
The Logs View displays retrieved log entries as individual rows of a table. For example:

FIGURE 415 Analytics Graphs: Logs View

Logsf 3 Hosts v

DATE
L 2018-01-10
- 2018-01-10
L 2018-01-10
- 2018-01-10
L 2018-01-10
- 2018-01-10
L 2018-01-10
- 2018-01-10
L 2018-01-10
- 2018-01-10
L 2018-01-10
- 2018-01-10
L 2018-01-10
- 2018-01-10

L 2018-01-10

TIME
17:05:02
17:05:02
17:05:02
17:05:01
17:05:01
17:05:01
17:05:01
17:05:01
17:05:01
16:55:01
16:55:01
16:55:01
16:55:01
16:55:01

16:55:01

HOST
intranet-0
intranet-0
intranet-0
intranet-2
intranet-2
intranet-2
intranet-1
intranet-1
intranet-1
intranet-0
intranet-0
intranet-0
intranet-2
intranet-2

intranet-2

Last 60 minutes (&)

SOURCE
authlog
authlog
syslog
authlog
authlog
syslog
authlog
authlog
syslog
authlog
authlog
syslog
authlog
authlog

syslog

SEVERITY

@ Q Q ¥ X

RESET RELOAD SEARCH  ALTER  EXPAND

MESSAGE

Jan 10 17:05:02 intranet-0 CRON[32224]: pam_unix(cron:session): sessi
Jan 10 17:05:02 intranet-0 CRON[32224]: pam_unix(cron:session): sessi
Jan 10 17:05:02 intranet-0 CRON[32225]: (root) CMD (command -v debi
Jan 10 17:05:01 intranet-2 CRON[22996]: pam_unix(cron:session): sessi
Jan 10 17:05:01 intranet-2 CRON[22996]: pam_unix(cron:session): sessi
Jan 10 17:05:01 intranet-2 CRON[22997]: (root) CMD (command -v debi
Jan 10 17:05:01 intranet-1 CRON[4507]: pam_unix(cron:session): sessio
Jan 10 17:05:01 intranet-1 CRON[4507]: pam_unix(cron:session): sessio
Jan 10 17:05:01 intranet-1 CRON[4508]: (root) CMD (command -v debia
Jan 10 16:55:01 intranet-0 CRON[28513]: pam_unix(cron:session): sessi
Jan 10 16:55:01 intranet-0 CROMN[28513]: pam_unix(cron:session): sessi
Jan 10 16:55:01 intranet-0 CRON[28514]: (root) CMD (command -v debi
Jan 10 16:55:01 intranet-2 CRON[19870]: pam_unix(cron:session): sessi
Jan 10 16:55:01 intranet-2 CRON[19870]: pam_unix(cron:session): sessi

Jan 10 16:55:01 intranet-2 CRON[19871]: (root) CMD (command -v debi ~
'] »

The following properties are included for each log entry:

* Date. The date of the log entry.

* Time. The time of the log entry.

* Host. The server that originated the log entry.

* Source. The log type for the log entry.

* Severity. The severity of the log entry.

* Message. The log message.

Starting the Logs View

1. Start the vADC Analytics application, see “Accessing the vADC Analytics Application” on page 295.

2. C(lick Logs to access the logs.

FIGURE 416 Accessing Logs

DASHBOARD EXPLORE LOGS
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The Logs View appears.
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Controlling the Logs View

You can control the display of logs in the following ways:

You can select a specific originating host for log entries by selecting it from the Log Filter.

FIGURE 417 Analytics: Log Filters

@ Q Q ¢ X

Logsf 3 Hosts v Last 60 minutes (&)
e T, RESET RELOAD  SEARCH ALTER EXPAND
pamt 3 Hosts HOST SOURCE  SEVERITY MESSAGE
20 intranet-2  authlog Jan 10 18:25:01 intranet-2 CRON[13651]; pam_unix(cron:session): ses: -
intranet-0

0 20 intranet-2  authlog Jan 10 18:25:01 intranet-2 CRON[13651]: pam_unix(cron:session): ses
0 201 intranet-1 intranet-1  authlog Jan 10 18:25:01 intranet-1 CRON[26550]: pam_unix(cron:session): ses:
0 201 intranet-1  authlog Jan 10 18:25:01 intranet-1 CRON[26550]: pam_unix(cron:session): ses
0 5oy Intranet-2 intranet-0  authlog Jan 10 18:25:01 intranet-0 CRON[25756]: pam_unix(cron:session): ses:

To reset the Log Filter, select the top listed item. In this example, after selecting the Intranet-0 host, you
can then select 3 Hosts to revert to using all hosts.

You can select a time period for displayed logs using the Time Selector. This operates in the same way
as the Time Selector for graph types, see “Choosing a Time Period” on page 299.

FIGURE 418 Analytics: Log Time Period Selector

@ Q Q ¢ X

Logs/ 3Hosts v Last 60 minutes (&)

RESET RELOAD SEARCH  FILTER  EXPAND

You can reset the Log Filter at any time by clicking the Reset button:

FIGURE 419 Analytics: Resetting Log Filters

@ Q Q ¢ X

RESET  RELOAD SEARCH  FILTER  EXPAND

Logs/ 3Hosts v Last 60 minutes (&)

You can refresh retrieved logs by clicking the Reload button. For example, to refresh the log data for
the Last 60 minutes:

FIGURE 420 Analytics: Reloading Logs

@ Q Q ¢ X

RESET RELOAD SEARCH  FLTER  EXPAND

Logs/ 3Hosts v Last 60 minutes (&)

You can search through log entries by clicking the Search button. See “Searching in Displayed Logs”
on page 362 for full details of this process.

FIGURE 421 Analytics: Searching Logs

@ Q Q ¢ X

RESET RELOAD SEARCH  FLTER  EXPAND

Logs/ 3Hosts v Last 60 minutes (&)
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* You can configure an extended set of filters in addition to the Component Filter by clicking the Filter
button. This operates in the same way as the Extended Filter for graph types, see “Working with the
Extended Filter” on page 312.

FIGURE 422 Analytics: Accessing the Extended Filter

@ Q Q ¢ X

Logs/ 3Hosts v Last 60 minutes (&)

RESET RELOAD SEARCH  FLTER  EXPAND

* You can maximize the use of space within the browser by clicking the Expand toggle.

FIGURE 423 Analytics: Maximizing the Data Area for Logs

@ Q Q ¢ X

RESET RELOAD SEARCH  FILTER  EXPAND

Logs/ 3Hosts v Last 60 minutes (&)

Searching in Displayed Logs
You can search through the current displayed log entries using a text string.

1. To start a search, click Search.

FIGURE 424 Analytics: Searching Logs

@ Q Q ¢ X

Logs/ 3Hosts v Last 60 minutes (&)

RESET RELOAD SEARCH  FLTER  EXPAND

The search text box appears.

FIGURE 425 Analytics: The Search Text Box
@ Q ¢ X

RESET RELOAD  SEARCH ALTER EXPAND

Logsf 3 Hosts Last 60 minutes (©)

(

(i) SEARCH Q

2. Specify a search string. Searches are case-insensitive, and the following special characters are
supported:

* *:Astar matches zero or more characters, excluding whitespace unless the termis enclosed in
double quotes. For example, use *.*.* * to search for log entries that contain an IPv4 address.

* ":Use double quotes to enclose one or more spaces within a search term. For example, to
search for the phrase session closed rather than log entries that contain the words session and
closed, specify "session closed".

* -:Aminus sign, used at the start of a search term (outside the double quotes if used), excludes
all lines that contain the term. For example:

* To search for log entries that do not contain cron, specify -cron.
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* To search for log entries that contain session but which do not contain closed, specify
session -closed".

* To search for log entries that do not contain the phrase session closed, specify -"session
closed".

* \:Abackslash can be used to escape all special characters, including *,", -, and itself.
For example, to search for -logind, specify \-logind
Note: You can view this information by clicking the information button next to the search text box.
3. Press Enter or click the lens to search. For example:
FIGURE 426 Analytics: Confirming a Search String

@ Q ¢ X

RESET RELOAD  SEARCH FILTER EXPAND

Logsi 3 Hosts Last 60 minutes

SEARCH

(i)  session_closed ( Q )

g

The space-separated terms are then OR-ed together, except for negated terms which are AND-ed with
the result of the non-negated terms. For example, to search for the word closed in a line that does not
also contain the word session, specify session -closed.

After searching, the number of matching log entries is displayed and matching phrases are highlighted.

FIGURE 427 Analytics: Confirming a Search String

SEARCH

(i) session -closed & 21found (<) PREVIOUS NEXT (3)
DATE TIME HOST SOURCE SEVERITY MESSAGE
S 2018-01-10 18:25:01 intranet-2 authlog Jan 10 18:25:01 intranet-2 CRON[13651]: pam_unix(cron:session): ses!
- 2018-01-10 18:25:01 intranet-2 authlog Jan 10 18:25:01 intranet-2 CRON[13651]: pam_unix(crun:m]: g
' 2018-01-10 18:25:01  intranet-1 authlog Jan 10 18:25:01 intranet-1 CRON[26550]: pam_unix(cron:session): ses
- 2018-01-10 18:25:01 intranet-1 authlog Jan 10 18:25:01 intranet-1 CRON[26550]: pam_unix(cron: session ). se
S 2018-01-10 18:25:01 intranet-0 authlog Jan 10 18:25:01 intranet-0 CRON[25756]: pam_unix(cron:session): ses!
- 2018-01-10 18:25:01 intranet-0 authlog Jan 10 18:25:01 intranet-0 CRON[25756]: pam_unix(cron: session ). se
- 2018-01-10 18:25:01 intranet-0 syslog Jan 10 18:25:01 intranet-0 CRON[25757]: (root) CMD (command -v det

4. Click Next and Previous to navigate the located results.
5. (Optional) Click the Clear control to reset the search string. For example:

FIGURE 428 Analytics: Clearing a Search String

SEARCH

(i) session -closed & ) 21found (<) PREVIOUS NEXT (3)
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Working with High Availability

Overview: High Availability on Services Director..............coiiiiiiiiinenan.. 365
Creating a High Availability Pair in the Services Director VA....................... 367
Viewing High Availability Status . ....... ... ot i i i i i ee s 368
Taking a Backup of Your Services Director. ..ottt iiiininnennnn.. 370
Responding to Reported Health Issues......... ... ... i, 371
Swapping the Rolesof the HANodes. . ....... ... ... i, 373
Ejectinga Node froman HA Pair ........ .. ittt 377
Recovering from a Failed Active Node. ... ittt 381
Recovering from a Split Brain Scenario. ............. ittt 385
Converting an Ejected Node into a Standalone Active Node....................... 391
Converting an Upgraded Node into a Standalone ActiveNode .................... 394

Overview: High Availability on Services Director
High Availability (HA) is a Services Director configuration.

An HA configuration enables two Services Director nodes to operate as a synchronized HA pair, with an Active
Services Director being backed up by a Standby Services Director.

Note: The Services Director HA pair and its Service Endpoint Address can be in a private network behind a NAT

device.

Each node in the HA pair maintains a database that stores management metadata for various components,
including all registered/deployed Virtual Traffic Managers (vTMs) in the network.

The metadata is synchronized from the Active node to the Standby node.

The HA pair has a Service Endpoint Address (SEA), which points to whichever of the Services Directors is
currently the Active node. This enables users to always access the Services Director VA using the same

hostna

me/IP address at all times.
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FIGURE 429 High Availability Overview

Services
Endpoint
Address
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Services Director

Filestore
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Director 1 o 1 Director 2
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Database
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Database

Traffic Traffic Traffic
1 2 N

In the event of failure of the Active node, the Standby node contains a synchronized copy of the current
configuration for the Services Director, and can take over as the Active node. The former Active node becomes

the Standby node, and the direction of all synchronization reverses.
The switching process, called failover, is triggered manually by the administrator.

FIGURE 430 High Availability Overview: After Failover

Services
Endpoint
L SEA switches to the new
Address
active Services Director

- Filestore
Services Sync Operations Services
) » < -

Director 1 Director 2
(standby) Filestore (active)

\ D Database

Sync Configuration
PEELEN—
Database Database
Traffic Traffic Traffic
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Creating a High Availability Pair in the Services Director VA

In the Services Director VA, an HA pair is formed by joining a Secondary Services Director to an existing Primary
Services Director.

This process happens during the Setup Wizard for a Secondary Services Director. See “Installing and
Configuring a Secondary Services Director” on page 102.

FIGURE 431 High Availability: Creating and Joining Services Directors

Create Primary P HA Fair forms =
Services Director (P) when S joins P
A HA Pair successfully formed
Join Active node
Primary Standby node
Create Secondary : Active Node
Services Director (3S) Standoy Node
v Healthy

Once the HA pair is formed, the concepts of Primary and Secondary Services Directors are largely put aside;
these represent the virtual machine implementations of the Services Directors, each of which can be uniquely
identified by an IP address or a DNS hostname.

Note: The Services Director HA pair and its Service Endpoint Address can be in a private network behind a NAT
device.

The concepts of Primary and Secondary are less important than the role that each Services Director performs
in the HA pair. The supported roles are:

* The Active role - the Services Director controls the HA pair for:
* Web Service. That is, it controls use of the REST APl and licensing.

* Database and Database Synchronization. The system configuration is contained in a database
on the Active node, and synchronizes to the Standby node.

* File System and File System Synchronization. The file system of the Active node is synchronized
to the Standby node.

* The Standby role - the Services Director receives system information from the Active node:
* The synchronized database.
* The synchronized file system.

The Active and Standby roles can be changed using software operations, without regard for whether each node

is operating on the Primary or Secondary Services Director. See “Swapping the Roles of the HA Nodes” on
page 373.

© 2019 Pulse Secure, LLC. 367



Pulse Secure Services Director Getting Started Guide

The Service Endpoint Address is the management address for the Services Director as a whole, and always
points to the Active Services Director node.

Viewing High Availability Status

The current HA status for the Services Director HA pair is shown on the Services > Manage HA page of the

Services Director VA.

FIGURE 432 Manage HA Page

Manage HA

Active

Service Endpoint Address: 10.62.167.201

This system is handling all service requests

silver—O1 10.62167.200

Standby

This System IS Not handling any service requesis

Health Health
® Web service ® \Web service
® Dstabase replication ® Database replication

Ejecting this node will remove it from the current HA pair. As
this node is Standby, the Active node will continue to service
all requests

Eject

The HA pair is represented by a pair of panels on the Manage HA page. Each panel shows information for
either the Active or the Standby node.

368

The node you are logged in to is always presented on the left.
In this example, you are logged in to the gold-01 node.

The Active node is always presented in a white panel.

In this example, gold-01 is the Active node.

The Standby node is always presented in a blue/gray panel.

In this example, silver-01 is the Standby node.

Where additional actions are supported, a button is shown.

In this example, the Eject button is present on the Standby node.
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If you are logged in to the Standby node, your view will be similar to the following:

FIGURE 433 Manage HA Page: Logged in to Standby Node

& silver-01 oezie7200 gO|d-O1 1062167199
Standby Active
This systemn is not handling any service requests. This system is handling all service requests

Service Endpoint Address: 10.62167.201

Health Health
® \\eb sarvice ® \\eb service
® Database replication ® Datzbase replication

Each panel includes health indicators for the node. These indicate the health of:
* Web Services. That is, the REST API services and vIM licensing.
* Database replication.

While an indicator is green, it is healthy.

When one or more of these operations is unhealthy, it is orange. See “Responding to Reported Health
Issues” on page 371.

If the Services Director HA pair is in a private network behind a NAT device, the internal Service Endpoint
Address and the external IP Address for the HA pair are displayed. For example:
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FIGURE 434 Manage HA Page: HA Pair in a Private Network Behind a NAT Device

Manage HA
o gold—O1 192168.21129 silver-O1 wezies 21130
Active Standby
This systermn is handling all service requests. This systermn is not handling any service requests.

Service Endpoint Address: 192168.21131
External IP Address: 10.62150.31

Health Health
® Web service ® Web service
@ Database replication @ Database replication

Taking a Backup of Your Services Director

When your Services Director system is fully configured, you can preserve its configuration by taking regular
scheduled backups. This serves two purposes:

* Inthe event of a failure of a node’s configuration, you can use a backup to recover the configuration.

* Inthe event of a failure of a Services Director node, you can use a backup to create a new Services
Director. This is achieved by using a backup configuration during the Setup Wizard.

See “Recovering from a Services Director Failure” on page 397 for full details of both scenarios.
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Responding to Reported Health Issues
When a node is in an unhealthy state, an orange health indicator is used. For example:

FIGURE 435 Manage HA Page: Unhealthy State

Manage HA
) g old-01 oezie7ies silver-0O1 iez167200
Active Standby
This zystern is handling all service reguests. This systemn is not handling any service requests.

Service Endpoint Address: 10.62167.201

Health Health

® Web service Problems detected.

® Database replication

® \\eb zervice
A\ Database replication

Ejecting this node will remove it from the current HA pair. As
this node is Standby, the Active node will continue to service
all reguests.

Click the Diagnose button to understand more about the problem. For example:

FIGURE 436 Manage HA Page: Diagnosing Unhealthy State

Diagnostics

« Wonitoring of datzbase node has failed.
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Several kinds of errors can be reported:

372

Some errors are caused by transient issues in your network, and will clear once the network recovers.

If an error does not clear in a few minutes, further investigation may be required.

FIGURE 437 High Availability: Transient Network Issues

Transient issue

_ Unhealthy Standby node
HA Pair is functional
Issue resolves
automatically
Both nodes healthy
HA Pair healthy
. Active Mode
Transient issue Unhealthy Active node Standby Nods

" HA Pair is unhealthy ey

Unheatty
Issue resolves automatically Traffic may be affected Healthy HA Pair

Some errors may require an Administrator to log in to the affected node directly to analyze and fix a
reported issue using a reboot, the REST API or the Command-Line User Interface (CLI). Refer to the
Pulse Services Director Advanced User Guide and the Secure Services Director Command Reference for

details.

Some errors are caused by the failure of one of the nodes. To respond to this, you can change the Active
and Standby roles using software operations:

The Standby node can perform a failover. This operation swaps the roles performed by the
paired Services Director. Both nodes must be healthy to do this, you must repair the unhealthy
node first. Failover is commonly used before performing maintenance on an Active node. (see
“Swapping the Roles of the HA Nodes” on page 373).

The Active node can eject an unhealthy Standby node in the event of failure. This creates an Active
standalone Services Director and an unpaired Standby Services Director. See “Ejecting a Node
from an HA Pair” on page 377.

The Standby node can perform a forced failover. This operation attempts to swap the roles
performed by the paired Services Director while the Active node is unhealthy. (see “Recovering
from a Failed Active Node” on page 381).

An Active node can perform a forced standby on itself. This operation is used to recover from an
exceptional circumstance where both nodes in an HA pair believes itself to be the Active node.
See “Recovering from a Split Brain Scenario” on page 385.

© 2019 Pulse Secure, LLC.



Pulse Secure Services Director Getting Started Guide

Swapping the Roles of the HA Nodes

When you swap the roles of the Active and Standby nodes, the process is called failover.
Both nodes must be healthy to perform a failover.
Failover is useful in a number of scenarios:

* Before performing scheduled maintenance on the Active node.

* Before performing additional repairs to a recently-repaired Active node.

* To enable the current Active node to be subsequently ejected.

FIGURE 438 High Availability: Failover

Eoth nodes healthy

HA Pair healthy
Perform Failover

from Standby Node Active and Standby

nodes swapped

A J

Optional Failover Both nodes healthy

Nodes swap back to their
original Service Director VIMs

Active Node

Standby Mode

Perform Scheduled pr——
Maintenance on Standby Node

After a failover completes, the Services Endpoint Address points to the new Active node.

If either of the nodes is unhealthy, you must repair the unhealthy node first, or use a different operation such
as an ejection (see “Ejecting a Node from an HA Pair” on page 377) or a forced failover (see “Recovering
from a Failed Active Node” on page 381).

Performing a Failover from the Standby Node

1. Access your Standby Services Director VA from a browser, using either the IP address or hostname of
your Standby node.

2. Login as the administration user. The Home page appears.
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3. C(lick the Services menu, and then click High Availability: Manage HA. The Manage HA page appears.

FIGURE 439 Manage HA Page: Before Failover

Manage HA
& silver-01 oezie7200 gO|d-O1 1062167199
Standby Active
This system is not handling any service requests. This system is handling all service requests.
Service Endpoint Address: 10.62167.201
Health Health
® \\eb sarvice

® Datzbasze replication

In this example:

* The Standby node (silver-01) is displayed on the left in a blue/gray panel.
* The Active node (gold-01) is displayed on the right in a white panel.
* AFailover button is available for the Standby node.

4. Ensure that all healthy indicators are green.
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5. In the Standby panel, click Failover. An information panel appears.

FIGURE 440 Manage HA Page: Confirming a Failover

Failover

This will change the role of this node from Standby to Active. The other node will
becomne the Standby.

6. Click Failover. The failover starts.

FIGURE 441 Manage HA Page: Failover In Progress

Operation ‘CLUSTER_SWITCHOWVER' is in progress g Ol d - 01 loszie719e
[State: ‘updated] sew

. Acti
& silver-01 osz167200 e

This zystem is handling all service reguests.

Service Endpoint Address: 10.62167.201

Standby sse
This system is not handling any service requests. Health

® Web service

® Datzbase replication
Health

® Web service

® Database replication

The failover process reports an error and stops if the Active node goes down as the failover is started. A

retry of the failover will become a forced failover. See “Recovering from a Failed Active Node” on
page 381.

Wait for the process to complete. The health indicators may become orange during the transition, but
these will clear.

After the failover completes, the Manage HA page updates:
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* the original Standby node (silver-01) is now the Active node.
* the original Active node (gold-01) is now the Standby node.
* All health indicators are green.

FIGURE 442 Manage HA Page: Failover Complete

& silver-01 oezie7200 gO|d-O1 1062167199

Active Standby

This zystern is handling all service reguasts This system is not handling any service requests.

Service Endpoint Address: 10.62167.201

Health Health
® eb service ® \Web service
® Daztzbaze replication ® Datzbase replication

Ejecting this node will remove it from the current HA pair. As
this node is Standby, the Active node will continue to service
all reguests.

8. (Optional) Perform the following actions
* Perform maintenance on the new Standby node.

Perform another failover to return the Primary Services Director and Secondary Services
Director to their original roles.

* Eject the Standby node. See “Ejecting a Node from an HA Pair” on page 377.
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Ejecting a Node from an HA Pair

A healthy Active node can gject the other member of an HA pair. This is useful in a number of scenarios:

* Ejecting an unhealthy Standby node in the event of failure. This creates a standalone Active node and an
unpaired unhealthy Standby node.

FIGURE 443 High Availability: Ejecting Unhealthy Standby Node

Eject Unhealthy
Standby Node N Standalone
o Active node
Active Node
Standby Nods
Unpaired D

— ® Standby node AITEEL
Healthy HA Pair

Once the Standby node is repaired, it can be joined to any standalone node to form an HA pair.
* Ejecting an unhealthy node after a forced failover operation fails.

In this instance, both nodes are Active, but one is unhealthy. The unhealthy Active node can be ejected
from the healthy Active node.

FIGURE 444 High Availability: Ejecting After Forced Failover Fails

Unhealthy Both nodes ng?j;{g} o
Active node now Active Active node
Force Failover Eject from
from Standby Node Healthy Active Node
() Fails o
Active Node .
Standby Node
Healthy
=T, Unhealthy
- standalone
Active node

* You can also eject a healthy Standby node if required. This results in a healthy standalone node and a
healthy unpaired node.
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Ejecting a Standby Node from the Active Node

1. Access your Active Services Director VA from a browser, using the Service Endpoint Address of your
Services Director.

2. Login as the administration user. The Home page appears.

3. (lick the Services menu, and then click High Availability: Manage HA. The Manage HA page appears.

FIGURE 445 Manage HA Page: Before Ejection

Manage HA
) gO|d-O1 1062167199 silver-01 1ezie7200
Active Standby
This zystern is handling all service reguasts This system iz not handling any service requests

Service Endpoint Address: 10.62167.201

Health

® eb service

® Daztzbaze replication

® Datzbase replication

Ejecting this node will remove it from the current HA pair. As
this node is Standby, the Active node will continue to service
all requests.

In this example:
* The Active node (gold-01) is displayed on the left in a white panel.
* The Standby node (silver-01) is displayed on the right in a blue/gray panel.
* An Eject button is available for the Standby node.

4. Ensure that all healthy indicators are green.
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5. In the Standby panel, click Eject. An information panel appears.

FIGURE 446 Manage HA Page: Confirming an Ejection

Eject

This operation will rermnove the node from this cluster and reset its cluster state.
‘You can add another secondary to this cne later to create an HA pair 2gain.

6. Click Eject. The ejection starts, and reports progress.

FIGURE 447 Manage HA Page: Ejection In Progress

Operation ‘CLUSTER_SWITCHOWVER' is in progress Sl |Ver_01 TERIETETD
[State: ‘updated] e e

Standby
) gO|d -O1 102167199
This system is not handling any service requests.
Active
This zystern is handling all service reguests. Health

Service Endpoint Address: 10.62167.201 ® Web service

® Database replication
Health
® Web service

® Database replication

Ejecting this node will remove it from the current HA pair. As
this node is Standby, the Active node will continue to service
all reguests.

7. Wait for the process to complete. The health indicators may become orange during the transition, but
these will clear.

After the ejection completes, the Manage HA page updates:

The original Active node (gold-01) remains in place as a standalone node.

* No Standby node is configured.
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The original Standby node still exists, but it is now an unpaired Services Director node.
* All health indicators are green.

FIGURE 448 Manage HA Page: Ejection Complete

& gold-O1oezi7190 A No secondary configured
‘Your HA setup has only one node configured. To reduce the
. chances of service outages it is strongly suggested that you
ave a pair of nodes inyour HA setup. You can do this by
Active h fnod do this by

— . . . joining another node as a secondary to this one.
his systern is handling all service reguests. - !

Service Endpoint Address: 10.62167.201

Health
® \eh service

® Daztzbaze replication

8. (Optional) Confirm the state of the original Standby node. To do this, start its Services Director VA using
its IP address or hostname and access its Manage HA page.

FIGURE 449 Manage HA Page: Post-Ejection State of Original Standby Node

Manage HA

High availability not configured
To reduce the chances of service outages it is strongly suggested that you enable HA by assigning this node as a2 HA primary. A

primary Services Director can run standalone or paired with the Secondary. When paired with the secondary, the primary will act in
an Active role and the secondary will act as a Standby.

Create Primary

From this screen, you can convert this ejected Standby node into a standalone Active node, see
“Converting an Ejected Node into a Standalone Active Node” on page 391.
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Recovering from a Failed Active Node

If your Active node becomes unhealthy, it must be repaired.

Maintenance is typically performed on a Standby node. However, you cannot perform a failover to swap the
Active and Standby nodes, because a failover requires both nodes to be healthy.

To resolve a failed Active node, you must attempt a forced failover from the healthy Standby node.

FIGURE 450 High Availability: Attempting a Forced Failover

Unhealthy
Active node
Force Failover
from Standby Node Succeeds Unhealthy
> Standby node
. Healthy HA pair
Active Node
Standby Mode
Ly Fails Both nodes Active
Unhealthy o
Healthy HA Pair " ® Unhealthy HA pair

If the forced failover succeeds:
* The healthy Standby node becomes the healthy Active node.
* The unhealthy Active node becomes a Standby node.

* You can then perform maintenance on the Standby node. Alternatively, you can eject the unhealthy
Standby node if required (see “Ejecting a Node from an HA Pair” on page 377).

* The Services Endpoint Address points to the new Active node.
If the forced failover fails:
* The healthy Standby node becomes a healthy Active node.
* The unhealthy Active node may remain as an Active node. To resolve this you can:

- Eject the unhealthy Active node from the healthy Active node (see “Ejecting a Node from an HA
Pair” on page 377).

- Repair the unhealthy Active node. In this case, a "split brain" scenario develops (see “Recovering
from a Split Brain Scenario” on page 385).
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To Perform a Forced Failover from the Standby Node

1. Access your Active Services Director VA from a browser, using either the IP address or hostname of the
healthy Active node.

2. Login as the administration user. The Home page appears.

3. C(lick the Services menu, and then click High Availability: Manage HA. The Manage HA page appears.

FIGURE 451 Manage HA Page: Before Forced Failover

Manage HA
5 silver-01 oezi67200 10.62.167199 1062167199
Standby Active
This system is not handling any service requests. This system is handling all service requests.
Service Endpoint Address: 10.62167.201
Health Health
® \\eb sarvice Eroblems detected

® Datzbasze replication

Databasze replication

In this example:
* The Standby node (silver-01) is healthy.
* The Active node (gold-01, identified as 10.62.167.199) is unhealthy.

* The Failover button is available for the Standby node.

4. Click the Failover button.
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A warning is displayed. This indicates that a forced failover is required, as the Active node is notin a
healthy state.

FIGURE 452 Manage HA Page: Confirming Forced Failover

Failover

The current Active node is not in a healthy state.

& force failover will be attemptad if you choose to continus. This will remove the
current Active node from the cluster, promete the current Standby to Active and
join previous active back to form an HA pair. This may lead to the currant Active
nods being gjected out of the curent HA pair after the operation completes.

5. Click Failover to confirm the forced failover. The process starts, and displays progress.

FIGURE 453 Manage HA Page: Forced Failover In Progress

10.62.167199 102167190

Operation ‘CLUSTER_SWITCHOWVER' is in progress
[State: init] -ew

. Acti
& silver-01 osz167200 e

This zystem is handling all service reguests.

Service Endpoint Address: 10.62167.201

Standby e

This system is not handling any service requests. Health Diagnose
Problems detected.

Health A\ Web service

® \Web service A\ Database replication

® Database replication

6. Wait for the process to complete.
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After the ejection completes, the Manage HA page updates.

FIGURE 454 Manage HA Page: Forced Failover Complete

6 silver-01 osz2167200 10.62.167199 1ezie7199

Active Standby
This zystern is handling all service reguasts

This system is not handling any service requests.
Service Endpoint Address: 10.62167.201

Health Health

® eb service Eroblems detected.
® Daztzbaze replication
Web service

Ditabase replication

Ejecting this node will remove it from the current HA pair. As
this node is Standby, the Active node will continue to service
all requests.

It may be difficult to assess the success of this operation from the new Active node.

7. To assess the success/failure of the forced failover, start the Services Director VA for the unhealthy
Standby node and access its Manage HA page.

If the process has completed successfully:
* The unhealthy Standby node is shown on the left
* The healthy Active node is shown on the right.

If the process has completed unsuccessfully:
* The unhealthy Standby node is shown on the left

A"split brain" scenario is reported. See “Recovering from a Split Brain Scenario” on page 385
for details.
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Recovering from a Split Brain Scenario

The "split brain" scenario is an exceptional circumstance where two healthy nodes in an HA pair both believe
themselves to be the Active node, and that the other node is the Standby.

This scenario represents an unhealthy HA pair, and must be resolved.

Understanding How the Split Brain Scenario Arises
The "split brain" scenario can occur after a failed forced failover operation. Specifically:

1. The healthy Standby node becomes an Active node.
2. The unhealthy Active node fails to become the Standby node.

3. The unhealthy Active node is repaired. Both nodes are now healthy and Active, and each also believes
the other node in the HA pair to be the Standby node. This is the "split brain" scenario.

FIGURE 455 High Availability: How "Split Brain" Scenario Occurs

Unhealthy Both nodes EBoth nodes Active
Active node now Active and healthy
Force Failover Fix Unhealthy
from Standby Node Active Node
() Fails o
“Split Brain”
Active Node scenar"o
Standby Node
Healthy
Unhealthy
See “Recovering from a Failed Active Node” on page 381 for details of the Forced Failover
operation.
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Viewing the Split Brain Scenario

A notification of a "split brain" scenario is included in the Manage HA page. It is shown in the panel for the

Active node, along with a Force Standby button.

FIGURE 456 High Availability: Notification of "Split Brain" Scenario

Manage HA
& silver-O1 oezie7200 & gO|d-O1 1062167199
Active Standby
This zystern is handling all service reguests. This system is not handling any service requests

Service Endpoint Address: 10.62167.201

Health

replication

There seems to be two active nodes in the HA pair. This
could happen if the remote node d-o

an Active’ role while this nod You can make

ver to take

this node a ‘Standby’ by clicking the button below.

Force Standby
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Resolving a Split Brain Scenario

To resolve the "split brain" scenario, perform a forced standby operation from the repaired Active node. This
forces the repaired Active node to become the Standby node in the HA pair.

FIGURE 457 High Availability: Resolving a "Split Brain" Scenario

Both nodes Active Active healthy
and healthy Standby healthy

Perform Forced Standby on
the Repaired Active Node

L J

Repaired Active becomes Standby
HA pair successfully reformed

“Split Brain”
Scenario

Active Node

Standby Node
Healthy
Healthy HA Pair

Unhealthy HA Pair

1. Access the Services Director VA for the repaired Active node from a browser, using either the IP address
or hostname of your repaired Active node.

Do not access the Services Director VA using the Service Endpoint Address.
2. Login as the administration user. The Home page appears.

3. (lick the Services menu, and then click High Availability: Manage HA. The Manage HA page appears.
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A notification of a split brain is included in the panel for the Active node, along with a Force Standby

button.

FIGURE 458 Manage HA Page: Before Forced Standby

Manage HA

5 silver-01 oezis7200

Active
This zystern is handling all service reguests.

Service Endpoint Address: 10.62167.201

Health

® \Web service

ase replication

There seems to be two active nodes in th
cou fi
an

pen if the remote nod

role while this n

this node a "Standby’ b

Force Standby

U Can make

& gO| d-01 1062167192

Standby

This system is not handling any service requests

Health

® Web service

® Database replication

Ejecting this node will remove it from the current HA pair. As
I

ndoy, the Active node will continue to service

4. C(lick Force Standby. The forced standby starts, and progress is reported. During this process:

* The repaired Active (in this case, silver-01) becomes the Standby node.

388
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* The other Active node becomes correctly identified and colored.

FIGURE 459 Manage HA Page: Forced Standby In Progress

gO|d-O1 1062167199

SWITCHOVER is in progress
: Active

& silver-01 osz167200 )
This system i handling all service requests
Service Endpoint Address: 10.62.167.201

Standby sse

This system is not handling any service requests Health
® Web service
ep

Health

5. Wait for the process to complete. The health indicators may become orange during the transition, but
these will clear.

After the forced standby completes, the Manage HA page updates:
* The new Standby node (silver-01) is on the left.

* The Active node (gold-01) is on the right.
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390

6.

All health indicators are green.

FIGURE 460 Manage HA Page: Force Standby Complete (Standby Node)

& silver-01 osz167200

Standby

This system is not handling any service requests.
Y ¥

Health
® Web sarvice

® Datzbasze replication

Failover

gO|d-O1 1062167199

Active
This system is handling all service reguests

Service Endpoint Address: 10.62167.201

Health

® \\eb service

Databasze replication

(Optional) Log out of the Standby node and start the Services Director VA for the Active node. The
Manage HA page for this node confirms the correct configuration of nodes following this operation.

FIGURE 461 Manage HA Page: Force Standby Complete (Active Node)

gO|d-O1 1062167199

Active

This system iz handling all service reguests

Service Endpoint Address: 10.62167.201

Health

® Wieb servic

® Daztzbaze replication

& silver-01 osz167200

Standby

This system is not handling any service requests.

Health
® \Web service

® Datzbase replication

Ejecting this node will remove it from the current HA pair. As
this node is Standby, the Active node will continue to service
all reguests.
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Converting an Ejected Node into a Standalone Active Node

After you have ejected a node, it becomes an unpaired Services Director node. This node contains no
configuration or licenses.

You can convert this unpaired node to be a Primary Services Director node if required.
To do this, you must choose how you want the IP address of the node to be used:

* The current management IP address of the node can be used as its new Service Endpoint Address. This
requires you to enter a new management IP address for the node.

* The current management IP address of the node will be retained. This requires you to enter a new
Service Endpoint Address for the node.

If the Service Endpoint Address is in a private network behind a NAT device, you must also specify the external
IP address for the Service Endpoint Address.

1. Access the Services Director VA for the Standby node from a browser, using either the IP address or
hostname of the Standby node.

2. Login as the administration user. The Home page appears.

3. C(lick the Services menu, and then click High Availability: Manage HA. The Manage HA page appears.
This page confirms the unpaired state of this Services Director node.
FIGURE 462 Manage HA Page: Creating a Standalone Node

Manage HA

High availability not configured
To reduce the chances of service outages it is strongly suggested that you enable HA by assigning this node as a2 HA primary. A

s Director can run one or paired with the Secondary. When paired with the secondary, the primary will act in
role and the secondary will act as a Standby

Create Primary

4. C(lick Create Primary.
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The Manage HA page updates to collect the required information.
FIGURE 463 Manage HA Page: Establishing a New Service Point Address

Manage HA

Create a primary HA node

Choose a Service Endpoint Address. This address will be used to ensure high-availability as in the event of a faillover the
rom. The service endpoint address

ary services director will be available via the same IP as the pnmary was accessible

must be in the same subnet as the [P on the primary interface

@ Use the IP of the primary interface

Since the service endpoint address can change from one node to another during a failover, you would need a persistent [P on

the primary interface fo se supply a new |P address for the primary interface and a new hostname for this node

(hostname that the new P comresponds to)

NOTE Changing the hostname and IP will take effect immediately and will require navigating back to this page with the

new hostname.

Hostname | |

Primary interface |P | |

(O Enter a new service endpoint address

Service Endpoint Address Type

(8 The Service Endpoint Address is globally addressable
(O The Service Endpoint Address is behind a NAT device

External IP Address

5. Ifyou want the current management IP address of the node to be used as its new Service Endpoint
Address:

* Select Use the IP of the Primary Interface.
* Enter a Hostname for the new Primary management IP address.
* Enter the new Primary interface IP of the node.
This will replace the current management IP address of the node.
6. If you want the current management IP address of the node to be retained:
* Select Enter a new service endpoint address.
* Enter a new Service endpoint address for the node.

The current management IP address for the node is retained.
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7. If the specified Service Endpoint Address for the Services Director HA pair is globally addressable,
select The Service Endpoint Address is globally addressable.

8. If the specified Service Endpoint Address for the Services Director HA pair is in a private network
behind a NAT device:

* Select The Service Endpoint Address is behind a NAT device.
The available properties update to include an External IP Address property.
* Enter the external NAT address for your Services Director HA pair as the External IP Address.

9. Click Create. The process starts and reports progress.

When the process completes, the original node is now a standalone Primary Services Director.

FIGURE 464 Manage HA Page: Standalone Node Created

& silver-01 o0szi67200 No secondary configured

Active
joining another node as a secondary to this one

This zystern is handling all service reguasts

Service Endpoint Address: 10.62167193

Health

® \Web servic

® Daztzbaze replication

In this example:
* silver-01 retains its originally IP address (10.62.167.200)
* silver-01 has a new Service Endpoint Address defined (10.62.167.193).
* silver-01 is now a standalone Primary Services Director.

e silver-01 is not behind a NAT device.
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Converting an Upgraded Node into a Standalone Active Node

After you have upgraded your Services Director from an earlier release, it exists as an unpaired Services
Director node. This node contains the configuration from the upgraded system.

You can convert this unpaired node to be an Primary Services Director node if required. This enables you to
subsequently establish your upgraded node as part of an HA pair.

To do this, you will provide the following IP addresses:

* The IP address of your upgraded node becomes the Service Endpoint Address for a standalone
Primary Services Director. This ensures that the Legacy FLA licenses that are in use (which must now
point to the Service Endpoint Address) will not become invalid during the process.

* Your upgraded node will then require a new IP address for its management interface.

* Ifthe Service Endpoint Address is in a private network behind a NAT device, you must also specify the
external IP address for the Service Endpoint Address.

1. Access your Services Director VA for the upgraded node from a browser, using either the IP address or
hostname of your Standby node.

2. Login as the administration user. The Home page appears.

3. (lick the Services menu, and then click High Availability: Manage HA. The Manage HA page appears.
This page confirms the unpaired state of this Services Director node.
FIGURE 465 Manage HA Page: Creating a Standalone Node

Manage HA

High availability not configured

f service outages it is stro

ggested that you enable HA by assigning this node as a HA primary. A

r can run standa th the Secondary. When paired with the secondary, the primary will act in

Create Primary

4. C(lick Create Primary.
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The Manage HA page updates to collect the required information.

FIGURE 466 Manage HA Page: Establishing a New Service Point Address

Manage HA

Create a primary HA node

Choose a Service Endpoint Address. This address will be used to ensure high-availability as in the event of a faillover the

secondary services director will be available via the same |IP as the primary was accessible from. The service endpoint address

must be in the same subnet as the [P on the primary interface

(@ Use the IP of the primary interface
Since the service endpoint address can change from one node to another during a failover, you would need a persistent [P on
the primary interface fo

node. Please supply a new P address for the primary interface and & new hostname for this node
(hostname that the new P comresponds to)

NOTE Changing the hostname and IP will take effect immediately and will require navigating back to this page with the
new hostname.

Hostname | |

Primary interface |P | |

(O Enter a new service endpoint address

Service Endpoint Address Type

(8 The Service Endpoint Address is globally addressable
(O The Service Endpoint Address is behind a NAT device

External IP Address

5. Select Use the IP of the Primary Interface.
6. Enter a Hostname for the new Primary management IP address.

This ensures that the current management IP address of your upgraded node becomes its Service
Endpoint Address.

7. Enter the new Primary interface IP for your upgraded node.
This will replace the current management IP address of your upgraded node.

8. If the Service Endpoint Address for the Services Director HA pair is globally addressable, select The
Service Endpoint Address is globally addressable.
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9. If the Service Endpoint Address for the Services Director HA pair is in a private network behind a NAT
device:

* Select The Service Endpoint Address is behind a NAT device.
The available properties update to include an External IP Address.
* Enter the external NAT address for your Services Director HA pair as the External IP Address.
10. Click Create. The process starts and reports progress.
When the process completes, the original node is now a standalone Primary Services Director.

FIGURE 467 Manage HA Page: Upgraded Node Becomes Standalone Node

& Silver-01 roezie7193 No secondary configured

Active

In this example:
* silver-01 changes its IP address from 10.62.167.200 to 10.62.167.193.
* silver-01 now has a Service Endpoint Address. This is its original IP address (10.62.167.200).
* silver-01 is now a standalone Primary Services Director. It retains its configuration.
* silver-01 is not behind a NAT device.

When a new Secondary Services Director is created subsequently, it can be joined to silver-01 to form
an HA pair. This completes the upgrade process.
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Recovering from a Services Director
Failure

* Overview: Recovering from a Services Director Failure............................ 397
* UnderstandingaBackup File ..........c it i ittt 399
* Configuring a Scheduled Backup Schedule............. .. ... ... i ... 399
* Restoring a Services Director froma LocalBackup...............coiiiiiiia... 405
* Restoring a Services Director fromaRemoteBackup ............. ... .o i, 406
* Restoring a Services Director Using the SetupWizard ............................ 408
* Starting and Stopping the Services Director Service............ciiiiiiiiiinnn... 414

Overview: Recovering from a Services Director Failure

A backup is an encapsulated Services Director configuration. The contents of the backup can be used by the
Services Director VA to restore a Services Director configuration.

Backups are made locally according to a backup schedule.
Local backups are copied to a remote server according to a separate schedule.

FIGURE 468 Scheduled Backups

Services Director Server

Services Director Configuration

Remote Server
Scheduled
backups
Remote
L Backup
Local
Backup Scheduled copy to
remote server

Local <« ~ Remote
Backup Backup
Local Remote
Backup Backup

Note: Where an HA pair is in use, the backup configuration is created on the Active node only. Backups are
always restored to an Active (or new Primary) node. Standby nodes always take their configuration from the Active
node.
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A Services Director VA's configuration can be restored from any backup (either local or remote). You may wish
to do this to recover a specific configuration, or to reverse recent changes.

FIGURE 469 Restoring From a Backup

Services Director Server

Services Director Configuration

Restore configuration
from any remote backup

Local
Backup

Restore configuration

from any local backup

Local
Backup

Local
Backup

Remote Server

Remote
Backup

Remote
Backup

Remote
Backup

After the failure of a Services Director, a new Services Director VA can be created from the configuration stored

in a remote backup.

FIGURE 470 Creating a New Services Director VA From a Backup

OUT OF SERVICE Services Director Server

NEW Services Director Server

Services Director Configuration

Remote Server

Remote
Backup

Remote
Backup

Remote
Backup

Create new configuration
from any remote backup
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Understanding a Backup File

A backup file is a zipped collection of Services Director configuration files. This includes:
* ssc_build_version.txt: Version string of VA. For example, 19.1.0-mainline.
* ssc certificate.txt: Certificate and private key used by SD core software, for HTTPS connections.
* ssc_cfg backup_mysql_dump_<date>_<time>: MySQL dump for SD database tables.
* ssc_cfg ini.txt: Configuration snippet of SD core configuration.
* ssc fla_license.txt: List of licenses used by SD. Includes full license strings.
* Universal license and other license files.
* ssc.mgmt_settings.txt: Email configuration.
e yser credentials_node.txt: Password hash of admin user.
The backup file does not include:
* The master password.
* The vIM image files. These must be loaded to both Services Director nodes manually.
* Arecord of the backup schedule and remote server details.
* SSH keys required for passwordless SSH access.

* Knowledge of HA pairs, hostnames or IP addresses.

Configuring a Scheduled Backup Schedule

The Services Director VA uses a defined backup schedule for a standalone Services Director node or the Active
node in an HA pair.

Note: Do not create a backup schedule from the Standby node in an HA pair. A Standby node always takes its
configuration from the Active node.

The backup schedule defines:
* The frequency of local backups, and the maximum number of backup files to retain.

* Theidentity and credentials of a remote file server.
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You must set up this remote server before starting the backup configuration process. The server must accept

either SCP or FTP connections (or both), and have the required directory structure.

The frequency of the copy process of local backups to the remote server.

Note: Services Director VA has no influence over the number of backup files stored on the remote server, or

the management of these files. This is a user activity outside Services Director VA.

Configuring the Backup Schedule

1.

400

Access your Active Services Director VA from a browser, using the Service Endpoint Address of your

Services Director.

Do not create a backup schedule from the Standby node in an HA pair. Backups are always created

from the Active node.

Log in as the administration user. The Home page appears.

Click the System menu, and then click Disaster Recover: Backup and Restore. The Backup and

Restore page appears.

FIGURE 471 Backup and Restore Page

Backup and Restore

Configure remote backups

You have not configured any remote backup schedule. It is
highly recommended that you configure remote backups to aid
with disaster recovery.

Remote backup IP/hostname
Remote backup path
Remote system username

Remote system password

Remote backup protocel sCP v
Take a backup every 12 Hours

v
Transfer backups every 1 Days

v

lUse the setting below to configure the number of the local copies of the backups
to be retained.

Retain the last (M) backups locally 30 v

This example indicates that no backup configuration currently exists.
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4. Enter the details for the remote server:
* Remote backup IP/hostname: This is the IP address or FQDN of the remote server.
* Remote backup path: This identifies a directory on the remote server for the backups.
This requires a "full path" directory structure. Relative paths cannot be used.
* Remote system username: The user name for the remote server.
* Remote system password: The password for the user.

* Remote backup protocol: The file transfer protocol for the remote backup server. This is
either FTP or SCP. Use SCP for secure encrypted transfers.

5. Define the frequency for the local backup. Under Take a backup every:
* Select the units for the backup. This can be Minutes, Hours (default) or Days.
* Enter the number of the selected units.
Minutes can range from 1-59, Hours from 1-23 and Days from 1-31. The defaultis 12.
For example: 30 Minutes.

6. Define the frequency for copying local backups to the remote server. This will typically be a longer
frequency than the one used for local backups. Under Transfer backups every:

* Select the units for the backup. This can be Minutes, Hours or Days (default).
* Enter the number of the selected units.
Minutes can range from 1-59, Hours from 1-23 and Days from 1-31. The default is 1.
For example: 1 Days.

7. Select the maximum number of local backups as Retain the last (N) backups locally. The default is
30. This value must be at least equal to the number of backups between remote copies, else backup
files will be lost.
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The most recent backup files are retained. Any older files are deleted if this limit is exceeded.

FIGURE 472 Backup and Restore Page: Completed

Backup and Restore

Configure remote backups

You have not configured any remote backup schedule. It is
highly recommended that you configure remote backups to aid
with disaster recovery.

Remote backup IP/hostname | 10.62,165.128
Remote backup path | /home/sd-backup/sd-gold-silver

Remate system password | --------

|
|
Remote system username | sd-backup |
|
|

Remote backup protocel | sCP v
Take a backup every 2 Hours

v
Transfer backups every 1 Days

v

lUse the setting below to configure the number of the local copies of the backups
to be retained.

Retain the last (N) backups locally 30 v
Apply Revert

8. Click Apply to confirm the backup schedule.

An empty test file is sent immediately to the remote server.
The backup configuration, including a status indicator, is included on the Backup and Restore page.
FIGURE 473 Backup and Restore Page: Healthy Configuration

Backup and Restore

Backup Service Health

Backup Service Health .
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9. Loginto the remote server and ensure that the backup test file is present. If this is not present, check

the details for your remote server on the Backup and Restore page. An error message will explain the
issue.

The first local backup will be created after the full duration of the local backup frequency. For example,
after 2 Hours. The file name has the following general form:

backup_<IP_address>_<datestamp>_<timestamp>.zip
For example:
backup_10.62.167.199_2017-09-13_23-32-01.zip

The first copy of local files to the remote server will occur after the full duration of the remote copy

frequency. For example, after 1 Days. Any local backup files that are not present on the remote server
are copied over.

Updating the Backup Schedule

1.

Access your Active Services Director VA from a browser, using the Service Endpoint Address of your
Services Director.

Do not update a backup schedule from the Standby node in an HA pair. Backups are always updated
from the Active node.

Log in as the administration user. The Home page appears.

Click the System menu, and then click Disaster Recover: Backup and Restore. The Backup and

Restore page appears. This displays a summary of your current backup schedule, and includes a status
indicator.

FIGURE 474 Backup and Restore Page: Schedule Summary
Backup and Restore
Backup Service Health

Backup Service Health .

Backing up locally every 2 hours and copying every day to 10.62.165.128:/home/sd-backup/sd-gold-silver Edit
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4. Click Edit to display the full details.
FIGURE 475 Backup and Restore Page: Editing the Schedule

Backup Service Health

Backup Service Health @)

Remote backup IP/hostname | 10.62,165.128 |
Remote backup path | /home/sd-backup/sd-gold-silver |
Remote system username | sd-backup |
Remote system password | sesssnee |
Remote backup protocel | sCP v |
Take a backup every \2_‘ Hours

Transfer backups every 1 Days

lUse the setting below to configure the number of the local copies of the
backups to be retained.

v

Retain the last (N) backups locally |3D v

Clear

5. Make the required changes to your schedule.

Remote backup path requires a "full path" directory structure. Relative paths cannot be used.
6. Click Apply to confirm the changes.

The first local backup will be created after the full duration of the local backup frequency. For example,
after 20 minutes.

The first copy of local files to the remote server will occur after the full duration of the remote copy
frequency. For example, after 1 day.
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Restoring a Services Director from a Local Backup

A Services Director VA's configuration can be restored from a local backup. You may wish to do this to recover
a specific configuration, or to reverse recent changes.

Note: The backup file does not include any vIM image files that you have imported. However, a list of these
images is included in the backup, and this list is displayed the end of the process. These must be loaded to both
Services Director nodes manually.

1. Access your Active Services Director VA graphical interface from a browser, using the Service Endpoint
Address of your Services Director.

Do this from a browser, using the Service Endpoint Address of your Services Director.

Do not restore a configuration from the Standby node in an HA pair. Backups are always restored on
the Active node.

2. Login as the administration user. The Home page appears.

3. Click the System menu, and then click Disaster Recover: Backup and Restore. The Backup and
Restore page appears.

This page contains a summary of the current backup schedule, a backup service health indicator, and
provides access to the restore functions.

4. Click the Restore from a local backup tab.

FIGURE 476 Backup and Restore Page: Restore from a Local Backup
Backup and Restore

Backup Service Health

Backup Service Health

Backing up locally every 2 hours and copying every day to 10.62.165.128:/home/sd-backup/sd-gold-silver Fdit

Restore from a backup

Restore from a local backup ‘ Restore from a remote backup }

Master Password Store the password to a file

Date and time of backup | 2017-09-14 10:30:02 ¥

5. Enter the Master Password that was in place when the backup was taken.
6. Select the required local backup from the pull-down list.
The file names have the following general form:

backup <IP address> <datestamp> <timestamp>.zip
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7. (Optional) Select the Store the password to a file check box to store the master password internally
for future use.

8. Click Restore to start the restore process.

Once the process completes, the Services Director will be configured in the same way as the original
Services Director, including vIMs in its estate.

Note: When the restore completes, any vTM image files referenced in the backup will not be present on your
Services Director. You will need to reload them into the vTM images page if this is the case.

Note: The vTM image files must be loaded to both Services Director nodes manually.

Refer to the Pulse Services Director Advanced User Guide for full details.

Restoring a Services Director from a Remote Backup

A Services Director VA's configuration can be restored from a remote backup. You may wish to do this to
recover a specific configuration, or to reverse recent changes.

The Services Director VA is not able to list available backup files on the remote server. You must know the
name of the file you wish to restore from before beginning this process.

Note: The backup file does not include any vIM image files that you have imported. However, a list of these
images is included in the backup, and this list is displayed at the end of the process. These must be loaded to
both Services Director nodes manually.

1. Access your Active Services Director VA from a browser, using the Service Endpoint Address of your
Services Director.

Do this from a browser, using the Service Endpoint Address of your Services Director.

Do not restore a configuration from the Standby node in an HA pair. Backups are always restored on
the Active node.

2. Login as the administration user. The Home page appears.

3. (lick the System menu, and then click Disaster Recover: Backup and Restore. The Backup and
Restore page appears.

This page contains a summary of the current backup schedule, a backup service health indicator, and
provides access to the restore functions.
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4. Click the Restore from a remote backup tab.

FIGURE 477 Backup and Restore Page: Restore from a Remote Backup

Backup and Restore

Backup Service Health

ckup Service Health @

Backing up locally every 3 hours and copying every 6 hours to 10.62166.206:/space/sd-backup/sd-backup-test/gold-silver-backups  Edit

Restare from a backup

5. Enter the Master Password that was current when the remote backup was taken.
6. Enter the name of the remote backup file. The file names have the following general form:

backup <IP address> <datestamp> <timestamp>.zip
For example:

backup 10.62.167.199 2015-09-09 05-52-02.zip

7. If you want to change the source of the remote backup:
a. Click Edit. The dialog expands to show additional fields.
b. Enter new details for the remote server:

* Remote backup IP/hostname - this is the IP address or FQDN of the remote server.

* Remote backup path - this identifies a directory on the remote server for the backups.
This requires a "full path" directory structure. Relative paths cannot be used.

* Remote system username - the user name for the remote server.
* Remote system password - the password for the user.

* Remote backup protocol - the file transfer protocol for the remote backup server. This
is either FTP or SCP. Use SCP for secure encrypted transfers.

c. Click Apply to confirm the changes.

8. (Optional) Select the Store the password to a file check box to store the master password internally
for future use.
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9. C(lick Restore to start the restore process.

Once the process completes, the Services Director will be configured in the same way as the original
Services Director, including vIMs in its estate.

Note: When the restore completes, any vTM image files referenced in the backup will not be present on your
Services Director. You will need to reload them from the vTM images page if this is the case.

Note: The vTM image files must be loaded to both Services Director nodes manually.

Refer to the Pulse Services Director Advanced User Guide for full details.

Restoring a Services Director Using the Setup Wizard

After the failure of a Services Director, you can create a new Primary Services Director VA from a remote
backup file. This process uses the Setup Wizard. You can then create a new Secondary Services Director VA
and pair it with the recovered Primary Services Director VA.

Note: A new Secondary Services Director VA will receive its configuration from the Primary. You do not need to
use a restore process when you create the Secondary.

Note that:

* If your new Services Director VA uses a different Service Endpoint Address than the one used for the
original Services Director VA, the FLA Licensing of vIM instances will be disrupted.

* AService Endpoint Address is still required a standalone Primary Services Director. It must be different
from the IP address of the Primary Services Director.

* The Services Director VA is unconfigured at this point, and has no record of the remote server. The
required backup file must be downloaded from the remote server to the local machine before
beginning the backup.

Note: The backup file does not include any vIM image files that you have imported. However, a list of
these images is included in the backup, and this list is displayed at the end of the process. These must
be loaded to both Services Director nodes manually.

* You require the master password for the original Services Director VA.
Perform the following process:
1. Create a new virtual machine for the Services Director VA using your chosen platform.
2. Startthe VM and make a note of its assigned IP address.
3. Access the Services Director VA in a browser window using its IP address.

The Setup Wizard starts.
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4. Work through the Setup Wizard until you reach the Service Endpoint Address page.

FIGURE 478 Setup Wizard: Service Endpoint Address Page

Service Endpoint Address

Choose a Service Endpoint IP address that will be used by this system. The Service Endpoint IP is used to
ensure high-availability as in the event of a failover, the Secondary Services director will be available via the
same IP address that the Primary was accessible from.

Service Endpoint IP Address J

® The Service Endpoint Address is globally addressable

QO The Service Endpoint Address is behind a NAT device

NOTE

After Setup is complete, you should use the Service Endpoint Address to locate this system, not the IP
used by the network interface in the Network Configuration step. This is also the IP address you should
provide to Pulse Secure in order to generate your FLA license (or if you supply a hostname, a hostname
which maps to this IP address).

5. Ifthe Service Endpoint Address for the Services Director HA pair is globally addressable:
* Select The Service Endpoint Address is globally addressable.
* Enter the Service Endpoint IP Address for the Services Director HA pair.

6. If Service Endpoint Address for the Services Director HA pair is in a private network behind a NAT
device:

* Select The Service Endpoint Address is behind a NAT device. The available properties update
to include an External IP Address.

* Enter the internal NAT Service Endpoint Address for your Services Director HA pair as the
Service Endpoint IP Address.

* Enter the external NAT address for your Services Director HA pair as the External IP Address.
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7. Click Next. The Restore from Backup page appears.

FIGURE 479 Setup Wizard: Restore from Backup Page

Restore from backup

If you have a backup file from a previous installation, you can restore it now. Otherwise you can proceed with a
new installation.

@ This is a new system

O Restore from a previous backup

NOTE
Backup files do not include wTM images that may have been in use. If you were using managed vTM
instances in your previous installation, you will need to re-upload the vTM image files separately after

completing Setup.

For security, it is recommended that the master password is input manually every time the Services
Director starts. However, the password could be stored in a file (less secure) for non-interactive start up.

8. Click Restore from a previous backup.

9. Click Choose file and locate the backup file. This file must already be downloaded from the remote
server to a local machine. The file names have the following general form:

backup_<IP_address>_<datestamp>_<timestamp>.zip

10. Enter the Master Password for the Services Director VA that created the backup.

410 © 2019 Pulse Secure, LLC.



Pulse Secure Services Director Getting Started Guide

11. Click Next. The Applying Settings page appears.

This page configures the system based on retrieved configuration information.

FIGURE 480 Setup Wizard: Applying Settings Page

Applying settings
Please wait, this might take a few moments.

« Setting hostname & DNS Configuration
Setting HA Primary role
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When this is complete, the Setup Complete page appears.

FIGURE 481 Setup Wizard: Setup Complete Page

Setup complete

Setup is now complete. Click Finish to start using this system.

+ Setting hostname & DNS Configuration
+ Setting HA Primary role
« Restoring backup

Once the process completes, the Services Director will be configured in the same way as the original
Services Director, including vIMs in its estate.

Note: Any vTM image files referenced in the backup will not be present on your Services Director. You
will need to reload them from the vTM images page if this is the case. These must be loaded to both
Services Director nodes manually. Refer to the Pulse Services Director Advanced User Guide for full details.

12. Click Finish. The Home page is displayed.

13. (Optional) Click the Services menu, and then click Services Director: vTM Instances. The vTM
Instances page appears.

This page indicates the licensing state of each VTM.

All vTMs that were present in the original configuration should now be present.
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If you are using a different Service Endpoint Address to the one used by the FLA Licensing in the
backup, the licensing of the vTMs will be disrupted. Each affected vIM will enter a grace period (six
weeks). For example:

FIGURE 482 Grace Periods

al

nsances
Instance last licensad: 2015-09-08 16:21:41

Grace period gy x

Grace period gy

In this case, generate a FLA license that is keyed to the new Service Endpoint Address. Then, relicense
your VTM instances. See “Relicensing a Virtual Traffic Manager Instance” on page 217.

14. Click the System menu, and then click Disaster Recovery: Backup and Restore. The Backup and
Restore page appears.

No backup schedule will be present. This information is not saved in the backup.

15. (Optional) Create a new backup schedule. See “Configuring a Scheduled Backup Schedule” on
page 399.

The restore process is then complete.

After the restore process is complete for the Primary Services Director VA, you can then create a new
Secondary Services Director VA, and join it to the Primary. See “Preparing to Install the Services
Director Virtual Appliance” on page 9.

A new Secondary Services Director VA will receive its configuration from the Primary. You do not need
to use a restore process when you create the Secondary.
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Starting and Stopping the Services Director Service
You can perform a number of master password tasks from the System menu.

Restarting the Services Director VA
You can stop, start and restart your Services Director service at any time from the System > Service Status
page.

* When the system is running, click Stop to stop the service.

* When the system is running, click Restart to stop and then start the service.

* When the system is not running, click Start to start the service.

All changes are immediate.

You are not required to enter the master password during this operation. The master password is only
required when restarting the Virtual Machine for a Services Director VA. See “Entering the Master Password
After a Virtual Machine Restart” on page 414.

Entering the Master Password After a Virtual Machine Restart
You can restart the Virtual Machine (VM) for a Services Director VA at any time.

* Ifyou chose to store the master password internally when you configured the Services Director VA
node, you do not need to enter the master password after a VM restart.

* If you did not store the master password internally, you must enter the master password to unlock
access to vIiMs.

When the Services Director VA is accessed for the first time after a VM restart, the following dialog box
appears:

FIGURE 483 Master Password Entry

Services will run in a degraded state until a master password is entered.

Password |

[ 1 will set the password from the System > Security page later.
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There are two scenarios:

* Ifyou know the master password, you will typically enter it immediately. See “Entering the Master
Password Immediately After a Restart” on page 415.

* Ifyou do not know the master password, but are an administration user, you may want to access the
Services Director VA to access functionality that is unrelated to vIMs. For example, to access system
logs. You will enter the password at some point afterwards, and regain access to vTM instances. See
“Entering the Master Password Later” on page 415.

Entering the Master Password Immediately After a Restart
If you know the master password, you will typically enter it immediately.

Note: You may receive an e-mail notification of a raised master_password_fail alarm before you enter the new
master password on the Services Director VA.

1. On the master password dialog box, enter the master Password.
2. Click Submit. This unlocks access to the Services Director VA.

3. To confirm access to VTMs, click the Services menu, and then click Services Director: vTM Instances.
The VTM Instances page appears. This page will include all of your vTMs.

Entering the Master Password Later

If you do not know the master password, but are an administration user, you may want to access the Services
Director VA to access functionality that is unrelated to vIM instances. Under these circumstances, you can
choose to enter the master password at a later point.

Note: If the VM is restarted again, this choice remains in place.

Note: You may receive an e-mail notification of a raised master_password_fail alarm before you enter the new
master password on the Services Director VA.

Choosing to Enter the Master Password Later

1. On the master password dialog box, click the | will set the password from the System Security page
later check box.

2. Click Submit.
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This unlocks access to the Services Director VA. However, until you enter the master password, the
Services Director service status is Degraded. This is indicated on the System > Service Status page.

FIGURE 484 Service Status: Degraded Service

Service Status

REST Port: | 8100 |

Services Director Service Status: degraded

You will have no access to vTMs while in this state.

When you are ready to recover from this Degraded state, you must enter the master password.
Entering the Master Password
1. Click the System Menu, then click Security. The Security Settings page appears.

FIGURE 485 Security Settings Page

Services will run in a degraded state until a master password is entered.

Password |

[ 1 will set the password from the System > Security page later.

2. Enter the master password.

3. (Optional) Select the Store the password to a file check box to store the master password internally
for future use.

4. Click Submit.

The Security Settings page updates, but no further action is required on this page.
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5. Click the System menu, then click Service Status. The Service Status page appears, which enables
you to confirm that the Degraded state has changed to Running.

FIGURE 486 Service Status: Running Service

Service Status

REST Port: | 8100 |

Services Director Service Status: running

6. To confirm access to vTMs, click the Services menu, and then click Services Director: vTM Instances.
The VTM Instances page appears. This page will include all of your vTMs.
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Creating Services Director Reports
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Viewing Reports and Diagnostics
The Home page of the Services Director VA shows a number of summary graphs:

FIGURE 487 Home Page Summary Graphs

Total instances (3) Bandwidth Allocation Enterprise Management Nodes

~ Licensed Nodes Used

5TM-400
Unallocated

5TM-300
Unallocated

Licensed Nodes Available

The Activity menu in the Services Director VA enables you to generate detailed reports about your current
Virtual Traffic Manager (vTM) instances, bandwidth allocation, CPU utilization, and throughput. You can view
how your resources are utilized so that you can adjust and reallocate resources as needed.

You can view the following reports:

* VvTM Instance Allocation - The number of vVTM instances, grouped by either instance host or feature
pack, and the current status of each: Active, Idle, or Failed. For details, see “The vTM Instance
Allocation Report” on page 420.

* Bandwidth Allocation - The current bandwidth allocation by SKU or feature pack. For details, see “The
Bandwidth Allocation Report” on page 422.

* CPU Utilization - The current CPU utilization, grouped by either vIM instance or instance host. For
details, see “The CPU Utilization Report” on page 424.

* Throughput Utilization - The current data throughput, grouped by either vTM instance or instance
host. For details, see “The Throughput Utilization Report” on page 425.

Note: Historical reports are not available in this release.
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The vTM Instance Allocation Report

The vTM Instance Allocation report summarizes the status of all instances as a series of pie charts. The main
page is a two-layer pie chart. The inner layer is divided by feature pack by default, while the outer layer is
divided by instance status.

The vTM Instance Allocation report answers these questions:
* Whatis the current status of my instance hosts?
* Whatis the current status of a particular instance host?
* Whatis the current status of my feature packs?
* Whatis the current status of a particular feature pack?

The report displays the number of instances and the status with that feature pack. You can drill down into
each individual feature pack and another pie chart is presented that gives you a report on that feature pack.
You also have the option to divide the inner layer of pie chart in the main page by instance host. Similarly, you
can drill down into each instance host.

The vTM Instance Allocation report displays the current status of instances in a color coded format.

Instance Status Color Description

Active Green An instance that is currently running.

Failed Red An instance has failed to start.

Idle Blue An instance that has been deployed but is not currently running.

Pause the pointer over a specific area of the pie chart to view the feature pack or instance name (depending
on the option chosen) and the number of instances.

Drill down into data by clicking an inner section of the graph.
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Viewing the vTM Instance Allocation Report

To view the vTM Instance Allocation report:

1. Click Activity > vTM Instance Allocation to display the vTM Instance Allocation report page.

FIGURE 488 VTM Instance Allocation Report

Instances by Feature Pack: 8 instances

Active(3)

Active(5)

2. Use the Options to change the report type:
* Instance host. Then, select a specific instance host for the report, or select All.
* Feature pack. Then, select a specific feature pack for the report, or select All.

When you select All, you can double-click an instance or feature pack in the pie chart to view details for
the selected instance or feature pack.

3. Drill down into data by clicking one of the inner sections.
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The Bandwidth Allocation Report

The Bandwidth Allocation report displays allocated bandwidth for your vIM instances by SKU or feature
pack. When you create an instance, you must specify which feature pack you want to use; you do not specify
the SKU.

The Bandwidth Allocation report answers these questions:
*  How much bandwidth is allocated to a SKU or instance?
*  How much bandwidth is unallocated for a SKU or instance?

The Bandwidth Allocation report is a set of pie charts. The main page is a two-layer pie chart. The inner layer
is divided by licensed tied SKUs. The outer layer shows the bandwidth allocated to each of instances and total
size of available bandwidth of each SKU.

Note: You cannot specify how much bandwidth you want to reserve for a given feature pack.

You can use the Bandwidth Allocation report to evaluate whether or not you need to reallocate bandwidth or
purchase additional bandwidth licenses.

Pause the pointer over a specific area of the pie chart to view the allocated and unallocated bandwidth for a
Pulse Secure Virtual Traffic Manager SKU or instance.

Drill down into data by clicking an inner section of the graph.
To view the Bandwidth Allocation report:
1. Click Activity > Bandwidth Allocation to display the Bandwidth Allocation report page.

FIGURE 489 Bandwidth Allocation Report

Bandwidth Allocation (5500 Mbps/10000 Mbps Used)

L

/ ENT-ADVANCED Unallocated

/

ENT-ENTERPRISE Unallocated

vtm152

2. Pause over a graph section with the pointer to view a summary.
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3. Todrill down into a particular SKU, double-click the area you want to view. A three-layer pie chart
appears:

* Theinner layer displays the particular SKU.
* The middle layer is divided by feature pack created for that SKU.
* The outer layer represents the bandwidth allocated for each of instance.

FIGURE 490 Detailed Bandwidth Allocation Report

Bandwidth Allocation (ENT-ENTERPRISE 3250 Mbps/5000 Mbps Used)

vtm154

vtm153

i-vtm003 / ENT-ENTERPRISE Unallocated

i-vtm002

i-vtm001
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The CPU Utilization Report

The CPU Utilization report displays real-time CPU usage by percentage over time of each instance in an Active
state and the aggregated CPU usage of all Active instances on each host.

The CPU Utilization report answers these questions:
*  How much of the CPU is being used?
* Whatis the average and peak percentage of the CPU being used?

The CPU Utilization report is a streaming line chart. The hosts and Active instances are listed at the bottom of
line charts. You can choose which host or instance CPU usage to displayed in the chart. If you have too many
Active instances, there is a Filter box from which you can filter the report by instance name. Pulse Secure
recommends you use the regular expression name.

Viewing the CPU Utilization Report

1. Click Activity > CPU Utilization to display the CPU Utilization report page.
FIGURE 491 CPU Utilization Report

CPU WUtilization

Instance Host CPU Utilization

entage

CPU Busy Perc

13:50 13:55 14:00 14:05 14:10 1415 14:20 14:25

sd-backup-test-05

2. Toview a graph of data points over time, keep the page open. Data points are graphed every ten
seconds.

3. To toggle on and off the graph for an instance host, click the instance hostname at the bottom of the
page.

4. To view the CPU utilization for a particular instance, enter the vTM instance name and click Filter.

5. To clear the data, refresh the page.
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The Throughput Utilization Report

The Throughput Utilization report displays the real-time throughput utilization (in B/s) of each instance in an
Active state and aggregated throughput utilization on each host.

The Throughput Utilization report answers these questions:
* What was the average throughput?
* What was the peak throughput?

The Throughput Utilization report is a streaming line chart. The real-time throughput per second and peak
throughput in last hour is displayed in the chart.

The displayed throughput includes both incoming and outgoing throughput.

Review the Throughput Utilization report to find out which instances use the most throughput, and then
compare the results to the results you expected. For example, you might expect a lot of throughput for an
instance that hosts a popular site. However, if an instance is using more throughput than expected, you can try
to discover why so that you can make the appropriate adjustments.

You can also use the Throughput Utilization report to monitor how close you are to reaching your license
limitations, so that you can evaluate whether or not you should purchase additional licenses.

Pause the pointer over a specific data point to see what its value and exact time stamp were in relation to
peaks.

To view the Throughput Utilization report:

1. Click Activity > Throughput Utilization to display the Throughput Utilization report page.

FIGURE 492 Throughput Utilization Report

Throughput Utilization

Instance Host Throughput

Throughput [B/s)

10:50 10:52 10:54 10:56 10:58 11:00 11:02 11:04 11:06 11:08

scarlet-O1.cam.demo.com-in — scarlet-O1.cam.demo.com-out
—  scarlet-02.cam.demo.com-in —  scarlet-02.cam.demo.com-out

2. To view the throughput for a particular instance, enter the vIM instance name and click Filter.
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Viewing Logs and Generating System Dumps

You can view system logs and generate system dumps from the Diagnose tab.
*  “Viewing System Logs"” on page 426.

* “Generating System Dumps” on page 427.

Viewing System Logs
You can view current logs for the Services Director in the System Logs page.

1. Click Diagnose > System Logs to display the System Logs page.

FIGURE 493 System Logs Page

System Logs
OO mewvzos [ OO

Aug 27 O kilby-01 ssc[8062): [Ssc.WARNING] CP Server Thread-35: Licensing request with unrecognised UUID received: bcb4bfi7-2d29-2301-8130-005056a62cdd
Aug 27 0 kilby-01 web3[4411): [web.INFO] User adnin viewing system Logs page.

Aug 27 0 kilby-01 web3[4411): [requests. packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411]: [requests. packages.ur11ib3.connectionpool . INFO] Starting new HTTRS connection (1): lacalhost
Aug 27 0 kilby-01 ssc[8062]: [Ssc.WARNING] CP Server Thread-21: Licensing request with unrecognised UUID received: bcb4bfi7-2d29-2301-8130-005056a62cdd
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool .INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411]: [requests. packages.ur11ib3.connectionpool . INFO] Starting new HTTRS connection (1): lacalhost
Aug 27 0 kilby-01 ssc[8062]: [Ssc.WARNING] CP Server Thread-37: Licensing request with unrecognised UUID received: bcb4bfi7-2d29-2301-8130-005056a62cdd
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool .INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 0 kilby-01 web3[4411): [requests.packages.ur11ib3.connectionpool . INFO] Starting new HTTPS connection (1): lacalhost
Aug 27 O kilby-01 web3[4411]: [requests.packages.ur11ib3.connectionpool. INFO] Starting new HTTRS connection (1): lacalhost

2. Click << (first), < (previous), > (next) or >> (last) to navigate through the log pages.

Alternatively, type a number in the Page text box and click Go to navigate to a specific page.

426
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Generating System Dumps
You can generate system dumps for the Services Director from the Diagnose menu.

You can tailor the contents of the system dumps to include statistics if required.
1. Click Diagnose > System Dumps to display the System Dumps page.
FIGURE 494 System Dumps Page
System Dumps

To generate a systern dump for download, select what logs you want included from the list of filters below, then click generate.

0O AllLogs
Include Statistics

O Include Metering Logs

Download Link Timestamp Size MDS Sum
sysdump-jkilby-01-20150827-073558 gz 27/08/2015 07:36:33 27MB cBbe5682261882a202148a869729b341

2. Complete the configuration according to this table.

Control Description

All Logs Select to generate all current system logs.
Include Statistics Select to include all statistics in system dump files.
Include Metering Select to include all metering logs in system dump files.

3. Click Generate to create the system dump.

Generated logs are listed in a table of download hyperlinks.
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Working with Metering Logs

The Metering Logs page enables you to download and manage metering log files. The files are created as .ZIP
files and listed in a table. A maximum of ten metering logs can be generated by this process.

Note: Cloud Service Provider customers must ensure that SNMP is enabled on all externally-deployed vTMs to
support metering.

FIGURE 495 Metering Logs Page

Metering Logs

Metering Logs Phone Home

Enable Metering Logs Phone Home

Recent Metering Logs

You can download recent metering logs that have yet to be archived and phoned home to Pulse Secure. These metering logs will still be archived and phoned home at the next scheduled
phone home event.

Archived Metering Logs

You can download metering logs that have been archived and phoned home to Pulse Secure. If the automatic phone home process has failed, you may also retry phone home for a given
metering log archive.

Download Link Timestamp Size MDS Sum Action
T 01/02/2018 00:00:10 565.28 KB 7471b20desefc46fa2677d0e285bac9a Phane Home
T 01/02/2018 10:58:10 815.44 KB deafa6db08ff22dd3c5c5ecal 176db3e Phane Home

You can monitor the capacity of the /data partition that is used for the storage of metering logs. See
“Monitoring the Storage Capacity of Metering Logs” on page 429.

You can also download any listed log files directly from the table.

You can also enable/disable the phone home feature from this page, see “Configuring the Phone Home
Function” on page 431. For details of the phone home feature, refer to the Pulse Services Director Advanced
User Guide.

Generating Metering Logs
1. Click Diagnose > Metering Logs to display the Metering Logs page.
2. (Clear the Enable Metering Logs Phone Home check box.

3. C(lick Generate to create the metering logs.

Downloading Metering Logs
1. Click Diagnose > Metering Logs to display the Metering Logs page.
2. C(lick the name of the required log file (.ZIP) in the metering log table.

3. Select a save location and click Save.
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Deleting Metering Logs
You can delete individual metering logs from the Metering Logs page.

1. Click Diagnose > Metering Logs to display the Metering Logs page.

2. Under Archived Metering Logs, locate a metering log file (.ZIP) that you want to delete.

3. To the right of the metering log entry, click the X control. A confirmation control appears.
FIGURE 496 The Delete Confirmation Control

Action

:a1176db3e

4. Click Delete.
5. Repeat this procedure to delete additional metering logs.

Note: You can also delete all metering logs as a single action from the Data Storage Status page, see
“Monitoring the Storage Capacity of Metering Logs” on page 429.

Monitoring the Storage Capacity of Metering Logs

The Services Director VA uses its /data partition to store both database replication logs and instance metering
logs. The Data Storage Status page enables you to:

* View the available and used space in the /data partition.
* Delete any archived metering logs.
Note: You cannot delete replication logs from the Services Director VA.
* Configure the number of days for which database replication logs are kept.

Note: A Standby Services Director can only remain offline for this many days, after which it will be
unable to restore itself to the current state of the database.
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To access and use the Data Storage Status page:

1. Click Diagnose > Data Storage Status to display the Data Storage Status page.

FIGURE 497 Data Storage Status

430

Data Storage Status

The Services Director VA uses its /data partition to store database replication logs and
instance metering logs.

Use this page to:

* View the available and used space on /data

* Delete any archived metering logs.

* Configure the number of days for which database replication logs are kept. A standby
Services Director can only remain offline for this many days, after which it will be unable to
restore itself to the current state of the database.

Available space: 7.2G

Used space

Metering logs: 1M

Database replication logs: 8.2M

Settings

Days to keep replication logs: | 3 v

2. Examine the displayed capacity information and evaluate if any action is required.

3.

(Optional) Delete all metering logs. To do this:

a. Click Delete archived logs to clear replication logs from the /data partition. A warning dialog

appears:

FIGURE 498 Deleting Replication Logs: Warning

WARNING

Only delete your archived metering logs after backing them up:
Download metering logs

Copies of monthly-archived metering logs are also downloadable from the Iv

Please type ‘'delete logs' to continue:
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b. (Optional) Click Download metering logs to download a .TGZ file containing all metering logs.

c. (Optional) Click Metering logs to view the Metering Logs page. From here you can download
or delete individual metering log files. See “Downloading Metering Logs” on page 428 and
“Deleting Metering Logs"” on page 429.

d. Type “delete logs” into the text box and click Confirm to delete all archived metering logs.

4. (Optional) Click the list for Days to keep replication logs and choose a number of days to retain
replication logs, and click Apply.

Note: A Standby Services Director can only remain offline for this many days, after which it will be
unable to restore itself to the current state of the database.

Configuring the Phone Home Function
You can configure the phone home function from the Metering Logs page.

1. Click Diagnose > Metering Logs to display the Metering Logs page.
2. Select the Enable Metering Logs Phone Home check box.
3. Click Apply to confirm your setting.

A warning e-mail will be sent every 24 hours if the phone home feature is enabled and Services Director
is unable to connect to the phone home server.

Note: You can also manually phone home an individual metering log file, see “Manually Phoning Home a
Metering Log File” on page 431.

Manually Phoning Home a Metering Log File
You can manually phone home an individual metering log file from the Metering Logs page.

1. Click Diagnose > Metering Logs to display the Metering Logs page.
2. Under Archived Metering Logs, locate a metering log file (.ZIP) that you want to phone home.

3. Tothe right of the metering log entry, click the Phone Home action. The log file is phoned home.

Understanding Metering Logs

The Services Director automatically meters usage on a regular basis, and it optionally sends this information to
Pulse Secure for billing purposes. By default, it records this information once per hour.

If a vIM instance is Active, the Services Director polls it to obtain total throughput and peak activity metrics. The
Services Director creates a metrics log file with one line of metrics data for each vIM instance. Each line of
metrics data records the name of the instance, the time elapsed since the resource was created, and the
polled metrics. If an instance is not active, only the elapsed time is recorded.
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If you want to generate usage or billing information, typically you process all metering log files and aggregate
the results. You should use caution when aggregating data results for billing since metering records include
failed deployments.

Note: Generating log files has a cumulative impact on disk space.
The Services Director collects metering data from vIM instances as follows:

* Instances that are at version 9.4 or earlier (or have no REST API enabled) have their metering collected
through SNMP.

* Instances that are at version 9.5 or later with the REST APl enabled have their metering collected
through their REST API. If REST-based metering fails (or is not possible), the Services Director falls back
to collecting using SNMP. Any metering issues will be included in the warning logs, as before.

The Services Director records the most recent metrics information for each instance in the inventory database.
You can obtain this data using the REST API. The REST API does not supply bulk metrics data.

The Metering Log file is structured as follows:

* The first row contains version data for the metering log format. This first line can be ignored by
customers. Ignore this line when you aggregate data for billing.

* Each subsequent row records one set of metrics for a vIM instance, in comma-separated value (CSV)
format.

* The final line contains an MD5 hash of the previous lines. Ignore this line when you aggregate data for
billing.

Each line of metrics contains the following fields:

Field Description

Timestamp The date and time, in UTC format, that the line was written.

Instance ID The unigque instance ID for the vTM instance.

Instance Tag This information may be empty but it is included, even if empty.

Owner (Optional) The owner of the vIM instance.

Cluster ID The cluster for the vTM instance.

Management IP The management IP address of the vTM instance.

Instance SKU The SKU (or SKU combination) assigned to the vIM instance (at the time of writing to the log).

The SKU might vary between readings, and variations are not recorded in the metrics log file.
This property includes a hash of features applicable to the SKU. Ignore these features for billing

purposes.
Feature Pack The feature pack assigned to the vTM instance (at the time of writing to the log).
Deploy Time The length of time (in days, hours and minutes) since the instance was deployed.
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Field Description

Throughput The number of bytes sent by the vIM instance, as recorded in the SNMP counter.

This number is cumulative and is reset whenever the VvTM instance is restarted. It is not the
throughput since the latest metering action.

To generate usage or billing information based on throughput, you should set your aggregating
script to detect a drop in throughput and designate this as a restart.

This property is applicable to active vTM instances only.

* For Idle or Inactive instances, it contains a value of O (zero) in the log.
* For uncontactable instances, it contains a value of -1 in the log.

Peak Throughput The highest number of bytes sent by the vTM instance in any second of the previous hour.
This property is applicable to active vTM instances only.

* For Idle or Inactive instances, it contains a value of O (zero) in the log.
* For uncontactable instances, it contains a value of -1 in the log.

Peak Requests The highest number of requests received by the vTM instance in any second of the previous
hour.

This property is applicable to active vTM instances only.

* For Idle or Inactive instances, it contains a value of O (zero) in the log.
* For uncontactable instances, it contains a value of -1 in the log.

Peak SSL Requests The highest number of Secure Socket Layer (SSL) requests received by the vTM instance in any
second of the previous hour.

This property is applicable to active vTM instances only.

* For Idle or Inactive instances, it contains a value of O (zero) in the log.
* For uncontactable instances, it contains a value of -1 in the log.

Instance Bandwidth The bandwidth (in Mbps) allocated to the vTM instance.

Record Hash An MD5 or similar hash of the record from the Services Director license file for tamper
detection. Ignore this for billing purposes.

If metrics are not collected for a period of time, peaks for the missing time are not recorded. If you reduce the
metering interval, the peak values are still relative to the previous hour rather than the time since metrics were
last collected.
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