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INtroduction

Purpose of this Guide

An enterprise can deploy a secure SAML-based Identity Provider (IdP) to handle authentication for web
services, applications, and resources delivered by one or more Service Providers (SPs).

This guide describes how to configure Pulse Secure Virtual Traffic Manager (the Traffic Manager) for SP-
initiated SAML authentication with Pulse Connect Secure (PCS) acting as the 1dP.

Prerequisites
This guide assumes you are familiar with the SAML protocol, SAML-based authentication methods, and terms
such as SP and IdP.

The Traffic Manager supports configuration as a SAML SP from version 17.4 or later.

PCS supports configuration as a SAML IdP from version 8.2R1 or later.

Overview

The Traffic Manager can function as a SAML SP to control access to your secure back-end web services. Access
to these services is permitted only when the client presents a valid Traffic Manager authentication cookie.

In a typical scenario, a user's browser connects to the Traffic Manager to access a service. For the requested
service, the Traffic Manager is configured to obtain prior validation, and thus redirects the browser to PCS to
be authenticated. PCS checks the identity of the user against its own records, and obtains verification that the
user has appropriate privileges for the desired service. If successful, PCS returns the browser to the Traffic
Manager with a SAML assertion that the user is legitimate and has the declared identity (typically the email
address).

An SP requires a SAML response from the IdP only during the initial authentication exchange.
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FIGURE 1T The SAML message exchange between a client, the Traffic Manager, and PCS.
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Summary of Configuration

The Traffic Manager requires certain IDP-derived details from PCS as part of its SAML configuration, and must
also provide PCS with specific configuration items in return. To operate successfully, your SAML configuration
must match on both the Traffic Manager and PCS.

To apply authentication control to your services, perform the following steps:
1. Configure the Traffic Manager with PCS as the defined IdP.
2. Configure PCS to operate as a SAML IdP, with details of the Traffic Manager as an active SP.
3. Configure your designated Traffic Manager virtual servers as SAML SP endpoints.

The remainder of this guide describes each of these steps in detail.
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Configuring the Traffic Manager with PCS
as an ldentity Provider (IdP)

To configure Pulse Connect Secure as a Trusted Identity Provider in the Traffic Manager, perform the following
steps:

1. Login to the Traffic Manager Admin Ul and navigate to Catalogs > SAML > Trusted ldentity Providers
Catalog.

FIGURE2  The Trusted Identity Providers Catalog

ager Appliance: Developer mode 4b ax Bandwid b B
Cluster: OK ob/s
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SAML SAML Catalogs Unfold All / Fold AN

Catalogs
The SAML Catalogs contain rescurces used by the traffic manager when using SAML for Single Sign-on

Catalogs:

¥ Trusted Identity Providers Catalog Edit

Trusted Identity Providers: SAML assertions from Trusted Identity Providers can be consumed by virtual servers to authenticate users accessing them.
The Trusted Identity Providers Catalog contains the settings needed to establish a trust relationship with an Identity Provider when the traffic manager is

acting as a SAML Service Provider,

Your Trusted Identity Providers catalog is empty.

2. Type the details for your PCS instance into the Create new Trusted Identity Provider dialog.
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FIGURE3  Creating a new Trusted Identity Provider

Create new Trusted Identity Provider

Name: SA-IdP

The entity id of the IDP

entity_id: https-iisa_example comidana-nalauth/saml-endpoint.cgi

The IDP URL to which Authentication Requests should be sent

url: https://sa-cs.example.comidana-najauthfsaml-sso.cgi
The certificate used to verify Assertions signed by the identity provider

MIIChDCCAWWCAQAWE zELMAKGR1UEBhMCROIXE] AQBgNVERCTCUNhEWIvaWRnZTEN
MAsGRLlUEChMEAGVadDENMASGALIUERXMEdGVa2dDCCAS IWDQY JRoZ IhveNAQEEERQAD
ggEPFADCCRQoCggEEALIUMIEE TMhyk LS nXr SvLFoglT+125c2wNYePPMpSBE8dcEh
S01CIvET3hI=o0e39timRATiUUzoUniGZnT4 InwvYxpTugfUNMgSECDTISC7akSZ
1GMnvCCW7WIBLROTE8 0 InLSre IbEnmokm/ Ubukz+47TCHYRZR] ] 3g41wlW2V33ivmp
vibeBe3vLAvp TNxW/ hIJlssg4RTudBEBne=s10S/ hvEPclar++558eUnzitVvEEpg
YWEwV1PwiZaeFal3/L3ulxlli+DeSfgla SRUL22xzNypik2Y¥ 8 90K 40el SkegTBLWEER
certificate: ZhwNwr03QTzgRc7TELiWENIS20oslkWEQ3LtzdAf OCAWERRARRME 0 GCSgGS I 3DQEE
CwURAR4TERAQCXubdd4geseL.,PSQBeNPhOV12T2am7Qul VNwgUALoV1hiwBeC0zovwglolkl
DOmwgTEWSmux 6z J94wXSh12Chs14Cge 752 25y T+oQVNeDI iy fmMFuB 01MUvE T T2
k84xCmUa 6UyyQbciXwi]39+kvb0LgZwgol7StEkvliRdrBgeqg2Me+£4taPodShbHD
=22z20C=GGL2TLREDVT G—JD:' 0ZWyKaRBuBNYEHOaZrY8tgl PVEDE3 ITiDVVm2 /rEuB
LEZrTgX3+gerMopCoz3oRYAITOIEiyof2LrSTeEkxaIERfd]l RLgc 07T XKUN3 MO SEY
pnr3Sr446lxpRviiwlTVp982CX1nMKT

Create New Trusted |dentity Provider

3. Type an identifying name for this IdP.

4. Set entity_id to the unique SAML identifier for the PCS. To obtain the SAML identifier, login to the PCS
Admin Ul and navigate to Authentication > Signing In > Sign-in SAML > Metadata Provider.

FIGURE 4 Obtaining the PCS Entity ID

Signing In
Sign-in Policies Sign-in Pages Sign-in Notifications W
Metadata Provider Identity Provider

This is configuration of Pulse Connect Secure (SA) SAML Metadata provider.

*Entity Id: | https://sa.example.com/dana-na/auth/si  ynique SAML identifier of the Connect Secure. By default uses host name configured at SAML Settings.
*Metadata Validity: | 365 days 1 - 9999. Specifies the maximum duration for which a peer SAML entity can cache the Connect Secure metadata file.

| Do Not Publish IdP in Metadata

Download Metadata
Save Metadata Provider

Prevents the Connect Secure metadata file to be published at the location specified by the Entity Id.

The Entity ID uses the URL format:

https://<PCS-FQDN>/dana-na/auth/saml-endpoint.cgi.
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5. Seturl to the URL to which the client is redirected for authentication. Use the format:

https://<Alternate Host FQDN for SAML>/dana-na/auth/saml-sso.cgi
To obtain the <Alternate Host FQDN for SAML>, login to the PCS Admin Ul and navigate to System >
Configuration > SAML > Settings. Use the value shown in “Alternate Cluster FQDN for SAML".

FIGURES  Obtaining the Alternate Host FQDN

SAML >
Settings

“ Metadata Server Configuration

Timeout value for metadata fetch request: 300 seconds 1 - 600. Specifies the time in seconds to wait for response of SAML metadata fetch request.

0 - 9999. Specifies the time in days after which downloaded/uploaded metadata file expires.
0 means that Connect Secure does not enforce any validity on the peer metadata file.

Validity of uploaded/downloaded metadata file:l 0 days

Cluster FQDN for SAML: | sa.example.com The FQDN used for generating URLs for SAML services.

Alternate Cluster FQDN for SAML: | sa-cs.example.com The FQDN used for generating SA's Single Sign-On Service URL when Pulse(NC) Session

detection is enabled.
Save Changes Update Entity Ids

6. Set add_zlib_header to "No".
7. Set strict_verify to "Yes".
8. For certificate, use the SAML Signing certificate used by PCS.

To obtain the certificate, login to the PCS Admin Ul and navigate to Authentication > Signing In >
Sign-in SAML > Identity Provider.
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FIGURE6  Locating the name of the SAML Signing certficate

Signing In

Sign-in Policies Sign-in Pages Sign-in Notifications W

Metadata Provider Identity Provider
I

+ Basic Identity Provider (IdP) Configuration (Published in Metadata)

Protocol Binding to use for SAML Response
Post

[ Artifact

*Signing Certificate: SA CL SAN & k:er’cificate to use for signing SAML messages sent by this IdP

In this example, the certificate is named "SA CL SAN".

Then, navigate to System > Configuration > Certificates > Device Certificate and click on the
certificate name to see the details.

FIGURE 7 Getting the certificate details

Device Certificates Trusted Client CAs Trusted Server CAs Code-signing Certificates Client Auth Certificates Certificates Validity Check

Specify the Device Certificate(s). If you don't have a certificate yet, you can create a CSR and import the resulting signed certificate. If necessary, you can add custom

Import Certificate & Key...

10 ~ records per page
Certificate issued to Issued by Valid Dates
[ElSA CL SAN Golden1665 Nov 25 11:25:56 2017 GMT to Nov 25 11:25:56
2019 GMT
To obtain the certificate text, use the "Download" link.
SAML Authentication with Pulse Connect Secure and Pulse 6
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FIGURE8  Downloading the certficate
Certificates > Certificate Details

Certificate Details

¥ Certificate
Issued To: *SA CL SAN
Org Unit Name:IT
Org Name: example org
Locality: Somewhere
State: State
Country: us

Email Address: someone@example.com

Issued By: » Golden1665

Valid: Nov 25 11:25:56 2017 GMT to Nov 25 11:25:56 2019 GMT
Details: » Other Certificate Details
Download

Open the downloaded certificate data in a text editor.

FIGURE9  Viewing the certificate file in a text editor
® TextEdit File Edit Format View Window Help

@ @ _| SA CL SAN.crt

————— BEGIN NEW CERTIFICATE REQUEST—--—--
MIIChDCCAWWCAQAWPZELMAKGAIUEBhMCRRIxEjAQBQNVEBACTCUNNDWIyawWRnZTEN
MAsGAIUEChMEdGVzdDENMASGALUEAXMEdGV zdDCCASTIWDOYIKoZIhwcNAQEBBQAD
ggEPADCCAQoCggEBALIUMIbBTMhykLSnXrSvLFogqB7+iz25c2wNYePPMpYBEBdCcEh
SO0LCIvEBTZhIsole30timRATiUUzZoUbiGZNT4InwY xpTugfUNmSECDTISOT7aASZ
1GMnvCOWTuIBLOBTERINLS rzIbKnmOkm/ UbuAz+47CHyR2R] j 3q41u@W2V33ivmp
vibeBc3vLAvpTNxW/hIJ1s5q4RTudB6Bnes1BS/hvEPc1ZP++55BelnzitVvBEpg
YWBwV1PwT2aeFa3/L3ulx1lW+DcS5Tgl40KU422xzNypikZYBB0X40eiSkeg7BLWSK
ZhwiwrB@30TzgKc7ELIWBNISs0s LkWTO3LtzdATBCAWEAAAAMABGCSqGSIb3DOER
CwUAA4TBAQCXubd4gselPSOBeNPROVIZIAM7QulVNwgUALoV1hWBeDz0vwgBolkl
D@mwoTFWOmMux6zJ94wXSbi2Chs14Cge?52] 25y T+bQVNeDIiy fmMFuUB@1MUVBT T2
kB4xOmUablyyObciXwB]39+kvbBLglwgol?StEkv1ikdrBEqeqZMe+f4taPod5bHD
sZ2zZBCsGG1271kKDVTGUD] BZWyKaRBUANYEHDaZrYBtg LPVERBIITiDVVM2/ rHuB
AZr7qX3+gepMopCoz3oRYAITRjEiyoT2Lr9TsBkxalERTd1RLgc@7XXUNIZMOSKY
prr38rdd6lxpRvWiwlTVpeB8zCX1DRMXT

T END NEW CERTIFICATE REQUEST-—————

Finally, copy the certificate text and paste it into the Certificate field in the Traffic Manager Trusted
Identity Provider definition.

9. To save the Trusted Identity Provider definition, click Create New Trusted ldentity Provider.
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Configuring Pulse Connect Secure as a
SAML [dP

To configure PCS as a SAML IdP to the Traffic Manager, perform the following steps:

1. Login to the PCS Admin Ul and navigate to Authentication > Signing In > Sign-in SAML > Identity
Provider.

2. Scroll to the bottom of the page to add a new Service Provider.
3. Select Manual configuration mode.

FIGURE 10  Adding a new Service Provider

New Peer Service Provider

*Configuration Mode: © Manual () Metadatays msiadata is selected, uses metadata files uploaded/added at Peer SAML Metadata Providers.

¥ Service Provider Configuration

*Entity Id: | https://www.example.com/saml/metada  nique SAML Identifier of the SP.

*Assertion Consumer Service URL:| https://www.example.com/saml/consurm (R of the service on SP that receives the assertion/artifact generated by the IdP.

Protocol Binding supported by the Assertion Consumer Service at the SP.
Post

(] Artifact

*Default Binding: © Post Artifact

This certificate is used by IdP to verify the signature in the incoming SAML Messagd

Signature Verification Certificate: - ) ;
incoming message is used to verify the signature.

Issued To:

Issued By:

Valid:

Details:  » Other Certificate Details

Upload Certificate: No file chosen

Encryption Certificate: The certificate to use if the the assertions from this IdP need to be encrypted.
Issued To:
Issued By:
Valid:
Details:  » Other Certificate Details

Upload Certificate: No file chosen

4. Set Entity Id and Assertion Consumer Service URL to the equivalent values used by your Traffic
Manager SAML SP configuration (see “Configuring a Traffic Manager Virtual Server as a SAML SP
Endpoint” on page 13).

For Entity ID, ensure you match the value stored in auth!saml!sp_entity_id, and Assertion Consumer
Service URL, use the value stored in auth!saml!sp_acs_url.

5. Select only POST protocol binding.

9 | SAML Authentication with Pulse Connect Secure and Pulse Secure
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6. The Traffic Manager does not sign the authentication request so there is no requirement to add a
Signature Verification Certificate or Encryption Certificate. Ensure “Accept unsigned AuthnRequest” is
enabled.

FIGURE 11 Enabling "Accept unsigned AuthnRequest”
¥ Certificate Status Checking Configuration

) Enable signature verification certificate status checkingcheck this to enable revocation checks for the signing certificate. (Uses configuration in Trusted Client CAs.)

_| Enable encryption certificate status checking Check this to enable revocation checks for the Encryption certificate. (Uses configuration in Trusted Client CAs.)

+ Customize IdP Behavior
Override Default Configuration

Reuse Existing NC (Pulse) Session If enabled, the user's existing NC (Pulse) session if any will be used in the SP-initiated SSO scenario, instead of auth
Reuse Existing IF-MAP Session If enabled, the user's existing IF-MAP session if any will be imported and used in the SP-initiated SSO scenario, inst|

If both options are selected, the priority is given to "Reuse Existing NC (Pulse) Session".
Accept unsigned AuthnRequest

| Sign SAML Assertion If enabled, SAML assertion will also be signed along with signing the SAML response by default.

Relay State: 'RelayState' sent to SP in IdP-initiated SSO scenario. If left blank, the (URL) identifier of the resource being accesse

*Session Lifetime: / None Suggested maximum duration of the session at the SP created due to SAML SSO.
© Role Based
~ Customize

*Signin Policy: */adc/ 41 The Signin Policy used by this IdP to authenticate the user in SP-initiated SSO scenario.
*Force © Reject AuthnRequest SA behavior if SP sends an authentication request with ForceAuthn set to true for a user with valid browser session.

Authentication

- Re-Authenticate User
Behavior:

7. The settings Reuse Existing NC (Pulse) Session and Reuse Existing IF-MAP Session are covered in
the use cases section in this document.

8. Select the Signin Policy from the drop-down list to be used by users as they authenticate. In this
example, "*/adc/" is selected.

9. Select the User Identity to be used. In this example, the Subject Name Format is "DN" and Subject
Name is "uid=<username>".

10. Finally, select for which Roles the IdP must issue SAML Assertions.

SAML Authentication with Pulse Connect Secure and Pulse | 10
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FIGURE 12 Selecting Roles for which SAML Assertions are issued

User Identity
.Subject Name

DN
Format:

<

*Subject Name: uid=<USERNAME>

Attribute Statement Configuration
Send Attribute Statements
() Use IdP Defined Attributes

-~ Customize IdP Defined Attributes

¥ Roles

~ Policy applies to ALL roles
© Policy applies to SELECTED roles

Format of 'Nameldentifier' field in generated Assertion.

Template for generating user's identity as sent in 'Nameldentifier' field.

If checked, Attribute statements will be sent for the SP.

~ Palicy applies to all roles OTHER THAN those selected below

Available roles:

ActiveSync adc-role
adc-role-web

Admin-Access

Android4W

Android_CloudSecure_Ru

Selected roles:

11. Save the new SAML SP configuration.
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Configuring a Traffic Manager Virtual
Server as a SAML SP Endpoint

To configure a Traffic Manager service with SAML SP authentication, perform the following steps:

1. Designate a virtual server as your SAML SP endpoint. Navigate to Services > Virtual Servers and click

the name of the required virtual server.
FIGURE 13 Editing a virtual server

SECU reé* virtuwal Traffic Manager Appliance: Developer mode 17.4b2 (Max Bandwidth 1Mb/s)

m A Services | [[J Catalogs | £ Diagnose |} Activity / System (J web Application Firewall

Configuring: Traffic IP Groups | Virtual Servers > www.example.com | Pools | Config Summary
Virtual Virtual Server: www.example.com (HTTP, port 80)
Servers

Pools used by this virtual server:

Web-http
= | Default
Last Modified: 21 Now 2017 12:11

¥ Basic Settings

The basic settings specify the internal virtual server protocol that is used for traffic inspection, the port and IP addresses the virtual
handling traffic.

MName: www.example.com
Enabled: Yes * No
Internal Protocol: HTTE v
Port: 50

Default Traffic Pool: |Web-hitp v
Listening on: All IP addresses

® Traffic IP Groups ...

Traffic IP Group Select

web.example.com o
Domain names and IP addresses ...
MNotes:
rd
Update @ View traffic on World Map

Pulse Secure strongly recommends against using SAML authentication without TLS encryption. Your

virtual server should therefore have SSL Decryption enabled.

2. Locate the Authentication section and click to edit.

13 | SAML Authentication with Pulse Connect Secure and Pulse Secure
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FIGURE 14 Locating the Authentication Settings

YL UL WO WL L] P UL N O TN o LU e LLLI L L St W AW e ¥ s

> Web Accelerator Edit

Accelerate web applications hosted by this virtual server.

» « Authentication Edit

Require authentication for requests to this virtual server.

» i Kerberos Protocol Transition Edit

wRarform Warharas Deatocol Transition oo reauasts to thic victual saniar

3. Set authltype to "SAML Service Provider".

4. For troubleshooting or testing purposes, optionally set authlverbose to "Yes". Note that this setting
generates a lot of log content, so is recommended to be disabled for a live service.

5. For a typical service, leave the settings under "Authentication Session Management" as their default
values.

SAML Authentication with Pulse Connect Secure and Pulse | 14
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FIGURE 15 Virtual Server Authentication settings
Virtual Server: www.example.com (HTTP, port 80)

Your virtual server can require authentication.

Authentication

These settings control additional authentication for HTTP requests

Type of authentication to apply to requests to the virtual server.
authltype: SAML Service Provider v

Whether or not detailed messages about virtual server authentication should be written to the error log.

auth!verbose: ® vyeac No

Authentication Session Management

Theses settings control the behavior of sessions used by the authentication system

Mame of cookie used for authentication session.

auth!session!cookie_name: VS _SamlsSP_Auth

Timeout on authentication session.

authlsession!timeout: 7200 seconds

Whether or not to include state of authentication sessions stored encrypted on the client as plaintext in the logs.

auth!session!log_external_state: * ‘yeac Mo

Attributes of cookie used for authentication session.
auth!session!cookie_attributes: HttpOnly; SameSite=Strict

6. Inthe "SAML Service Provider" section, set authlsaml!sp_entity_id to an HTTPS URL that the IdP uses
to identify the Traffic Manager as the SAML SP (that redirected a user agent for authentication). Then
set auth!saml!sp_acs_url to the HTTPS URL of the SAML Assertion Consumer Service (ACS). In other

words, the URL at which the Traffic Manager should handle SAML assertions.
These values must match the equivalent fields specified in your PCS Service Provider configuration (see
"Configuring Pulse Connect Secure as a SAML IdP" on page 7).

In the following example, SAML Authentication is added to a Traffic Manager virtual server named
"www.example.com". This virtual server is configured to listen on an IP address that resolves to a URL of

the same name.

15 | SAML Authentication with Pulse Connect Secure and Pulse Secure
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FIGURE 16 Your currently running services

Services
% www.example.com E]@ v Web-http
HTTF (80) Running =¥ Default Pool
(<7 & SA-Cluster — | SA-Cluster
d 7 |53
SSL (HTTPS) (443) T fatedy =) Default Pool
(¢7] SA-ESP — | SA-ESP-Pool
: 7 |2
UDP (4500) Running =¥ Default Pool

The following example values can then be used:
e Entity ID:
https://www.example.com/saml/metadata

e Assertion Consumer Service URL:

https://www.example.com/saml/consume

When the Traffic Manager receives an HTTP request through the "www.example.com" virtual server, it
first checks if the URL corresponds to the ACS URL. If yes, the Traffic Manager handles this URL as the
SAML ACS endpoint; otherwise it forwards the request to the pool nodes.

7. Select the auth!samllidp that was created in the first step in this guide.

8. As SAML is sensitive to time, Pulse Secure recommends that both the Traffic Manager and PCS are set
to use Network Time Protocol (NTP). When using NTP, the tolerance of 5 seconds should be sufficient
for the service.

9. Set authlsamllnameid_format to "unspecified".

SAML Authentication with Pulse Connect Secure and Pulse | 16
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FIGURE 17 SAML Service Provider endpoint settings

SAML Service Provider

These settings control the behavior of the SAML Service Provider endpoint

The entity ID to be used by the SAML service provider function on this virtual server. This should usually be a URL, or a
URN, however it may be any string. It must match the entity ID placed by the identity provider in the "Audience’ field in
the SAML assertion.

auth!'saml'sp_entity_id: htips:/fwww example comisaml/metadata

The 'Assertion Consumer Service' endpoint for the SAML service provider on this virtual server, ie the endpoint to which
the identity provider will cause the user agent to send SAML assertions. This should be an HTTPS URL, must be in the
same cookie domain as all hostnames used by the end user to access the virtual server (see cookie configuration) and
the port must be the port on which this virtual server is listening. It must match the URI placed by the identity provider
in the 'Recipient’ attribute in the SAML assertion, if present.

auth!'saml'sp_acs_url: htips-/fwww example comisaml/consume

Mame of the Trusted Identity Provider configuration to use. To create Identity Providers, please visit section Trusted

Identity Providers
Name Entity Id

auth!samllidp: None
* SA-IdP nttps://sa.example.com/dana-na/auth,/saml-endpoint.cgi

Time tolerance on authentication checks. When checking time-stamps and expiry dates against the current time on the
system, allow a tolerance of this many seconds. For example, if a SAML response contains a 'MotOnQraAfter' that is 4
seconds in the past according to the local time, and the tolerance is set to 5 seconds, it will still be accepted. This is to
prevent a lack of clock synchronization from resulting in rejection of SAML responses.

auth!samltime_tolerance: |5 seconds

The NamelID format to request and expect from the identity provider.

auth!'saml'nameid_format: |unspecified

Apply Changes

Update

10. To save the configuration, click Update.

17 | SAML Authentication with Pulse Connect Secure and Pulse Secure
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Use Cases and Examples

Browser Access - Simple User Authentication

A user attempts to access the Traffic Manager-served "www.example.com". As this service is configured as a
SAML SP endpoint, the user's browser is redirected to the PCS sign-in page for authentication.

FIGURE 18 The PCS authentication sign-in page

' Windows Server S Pulse Secure
7 : Welcome to
Internet Information Services Pulse Connect Secure
Username  joay Please sign in to begin your secure session.

Password  sessessss

Welcome Bienvenue Tervetuloa

Laz+ Berwenuto ¥

L 3 b.' Bienvenido Hos geldiniz  ©owznooa
After passing authentication, PCS returns the user's browser to the Traffic Manager, complete with a SAML
assertion that the user is legitimate, to access the back-end pool resource originally requested.

FIGURE 19  Authentication successful

IS Pulse Secure

S Pulse Secure
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| Pulse Connect Secure

Loading Components...
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® Host Checker [

| Sign In
If an error prevents a component from loading properly, |

Adding Compliance Checking and TOTP to the Authentication

A user attempts to access the Traffic Manager-served "www.example.com". As this service is configured as a
SAML SP endpoint, the user's browser is redirected to the PCS sign-in page for a compliance check, and both
Active Directory and TOTP authentication.
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FIGURE 20  Performing two-factor authentication
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Cloud Secure - “Reuse Existing NC (Pulse) Session”

By configuring the SAML SP in PCS to reuse an existing session, any user with an existing VPN or AppVPN
session uses Single Sign-On (SSO) to the protected resource served by the Traffic Manager virtual server.

The user has a Pulse Secure VPN connection to PCS and accesses the virtual server.

FIGURE 21 Connecting to a VPN
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User logs from PCS, acting as a SAML IdP.

FIGURE 22 PCS user logs showing SAML authentication activity
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The user's browser is redirected to PCS with the SAML AuthnRequest.

2017-10-16 12:38:30 - ive - [127.0.0.1] System()[] - SAML AuthnRequest received '<?xml
version="1.0"?><samlp:AuthnRequest xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
ID=" c09ffc67-de79-cb42-e1d6-7£d0584ae974" Version="2.0" Issuelnstant="2017-10-
16T10:38:29Z2" ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
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AssertionConsumerServiceURL="http://www.example.com/saml/consume"><saml:Issuer
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">http://www.example.com/saml/metadata</
saml:Issuer><samlp:NameIDPolicy Format="urn:ocasis:names:tc:SAML:1.1:nameid-
format:unspecified" AllowCreate="true"/></samlp:AuthnRequest>'

PCS finds an existing session from this user and reuses it.

2017-10-16 12:38:30 - ive - [127.0.0.1] System() [] - 'NC/Pulse' session detected for SAML
AuthnRequest Id ' c09ffc67-de79-cb42-e1d6-7£d0584ae974"

PCS generates a SAML Assertion giving the user SSO to the virtual server.

2017-10-16 12:38:30 - ive - [127.0.0.1] System()[] - Sending SAML response for Username:
[jogy]l, User Agent: [Pulse-Secure/8.3.3.919 (Windows 10) Pulse/5.3.3.919], Subject Name:
[uid=jogyl, Source IP: [192.168.1.1], Type: [SP-Initiated], SP EntityID: [http://
www.example.com/saml/metadata], Session ID:
[s1d225fb912dd5f3fclcf09f3adc53df0860bf38b03e05eef26], Relay State: [/
T2111Q6+3pIRGSCT1UO0yzJ/yH2fKyl4/KheTw/XW7lbw5Wg0gIlexmdXEJU+WNSA/
8uc60Y2biSRAAWIfpM2T1K40t19x+KBGpuygl2iRDMGUKRU3HbfUXSWAWOBUKB4U4XUxKBPke21AGwOm930Cw==],
AuthnRequest ID: [ c09ffc67-de79-cb42-eld6-7£d0584ae974], Remote IP: [10.0.1.225]

Cloud Secure - “Reuse Existing NC (Pulse) Session” and “Reuse Existing
IF-MAP Session”

This use case includes the Federation functionality provided by IF-MAP.

PCS and Pulse Policy Secure (PPS) are acting as IF-MAP clients and publish user sessions to the Federation (IF-
MAP) server.

In this use case, the user is on the internal network and has an existing session with PPS. The user still gets
SSO to the protected resource served by the Traffic Manager virtual server.

The user browser is redirected to Pulse Connect Secure with the SAML AuthnRequest

2017-10-16 13:17:42 - ive - [127.0.0.1] System()[] - SAML AuthnRequest received '<?xml
version="1.0"?><samlp:AuthnRequest xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
ID=" 16fcaB8ef-38ea-bcdl-6bb6-fb9fa601£f613" Version="2.0" Issuelnstant="2017-10-
16T11:17:43Z" ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
AssertionConsumerServiceURL="http://www.example.com/saml/consume"><saml:Issuer
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">http://www.example.com/saml/metadata</
saml:Issuer><samlp:NameIDPolicy Format="urn:ocasis:names:tc:SAML:1.1:nameid-
format:unspecified" AllowCreate="true"/></samlp:AuthnRequest>'

PCS (the 1dP) does not find any local session for the user. PCS queries the Federation (IF-MAP) server, finds a
session, and imports it.

2017-10-16 13:17:43 - ive - [127.0.0.1] System()[] - 'IF-MAP' session detected for SAML
AuthnRequest Id ' 1l6fca8ef-38ea-bcdl-6bb6-fb9fa601£613"

2017-10-16 13:17:43 - ive - [10.0.2.50] jogy(IF-MAP Import) [0365, Salesforce,
SecureAccess] - Imported session published by 1CgABCQ/- from IF-MAP
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PCS generates a SAML Assertion giving the user SSO to the virtual server.

2017-10-16 13:17:43 - ive - [127.0.0.1] System()[] - Sending SAML response for Username:
[jogy]l, User Agent: [Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/
56.0], Subject Name: [uid=jogy], Source IP: [10.0.2.50], Type: [SP-Initiated], SP EntityID:
[http://www.example.com/saml/metadata], Session ID: [], Relay State: [/
T211106+3pIRGSCT1UO0y3c7tqiB3U7+zyKi%eM2tdu23Q4ccISMmbct14DpiduwSSWYqod tBwIDpw/
eqnDRXeEB6nSYpOz5ymDVpb/b20ukCT45GpNiTDZc51/

tSGl61XFVhImpWMriLxcoxwfrt jJWWH33QPU4gpXFXd6ptW/M=], AuthnRequest ID: [ 16fca8ef-38ea-bcdl-
6bb6-fb9fac01£613]

Note: If no session is found locally or via the federation layer, the user is presented with the standard browser
authentication experience.

SAML Authentication with Pulse Connect Secure and Pulse 22
Secure Virtual Traffic Manager



References

23

https://www.pulsesecure.net/download/techpubs/current/1022/Pulse-vADC-Solutions/Pulse-
Virtual-Traffic-Manager/17.4/ps-vtm-17.4-releasenotes.pdf

https://www.pulsesecure.net/download/techpubs/current/1027/Pulse-vADC-Solutions/Pulse-
Virtual-Traffic-Manager/17.4/ps-vtm-17.4-userguide.pdf

https://www.pulsesecure.net/download/techpubs/current/894/pulse-connect-secure/pcs/8.3rx/ps-
pcs-sa-8.3-admin-guide.pdf

https://www.pulsesecure.net/download/techpubs/current/935/pulse-connect-secure/pcs/8.3rx/ps-
pcs-cloudsecure-8.3-common-components-configuration-guide.pdf

SAML Authentication with Pulse Connect Secure and Pulse Secure
Virtual Traffic Manager


https://www.pulsesecure.net/download/techpubs/current/1022/Pulse-vADC-Solutions/Pulse-Virtual-Traffic-Manager/17.4/ps-vtm-17.4-releasenotes.pdf
https://www.pulsesecure.net/download/techpubs/current/1027/Pulse-vADC-Solutions/Pulse-Virtual-Traffic-Manager/17.4/ps-vtm-17.4-userguide.pdf
https://www.pulsesecure.net/download/techpubs/current/894/pulse-connect-secure/pcs/8.3rx/ps-pcs-sa-8.3-admin-guide.pdf
https://www.pulsesecure.net/download/techpubs/current/935/pulse-connect-secure/pcs/8.3rx/ps-pcs-cloudsecure-8.3-common-components-configuration-guide.pdf

SAML Authentication with Pulse Connect Secure and Pulse 24
Secure Virtual Traffic Manager



	Contents
	Introduction
	Purpose of this Guide
	Prerequisites
	Overview
	Summary of Configuration

	Configuring the Traffic Manager with PCS as an Identity Provider (IdP)
	Configuring Pulse Connect Secure as a SAML IdP
	Configuring a Traffic Manager Virtual Server as a SAML SP Endpoint
	Use Cases and Examples
	Browser Access – Simple User Authentication
	Adding Compliance Checking and TOTP to the Authentication
	Cloud Secure – “Reuse Existing NC (Pulse) Session”
	Cloud Secure – “Reuse Existing NC (Pulse) Session” and “Reuse Existing IF-MAP Session”

	References

