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Document conventions

The document conventions describe text formatting conventions, command syntax conventions, and
important notice formats used in technical documentation.

Notes, cautions, and warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of
increasing severity of potential

hazards.

NOTE: A Note provides a tip, guidance, or advice, emphasizes important information, or provides a
reference to related information.

ATTENTION: An Attention statement indicates a stronger note, for example, to alert you when traffic
might be interrupted or the device might reboot.

CAUTION: A Caution statement alerts you to situations that can be potentially hazardous to you or
cause damage to hardware, firmware, software, or data.

DANGER: A Danger statement indicates conditions or situations that can be potentially lethal or
extremely hazardous to you. Safety labels are also attached directly to products to warn of these
conditions or situations.

Text formatting conventions

Text formatting conventions such as boldface, italic, or Courier font may be used to highlight specific words
or phrases.

Format Description

bold text I[dentifies command names.
Identifies keywords and operands.
Identifies the names of GUI elements.
Identifies text to enter in the GUI.

italic text Identifies emphasis.
Identifies variables.
Identifies document titles.

Courier font Identifies CLI output.
Identifies command syntax examples.

Command syntax conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of
parameters and their logical relationships.

Convention Description

bold text Identifies command names, keywords, and command options.

italic text Identifies a variable.

© 2018 Pulse Secure, LLC. 2
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Convention

Description

[]

Syntax components displayed within square brackets are optional.
Default responses to system prompts are enclosed in square
brackets.

{x |y |z} A choice of required parameters is enclosed in curly brackets
separated by vertical bars. You must select one of the options.

X |y A vertical bar separates mutually exclusive elements.

<> Nonprinting characters, for example, passwords, are enclosed in
angle brackets.
Repeat the previous element, for example, member [ member... 1.

\ Indicates a “soft” line break in command examples. If a backslash

separates two lines of a command input, enter the entire command
at the prompt without the backslash.

© 2018 Pulse Secure, LLC.
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Self-Help Online Tools and Resources

For quick and easy problem resolution, Pulse Secure, LLC has designed an online self-service portal called
the Customer Support Center (CSC) that provides you with the following features.

. Find CSC offerings: https://www.pulsesecure.net/support/

. Search for known bugs: https://www.pulsesecure.net/support/

. Find product documentation: https://www.pulsesecure.net/techpubs

. Find solutions and answer questions using our Knowledge Base: https://www.pulsese-
cure.net/support/

. Download the latest versions of software and review release notes: https://www.pulsese-
cure.net/support/

. Search technical bulletins for relevant hardware and software notifications: https://www.pulsese-
cure.net/support/

. Open a case online in the CSC Case Management tool: https://www.pulsesecure.net/support/

To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:
https://www.pulsesecure.net/support/

© 2018 Pulse Secure, LLC. 4
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Requesting Technical Support

Technical product support is available through the Pulse Secure Global Support Center (PSGSC). If you have
a support contract, then file a ticket with PSGSC.

. Product warranties—For product warranty information, visit https://www.pulsesecure.net/.


https://www.pulsesecure.net/
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Opening a Case with PSGSC

You can open a case with PSGSC on the Web or by telephone.

. Use the Case Management tool in the PSGSC at https://www.pulsesecure.net/support/.
. Call 1- 844-751-7629 (toll-free in the USA).

For international or direct-dial options in countries without toll-free numbers, see https://www.pulsese-
cure.net/support/.
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Supported Hardware and Software

This document is specific to the Virtual Web Application Firewall (VWAF) 4.9 release, Integrated Edition. The
integrated edition of VWAF is installed, and managed as a component of Virtual Traffic Manager, Enterprise
Edition.

For installation, integration, and initial configuration, refer to the Virtual Traffic Manager User’s Guide.
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What's New in This Document

This section provides a summary of the information added to the guide for each major VWAF release.

Major changes for version 4.9

Feature

Description of changes

Re-branding

Re-branding to Pulse Secure standards.

Telemetry

The Admin Server Configuration page allows you to configure the option to
send telemetry information to Pulse Secure.

Script Handler
and improved
Python script
support

The Script Handler improvements, together with the new script editor and
script library, provide intuitive and improved support for Python scripts,
allowing you to enhance and expand the functionality of vVWAF. The script
editor lets you create scripts with various parts (Init, Request and Response),
providing syntax checking as you create each script. The script library allows
you to manage scripts, per application. You enable the required scripts using
the Script Handler. See Implementing Python Scripts.

Admin Server
Configuration

The Admin Server Configuration page allows you to configure the options:
HTTP Proxy details (if VWAF uses a proxy), SMTP Mail (to specify the email
settings used for sending alerts and reports), and Audit Log configuration (if
you have a requirement to send a copy of the vVWAF audit log to a specified
location such as a central log server). Previously, it was necessary to
configure these options using the conf file.

See Admin Server Configuration.

Resource Sharing
(CORS) Handler

New The tool enables you to make and restore backups of your configuration
Backup/Restore | from the command line. The most recent updates to the tool allow you to
tool restore a previous version of VWAF (any version of VWAF database).

See Backup/Restore.
Cross Origin The Cross Origin Resource Sharing (CORS) Handler checks and verifies, based

on the handler attributes and rules, whether to grant browser cross origin
access to resources protected by VWAF. You configure VWAF to respond to
Cross Origin Resource Sharing requests and grant or deny access to
resources.

See Cross Origin Resource Sharing Handler

© 2018 Pulse Secure, LLC.
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Feature Description of changes

Baseline
Protection
improvements

Baseline Protection is improved through enhancements to the Baseline
Protection Wizard and Baseline Protection Handler. In addition to values and
keys, the Baseline Protection Handler can now also check URL parameters.
You can also define keys, headers and arguments to be excluded from your
baseline protection rules. Additionally, within the Baseline Protection
Handler you can view the inheritance for individual rules (previously, the
inheritance value was for the collective set of rules, rather than individual
rules). The wizard and handler enhancements streamline configuration of
baseline protection.

See Baseline Protection Wizard and Baseline Protection Handler.

Response
Header Security
Wizard and
Handler

The Response Header Security Handler enforces client-side response header
security features including X-Fame-Options, X-Content-Type-Options, XSS
Protection and Content Security Policy options. These features improve
client-side security and prevent attacks such as cross site scripting, attacks
based on browser MIME-type vulnerabilities, and embedding content in
frames within untrusted and potentially malicious sites.

See Response Header Security Wizard and Response Header Security Handler.

IP Blacklist
Wizard

Global IP blacklisting provides a means to temporarily block all traffic for
specific IP addresses or specific ranges of IP addresses. The IP Blacklist
Wizard guides you through the set-up process, ensuring efficient and
accurate configuration of IP blacklisting. The wizard eliminates the
complexity and potential issues of configuring IP blacklisting manually. See /P
Blacklist Wizard.

Application
mapping

A new mechanism called application mapping makes vVWAF more flexible. In
particular, it is now possible to apply different rulesets on the same host.
Also it is now possible to set up a “catch-all” application. In many cases, the
new mapping makes configuration easier and also increases the
performance of VWAF, especially when applying configuration changes. To
configure application mapping, a new item labeled Application Mapping has
been added to the navigation area. See Application Mapping, Paths,
Preconditions.

New prefixes—
old prefixes now

Application mapping has introduced a new mapping layer, which is now
called “prefixes”. What was called a prefix before is now called a “path”. See

called paths Application Mapping, Paths, Preconditions and Editing Paths.

Export and You can no longer export the configurations of single paths (formerly
import of prefixes) and handlers individually, but now you can export and import
complete complete rulesets. This makes migration from one system to another much
rulesets easier. Also you can now export and import application mappings plus event

destination groups. See Export and Import.

© 2018 Pulse Secure, LLC.
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Feature Description of changes

Full request
logging

Application-specific log files provide detailed information why VWAF denied a
request. Sometimes, however, you may want to retrieve even more detailed
information. When you enable the new “full request logging” feature, vVWAF
now logs the complete request header and the complete request body (up to
a configurable size). You can later download the request headers and raw
body data for further analysis. See Global Configuration, Editing Applications,
and Log Files.

Log file viewer
enhanced

When viewing the log files, you can now change the width of the columns,
and you can hide single columns completely. Also the table header now stays
in place when you scroll down. See Log Files.

Option to reset
handler and
precondition
attributes to
their inherited
values

You can now reset individual handler and precondition attributes to their
inherited values. For this purpose, when editing a handler or a precondition,
a new option labeled 'reset values' appears in the Inheritance column. See
Editing Handlers and Editing Preconditions.

Script Handler
can validate XML

You can now access the LXML etree module from your scripts, which enables
you to validate XML documents against a given XML DTD / XML Schema. See
Accessible Python Modules and Functions.

ICAP Client
Handler
improved

The performance of the ICAP Client Handler has been significantly improved.
Some rarely needed attributes that slowed this handler down have been
removed: The handler now always performs request handling, so the former
attribute filter request is no longer needed. The ability to handle responses
and the corresponding attribute filter response handler have also been
dropped. See ICAP Client Handler.

Session Handler
attributes
removed

The optional attributes 'use domain cookie' and 'cookie application share' no
longer exist. These settings are not compatible with the newly introduced
application mapping feature. See Session Handler and Application Mapping,
Paths, Preconditions.

Suggest Rules
Wizard improved

The data collected by the Suggest Rules Wizard is now stored in a separate
database for each application rather than in one big database for all
applications. The size of these databases has been limited so that if you
forget to disable learning mode, no database can grow so big that it causes
performance issues. Within the status display of the administration
interface, there is a new section labeled Application Status. While vVWAF is in
learning mode, you see a corresponding message here. A warning appears if
the database has grown too big, and you can then terminate or reset
learning mode. See Suggest Rules Wizard and Layout of the Administration
Interface.

New
Precondition

The new Url Selector can be used to further restrict the URLs of a path. See
Url Selector.

© 2018 Pulse Secure, LLC.
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REST interface
updated

Description of changes

Some new functions have been added to the REST interface. In particular,
there is now a REST interface for the new application mapping feature. This
also caused some changes to the Applications REST interface, where hosts
and customer_key are no longer included in the data. See REST Interface.

REST login with
cluster password

You can now use an empty username plus the cluster password for
authentication when using the REST interface on localhost. You no longer
need to set up an extra user profile just for this purpose. See Using the REST
Interface.

32-bit and 64-bit
application pools

[IS 8 support VWAF now supports IIS 8. When installing VWAF, vVWAF detects IIS 8
automatically and installs the appropriate enforcer.
Support for both | If you are using IIS 7 or 1IS 8, VWAF installs both a 32-bit version and a 64-bit

version of the enforcer so that 32-bit as well as 64-bit application pools can
be handled.

Multi-CPU mode
for
administration
server

With large installations, the administration master can be a performance
bottleneck for user interface operations. To improve performance, you can
now enable multi-CPU mode for the administration server. See System
Configuration, attribute adminMasterXMLuseMultiCPU.

Custom
configuration
files

You can now use custom configuration files instead of the default
zeusafm.conf and updater.conf files. You can even split your settings and
have multiple configuration files in parallel. See Installation.

Riverbed Serial
Number for
support

On the Overview tab in Cluster & License Management, you can now find a
new Riverbed Serial Number. It is calculated automatically from your existing
licenses. You need it when contacting support.

Major changes for version 4.7

Feature Description of changes

Ability to parse
request bodies
encoded in JSON

An increasing number of web applications send JSON-encoded data instead
of URL-encoded data—in particular web applications that talk directly to a
REST service. In addition to parsing URL-encoded request bodies, VWAF can
now also parse request bodies encoded in JSON. For this purpose, two new
attributes have been added to the Content Type Handler. In return, the
former attribute allow content type list has been removed from the handler.
The settings of this attribute are now covered by the new attributes—in
particular by the attribute content type parser mapping and its setting pass
through (do not parse). Existing rulesets are converted automatically, so you
don't need to change any existing configuration. See Content Type Handler.

© 2018 Pulse Secure, LLC.
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Option to

exclude ranges
of IP addresses
from the global

Description of changes

You can now exclude particular ranges of IP addresses from the global IP
blacklist. This can be useful, for example, if you use external scanners that
scan your web application at regular intervals. See Global IP Blacklisting.

IP blacklist

New event The new Seen Enforcer Event Source can trigger an alert when either a new

source enforcer has been added to the configuration or when an enforcer is
inactive. See Seen Enforcer Event Source.

Option to add For your internal purposes, you now have a built-in feature to document why

comments and
descriptions to
paths (former
prefixes)

you've set up a specific path. See Editing Paths.

Option to hide
particular
rulesets

Over time, the number of stored rulesets grows, which can make the History
listin Version Control quite lengthy. To shorten this list and to make it clearer,
you can now hide those rulesets that you likely won't need any more. See
Version Control.

Cluster / decider

You can now filter the view of shown cluster nodes according to the

node filters categories running, degraded, and disabled. This can be helpful if you have
an installation with a large cluster. See Managing Deciders.

Function We have restructured the descriptions of the Python functions that can be

descriptions used by the Script Handler. Now there is an overview of all functions from

restructured which you can easily jump to each description. See Accessible Python Modules

and Functions.

Major changes for version 4.6

Feature Description of changes

REST interface

The REST interface has been largely expanded. You can now handle all
major administration tasks via this interface. See REST Interface.

SNMP interface

You can now handle various administration tasks also via SNMP. See SNMP
Interface.

© 2018 Pulse Secure, LLC.
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Major changes for version 4.5

Feature

IPv6 support

Description of changes

In addition to IPv4 addresses you can now specify IPv6 addresses in all
handlers, event sources, and other places where IP addresses are entered.

Custom error
pages and error
IDs

You can now set up your own error page or redirect to a particular URL when
VWAF denies a request. On your error page, you can display a unique error
ID, which VWAF creates for each denied request and also writes to the log
files. With the help of this error ID you can easily track the cause of an error
down to the handler that caused it. See Setting Up a Custom Error Page and
Log Files.

New Application
Creation Wizard

The new Application Creation Wizard assists you in setting up new
applications step by step. See Editing Applications and Application Creation
Wizard.

Updated The Baseline Protection Wizard has received some additional pages and
Baseline settings. See Baseline Protection Wizard.

Protection

Wizard

New event The new Global Blacklist IP Added Event Source triggers an event each time a
source new IP address is written to the global IP blacklist. See Global Blacklist IP

Added Event Source.

New attribute for
the Invalid Args
Handler

The new attribute max allowed arguments can be set to protect you from
attacks that exploit interpretation errors of scripting languages, such as hash
collision attacks. See Invalid Args Handler.

Option to log
removed cookies

A new attribute for the Cookie Jar Handler lets you configure VWAF so that it
adds an entry to the application-specific log file each time it removes a
cookie. See Cookie Jar Handler.

New attribute for
the HTTP
Method Selector

The new attribute method_SVN includes all methods that are used in
combination with Subversion servers. See HTTP Method Selector.

New default user
group “PCl
Auditor”

There is a new default user group PCI Auditor, designed for persons who
conduct Payment Card Industry (PCl) audits. See Organizational Integration.

Reduced URL
logging renamed

“Reduced URL logging” is now called “Reduced Argument Logging"”. See
Editing Applications.

ModSecurity
Wizard and
Handlers
dropped

The following wizards and handlers are no longer available: ModSecurity
Ruleset Import Wizard, ModSecurity Handler, and ModSecurity Emulation
Handler.

© 2018 Pulse Secure, LLC.
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What vWAF Does

Typical Attacks

Web applications are much less secure than you might imagine:

. Code or SQL queries can be smuggled in using form fields. Sessions of legitimate users can be
hijacked.

. Phishing sites integrate individual parts of a web application, such as graphics and forms, or link back
to the web application.

These are just a few examples. Also, it is a common myth that an insecure web application can't result in
harm if that web application is not processing any sensitive data itself, or if the application is not running
any functions relating to security. One insecure web application endangers the security of your entire IT

system because this web application can be used as the entry point to launch an attack.

In the event of a successful attack, for example, where addresses, bank details or credit card details from
your customers fall into the hands of fraudsters, the damage and loss of credibility are considerable. Much
less in the public awareness, but no less frequent or with fewer consequences, are cases of industrial espi-
onage.

VWAF Protects Your Web Applications

Standard IT security solutions, such as firewalls, do not offer adequate protection against attacks at the web
application level.

The familiar, traditional IT security systems have been developed to protect communication on the trans-
port level and - also for historical reasons - can't check an HTTP request to any greater extent. This means
that you have to let every HTTP request through, otherwise all communication would be blocked. Added to
this is the fact that the variety of web script languages, application frameworks, and web technologies
offered creates a virtually unlimited number of security gaps - the ideal starting position for hackers.

VWAF closes these gaps in security by directly protecting your web application itself. This protection can be
modified specifically for the logic of your web application and protects not only against attacks, but also
prohibits all undesirable traffic in general.

VWAF examines each incoming request before it reaches your web application. This means that VWAF
ensures that possible attacks no longer get through to your web application in the first place. In the event
that an attacker succeeds in obtaining security-related data, despite all the security measures in place,
VWAF also analyzes all responses from your web application and, for example, deletes credit card numbers
from that data even before the data leaves your server.

In addition to monitoring requests and responses, VWAF implements a separate session handling with cryp-
tographically secure session IDs and separate cookie management.

VWAF itself runs invisibly without a separate IP address, and is therefore protected against direct attacks.



VWAF Detects Attacks

With the help of vVWAF you can continuously evaluate and document what attacks have actually been
carried out on your web application.

You can also use this to prove that you have met legal requirements, industry standards and service level
agreements. Examples of this include the relevant laws on data protection, the German law on control and
transparency (KonTraG), Basel Il, MasterCard's Payment Card Industry (PCl) Data Security Standard. or
VISA's Cardholder Information Security Program (CISP), which, when not observed, can involve very signifi-
cant penalties.

Protection Mode Versus Detection Mode

You can use VWAF in two different modes.
. When in protection mode, vVWAF both documents and repels attacks.

. Suspicious requests are denied and do not reach your web application in the first place. When in
detection mode, VWAF just monitors your web application and documents all attempted attacks, but
it does not interfere with any ongoing traffic.

You can set the modes independently for different web applications. While just monitoring one application
you can fully protect another.

Background Information

You can find detailed background information on the subject of Web Application Security in the appendix
under the topics:

. Typical Weak Points

. Authentication and Session Handling

. Input Validation

. Cross Site Scripting

. Phishing, Pharming, Social Engineering



How VWAF Works

VWAF is installed as a software plug-in on your existing web server. Therefore, you do not need to make any
changes to the current network infrastructure. In addition, VWAF is located in exactly the right place to
analyze data that was previously SSL-encrypted, without any additional work required.

Workflow

Before a request reaches a web application, VWAF intercepts and analyzes it. In this process, an optimized
combination of white/black and gray list processes, pattern detection of known attacks, and various statis-
tical methods evaluate each request for its potential danger level. Each request is clearly assigned to one
of following classes:

. Legitimate requests are forwarded to the web application.

. Obvious attacks are denied. At the same time, VWAF stores as much data as possible to identify and
track the attacker.

. Requests in which the danger level can't be fully assessed locally are denied or forwarded depending
on the local evaluation and the security policy installed. In addition, VWAF logs them internally and
uses them to further analyze subsequent requests.

Thanks to the continuous analysis process, over time VWAF collects important information on the behavior
of your web application and can continue to optimize the protection on that basis.

In the other direction, VWAF also analyzes the responses of your web application. This means that informa-
tion relating to security, such as credit card numbers, can be filtered out from the responses and doesn't
reach the outside world even in the event of a successful attack.

System Components

VWAF consists of the following key components:

. The administration interface is an easy-to-use, web-based user interface for administering the secu-
rity configuration and for accessing log files and statistics.



. The administration server handles and distributes the configuration data of your individual security
configuration, as well as log files and statistics.

. The Enforcer runs as a plug-in on the web server. It captures all HTTP requests and forwards them to
the decider for further investigation. The enforcer then implements the decider’s decisions and
accepts, modifies, or denies each request as appropriate.

The Decider uses the set of rules that are stored in the configuration database to evaluate HTTP requests
and to make decisions on the actions to be carried out. In addition, on all computers there is also an
updater, which helps you to keep the VWAF installation up to date with minimum effort.

Deployment Scenarios

You can install VWAF on a single computer, on a cluster, or in the cloud:

NOTE: For an optimum balance of communication overhead versus gain in performance, we recom-
mend using a maximum of 4 administration masters per cluster.

Single-Server Installation

If your goal is to protect a single web server, you typically install all components of VWAF on the same
computer. So, in this case, all services are installed and run locally.

h Configuration <—I

Enforcer - Decider Administration

Log Files I

Statistics

Administration
Interface (GUI)

Installation on a Cluster of Web Servers Plus One Dedicated
Administration Server

If your goal is to protect several web servers with the same security configuration, you can install VWAF on
a cluster of web servers. In this case, deciders and enforcers are installed on each cluster node, but usually
you still have one dedicated administration server, which runs on the master: the administration master.
The administration master receives the commands from the administration interface and takes care of
managing the slaves. This includes in particular the query as to whether a slave is still present, as well as
updating the slaves with new configurations. A slave administration server runs on each slave. The slave
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administration servers receive the control information and new configurations from the master. The server
that provides the administration interface only runs on the master.

Slave - 1 Master

—

Enforcer > Decider  Administration
=
—

EE=1-EE ==
Bl

Slave - 2

L.

Slave - ...

Multimaster Installation

As an option, you may also have a multimaster setup, where the administration server is distributed to
several cluster nodes.

. All nodes that are marked as master synchronize their configuration every 10 seconds.
. A master node only talks to a slave node on the same computer.
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Master - 1

Synchronization

\J

Master - 2

Slave - A

— .

o > oeder Hominsion <
e

Cloud Installation

If your goal is to protect various web servers independently, you can install VWAF so that there are multiple
enforcers, multiple deciders, and multiple administration servers on different computers anywhere in the
cloud.
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Client Compatibility

On the administration side as well, you can integrate VWAF seamlessly into your existing structures. If you
are operating multiple web applications in your company, you can define access authorization individually
for different staff members in VWAF. Optionally, you can also set up user groups with limited permissions.

| Administration

_ Administration
Interface (GUI)

Administration
Master

Admin Node

Synchronization

Administration

Master " Interface (GUI)

Admin Mode

This is a common scenario. The administration of VWAF itself - in other words, its integration into the IT

infrastructure, the management of the web application being protected, and relevant access authorizations
- is carried out centrally, for example, by a designated staff member in the area of network security. The
individual web applications are protected separately by different designated staff members. These persons

only have access authorization to the security configuration of “their” web application. They are fully

familiar with the special features and structures of that web application and can therefore protect itin the

most effective way.



Installation

System Requirements

To install and use VWAF, make sure the following requirements are satisfied:

. Sufficient CPU resources on the Virtual Traffic Manager (Traffic Manager). Prior to the installation of
VWAF the load on the server should not exceed 60%.

. A minimum total of 1 GB free memory space on the hard disk for program data and log files created
during operation.

. A minimum of 1 GB RAM.

ATTENTION: For web applications with high traffic, the log files generated can quickly become very large.
Rotate and archive these files on a regular basis.

First-Time Installation

Refer to the detailed instructions in the Virtual Traffic Manager User’s Guide for installation and configuration
instructions.

Update Installation

Updates of VWAF are handled through the Traffic Manager's standard update channel. Contact Technical
Support if you encounter any difficulties.

Configuring vVWAF

You can configure basic settings for VWAF from the Traffic Manager administration interface (Admin Ul).
The System > Application Firewall section of the Traffic Manager Admin Ul contains settings for the vVWAF
administration server, the decider processes, and for the internal communication ports that vVWAF uses.

For more detailed configuration options, see Global Configuration.

Note that any changes that you make to the VWAF settings apply to every machine in the cluster. After
changing the settings, VWAF is automatically restarted on every machine in the cluster so the new settings
take effect.

Setting Enforcer Options

Please refer to the detailed instructions in the Virtual Traffic Manager User’s Guide which describe how to
configure options for the Enforcer TrafficScript rule.



Protecting Your Services

You can configure your Traffic Manager’s Virtual Servers to have their traffic inspected by VWAF. Each Virtual
Server's settings page provides an option to enable VWAF. When VWAF is activated, the Enforcer Traf-
ficScript rule will be added to the Virtual Server and will start sending traffic to VWAF immediately. For more
information, see the Virtual Traffic Manager User’s Guide.
ATTENTION: As soon as the Enforcer is activated, all queries to the web server are evaluated by vVWAF.
If any ruleset is active in protection mode, VWAF may deny queries that match one of the underlying
rules.

Starting and Stopping the Software

You can restart the VWAF software from the System > Traffic Manager section of the Traffic Manager
administration interface (Admin Ul). You can uninstall VWAF from the System > Application Firewall
section of the Traffic Manager Admin Ul. For more information, see the Virtual Traffic Manager User’s Guide.

Allowing Connection to Update Server

If you want to take advantage of automated updates of rules and blacklists provided for basic detection and
protection (see Baseline Protection Wizard, Baseline Protection Handler, Vulnerability Description Import
Wizard), VWAF needs to connect to the following update server.

https://mydefence.artofdefence.com/update/

If you want to use a proxy, you must also specify this proxy. This is done within the configuration file
zeusafm.conf (see System Configuration).

Configuring Multi-CPU Support

With complex rulesets the decider can become a performance bottleneck. With multi-CPU support, an indi-
vidual decider process is run on each CPU. The Traffic Manager allocates the individual requests to the
different CPUs, ensuring that queue times are minimized.

VWAF automatically takes advantage of multi-CPU machines by running one decider process for each CPU
core that's available. If YWAF is installed on a cluster of Traffic Managers, then the number of decider
processes running on each machine is equal to the number of CPUs on the machine with the fewest CPUs.

You can manually configure the number of decider processes from the System > Application Firewall
page of the Traffic Manager Admin Ul.

Changing Ports

You can configure the ports that vVWAF uses for internal communication from the System > Application
Firewall page of the Traffic Manager Admin Ul.



Using Custom Configuration Files

On Linux/Unix systems, you can optionally use custom configuration files instead of the default
zeusafm.conf and updater.conf file. You can even split your settings and have multiple configuration files
in parallel.

To use a custom configuration file, set the following environment variables before starting vVWAF or before
starting the updater:

. AOD_CONFIG_FILENAME for zeusafm.conf

. AOD_UPDATER_CONFIG_FILENAME for updater.conf

Example

export AOD CONFIG FILENAME = /path/to/myconf.conf
export AOD UPDATER CONFIG FILENAME = /path/to/myupconf.conf

Paths must be absolute (no relative paths). If the specified configuration file doesn't exist, or if the script has
no permission to read it, VWAF or the updater won't start. If a value isn't found in the specified file, its default
setting is used.

Instead of using one single custom configuration file, you can use multiple ones. This enables you to split
or to cascade your settings. If identical configuration items are found in multiple files, the last processed
one wins. Additional configuration files are always read after the global ones (that is, after zeusafm.conf
and updater.conf or after the ones specified by AOD_CONFIG_FILENAME and AOD_UPDATER_CONFIG_FILE-
NAME). To use additional custom configuration files, set the following environment variables:

. AOD_CONFIG_FILENAME_* for zeusafm.conf

. AOD_UPDATER_CONFIG_FILENAME_* for updater.conf

The files are processed in lexicographical order; that is, numbers before letters and letters alphabetically.

Example

export AOD CONFIG FILENAME A = /path/to/myfilel.conf
export AOD CONFIG FILENAME B /path/to/myfile2.conf
export AOD CONFIG FILENAME 1 /path/to/myfile3.conf

In this case, myfile3.conf is processed first, and then myfile1.conf and myfile2.conf. If a setting is specified
in all three files, the setting of myfile2.conf is used because this is file that is last processed.



Basic Principals of Use

To be able to use VWAF efficiently and to achieve a maximum increase in the security of your web applica-
tions, it's vital to understand the underlying principles by which VWAF is structured and controlled.

This includes:

. logging in (see Starting Administration)

. information and control elements on the user interface (see Layout of the Administration Interface)

. the availability of features according to your user group (see Available Features)

. the different modes in which a ruleset can operate (see Detection Mode, Protection Mode)

. the availability of instant protection with minimum configuration effort (see Baseline Protection)

. the setup of applications and the mapping of requests to a particular application and thus to a partic-
ular ruleset (see Application Mapping, Paths, Preconditions)

. the option of inheriting properties and of setting up rules that are specific to a particular path (see
Application Mapping, Paths, Preconditions)and Types of Handlers and Attribute Inheritance)

. the ability to distribute areas of responsibility across multiple persons (see Organizational Integration)
. the internal processing order (see How Blacklists, Whitelists, and Graylists Are Processed)
. saving and implementing changes (see When Changes Are Saved and Become Active).
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Starting Administration

The administration is run entirely via your browser. To do this, VWAF starts a web server. By default, this
server receives queries on port 8082.

Opening

You can access the VWAF administration server via a link on the System > Application Firewall page of the
Virtual Traffic Manager (Traffic Manager) administration server (Admin Ul). There is no separate login
required. NOTE: Aseparate login page does appear after you've been logged out by the system automatically after
some period of inactivity. In this case, enter your Traffic Manager username and password.

Home page

After first-time configuration has been completed, and after a successful login, the administration interface
home page appears:
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NAVIGATION Home

Application Mapping Web Application Security!

Test_Application T Your Home Page shows you the most important information at one glance.
Rost B Info
test_app -

Test Version

B Applications

Protection

W Test_Application  capability: hyperguard  [ol viewstats @ protect # 1 - " loaded # 1

Detection

M test capability:  hyperguard il viewstats - ® detect#2 " loaded#2 " baselines are up to date
B test_app capability:  Unlicensed [ols view stats - ® detect # 1 " loaded # 1

B Cluster Management

Online
127.0.0.1

Cluster Management

B License Status for TEST

B Certificate:
TESTCERTIFICATE

B Valid: 1
B Expired: 2

License Management

B User Info

* Lastlogin: 2018-01-31 09:16:08

User Management

B Version Information

* Product: development

* Version: 0.0-43123

B Default error log

" norecent entries

The home page provides you with an overview of the current configuration and the most important status
information:

. Info
Shows important current information, such as notifications about available updates
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. Applications
Lists all applications and shows which rulesets are active and which rulesets are loaded (see When
Changes Are Saved and Become Active). A colored symbol also indicates the current attack status. If you
use baseline protection, this section in addition shows whether your baselines are up to date (see
Baseline Protection.)

You can:
- click view stats to open the statistics view for an application (see Application Statistics)

- click the colored attack status symbol or the name of a protection or detection ruleset to open
the log file view (see Log Files)

- click the name of the loaded ruleset to directly enter Version Control (see Version Control)
. Cluster Management

Lists your cluster nodes and provides a link to Cluster Management. Enabled and active nodes are dis-
played in green color. When you click an entry on the list, this opens the Cluster Slave Statistics view.
See Managing Deciders.

. User Info

Shows the time and date of the most recent login of another user (or yourself), as well as the time and
date of the most recent failed login and a link to User Management.

. Version Information
Shows your current product version number.
. Default Error Log

Lists the most recent entries of the Default Error Log. NOTE: Entries older than 30 days are never listed
here. To view these entries, you need to open the Default Error Log.

Which configuration is loaded?

VWAF always loads the active configuration, regardless of which configuration has been edited most
recently. If you want to edit a different configuration, you can load it via Version Control.

What can you see and what can you do?

It depends on your individual user rights what data you can see, which functions you can use, and which
settings you can make. Also see Available Features.

ATTENTION: This documentation describes the full set of features. If you don't find a particular menu item on your
user interface, if you can’t access a particular function, or if you can’t change particular data, most likely your user
rights don't allow you to do so. If you're one of the persons who do the initial setup, or if you've been assigned to
one of the user groups “zeusafm Administrator” or “Application Administrator”, we recommend that you read
through the full documentation. If you've been assigned to a custom user group with more restricted user rights,
please contact the person who has enabled your account as to find out which features you will actually need.

Getting help

NOTE: On many screens, you can directly call the relevant help topic of the online help. To do so, click
the question mark in the title bar of the interaction area.
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&

For more information regarding the layout and options, see Layout of the Administration Interface
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Layout of the Administration Interface

The administration interface consists of the following sections:

- - 0£0
o] o o
{7 Home [ Application Control € Administration O My Profile & Development Dashboard | Documentation | Support
NAVIGATION Home > Application Control > test > Ruleset Conflg > Global Handlers LOGGED IN AS
Application Mapping admin
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control GROUP MEMBERSHIP
Global Handlers
= Handler Templates Path Seript Library WAF Adrmin
*Path
_—m ruteser
=Logs
Statistis LogConfigurationHandler Configure logging for this ruleset 2018-02-14 05:47:25 10of1 Detection Ruleset: 3
eSettings A Handlor Loaded Ruleset: 3
o ShortcutHandier ¥ m Capabiliy: hyperguard
APPLICATION MAPPING
1 hostnames
Interaction Area
APPLICATION CONTROL
B Traffic allowed
Navigation Area Rullezetactive
APPLICATION STATUS
No warnings.
- CLUSTER STATUS
All (1) cluster members running
Status Display
& Pulse Secure:
>
Copyright © 2006-2015, Pulse Sacure,
LLC_ All rights reserved

The menu provides access to the different groups of functions:

Home:
Goes to
Applicat

the home page, which shows an overview of the current configuration.
ion Control:

Opens the Application Control, which provides an overview of all configured applications. Also, it lets

you block or enable traffic for those applications, and it lets you activate or deactivate the relevant

ruleset.
Adminis

tration:

Opens a submenu that you can use to make system-wide settings and to retrieve information.
My Profile:

Opens an editing form for your own user data.
Traffic Manager:

Takes you to the Traffic Manager Admin UL.
Documentation:

Opens online help.
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Navigation area

In the navigation area there are two top-level entries:
. Application Mapping determines which requests are handled by which ruleset and by which settings.

. Application Control lists all applications alphabetically. (Applications in VWAF are often identical with
your web applications—but not necessarily.) If you click an entry, you can edit the underlying ruleset.

Clicking the Application Control heading takes you to the overview of all configured applications (this is
equivalent to the menu item Application Control).

Interaction area

The interaction area, located in the middle, changes depending on the menu item selected and depending
on the element selected in the navigation area. This is the place where most of the information is shown
and where you carry out your configuration work.

Logout

You can log out here.

Status display

The status display provides a summary of the status of the configuration that you're currently editing:
. Messages:
Only appears when there’s a current message.

When an action has been completed successfully (e.g., a handler is added or changed), confirmation
is displayed here on a green background. Warnings are displayed on a red background.

. Logged in as:
Displays the username of the administrator who is currently logged in (your username).
. Group Membership
Displays all user groups to which you belong. If you belong to the user group “zeusafm Administrator”,
only this group is listed as it always includes all user rights of all other groups as well.
. Ruleset
Only appears when a particular application has been selected in the navigation area. Displays the ver-
sion number of the ruleset that's currently being edited, and shows whether this ruleset is active as a
protection or detection ruleset. Also shows which capability has been assigned to the corresponding
application (see Assigning Capabilities).
. Changes
Only appears when a particular application has been selected in the navigation area:
- Number of changes shows the number of changes made to the selected application since the
last commit operation.
- View Changes only appears when there are current changes, in other words when the value of
Number of Changes isn’t equal to zero. If you click the link or on the green arrow symbol, the
Change Log opens (see Reviewing and Discarding Ruleset Changes and Committing and Activating
Ruleset Changes).

. Application Control



Only appears when a particular application is selected in the navigation area. Lets you view and mod-
ify whether traffic is allowed or blocked for this application, and whether the ruleset for the applica-
tion is active. This is identical to the features provided when selecting the menu item Application
Control (see Application Control for details).

Application Status

Only appears when a particular application has been selected in the navigation area. Shows applica-
tion-specific states, messages and warnings. For example, after you've used the Suggest Rules Wizard,
a message appears here while learning mode is enabled for the application.

Cluster Status

If all cluster nodes are running, shows the total number of cluster nodes (for example, “All (2) cluster
members running.”)

If not all cluster members are running, the display shows in different colors the number of nodes that
are:

- on line (green): cluster members are enabled and active

- off line (orange): cluster members are disabled

- degraded (red): cluster members are enabled but not active

If you click one of the colored entries, this takes you directly to the Decider Cluster Nodes tab in Cluster
Management (see Managing Deciders).

Automatic Logout

If there hasn't been any activity within the administration interface for some time, a warning message
appears and notifies you how much time remains until you'll be automatically logged out by the sys-
tem.

ATTENTION: When you're logged out automatically, all changes that you haven't committed are lost. See
When Changes Are Saved and Become Active and Committing and Activating Ruleset Changes for details.



Available Features

Some of the described features might not be available for the capability that’s assigned to an appli-
cation

This documentation describes the full range of features that may be available. Depending on your indi-
vidual configuration, some features might not be available for a specific application. If you require a partic-
ular feature, you might need to assign a different capability to an application (see Assigning Capabilities).

Some of the described features might not be available for your user rights.

If you belong to the user group “zeusafm Administrator”, you can access all functions. If you belong to
another user group, your user rights may be restricted.
NOTE: This documentation describes the full scope of features that are available for users of the user
group “zeusafm Administrator”. Depending on your own user group, some features might not be
available to you, or you might only be able to view particular data but might not be able to change it.

For details on user rights, see Organizational Integration, User Management, and Group Management.



Detection Mode, Protection Mode

Modes

It's important to understand that an application can be guarded in two different modes:

When an application is in detection mode, only the detection ruleset is active. VWAF monitors all
requests as configured by the rules of the detection ruleset and writes all incidents to the log files.
However, VWAF does not block any traffic and does not interfere with your web application in any way.

Detection mode is typically used in the following scenarios:
- You want to use VWAF for monitoring purposes only.

- You've added a new ruleset or modified an existing ruleset, and now want to test this ruleset
without running the risk of blocking any desired traffic by mistake.

When an application is in protection mode, the rules of the ruleset are actually enforced. This means
that requests are actually denied in the case of an attempted attack. In this mode, too, all actions are
logged in the log files for future analysis and documentation.

Protection mode is typically used only after you've tested a ruleset for some time in detection mode,
and now want to protect a web application with the help of this ruleset.

ATTENTION: In detection mode, VWAF doesn't establish a secure session when the Session Handler is
enabled. Therefore, in detection mode all handlers that are based on a secure session are ineffective.
Also there’s no response filtering possible in detection mode. (See descriptions of individual handlers
for details where applicable.) The same limitation applies to all Wizards that enable the Session
Handler. (You can work through these Wizards anyhow. The ruleset will be fully effective as soon as
you enter protection mode.) Only the following Wizards produce fully working results for detection
mode: Baseline Protection Wizard, Vulnerability description Import Wizard.

One ruleset or two rulesets?

When an application is in detection mode, there’s only one working ruleset: the detection ruleset.
When an application is in protection mode, however, there can be up to two working rulesets in
parallel:

-  the protection ruleset

- a second ruleset, which works in the background as an additional detection ruleset

This enables you to “test drive” a new ruleset before making it the new protection ruleset. While your
current protection ruleset is still working, you can run the new ruleset as a detection ruleset at the
same time. It writes all actions to the log files but doesn’t block any traffic. You can then analyze the
log files to see whether the new rules behave as intended, or whether they would have also blocked
any desired traffic. When the new ruleset is technically mature, you can make it the protection ruleset
without any risk.

Default Behavior

When adding a new application, initially this application is in detection mode by default. You can then
configure and test your ruleset without interfering with your running web application. When you're done
and want to enable protection, you must explicitly switch on protection mode for the application (see
Editing Applications).



Baseline Protection

VWAF allows you to both customize your security configuration in great detail and to provide instant protec-
tion with very little effort. Instant protection with almost no configuration work is achieved with the help of
the baseline protection feature.
NOTE: You can also combine both approaches for the protection of a web application and add custom
rules in addition to the predefined baselines, or you can use baseline protection for one web applica-
tion (or for parts of this application) while using custom protection for another.

How it works

Essentially, baseline protection is a sophisticated regular-expression-based blacklist of known vulnerabili-
ties and attacks. If VWAF detects a suspicious pattern within a request, it denies this request before it even
reaches your web application.

On our update server we provide new baseline definitions at regular time intervals and when new types of
attacks emerge. VWAF downloads these baseline rule files automatically and informs you on the Home
page that new rules are ready for activation. You can also configure alerts that notify you by email or via
other channels.
NOTE: The rules supplied by the baselines are not applied automatically. vVWAF never takes away
control of your web application. You must therefore always activate the new baselines manually.

Activating a new baseline is simple. All you need to do is to run a Wizard, which automatically adds the new
rules to your ruleset. After this, you can immediately commit and activate the updated configuration. For
details on the process, see Configuring and Updating Baseline Protection.

For further information regarding how to set up your security configuration, see Guide: Recommended Work
Sequence.
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Application Mapping, Paths, Preconditions

VWAF uses several “layers” to determine which ruleset and which rules to apply when analyzing a particular
request. This gives you much flexibility and maximum control.

To keep your security configuration simple and easy to maintain, it's important that you fully understand
these layers and how VWAF processes a request.

Customer keys

The enforcers of VWAF run as plug-ins in your web servers. You can configure each enforcer so that it sends
a special key along with each request to the decider. The decider, which processes your rulesets, can then
use this key to handle requests that came in via different web servers differently.
NOTE: When using VWAFintegrated in Virtual Traffic Manager, you typically don’t have any other
customer keys than the empty “[Default Customer Key]” because typically there is only one cluster and
all enforcers (the Traffic Managers) are identical.

If you need to set up your own customer key, you can do so within TrafficScript by setting the “enforcer.loca-
tion” variable using the following command connection.data.set("enforcer.location”,
“my-special-customer-key").

For details on setting up a customer key for mapping requests to a particular application and ruleset, see
Editing Application Mapping.

Applications

In VWAF, so-called “applications” are a collection of rulesets for a particular purpose. An application typically
consists of a detection ruleset, a protection ruleset, and a loaded ruleset. Also the application includes the
full history of these rulesets. In addition, there are some application-specific settings that are not stored in
the rulesets but for the application as a whole.

Applications in VWAF are not necessarily identical with the web applications that you want to protect.
Several of your web applications may be handled by the same application in vWAF. But there may also be
several applications in VWAF that handle distinct parts of a single web application.

In the navigation area of VWAF, the set up applications appear in alphabetic order.

NAVIGATION Home > Application Control

Application Mapping

- (I

lications in Protection Mode
= test App

S oo rcsmus s e T

slogs

APPLICATION CONTROL @

Tt ® Protection
test_application  hyperguard Ruleset protection/active 1 Path XD

eStatistics allowed @ Detection

sSettings
Applications in Detection Mode

ooy s s Jcsnn [ |

test hyperguard Tlraﬁ‘cd Ruleset detection/shadow ® Detection 1 Path XD
allowe:

test_application

Add Application

[ ] [nyperguard ¥ CREATE CREATE APPLICATION WITH APPLICATION CREATION WIZARD

© 2018 Pulse Secure, LLC. 36



For more information on applications, see Editing Applications.

Hosts

Hosts in VWAF are your network or Internet hosts, such as www.demo.com, demo.com, demo.com:80,
localhost, 127.0.0.1, and so on. NoOTE: Hosts such as www.demo.com, demo.com, or demo.com:80 are different
hosts in vWAF and all need to be entered separately.

For details on specifying your hosts in VWAF, see Editing Application Mapping.

Prefixes

Prefixes are typically defined when you have different web applications on the same host, such as
www.demo.com/shop and www.demo.com/blog. You can then set up different prefixes in VWAF, such as
/shop and /blog.

In Application Mapping, you can map these prefixes to different applications. The result is that VWAF applies
other rulesets to what's below /shop than to what's below /blog.

If you don't need distinctions like this, you can simply ignore the prefix settings. By default, VWAF then uses
an “[Empty Prefix]”, which matches everything. In the example, VWAF would then simply apply the same
rulesets to everything below www.demo.com.

For information on setting up prefixes, see Editing Application Mapping.

Application Mapping

Application mapping maps your applications, and thus your rulesets and settings, to customer keys, hosts,
and prefixes. When the decider receives a request via the enforcer, the application mapping determines
which application matches this request's customer key, host, and prefix. The decider then uses this appli-
cation’s active protection ruleset and/or detection ruleset for processing the request.

In the administration interface, application mapping settings look like this:
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NAVIGATION Home > Application Mapping

@

APPLICATION MAPPING (MODIFIED)
= Application Control

Find matching application mapping. (Example: Hostname,

5 h:
ek sare Prefix or complete URL.)
test_application ¥ [ Default Customer Key ] (modified)
e e [ S S P
1 V' test P 1 hosts P 1 prefices X @
2 AV [Deleted Application ] P 0 hosts P 1 prefixes X3
¥ 3 hosts
company.com x ¥ Lprefixes
3A test_application (modified) testapp.com X ftestprefix X X

WWW.COmMpany.com X ADD PREFIXES
ADD HOSTNAMES

P Test Customer (modified)

ADD
CUSTOMER
KEY

DELETE
CUSTOMER Select a customer key... v
KEY

REVIEW

CHANGES

If, for example, a request to http://www.shop.biz/myprefix02/somepath/comes in, application webshop
matches. VWAF then uses the rulesets of application webshop for processing the request.

For details on setting up application mapping, see Editing Application Mapping.

Paths and preconditions

Application mapping determines which application and thus which rulesets VWAF uses for processing a
particular request. Paths provide one more level of distinction.

Unlike application mapping, paths have nothing to do with the process of deciding which ruleset to apply,
but provide a distinction within a ruleset.

When analyzing a request, it depends on your definitions of prefixes, which part of the URL is tested against
the configured application paths. The considered path is the remainder after a matching prefix. For
example, imagine a request to http://www.mysite.com/what/ever:

. If your application mapping defines a prefix /what, then /ever is compared to your path definitions
. If your application mapping doesn't define any prefix /what, then /what/ever is compared to your path
definitions

Other than a prefix, a path is specified by a regular expression. This means that one path can match
multiple directories, directory trees, and pages.

The default path specification is .*, which means “everything”. For details on the syntax of supported
regular expressions, see Regular Expressions.
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In the user interface, paths are defined as part of the ruleset of an application.

NAVIGATION Home > Application Control > Test Application > Ruleset Conflg > Path
Application Mapping T
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
=1 T application ° Global Handlers Handler Templates Path Script Library
Path i i th. : t
*Pa Cearch: Find matching path. (Example: path or complete
sLogs URL)
*Settings
E 0w [ MAPPING ] /list/*, never £ P X
test
1Y A [ MAPPING ] /download/*, ClientlPSelector never 2P X
test_app
2v A [MAPPING ] .* never £ P X
Add Path:
At the beginning (e At the end After | list™. v m

NOTE: When you hover the mouse over an entry in the Path column, a small popup window appears.
Here you can see the full URL consisting of prefix plus path.

You can add handlers to the path. Other than handlers added directly to the application, handlers added
to a path are only executed if this particular path is part of a request. This enables you to refine your rule-
sets for specific parts, pages, or file types of your web application.

Paths are processed from top to bottom. You can change the order within the administration user inter-
face.

Another feature of paths is the ability to make the execution of handlers depend on certain preconditions.
For each path you can define one or more of such preconditions. Only when all preconditions defined for
a path are met at the same time, VWAF implements the handlers defined for the path.

NAVIGATION Home > Application Contral > Test Application > Ruleset Config > Path > Path 1 - /download/*. > Preconditions

Application Mapping T
Ruleset Config Wizards Monitoring Configuration External Services

= Application Control

Sl Test Application ° Global Handlers Handler Templates Path Script Library

*Path Preconditions Handlers Path Settings

sLogs

sSettings

HostNameSelector Selection based on hostname 2018-02-01 08:34:13 2 X Q
test
test_app ClientlPSelector Selection based on client IP {if in whitelist and not in blacklist) 2018-02-01 07:59:58 ,? X @
Add Selector
SSLSelector v m

Paths and preconditions enable you to set up very advanced configurations.

For example, if you're using preconditions, you can create a duplicate of a paths and only define precondi-
tions for one of the two instances of the path. This means that you can handle the path in a different way,
depending on whether or not the preconditions are met.

If you actually don't want to differentiate between different paths but want to use preconditions for some
of your universal handlers, you can use the default “catch-all” path.* and add these handlers and precon-
ditions there.
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For details, see Editing Paths and Editing Preconditions.

How it all works together

The following example illustrates the scenarios that are possible when combining the configuration layers

of customer keys, applications, hosts, prefixes, and paths.
NOTE: In reality, configurations may be much more complex—or much simpler. Using customer keys,
prefixes, and paths is optional. If you don't specify customer keys, VWAF handles all requests as if they
were using the same empty customer key, shown as “[Default Customer Key]” in the user interface. If
you don't specify prefixes, VWAF uses an empty prefix, which matches any URL. If you don't specify
paths, this doesn't affect which application is used, but you simply can’t add any path-specific precon-
ditions.

Imagine you're a provider who operates web shops, online communities and corporate web sites. Here’s
the setup for two of your clients:

Customer Key Application Prefixes

luckycorp shop-lucky [Empty Prefix] *
shop.provider.co
m

community [Empty Prefix] *
forum.provider.co
m
members.provider
.com

catch-all * [Empty Prefix] x

happycorp shop-happy [Empty Prefix] *
shop.provider.co
m

community [Empty Prefix] *
forum.provider.co
m
members.provider
.com

special01 /public *
www.behappy.co
m
www.letssmile.co
m

special02 /internal /secret/.*
www.behappy.co /topsecret/.* . *
m
www.letssmile.co
m

catch-all * [Empty Prefix] g
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VWAF processes all application mappings and paths from top to bottom. (You can change the order via the
administration user interface.)

Based on this configuration, VWAF would act as follows:

A request to shop.provider.com sending the customer key luckycorp would be processed by the rule-
sets for the application shop-lucky.

A request to shop.provider.com sending the customer key happycorp would be processed by the rule-
sets for the application shop-happy.

Requests to forum.provider.com and to members.provider.com would always be processed by the
rulesets for the application community. (Note that this application is mapped to both customer keys.)

Requests to www.behappy.com/public/something would be processed by the rulesets for the appli-
cation special01. For example, this could be a request to www.behappy.com/public/ index.html or a
request to www.behappy.com/public/somedir/someotherdir/onemoredir/ somepage.php.

The same applies if letssmile.com is used instead of behappy.com:

Requests to www.letssmile.com/public/something would be processed by the rulesets for the appli-
cation special01. For example, this could be a request to www.letssmile.com/public/ index.html or a
request to www.letssmile.com/public/somedir/someotherdir/onemoredir/ somepage.php.

Requests to www.behappy.com/internal/something would be processed by the rulesets for the appli-
cation special02. For example, this could be a request to www.behappy.com/ internal/index.html or a
request to www.behappy.com/internal/somedir/someotherdir/onemoredir/somepage.php, but also
to www.behappy.com/internal/secret/index.html or to www.behappy.com/internal/topse-
cret/index.html.

Note that the settings for paths don't affect which application and thus which rulesets are used. Actu-
ally the path definitions as given in the table are part of the rulesets of the application special02. You
can use the paths to add additional preconditions and additional handlers that are applied only if one
of the matching URLs is used. For example, this way you could add some extra rules that are used on
a request to www.behappy.com/internal/secret/subdir/ or some other extra rules used on a request
to www.behappy.com/internal/topsecret/subdir/. Anything else is covered by the path .*, which is the
regular expression for “everything”. As this path stands below the other two paths in the list, it's only
applied if none of the other two paths matches.

All other requests, no matter to which host and URL, would be processed by the rulesets for the appli-
cation catch-all. For example, requests to www.behappy.com/index.html or to www.letss-
mile.com/whatever/ would be processed this way.

Also a request to shop.provider.com:80 would be mapped to the catch-all application. (Note that
shop.provider.com and shop.provider.com:80 are not the same host and that shop.provider.com:80
isn't mapped to any other application.)

NOTE: The application catch-all stands below the other applications so that it's only used when no
other mapping matches. If it stood on top, it would always match and the other mappings would actu-
ally never be used.

Mappings of deleted applications

When deleting an application in application control, there might still be mappings defined for this applica-
tion. In this case, when deleting the application you're asked whether you want to keep the mapping. If you
keep the mapping of a deleted application, the mapping is listed with the application name “[Deleted Appli-
cation]” in Application Mapping. Mappings like this are still used in request processing! As there’s no corre-
sponding application and thus no corresponding ruleset, requests that match this mapping always result

in a no configuration found entry in the log files and are denied.
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NOTE: You can still export the settings of a mapping with a deleted application and later import them
for another mapping.
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Types of Handlers and Attribute Inheritance

Global handlers, handler templates, individual handlers

Handlers are the program routines of the decider. They check the requests against the rules stored in
VWAF. There are three groups of handlers:

. Global Handlers always apply to an entire application and to all paths defined for that application. You
can not modify the attributes of a global handler for individual paths. If preconditions exist for a
certain path, these preconditions do not affect global handlers.

. Handler Templates are also defined on application level. Their attributes are inherited by all paths, but
other than with global handlers you can overwrite the attributes individually for a specific path. Also,
you can delete a handler that was inherited by a handler template for a specific path.

. On path level, you can either modify the attributes of inherited handler templates, or you can add indi-
vidual Handlers that apply to that path only and aren’t passed on any further.

NOTE: The variety of handlers from which you can choose depends on whether you're adding a global
handler or a handler template or individual handler. Global handlers can’t be used as a handler
template and vice versa.

Optimum configuration process

To benefit from the inheritance mechanism, you should always first carry out global security settings with
global handlers and handler templates on the application level. After this, you can modify special features
of handler templates for individual paths if necessary.

As a result of the inheritance mechanism, the maintenance process also remains efficient: If you want to

change a setting later on, you can do this centrally on the application level. You don't need to repeat it for
each path. Changes to a handler template are inherited automatically by all paths, but not by any paths for
which you've changed the setting individually. All individual changes for a path are therefore always kept.

How many attributes have been inherited?

You can see at a glance how many attributes have been inherited and how many attributes are overwritten
individually (Inherited Attrs column).

NAVIGATION Home > Application Control > Test Application > Ruleset Config > Handler Templates

Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services

= Application Control

Handler Templates
=1 T lication ° Global Handlers Path Script Library

slogs

eStatistics ValidRequestHandler Check the request for valid encoding (should generally be enabled) 2018-02-01 06:54:51 4of5
eSettings
& ValidHTTPMethodHandler  Allow or deny common HTTP methods and apply certain restrictions  never 10 0f 19 ,? X
test
ContentTypeHandler Enable Content Type check of HTTP Post requests never 12of12 2 X

test_app
Add Handler

ICAPClientHandler v m
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Which attributes have been overwritten?

When configuring a handler, vVWAF shows you for each individual attribute whether its value has been inher-
ited or overwritten individually (Inheritance and Owner columns).

NAVIGATION
Application Mapping
= Application Control

=N Test_Application ]

*Path
*Logs
sStatistics
eSettings

test

test_app

Ruleset Config

Wizards

Maonitoring

Home > Application Control > Test Application > Ruleset Config > Handler Templates > ValidHTTPMethodHandler

Configuration External Services

Global Handlers

Handler Templates

Path Script Library

VALIDHTTPMETHODHANDLER (TEST_APPLICATION - HANDLER TEMPLATE - [ EMPTY PATH )

©)]

S S [ gy [y

allow_GET
allow_HEAD
allow_POST
allow_PUT
allow_OPTIONS
allow_TRACE
allow_DELETE
allow_CONNECT
allow_COPY
allow_MOVE

allow_PATCH

allow_WebDAV

allow_OWA

allow_SVN

allow_POST_WITHOUT_CL
allow_POST_WITH_CHUNK_ENCODED

max_content_length

usertext

enable_logging

CANCEL

«| accept GET Requests

| accept HEAD Requests

| accept POST Requests

accept PUT Regquests

accept OPTIONS Requests

accept TRACE Requests

accept DELETE Requests

accept CONNECT Requests

accept COPY Requests

accept MOVE Requests

accept PATCH Requests

accept all methods used by WebDAV (MOVE, PROPFIND, PROPPATCH,
DELETE, MKCOL, PUT, COPY, LOCK, UNLOCK, REPORT, MKCALENDAR)

accept Microsoft Outlook Web Access (MOVE, PROPFIND, PROPPATCH,
DELETE, MKCOL, SEARCH, POLL, SUBSCRIBE, BMOVE, BCOPY, BDELETE,
EPROPPATCH)

accept SVN http access (CHECKOUT, COPY, DELETE, GET, MERGE,
MKACTIVITY, MKCOL, OPTIONS, POST, PROPFIND, PROPPATCH, PUT,
REPORT)

accept POST requests without a content-length (WARNING: not
recommended)

accept POST requests with chunked header present

limit this to something reasonable (0 for unlimited)

0

use this field to add a custom text to the handler generated log entries

«| enable or disable logging for this handler (use with caution!)

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

never

never

never

never

never

never

never

never

never

never

never

never

never

never

never

never

never

never

never
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How handlers are executed

If you're planning to configure individual handlers in detail, it's important to understand how vVWAF
executes handlers:

When you add a new handler to your configuration, this handler is inserted into the list of active handlers.
The order is preset and can't be changed. At runtime, VWAF executes all active handlers one after the other,
according to their order on the list.

Basically, each handler is an autonomous process:

. If the handler doesn’t detect any potential attack, the process continues until all configured handlers
have been executed. Finally, VWAF accepts the request and passes it on to your web application.
. If the handler, however, detects a potential attack, vVWAF denies the request immediately so that it

doesn't get through to your web application. The process stops instantly, which means that all
handlers that are queued after the triggering handler are ignored for this request.

Usually, handlers are unaware of each other. In some combinations, however, some specific handlers can
process input passed by handlers that have been run prior to them. For example, there’s one handler that
allows you to define a whitelist for the arguments of input form fields. If some of the arguments of a request
match this whitelist, subsequent handlers are able to ignore the whitelisted fields and can focus on the
other ones. This boosts performance and prevents conflicts.

NoTE: If any handler impacts the behavior of another handler, you find a relating note in the reference
description of both handlers (see Handlers).



Organizational Integration

If your organization provides several web applications, you can apply the multi-user feature of vVWAF to
distribute the management of the individual web applications to different persons.

The advantage of this approach is that each of those persons is very familiar with the special features and
structures of “their” web application, so they're able to protect it in the most effective way. VWAF integrates
seamlessly into existing company structures and doesn't allow any conflicts of expertise to occur.

Optionally, you can define user groups with limited permissions, such as for monitoring only or for partic-
ular tasks.

Typical scenario

In more complex environments with multiple hosts and applications, usually the scenario is as follows:

The administration of VWAF itself is carried out centrally, e.g. by a designated staff member specialized in
network security. In particular, this concerns the integration into the IT infrastructure, as well as the
management of the web applications being protected and of the persons who are granted access.

The individual web applications are protected decentrally by different designated staff members. These
persons only have access to the security configuration of “their” web application.

In addition, sometimes there are also persons who only need to perform very particular tasks and who
therefore only need limited access rights.

User groups

In VWAF you can assign users to different user groups:
. zeusafm Administrator

Has all rights. Can edit the security configuration for all applications without having to be assigned
those rights specifically. Sets up new applications and can create new administrators and user groups.

. Application Administrator
Edits only the security configurations of the applications that were assigned to him/her by the ze-
usafm Administrator user. Can only view the global vVWAF configuration but can't edit it. For example,
can't add new applications and users. In the navigation area, only sees “his"/“her” applications, which
might be only a subset of all the applications protected by VWAF.

. PCl Auditor
This is a special user group designed for persons who conduct Payment Card Industry (PCl) audits. Us-
ers of this group can view the entire configuration except for application- specific log files and appli-
cation-specific statistics, but they can't change any configuration settings.

. User defined user groups
Permissions can be fully customized.

Multiple assignments

A user can be a member of any number of user groups. Each user group grants its specific read/write
permissions to the user.
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Likewise, an application can have as many Application Administrators as required. To guarantee contin-
uous support in the event of holidays and illnesses, typically at least two persons should be assigned for
the management of each application.

Example scenario

A company could map its hosts to the following applications and entrust the administration to several

persons:

. For each application, there are two Application Administrators. The persons “smiller” and “ajohnson”
as well as “jsmith” and “rpeters” are each assigned two applications. The persons “awinter” and
“tswenson” are responsible only for the “webshop” application.

. In addition to the Application Administrators, there are also the two staff members “jmccloud” and
“rmncdonald”. As a member of the “ zeusafm Administrator” user group they can make system-wide
settings and can administrate all applications.

. As a member of the management department, “ppowers” only wants to monitor email reports for the
webshop. For this purpose, a user-defined user group “webshopmonitoring” has been created, and
“ppowers” is assigned to just this one group.

Read/Write
Application Application Admin permission Read permission only
portal smiller ajohnson smiller ajohnson
jmccloud rmcdonald
blog smiller ajohnson smiller ajohnson
jmccloud rmcdonald
webshop awinter tswenson awinter tswenson ppowers
jmccloud rmcdonald
extranet jsmith rpeters jsmith rpeters jmccloud
rmcdonald
intranet jsmith rpeters jsmith rpeters jmccloud
rmcdonald

For more information regarding management of users, see User Management and Group Management.

What happens in the case of simultaneous editing?

When logging in, VWAF always loads the active configuration. If two administrators log in at the same time,
each edits a copy of the version at the time they logged in. Each administrator can commit and activate
his/her new version. At the end, the version of the administrator who last activated it remains active.
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How Blacklists, Whitelists, and Graylists Are Processed

When creating or modifying a ruleset, you'll find various attributes that allow you to specify a blacklist, a
whitelist, or a graylist. In order to achieve the desired behavior, you need to understand how vVWAFpro-
cesses these lists.

If there’s only a blacklist

If there’s only a blacklist but no whitelist and no graylist, a VWAF function only looks at the blacklist. If the
value that's to be checked matches a pattern on the blacklist, the function returns FALSE, else it returns
TRUE.

If there’s only a whitelist

If there's only a whitelist but no blacklist and no graylist, a VWAF function only looks at the whitelist. If the
value that's to be checked matches a pattern on the whitelist, the function returns TRUE, else it returns
FALSE.

If there’s a blacklist, a whitelist, and a graylist

. First, VWWAF looks at the blacklist. If the value that's to be checked matches a pattern on the blacklist,
the function returns FALSE and exits. In this case, VWAF doesn't take any further look at the graylist
and at the whiltelist.

. If there has been no match with the blacklist, YWAF next looks at the whitelist. If the value that's to be
checked matches a pattern on the whitelist, the function returns TRUE and exits. In this case VWAF
doesn’t take any further look at the graylist..

. If there has been no match with the blacklist and no match with the whitelist, YWAF next also looks at
the graylist. If the value that's to be checked matches a pattern on the graylist, the function returns
FALSE, else it returns TRUE.

NOTE: It then depends on the specific handler or selector, how it interprets the function’s result “TRUE”
or “FALSE.” See Handlers and Preconditions (Selectors).



When Changes Are Saved and Become Active

To be able to work efficiently with vVWAF, you should understand when certain changes are saved and when
they become active. This can occur at separate points in time.

Some changes are saved and become active immediately and automatically, whereas other changes need
to be saved (“committed”) and activated manually.

Changes that become active immediately

NOTE: You can only carry out these changes if you belong to the “zeusafm Administrator”user group or
to another group that has the appropriate user rights.

Changes that affect your system as a whole become active automatically and immediately. You don't have
to commit them, and you don't need to activate them manually. Therefore, these changes don't appear as
changes on the status display and in the change log.

Changes that become active immediately include the following in particular:

. adding, deleting, and renaming applications (see Application Control)

. assigning an administrator to an application (see Editing Applications, Viewing, adding and removing
administrators)

. adding, deleting, and editing users (see User Management)
. changes to the Global Configuration

. blocking / unblocking traffic (see Application Control)

. activating / deactivating rulesets (see Application Control)

. Configuring Alerts

Changes that need to be committed and activated

Changes to application mapping and changes to a ruleset don't become active immediately. This avoids the
risk of interrupting your running web application by incomplete settings.

Changes to application mapping or to a ruleset must be explicitly committed so that VWAF stores them in
its database permanently

ATTENTION: All changes that you don't commit are lost when you log out or close the browser! Note that
you may also be logged out automatically by the system. In this case, all uncommitted changes are
lost as well!

When there hasn't been any activity within the administration interface for some time, a warning
message appears on the status display, showing you how much time remains until automatic logout.
However, note that you don't see this warning if you've opened another tab in your browser or if
another window covers the VWAF administration user interface. Also note that automatic logout might
happen while you're away from your desk or busy with some other tasks. So make it a habit to commit
all changes as soon as they're finished.

Changes to application mapping are everything that you do on the Application Mapping page.
Changes to rulesets include in particular:
. adding, deleting, and renaming paths

. adding, deleting, and renaming preconditions
. adding, deleting, and renaming individual handlers



. the automatic adding and editing of handlers by one of the wizards

Changes to application mapping become effective automatically after committing them.

Changes to rulesets only become effective if you commit and activate them. (You can also commit them
without activation.) When you activate a ruleset, the ruleset that was previously active is automatically deac-
tivated. This means that the new ruleset replaces the old ruleset and doesn’t add up to it.

In the vVWAF database, you can save any number of versions of a ruleset. However, only one of these can
be active at a time as a protection ruleset an one as a detection ruleset.

For more information on the process of committing and activating, see Committing and Activating Ruleset
Changes and Reviewing and Discarding Ruleset Changes.

The loaded version of a ruleset and the active versions may differ

The versions active in the decider (the protection ruleset and/or the detection ruleset) don't necessarily
have to be identical with the version you're currently configuring (the loaded ruleset).

Version Control allows you to access older versions of a ruleset at any time, and to edit and activate those
versions again.

Application-specific versions of rulesets

A ruleset always relates to precisely one specific application. For the individual applications, there can be a
different number of version statuses for the rulesets in question. If you're managing multiple applications,
you may have to use different version numbers for this reason.

Example

You're managing both the applications “portal” and “webshop”. In the VWAF database, the following
versions are available:

. “portal” application:
Version1 of 1st January, Version2 of 10th February, Version3 of 14th March
. “webshop” application:

Version1 of 1st January, Version2 of 11th February, Version3 of 10th March, Version4 of 8th April

The following could be active, for example:
. for “portal” application:

Version2 of 10th February
. for “webshop” application:

Version4 of 8th April

Two other versions can be loaded for editing, however. For example:
. for “portal” application:

Version2 of 10th February (as this is also active, it would have the status “active and loaded”)
. for “webshop” application:

Version3 of 14th March

You can find an overview of the loaded versions that are active under the menu item Home in the Applica-
tions section.
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B Applications

Protection

W Test_Application capability:  hyperguard |l view stats @ protect # 1 - " loaded #1

Detection

B fest capability:  hyperguard  |ils view stats - ® detect#2 * loaded#2 " baselines are up to date
W test_app capabili:  Unlicensed  [ols view stats - ® detect#1 * loaded # 1
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Creating the Security Configuration

Basic configuration

Thanks to the wizards in vVWAF, you can easily create a basic security configuration that protects your web
application effectively. This quickly gives you a considerable degree of security without having to worry
about the details.

Customization

To optimize the protection for specific requirements, you can customize the security configuration in detail
in the next step.
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Guide: Recommended Work Sequence

CONTEXT:

Wizards, baseline protection, and the powerful inheritance mechanisms in VWAF can save you a lot of time
in setting up and maintaining your security configuration. However, this requires careful planning of the
individual work steps.

Basic principles

First use Wizards, then fine-tune manually
In general, it's advisable at the start to carry out a basic configuration first using the Wizards. You then
already have a basic configuration of handlers, and the most important attributes in the handlers are
already preconfigured. In the next step, you can then refine the default settings manually.
Make every change on the highest possible level
To use the integrated inheritance mechanisms optimally, you should always make changes to the con-
figuration on the level of the application. Bear in mind that when you overwrite an attribute on the

path level, the inheritance mechanism for that attribute remains permanently broken. The more
points are affected by individual variations, the more points you will need to maintain individually later
on.

Based on the basic principles given above, this results in the following work steps.

Work steps

Activity For description, see

1.

Create an application and set up application mapping for
this application.
NOTE: This step can only be carried out by an adminis-
trator from the zeusafm Administrator user group or
by an administrator who has the appropriate
read/write permissions.
ATTENTION: For security reasons, we recommend disabling the
option allow traffic for unknown hosts in Global Configuration
after you've assigned all of your hosts in Application Mapping.

Editing Applications
Editing Application Mapping
Global Configuration

2. Run wizards to create a basic configuration. Using Wizards to Configure
Use the Baseline Protection Wizard to achieve initial Applications
protection with minimum effort. Wizards
Configuring and Updating Baseline
Protection
Baseline Protection Wizard
3. Optional: Add paths. Editing Paths
Optional: Add preconditions. Editing Preconditions
4. Optional: Add and edit handlers. Editing Handlers
Handlers
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Activity For description, see
5. Commit and activate the ruleset. Committing and Activating Ruleset
Enable traffic if required. Changes

Application Control

6. After you've added and edited a new application, usually detection mode is enabled for this
application by default. (See Detection Mode, Protection Mode).

You can now test the ruleset before using it in protection mode. This eliminates the risk that the
access to your running web application is affected by a faulty, or by a too restrictive ruleset (false
positives).

By analyzing the Log Files, you can see which handler causes certain requests to be denied. Only
when your ruleset fully works as intended, should you enable protection mode (see Editing
Applications) and make the ruleset the protection ruleset (see Version Control).

7. The arguments of input form fields are a frequently used attack vector. To add particularly strong
protection for your most critical pages, such as login pages, manually add whitelisting for these
pages with the help of the Whitelist Handler.

8. In addition to the security configuration created in the steps above, you can optionally configure
alerts, which inform you in case of particular events but don't trigger any automatic action (see
Configuring Alerts).

For further information regarding the underlying principles and how vVWAF is structured and controlled, see
Basic Principals of Use.

CONTEXT:
Step-by-step refinement

Even experts are barely able to predict all conceivable attack scenarios to a web application. If you were to
attempt to exclude these risks step by step, it's almost certain that significant weak spots would remain.

It's therefore strongly advisable to take the opposite approach: Don't prohibit specific actions, but instead
permit specific actions. The basic principle for working with vVWAF should always be: Everything that's not
explicitly permitted, is forbidden. This results in the following procedure, which ensures a high degree of
security:

1. Create a list of everything that's explicitly permitted.

2. Configure VWAF using the wizards and handlers provided so that only the things specified on your list
in step 1 are possible. Carry out this work using paths so that specific actions are only permitted where
absolutely necessary.

3.  Testyour web application and expand the scope of the permitted actions as required so that all func-
tions of your web application work as intended. Always keep all the rules as tight as possible.

4.  Check the log files in VWAF at regular intervals to ensure that no requests were denied where this
wasn't necessary (see Log Files). Expand your list from step 1 as required.

NoTE: VWAF provides a powerful function that tells you why a certain handler became active and how
you can modify your configuration to avoid this in the future. See Log Files for details.

AFTER COMPLETING THIS TASK:

Repeat steps 2 to 4 until your web application functions correctly works for all legitimate users in all
possible scenarios. Then switch from detection mode to protection mode (see Version Control and Editing
Applications).
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Editing Applications

PREREQUISITE:
NOTE: You can only edit applications if you belong to the zeusafm Administrator user group, or if you've
been given the appropriate read/write permissions for the application by your individual user group
assignment

CONTEXT:

Applications and their mappings represent the top level element in the structural hierarchy of VWAF. Appli-

cations contain one or more rulesets (see also Application Mapping, Paths, Preconditions).

For further information regarding the underlying principles and how VWAF is structured and controlled, see
Basic Principals of Use.

Creating an application with the help of the Application
Creation Wizard

The simplest way to set up a new application is by using the Application Creation Wizard. The wizard does
not only create the new application, but it also sets up the application mapping for the application.

1. Inthe navigation area, select the entry Application Control. An overview of all existing applications
appears
FOR EXAMPLE:

l"\’ NAVIGATION Home > Application Control
Application Mapping

- (T

test

APPLICATION CONTROL ®@

Applications in Protection Mode

e e e g P

Traffic @ Protection
- Ruleset protection/active OPaths X
sliowe ® Detection

hyperguard v CREATE CREATE APPLICATION WITH APPLICATION CREATION WIZARD

2. Under Add Application, click the buttonCreate Application with Application Creation Wizard.

STEP RESULT: The first page of the Application Creation Wizard appears, asking you for the name of the
application.

3. Proceed through the wizard step by step. Most of the steps are self-explanatory. In case you need
more detailed information, you can find it in the Application Creation Wizard.

RESULT: Finally, the Application Creation Wizard brings up the Logfiles tab for the application that you've just
created. On this tab, you can monitor how vVWAF and your web application handle requests now that your
basic configuration has been set up. For details on viewing log files, see Monitoring Attacks, Statistics, Log
Files, Reports and Log Files.

test hyperguard

Add Application

© 2018 Pulse Secure, LLC. 55



Virtual Web Application Firewall Administrator User Guide

Creating an application manually

CONTEXT:

To create an application without the help of the wizard:

1. Inthe navigation area, select the entry Application Control.
STeP RESULT: An overview of all existing applications appears.
2. Under Add Application, enter the name of the new application. You're free to use any descriptive text

here. The name of an application is only for you to be able to handle the application in the adminis-
tration interface. The name is not used for request processing.

3. Ifthere’s only one capability available for your installation, the name of this capability appears next to
the entry field. (For details on capabilities and licenses, see Assigning Capabilities). If there are several
capabilities available to choose from, a dropdown list appears. Select the capability that you want to
assign to the application.

FOR EXAMPLE:

NAVIGATION

Application Mapping

=N Application Control

= application_2
*Path
sLogs
sStatistics
=Settings

= test
*Path
slogs
sStatistics
eSettings

Home > Application Control
APPLICATION CONTROL @

Applications in Protection Mode

opn oo roncsous oo s [

Traffic ® Protection
Ruleset protection/active 0Paths 2 X

test h d @ ]
LS allowed ® Detection

Applications in Detection Mode

[ N S ey T P

Traffic
allowed

hyperguard v m CREATE APPLICATION WITH APPLICATION CREATION WIZARD

application_2  hyperguard Ruleset detection/shadow ® Detection 1 Path X3

Add Application
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4.  Click the Create button.
The new application now appears in the navigation area.

FOR EXAMPLE :

NAVIGATION Home > Application Contrel > application 2 > Configuration > Application Settings
Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
Application Settings Error Page Setu Alerting Configuration Version Control

=N application_2 ® c P & £

*Path

NAME

sLogs

*Statistics application_2 APPLY

sSettings
test MODE

Protection () Detection

REDUCED LOGGING HOSTNAMES
* You have no mapping for this application. Click here to create application mappings.

CONFIGURE HOSTNAMES FOR THIS APPLICATION

FULL REQUEST LOGGING

#| Log the full request header and body (if this is enabled in the global options too)

APPLICATION LOG RETENTION

Retention days 0

Application logs will be kept for n days (0 to keep indefinitely).
Retention is applied on completed days.

APPLY RETENTION TIME

ADMINS

Add Admin:
Choose Admin ¥ m
CHARSET
utrks v SET DEFAULT CHARSET
CAPABILITY
hyperguard

REDUCED ARGUMENT LOGGING

Do not log url arguments (not recommended unless you have special data security policies)

e g

STEP RESULT: In the navigation area, a yellow dot appears next to the name of the new application. This
dot indicates that the application has not yet any mapping, which in turn means that its rulesets are
not used for checking any requests. So the next configuration step needed is setting up application

mapping (see Editing Application Mapping).
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Renaming an application

CONTEXT:

The name of an application is only for you to be able to handle the application in the administration inter-
face. It's not used for request processing. You can change the name of an application at any time:

1. Inthe navigation area, select the application whose name you want to change.
2.  Activate the Configuration | Application Settings tab.

3. Under Name, change the name.

FOR EXAMPLE:

NAVIGATION
Application Mapping
= Application Control
test

- CED

*Path
sLogs
sStatistics
sSettings

© 2018 Pulse Secure, LLC.

Home > Application Control > test application > Configuration > Application Settings

Ruleset Config Wizards Monitoring Configuration External Services

Application Settings Error Page Setup Alerting Configuration Version Control

NAME
test_application APPLY k
MODE

Protection (#) Detection

REDUCED LOGGING HOSTNAMES
* You have no mapping for this application. Click here to create application mappings.
CONFIGURE HOSTNAMES FOR THIS APPLICATION

FULL REQUEST LOGGING

+ Log the full request header and body (if this is enabled in the global options too)

APPLICATION LOG RETENTION

Retention days 0

Application logs will be kept for n days (0 to keep indefinitely).
Retention is applied on completed days.

APPLY RETENTION TIME

ADMINS

e S I S

Add Admin:

Choose Admin ¥ m

CHARSET

UTF-8 v SET DEFAULT CHARSET

CAPABILITY

hyperguard
REDUCED ARGUMENT LOGGING

Do not leg url arguments (not recommended unless you have special data security policies)
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4,  Click the Apply button.
STEP RESULT: The new name now appears in the navigation area.

Deleting an application

CONTEXT:
ATTENTION: When deleting an application, the rulesets for this application are also deleted.

1. Inthe navigation area, select the entry Application Control.
The list of all applications appears.

FOR EXAMPLE:
NAVIGATION Home > Application Control

Application Mapping
APPLICATION CONTROL @
= Application Control

Applications in Protection Mode
test

e ]
. e =

ePath Traffic ® Protection
at test hyperguard — Ruleset protection/active OPaths X
sLogs sllawe @ Detection

*Statistics Applications in Detection Mode

sSettings
ooy s s Jros e

Traffic

test_application  hyperguard — Ruleset detection/shadow ® Detection 1 Path X0
allowe:
Add Application

hyperguard v CREATE CREATE APPLICATION WITH APPLICATION CREATION WIZARD

2. Click the corresponding Delete icon in the Action column
STEP RESULT: The application disappears from the list.
NOTE: If you delete an application that's still assigned in an Application Mapping, a message appears,
asking you whether you want to delete the application anyhow, and whether you want to delete the
corresponding mappings as well. If you keep the mappings, they are listed with the entry “[Deleted
Application]”in Application Mapping. Mappings like this are still used in request processing! As there's
no corresponding application and thus no corresponding rulesets, this means that requests that
match this mapping always result in a “no configuration found” entry in the log files and are denied.
NOTE: You can still export the settings of a mapping with a deleted application and later import these
settings into another mapping.

Setting protection mode/detection mode

CONTEXT:

The mode determines whether there's only a detection ruleset that just logs, or also a protection ruleset
that actually denies unwanted requests (see Detection Mode, Protection Mode). To determine which mode an
application is in:

1. Inthe navigation area, select the application for which you want to set the mode.
2. Activate the Configuration | Application Settings tab.
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3. Under Mode, select whether you want to enable protection mode or detection mode. Mind that some
handlers don’t work in detection mode (for details, see Detection Mode, Protection Mode and Handlers).

FOR EXAMPLE:

NAVIGATION Home > Application Contral > test application > Configuration > Application Settings

Application Mapping Configuration

Ruleset Config Wizards Menitoring External Services

= Application Control

test Application Settings Error Page Setup Alerting Configuration Version Control

=} test application ® NAME

*Path

test_application
sLogs _app APPLY

*Statistics
sSettings MODE

Protection (@) Detection

3

REDUCED LOGGING HOSTNAMES
* You have no mapping for this application. Click here to create application mappings.

CONFIGURE HOSTNAMES FOR THIS APPLICATION

FULL REQUEST LOGGING
+ Log the full request header and body (if this is enabled in the global options too)

APPLICATION LOG RETENTION

Retention days 0

Applicaticn logs will be kept for n days (0 to keep indefinitely).
Retention is applied on completed days.

APPLY RETENTION TIME

ADMINS

e S S

Add Admin:

Choose Admin ¥ m

CHARSET

UTF-8 v SET DEFAULT CHARSET

CAPABILITY

hyperguard
REDUCED ARGUMENT LOGGING

[_] Do notlog url arguments (not recommended unless you have special data security policies)

RESULT:

When switching the mode, the following happens to your rulesets:

. When switching from detection to protection for the first time, your current detection ruleset
becomes the protection ruleset. The detection ruleset gets disabled.

. When switching from detection to protection repeatedly, your current detection ruleset remains in
place, and the ruleset that was the protection ruleset before is restored as the protection ruleset.
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. When switching from protection to detection and there’s no detection ruleset in place, the protection
ruleset becomes the detection ruleset.

. When switching from protection to detection and in the meantime there has been another ruleset
enabled as the detection ruleset, this detection ruleset isn't changed by switching to detection mode.
In this case, the protection ruleset simply is disabled (it remains available in Version Control).

AFTER COMPLETING THIS TASK:
To check and set which rulesets are selected for detection and protection, use Version Control.

Activating reduced logging for particular hosts

CONTEXT:

Usually, vWAF logs all requests. You can, however, activate Reduced Logging. If reduced logging is active for
a host, VWAF doesn't create a log file entry for each request on this host, but only if one of the configured
handlers has been active. This can be useful for pages with high traffic.
NOTE: However, even when reduced logging has been activated for a host, VWAF continues to include
all requests for the application statistics functions (see Application Statistics).

NOTE: You can also switch off logging for individual handlers (see attribute “enable-logging” of indi-
vidual handlers).

You can also switch off logging for individual handlers (see attribute “enable-logging” of individual
handlers).

1. Inthe navigation area, select the application to which the hosts for which you want to turn on or off
reduced logging have been mapped in Application-Mapping

2. Activate the Configuration | Application Settings tab.
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3. Gotothe Reduced Logging Hostnames section.

FOR EXAMPLE:
Home = Application Control > test application > Configuration > Application Settings

NAVIGATION

Application Mapping

= Application Control

test

=N test_application

=Path
=Logs
=Statistics

=Settings

Ruleset Config Wizards Monitaring Configuration External Services

Application Settings Error Page Setup Alerting Configuration Version Control

NAME

test_application | APPLY
MODE

@® Protection () Detection

REDUCED LOGGING HOSTNAMES

e e "

J COMmpany.com Reduced logging
O testapp.com Reduced logging
[} WWW.COMpPany.com Reduced logging

Edit selected hosmames:

ENABLE REDUCED LOGGING A DISABLE REDUCED LOGGING
CONFIGURE HOSTNAMES FOR THIS APPLICATION

FULL REQUEST LOGGING

«| Log the full request header and body (if this is enabled in the global options too)

APPLICATION LOG RETENTION

Retention days | 0|

Application logs will be kept for n days (0 to keep indefinitely).
Retention is applied on completed days.

APPLY RETENTION TIME

ADMINS

S S S

Add Admin:

Choose Admin ¥ m

CHARSET
UTF-8 v SET DEFAULT CHARSET
CAPABILITY
hyperguard |

REDUCED ARGUMENT LOGGING

[ Do notlog url arguments (not recommended unless you have special data security policies)
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4.  Activate the check boxes in front of the hosts for which you want to change the setting for the reduced
logging option.

5. Click the Enable reduced logging or the Disable reduced logging button. The new settings are now
shown in the Status table column. Reduced logging becomes active immediately. However, any
existing log file entries aren’t deleted.

Enabling full request logging

CONTEXT:

Full request logging enables you to conduct in-depth analysis of denied requests but might write sensitive
data to your log files.
NOTE: Full request logging needs to be enabled both generally in Global Configuration and for each

application for which you want it to be active. For more information on full request logging see Global
Configuration.

To enable full request logging for a particular application:
1. Inthe navigation area, select the application for which you want to enable full request logging.
2.  Activate the Configuration | Application Settings tab.

3. Select the check box under Full Request Logging. You can only select this check box if full request
logging has been enabled globally in Global Configuration.

RESULT: Full request logging becomes active immediately.

Viewing, adding and removing administrators

CONTEXT:

On the Application Settings tab, the section Admins lists all users who've been assigned to the Application
Administrator user group for this application. For your convenience, you can also add or remove new appli-
cation administrators here.

ATTENTION: If you add any application administrator in this place, this assigns this user to the default
Application Administrator user group. This group grants this user full control of all application-specific
settings. If this user belonged to a user group with limited user rights before, this now adds up to these
user rights, giving him or her full control of the application! For adding and removing application
administrators we usually recommend using User Management.

NoTE: Note that the list shown in the Admins section only lists users who're members of the default
user group Application Administrator. However, there may be more persons who can administrate
the application: Users who are member of the zeusafm Administrator user group always have full
access to all applications’ settings and data, but aren't listed here. Users of custom user groups may
also have some user rights, depending on the individual settings of their groups (see Organizational
Integration and Group Management). These users also aren't listed here.
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NAVIGATION Home > Application Contral > test application > Configuration > Application Settings
Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services

= Application Control

- Application Settings Error Page Setup Alerting Configuration Version Control

=} test_application @ NAME

*Path

test_application
sLogs _app APPLY

*Statistics
*Settings MODE

Protection (@) Detection

REDUCED LOGGING HOSTNAMES

* You have no mapping for this application. Click here to create application mappings.

CONFIGURE HOSTNAMES FOR THIS APPLICATION

FULL REQUEST LOGGING
+ Log the full request header and body (if this is enabled in the global options too)

APPLICATION LOG RETENTION

Retention days 0

Application logs will be kept for n days (0 to keep indefinitely).
Retention is applied on completed days.

APPLY RETENTION TIME

ADMINS

S S I S

Add Admin:

Choose Admin L )

admini

Utks v SET DEFAULT CHARSET

CAPABILITY

hyperguard

REDUCED ARGUMENT LOGGING

(] Do notlog url arguments (not recommended unless you have special data security policies)

Specifying the character set

CONTEXT:

Browsers don't tell the web application which character set they've used for encoding a request. By default,
VWAF initially presumes that requests to the web application are UTF-8 encoded. If a request can't be inter-
preted as UTF-8, VWAF tries to use ISO-8859-1 instead. While this approach works in most cases and for
most western languages, when your web application uses a special character set, interpretation of requests
might fail.
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If this happens, you can manually specify the character set that your web application uses:
1. Inthe navigation area, select the application for which you want to specify the character set.
2. Activate the Configuration | Application Settings tab.

3. Under Charset select the appropriate character set from the given list.
(Should the used character not be included on the list, please contact support.)

4.  Click the Set default charsetbutton.

Checking the capability

CONTEXT:

The capability determines which VWAF features are available for protecting the application. Currently there
is only one default capability available, named “hyperguard”.

To check which capability is currently assigned to an application:

1. Inthe navigation area, select the application for which you want to see its capability.
2. Activate the Configuration | Application Settings tab.

3. Under Capability you can see which capability is currently assigned.

AFTER COMPLETING THIS TASK:

To assign a different capability (if available), follow the link Go to Capability Management, which takes you
directly to the Capability tab in the Cluster Management. For details, see Assigning Capabilities.

Enabling reduced argument logging

CONTEXT:

By default, VWAF logs requests including their full URL parameters. However, if any security-related infor-
mation is transferred via URL parameters, this may not be desired because it requires you to take extra
precautionary measures to prevent unauthorized access to the log files. For this reason, for example, PCI
compliance regulations explicitly demand that security-related information is not logged.

By enabling the Reduced Argument Logging feature, you can tell VWAF to strip all URL parameters from all
requests it logs. For example, GET /test/index.php?password=test&user=useris then just logged as GET
/test/index.php.

To enable reduced argument logging:
1. Inthe navigation area, select the application for which you want to enable reduced argument logging.
2.  Activate the Configuration | Application Settings tab.

3. Under Reduced Argument Logging, enable the option Do not log url arguments.

NOTE: Reduced argument logging becomes active immediately. However, note that any existing log file
entries aren’t deleted.
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Editing Application Mapping

CONTEXT:
NOTE: You can only edit application mapping if you belong to the zeusafm Administrator user group,
or if you belong to another user group that has the appropriate user rights.

Applications and their Rulesets aren’t used until you've mapped them to the customer keys, hosts, and
prefixes of requests. Essentially, application mapping determines which request is processed by which rule-
sets. The following sections describe the configuration process. For general information on what applica-
tion mapping is and how it works, see Application Mapping, Paths, Preconditions.

For further information regarding setting up VWAF, see Guide: Recommended Work Sequence.

Opening application mapping

To access the Application Mapping page, click the entryApplication Mapping in the navigation area.

NAVIGATION Home > Application Mapping
Application Mappinn
h APPLICATION MAPPING (MODIFIED) @

= Application Control
Find matching application mapping. (Example: Hostname,

5 h:
test sare Prefix or complete URL.)
test_application ¥ [ Default Customer Ki modified
e e L S 7"
14V test P 1 hosts P 1 prefices X
2 AV [Deleted Application ] P 0 hosts P 1 prefixes X3
3A test_application (modified) P 3 hosts P 1 prefixes X

P Test Customer (modified)

ADD
CUSTOMER
KEY

DELETE
CUSTOMER Select a customer key... v
KEY

REVIEW
CHANGES
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Adding a customer key

NOTE: When using VWAF integrated in Virtual Traffic Manager, you typically don't have any other
customer keys than the empty “[Default Customer Key]” because typically there is only one cluster and
all enforcers (your Traffic Managers) are identical.

CONTEXT:
To add a customer key:

1.  Enter the name of the key into the field next to the Add customer key button. Make sure that the
spelling matches exactly the spelling as it was entered when setting the enforcer.location variable with
the TrafficScript command: connection.data.set("enforcer.location”, “my-special-customer-key");.

2. Click Add customer key.

STEP RESULT: The new key appears below the empty [Default Customer Key]. The customer keys are
sorted alphabetically.

Adding a mapping

CONTEXT:
To add a mapping:

1. If the section below the customer key to which you want to add the mapping is hidden, click the key
name.

This expands the view. A table lists all already existing mappings for the key (if any).

2. Below the table, choose an application from the drop-down list, and then click the Create Mapping
button.

The new mapping appears in the table

FOR EXAMPLE:

NAVIGATION Home = Application Mapping
Application Mapping
APPLICATION MAPPING (MODIFIED) @
= Application Control
e Seareh: Find matching application mapping. (Example: Hostname,

Prefix or complete URL.)

test_application ¥ [ Default Customer Key ] (modified)

e e S [ P
1

test_application (modified) P 3 hosts P 1 prefixes X3

Select an application... v CREATE MAPPING
Select an application...
e o oamed]

test

ADD
CUSTOMER
KEY

DELETE
CUSTOMER Select a customerkey.. v
KEY

REVIEW

CHANGES
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Editing hosts

CONTEXT:

To add hosts to a mapping:
1.
2.

Click the arrow symbol in the Hosts column to expand the view.
Click Add hostnames.
A popup window with an edit field and some check boxes appears.

FOR EXAMPLE:

NAVIGATION Home > Application Mapping
Application Mapping
APPLICATION MAPPING (MODIFIED) @
= Application Control
Find matching application mapping. (Example: Hostname,
5 h:
test sare Prefix or complete URL.)
test_application ¥ [ Default Customer K modified
o o oo e L]
1 ¥ test_application {modified) P 3 hosts P 1 prefixes X
¥ 0hosts
2 A test (modified) P 1 prefixes X3

ADD HOSTNAME S

Enter hosmames: company.biz biz.company.com Wi, COMPaNy . Com

P Test Customer (modified!

Add default prefix/suffix: wwww, prefix 180 suffix 1443 suffix
ADD
CUSTOMER
KEY L\\, CANCEL
DELETE
CUSTOMER Select a customer key... v

KEY

REVIEW
CHANGES

Into the Enter hostnames field, enter the names of the hosts that you want to add. You can specify
either a single host name or several host names, separated by commas, semicolons, space characters,
or other delimiting characters.

NoTE: When specifying a host name, you can use the syntax *.hostname to cover several hosts with
just one entry. For example, instead of specifying the two hosts intranet.company.com and
shop.company.com you could also only specify *.company.com. The global placeholder * means “all
hosts”. You can use this for setting up a “catch-all” mapping that matches in case no other host
matches.

NoTE: When using the * placeholder, bear in mind that the order of your mappings is important. VWAF
always processes the list from top to bottom. So always position a “catch-all” mapping at the end of
your list of mappings.

Hosts such as www.demo.com, demo.com, or demo.com:80 are different hosts and thus all need to
be specified separately. To make adding these variations easier, you can activate one or more of the
prefix and suffix options below the edit field. When adding each host from the edit field, VWAF then
automatically also adds all corresponding combinations of prefixes and suffixes. For example, if the
edit field contains the host names demo1.com;demo2.com and you've activated the check boxes
www. prefix and :80 suffix, YWAF automatically adds: demo1.com, demo1.com:80, demo2.com,
demo2.com:80, www.demo1.com, www.demo1.com:80, www.demo2.com, www.demo2.com:80.
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5. Click OK.
STEP RESULT:

RESULT:
The new hosts now appear in the table.

If you want to change a host, you need to delete and add it again. To delete a host, click the arrow symbol
in the Hosts column to expand the view so that it shows all hosts, and then click the corresponding Delete
icon.
NOTE: If you've added the same host to multiple mappings, this only deletes the host from one
mapping but not from all mappings.

Editing prefixes

CONTEXT:
NoTE: Note that regular expressions are not allowed within prefix definitions.

By default, each mapping contains an “[Empty Prefix]”, which matches everything. When adding your first
own prefix, the default “[Empty Prefix]” is automatically removed.

To add a prefix to a particular mapping, click the arrow symbol in the Prefixes column, and then click Add
prefixes.
NOTE: You can add multiple prefixes in one go by adding them in separate lines in the edit field.

MNAVIGATION Home > Application Mapping

Application Mapping
APPLICATION MAPPING (MODIFIED) @

= Application Control
Find matching application mapping. (Example: Hostname,

5 h:
test sare Prefix or complete URL.)
test_application ¥ [ Default Customer K modified
e e S S P
14V test P 1 hosts P 1 prefices X
2 AV [Deleted Application ] P 0 hosts P 1 prefixes X3
V¥ 1 prefixes
3A test_application (modified) P 3 hosts ftestprefix X Xg
ADD PREFIXES
P Test &
ADD
CUSTOMER
KEY
DELETE
CUSTOMER Select a customer key.. v
KEY

REVIEW
CHANGES

To delete a prefix, click the Delete icon next to the prefix name in the Prefixes column. When deleting the
last of your own prefixes, the default “[Empty Prefix]” is automatically added again.
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Changing the processing order

CONTEXT:
VWAF always processes the mappings from top to bottom in the same order as they're listed in the admin-
istration interface. Only the first matching mapping is used. This can make a big difference if you're using
hostnames with the placeholder symbol *.
1. To change the order, click the orange arrow symbols in the Order column.

FOR EXAMPLE:

NAVIGATION Home > Application Mapping

Application Mapping
APPLICATION MAPPING (MODIFIED) @

= Application Control

Find matching application mapping. (Example: Hostname,

test Search: Prefix or complete URL.)
test_application ¥ [ Default Customer Key ] (modified)
e S [
14V test P 1 hosts P 1 prefices X
2 A@ [ Deleted Application ] P 0 hosts P 1 prefixes X3
Iﬂge down V¥ 1 prefixes
3A test_application (modified) P 3 hosts ftestprefix X X
P Test
ADD
CUSTOMER
KEY
DELETE
CUSTOMER Select a customer key... v
KEY
CHANGES
Using search
CONTEXT:
You can utilize the Search field on top of the Application Mapping page in two ways:
. If you want to find one or multiple mappings that contain a particular host or prefix, just enter the

name of this host or prefix. All matching applications are automatically highlighted. (You don't have to
click any submit button.)

. You can also use the search function for testing how your mappings work. If you enter a full URL begin-
ning with http://, all applications are highlighted that would match a request with this URL.

NOTE: If you're using several customer keys and if there are applications found below several customer
keys, all applications under all customer keys are highlighted. If collapsed, the corresponding sections
expand automatically.
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NAVIGATION Home > Application Mapping
Application Mapping
APPLICATION MAPPING @
= Application Control
- Find matching application mapping. (Example: Hostname,
test Search: |http.va.'w_company.comnestpreﬂx | - —— A
test_application ¥V [ Default Customer K
e e S [ S
14V test P 2 hosts P 1 prefixes X3
¥ 3 hosts
company.com % ¥ lprefixes
2 A test_application testapp.com X testprefix X X

WWW.COMPany.com X ADD PREFIXES
ADD HOSTNAMES

CUSTOMER L\\)
KEY

DELETE
CUSTOMER Select a customerkey . v
KEY

Deleting a mapping

CONTEXT:

NOTE: If you want to delete all mappings of a particular customer key, you don't have to delete the
mappings individually. When deleting the customer key, this also deletes all mappings under this key.

To delete a single mapping:
1. If the mapping is not already shown, click the customer key to expand the corresponding section.
2.  Find the line that shows the mapping, and then click the Delete icon in the Action column.

Deleting a customer key

CONTEXT:

NOTE: Deleting a customer key also deletes all mappings below this key, including your settings for
hosts and prefixes. If you want to preserve your settings (to use them for another customer, for
example), first export your mappings by clicking the green Export/ Import icon. For details see Export
and Import.

To delete a customer key:

1. Select the key that you want to delete from the drop-down list next to the Delete customer key
button. Note that you can't delete the empty [Default Customer Key]. (If your enforcers on all web
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servers do specify their own customer keys, simply don’t add any mappings for the [Default Customer
Keyl.)
2.  Click Delete customer key.

NOTE: This only deletes the customer key from application mapping. To delete the customer key also
from “enforcer.location” in TrafficScript, use the following command to reset the variable: connec-

u u

tion.data.set("enforcer.location”, “my-specialcustomer-key").

Reviewing and committing or discarding changes to applica-
tion mapping

CONTEXT:

Until you commit the changes that you've made to application mapping, these changes aren’t saved and

don't become active. If you have uncommitted changes, a green arrow appears next to the entry Applica-
tion Mapping in the navigation area.

NAVIGATION

= Application Contral
test

test_application
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To save and activate your settings as they're reflected within the administration interface:
1.  Click the Review changes button at the bottom of the Application Mapping page.

FOR EXAMPLE:
NAVIGATION Home > Application Mapping

Application Mapping
APPLICATION MAPPING (MODIFIED) @

= Application Control
Find matching application mapping. (Example: Hostname,

5 h:
test sare Prefix or complete URL.)
test_application ¥ [ Default Customer Ki modified
orer | epcon L [ S Py
14V test P 1 hosts P 1 prefices X
2 AV [Deleted Application ] P 0 hosts P 1 prefixes X
V¥ 1 prefixes
3A test_application (modified) P 3 hosts ftestprefix X X3

ADD PREFIXES

ADD
CUSTOMER
KEY

DELETE
CUSTOMER Select a customer key... v
KEY

REVIEW
CHANGES ©k

STEP RESULT: A table appears, listing all current changes

NAVIGATION Home > Application Mapping > Application Mapping Changes

Application Mapping
APPLICATION MAPPING (MODIFIED) @

= Application Control

test APPLICATION MAPPING CHANGES
[ Default Customer Key ] [ Deleted Application ] removed application mapping
[ Default Customer Key ] test added hosts: www.bizcompany.net
[ Default Customer Key ] test removed prefixes: [ Empty Prefix ]
[ Default Customer Key ] test added prefixes: ftest

Commiting these changes will add new hostnames to an application. The status of these hostnames in the application will be set to Reduced Logging. You can change

this behaviour in the Glebal Configuration.

DISCARD CHANGES COMMIT CHANGES

2. Check whether you want all of these changes to become active. In case you don’t want to apply a
particular change, you need to go back to the main Application Mapping page and undo it manually.

NoTE: Don't click Discard Changes unless you want to discard all of your changes. If you want to undo
single changes, click Application Mapping in the navigation to go back to the main Application

Mapping page.
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If you want to discard all of your changes, click Discard changes. If you want to commit all of your

changes, click Commit changes.
NOTE: Unlike when committing rulesets, no history of your application mappings is saved. This means

that once you commit, you can't restore the previous state.
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Using Wizards to Configure Applications

CONTEXT:

Wizards make it easier for you to carry out the most important configuration work by querying the neces-
sary specifications step by step, checking any discrepancies and automatically adding the required
handlers.

NOTE: Not all settings available in VWAF can be made using wizards. The settings made using a wizard
always apply to an entire application. If you want to carry out advanced settings for individual paths,
you need to edit handlers manually (see Editing Paths, Editing Preconditions, and Editing Handlers).

For further information regarding setting up VWAF, see Guide: Recommended Work Sequence.

Procedure

1. Inthe navigation area, select the application that you want to configure.
The security configuration for this application appears.

FOR EXAMPLE:
NAVIGATION Home > Application Control > Test Application > Wizards

Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services

= Application Control

Last Edited
. oy | T N TN U

ePath Anti Phishing Wizard (® Documentation never
*Logs

& Antl Spider Wizard (® Documentation never
*Statistics
eSettings Baseline Protection Wizard (® Documentation never

test

test_app

CodeProfiler Import Wizard

Deep Linking Wizard

IP Blacklist Wizard

OWA Protection Wizard

Payment Card Industry Wizard

Response Header Security Wizard

Secure Session Wizard

Sentinel Import Wizard

Suggest Rules Wizard

ThreadFix Import Wizard

Vulnerability Description Import Wizard

(® Documentation
(® Documentation
(® Documentation
(® Documentation
(® Documentation
(® Documentation
(® Documentation
(® Documentation

(® Documentation

(® Documentation

(® Documentation

never

never

never

never

never

never

never

never

never

never

never

DNOHN NN RN RN NN NN N NN
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2.

test

test_app * Excluded Headers

On the Wizards tab in the Action column, click the Edit icon for the wizard that you want to run. The
start page of the wizard appears.

FOR EXAMPLE:

NAVIGATION Home > Application Control > Test Application > Wizards > Wizard (Baseline Protection Wizard)
Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control

= Tm“mn ® BASELINE PROTECTION WIZARD @

Rt Overview

sLogs

This wizard provides default blacklist rules for various web
#Statistics = QOverview

application vulnerabilities.

sSettings " Update to latest version

* Choose Baseline Version

* Excluded Arguments

* Case Insensitive Arguments

* Choose Baseline Categories

* Choose Baseline Tags

* New Baseline Categories

" New Baseline Tags

* Reject Multiple Encoded Data

" Summary

On the left-hand side of each wizard, you find an overview of the individual steps. The step currently
being edited is emphasized in bold. To get to the next page of a wizard, you click the Next button. The
Back button takes you back to the previous page. For information on the attributes to be entered, see
Wizards in the reference section.

Your inputs are saved provisionally once you've run through all the steps in the wizard and have
clicked the Finish button on the last page (Summary). If you close the wizard using the Cancel button
or using one of the links in the vVWAF administration interface, your inputs are discarded.

NOTE: After successfully running through a wizard, the changes made aren't yet effective, which means
that your web application is not yet protected accordingly. To do this, you need to commit and activate
the configuration (see Committing and Activating Ruleset Changes).

NOTE: If you want to view the changes that a wizard has made to your security configuration on the
level of the individual handlers, you can follow these in the change log (see Reviewing and Discarding
Ruleset Changes).
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Configuring and Updating Baseline Protec-
tion

CONTEXT:

Baseline Protection provides instant security to your web applications with minimum configuration work.

NOTE: If you previously configured some rules in your security configuration, baseline protection adds
its own rules up to the existing rules. Baseline protection never disables or modifies any of your
custom rules.

First-Time configuration

To add baseline protection to an application:

1. Run the Baseline Protection Wizard for the application to which you want to add baseline protection
(see Using Wizards to Configure Applications for details on how to enter the wizard). In the wizard,
choose the most recent baseline for use.

2. Commit and activate your ruleset (see Committing and Activating Ruleset Changes).
RESULT:

Your web application is now protected.

AFTER COMPLETING THIS TASK:

Usually, your configuration is now finished and does not require any further refinement. If you're an
advanced user, you can manually fine tune the Baseline Protection Handler, which was added by the wizard.

How to find out when new baselines are available

CONTEXT:

VWAF automatically downloads new baselines, but it does not automatically add them to your ruleset.
When VWAF has downloaded a new baseline, a hint on the Home page (see Starting Administration) notifies
you that an update is available for configuration and activation:
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NAVIGATION Home

Application Mapping

= Application Control TEST

test Your Home Page shows you the most important information at one glance.

test_application B Info

Internal Version

B Applications

Protection

no applications

Detection
W test capabili: hyperguard |l viewstats - @ detect#2 * loaded#2 * baselines are up to date '
M test_application  capability: hyperguard il viewstats - @ detect#1 * loaded#1 - baseline update availabl

B Cluster Management

Online
127.0.0.1

Cluster Management

B License Status for TEST

B Certificate:
TESTCERTIFICATE

B Valid: 1
B Expired: 2

License Management

B User Info

* Lastlogin: 2018-01-31 07:22:24

User Management

B Version Information

* Product: development

* Version: 0.0-43123

B Default error log

‘ " norecent entries

NOTE: If you see the message “didn’t check for updates” on the home page, check your installation
settings (see Installation). For the automatic update notification to work, you need an active Internet

connection when you log in to VWAF. If you use a proxy, you must configure this proxy in the configu-
ration file zeusafm.conf (attributes see System Configuration).
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If you previously configured an alert (see Configuring Alerts and New Baselines Available Event Source), you are
also notified by email or another event destination. You can also check for available baselines using Baseline
Management.

Updating the baseline

CONTEXT:
To update the current baseline:

1. Runthe Baseline Protection Wizard for the application for which you want to update the baseline. In the
wizard, choose the option Update to latest version.

2. Commit and activate your ruleset (see Committing and Activating Ruleset Changes).
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Editing Paths

ConTexT: Configuring pathsis optional. It enables you to handle individual subdirectories or file types differ-
ently (see also Application Mapping, Paths, Preconditions).

The order of paths is important

The decider processes the list of paths from top to bottom. When a URL matches a defined path and all set
up preconditions for this path are met (if preconditions have been set up at all), VWAF calls the handlers
stored for that path for analyzing the request. Then it aborts. So if there are other path matches further
down the list, these matches are not taken into account.

The order of the paths in the created list may therefore influence how vVWAF behaves.

Duplicate paths when using preconditions

If you're using preconditions, you can create a duplicate of a path and only define preconditions for one of
the two instances of that path. This allows you to handle the path differently, depending on whether or not
the preconditions are met.

Examples

Paths are interpreted as regular expressions (for details on the syntax, see Regular Expressions). Depending
on the web application, it can be useful to create separate paths for specific directories or for specific file

types.

Example

. /.*for all URLs (“catch all” rule); this path is already present by default
. /cgi-bin/.* for all installed CGI programs

. /. *\.phpfor all PHP scripts

. /download/.* for the download directory and all of its subdirectories
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Creating a path

1. Inthe navigation area, select the application for which you want to create the path.

2.  Activate the Ruleset Config | Path tab.

FOR EXAMPLE :

NAVIGATION Home > Application Control > Test Application > Ruleset Config > Path
Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
=1 T application Global Handlers Handler Templates Path Script Library
*Path i i th. : t
Search: Find matching path. (Example: path or complete
sLogs URL)
*Settin
£s [ MAPPING ] /download/*. ClientlPSelector never 17 @ X
test
1v A [ MAPPING ] * never £ P X
test_app
Add Path:
Nlistr™. @) At the beginning () Atthe end () After [ /downloads*. m
Idownload/™. k
1" [

3. Under Add Path, specify the regular expression for the path (for more on the syntax, see Regular
Expressions).

Select the position at which the path is to be inserted within the list.

5.  Click the Add button.
STEP RESULT: The path then appears at the selected position on the list.

6. Todocumentthe use of the path, you can optionally add a comment and a description to the path. To
do so, edit the path.

Editing a path

1. Inthe navigation area, select the application whose path you want to edit.

2. Activate the Ruleset Config | Path tab.
3. Inthe Action column, click the Edit icon for the path that you want to change.
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4.  Activate the Path Settings tab.

FOR EXAMPLE:

NAVIGATION Home > Application Control > Test Application > Ruleset Config > Path > Path 0 - /list/*. > Path Settings
Application Mapping ™
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
Global Handlers Handler Templates Path  seript Libral
SN Test Application =~ @ P P v

*Path
Preconditions Handlers Path Settings
*Logs

*Statistics Attribute Value
sSettings
Application Mapping [ Default Customer Key |

2 test
ePath Path regex Jlist*.
sLogs Path description List Folder
*Statistics

Use this path to ...

sSettings

= test_app
*Path
*logs Path comment
*Statistics
sSettings

. ®

APPLY

5.  Under Mapped Prefixesyou can see the customer keys to which the application has been mapped in
application mapping plus the full URLs, consists of the mapped prefixes plus the path.

6. Under Path regex you can change the regular expression as required.

Under Path description you can optionally enter some short text describing the purpose of the path.

If you do so, this text will be shown instead of the regular expression in the list of paths on the Path
tab.

8. Under Path commentyou can optionally enter some longer text that documents the use of the path.

If you do so, this text will be shown in a small popup window that appears when you hover the mouse
over the path on the Path tab.

STep ResuLT: Click the Apply button.
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Moving a path

1. To move a path to another position within the list, click the arrow symbols in the Order column.

FOR EXAMPLE:

NAVIGATION Home > Application Control > Test Application > Ruleset Config > Path
Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
=1 T application ° Global Handlers Handler Templates Path Script Library
Path i i th. : t
*Pal Cearch: Find matching path. (Example: path or complete
sLogs URL)
*Settin
= 0w [ MAPPING ] /list/*, never £ P X
test
1Y A [ MAPPING ] /download/*, ClientiPSelector never £ P X
test_app
2 :/Ej [ MAPPING ] * never £ P X
Add Pathr _ _
#) At the beginning () At the end After | list™. v m

Deleting a path

1. In the navigation area, select the application for which you want to delete a path.
2. Activate the Ruleset Config | Path tab.
3. Inthe Action column, click the relevant Delete icon for the path that you want to delete.

Using search

CONTEXT:

The regular expressions for defining paths can be quite simple but also highly complex. For testing which
path matches a particular URL, you can use the search filed above the list of your paths. To do so, just enter
the URL into the search field. The matching path is automatically highlighted. (You don’t have to click any

submit button.)
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NOTE: Note that the order of paths is important. VWAF always processes them from top to bottom. The

first match wins.

1. Look at the following example:

FOR EXAMPLE:
NAVIGATION

Application Mapping ™

Home > Application Control > Test Application > Ruleset Config > Path

Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
=1 T application Global Handlers Handler Templates Path Script Library
*Path Cearch: st Find matching path. (Example: path or complete
e URL)
*Settin
= [ MAPPING ] /list/*, never £ P X
test
1V oA [MAPPING ] /download/*. ClientIPSelector never Z g X
test_app
2V A [MAPPING ] * never ZF X
Add Path:
At the beginning (®) At the end After | list™. v m

STEP RESULT: Path

/path01 isn't used because the “catch-all” path.* already matches before.

The match changes if you switch positions:

NAVIGATION Home > Application Control > Test Application > Ruleset Config > Path
Application Mapping ™
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
Global Handlers ~ Handler Templates Path  seript Libral
=l Test_Application P ptiibrary
Path i i th. : t
*Pal Cearch: |.n'|isb1 | Find matching path. (Example: path or complete
e URL)
*Settin
= [MAPPING ] flist/*, never ZF X
test
1Y A [ MAPPING ] /download/*, ClientiPSelector never £ P X
test_app
2v A [ MAPPING ] * never £ P X
Add Path:
At the beginning (®) At the end After | list™. v m
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Editing Preconditions

CoNTEXT: By configuring paths, you can handle individual file types or subdirectories differently. Precondi-
tions add another dimension to this flexibility by giving you the option to make the handling conditional.
Only when all preconditions defined for a path are met, VWAF implements the handlers defined for the
path.

Adding preconditions

1. Inthe navigation area, select the application to which the path belongs to which you want to add a
precondition.

2. Activate the Ruleset Config | Path tab.
This opens the list of paths that have been defined for the application.

3. Inthe Action column, click the Edit icon of the path to which you want to add the precondition.
STEP RESULT: You're now in edit mode for this path.
NOTE: In the breadcrumbs line above the tabs you can always see which path you're currently editing.

4. Activate the Preconditions tab.

FOR EXAMPLE:
NAVIGATION Home > Application Control > Test Application > Ruleset Config > Path > Path 1 - /download/*. > Preconditions

Application Mapping ‘™
Ruleset Config Wizards Monitoring Configuration External Services

= Application Control

Path
Bl Test Application Global Handlers Handler Templates Script Library

*Path

Preconditions Handlers Path Settings

sLogs

st —m

sSettings

ClientlPSelector Selection based on client [P (if in whitelist and not in blacklist) 2018-02-01 07:59:58 ,?
test

Add Selector

test_app HostMameSelector v m
HostMameSelector

S5LSelector

TimeSelector

HTTFFProtocolSelector

HTTPMethodSelector

ContentTypeSelector
ContentLengthSelector

RequestSelector k
UriSelector
5. From the selection list under Add Selector, select the precondition selector to be added.

This selection list only contains the selectors that have not yet been added. For details on the indi-
vidual selectors, see Preconditions (Selectors) in the reference section of this documentation.
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6.

Application Mapping T
= Application Control

=N Test_Application ]

test

sSettings
HostNameSelector Selection based on hostname 2018-02-01 08:34:13 2 X Q
test_app ClientIPSelectar Selection based on client IP (i in whitelist and not in blacklist) 2018-02-01 07:59:58 2 XQ
Add Selector

Click the Add button.
STEP RESULT: The selector just added then appears with color emphasis on the list.

NAVIGATION Home > Application Control > Test Application > Ruleset Config > Path > Path 1 - /download/*. > Preconditions

Ruleset Config Wizards Monitoring Configuration External Services

Global Handlers Handler Templates Path Script Library

*Path
Preconditions Handlers Path Settings

sLogs

SSLSelector v m

AFTER COMPLETING THIS TASK:

The selector initially inherits the attributes preset on the system. This is shown in the Inherited Attrs
column (inherited attributes). To configure the selector in detail, you need to edit it.

Editing a precondition selector

1.

In the navigation area, select the application to which the path belongs whose precondition selector
you want to edit.

Activate the Ruleset Config | Path tab.

STeP RESULT: This opens the list of paths that have been defined for the application.
In the Path column, click the path whose precondition selector you want to edit.
STEP RESULT: You're now in edit mode for this path.

Activate the Preconditions tab.

In the Action column, click the relevant Edit icon.
Now the attributes of the precondition selector are shown.

In the Inheritance column you can see whether the values given under Value have been inherited
(entry Inherited) or overwritten (entry Local). If an entry has been overwritten, an additional check
box labeled reset values appears. If you activate this check-box, VWAF resets the value of the attribute
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back to its inherited value when you click Save. (This even applies if you've also changed the value in

the Value column.)

The Owner column shows the username of the administrator who made that setting. The BUILT-IN
entry identifies the default values. The Last Commit column shows whether and when a setting has

already been committed.

For detailed information on the attributes of the individual selectors, see Preconditions (Selectors).

FOR EXAMPLE:

NAVIGATION Home > Application Control > Test Application > Ruleset Config > Path > Path 1 - /download/*. > Preconditions > ClientlPSelector

Application Mapping ™ Ruleset Config Wisarde

Monitoring

Configuration External Services

= Application Control

=N Test_Application ]

Global Handlers Handler Templates

Path Script Library

*Path
sLogs

Preconditions Handlers

Path Settings

sStatistics
sSettings

CLIENTIPSELECTOR (TEST_APPLICATION - /[DOWNLOAD/*.)

®

test_app

blacklist

whitelist

gbl

rbl

rbl_domain

rbl_password

CANCEL

rbl_on_timeout_allow_request

rbl_if_search_engine_allow_request

SAVE

excluded client IP's
1.
2,

included client IP's
1. /0.0.0.0/0

2. |0

3

use global ip blacklist
use a external realtime blacklist (slow)

realtime blacklist provider

v

set the rbl password here

allow request on DNS timeout

#| allow search engines

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

Inherited

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

BUILT-IN

never

never

never

never

never

never

never

never

6. Make the required settings, and then click the Save button.
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Removing a precondition selector

1.

In the navigation area, select the application to which the path belongs whose precondition selector
you want to remove.

Activate the Ruleset Config | Path tab.
STEP RESULT: This opens the list of paths that have been defined for the application.

In the Path column, click the path whose precondition selector you want to remove.
STEP RESULT: You're now in edit mode for this path.

Activate the Preconditions tab.

In the Action column, click the relevant Delete icon for the precondition selector that you want to
remove.



Editing Handlers

CoNTexT: Handlers are the program routines of the decider. They check the requests by using the rules
stored in the active ruleset.

Definition levels and Inheritance

You can add handlers to different hierarchy levels:

. For an application:
In this case, you can either add a global handler or a handler template that's inherited by all paths in
that application (see Types of Handlers and Attribute Inheritance for details).

. For an application’s path:
In this case, the handler isn’t inherited any further and only applies to that one path.
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Adding handlers

In the navigation area, select the application to which you want to add the handler.

2. Ifyouwantto add the handler on application level, activate the Ruleset Config | Global Handlers tab
or the Ruleset Config | Handler Templates tab.
If you want to add the handler on path level, activate the Ruleset Config | Path tab, and then in the
Action column click the Edit symbol of the path to which you want to add the handler.

FOR EXAMPLE :

NAVIGATION Home > Application Control > Test Application > Ruleset Config > Handler Templates
Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
Global Handlers Handler Templates Path  Script Libral
Sl Test_Application @ P v
sLogs
eStatistics ValidRequestHandler Check the request for valid encoding (should generally be enabled) never 50of5
eSettings ; ; -
ValidHTTPMethodHandler Allow or deny common HTTP methods and apply certain restrictions never 19af 19 2 X
test
ContentTypeHandler Enable Content Type check of HTTP Post requests never 12of12 2 X
test_app
Add Handler
ICAPClientHandler v | m
EventPerlPPerPathPrefilterHandler .
—| Header

RobotsTxtHandler
RequiredHeaderFieldHandler
CheckUserAgentHandler
DenyHandler
RedirectHandler
InvalidCookieHandler
ResponseHeaderHandler
ResponseHeaderSecurityHandler
Session
RefererHandler k
AuthenticationHandle
VirualizeFormFieldHandler
Input protection
InvalidUriHandler
WhitelistHandler
InvalidParameterHandler
InvalidArgsHandler
BaselineProtectionHandler -

3. From the selection list under Add Handler, select the handler to be added. This selection list only
contains the handlers that have not yet been added and that apply to the handler type you're adding
(global handler or handler template). Details on the individual handlers can be found in the reference

part under Handlers.
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4. Click the Add button.

The handler appears with color emphasis on the list. The position on the list is determined by the
sequence in which VWAF executes the handlers. This sequence is preset and can’t be changed.

FOR EXAMPLE:

NAVIGATION Home > Application Control > Test Application > Ruleset Config > Handler Templates
Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
Global Handlers Handler Templates Path  Script Libral
Sl Test_Application ptiibrary
sLogs
eStatistics ValidRequestHandler Check the request for valid encoding (should generally be enabled) never 50of5
*Settings
& ValidHTTPMethodHandler  Allow or deny common HTTP methods and apply certain restrictions  never 19 of 19 2 X
test
RefererHandler Check the HTTP referer header 2018-02-01 06:00:56 100of 10 ‘7 x
test_app
ContentTypeHandler Enable Content Type check of HTTP Post requests never 12 of 12 2 X
Add Handler
ICAPClientHandier v m
RESULT:

The handler initially inherits the attributes preset on the system. This is shown in the Inherited Attrs
column (inherited attributes).
To configure the handler in detail, you need to edit it.

NOTE: The handler isn't active when you've added it. To achieve this, you need to commit and activate
the configuration (see Committing and Activating Ruleset Changes).

Editing a handler

CONTEXT:

ATTENTION: When editing a handler template, you also change the settings of all the relevant handlers
of the paths defined for that application. This is a result of the built-in inheritance mechanism.
However, this doesn't apply when an attribute has been overwritten on the level of a path (see Types
of Handlers and Attribute Inheritance).

NoTE: Not all handlers have configurable attributes. In some cases, this means that the Edit function
isn't available.

1. Inthe navigation area, select the application to which the handler that you want to edit has been
assigned.

2. Ifyou wantto edit a handler that has been assigned on application level, activate the Ruleset Config
| Global Handlers tab or the Ruleset Config | Handler Templates tab. If you want to edit a handler
that has been assigned on path level, activate the Ruleset Config | Path tab, and then, in the Path
column, click the path to which the handler has been assigned.

3. Inthe Action column, click the relevant Edit icon.

Now the display of the attributes of the handler is shown.

- In the Inheritance column you can see whether the values given under Value have been inher-
ited (entry Inherited) or overwritten (entry Local). If an entry has been overwritten, an additional
check box labeled reset values appears. If you activate this check box, VWAF resets the value of
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the attribute back to its inherited value when you click Save. (This even applies if you've also
changed the value in the Value column.)

- The Owner column shows the username of the administrator who made that setting. The
BUILT-IN entry identifies the default values.

- The Last Commit column shows whether and when a setting has already been committed.

For detailed information on the attributes of the individual handlers, see Handlers.

FOR EXAMPLE:

NAVIGATION Home = Application Control > Test Application > Ruleset Config > Handler Templates > RefererHandler

Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services

= Application Control

=N Test Application ° Global Handlers Handler Templates Path Script Library

sPath

sLogs REFERERHANDLER (TEST_APPLICATION - HANDLER TEMPLATE - [ EMPTY PATH 1) @

Statist
rsengs N ) = T
*Settings

whitelisted domains which are always allowed (not handled in any way)

test
1. |www.testhiz.com Local
&
B LT whitelist 2 admin never
’ reset values
whitelistonly everything not on the whitelist is blacklisted Inherited BUILT-IN never

blacklisted domalns which will generate an error page

1.
blacklist 2. Inherited BUILT-IN never

redirect to this page for referers on the blacklist
blacklisturl Inherited BUILT-IN never
/

blockblacklist deny the request Inherited BUILT-IN never

how many requests per timedelta must arrive to activate greylisting

threshold_counter Inherited BUILT-IN never
0

timedelta (in seconds) for greylist (max value: 14400)

threshold_timedelta Inherited BUILT-IN never
0

redirect to this page for referers on the greylist
graylisturl Inherited BUILT-IN never

use this field to add a custom text to the handler generated log entries
usertext Inherited BUILT-IN never

enable_logging #| enable or disable logging for this handler (use with caution!) Inherited BUILT-IN never

CANCEL SAVE

4.  Make the required settings, and then click the Save button.
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Removing a handler

CONTEXT:

ATTENTION: When you remove a handler template on application level, you also remove all the corre-
sponding inherited handlers of the individual paths defined for the application. This also applies if
you've overwritten individual attributes of that handler.

1. Inthe navigation area, select the application to which the handler that you want to remove has been
assigned.

2. If you want to remove a handler that has been assigned on application level, activate the Ruleset
Config | Global Handlers tab or the Ruleset Config | Handler Templates tab. If you want to remove
a handler that has been assigned on path level, activate the Ruleset Config | Path tab, and then, in
the Path column, click the path to which the handler has been assigned.

3. Inthe Action column, click the relevant Delete icon.



Setting Up a Custom Error Page

CONTEXT:

If you don’t configure anything else, when VWAF denies a request, it returns one of the standard HTTP error
codes to the web server. The web server will then react according to its configuration.

Alternatively, you can set up your own error page or you can redirect to a particular URL. In these cases,
you can display a unique error ID, which VWAF creates for each denied request and also writes to the log
files. If users of your web application get an error message (for example, because one of the protective rules
that you've set up is too restrictive), you can ask them to tell you the error ID. You can then go to the log file
view (see Log Files), filter your log files for the given error ID, and see precisely which handler has denied the
corresponding request.

There are two places where you can set up what vVWAF does when it denies a request:

. In Global Configuration you can set up the default behavior for all applications.

. When you select an application in the navigation area, you can activate the Configuration | Error
Page Setup tab. On this tab, you can configure a specific behavior that exclusively applies to the
selected application.

You can choose from the following options:
. HTTP error code:

This is the standard behavior. When vVWAF denies a request, it returns one of the standard HTTP error
codes to the web server. The web server will then react according to its configuration.

. HTML error page:

Displays a configurable error page when vVWAF denies a request. You can edit the HTML code of this
page freely. On your error page, you can show the generated HTTP error code, and you can show the
unique error ID that VWAF creates for each denied request.

. Redirection:

Sets up a redirection to a specific URL. Within the URL, as parameters you can include the generated
HTTP error code and the unique error ID that VWAF creates for each denied request.

. Inherited from global configuration:

This option is only available on the Configuration | Error Page Setup tab. It applies the behavior as
it was defined in Global Configuration.

Setting up an HTML error page

In the navigation area, select the application for which you want to set up the error page.
Activate the Configuration | Error Page Setup tab.

3. Inthelist, select HTML error page.
STEP RESULT: An edit field appears with some default HTML code for the error page.
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NAVIGATION Home > Application Control > Test Application > Configuration > Error Page Setup

Application Mapping
Ruleset Config Wizards Monitaring Configuration External Services

= Application Control

lication Settings Error Page Setup Alerting Configuration Version Control
SN Test_Application ® App g S

sPath

ERROR PAGE SETUP
sLogs
#Statistics Error Page v
sSettings Return an error page (e.g. HTML page) if a policy viclation has been detected by the firewall system. The defined content will be returned to the client.
You can use the template strings {{ERRCOR-CODE}} for the generated HTTP status code and {{ERROR-ID}} for the internal error ID logged by the firewall
AE5L system. The default content type is text/html. You can change it by defining a content type header in the first line (e.g. 'Content-Type: application/json’).
test_a
—app <html>
<head>

<style type="text/css">»
p {margin-left:28px;}
a {color: #Fff;}
body {background: #FFffff;}
div#middle {
position:absolute;
lefi:50%;
top:5a%;
height:380px;
width:688px;
margin-top:-258px;
margin-left:-388px;
background-color: #3@7dc@;
vertical-align: middle;
overflow:hidden;
text-glign:center;
¥
.round-corners { -moz-border-radius: Spx; -webkit-border-radius: Spx; border-radius: Spx; )
.shadow { -moz-box-shadow: Spx Spx Spx #aga; -webkit-box-shadow: Spx Spx Spx #as3a; box-shadow: Spx 5px
Spx #aaa; T

-

#one, #Htwo { Py

UPLOAD PREVIEW FILL IN DEFAULT VALUE

4.  Adaptthe HTML code as required or replace it with our own. If you already have an existing error page
template, you can either copy and paste the HTML code into the edit field, or you can use the Upload
button to import the file into the edit field. You can test your error page at any time by clicking the
Preview button.

STEP RESULT: Within the HTML code, you can use the template strings {{ERROR-CODE}} to show the
generated HTTP error code (see HTTP Error Codes), and {{ERROR-ID}} to show the unique error ID that
VWAF creates for each denied request.

If you want to reset your changes, you can click the Fill in default value button.

5. When your error page looks and works as intended, click the Commit button.
STEP RESULT: When VWAF denies a request, users of your web application now see your custom error
page.

Setting up a redirection to a given URL

1. Inthe navigation area, select the application for which you want to set up the redirection in case of
denied requests.

2.  Activate the Configuration | Error Page Setup tab.

In the list, select Redirection.

STeP RESULT: An edit field appears, containing a default URL. Within the URL, you can use the template
strings {{ERROR-CODE}} for the generated HTTP error code and {{ERROR-ID}} for the unique error ID
that VWAF creates for each denied request.
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NAVIGATION Home > Application Control > Test Application > Configuration > Error Page Setup

Application Mapping
Ruleset Config Wizards Monitaring Configuration External Services

= Application Control

(o p—— Application Settings Error Page Setup Alerting Configuration Version Control

*Path
ERROR PAGE SETUP
sLogs
eStatistics | Redirection v
*Settings Redirect to another URL if a policy violation has been detected by the firewall system. The enforcer module will send an HTTP redirect response in order
to redirect the browser to the desired target location. Within the given redirection URL, you can include the template strings {{ERROR-CODE}} for the
test

generated HTTP status code and {{ERROR-ID}} for the internal error ID logged by the firewall system.
test_app hitp:iflocalhost/errorpage?code={{ERROR-CODE}}&id={{ERROR-ID}}

PREVIEW COMMIT FILL IN DEFAULT VALUE

4.  Adapt the URL as required. You can test it by clicking the Preview button. If you want to reset your
changes, you can click the Fill in default value button.

5. When your redirection works as intended, click the Commit button.

STEP RESULT: When VWAF denies a request, users of your web application now are redirected to your
special error page.
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Reviewing and Discarding Ruleset Changes

CONTEXT:
NOTE: You can also review changes to application mapping. However, this is done separately in Appli-
cation Mapping. See Editing Application Mapping.

When the ruleset of an application has been changed, a green arrow symbol appears in the navigation area
behind the application name:

NAVIGATION

Application Mapping T
= Application Control

Test_Application ®

test

test_app

When the application is selected in the navigation area, the status display shows the number of changes:

CHANGES
Number of changes: 1

M view changes

Detailed information on the individual changes can be found in the change log.

Opening the change log

NOTE: Only changes to an individual ruleset appear in the change log. Changes relating to the system
as awhole (e.g. adding and changing applications, hosts, users) don't appear here but in the Audit Log.

In the navigation area, click the green arrow symbol next to the name of the changed application. If the
changed application is already selected, you can alternatively also click the green arrow symbol in the
Changes section on the status display.

The Changelog appears with an overview of the current changes to the ruleset of the application.
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NAVIGATION Home > Changes

Application Mapping ‘™
CHANGELOG - TEST_APPLICATION @

= Application Control

Y e sopicatin o QN [Wrere _ faton ________[pesrpton e fwo

ePath 1 Ruleset Config Enable handler global LogConfigurationHandler has been added 2018-01-31 10:38:14 User: admin

sLogs Enter Commit Comment:

sStatistics
sSettings

test

v
test_app DISCARD CHANGES COMMIT ONLY COMMIT / PROTECTION COMMIT / DETECTION

Column Meaning

No. Consecutive number (the oldest change has the number 1).

Where Application, path and handler affected by the change in question.

Action The change made.

Descripti | Detailed information on the change.

on

When Date (YYYY-MM-DD) and time when the change was made.

Who If a handler has been configured automatically using a wizard, the name of this wizard is

given here. If you made the change manually, your username is here.

Discarding changes

To undo all changes displayed:

1. Open the change log.

2. Click the Discard Changes button.
3.  Confirm the prompt with OK.

RESULT:
NOTE: If you only want to undo individual changes, you need to carry this out manually in the individual
handlers and paths (see Editing Handlers, Editing Paths). For more information regarding activating
rulesets, see Committing and Activating Ruleset Changes. Version Control allows you to view active rule-
sets and a history of changes.
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Committing and Activating Ruleset Changes

ConTexT: Changes to your rulesets need to be explicitly committed and activated.
NOTE: Changes to application mapping must also be committed, but this is done separately in Applica-
tion Mapping. See Editing Application Mapping. Changes relating to the system as a whole (for example,
adding and changing applications or users) become active automatically and immediately, so they
don’t have to be committed (see also When Changes Are Saved and Become Active). For further informa-
tion regarding the underlying principles and how VWAF is structured and controlled, see Basic Princi-
pals of Use.

What's saved? What becomes active?

When you commit, VWAF stores a new version of the ruleset that's currently being edited (the loaded
ruleset) in its database. This doesn't influence ongoing detection and protection in any way, as the detection
and protection rulesets don't change in this process.

When you commit and activate, however, VWAF not only stores a new version of the edited ruleset, butin
the same process also makes this version the detection or protection ruleset:

. if detection mode is active for the application to which the committed and activated ruleset belongs,
the new version automatically becomes the detection ruleset
. if protection mode is active for the application to which the committed and activated ruleset belongs,

the new version automatically becomes the protection ruleset. So, when you commit and activate,
there’s no need to change the version manually via version control.

When to commit

Usually you should only commit when you've completed a new setting. However, you need to commit your
security configuration at the latest before you log out or close your browser, otherwise the current changes
are lost.
ATTENTION: When there hasn't been any activity within the administration interface for some time, a
warning message appears on the status display, showing you how much time remains until you're
automatically logged out by the system. If the system logs you out before you've committed the
ruleset, all uncommitted changes are lost.

In general, you should try to avoid running commit operations too often, to keep the version history as clear
as possible.
NOTE: Use the comment field offered for the commit function to document the history of your security
configuration in detail and to specify the reasons for specific settings and changes to the security
configuration.

When to commit and activate

You should only commit and activate your security configuration once you've made all the settings as
required.
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When in protection mode, after activation test your web application thoroughly for error- free functioning.
It could be that some of the rules have been set too restrictively. For that reason, choose a time outside
standard business hours for the activation process whenever possible.

NoTE: When you've modified a ruleset, you can test it before you apply it. This eliminates the risk that

the access to your running web application is affected by a faulty or by a too restrictive or too loose
ruleset.

To achieve this you can run two versions of a ruleset in parallel. Run the old version as the protection
ruleset, and the new version as the detection ruleset. While the old version continues to protect your
web application, the new version (the detection ruleset) only writes entries to the log files when a
handler becomes active, but doesn’t block any traffic. Later, you can analyze the log files to check
whether the ruleset has behaved as intended. Only when the new version works fine, make this
ruleset the protection ruleset (see Version Control).

Procedure

1. Inthe navigation area, click the green arrow symbol next to the application whose changes you want
to commit. Note that this arrow symbol only appears if there actually are any pending changes to
commit.

If the application is still selected for editing, you can alternatively also click the green arrow symbol in
the Changes section on the status display.

CHANGES
Number of changes: 1

1 view changes

2. The Changelog appears with an overview of the current changes of the application.
FOR EXAMPLE:

NAVIGATION Home > Changes
Application Mapping ™
CHANGELOG - TEST_APPLICATION @
= Application Control
B s sppicaion u__m
ePath Ruleset Config Enable handler glebal SheortcutHandler has been added 2018-01-31 10:43:38 User: admin

sLogs Enter Commit Comment:

sStatistics Shortcut Handler is added.

sSettings

test

v
test_app DISCARD CHANGES COMMIT ONLY COMMIT / PROTECTION COMMIT / DETECTION

3. Check whether or not you definitely do want to apply the changes listed (a description of the entries
displayed can be found under Reviewing and Discarding Ruleset Changes).

4. Inthe Enter Commit Comment field, enter a comment that you and others can use later on to follow
why you made those particular changes. This comment appears in the Version Control.
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5.  Click one of the following buttons:

. Click Commit only to save the ruleset permanently to the vVWAF database, but not to activate it.

. Click Commit / Detection to save the ruleset permanently, and to activate it as the detection
ruleset at the same time.

. Click Commit / Protection to save the ruleset permanently, and to activate as the protection

ruleset it at the same time. (This button is only available when the application is in protection
mode.)

AFTER COMPLETING THIS TASK:

ATTENTION: If you've committed and activated the ruleset as protection ruleset: Immediately test your
web application to ensure that it continues to work correctly in combination with the new rules.

NOTE: If your web application denies all requests following activation, you may still need to enable the
traffic for the application. If you feel that your ruleset might be too restrictive and block desired traffic,
you can simulate its behavior without actually blocking traffic. You can do this by making it a detection
ruleset (see Detection Mode, Protection Mode and Version Control).
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Version Control

Purpose

Version Control provides you with a tabular overview of all rulesets that have ever been committed and acti-
vated on your system. You can track which administrator made which setting, and use Version Control to
meet any legal or contractual regulations for record-keeping. You can also print out the documentation on

paper.
All previous versions of a ruleset can be edited and activated again at any time.

NOTE: Every application has a separate ruleset and therefore has separate Version Control. The
number of versions available at any time may vary from application to application. Versions with
different version numbers can also be active from application to application.

Opening

1. Inthe navigation area, select the application for which you want to open Version Control.
2. Activate the Configuration | Version Controltab.
FOR EXAMPLE:

NAVIGATION Home > Application Control > Test Application > Configuration > Version Control

Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services

= Application Control

B Test Aoplication ® Application Settings Error Page Setup Alerting Configuration Version Control

*Path

STATUS
sLogs
eStatistics Protection Ruleset | 1 v The ruleset currently executed and enforced by the decision engine.
sSettings
Detection Ruleser | disabled v A ruleset which is executed but net enforced (generates log messages only).
test
Loaded Ruleset 2 v The ruleset which is loaded in the current administration session.
test_app
HISTORY

Show all rulesets

> vorson [saus_[rma______Juser Joommere __________________[seseieverson [pcon |

Log Configuration Handler added. (previous ruleset version:
1

2 Loaded 2018-01-31 10:42:32 admin View Changes

1 Protection 1969-12-31 19:00:00 View Changes

Status section

CONTEXT:

The Status section lets you choose which rulesets are loaded and active:
. Protection Ruleset
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This ruleset can only be chosen when protection mode is enabled for the application (see Detection
Mode, Protection Mode). It determines which requests VWAF actually denies.

. Detection Ruleset

Ruleset for monitoring and testing purposes. If a handler of this ruleset becomes active, VWAF only
writes an entry to the log files but doesn't block any traffic.

. Loaded Ruleset
The ruleset that's currently loaded into the administration interface for editing.

History section

CONTEXT:
The History section lists all versions that have ever been committed.

The check box on top of the list determines whether all rulesets are shown or whether only those rulesets
are shown that aren't hidden.

Column Meaning

Version Current version number.

Status Shows which of the versions displayed is currently loaded for editing (Loaded) and
which is currently active in the decider (Active).

Time Date (YYYY-MM-DD) and time when that version was committed.

User Username of the administrator by whom that version was committed.

Comment Comment entered by the administrator on commit in the field Commit Comment

(see Committing and Activating Ruleset Changes).

Action Clicking View displays a printable summary of a specific version.

Clicking Changes lists all modifications that were made between two versions.
Clicking Hide removes the ruleset from the list of shown rulesets.

Clicking Unhide makes a hidden ruleset visible again (only available if hidden
rulesets are shown).

Changing the protection ruleset

CONTEXT:

NOTE: This can only be done when protection mode is enabled for the application (see Detection Mode,
Protection Mode).
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To change the protection ruleset:

1. From the drop-down list after Protection Ruleset choose the number of the ruleset that you want to
activate. For details on the different versions, refer to the table in the History section.

2.  Click the Activate button.

STEP RESULT: The chosen ruleset becomes active immediately.

NOTE: Note that the ruleset that you're currently editing (the loaded ruleset) doesn’t change in this
process. If you activate a ruleset that was set to be detection ruleset before, detection automatically
gets disabled.

Enabling / disabling a detection ruleset

CONTEXT:
To enable a detection ruleset, which only creates log file entries but doesn’t block any traffic:

1. From the drop-down list after Detection Ruleset choose the number of the ruleset that you want to
activate as a detection ruleset. For details on the different versions, refer to the table in the History
section.

Note that you can’t choose the current protection ruleset here. If you want to use this ruleset for
detection, you must first change the protection ruleset.
2.  Click the Set button.
STEP RESULT: The chosen ruleset becomes active immediately.
AFTER COMPLETING THIS TASK:
To disable the detection ruleset, select the option disabled from the drop-down list and proceed as
described above.

NOTE: You can only disable a detection ruleset when protection mode is enabled for the application
(see Detection Mode, Protection Mode).

Loading a different version for editing

CONTEXT:

ATTENTION: If you've made changes to the ruleset that's currently loaded since the last time the
changes were committed, these changes are lost when an older version is loaded. If you want to call
up your current changes again, you need to commit them beforehand (see Committing and Activating
Ruleset Changes).

To reload an earlier version for editing:

1. From the drop-down list after Loaded Ruleset choose the number of the ruleset that you want to
load. For details on the different versions, refer to the table in the History section.

2.  Click the Load button.

RESULT: The chosen ruleset is now loaded into the administration interface and you can edit it.

NOTE: Note that the rulesets used by the decider (the protection ruleset and the detection ruleset)
don’t change in this process.



Viewing an old version and printing documentation

CONTEXT:

You can view a complete overview of the settings for a specific version and print it out. To do this, click in
the Action column on the link View.

The Printable Application Configuration opens with a list of all attributes for the ruleset in question. To print
the list, click the Print button below the list.

Hiding unneeded rulesets for more clarity

CONTEXT:

Over time, your number of stored rulesets grows. When the History list or the drop-down lists grow too
long and get cluttered, you can remove rulesets that you don't need from these lists.

Hiding a ruleset doesn't delete the ruleset. A hidden ruleset just doesn't appear on the lists any longer. You
can unhide a hidden ruleset at any time. Also, you can still assign a hidden ruleset via the REST interface.

NOTE: Note that hiding a ruleset is a global setting. If you hide a ruleset, other administrators also won't
see it.

To hide a ruleset:

1. Inthe History list, go to the Action column, and then click Hide. Note that you can only hide rulesets
that aren’'t currently chosen as Protection Ruleset, Detection Ruleset, or Loaded Ruleset.

2. Make sure that above the list, the option Show all rulesets is disabled.

Unhiding a ruleset

CONTEXT:
To unhide a hidden ruleset:

1. Inthe History section, above the list, activate the option Show all rulesets.
STEP RESULT: The list now also shows the hidden rulesets.

Go to the line of the ruleset that you want to unhide. In the Action column, click Unhide.
3. You can now deactivate the option Show all rulesets again. The ruleset remains visible in the list.
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Application Control

ConTexT: The Application Control is your dashboard to monitor and to control your applications:
. You can monitor whether there have been any attacks.

. You can block all the traffic to all hosts of an application. For example, this can be useful in the event
of a problem or during updates.

. You can deactivate a ruleset for an application temporarily without having to delete it. All requests are
then accepted unchecked. This can be useful in the short term, for example if individual rules have
been created that are too restrictive and users can no longer access parts of your web application.

Opening

In the navigation area, select Application Control.

The Application Control opens with an overview of all applications.
NOTE: Unless you don't belong to the user group zeusafm Administrator, you only see the subset of
those applications to which you have access according to your user groups.

l"\’ NAVIGATION Home > Application Control

Application Mapping

APPLICATION CONTROL @
=N Application Control
lications in Protection Mode
test App
cosoy o s e T
Traffic @ Protection
test hyperguard - Ruleset protection/active 0Paths 2 X3
allowe:

@ Detection

hyperguard v CREATE CREATE APPLICATION WITH APPLICATION CREATION WIZARD

The list of applications is divided into two groups: applications in protection mode, and applications in
detection mode (see Detection Mode, Protection Mode).

NOTE: You can change the mode of an application on the Configuration | Application Settings tab
(see Editing Applications).

Add Application

Blocking/allowing traffic

CONTEXT:

ATTENTION: Blocking traffic even works when in detection mode. When you block traffic, your web
application is no longer accessible.
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To block or allow the traffic for a specific application:
1. Inthe Application Control, click the traffic lights in the Traffic Status column to switch over the lights.

2. To block the traffic, confirm the prompt with OK.

STEP RESULT: NOTE: This setting is effective immediately (unlike other settings that only become active
following a Commit and Activate action).

RESULT:
The traffic light symbol indicates the current status:

. red: traffic blocked
. green: traffic allowed

Switching the rule set on or off

CONTEXT:
To switch the ruleset for a specific application on or off:
1. In the Application Control, click the traffic light in the Ruleset Status column.

2. If you switch off the ruleset, confirm the appearing prompt with OK.
NOTE: This setting is effective immediately (unlike other settings that only become active following a
Commit and Activate action).

RESULT:

The traffic light symbol indicates the current status:
. red: ruleset inactive

. orange (flashing): no valid license

. green: ruleset active

Monitoring the attack status

CONTEXT:

You can check at a glance whether there have been any potential attacks on an application.

. If any requests were denied by the protection ruleset within the last 24 hours, the Protection symbol
in the Attack Status column turns red (this symbol is only visible for applications in protection mode).

. If any requests were identified by the detection ruleset in the last 24 hours (requests that would have
been denied if the detection ruleset had been a protection ruleset), the Detection symbol in the Attack
Status column turns red (this symbol is only visible for applications in detection mode, as well as for
application in protection mode that have a second, detection ruleset assigned).

NOTE: You can click the colored symbols. This opens a pre-filtered log file view of the relevant requests
(see Log Files).



Adding applications

CONTEXT:

To create a new application, enter its name into the field Add Application and click Create. For details,
please refer to Editing Applications.



Export and Import

CONTEXT:
NOTE: The ability of exporting and importing application mappings and rulesets depends on your indi-
vidual user rights. If you belong to the user group zeusafm Administrator, you can export and import
both application mappings and rulesets for all applications. If you're an application administrator, you
can export and import only rulesets for your specific applications. If you belong to a custom user
group, you might not be allowed to export and import anything.

Purpose

Often, VWAF is used in parallel on the final, public system as well as on a development system and test
system. You can easily export rules from one system into an ZIP file and then import this ZIP file on another
system.

You can also use this method for copying a ruleset from one application to another, or for backing up a
ruleset.

What you can export and import

You can export and import:
. application mappings (even the mappings of deleted applications)

. all rulesets of an application (either the current ruleset, any other ruleset, or the complete history of
rulesets); this includes the baselines of baseline protection, which are part of a ruleset

. the configuration of single preconditions (selectors)
. event destination groups (but currently no other settings of the alerting configuration)

What happens when importing

When importing preconditions and event destination groups, the imported settings simply replace your
current settings.

When importing application mappings, the imported mappings replace your current settings visible in the
user interface, but the imported mappings are not yet committed and thus not active. If you want to use
them, you need to commit them manually (see Editing Application Mapping).

Arulesetis only imported if the same ruleset does not already exist. When importing, each imported ruleset
is assigned the next free ruleset number and the ruleset is automatically committed. So it's stored in the
database, but it's not used. Also it doesn't replace the currently edited ruleset (the “loaded ruleset”). If you
want to edit or use the imported ruleset, you need to make it the protection ruleset, detection ruleset, or
loaded ruleset manually (see Version Control).
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Exporting / Importing application mappings and rulesets

You can either export or import only the application mapping for a particular customer key and application,
or both the mapping and the rulesets of the application in one go:
1. Inthe navigation area, select Application Mapping.
STEP RESULT: The Application Mapping list opens with an overview of all customer keys and their
assigned applications.
2.  Goto the customer key and to the line of the application for which you want to export or import the
mapping and ruleset (optional). In the Action column, click the green Export/Import icon.
A popup window appears.
FOR EXAMPLE :

NAVIGATION Home > Application Mapping

Application Mapping
APPLICATION MAPPING @

= Application Control

H matching application mapping. (Example: Hostname,

Test_Application Search: Secure’ wes appscation Firewa fix or complete URL.)

test 'V [ Default Customer Key Export Import
e |
testapp - App Application: test
v o
1 test P 2 hosts + Export Application Mapping == XQ
2 A test_app » 3 hosts #| Export Ruleset | 2 (Detection) v b X O

Include Ruleset History

Select an application... v CREATE MAPPING
EXPORT

P Test

ADD
CUSTOMER
KEY

CLOSE WINDOW

DELETE
CUSTOMER Select a customer key.. v
KEY

3. Youcanexportandimport either a single ruleset or the complete history of the rulesets that ever were
committed for the application.
To export rulesets, activate the Export tab, select the ruleset, and then click the Export button to
download the ZIP file.
To import application mappings and rulesets for the application, activate the Import tab, click the
Browse button to select a file, and then click the Import button.

4. Ifthe import was successful, a message with a link to the Application Mapping Changes page and a link

to Version Control appears. Click these links if you want to use the imported mapping, or if you want
to make an imported ruleset the protection ruleset, detection ruleset, or loaded ruleset.
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Exporting / importing rulesets only

CONTEXT:
To export or import a ruleset of a particular application:

1.

Application Mapping

-

Test_Application

test

In the navigation area, select Application Control.
STEP RESULT: The Application Control opens with an overview of all applications.

Go to the line of the application for which you want to export or import a ruleset. In the Action
column, click the green Export/Import icon.

A popup window appears.

FOR EXAMPLE:
NAVIGATION Home > Application Control

APPLICATION CONTROL @

Applications in Protection Mode

@ Protection

test_app Test_Application  hyperguard =) Application: test 1 Path XD
allowe . ® Detection
+ Export Ruleset |2 (Detection) v
Applications in Detection Mode Include Ruleset History

pplcation | apabilty —— Aackstas | raths |Acton |
test hyperguard ot @ Detection 1 Path X3
allowed CLOSE WINDOW

Traffic
allowed

hyperguard v CREATE CREATE APPLICATION WITH APPLICATION CREATION WIZARD

Optionally you can export and import either a single ruleset or the complete history of rulesets along
with the application mapping.

To export the mapping and the rulesets, activate the Export tab, select the ruleset, and then click the
Export button to download the ZIP file.

To import the mapping and the rulesets for the customer key and application, activate the Import tab,
click the Browse button to select a file, and then click the Import button.

If the import was successful, a message with a link to Version Control appears. Click this link if you
want to make an imported ruleset the protection ruleset, detection ruleset, or loaded ruleset.

test_ app  Unlicensed Ruleset detection/shadow ® Detection 1 Path XD

Add Application

Exporting/ importing preconditions (selectors)

CONTEXT:

To export or import the settings of an individual precondition:
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You're now in edit mode for this path.

1.

In the navigation area, select the application to which the path and the precondition belong whose
settings you want to export or import.

Activate the Ruleset Config | Pathtab.

STEP RESULT: This opens the list of paths that have been defined for the application.

In the Action column, click the Edit icon of the path to which the precondition belongs.
STEP RESULT: You're now in edit mode for this path.

Activate the Preconditions tab.

Go to the line of the precondition whose settings you want to export or import. In the Action column,
click the green Export/Import icon.

STEP RESULT: A popup window appears.

On the Export tab you can export the selector’s settings to a JSON file. On the Import tab you can
import settings from a file that you had previously exported.

Exporting/ importing event destination groups

CONTEXT:

To export or import an event destination group:

1.

If you want to perform export or import for an event destination group for global events: Select the
menu item Administration > Alerting Configuration .

If you want to perform export or import for an event destination group for application-specific events:
In the navigation area, select the application, and then activate the Configuration | Alerting Config-
uration tab.

Activate the Event Destination Groupstab.

In the Action column, click the green Export/Import icon.
STEP RESULT: A popup window appears.

On the Export tab you can export the group settings to an XML file. Most browsers export and import
standard XML without problems, so you can leave the default option Export file as standard XML
selected. If you're experiencing any difficulties with standard XML export and import, alternatively
select Export file as BASE64 encoded XML. In particular, this may be necessary for some Chinese
browsers. On the Import tab you can import group settings from a file that you had previously
exported.



Global IP Blacklisting

Purpose

Global IP blacklisting provides a means to temporarily block all traffic for specific IP addresses or specific
ranges of IP addresses.

How global IP blacklisting works

The global IP blacklisting mechanism involves several components. This approach allows you to customize
the behavior for each application separately.

The IP blacklist is provided globally, which means that it'’s available to all applications. You can view and edit
the global IP blacklist via the menu item Administration > IP Blacklist.

NAVIGATION Home > P Blacklist > Blacklisted IPs

Application Mapping
IP BLACKLIST @
= Application Control

EN Test Application ® Blacklisted IPs Excluded IPs

*Path

ADD IP
slogs

s5tatistics

eSettings IP range: |101.0.0.0 Timeout: | 5 minutes v ADD TO BLACKLIST

e FILTER

Filter IP ranges for specific [P: APPLY

BLACKLISTED IPS (1 ON LIST)

P Range m__—

10.0.0.0/8 4m 29s 2018-02-01 07:27:02 admin (user)

test_app

ATTENTION: The global IP blacklist by itself has no effect whatsoever on applications. The fact that an IP
address is on the global IP blacklist doesn't mean that traffic from this IP address is automatically
blocked.

You can apply the global IP blacklist locally on application level. While some applications may use the list,
others may not.

If you want to exercise the global IP blacklist on an application, you must configure the Valid Client IP Handler
or the Client IP Selector, and you must enable the option gbl (global blacklist) there. This is a key principle:
Even if there's a blacklist of IP addresses that's available globally, each application administrator can decide
locally whether or not to actually apply the blacklist.

How IPs get blacklisted

IP addresses are added to the global IP blacklist by either of the following:
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. You configure VWAF to add IP addresses to the global IP blacklist automatically, based on events and
alerts (for general information on alerting, see Configuring Alerts).

. You add IP addresses to the global IP blacklist manually.

Configuring VWAF to add IP addresses to the IP blacklist

It is recommended that you use the /P Blacklist Wizard to configure IP blacklisting. The wizard guides you
through the process to set up IP blacklisting and ensures efficient and accurate configuration of global and
application level options.

1. To start the IP Blacklist Wizard, select Administration > IP Blacklist Wizard. Alternatively, from the
Application Control menu select an application, select the Wizards tab and click IP Blacklist Wizard.

STEP RESULT: The first page of the IP Blacklist Wizard appears.

2.  Follow the wizard to configure the global and application level options. For details regarding the IP
Blacklist Wizard options, see IP Blacklist Wizard.

3. Commit and activate the ruleset (see Committing and Activating Ruleset Changes).
RESULT:

After you have set up IP blacklisting, using the IP Blacklist wizard (or manually as detailed below), the
following happens at runtime:

The first action takes place on application level. When there are events on applications for which you didn't
configure the Blacklist IP Event Destination, nothing happens. If there’s an event on an application to which
you've added the Blacklist IP Event Destination, however, VWAF sends the event to the Blacklist IP Event
Destination.

In the next step, the Blacklist IP Event Destination triggers a second event. This event is available globally.
As you've configured the Global Blacklist IP Event Source and linked it to the Global Blacklist IP Event Desti-
nation, the event now ends up in the Global Blacklist IP Event Destination, which writes the IP address (or
a range of IP addresses) of the request to the global IP blacklist.
NOTE: Even if some IP addresses are on the global IP blacklist now, this still does not have any effect.
If there's a request coming from one of the blacklisted IP addresses, VWAF still accepts this request.
To have VWAF deny requests from IP addresses that are on the global IP blacklist, you must next add
the Valid Client IP Handler (with option gbl enabled) to each application, for which you want to enable
the mechanism.

Manually configuring vVWAF to add IP addresses to the IP
blacklist

CONTEXT:
The IP Blacklist wizard guides you through the process of configuring IP blacklisting. However, it is possible
to set up and review IP blacklisting manually.

NOTE: If you aren't familiar with the configuration of event sources and event destinations, first read
Configuring Alerts, Editing Event Sources, and Editing Event Destinations).



To manually configure VWAF so that it adds IP addresses to the global IP blacklist automatically:

1. Onapplication level, add the event destination Blacklist IP Event Destination (see Event Destinations) to
a new or to an existing event destination group.

2. Ongloballevel, add the event destination Global Blacklist IP Event Destination (see Event Destinations)
to a new or to an existing event destination group.

3. Onglobal level, add the event source Global Blacklist IP Added Event Source and for this event source,
select the event destination group to which you've previously added the Global Blacklist IP Event Desti-
nation.

4. Commit and activate the ruleset (see Committing and Activating Ruleset Changes).

Adding an IP address range to the global IP blacklist manu-
ally

CONTEXT:
To manually add a specific IP address or a range of IP addresses to the global IP blacklist:
1. Select the menu item Administration > IP Blacklist to open the global IP blacklist.

2.  EntertheIPv4 or IPv6 address and netmask into the IP range field. For the syntax used, see Specifying
IP Addresses.

3. From the Timeout list, select how long you wish to keep the given IP address range on the blacklist.
When the given time has elapsed, the given IP range is automatically removed from the blacklist again.

4, Click the Add to blacklistbutton

NOTE: Even if some IP addresses are on the global IP blacklist now, this still does not have any effect.
If there's a request coming from one of the blacklisted IP addresses, VWAF still accepts this request.

To have VWAF deny requests from IP addresses that are on the global IP blacklist, you must next add
the Valid Client IP Handler (with option gbl enabled) to each application for which you want to enable
the global IP backlisting mechanism.

Filtering the view

CONTEXT:

If there are a large number of entries in thelP Blacklist View, it can be helpful to filter the list. When you
apply a filter, the list only shows those IP address ranges that include the specific IP address that you've
filtered for.

To apply a filter:

1. Inthe Filter IP ranges for specific IP field, enter the IP address for which you want to filter the list.
2. Click the Apply button.

AFTER COMPLETING THIS TASK:

To remove a filter, delete the IP address from the Filter IP ranges for specific IP field.



Excluding ranges of IP addresses from the global IP blacklist

CONTEXT:

You can prevent particular ranges of IP addresses from getting onto the global IP blacklist. This can be
useful, for example, if you use external scanners that check your web application at regular intervals.

ATTENTION: Note that excluding ranges of IP addresses doesn't set up a whitelist. It does not mean that
all requests from these IP addresses are accepted. It just prevents the specified IP addresses from
being written onto the global IP blacklist.

To exclude a single IP address or a range of IP addresses from the global IP blacklist:

1. Ifyou haven't already done so: Select the menu item Administration > IP Blacklist to open the global
IP blacklist.

Click the Excluded IPs tab.
Enter the IPv4 or IPv6 address and netmask into the IP range field. For the syntax used, see Specifying

IP Addresses.
4. Click the Add to excluded IPs button.
RESULT:

The excluded IP address range now appears on the list. By clicking the delete icon in the Action column,
you can remove it at any time.

Once you've set up excluded IP address ranges, if an IP address range appears on the global IP blacklist and
if this IP address range is fully or partially covered by one of the excluded IP address ranges, the entry is
marked with a red exclamation point.



Linking External Services

Optionally, you can link vVWAF to a number of external services that scan and analyze your web applications
for malicious code and for vulnerabilities. Based on the results of the scans, VWAF can automatically add
instant protection.

This approach shouldn’t be used as a replacement for fixing a vulnerable application, but it provides instant
protection until you've been able to attend to the problem more closely.

To import the reports of your external services provider, and to manage the protection rules derived from
these reports, you use the External Services tab. You can access this tab when you've selected an applica-
tion in the navigation area.

On the External Services tab, there are several subtabs available:

. Vulnerability Management allows you to import reports of external web application scanners that have
scanned your web application for possible attack vectors. Based on what's been identified by the
reports, vulnerability management can then automatically add rules that protect your web application
from attacks that may be carried out via the identified vulnerabilities.

. Rule Management allows you to monitor which rules VWAF currently uses as a result of vulnerability
management.



Vulnerability Management

Purpose

A source code analyzing tool or an online web application scanner can check your web application for
possible vulnerabilities such as Cross-Site-Scripting (XSS) and SQL Injection. However, it then takes some
time to implement a fix and to test the fixed web application before you put it back online.

Vulnerability Management helps you to bridge this gap. It automatically reads the report of the analyzing
tool and creates a set of blacklist rules based on the vulnerable entry points and variables listed in the
report. This provides instant protection for a vulnerable web application.

ATTENTION: Vulnerability Management wasn't designed to guarantee long-time protection of vulner-
able applications. If analysis revealed attack vectors, fix these problems as soon as possible. Use
Vulnerability Management only for interim protection.

Currently, the following application scanners are supported:

. CodeProfiler from Virtual Forge GmbH (http://virtualforge.com).

. CodeSecure from Armorize Technologies, Inc. (http://www.armorize.com).

. IBM AppScan from IBM Corporation (http://www.ibm.com).

. Sentinel from WhiteHat Security, Inc. (https://www.whitehatsec.com).

Opening

To access Vulnerability Management:

1. Inthe navigation area, select the application for which you want to create or manage rules based on
an external report.

2. Activate the External Services | Vulnerability Management | Vulnerability Overview tab.
When you access Vulnerability Management for the first time, the Vulnerability Overview is still
empty because you've not yet imported any reports.

FOR EXAMPLE:

NAVIGATION Home > Application Contral > Test Application > External Services > Vulnerability Management > Vulnerability Overview

Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services

= Application Control

Vulnerability Management
3 =N Test_Application ® Rule Management

*Path

Vulnerability Overview Import
sLogs
eStatistics Vulnerabilities
sSettings

test_app
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Importing reports

CONTEXT:
You can import reports from either online web application scanners or offline web application scanners:
. If your web application scanner provides you with a report file, you need to upload this file to VWAF.

. If your web application scanner provides you with a username and password to download report files,
you can either download these files manually and then upload them to VWAF, or you can download
them directly to VWAF.

NOTE: Downloads and uploads must always be triggered manually. They aren’'t repeated automatically
at regular intervals.

Both uploads and downloads are carried out on the Import tab.

NAVIGATION Home > Application Control > Test Application > External Services > Vulnerability Management > lmport
Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
Vulnerability Management Rule Managemenit
Sl Test_Application @ a8
*Path
Vulnerability Overview Import
sLogs
*Statistics
UPLOAD
sSettings
test Choose File | No file chosen
Document root: Ivarhwwn!
test_app
«| Use baselines for vulnerabilities without mitigations?
IMPORT NOW
DOWNLOAD
Username: Password:
SitelD:
«| Use baselines for vulnerabilities without mitigations?
IMPORT NOW

Uploading a report

To upload a report file to VWAF:
1.  Click Browse and select the report file.

2. Thevulnerability report contains the full paths to individual files. In order to create generic rules for
your web application, VWAF must remove those parts of the paths that won't be part of a request.
Therefore, you must specify your Document root path.

ForR ExaMPLE: Example: On a web server, a web application is stored under the path
/company/application1/. The URL to access this web application is “www.myapplica-
tionl.com”. So you must specify /company/application1/ as your document root. If,
for example, your vulnerability report lists a
file/company/application1/forms/form1.html, this is then stripped to
/forms/form1.html.



3. By default, the option Use baselines for vulnerabilities without mitigations is enabled.

This means that if a report doesn’t contain any specific mitigation rule to resolve the problem, VWAF
uses the same rules that Baseline Protection uses for resolving threats of the same category. Usually
we recommend to not disable this option.

NoTe: When the option Use baselines for vulnerabilities without mitigations is enabled, VWAF
needs to have access to a current baseline rules file (see Baseline Protection and Configuring and
Updating Baseline Protection).

4.  Click import now.

Downloading a report

CONTEXT:
To download a report from your web application scanning service provider directly to vVWAF.

1. Enter the user credentials that you've been given by your service provider into the fields Username
and Password.

2. Ifyou use the same service for several web applications, also enter the SitelD that you've been given
for the web application that you're currently editing.

3. Bydefault, the option Use baselines for vulnerabilities without mitigations is enabled. This means
thatif areport doesn’'t contain any specific mitigation rule to resolve the problem, vVWAF uses the same
rules that Baseline Protection uses for resolving threats of the same category. Usually we recommend
to not disable this option.

NoTE: When the option Use baselines for vulnerabilities without mitigations is enabled, VWAF
needs to have access to a current baseline rules file (see Baseline Protection and Configuring and
Updating Baseline Protection).

4.  Click Import now.
RESULT:

When you now return to the Vulnerability Overview tab, you see a listing of all vulnerabilities that were
identified by the imported reports.

NOTE: Important: You must click the Commit button on the bottom of the Vulnerability Overview page
in order for the listed mitigation rules to become effective.

Vulnerability Overview

CONTEXT:

After you've imported a report, the Vulnerability Overview tab lists all vulnerabilities that have been iden-
tified by the report.



Home > Application Control > bang > External Services > Vulnerability Management > Vulnerability Overview

Ruleset Config Wizards Monitoring Configuration External Services
Vulnerability Managernent Rule Management
Vulnerability Overview Import

Vulnerabilities

e [ S ™ S P S

A green traffic light symbol in the Location column indicates that the location of the vulnerability could be
clearly identified. If the traffic light symbol in the Location column is red, you need to edit the location
manually. To do so, click the corresponding Edit icon in the Action column.

The traffic light symbols in the Mitigation column indicate whether or not your web application is currently
protected against attacks that exploit the vulnerability:
. red: Mitigation is disabled.

. yellow (flashing): Mitigation is enabled, but there are no mitigation rules. Edit the vulnerability or
disable mitigation by clicking the red traffic light symbol.

. green: Mitigation is enabled and running.

You can click the traffic light symbols to toggle the status.

If you don't want to take care of a detected vulnerability — for example, because you're absolutely sure that
it is a false positive — you can click the Delete icon in the Action column to remove the vulnerability from
the list.

ATTENTION: If you remove a vulnerability from the list, this also turns off and deletes all mitigation rules
that are active to protect your web application from attacks that exploit this vulnerability.

ATTENTION: You must click the Commit button on the bottom of the Vulnerability Overview page in order
for the listed mitigation rules to become effective.

Editing a vulnerability

CONTEXT:

If necessary, you can specify the location of a detected vulnerability more closely, and you can edit which
mitigation rules VWAF uses to protect your web application from attacks that exploit the vulnerability.

1. If you haven't done so already: In the navigation area, select the application for which you want to
manage the external services rules.

2. Activate the External Services | Vulnerability Management | Vulnerability Overview tab.
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3. Inthe Action column, click the edit icon for the vulnerability that you want to edit. The “edit” view

opens.
FOR EXAMPLE:

Category:
Description:

Remark:

Location:

Mitigation Rules:

Mitigation Action:

© 2018 Pulse Secure, LLC.

CROSS_SIME_SCRIPTING (AppScan)
Client-side Attacks: Cross-site Scripting - Cross-Site Scripting (AppScan)

URL: /bank/apply.aspx
Type: REQUEST =«
Component: COOKIE -

Key: amCreditOffer

Catch IFRAME injections (art of defence GmbH / CROSS_SITE_SCRIPTING)

XS5 via BASE tag (art of defence GmbH / CROSS_SME_SCRIPTING)
embedded script tags (art of defence GmbH / CROSS_SITE_SCRIPTING)
XS5 via LAYER tag (art of defence GmbH / CROSS_SITE_SCRIPTING)
XS5 via META tag (art of defence GmbH / CROSS_SITE_SCRIPTING)
X35 via IMG tag (art of defence GmbH / CROSS_SIME_SCRIPTING)

X535 via STY'LE tag (art of defence GmbH / CROSS_SITE_SCRIPTING)

HTML tag with src attribute (art of defence GmbH / CROSS_SITE_SCRIPTING)

finds THE XSS test string (art of defence GmbH / CROSS_SIME_SCRIPTING)

X535 via LINK tag (art of defence GmbH / CROS5_SITE_SCRIPTING)

catch on-action javascript injection (art of defence GmbH / CROSS_SIME_SCRIPTING )

javascript element events (art of defence GmbH / CROSS_SITE_SCRIPTING)

XSS via TABLE tag (art of defence GmbH / CROSS_SITE_SCRIPTING)
XSS via BGSOUND tag (art of defence GmbH / CROSS_SITE_SCRIPTING)
XSS via DIV tag (art of defence GmbH / CROSS_SE_SCRIPTING)

XS5 via OBJECT tag (art of defence GmbH / CROSS_SITE_SCRIPTING )

Detects <A HREF Link injection tricks (art of defence GmbH / CROSS_SITE_SCRIFTING)

closing unguoted HTML attribute (art of defence GmbH / CROSS_SITE_SCRIPTING)

XSS via BODY tag (art of defence GmbH / CROSS_SIME_SCRIPTING)
art of defence GmbH / delete statement
i@ deny with HTTP error  Forbidden -

=) remove
replace with

et Cance

L
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8.

The entries Category and Description are supplied automatically by the imported report.

STeEP RESULT: They inform you about the kind of attack that's possible via the identified vulnerability.
Optionally, you can enter an additional comment into the Remark field.

Location identifies where the vulnerability has been found. Usually, the fields are already filled in on
the basis of the data supplied by the imported report.

Mitigation Rules lists the rules that have been chosen to prevent attacks that exploit the identified
vulnerability. A green traffic light symbol in the Action column indicates that the rule is active. A red
traffic light symbol indicates that the rule has been suspended. You can click a traffic light symbol to
toggle the status. To add an additional rule manually, select an entry from the drop-down list, and
then click Add. You can’t suspend manually added rules, so no traffic light symbols appear in the
Action column for these rules. Instead, a Delete icon appears, which you can use to remove the rule
permanently.

Select the Mitigation Action that you want to apply. You can deny the request with an error code, you
can remove the identified pattern from the request and then forward it to the web application, or you
can replace the identified pattern with a given string.

Click Set to confirm your settings and to return to the Vulnerability Overview page.

AFTER COMPLETING THIS TASK:

NOTE: You must click the Commit button on the bottom of theVulnerability Overview page in order for the listed
mitigation rules to become effective.
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Rule Management

Purpose

On the Rule Management tab you can monitor which rules vVWAF currently uses as a result of Vulnerability

Management.

Opening

To access Rule Management:
1. In the navigation area, select the application for which you want to manage external services rules.
2.  Activate the External Services | Rule Management tab.

FOR EXAMPLE :

Home > Application Control > bang > External Services > Rule Management

Iajleset Config

Wizards

Monitaring Configuration External Services

Vulnerability Managerment Rule Management

—

Information displayed

CONTEXT:

Column Meaning

Category

Shows which category of attack may be carried out via the identified
vulnerability. The category name is provided by the external service used.

Provider

Shows who provides the mitigation rule. Mitigation rules may either be
provided by the report file that you've imported from your external service
provider, or by VWAF Baseline Protection.

Description

Contains a more detailed description of the particular attack vector. The text
is provided by the external service used.

Pattern

Exact pattern that vVWAF looks for in your web application. If this pattern
matches with a request, VWAF applies the configured mitigation rules for this
request.

© 2018 Pulse Secure, LLC.
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Implementing Python Scripts

CONTEXT:

You can create Python scripts to expand the scope of VWAF to suit your specific requirements. This provides
additional options and flexibility for administrators with Python scripting experience to expand the func-
tionality of the included handlers.

To create and apply scripts:

. Using the script editor, create the required script(s). Each script is added to the script library (the script
library hosts all configured scripts at the application level)

. Using the script library, sort the scripts to determine the order in which they run.
. Using the script handler, enable the required scripts for the application and each path, as needed.

Scripts can include all basic Python operators plus additional modules and functions. For details of the
supported modules and functions, see Accessible Python Modules and Functions.

Script Editor
You create and edit scripts using the script editor. The editor checks the syntax and highlights issues as you
enter your script. For each script you can add the following 'parts":
. Init
executed during the script handler initialization phase. These are typically significant set up tasks, for
example.
. Request
executed during the Script Handler request.
. Response
executed during the Script Handler response.

Script Library

The scripts you create are saved in a script library. Scripts can be enabled at the application level and to
relevant paths, as needed. The script library allows you to specify the order in which scripts are executed.

Script Handler

The script handler executes the scripts. You configure the script handler for each application and path, as
needed, to enable the required scripts. The scripts available for the application are stored in the script
library.

A selection of example scripts are included below.

Creating scripts

To create a script.

1.  Tostartthe script editor, from the Application Control menu select the required application and click
the Script Library tab.

The Script Library appears.
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NAVIGATION
Application Mapping
= Application Control
Test_Application
:
*Path
sLogs

s5tatistics
sSettings

test_app

FOR EXAMPLE:

Home > Application Control > test > Ruleset Config > Script Library

Ruleset Config Wizards Monitoring Configuration External Services

Global Handlers Handler Templates Path Script Library

oo Lo T N
Add new script

This example shows an empty script library. If any scripts were

created previously, they appear in the list.

In the Add new script field, enter the name for your script and click Create.
The script editor appears.

FOR ExXAMPLE: Your script can include several parts including Init, Request and
Response. Click the relevant part to expand the section and to create the neces-
sary script.

STeP RESULT: This example shows the script editor with the Init part expanded.

NAVIGATION
Application Mapping
= Application Control
=N Test_Application ]
*Path
sLogs

sStatistics
sSettings

test

test_app

Home > Application Control > Test Application > Ruleset Config > Script Library > test

Ruleset Config Wizards Monitoring Configuration External Services
Global Handlers Handler Templates Path Script Library
SCRIPT EDITOR (TEST) @
MName: |test

P Init Section (empty

Mo response handling v
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P Request Section (empty)
P Response Section (disabled

P Comment

Create your script.

For ExaMPLE: VWAF automatically checks the syntax of the script. Should there be

any syntax errors, the input field turns red and vWAF tells you which line the

error is in.

You also set the appropriate 'response mode' for the script, using the drop-down menu, to determine

how response handling is implemented:

- No response handling - no response handling. In this mode, calling any filter_response_* func-
tions in the request script has no effect (no exception is raised). In this mode the response
section is not accessible.

- Response header handling - the relevant response script s called with the response headers only
(no access to the body). In this mode, calling any filter_response_* functions in the request
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script has no effect (no exception is raised). In this part you can manipulate headers (for
example, add a custom header); any manipulation on the body has no effect.

- Response body handling - the relevant response script is called with the full response (headers
and body). In this mode, it is possible to provide the script with a list of content types (comma
separated strings) to handle; only responses with a matching content-type are handled. Calling
any filter_response_* functions in the request script has no effect (no exception is raised). This
part allows you to manipulate both headers and the body.

- Script based handling - In this mode, any filter_response_* functions in the script are handled
based on the script logic (the script determines if and how response handling is enabled). This is
intended for legacy scripts, created before the script editor providing the ability to create scripts
with separate parts was released.

STEP RESULT: Use the Comment option to add comments, as needed.
4.  Click Save.
5.  Commit the change.
RESULT: The script is added to the script library.
AFTER COMPLETING THIS TASK:
Repeat the process to add further scripts.

Managing scripts in the script library

CONTEXT:

Scripts you create are stored in the script library. You can enable any or all of the scripts for your application
and appropriate paths. The scripts in the library are available to any path.

Scripts are executed in the order in which they are sorted. You can change the order of the scripts by
clicking the relevant up or down icon.

NAVIGATION Home > Application Control > Test Application > Ruleset Config > Script Library
Application Mapping

Ruleset Config Wizards Monitoring Configuration External Services

= Application Control

ey S — - Global Handlers Handler Templates Path Script Library

oV

sLogs

. X
sStatistics fest nEver Z
sSettings
& 1 VA Script test 2018-02-01 10:15:46 2 X
test
2 A test script never 2 X

test_app
Add new script

CREATE

To edit a script, click the edit icon.
To delete a script, click the delete icon.
If you edit or delete a script, commit the change.
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Enabling scripts

CONTEXT:

You apply the required scripts to your application and application paths as needed.
1. Navigate to the required application (and path, if necessary).

2. If not configured previously, add the Script Handler (from the Handler Templates tab, select Script
Handler from the Add Handler menu).

3. Click the Script Handler edit icon
STEP RESULT: The Script Handler screen appears.

4.  Enable the required scripts.
STEP RESULT: In this example, Script 1 and Script 2 are enabled.

NAVIGATION

Application Mapping

= Application Control

=N Test_Application ]
*Path
sLogs
sStatistics
sSettings

test

test_app

5. Click Save.

Home > Application Control > Test Application > Ruleset Config > Handler Templates > ScriptHandler

Ruleset Config Wizards Monitoring Configuration External Services

Global Handlers Handler Templates Path Script Library

SCRIPTHANDLER (TEST_APPLICATION - HANDLER TEMPLATE - [ EMPTY PATH ]) @
L S [ S R (™S
Local
test | Enabled _ admin never
reset value
Script test Enabled Inherited admin never

CANCEL m OPEN SCRIPT LIBRARY

6. Commit the change.
AFTER COMPLETING THIS TASK:
The scripts are enabled and executed in the order specified.

Example Scripts

CONTEXT:

This section provides a selection of example scripts.

Example script: Add content to end of page

The following simple example script adds some own content (e.g. a company logo) to the end of each page:

if http.is request():
http.filter response full()

else:

ct = http.get response header ("content-type")
if ct and ct.split(';')[0].lower() == "text/html":
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body = http.get response body ()
if len(body) > O:

try:
idx = body.upper () .index ("</BODY>")
newbody = []

newbody.append (body [ :1idx])
newbody.append ("<BR/><IMG SRC='logo.gif'/></BODY>")
newbody.append (body [idx+len ("</BODY>") :])
http.set response body("".join (newbody))
except ValueError:
http.log("no closing html body tag found")

Example script: Call server scripts based on request URL

The following script takes the request URI (e.g. /image/mandelbrot1.gif) and translates it to /image_han-
dler.php with the subpath argument set to the rest of the URI (e.g. /mandelbrot1.gif):
if http.is request():
uri = http.get request uri ()

path = [ s for s in uri.split('/') if len(s) > 0 ]
if len(path) > O0:

uri = "/%s _handler.php" % path[0]

subpath = '/"'

if len(path) > 1:
subpath += '/'.Jjoin(path[1l:])
http.set request uri (uri, [ ("subpath",subpath)])

Example script: checking and setting a cookie

The following script retrieves a cookie given in a request. If the cookie isn't valid in the session, the script
redirects to a given URL. If no cookie has been given at all, the script generates and sets a random response
cookie.
if http.is request():
s = http.get storage()
¢ = http.get request cookie ('MYVALIDATOR')

if 'MYVALIDATOR' in s:
if s['MYVALIDATOR'] != c:
http.log('found session with invalid wvalidator')
http.redirect('/")
elif c:
s ["MYVALIDATOR']
else:
s["MYVALIDATOR'] = http.make random cookie ()
http.set response cookie ('MYVALIDATOR', s['MYVALIDATOR'])

C



Example script: adding an IP address to the global IP blacklist

If a user calls the URL /honeypot, the following script adds the IP address of the request to the global IP
blacklist for a duration of 5 minutes (300 seconds).

if http.is request() and http.get url() == "/honeypot":
ip = http.get client ip()
http.generate blacklist event (ip, 300)

Example scripts: Validating XML

The following is a simple example of how to verify some incoming XML requests against a given XML
Schema:

xml schema string = '"'

LI |

if http.is request() and http.get request method() == 'POST'
and http.get request header ('content-type').lower () == 'text/xml':
xml body = str(http.get request body()) .strip()

xml = lxml etree.parse(StringIO (xml body))

xml schema = lxml etree.XMLSchema (1xml etree.parse
(StringIO (xml schema string.strip())))
if not xml schema.validate (xml):
http.log("xml request does not match schema")
http.set returncode (403)

The following example validates the XML against a defined XML DTD. If the XML is valid, the script writes
the value true to the VWAF Log Files.

xml string = '''<?xml version="1.0" encoding="ISO-8859-1"7?>
<note>

<to>Tove</to>

<from>Jani</from>

<heading>Reminder</heading>

<body>Don't forget me this weekend!</body>
</note>'"'";
dtd string = '''<!ELEMENT note (to, from,heading,body)>
<!ELEMENT to (#PCDATA)><!ELEMENT from (#PCDATA)>
<!ELEMENT heading (#PCDATA)><!ELEMENT body (#PCDATA)>'""
xml = 1lxml etree.XML(xml string)
dtd io = StringIO(dtd string)
dtd = 1lxml etree.DTD(dtd io)
http.log(str(dtd.validate (xml)))

The following example validates the XML against a given XML Schema file. If the XML is valid, the script
writes the value true to the VWAF Log Files.

xml string = '''<?xml version="1.0" encoding="IS0O-8859-1"?>
<note>

<to>Tove</to>

<from>Jani</from>
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<heading>Reminder</heading>

<body>Don't forget me this weekend!</body>

</note>'"'"';

schema string = '''<xsd:schema xmlns:xsd="http://www.w3.0rg/

2001 /XMLSchema">

<xsd:element name="note" type="noteType"/>

<xsd:complexType
<xsd:sequence>
<xsd:element
<xsd:element
<xsd:element
<xsd:element

</xsd:sequence>
</xsd:complexType>

</xsd:schema>"'""

xml io = StringIO(xml string)
schema io = StringIO(schema string)

name="noteType">

name="to" type="xsd:string" />
name="from" type="xsd:string" />
name="heading" type="xsd:string" />
name="body" type="xsd:string" />

schema doc = 1lxml etree.parse (schema io)
schema = 1lxml etree.XMLSchema (schema doc)

xml doc = lxml etree.parse(xml io)

http.log(str(schema.validate (xml doc)))

© 2018 Pulse Secure, LLC.

131



Configuring Alerts

Alerts inform you in the case of certain events, but don't trigger any automatic action. There are two
different levels at which you can configure alerts:

. you can configure alerts for events that relate to a specific application
. you can configure alerts for events that relate to the global vVWAF installation

Event Destinations

Event destinations determine the channels via which VWAF notifies you in the case of an event. For
example, you can configure notification by email, you can let VWAF send an HTTP POST request to certain
URIs, or you can let VWAF write an entry to a special log file. You can configure any number of event desti-
nations.

. For information on how to configure an event destination, see Editing Event Destinations.

Event Destination Groups

Event destinations are combined into event destination groups.

When adding an event source to your configuration, you have to link it with an event destination group.
VWAF sends alerts to all event destinations that are part of this group.

Event destination groups are specific to the entity for which they were created:

. If an event destination group was created for an application, it's only available when configuring this
application, but it isn't available when configuring alerts for other applications or global alerts.
. If an event destination group was created in the global alerting configuration, it's only available here

but not when configuring alerts that relate to a specific application.

For information on how to edit event destination groups, see Editing Event Destinations.

Event Sources

Event sources are the occasions and conditions when vVWAF alerts you. The event source Cluster State

Event Source for example, triggers an alert if any cluster node goes offline.

. For information on how to configure an event source, see Editing Event Sources.
NOTE: Recurring alerts are only triggered when the status changes. For example, when you define the
Requests Per Minute Event Source to trigger an alert if the average number of requests per minute
exceeds a given limit, you get an alert when the limit is exceeded for the first time. However, you don't
get additional alerts while this state continues. You would only get a second alert if the number went
below the limit again, and then beyond again.



Editing Event Destinations

CONTEXT:

Event destinations determine the channels via which VWAF notifies you when one of the conditions defined
for the Event Sources becomes true (see also Editing Event Destinations).

Event destinations are combined into event destination groups. Event sources aren't directly linked to indi-
vidual event destinations but always to exactly one event destination group.
NOTE: You can add as many event destinations to an event destination group as you like. For example,
if you want to send an alert message by email not only to one but to various recipients, just add several
Mail Event Destinations to the event destination group. You can then specify a different mail to attri-
bute for each Mail Event Destination.

Creating and editing an event destination group

NOTE: The created event destination group only is available for the application for which it has been
created but not for other applications or for global alerting. If the event destination group is created
for global alerting, it only is available for global alerting but not for application-specific alerting.

1. If you want to add or edit an event destination group for global events: Select the menu item Admin-
istration > Alerting Configuration.
If you want to add or edit an event destination group for application-specific events: In the navigation
area, select the application and activate the Configuration | Alerting Configuration tab.

2.  Activate the Event Destination Groups tab.
FOR EXAMPLE:

NAVIGATION Home > Application Control > Test Application > Configuration > Alerting Configuration > Event Destination Groups

Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services

= Application Control

BY Test Application ® Application Settings Error Page Setup Alerting Configuration Version Control

*Path Event Sources Event Destination Groups

sLogs

sSettings

Create Event Destination Group
|[I'est Event Destination Gr01| CREATE k

test

test_app

3. Ifyouwantto create a new event destination group: Enter a name into the Create Event Destination
Group field and click the Create button.

If you want to edit an existing event destination group: Click the corresponding Edit icon in the Action
column.

STEP RESULT: The event destination group opens and can be edited.
AFTER COMPLETING THIS TASK:

You can now add, edit and remove individual event destinations (see following sections).

NOTE: If you need to set up several groups that are largely identical, you can duplicate an existing
group. To do so, click the green Export/Import icon in the Action column, and then click Copy from
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exiting. You can also export a group's settings into a file and then import them back into another
group.

Adding event destinations

1.

5.

Application Mapping
= Application Control

Sl Test Application @

test Group Name |Test Event Destination Groy RENAME

coverere e —

If you want to add an event destination for global events: Select the following menu item: Adminis-
tration > Alerting Configuration

If you want to add an event destination for application-specific events: In the navigation area, select
the application and activate the Configuration | Alerting Configuration tab.

Activate the Event Destination Groups tab.

In the Action column, click the Edit icon of the event destination group to which you want to add an
event destination.

STEP RESULT: The Event Destination Group listing opens.

From the selection list under Add Event Destination, select the event destination to be added. Details

on the individual event destinations can be found in the reference part of this documentation under
Event Destinations.

FOR EXAMPLE:

NAVIGATION Home > Application Control > Test Application > Configuration > Alerting Configuration > Event Destination Groups > lication Event Destination Group Confi

Ruleset Config Wizards Monitoring Configuration External Services

lication Settings Error Page Setu Alerting Configuration Version Control
App g ge Setup

*Path Event Sources Event Destination Groups

sLogs

sStatistics
EVENT DESTINATION GROUP

sSettings

MailEventDestination mail_subject - WAF status event, mail_to - 2018-02-01 04:42:26

Add Event Destination
| BlackListiPEventDestination v | m
ElackListiPEventDestination
MailEventDestination
FPostEventDestination

SNMPTrapEventDestination
SyslogEventDestination

Click the Add button.

RESULT: The event destination just added then appears highlighted on the list. The event destination initially
inherits the attributes preset on the system. To configure the destination in detail, you need to edit it.

Editing an Event Destination

1.

If you want to edit an event destination for global events: Select the menu item Administration >
Alerting Configuration

If you want to edit an event destination for application-specific events: In the navigation area, select
the application and activate the Configuration | Alerting Configuration tab.
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Activate the Event Destination Groups tab.

3. Inthe Action column, click the Edit icon of the event destination group that contains the event desti-
nation that you want to edit.
STEP RESULT: The Event Destination Group listing opens.

4. Inthe Action column, click the relevant Edit icon.
The attributes of the event destination are shown.

- In the Inheritance column you can see whether the values given under Value have been inher-
ited as system-based presets (Inherited entry) or have been modified individually (Local entry).

- The Owner column shows the username of the administrator who made that setting. The
BUILT-IN entry identifies the default values.

- The Last Commit column shows whether and when a setting has already been committed.

Detailed information on the attributes of the individual event destinations can be found in the refer-
ence part of this documentation under Event Destinations.

FOR EXAMPLE:

NAVIGATION Home > Application Control > Test Application > Configuration > Alerting Configuration > Event Destination Groups > Application Event Destination Group Config > Application Event Destination Config
Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
Application Settings Error Page Setup Alerting Configuration Version Control
=0 Test Application ®
i Event Sources  Event Destination Groups
=Logs
sStatistics
eSettings MAILEVENTDESTINATION (DESTINATION FOR EMAIL NOTIFICATION) @
testapp emall address that an event Is sent to
mall_to Inherited BUILT-IN never
subject of the generated mail
miall_subject Inherited BUILT-IN never
WAF status event

STEP RESULT:
5. Make the required settings and then click the Save button.

Deleting an event destination

1. If you want to delete an event destination for global events: Select the menu item Administration >
Alerting Configuration.

If you want to delete an event destination for application-specific events: In the navigation area, select
the application and activate the Configuration | Alerting Configuration tab.

2.  Activate the Event Destination Groups tab.

3. Inthe Action column, click the Edit icon of the event destination group that contains the event desti-
nation that you want to delete.

STep RESULT: The Event Destination Group listing opens.
4. Inthe Action column, click the relevant Delete icon for the event destination that you want to remove.
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Editing Event Sources

CONTEXT:

Event sources are the occasions and conditions when VWAF alerts you via the configured Event Destinations
(see also Configuring Alerts).

You can configure any number of event sources.

Adding event sources

1. If you want to add a global event source: Select the menu item Administration > Alerting Configu-

ration.
If you want to add an application-specific event source: In the navigation area, select the application
and activate the Configuration | Alerting Configuration tab.

2. Activate the Event Sources tab.

FOR EXAMPLE:

NAVIGATION Home > Application Control > Test Application > Configuration > Alerting Configuration > Event Sources
Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
lication Settings Error Page Setu Alerting Configuration Version Control
Y Test Application ® ApP g B
*Path
Event Sources Event Destination Groups
sLogs
e contg v p—— R
sSettings
Add Event Source
test - - —
DeniedRequestsPerlPPerSeverityPerTimeframePerApplicationEventSource v
DeniedRequestsPerlPPerSeverityPerTimeframePerApplicationEventSource

test_app L— DeniedReguestsPerMinutePerApplicationEventSource

ewbBz esAvailable = QLrce
MNewSessionsPerMinutePerApplicationEventSource
ReguestsPerlPPerPathPerTimeframePerApplicationEventSource
ReguestsPerMinutePerApplicationEventSource

3.  From the selection list under Add Event Source, select the event source to be added. Details on the
individual sources can be found in the reference section of this documentation under Event Sources.

4.  Click the Add button.
STEP RESULT: The event source just added then appears highlighted on the list.

RESULT:
The event source initially inherits the attributes preset on the system.

AFTER COMPLETING THIS TASK:
ATTENTION: By default, the event source isn't yet linked to any event destination group. This means that
no alerts are triggered whatsoever. To configure the event source in detail and to link it to an event
destination group, you need to edit the event source.
NOTE: You can add the same event source more than once. You may use this to trigger events based
on different parameters and to send them to different event destinations.
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Editing an event source

1. If you want to edit a global event source: Select the menu item Administration > Alerting Configu-
ration.

If you want to edit an application-specific event source: In the navigation area, select the application
and activate the Configuration | Alerting Configuration tab.
2. Activate the Event Sources tab.

3. Inthe Action column, click the relevant Edit icon.
Now the attributes of the event source are shown.

In the Inheritance column you can see whether the values given under Value have been inherited as
system-based presets (Inherited entry) or have been modified individually (Local entry).

The Owner column shows the username of the administrator who made that setting. The BUILT-IN
entry identifies the default values.

The Last Commit column shows whether and when a setting has already been committed.
Detailed information on the attributes of the individual event sources can be found in the reference
part under Event Sources.

Onthe bottom of the list, link the event source to an event destination group. The selection list labeled
Select a destination group lists all event destination groups that have been created for the applica-
tion or on global level. (For information on how to create event destination groups, see Editing Event

Destinations.)

FOR EXAMPLE:

NAVIGATION Home > Application Control > Test Application > Configuration > Alerting Configuration > Event Sources > Application Event Handler Config

Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services

= Application Control
Application Settings Error Page Setup Alerting Configuration Version Control

=N Test_Application @

sPath

Event Sources Event Destination Groups

eLogs

*Statistics

esettings REQUESTSPERMINUTEPERAPPLICATIONEVENTSOURCE (SOURCE FOR REQUESTS PER MINUTE PER APPLICATION) @
test_app an event is triggered when the requests per minute for a application go over this limit

upper_limit Inherited BUILT-IN  never

100

after an event was triggered the requests per minute have to go below this limit before another event can be triggered for this application
lower_limit Inherited BUILT-IN never
50

notification prefix
msg_prefix Inherited BUILT-IN never
reguests per minute on the following aj|

natification prefix

msg_under_prefix Inherited BUILT-IN  never
reguests per minute on the following aj)
CANCEL SAVE Select a destination group: | Test Event Destination Group v
No group selected
Test Event Destination Group
s

4. Make the required settings and then click the Save button.
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Deleting an event source

1. If you want to delete a global event source: Select the menu item Administration > Alerting Config-
uration.
If you want to delete an application-specific event source: In the navigation area, select the application
and activate the Configuration | Alerting Configuration tab.
Activate the Event Sources tab.

3. Inthe Action column, click the relevant Delete icon for the event source that you want to remove.



Monitoring Attacks, Statistics, Log Files,
Reports

Recording and analyzing access and server data is important for several reasons:

. You can see the points at which possible attacks are carried out, and use this information to further
optimize your protection measures in the future.

. You can see the points at which security measures might possibly be too restrictive and thus prevent
legitimate users from using your web application. VWAF can even provide suggestions on how to opti-
mize your configuration.

. You comply with any potential legal or contractual regulations requiring you to keep records.

In VWAF you have access to the following dashboards and records:

Attack Status

. The current attack status of each application is indicated by a colored symbol both on the Home page
(see ) and in Application Control (see ).

. When you select an individual application in Application Control and then activate the Monitoring >
Attack Analysis tab, you get a detailed view of the severity and type of attacks that have been
launched within a specific period of time. Also you get information on the attacked hosts, attackers
and attack points (see ).

Statistics

. Detailed graphical statistics can be accessed via the Application Statistics tab. They show the distri-
bution of accepted and denied requests according to the time and the individual handlers (see

).

. Cluster slave statistics show the load and status of individual cluster slaves (see ).

Reports

Application-specific, consolidated reports provide a printable summary of the current configuration and of
the most recent events in PDF format (see ).

Log Files

. Log files contain host-specific logs from all internal system events and error messages (see ).

. The Default Error Log logs events that don't relate to any specific application. This includes invalid
requests, or requests with a host name that doesn't match any of the configured hosts in VWAF (see

).



. The Audit Log contains a list of the actions of all administrators (see ).
. The Event Log displays a table of all status changes (see )

In addition, you can also create a special, individual log file for alerts (see ).
Log data can be sent to one or multiple log back-ends, and they can be downloaded (see ).

Additional Log Files That Cannot Be Accessed via the Admin-
istration Interface

In addition to the log files mentioned above (application-specific log files, Default Error Log, Audit Log, Event

Log), there are some more log files, which are usually only needed for debugging:

. Each enforcer writes its own enforcer log files. By default, the enforcers use the log framework of the
web server that they are running on. So the web server configuration determines where the log files
are stored. On Apache, for example, the standard destination is /var/log/httpd/errors_log.

. The deciders, the administration master, and the administration slaves write their log files to the same
directory where the application specific log files are stored. This is the directory $ZEUSHOME/sting-
rayafm/generic/log/, and on the master the directory $ZEUSHOME/sting-
rayafm/generic/logmaster/.

NOTE: You can change the path to which the additional log files are stored in the configuration file
zeusafm.conf via the attribute “logDir” (see ).



Attack Analysis

Purpose

Attack Analysis lets you monitor the current attack status of an application at a glance.

You can see how many and which types of attacks were launched, and how severe these attacks were (if
VWAF had not detected them). Also you can see which hosts were attacked, who the attackers were, and
where exactly they tried to attack.

NOTE: If the statistics function has been deactivated in the , there are no attack severity
data and baseline distribution data available.

NOTE: If you've disabled logging for individual handlers, these handlers aren’t accounted for in the lists.
Disabling logging also prevents the actions of the handler from being taken into account for the Top-10 lists
“Top 10 Attacked Hosts"”, “Top 10 Attackers” and “Top 10 Attack Points” (see attribute “enable-logging” of
individual handlers).

Opening

In the navigation area, select the application for which you want to open attack analysis.
2.  Activate the Monitoring | Attack Analysis tab.

3. Fromthe Ruleset drop-down list, select whether you want to see the attack analysis for the protection
ruleset or for the detection ruleset (option only available when in protection mode).

From the Time period drop-down list, select the period for which you want the data to be displayed.

5.  If you want to confine analysis to certain cluster slaves or hosts, click the arrow symbols next to the
Time period list and select the desired slaves and hosts. To select multiple entries, just click them
one after the other.

STEP RESULT: The view refreshes automatically.

NOTE: The diagrams are displayed immediately. However, depending on the size of the log files, it may
take some time for the Top-10 lists to build up.
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NAVIGATION Home > Application Control > test > Monitoring > Attack Analysis
Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control

- @ Application Statistics Logfiles Reparts Attack Analysis
*Path Ruleset: Frotection/Active v
*Logs Time period: | Last 1 Hour v P 1 of 1 cluster slaves selected P 1 of 1 hosts selected
#Statistics - -

Attack Severity Baselines

peses Total: 15

20

T
Lowe Meclium High

15 10

172.21.2455

10.96.195.17
172.21.891 3

172.21.16.231 2

Top 10 Attack Points Attack Count

/DVWA-master/vulnerabilities/sqll/?id=%27+or+%27a%2. 10
/DVWA-master/vulnerabilities/xss_r/fTname=%3Cscript¥%: 2
JDVWA-master/vulnerabilides/xss_s/ 1
/DVWA-master/vulnerabilities/xss_r/?name=%3Cscript¥: 1

/DVWA-master/vulnerabilities/sqli?ld=%27+-&Submit=5 1

NOTE: The Attack Severity diagram on the y-axis shows the number of attacks. Please note that the
total number of attacks depends on the chosen Time period. The longer this time period is, the more
attacks probably have been launched. Therefore, you can't directly compare the indicated values for
different time periods.

Information displayed

CONTEXT:

Diagram Meaning

Attack Severity The diagram shows how many attacks have been launched within the selected
period of time, allocated to each of the three severity classes "Low", "Medium" and
"High". At a glance, this gives you an instant idea of the current threat. The mapping
of attacks to one of the three security classes is determined by the handler that
repelled the attack. Internally, each handler is assigned to one of the three severity
classes. The diagram shows the total activity of handlers within each class. For
details on severity, see Severity of Events Triggered by Handlers.
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Diagram Meaning

Baselines Shows the percentage distribution of attacks, according to the basic attack
scenarios covered by the enabled baselines of baseline protection (see Baseline
Protection Wizard):

. Common Attacks

. Cross-Site Scripting (XSS)
. Path Traversal

. Shell Command Injection
. PHP specific rules

. SQL Injection

. Code Injection

Top 10 Attacked | Lists the 10 hosts on which the most total number of attacks were identified. The
Hosts Attack Count column shows the total number (regardless of severity).

NOTE: Only the selected hosts (selection above the charts) are accounted for.

Top 10 Lists the IP addresses from which the most attacks were launched. The Attack
Attackers Count column shows the total number.

Top 10 Attack Lists the paths and files on which the most attacks were launched. The Attack
Points Count column shows the total number.
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Application Statistics

Purpose

Graphical displays of statistics show the distribution of accepted and denied requests according to the time
and the individual handlers.

Each set of statistics refers to a specific application and to a specific ruleset (either protection ruleset or
detection ruleset).

NOTE: If the statistics function has been deactivated in the , there aren’t any application
statistics data available.

Opening

In the navigation area, select the application for which you want to open the statistics.
2.  Activate the Monitoring | Attack Analysis tab.

3. Activate the Rulese drop-down list, select whether you want to see the statistics for the protection
ruleset or for the detection ruleset (option only available when in protection mode).

4.  Fromthe Handler drop-down list, select whether you want to see the Deny-Request Distribution for
all requests or only for those requests that were denied by a specific handler.

From the Time period drop-down list, select the period for which you want the data to be displayed.

If you want to confine analysis to certain decider cluster slaves or hosts, click the arrow symbols next
to the Time period list and select the desired nodes and hosts. To select multiple entries, click them
one after the other.

FOR EXAMPLE:

NAVIGATION Home > Application Control > test > Monitoring > Application Statistics
Application Mapping

Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
= Application Statistics Logfiles Reports Attack Analysis
*Path Ruleset: Frotection/Active v
sLogs Handler: Show All v
sStatistics Time period: | Last 3 Hours v P 1 of 1 cluster slaves selected W 1 of 2 hosts zelected

sSettings

al -
WW.[ES[.CO;} ;

STEP RESULT: The application statistics view refreshes automatically.

NOTE: Some of the diagrams, on the y-axis show the number of requests. Please note that the total
number of requests depends on the chosen Time period. The longer this time period is, the more
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requests are sent to your web application on average. Therefore, you can't directly compare the indi-
cated values for different time periods.

NAVIGATION Home > Application Control > test > Monitaring > lication Statistics
Application Mapping
Ruleset Config Wizards Monitaoring Configuration External Services
= Application Control
= E Application Statistics Logfiles Reports Attack Analysis
*Path Ruleset: Frotection/Active v
eLogs Handler: | Show Al v
sStatistics Time period: | Last 3 Hours v P 1 of 1 cluster slaves selected P 2 of 2 hosts selected
Settl = = =
L Combined Requests Combined denied Requests
= 20 E
= :
E 15 E_ 0.8
3 E os
g 10; 5
% = 041
S 5 §0.2-
Eol - — £, —
04:20 04:40 0500 0520 0540 08:00 05:20 0540 07.00 07:20 04:20 04:40 0500 05:20 0S40 05:00 0520 06:40 07:00 07:20
Date Date
Request Distribution Deny-Request Distribution
Total: 104 Total: 15
Host Distribution Cluster Node Utilization
Total: 104 ]2_?'0'0_']
i~ O\,
;-" __,/ //" "“\\\\__ "-\\
|.' l." III I/ \I III "ul '.‘
'.\ \ \ N / / ,."
\ Y ~ ! /
\\"—"_" /
\ ~——

Information displayed

Diagram Meaning

Combined Requests | Distribution of all requests (accepted + denied) across the selected period of
time for all hosts of the application.

Combined Denied Distribution of the denied requests across the selected period of time for all
Requests hosts of the application.
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Diagram Meaning

Request Percentage distribution of the accepted requests in comparison to the denied
Distribution requests.
Deny-Request It depends on the selection made within the Handler selection list what's
Distribution shown here:
. If the entry Show All is selected, the chart shows the percentage distribu-
tion of the denied requests, relating to the individual handlers (see
Handlers).
. If the entry InvalidArgsHandler is selected, the chart shows the percentage

distribution of requests that were denied because they matched the black-
list compared to those denied because they didn't match the whitelist.

. If the entry BaselineProtectionHandler is selected, the chart shows the
percentage distribution of denied requests according to the different attack
scenarios covered by the activated baselines.

. If any other handler is selected, no data is shown.

Host Distribution Percentage distribution of all requests, relating to the individual hosts of the
application.

Cluster Node Number of requests, relating to cluster nodes.

Utilization
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Reports

Purpose

Reports provide a printable summary of the current configuration and of the most recent events in PDF
format.

You can use reports, for example, if you require printed documentation of your protective measures, or if
you need to present to other people what has recently happened and been configured. Also VWAF can send
you daily, weekly or monthly reports by email, which keep you informed at regular time intervals about the
most important developments.

Each report covers one specific application. Therefore, if you manage more than one application in vVWAF,
you need to create a separate report for each one.

Creating and downloading a report manually

CONTEXT:

To create a report:
1. Inthe navigation area, select the application for which you want to create the report.
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2.  Activate the Monitoring | Reports tab.

FOR EXAMPLE:

NAVIGATION Home > Application Control > Test Application > Monitoring > Reports

Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services

= Application Control

Y Test_Application @ Application Statistics Logfiles Reports Attack Analysis

*Path

MANUAL CREATION
sLogs

eStatistics Report covers one | Month ¥ | Repart ends on [2018-02-01 i (¢ add auditlog CREATE
sSettings Day
Week

test SCHEDULED CREgZVi] k

test_app Automatically create
| a daily report [« add audit log

a weekly report on every Monday |« add audit log

a menthly report on the first day of every month |« add audit log

«&' Reports will be sent to all users who have monitoring read privileges and who have entered a valid email address in their profiles. Reports will alsc be
available from the list below.

MAIL SETTINGS

Subject  |{hostname}: vWAF {timeframe} report (generated {date} {time}) for application: {application} =
Filename [vWAF_report_{application}_{timeframe}_{date}-{time} =

FILL IN DEFAULT VALUES

TEMPLATE MANAGEMENT

You can use Templates to customize the layout and the content of your reports. Templates are managed as zip files which
contain your company logo (logo.jpg) and a C55 style sheet (style.css). Please download the default template below and read
the comments in the style.css file for more information.

Using the default template.

Choose File | Mo file chosen DOWNLOAD

DEFAULT
UPLOAD TEMPLATE TEMPLATE
T N S

3. Inthe section Manual Creation, select whether the report is to cover one Day, one Week, or one
Month.

4. Bydefault, theinputfield Report ends on displays the current date. This means that the report covers
the ongoing day, week or month. If you want to create a report for some time frame in the past, click
the calendar symbol next to the input field and choose the date of the last day that's to be covered by
the report.

5. By default, reports contain an Audit Log relating to the time-frame of the report. If you want a brief
report without the Audit Log, clear the add auditlog check box.

6. Click the Create button to start generation of the report.

STEP RESULT: A new line appears on the list. While the creation of the report is in progress, the Status
column displays the text creating report. Depending on the size of the log files this may take some
time. When the report is complete, a link with the link text download report appears.

7.  Follow the link to download or open the report.

NOTE: The column Creation Time shows the date and time when the report was created. The report
will be available for download until you or another administrator create a new report for the same
application and time-frame. You can create a new, updated report at any time by clicking the Create
button again.
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Scheduling reports sent by email

CONTEXT:

You can configure VWAF so that it sends reports automatically by email at regular time intervals.

NOTE: Reports are sent to all users who have read access for monitoring the application. Make sure that
valid email addresses have been entered for all users who are to receive reports.

To schedule automatic reports:

1.
2.
3.

In the navigation area, select the application for which you want to create the reports.
Activate the Monitoring | Reports tab.

In the section Scheduled Creation, select the desired time frames:

. daily: A reportis created and emailed once a day, at 0:00 a.m.

. weekly: A report is created and emailed once a week, Monday morning at 0:00 a.m.

. monthly: A report is created and emailed once a month, first day of month at 0:00 a.m.

By default, reports contain an relating to the time-frame of the report. If you want a brief

report without the Audit Log, clear the corresponding add auditlog check box. On the Status Display
the messagereport creation schedule changed appears.

Contents of a report

CONTEXT:

A report always relates to one specific application. It comprises:

basic configuration parameters:

version of the detection ruleset, version of the protection ruleset, list of application administrators;
in weekly and monthly reports also: complete list of all ruleset definitions

a list of the hosts of the application

a consolidated log file analysis for each host of the application, listing:

- denied requests by IP, denied requests by URI

- requests by handler name, requests by IP

- requests by URI

(only lists the 10 most frequently affected IPs, URIs, and handlers; for a full analysis, you need to
analyze your log files manually (see )

statistics, relating to the time-frame of the report (see )
optional: an Audit Log, relating to the time-frame of the report (see )



Log Files

Purpose

Log files contain host-specific logs from all internal system events and messages. For example, if one of the
handlers defined in your security configuration becomes active, VWAF creates a log file entry with detailed
information. In the case of the Invalid Args Handler, for example, the log file entry tells you whether an argu-
ment is invalid because it matched with the blacklist, or because it's missing on the whitelist. The log file
entry even shows you precisely which regular expression of your configuration has matched.

For a detailed list of all log file entries possible, please refer to

There's a separate log file for each host. However, in the administration interface you only ever see one
consolidated view per application. This means that you always see, at the same time, the log file entries for
all hosts of an application.

NOTE: In addition to the log files for each host, VWAF also generates an additional . which
logs events that don't relate to a specific host. In the you also see a list of all security-related
changes to the system. In addition to this are the normal log files from your web server (only accessible on
the system level and can't be viewed via the VWAF administration interface).

Opening
1. Inthe navigation area, select the application that uses the hosts for which you want to view the log file
entries.

2.  Activate the Monitoring | Logfiles tab.
STEP RESULT: A display of all log files entries for the current day appears.

NOTE: For hosts with a large number of requests, the log files can become very large and it may there-
fore take some time before the display updates.
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NOTE: To see the complete text of an entry when the text doesn't fit into the column, just hover the
mouse over the entry. The full text then appears in a floating popup window.

NAVIGATION Horne > Application Control > test > Monitoring > Logfiles
Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
plication Statistics eports ck Analysls
o ™ lication Statisti Logflles g Attack Analysi

=Path P 1 of 1 cluster slaves selected P 1 of 2 hosts selected
sLogs

From: |00:00:00 2018-02-02 v | #H To: [23:59:50 2018-02-02 v | UPDATE DOWNLOAD RESET
#Statistics
Settings SAVE FILTER SET —No Saved Filters -- v LOAD FILTER SET

- Choose Filter — v ADD FILTER

Show columns: ¥ Timestamp ¥ Session ¢ Clust, Member (¢ Hast ¥ Client # Request ¥ Action ¢ Mode ¥ Type (¥ Handler # Rule # Companent ¢ Pattern ¥ Severity #) ErrorlD ¥ Freetext

Timestamp Sesslon Clust. Member | Host Client Request Action | Mode | Typ¢ Handler Rule | Component
2018-02-02 05:51:30 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns
2018-02-02 05:46:54 127.0.0.1:8086 10.96.195.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns
2018-02-02 05:43:49 127.0.0.1:8086  10.96.195.17 172.21.16.231 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns
2018-02-02 05:43:30 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns
2018-02-02 05:41:35 127.0.0.1:8086 10.96.195.17 172.21.16.231 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns
2018-02-02 05:39:48 127.0.0.1:8086  10.96.195.17 172.21.8.91 POST /DVWA-mas 403 P RQ BaselineProtection [2/0] patterns
2018-02-02 05:39:18 127.0.0.1:8086 10.96.195.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns
2018-02-02 05:38:56 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns
2018-02-02 05:38:09 127.0.0.1:8086  10.96.195.17 172.21.8.91 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns
2018-02-02 05:37:46 127.0.0.1:8086  10.96.195.17 172.21.8.91 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns
2018-02-02 05:36:53 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns
2018-02-02 05:34:35 127.0.0.1:8086 10.96.195.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns
2018-02-02 05:3%:13 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns o

Settings that influence what's logged

CONTEXT:

Which data is logged depends on various settings of your configuration:

. Full request logging
If full request logging has been activated in both Global Configuration and in the settings for a specific
application at the same time (see Editing Applications), vVWAF logs the full request header and the full
request body of all denied requests.

. Reduced logging
By default, VWWAF logs all requests. In the Application Control, however, a “reduced logging” feature can

also be activated for individual hosts (see Editing Applications). If reduced logging is active, VWAF only
creates a log file entry if one of the configured handlers has been active.

. Reduced argument logging
Usually, VWAF fully logs all URL parameters. If “Reduced Argument Logging” was enabled in the Appli-
cation Control, however, no URL parameters appear in the log files. For example, in this case GET
/test/index.php?password=test&user=user is just logged as GET /test/index.php (see Editing Appli-
cations).

. Disabled logging for individual handlers

If you've disabled logging for individual handlers, events triggered by these handlers don't appear in
the log files (see attribute “enable-logging” of individual handlers).

. Additional logging of headers and arguments
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Usually, VWAF logs only parts of a request. With the help of the Log Configuration Handler however, you
can also include headers and arguments in the logging process as well if specific character strings oc-
curin a header or in an argument.

Risk evaluation

If you've activated the Classify Request Handler, vWAF provides an evaluation of the risk potential for
each request in the log file.

Selecting the time range

CONTEXT:

You can select the period for which you want to display the entries in the log files:

1.

Under From, enter the time and date of the start of the relevant period. You can also click on the
calendar icon next to the input field to select a day from the calendar displayed. Only the current day
and the dates for which entries are present in the log files can be selected.

Under To, in the same way as for step 1, select the end of the period to be displayed.

Click the Update button.

NOTE: When you click an entry in the table in the Timestamp column, you can easily restrict the time
period further by transferring the time displayed as the start time or the end time

FOR EXAMPLE:

Timestamp Session Clust. Member
2018-02-02 05:51:30 127.0.0.1:8086
2018-02-02 05:46:54 127.0.0.1:8086
2018-02-02 05:43:30 127.0.0.1:8086
2018-02-02 05:39:18 127.0.0.1:8086
2018-02-02 05:38:58FF ~@T DR | 157 0.0.1:8086

Set End Date

2018-02-02 05:36:53

2018-02-02 05:34:35 127.0.0.1:8086

Filtering the display

CONTEXT:

For a better overview or to find specific entries, you can restrict the display specifically to entries matching
particular criteria:

1.

If you want to confine the shown log file entries to certain cluster slaves or hosts, click the arrow
symbols on top of the log file view.

STeP RESULT: A table of all configured slaves / hosts opens.
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2.  Select or de-select the desired slaves / hosts by clicking them one after the other. Selected entries are
displayed with an orange background color.

FOR EXAMPLE:

NAVIGATION

Application Mapping

= Application Control

.
*Path
=Logs
=Statistics
=Settings

Home > Application Control > test > Monitoring > Logfiles

Ruleset Config Wizards Monitoring Configuration External Services

Application Statistics Logfiles

Reports Attack Analysis

P 1 of 1 cluster slaves selectsd

¥ 1 of 2 hosts selected

www.test.com

i

From: |00:00:00

2018-02-02 v | ] To: [23:50:59 2018-02-02 v | [ UPDATE DOWNLOAD RESET

— Choose Filter — A

SAVE FILTER SET — No Saved Filters - v LOAD FILTER SET

ADD FILTER

3. From the Choose Filter drop-down list, select one of the filters required.

4.  Specify the condition.
5. Click the Update button.
AFTER COMPLETING THIS TASK:

You can add as many additional filters as you want:
. For different filter types, an AND operator always applies, i.e. the log file entries to be displayed must
match all these filter criteria (e.g. belong to a specific host and be triggered by a specific handler).

. For multiple filters of the same type, an OR operatoralways applies, i.e. the log file entries to be
displayed must match at least one of these filter criteria (e.g. triggered by handler A or by handler B).

To delete a single filter, click the Remove button after the filter. To remove all filters as well as to reset date,
cluster and host selection, click the Reset button next to the date selection fields.

NOTE: If you click an entry in one of the columns Session or Client, you can easily add an additional filter
for precisely that session ID or IP address, without having to enter the individual values manually. If you
click an entry in one of the columns Cluster Member, Host, Action, Mode or Handler, this entry is auto-
matically selected in the selection table of the filter settings. To apply the new filter, don't forget to click the

Update button.
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NAVIGATION Home > Application Control > test > Monitoring > Logfiles
Application Control Monitoring
Application Mapping
Ruleset Config Wizards Monitoring Configuration External Services
= Application Control
& Application Statistics Logfiles Reports Attack Analysis
*Path P 1 of 1 cluster slaves selected P 1 of 1 hosts selected
eLogs
From: |00:00:00 2018-02-02 v | i To: [23-59:59 2018-02-02 v | [ UPDATE DOWNLOAD RESET
Statistics

Settings SAVE FILTER SET — No Saved Fiters - v LOAD FILTER SET
— Choose Filter — v ADD FILTER

Status is v

Remote Address is v

172.21.2455 REMOVE

Show columns: ¢ Timestamp # Session ¢ Clust. Member |#| Host #! Client | Request ¥ Action #| Mode |# Type |#Handler ¢/ Rule ¥ Component ¢ Pattern ¢ Severity # ErrorlD ¢ Freetext

Timestamp Sesslon Clust. Member | Host Client Request Action | Mode | Type | Handler Rule | Component Pattern
2018-02-02 05:51:3( 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns simple login by|
2018-02-02 05:46:5¢ 127.0.0.1:8086  10.96.185.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns simple lagin by
2018-02-02 05:43:3( 127.0.0.1:8086  10.96.185.17 172.21.24.55 GET /DVWA-maste 403 p RQ BaselineProtection [2/0] patterns simple login by
2018-02-02 05:39:1¢ 127.00.1:8086  10.96.195.17 172.21.24.35 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns simple login by
2018-02-02 05:38:5¢ 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste403 P RQ BaselineProtection [2/0] patterns simple login by
2018-02-02 05:36:50 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns simple login by|
2018-02-02 05:34:3! 127.0.0.1:8086  10.96.185.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns simple lagin by
2018-02-02 05:34:12 127.0.0.1:8086  10.96.185.17 172.21.24.55 GET /DVWA-maste 403 p RQ BaselineProtection [2/0] patterns simple login by,
2018-02-02 05:33:2( 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] partterns simple login by|
2018-02-02 05:23:5¢ 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste403 P RQ BaselineProtection [2/0] patterns simple lagin by|
No Encry

No Entry

No Encry -

Saving and restoring your filter settings

CONTEXT:

You can save your individual filter settings and later restore them. This is particularly helpful when you use
complex filters or want to switch between various filter sets.

To save your filter settings, enter a filter name into the input field next to the Save Filter Setbutton and
then click this button.

To load a filter set, select the name from the selection list and then click Load Filter Set.

NOTE: You can only load filter sets that you've created yourself. You can't load filter sets that were saved by
other users. If you want to delete a filter set, select the menu item My Profile. This takes you to the user
management of your own user account. In the section Manage Log Filters you can delete any filter set (see
User Management).

Customizing the table

CONTEXT:

If a column is empty, or if you don't need the information shown in a particular column, you can hide these
columns by disabling the corresponding check boxes above the table.

Also you can change the width of each column by dragging the separator lines in the header of the table to
the left or to the right.
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NOTE: Your settings are saved automatically.

Data Displayed

CONTEXT:
Column Meaning
(first If additional log data is available, a small icon appears here. This is the case for denied
column requests if full request logging has been enabled in both Global Configuration and for the
without application in Application Control on the Application Settings tab.
any Clicking the icon opens a page that shows the full request details and also provides a link

heading) to download the log entry plus the headers and the body raw data.

Date (YYYY-MM-DD) and time at which the entry was made. By default the latest entry is at
Timestam | the top of the list.

p

Session Session ID. This entry is empty in many cases if the Session Handler isn't configured.
Cluster Cluster member to which the entry relates to.

Member

Host Name of the host on which the request was placed.

Client IP address of the querying client.

Request The request as it was sent.

NOTE: If the option "Reduced Argument Logging" was enabled for the application, URL
parameters aren't displayed.

Action Indicates what VWAF did:
. OK: The request was accepted.
NoTE: If reduced logging is activated, accepted requests aren't logged.)

. Any HTTP error code (see HTTP Error Codes): The request/response was denied with
this code.

. NOTICE : The request was accepted, however some information was logged.

. WARNING : A request or response could not be parsed. However, the request was
accepted.

Mode Indicates the mode of the ruleset that was active:
. P: protection mode
. D: detection mode

Type Indicates whether the entry relates to a request to a response:
. RQ: Request
. RS: Response
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Column Meaning

Handler Shows the name of the handler that triggered the log file entry.

NOTE: ou may see the names of some handlers that you haven't configured manually. These
are fixed, preconfigured, internal system handlers (see also, and within the Handler topic
Internal System Handlers).

NOTE: If no handler name is given, it was a valid request or response and VWAF didn't inter-
vene in any way. If you don't want entries for valid requests and responses to be included
in the log files, you can activate reduced logging for individual hosts (see Editing Applica-

tions).
Shows which attribute or setting of the handler caused VWAF to act.
Compone
nt
Pattern If any patterns were specified for the handler that triggered the log file entry, the
particular pattern that matched is shown here (for details see reference of the particular
handler).
Severity Assessment of the risk level that's involved with the incident. For details on severity, see .
ErroriD Unique error ID to be used in combination with a custom error page (see Setting Up o

Custom Error Page).

If you display the ErrorID on your error page, you can ask users to tell you this ID when
they get an error message-for example, when one of the protective rules that you've set up
is too restrictive. Then you can filter the log view display for the given ID and thus see
precisely which handler has denied the corresponding request.

Freetext Additional, handler-specific information (see Entries in Application-Specific Log Files).
If you've specified some individual additional text in the attribute usertext of the handler,
this text is also printed here.

Going to the triggering event

CONTEXT:

When a log file entry has been triggered by one of the VWAF handlers, you can go directly to edit the rele-
vant handler to analyze the security configuration and modify it if required.

1. Click the log file entry in the Action column.
STEP RESULT: A context menu opens.

2.  Select the menu item View Handler Config.

STEP RESULT: This opens the corresponding handler configuration page where you can modify the attri-
butes.

Getting suggestions for improvement

CONTEXT:
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VWAF provides a powerful feature that tells you why a certain request was denied and how you can modify
your configuration to avoid this in the future.

1. Click the log file entry in the Action column.
STEP RESULT: A context menu opens

Action Mode Typ¢ Handler

403 P
403 P
403 P
403 P
403 P
403 P
ANz P

RQ
RQ
RQ
RQ
RQ
RQ

BN

BaselineProtecton
BaselineProtecton
BaselineProtecton
BaszelineProtecton
BazelineProtection
BazelineProtection

Bazalinalratartinn

2.  Select the menu item Suggest Changes..

STEP RESULT: his opens a window that shows a suggestion on how you can improve your configuration
in regard to the handler that triggered the log file entry.

Rule

[2/0]
[2/0]

dd a filter for this entry
View handlerconfig
Suggest changes

Copy to clipboard

[2/0]
[2/0]
[2/0]
[2/0]
240

3.  Click Submit to make the suggested change to your configuration, or click Cancel to leave your config-

uration unchanged.

NOTE: The changes don't become active immediately. You must first commit and activate the modified
configuration (see Committing and Activating Ruleset Changes).

Downloading log data

CONTEXT:

By clicking the Download button you can save the contents of the current view to a file in CSV format.

NOTE: All columns are saved, no matter which columns are currently hidden.

Opening the details page and downloading request data

CONTEXT:

If additional log data is available, a small icon appears in the first column of the table. This is the case for
denied requests if full request logging has been enabled in both Global Configuration and for the applica-

tion in Application Control.
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Timestamp
2018-02-02 05:51:30
2018-02-02 05:46:54
|ols 2018-02-02 05:43:30
2018-02-02 05:39:18
2018-02-02 05:38:56
2018-02-02 05:36:53
2018-02-02 05:34:35

Clust. Member | Host

127.0.0.1:8086
127.0.0.1:8086
127.0.0.1:8086
127.0.0.1:8086
127.0.0.1:8086
127.0.0.1:8086
127.0.0.1:5086

10.96.195.17
10.96.195.17
10.96.195.17
10.96.195.17
10.96.195.17
10.96.195.17
10.96.195.17

Clicking the icon opens a page that provides the full request details.

LOG DETAILS

Download ¥

=
(=}
a
m
=
=4
=

Timestamp 20140409-140902 unknown

Cluster Member 127.0.0.1:8086 localhost

i

Client

POST /form.hitml HTTP/1.1
DENY 403 PROTECTION
REQUEST BaselineProtectionHandler
[210] Component patterns

embedded script tags (id 96) Severity

5
g

invalid combination args street=<script>= match pattern xss embedded

32536b1e7eb54fd6 Freetext script tags fterations 0

g
E

€L
@
]
=}
®
-

s R——
— S —
Mozilla/5.0 (X11; Linux xB6_64) AppleWebKi/537 36 (KHTML, like Gecko) Chrome/33.0.1750.152 Safari’537.36

Request Body

------ WebKitFormBoundarya&OASIFnpY92kebe Content-Disposition: form-data; name="name" Szbastian ------WebKitFormBoundaryaB0ASIFnpY92Zkebe Contert-
Disposition: feorm-data; name="zip" 1234 ------ WebKitFormBoundaryaG0ASIFnpYS2kebe Content-Disposition: form-data; name="street" =script= ------
WebKitFormBoundarya6DASIFnpY92kebe Content-Dispositiaon: form-data: name="filebody": filename="full_request_logging_application_settings.png" Content-
Type: image/png PNG IHDRAJE»iGbKGDUC» pHYsAA+tIMEP #£%83iT¥tCommentCreated with GIMPd.=EIDATxUiolL[WAS'3MZ;2;'Aide:M;i0Q&]D0tgCFOl UOET ! YE:REI4 10U

The details page shows:
the information of all columns (both visible and hidden) of the standard log file view

all HTTP headers sent by the client

if the request was a HTTP POST request: the raw request body (note that only HTTP POST requests
contain a body)

@
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NOTE: The request body might be truncated to the maximum body size configured in

On top of the details page there is a link labeled Download. When you click this link, you can save the logged
request to a file for storage or for further analysis. The format of this file is:

log line header

log line values
empty line

first HTTP header
second HTTP header

empty line
raw body data (possibly truncated to the maximum body size as configured in Global Configuration)
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Default Error Log

Purpose

The Default Error Log logs events that don't relate to a specific application. This can for example be invalid
requests and requests for which VWAF doesn't feel responsible as in the request no host name has been
given that matches a configured host in VWAF. The Default Error Log therefore provides you with informa-
tion on possible actions required for your security configuration.

For a detailed list of all log file entries possible, please refer to Entries in the Defoult Error Log.

NOTE: To see the full text of an entry when the text doesn't fit into the column, just hover the mouse over
the entry. The full text then appears in a floating popup window.

Opening

To open the Default Error Log, select the menu item Administration > Default Error Log.

NOTE: You can sort and filter the table, and you can view the configuration of individual handlers and get
suggestions on how to optimize your security configuration. You can also download the Default Error Log
(see Monitoring Attacks, Statistics, Log Files, Reports for a description of the log files).

NAVIGATION Home > Default Error Log
Application Mapping

DEFAULT ERROR LOG @
= Application Control

=) @ P 10f 1 cluster slaves selected

ePath From: |00:00:00 2018-02-02 v | ] To: [23:59:59 2018-02-02 v | i) UPDATE DOWNLOAD RESET
=Logs SAVE FILTER SET — Mo Saved Filters -- v LOAD FILTER SET

*Statistics
— Choose Filter— v
eSettings ADD FILTER

Show columns: |# Timestamp || Session ¥ Clust. Member #| Host #| Client |#| Request #| Action | Mode #/Type || Handler |#| Rule | Component ¥ Pattern | Severity |#| ErrorlD ¥ Freetext

Timestamp Sesslon Clust. Member | Host Client Request Action Mode Type | Handler Rule | Component Pattern

2018-02-02 05:22:0' 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste OK D RQ NoConfigurationFound [+ =
2018-02-02 05:20:4/ 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste OK D RQ NoConfigurationFound [

2018-02-02 05:20:3: 127.0.0.1:8086  10.96.193.17 172.21.24.55 GET /DVWA-maste OK D RQ NoConfigurationFound [-/-]

2018-02-02 03:20:3 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste OK D RQ NeConfigurationFound [-+]

2018-02-02 05:20:3 127.0.0.1:8086  10.96.195.17 172.21.24.55 POST /DVWA-mas OK D RQ NoConfigurationFound [

2018-02-02 05:20:2 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste OK D RQ NoConfigurationFound [--]

2018-02-02 05:20:2 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste OK D RQ NeConfigurationFound [-]

2018-02-02 05:20:2/ 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste OK D RQ NoConfigurationFound [+

2018-02-02 05:20:2/ 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste OK D RQ NeConfigurationFound [--]

2018-02-02 05:20:2/ 127.0.0.1:8086  10.96.193.17 172.21.24.55 GET /DVWA-maste OK D RQ NoConfigurationFound [--]

2018-02-02 05:20:2/ 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste OK D RQ NeConfigurationFound [+

2018-02-02 05:20:2/ 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste OK D RQ NoConfigurationFound [

2018-02-02 05:20:2/ 127.0.0.1:8086  10.96.193.17 172.21.24.55 POST /DVWA-mas OK D RQ NeConfigurationFound [--] =
Rl 13

Data displayed

Column Meaning

Timestamp | Date (YYYY-MM-DD) and time at which the entry was made. By default the latest entry is
at the top of the list.
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Column Meaning

Session Session ID. This entry is empty in many cases because the Default Error Log also logs
those requests in particular that weren't made within a session secured using vVWAF.

Cluster Cluster member to which the entry relates to.

Member

Host Name of the host on which the request was placed. This entry is empty in many cases as
the Default Error Log also logs requests in particular where the host name is missing.

Client IP address of the querying client.

Request The request as it was sent.

Action Indicates what VWAF did:

. OK if the request was accepted
. HTTP error code if the request was denied (see HTTP Error Codes)

Mode Indicates the mode of the ruleset that was active:
. P : protection mode
. D : detection mode

Type Indicates whether the entry relates to a request to a response:
. RQ: Request
. RS: Response

Handler Shows the name of the handler that triggered the log file entry.

NOTE: You may see the names of some handlers here that you haven't configured manu-
ally. These are fixed, preconfigured, internal system handlers (see also Handlers, and
within the Handler topic Internal System Handlers.

Component | Shows which attribute or setting of the handler caused VWAF to act.

Pattern If any patterns were specified for the handler that triggered the log file entry, the
particular pattern that matched is shown here (for details see reference of the particular
handler).

Freetext Additional, handler-specific information (see Entries in the Defoult Error Log). If you've

specified some individual text in the attribute usertext of the handler, this text is also
printed here.

NOTE: The Default Error Log Entries Per Minute Event Source triggers an alert when vVWAF writes more entries
to the Default Error Log within the given timeframe than the limit allows.
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Audit Log

Purpose

The Audit Log documents the actions of all administrators. This includes, for example, administrator logins,
creating new administrators, adding and deleting applications, updating cluster slaves as well as commit-
ting and activating rulesets. This means that all changes made to the system can be tracked in full, complete
with when and by whom. The last actions carried out are at the top of the table.

For a detailed list of all log file entries possible, please refer to Entries in the Defoult Error Log.

NOTE: If you need a printable version of the Audit Log, you can also create a report (see Reports). A daily Audit
Log is included there, too.

Opening

To open the Audit Log, select the menu item Administration > Audit Log.

NOTE: You can select the time range, and you can sort and filter the table (see Monitoring Attacks, Statistics,
Log Files, Reports for a description of the log files).

NAVIGATION Home > Audit Log

Application Mapping

=0 Application Control
o From: |00:00:00 | [2018-01-31 v | [ To: [23:59:59 | [2018-01-31 v | [

test_application — Choose Filter — v ADD FILTER

AUDIT LOG @

Show columns: |#| Time [#/IP ¢ Admin ¥ Clust. Member |#| Action |#| Result ¢ Data

Time IP Admin Clust. Member | Action Result | Data
2018-01-31 09:25:1¢172.21.8.77 admin 127.0.0.1:8083  changed value OK changed value of reduced_logging_hosts / a *
2018-01-31 09:25:1¢172.21.8.77 admin 127.0.0.1:8083  changed application mapping OK customer key [ Default Customer Key ] appli
2018-01-31 09:25:1¢172.21.8.77 admin 127.0.0.1:8083  changed application mapping OK customer key [ Default Customer Key ] appli
2018-01-31 09:25:1¢172.21.8.77 admin 127.0.0.1:8083  changed application mapping OK customer key [ Default Customer Key ] appli
2018-01-31 09:25:1¢172.21.8.77 admin 127.0.0.1:8083  changed application mapping OK customer key [ Default Customer Key ] appli
2018-01-31 09:16:0172.21.8.77 admin 127.0.0.1:8083  leogin OK via GUI using internal backend
2018-01-31 08:14:0!172.21.8.77 admin 127.0.0.1:8083  changed application mapping OK customer key [ Default Customer Key ] appli
2018-01-31 08:14:0!172.21.8.77 admin 127.0.0.1:8083  changed application mapping OK customer key [ Default Customer Key ] appli
2018-01-31 07:22:2:172.21.8.77 admin 127.0.0.1:8083  login OK via GUI using internal backend
2018-01-31 06:33:4'172.21.8.77 admin 127.0.0.1:8083  changed application mapping OK customer key Test - added customer key
2018-01-31 06:27:4:172.21.8.77 admin 127.0.0.1:8083  protected off OK application "test” [b4d1baaddee5bd9c-6883
2018-01-31 06:23:5(172.21.8.77 admin 127.0.0.1:8083  leogin OK via GUI using internal backend
2018-01-31 06:23:4! 127.0.0.1:8083  install license FAILED o
4 3

Data displayed

Column Meaning

Time Date (YYYY-MM-DD) and time at which the action was carried out.
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Column Meaning

Admin Administrator who carried out the action.
What The action carried out (see Entries in the Audit Log).
Data Specific data held on the action carried out.
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Event Log

Purpose

The Event Log displays a table of all status changes. These include, for example, going online or offline of
cluster nodes, or errors due to invalid settings. Also the Event Log holds a copy of all alerts, no matter to
which Event Destination they were sent (see Configuring Alerts). For a detailed list of all log file entries
possible, please refer to Entries in the Event Log.

Opening

To open the Event Log, select the menu item Administration > Event Log.
NOTE: You can select the time range, and you can sort and filter the table (see Monitoring Attacks, Statistics,
Log Files, Reports for a description of the log files).

NAVIGATION Home = Event Log

Application Mapping

EVENT LOG @

From: |00:00:00 | [2018-01-20 v | [E#] To: [23:59:59 | [2018-02-02 ¥ | [

— Choose Filter— v ADD FILTER

Show columns: ¢ Time |#| Event

Time Event
2018-02-02 05:50:4" cluster node 127.0.0.1:8086 running
2018-02-01 12:07:1¢cluster node 127.0.0.1:8086 running
2018-02-01 10:57:5. cluster node 127.0.0.1:28086 running
2018-02-01 10:55:5. cluster node 127.0.0.1:8086 running
2018-02-01 10:53:4! cluster node 127.0.0.1:28086 running
2018-02-01 10:48:5¢ cluster node 127.0.0.1:8086 running
2018-02-01 10:48:2: cluster node 127.0.0.1:28086 running
2018-01-31 06:23:4: cluster node 127.0.0.1:8086 running
2018-01-31 05:56:4" cluster node 127.0.0.1:8086 running
2018-01-30 09:52:4  cluster node 127.0.0.1:8086 running
2018-01-30 09:48:3! cluster node 127.0.0.1:8086 running
2018-01-30 09:43:0: cluster node 127.0.0.1:8086 running

2018-01-29 05:07:0( cluster node 127.0.0.1:8086 running =
4 3

Data displayed

Meaning

Time Date (YYYY-MM-DD) and time at which the action was carried out.

Event Specific record of the event (see Entries in the Event Log).
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Exporting Log Files
VWAF allows you to export log files easily in a number of ways.

Configuring multiple log back-ends

You can configure VWAF so that it sends log data either to just one back-end or to multiple back-ends at a
time (see ).

Possible back-ends are file, database, syslog, and syslog-cef.

NOTE: This only exports application-specific log files plus the Default Error Log. Audit Log and Event Log can't
be exported.

NOTE: The information of the Audit Log is also included in Reports.

Downloading a log file

You can download a log file in text format for documentation purposes or further analysis with third party
software. All entries in the log files are comma-separated and quoted, which makes it easy to import them
into third-party tools.

NOTE: The downloaded file always contains the same entries as currently displayed on screen. Therefore, if
you've applied any filter, you don't download the complete log file but only the filtered view. This is can be
handy especially if you've applied some complex filters.

To download the current view of a log file, click the Download button next to the filter configuration area.
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NAVIGATION
Application Mapping
= Application Control
o
sPath
eLogs
sStatistics
*Settings

Home > Application Control > test > Monitoring > Logfiles

Ruleset Config Wizards Monitoring Configuration External Services

Application Statistics Logfiles  Reports  Attack Analysis

P 1 of 1 cluster slaves selected P 1 of 1 hosts selected

From: |00:00:00 | [2018-02-02 v | B To: [23:50:50 | [2018-02-02 v | [ UPDATE DOWNLOAD § RESET
1 SAVE FILTER SET o Saved Fiters LOAD FILTER SET
|— Choose Filter — v ADD FILTER

Show columns: |#| Timestamp |# Session ¢ Clust. Member |#| Host (¢ Client #| Request ¢ Action |#| Mode # Type |#/Handler |#|Rule |# Component ¢/ Pattern |# Severity ¢ ErrorlD |#| Freetext

Imestamp Sesslon Clust. Member | Host Client Request Action | Mode | Type | Handler Rule | Component Pattern
2018-02-02 05:51:3( 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns simple login by| *
2018-02-02 05:46:5¢ 127.0.0.1:8086  10.96.185.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns simple lagin by
2018-02-02 05:43:3( 127.0.0.1:8086  10.96.185.17 172.21.24.55 GET /DVWA-maste 403 p RQ BaselineProtection [2/0] patterns simple login by
2018-02-02 05:39:1¢ 127.00.1:8086  10.96.195.17 172.21.24.35 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns simple login by
2018-02-02 05:38:5¢ 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste403 P RQ BaselineProtection [2/0] patterns simple login by|
2018-02-02 05:36:50 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns simple login by|
2018-02-02 05:34:3! 127.0.0.1:8086  10.96.185.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] patterns simple lagin by
2018-02-02 05:34:12 127.0.0.1:8086  10.96.185.17 172.21.24.55 GET /DVWA-maste 403 p RQ BaselineProtection [2/0] patterns simple login by,
2018-02-02 05:33:2( 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste 403 P RQ BaselineProtection [2/0] partterns simple login by|
2018-02-02 05:23:5¢ 127.0.0.1:8086  10.96.195.17 172.21.24.55 GET /DVWA-maste403 P RQ BaselineProtection [2/0] patterns simple lagin by|
No Entry
Ne Entry
No Entry o

1 3
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Administrative Tasks

The main administrative functions can be accessed via the menu item Administration.

You can:

. manage the cluster (see )

. create and manage user accounts (see and )

. view and manually download baseline protection rules (see )

. edit the Global Configuration and view the System Configuration (see and

)

In addition, you can:
. configure alerts that inform you in case of critical events (see )
. access statistics, log files and reports at any time (see )

As with all important files, you should also create a back-up copy of VWAF files at regular time intervals (see

).



Cluster Management

CONTEXT:

NOTE: If you belong to the Application Admin user group, you can only view most of the entries, but you can't
edit them.

Purpose

Usually, Virtual Traffic Manager (Traffic Manager) manages the VWAF cluster automatically. Any problems
that arise with the cluster are reported on the Traffic Manager's administration interface (Admin Ul) and can
be resolved from there, so you don't need to go through manual cluster management.

Manual cluster management in VWAF is mainly intended to be used for information and troubleshooting
purposes. Only edit your configuration here if you are explicitly advised by your support provider to do so.

Opening

1. To open Cluster Management, select the menu item Administration > Cluster Management.
The page consists of several tabs.
FOR EXAMPLE:

Home > Cluster & License Management > Overview

CLUSTER & LICENSE MANAGEMENT @

Overview Capabilities Decider Cluster Nodes Enforcer Admin Server License Management Updater

Available Tabs

CONTEXT:
. Overview: Here you can see how many administration server, decider, and enforcer nodes are
currently used. Also you can see how often each capability (see ) is used in

different applications.

. Capabilities: Here you can select which feature set (capability) is to be available and used for the
protection of each application. See

. Decider Cluster Nodes: Here you can manage the deaders within your cluster. This involves adding
and removing cluster nodes, activating and deactivating cluster nodes, as well as retrieving statistics
for each cluster node. See .

. Enforcer: Here you can configure how many enforcers to use. See .

. Admin Server: Here you can monitor administration server nodes, and you can change their IP
addresses. See



The Updater tab is usually not needed because the Traffic Manager manages the vVWAF cluster automati-

cally. Any problems that arise with the cluster are reported on the Traffic Manager's Admin Ul and can be
resolved from there.

If you need to manage your cluster manually, please contact your support provider.
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Assigning Capabilities

CONTEXT:

On the Capabilities tab of Cluster Management, you can select which feature set (capability) is to be avail-
able for the protection of each application.

Opening

1. Select the menu item Administration > Cluster Management, and then activate the Capabilities

tab.
FOR EXAMPLE:
NAVIGATION Home > Cluster & License Management > Capabilities
Application Mapping T
CLUSTER & LICENSE MANAGEMENT @
= Application Control
TestApplication ~ ® Overview | Capabilities Decider Cluster Nodes Enforcer  Admin Server License Management  Updater

test
hyperguard (used 3 of 10 licenses)

test_a
o o paniy
Test_Application Assign other capahility... v
test Assign other capahility... v
test_app Assign other capahility... v

AFTER COMPLETING THIS TASK:

It depends on your individual license which capabilities are available. For each capability, you see a list of
applications that have been assigned this capability.

Assigning a capability to an application

CONTEXT:

To change the capability for an application, select the new capability from the corresponding dropdown list.

ATTENTION: Choosing a different capability doesn’t delete any ruleset data, but it may resultin limited protec-
tion of the application. This happens if the newly assigned capability doesn't support the same protective
features as the capability that was initially assigned.
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Managing Deciders

CONTEXT:

The Traffic Manager manages the VWAF cluster automatically. Any problems that arise with the cluster are
reported on the Traffic Manager Admin Ul and can be resolved from there.

If you need to manage your cluster manually, please contact your support provider.

CAUTION: Use the Decider Cluster Nodes tab in Cluster Management for information purposes only. Do not
edit your configuration here unless you were advised otherwise by your support provider.

Retrieving statistics

CONTEXT:

You can check the load and availability of resources on any decider node at a glance, without having to log
in to each node manually.

To display a detailed, graphical statistics view for a particular node:
1. Inthe Action column, click the View Statistics icon.

2. From the Time period drop-down list, select the period for which you want the data to be shown.

STEP RESULT: At the top, the statistics view lists precisely which version of VWAF is running on the
decider node.

Below this version data, there are the following diagrams:

Combined requests Distribution of requests (accepted + denied) per minute that have
been handled by this decider node.

System load Distribution of CPU load on this node.

Free disk space for logs Available disk space for log files along time.

Free physical system Available free physical system memory along time.

memory

Average disk space for Average available disk space for log files within the selected Time
logs period.

Average physical system | Average available physical system memory within the selected Time
memory period.

Filtering the display
CONTEXT:

If you have a large cluster with many cluster nodes, you might like to filter the list of nodes so that you can
find specific nodes more quickly.
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To filter the list, disable the corresponding options shown on top of the list:

. Disable the option show running to hide all nodes that are up and running correctly.
Disable the option show degraded to hide all nodes that are enabled but not running.

Disable the option show disabled to hide all nodes that are disabled.

You can freely combine these options. The options are retained until you log out, but when you log in at a
later time, all nodes will be visible again.



Managing Enforcers

CONTEXT:

The Traffic Manager manages the VWAF cluster automatically. Any problems that arise with the cluster are
reported on the Traffic Manager's Admin Ul and can be resolved from there.

If you need to manage your cluster manually, please contact your support provider
ATTENTION: Use the Enforcer tab in Cluster Management for information purposes only. Do not edit your
configuration here unless you were advised otherwise by your support provider.



Managing Administration Servers

CONTEXT:

The Traffic Manager manages the VWAF cluster automatically. Any problems that arise with the cluster are
reported on the Traffic Manager's Admin Ul and can be resolved from there.

If you need to manage your cluster manually, please contact your support provider
ATTENTION: Use the Enforcer tab in Cluster Management for information purposes only. Do not edit your
configuration here unless you were advised otherwise by your support provider.



User Management

CONTEXT:

NOTE: You can only edit the entries if you belong to the zeusafm Administrator user group or to another
user group with appropriate user rights. You can edit your personal user data via the menu item My Profile.
NOTE: VWAF uses single sign-on in combination with the Traffic Manager. Users who aren't known by VWAF
are added automatically, using the same username as in the Traffic Manager.

You can change the user group to which users are assigned who are added automatically. This is done via
System Configuration (attribute “AdminAuthAutoAddUserGroup”).

The password that you can edit in User Management is ignored when vVWAF is accessed via the Traffic
Manager.

Purpose
You can assign users to one or more of the following user groups (see also ):
. Internal user group zeusafm Admin (VWAF Administrator)
- Has all rights.
- Can edit the rulesets for all applications without having to be assigned to these applications
explicitly.
. Internal user group Application Admin

- Can only edit the rulesets of “his"/“her"” applications.

- Can only view the global VWAF configuration and not edit it. For example, the Application Admin-
istrator can't create new applications, hosts, and users.

- In the navigation area can only see “his"/“her” applications, but not necessarily all applications.
. Internal user group PCI Auditor
- Can view the entire configuration, except for application-specific log files and application-specific
statistics.
- Can't change any configuration settings.
. User defined user groups with fully customizable permissions

ATTENTION: Deactivate the default account admin as soon as possible, or assign a secure password to this
account and keep that password in a safe place.
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Opening

1. To open User Management, select the menu item Administration > User Management.
FOR EXAMPLE:
NAVIGATION Home > User Management
Application Mapping

=N Application Control

Test_Application

- usemame _Jruttame ___Jemat __JswusJustiosn Jstfaled ogn -

USER MANAGEMENT @

Filter users by:

admin Administrator enabled 2018-02-01 11:05:05 never
test_app
admini Admin_1 admini @test.com enabled never never ,? x
admin2 Admin_2 admin2@test.com enabled never never 2 X
Add New User

CREATE

Information displayed

CONTEXT:
Username Username assigned.
Full Name First name and family name of the person in question.
Email Email address of the person in question.
Status Activation status enabled or disabled. A deactivated user can no longer
log in.
Last Login Year, month, day and time of the last login.
Last Failed Login Time of the last failed attempt to log in under the Username.
Actions Links for editing and deleting the user.

Filtering the display

CONTEXT:

When you enter a string into the Filter users by field, the user list gets immediately filtered by this string.
NOTE: The filter works with all columns of the table, not only with the “email” column.

You can for example use the filter as follows:
. to find a particular user, enter his or her name

. to list all users of a particular company, enter the company’s domain name as it appears in the email
addresses

. to list all users whose account was disabled, enter the sting “disabled”
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Creating a new user

1. Enter the username to be assigned underneath the list in the Add New User field. The person in ques-
tion will need to log in using this username later on when opening the administration interface. This
username also appears later on at different points within the user interface. For this reason, use a
unique name that can be remembered easily and is as short as possible. The name is case sensitive.
It can’t be changed later!

2.  Click the Create button.

STEP RESULT: A page for editing the user data appears.

ATTENTION: Following these steps only creates a new user on the system. If you've assigned the user to
the Application Admin user group, you then need to assign that user to one or more applications (see
description below).

Editing a user

CONTEXT:

The page for editing user data appears either automatically when a new user is created, or after clicking the
Edit icon in the Actions column.

NOTE: You can access your own settings also directly via the menu item My Profile.

NAVIGATION Home > User Management > Edit Profile (admini
Application Mapping
USER MANAGEMENT ®@
e
Test_Application EDIT USER
test Attribute Value
test_app Username admini
Full Name Admin_1
Account Enabled v
Emai admini@test.com

Internal: WAF Admin X

Groups -
PCI Auditor v m

MNew password ~ [eweess

CANCEL RESET

MANAGE LOG FILTERS

— No Filters — v DELETE

Under Full Name, enter the first name and the family name of the relevant person.

2. Activate the option Account Enabled if you want to enable the account to permit a login under the
Username specified.

3.  Activate the Read-Only Account option if the person in question is only to be assigned read access -
for example to be able to check statistics or log files. This person then can’t make any changes of any
kind to the configuration.
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Under Email, enter the full email address of the person in question.

Add the user to the Groups to which he or she shall belong: Select the appropriate group from the list
and then click the Add button. Each group membership adds its specific permissions to the user.

If you want to remove the user from a group, click the corresponding Delete icon.

NOTE: If you don't add users to at least one group, they don't have any permissions whatsoever and
are therefore effectively unable to use the software.

Assign a password in the New Password field. Follow your company's specific guidelines with regard
to assigning passwords, where applicable.

Repeat the password in the Repeat Password field.
Click the Save button and notify the assigned password to the person in question via a secure method.

Deleting log filters

CONTEXT:

When viewing log files, you can create and save filter sets in order to filter the display (see Log Files). NOTE:
You can only delete filter sets that you've created yourself . You can'’t delete filter sets of other users.

To delete one of your filter sets:

1.

Select the menu item My Profile, or go to user management and then click the Edit icon in the row of
your username. This opens the Edit User page for your user account.

On the Edit User page, go to the section Manage Log Filters.
From the dropdown list, select the log filter that you want to delete.

Click the Delete button.
STEP RESULT: The filter now disappears from the list.

Deleting a user

CONTEXT:

To delete a user from vWAF:

1.
2.

Select the menu item Administration > User Management to open User Management.
Click the relevant Delete icon in the Actions column.
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Group Management

CONTEXT:

NOTE: You can only edit the entries if you belong to the zeusafm Administrator user group or to another
user group with appropriate user rights.

Purpose

In Group Management you can set up custom user groups and you can define which read and write permis-
sions each of these groups has.

In User Management you can later assign one or more of these user groups to individual users.

Opening

1. To open Group Management, select the menu item Administration > Group Management.
FOR EXAMPLE:

NAVIGATION Home > Group Management
Application Mapping

=8 Application Control
Test Applcation

Internal: WAF Admin

GROUP MANAGEMENT @

test

test_app Internal: Application Admin for Test_Application
Internal: Application Admin for test
Internal: Application Admin for test_app

Internal: PCl Auditor

DN N N R

Userdefined: Test Monitor

Create Group

Test App Monitor CREATE h

The list shows all user groups that have been defined. By default, there already is one user group
zeusafm Admin as well as an Application Admin user group for each application.

Adding / deleting a user group

CONTEXT:

When adding a new application to your configuration, VWAF automatically creates a corresponding Appli-
cation Admin user group. You can only add and delete custom user groups. You can't manually add and
delete the internal user groups zeusafm Administrator, PCl Auditor, and Application Administrator.

To add a new user-defined user group, enter a group name into the Create Group field and then click the
Create button.
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To delete a user-defined user group, click the corresponding Delete icon in the Actions column.

Editing a user group

CONTEXT:

NOTE: You can only edit user-defined user groups. The internal groups zeusafm Admin and Application
Admin can't be changed.

To edit the permissions of a user-defined user group:
1. Inthe Actions column, click the Edit icon.

2. The Permissions tree view opens.

FOR EXAMPLE:
NAVIGATION Home > Group Management > Permissions for group (Userdefined: Test Monitor)

Application Mapping

GROUP MANAGEMENT @
=8 Application Control
Test_Application PERMISSIONS OF TEST MONITOR GROUP
test administration (read)

test_app = application REMOVE ALL RIGHTS SET ALL TO READ SET ALL TO READ/WRITE
B2 Test_Application REMOVE ALL RIGHTS SET ALL TO READ SET ALL TO READ/WRITE

alerting (@ none () read () read/write
configuration (& none () read () read/write

handler (none)

& monitoring REMOVE ALL RIGHTS SET ALL TO READ SET ALL TO READ/WRITE

analysis none (#) read () read/write
leg none () read () read/write
report none (#) read () read/write
statistic none (@) read () read/write

selector (none)

vulnerability (@ none () read () read/write
wizard (none)
test (none)

test_app (none)

CANCEL SAVE

The tree view is divided into two major branches:

- administration: Comprises overall management tasks, such as changing fundamental system
settings, adding new applications, group and user management, etc.

- application: Comprises all application-specific issues that are typical for application administra-
tors, such as configuration of individual handlers, monitoring and alerting. there’s one full
subtree for each application.

The text within brackets (“read”, “write” or “read/write”) indicates the highest permission
within the subtree.

3. Tomodify the settings, you can either click remove all rights, set all to read, or set all to read/write
to change the settings for the whole subtree, or you can set each option manually.

4.  When finished, click the Save button.
STEP RESULT: The changed settings become effective immediately.
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Baseline Management

CONTEXT:
NOTE: You can only upload and download baselines if you belong to the zeusafm Administrator user group
or to another user group with appropriate user rights.

Purpose

Baseline Management allows you to view all baseline rule definitions that are available in your local data-
base. If you've allowed this during installation, VWAF downloads new baselines automatically to this data-
base when they're available.

However, you can also trigger a manual download here, or you can upload a baseline file to the database.
NOTE: New baselines are downloaded automatically, but they aren't activated automatically. To activate a
new baseline, you need to run the Baseline Protection Wizard and then to commit and activate your config-
uration.

Opening

1. To open Baseline Management, select the menu item Administration > Baseline Management.
FOR EXAMPLE:

NAVIGATION Home > Baseline Management
Application Mapping

=B Application Control
et veson__Jusoan _____________ [cangolog

V view details
test (Detection) Changelog for Baseline Version 201709220727
Added rule: Remote command execution via java.lang.ProcessBuilder

BASELINE MANAGEMENT @

test_application 2017-09-22
0727

Internal Version
Upload new baselines:

Choose File | Nofile chosen

UPLOAD FROM FILE DOWNLOAD FROM SERVER

Information displayed

CONTEXT:
Version Shows the date and version number of the baseline.
Used in Lists all applications that currently use this version of the baseline and indicates
vn\:k;ztger these applications are currently running in detection mode or in protection
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Meaning

Changelog Lists the changes that were made to the rules in comparison to the previous version.

Downloading new baselines manually

CONTEXT:

Usually, VWAF automatically looks for new baselines once a day. If a new version is available on the update
server, VWWAF downloads this version and shows it on the list.

There may be some occasions, however, when you want to trigger a download manually. In this case, click
the Download from Server button.

Uploading new baselines from file

CONTEXT:

If you don't have an Internet connection or if you've obtained a baseline file from our support team, you
can upload a baseline file to VWAF manually.

1.  Click the Browse button and select the file.

2.  Click the Upload from File button.
STEP RESULT: Once the file has been successfully transferred, the message upload finished appears.
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Purpose

The Global Configuration allows you to customize the default behavior of VWAF.



Virtual Web Application Firewall Administrator User Guide

Opening

1. To open Global Configuration, select the menu item Administration > Global Configuration.
FOR EXAMPLE:

NAVIGATION Home > Global Configuration
Application Mapping
GLOBAL CONFIGURATION @

=8 Application Control
Test Applcation value

allow traffic if we cannot parse the request (not recommended)
test

allow traffic for unknown hosts (not recommended)
test_app
allow traffic if there is no license or if the license is expired (not recommended - this will disable the ruleset) v/

allow unenceded spaces in url (not recommended)

dizable all statistics (not recommended)

Request timelimit (valid integer greater zerc required)
session cookie name AODDSESSION

new hostnames in Application Mapping are set to 'Reduced Logging' )

CLIENT IP HEADER

e
custom client ip header l:l

use NS-Client-IP header (if NetScaler is in place) L

use X-Forwarded-For header (if reverse-proxy is in place) (.

GLOBAL ERROR PAGE SETUP

Standard v

This is the standard behaviour of the firewall system. An HTTP error code will be reported to the web server, which will react according to its configuration. No further

processing is made.

FULL REQUEST LOGGING

] Enable
Max Bady Size | 1024| KB (max. 2048)

APPLICATION LOG SYSLOG CONFIGURATION

[] Enable
syslog v | [UDP | Facility [DAEMON ¥ | Host [127.0.0.1 | Port [514

Syslog configuration for application and default error log. This complements the log backends in the config file.

LOG RETENTION

Default error logs will be kept for n days (0 to keep indefinitely).
Retention is applied on completed days.

| Purge logs for deleted applications

COMPATIBLITY MODE

e

Do not decode URLs J

enforce strict url decoding Ld
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Attributes

CONTEXT:

Attribute Meaning

allow traffic if we
cannot parse the
request

Under some rare circumstances it may happen that VWAF cannot parse
some special character combinations within a request.

By default, VWAF denies those requests. By enabling this option you can
reverse this behavior and let VWAF accept all requests that it cannot parse.
For security reasons it is generally not recommended to enable this option,
but if desired traffic gets blocked it can be useful temporarily until you fix the
problem.

session cookie name

Name of the secure session cookie that VWAF is to generate.

disable all statistics

If this option is enabled, vVWAF does not run any statistics (see Application
Statistics and Attack Analysis.
This is only recommended if you experience too much load on your server.

Request timelimit (valid
integer greater zero
required)

By default, vVWAF filters both requests and responses. After VWAF has
processed the request it passes on the request to the web application and
temporarily stores some data about the request. Then it waits for the web
application's response.

If the web application does not respond for some reason, VWAF deletes the
temporary data and returns an error code. The Request timelimit determines
the time in seconds that VWAF waits for the response.

The default value is 30 seconds.

allow unencoded
spaces in url

Browsers usually encode spaces properly, but poorly programmed scripts
sometimes don't. To allow such a script access to your web application, you
can use this option.

For security reasons it is generally not recommended to enable this option.
Only use it temporarily if you know that a script sends unencoded spaces,
until you have fixed the problem.

allow traffic for
unknown hosts

If this option is enabled, VWAF does not block any traffic for hosts that have
not yet been added in Application Mapping (see Editing Application Mapping).
NOTE: For security reasons, we recommend disabling this option and thus
blocking traffic for unknown hosts as soon as you have entered your hosts to
the configuration.

use X-Forwarded-For
header

Optional (only makes sense if YWAF operates behind a reverse proxy or load
balancer that sets an X-Forwarded-For header).

If this option is enabled, VWAF uses the X-Forwarded-For header (inserted by
the reverse proxy) to determine the IP address of the user. NOTE: Do not
combine this option with use NS-Client-IP header because vWAF using both
headers might result in a conflict.
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Attribute Meaning

use NS-Client-IP header | Optional (only makes sense if VWAF operates behind NetScaler, which sets
the NS-Client-IP header).

If this option is enabled, VWAF uses the NS-Client-IP header (inserted by
NetScaler) to determine the IP address of the user. nNoTE: Do not combine this
option with use X-Forwarded-For header because VWAF using both headers might
result in a conflict.

Global Error Page Setup

CONTEXT:

In this section, you can set up the global default behavior what happens when vVWAF denies a request:
. Return an HTTP error code, which is the standard behavior.

. Display a custom error page that you have set up.

. Redirect to any other custom page.

NOTE: You can also modify this behavior for each application separately in application control. For details,
see Setting Up a Custom Error Page.

Enabling full request logging

CONTEXT:

ATTENTION: Full request logging may log sensitive information such as passwords or personal information.
Make sure that this complies with your privacy policy and that you take appropriate measures of controlling
as to where the data is saved and who will have access to the data.

Application-specific log files provide information why vVWAF denied a request. Sometimes, however, you
might like to retrieve even more detailed information. When you enable full request logging, VWAF logs the
complete request header and the complete request body (up to a configurable size). You can then later
download the request headers and raw body data for further analysis (see Log Files).

For example, you can analyze headers for referrers, or you can analyze a request’s payload to find out which
state your web application was in when the request was denied.

To enable full request logging, select the Enable check box.

NOTE: In Global Configuration you only enable full request logging in principle. However, this does not mean
that full request logging is actually active. In order for full request logging to become effective, you must
additionally enable it for each application for which you want it to be active. You do this in Application
Control on the Application Settings tab (see Editing Applications).

In addition to enabling full request logging, you also need to specify a maximum size of the request body
that is logged. If a request body of a logged request is larger than the given Max Body Size, it is automati-
cally truncated to Max Body Size. This prevents the log files from growing too large. The default maximum
body size is 1024 KB.
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Purpose

The Admin Server Configuration options allow you to configure the following:

HTTP Proxy

If your deployment includes a proxy, specify the proxy details. Once specified, VWAF uses the proxy to
download new baselines.

SMTP Mail

Specify the email settings for sending reports and alerts.

Audit Log

If you require the ability to record audit log details beyond the scope of VWAF (for example, on a cen-
tral log server), specify the location details. If specified, VWAF sends a copy of the events written to au-
dit log to the specified location.

Telemetry

The VWAF telemetry information reports information about how products are being used by various
customers.

Opening

To access the Admin Server Configuration options, select Administration > Admin Server Configuration.

You configure the required options as detailed below.

Configure HTTP Proxy

If you specify an HTTP Proxy, VWAF uses this proxy when downloading new baselines (see Baseline Protec-
tion Wizard). Proxy authentication is supported.

To configure the HTTP Proxy:

1.

Within the Admin Server Configuration section, enter the HTTP Proxy details.

You can either enter the http proxy with or without a username and password in one of the following
forms:

https://user:password@proxy.server:port
http://proxy.server:port

AFTER COMPLETING THIS TASK:

NOTE: HTTP configuration is managed using the Admin Server Configuration option only. Any related
settings in the conf file are no longer applicable and ignored.



Configure SMTP Mail

CONTEXT:
This procedure explains how to specify the email settings for sending reports and alerts.
To configure SMTP Email:

1. Within the Admin Server Configuration section, enter the address of your SMTP Server in the
format: server:port

2. If your deployment uses the SMTP protocol extension STARTTLS (Secure SMTP over TLS), check the
SMTP starttls option.

3. Ifyour deployment uses SMTP authentication, check the Enable SMTP authentication option and
enter the Username and Password required for SMTP authentication.

4. Inthe Mail from field, enter the sender address for email alerts in the format: user@domain
5. Click Save.

AFTER COMPLETING THIS TASK:

NOTE: All SMTP Mail configuration is managed using the Admin Server Configuration options only. Any
related settings in the conf file are no longer applicable and ignored.

Configure vwAF to send Telemetry data

CONTEXT: You can configure VWAF to send telemetry information to Pulse Secure. It helps Pulse Secure to
constantly improve the product.

To configure VWAF to send telemetry data, select the option Telemetry.

Configure VWAF to Send Audit Log Data to a Specified Location

CONTEXT:

If applicable, you can configure vVWAF to send a copy of the data to another location. This creates
and maintains an up to date copy of the Audit Log in the location you specify, such as a central log server.

NOTE: This does not replace the VWAF Audit Log. It is used to create and maintain a copy of the Audit Log in
another location. VWAF maintains the master Audit Log.

To configure VWAF to send Audit Log data to a specified location:
1. Within Audit Log Syslog Configuration section, click Enable.

2.  Select the required log format - for example, 'syslog RFC5424'. The available formats are 'syslog’,
'syslog CSV', and 'syslog RFC5424'. 'syslog RFC5424' is the default.

Select the required protocol - for example, TCP.
Select the required Facility - for example, LOCALO.
Enter the Host IP Address and Port.

Click Save.
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System Configuration

Purpose

The System Configuration allows you to easily view the settings made in the configuration file
zeusafm.conf. In this configuration file the global settings for the interaction of the individual system
components are specified.

Basic settings

CONTEXT:

CAUTION: The configuration file zeusafm.conf is managed by the Traffic Manager. In order to avoid conflicts
with other components, we strongly recommend not to edit this file manually. If you need to change any of
the settings, please do so via the Traffic Manager Admin Ul on the page System > Application Firewall.

Advanced settings

CONTEXT:

Some more advanced settings can't be made via the Traffic Manager Admin Ul. In these cases you need to
edit the configuration file zeusafm.conf manually. You can find the file under $ZEUSHOME/sting-
rayafm/<version>/etc/zeusafm.conf.

After modifying the configuration file manually on one machine in the cluster, you must replicate it across
the cluster from the Diagnose page on the Traffic Manager Admin Ul.

After doing that, you must restart VWAF from the System > Traffic Managers of the Traffic Manager Admin
Ul.

The new settings apply to every machine in the cluster.
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Opening

1. To open System Configuration, select the menu item Administration > System Configuration.

FOR EXAMPLE:
NAVIGATION
Application Mapping
= Application Control
Test_Application
test
e
*Path
sLogs

sStatistics
sSettings

Home = Systermn Configuration

SYSTEM CONFIGURATION

e

adminServer|P

adminServerPort

adminServerUseSSL

AdminAuthMethod

adminServerSessionTimeout

adminMasterXMLIP

adminMasterXMLPort

adminSlaveXMLIP

adminSlaveXMLPort

updateExternControlCenterlP

updateExternControlCenterPort

restServer|P

restServerPort

restServerlUseSSL

restServerSSLKeyFile

restServerSSLCertFle

snmpAgentIP

snmpAgentPort

clusterPwd

decisionServerlP

decisionServerPort

decisionServerPayloadEncryptionKeyFile

logDir

slaveLogBackend

masterLogBackend

useMasterLogs

purgeSlaveLogs

storageDir
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.Jgeneric/log

file:../generic/log

file:../generic/log-master

var/lib
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Attributes

CONTEXT:

Attribute Meaning

AdminAuthAutoAddUserGrou
p

Determines the user group to which new users are assigned when
AdminAuthAutoAddUsers is true.

AdminAuthAutoAddUsers

When this option is set to true, users of the Traffic Manager who
access VWAF for the first time are automatically added as vVWAF users.
In this case you don't need to add these users manually via User
Management

NOTE: By default, the added users are assigned to the user group
"zeusafm Administrator". You can change this by setting the attribute
AdminAuthAutoAddUserGroup.

AdminAuthLogoutRedirectUrl

URL to which users are redirected after manual or automatic logout.

AdminAuthMethod

Usually, VWAF uses external authentication via the Traffic Manager. If
you change the default setting to "internal”, VWAF uses a separate
authentication mechanism and login page. Users then have to log in
using the username and password specified in User Management.

adminMasterXMLIP

Default IP address of the Admin Master Server.

adminMasterXMLPort

Default port number of the Admin Master Server.

adminMasterXMLuseMultiCPU

With large installations, the administration master can be a
performance bottleneck for user interface operations. Tasks like
fetching statistical data or doing statistic precomputations can take up
a lot of CPU resources. This can make the user interface act slow, or it
might even delay other important tasks. To increase performance, you
can enable multi-CPU mode. The downside of multi-CPU mode,
however, is that it needs more memory. So the decision is a tradeoff
between performance and memory usage.

adminServerlP

IP address of the administration server.

adminServerPort

Port number of the administration server.

adminServerSessionTimeout

Timeout of the administration server, given in minutes. The value
must be in the interval of 5 up to 720 minutes (= 12 hours).

adminServerSSLCertFile

SSL cert file if SSL is used to access the administration interface. If no
key and cert files are specified, VWAF uses default values.)

adminServerSSLKeyFile

SSL key file if SSL is used to access the administration interface. (If no
key and cert files are specified, VWAF uses default values.)

adminServerUseSSL

When enabled, SSL is used to access the VWAF administration
interface.
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Attribute Meaning

adminSlaveXMLIP Default IP address of the Admin Slave Server.
If vWAF isn't installed in a cluster, the Admin Master Server and Admin
Slave Server run on the same computer.

adminSlaveXMLPort Default port number of the Admin Slave Server.

clusterPwd Cluster password.

decisionServerl|P IP address of the decider.

decisionServerPort Port number of the decider.
NOTE: This entry must match the port configured in the web server
(entry AODbackend.

docDir Directory where the online documentation is stored. The default is
doc.

enableBaselineDownload Determines whether vVWAF automatically downloads definition files

for baseline protection (see Baseline Protection).

enable-default-admin-account | You can set this option to true temporarily if you've forgotten your
username or password. You can then use the default username
"admin" and password "admin" to log in and then change your
password.

NOTE: For security reasons, comment the option back out again as soon
as possible, or set the value to "false".

hotStandbyBackendIP IP address of the decider that's used as hot standby node.
hotStandbyBackendPort Port number of the decider that's used as hot standby node.
hotStandbyNode Only when installed in an cluster:

Determines whether a slave node is configured for hot standby mode.
In hot standby mode this decider is used if other deciders aren't
available.

logDir Specifies where the system log files are stored.

NOTE: To specify where the application specific log files, are stored, use
the attributes "slaveLogBackend" and "masterLogBackend". Usually,
we recommend using the same directory for "logDir" as for "slaveLog-

Backend".

masterLogBackend see slaveLogBackend

maxBlacklistedIPs Maximum number of IP addresses for which temporary blacklisting
may be activated (see Global IP Blacklisting ).

nodelD Unique ID for each slave.

numberOfCPUs Number of CPUs if multi-CPU support has been enabled (see

Installation).
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Attribute Meaning

purgeSlavelLogs Determines whether log files are automatically removed from slaves
after successful synchronization (default is False).

restServerl|P Only needed if you use the REST-based API.
IP address of the used REST server.

restServerPort Only needed if you use the REST-based API.
Port number of the used REST server.

restServerSSLCertFile SSL cert file if SSL is used to access the REST server. If no key and cert
files are specified, VWAF uses default values.)

restServerSSLKeyFile SSL key file if SSL is used to access the REST server. (If no key and cert
files are specified, VWAF uses default values.)

restServerUseSSL Only needed if you use the REST-based API.
True if the used REST server uses SSL.
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Attribute Meaning

slaveLogBackend Back-ends for the log files:
masterLogBackend «  slaveLogBackend determines the back-ends for the decider and
for the administration slave(s).

. masterLogBackend determines the back-ends for the adminis-
tration master.

NOTE: For masterLogBackend to become effective, the option useMas-
terLogs must be enabled.

At least one back-end is required. You can also specify multiple log

back-ends at a time, separated by commas.

NOTE: When you specify multiple back-ends, VWAF uses the first

back-end (the entry before the first comma) when it reads and displays

log data for monitoring.

Possible back-ends and the required definition syntax are:

. file:<path>

. db:<type>://[<user>[:<password>]@][<host>[:<port>]]/<data-
base name> (available database types are: mssql, postgres)

. syslog:[tcp: | udp:][facility:]<destination IP>[:<port>][/<source
IP>[:<port>]]>

. syslog-cef:[tcp: | udp:][facility:]<destination IP>[:<port>][/<source
IP>[:<port>]]>

. syslog-csv:[tcp: | udp:][facility:]<destination IP>[:<port>][/<source
IP>[:<port>]]>

. syslog-rfc5424:[tcp: | udp:][facility:]<destination
IP>[:<port>][/<source IP>[:<port>]]> (logs in the format specified
in http://tools.ietf.org/html/rfc5424) "facility" can be a number
(0-23) or one of the following strings: USER, DAEMON,
LOCALO...LOCAL7.

The variable elements must not contain commas or any of the special
characters used to define a log backend.

A typical scenario is logging to a file on the slaves, and to a database
on the master.

Example:

slaveLogBackend = file:../generic/logs, syslog:10.100.1.1
masterLogBackend =
db:postgres://stingrayaf@localhost//stingrayaf_master_log

NOTE: If you want to use a database as a log back-end, make sure that
you have the appropriate know-how of how to configure and tune the
performance of that database. We can't provide any support, here. If
you aren't sure of how to configure a database, we strongly recom-
mend using a file log back-end instead.

snmpAgentIP IP address of the SNMP agent.

snmpAgentPort Port number of the SNMP agent.
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Attribute Meaning

storageDir Directory where the configuration databases and statistics are stored.
The default is "conf".

useMasterLogs VWAF saves log files on all slaves. If you want to be able to back up
and analyze log files centrally, VWAF can additionally save copies of the
log files on the master. To achieve this, you must set useMasterLogs
to True on the master.

NOTE: Saving copies on the master may take up a lot of disk space.
Therefore this feature is disabled by default (Value False).

useMasterLogs ExternalSync If useMasterLogs is enabled, this needs a lot of CPU resources and
might thus slow down your system. Should this happen, you can set
useMasterLogsExternalSync to True on the master and provide
some external synchronizing algorithm for the master logs-for
example, via a shell script.
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Backup/Restore

CONTEXT:

To backup and restore VWAF, use the Virtual Traffic Manager Backup Management options. VWAF is backed
up or restored, together with Traffic Manager, provided the App Firewall options are enabled. For further
details regarding the backup and restore procedures, see the Traffic Manager User Guide.



Reference

In the reference section of this manual you can look up details on particular attributes and functions. You
don't need to read all of these topics from beginning to end, however we recommend that you get at least
an overview of the provided Wizards, Handlers and Preconditions before you start your work.

Wizards

Offers a detailed reference of all provided Wizards (Assistants).
Handlers

Offers a detailed reference of all provided Handlers.
Precondlitions (Selectors)

Offers a detailed reference of all provided Preconditions.

Event Destinations

Offers a detailed reference of all provided Event Destinations.
Event Sources

Offers a detailed reference of all provided Event Sources.

Log File Entries

Lists and explains all entries that can be found in the different types of log files.
REST Interface

Provides a reference and examples on using the REST-based API, which you can use to automate ad-
ministration or to link your own user interfaces to VWAF.

SNMP Interface
Introduces the SNMP interface, which you can use to retrieve various administrative information.
Regular Expressions

Provides an overview on the syntax of the most important regular expressions that can be used in
VWAF.

Specifying IP Addresses

Explains the syntax used to specify both IPv4 and IPv6 addresses, as well as ranges of IPv4 and IPv6
addresses.

HTTP Error Codes

Provides an overview of the HTTP Error Codes that VWAF generates and that you can define in many
places.

Accessible Python Modules and Functions

Provides a summary of all Python commands that can be called by the Script Handler.
External Authentication Framework

Provides a reference and code snippets for using an external authentication service.



Wizards

Wizards (assistants) help you to carry out the most important configurations step by step. There are some
wizards that act on global level, but most wizards act on application level.

Global Wizards

The following wizards are available globally:
. Application Creation Wizard
Assists you in setting up new applications step by step.

. IP Blacklist Wizard

The wizard guides you through the process of setting up IP blacklisting, which provides a means to
temporarily block all traffic for specific IP addresses or ranges of IP addresses. The wizard configures
both global and application level settings.

Wizards on application level

NoTE: Note that not all settings available in VWAF can be made using wizards. For special settings you
can configure the relevant handlers manually (see Editing Handlers and Handlers).

The settings made via a wizard always apply to an entire application, this means that they relate to all paths
that might be defined. Information on opening and using the wizards can be found under Using Wizards to
Configure Applications.

NOTE: If you want to view the changes that a wizard has made to your security configuration on the
level of the individual handlers, you can follow these in the change log (see Reviewing and Discarding
Ruleset Changes).

The following wizards are available on application level:

. Anti Phishing Wizard
Configures VWAF so that it detects links from external websites to your own web application. When a
maximum number of requests occur on a page, VWAF blocks the access or diverts to a particular page,
which can be used to display an appropriate warning, for example.

. Anti Spider Wizard

Used as a simple method to block undesirable programs automatically accessing a web application.
The check is carried out via the User Agent field in the HTTP header.

Undesirable User Agents are denied by VWAF with HTTP error code 403 (Forbidden).

. Baseline Protection Wizard

Provides your web application with comprehensive general protection, based on blacklisting of known
vulnerabilities and attacks. This gives you instant security with the click of a button.

. CodeProfiler Import Wizard

Creates rules according to a vulnerability report generated by the CodeProfiler application security an-
alyzer from Virtual Forge.

. Deep Linking Wizard



Configures VWAF so that it denies queries with an undesirable HTTP referer header. The first query in
an HTTP session may also only be sent to specific “entry point” pages, otherwise VWAF responds to
this with an HTTP redirect to the start page for your web application.

IP Blacklist Wizard

The wizard guides you through the process of setting up IP blacklisting, which provides a means to
temporarily block all traffic for specific IP addresses or ranges of IP addresses. The wizard configures
both global and application level settings.

OWA Protection Wizard
Creates a basic configuration especially for the web application Microsoft Outlook Web Access.

Payment Card Industry Wizard

If, despite all the precautionary measures, an attack on your web application does succeed, the Pay-
ment Card Industry Wizard prevents credit card numbers reaching the outside world. To do this, the
wizard configures VWAF so that it continually searches all responses from the server for credit card
numbers and makes them unreadable.

Response Header Security Wizard

Configures VWAF response header security options to improve client side security. These options help
prevent attacks such as malicious code embedded in frames, cross site scripting and attacks based on
browser MIME-type vulnerabilities.

Secure Session Wizard

Configures VWAF so that it establishes a separate, secure session between the web server and the cli-
ent. A cryptographically secure session ID is transferred into a cookie in the process. In addition, VWAF
also saves all other cookies of the web application and re-inserts them for the next request. This
means that these cookies can no longer be manipulated by an attacker.

Sentinel Import Wizard

Imports vulnerability data identified by the Sentinel Scanner from WhiteHat Security Inc. and creates
a set of blacklist rules based on the vulnerabilities listed in the report.

Suggest Rules Wizard
Automatically creates custom security configuration rules for your specific web application.

Vulnerability description Import Wizard

Automatically reads the report of a source code analyzing tool and creates a set of blacklist rules
based on the vulnerable entry points and variables listed in that report.
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Anti Phishing Wizard

You can start this application-specific wizard on the Wizards tab when you've selected an application in the
navigation area.

Purpose

The Anti Phishing Wizard attempts to detect phishing attacks on the web server of the imitated web appli-
cation, before they can get any further. This is not an easy task, as phishing is in essence an attack on the
user and not on the web server. Nevertheless, you as the operator of a web application can do various
things to at least make it harder to carry out phishing attacks.

In phishing, the attacker attempts to direct users of your web application to a website that looks confusingly
similar to the genuine site. If the users have entered their data on the phishing site, they will usually be
directed from there to your genuine site so that the attack remains undetected for as long as possible.
Phishing sites also often directly embed icons, graphics and other content from the genuine site.

This is where the Anti Phishing Wizard comes in: Similar to the Deep Linking Wizard, this wizard attempts to
detect the linking of third party websites to your own web application and to initiate counter-measures. This
detection can also be carried out dynamically: VWAF only blocks the access once a specific number of
requests have occurred.

From a technical point of view, VWAF checks the HTTP referer header of requests using a whitelist, blacklist,
Graylist or a combined approach to do this.

NOTE: For more information regarding Wizards, see Using Wizards to Configure Applications.

Attributes
Attribute Meaning
Referer Whitelist Here you enter the URLs of the servers that are explicitly allowed to link to

your web application.
NOTE: By default the hosts of the application whose security settings you
are currently configuring are already entered. These entries should not
be deleted or overwritten as otherwise links within your web application
may also be blocked.

For details on priority and internal processing, see How Blacklists, Whitelists,

and Graylists Are Processed .

Use Only the Whitelist | Activate this option if you only want to permit access to your web application
if the HTTP referer is one of the entries on the Referer Whitelist .

Blocked Sites (This attribute can only be configured when the Use Only the Whitelist
option has been deactivated.) Here you can specify a blacklist of URLs from
which VWAF denies all requests. For details on priority and internal
processing, see How Blacklists, Whitelists, and Graylists Are Processed.
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Attribute Meaning

Use Graylist (This attribute can only be configured when the Use Only the Whitelist
option has been deactivated.) Activate this option to activate the automatic
graylisting. In this case, HTTP referers that do not match either the whitelist
or the blacklist are placed on a graylist. If a specific number of access
attempts ( Graylist Counter) with this HTTP referer is exceeded within the
Graylist Timedelta time interval , VWAF denies additional requests. For details
on priority and internal processing, see How Blacklists, Whitelists, and Graylists
Are Processed.

Graylist Timedelta (This attribute can only be configured when the Use Only the Whitelist
option has been deactivated and at the same time the option Use Graylist
has been activated.) Specify the time span in seconds for the Use Graylist
option here.

Graylist Counter (This attribute can only be configured when the Use Only the Whitelist
option has been deactivated and at the same time the option Use Graylist
has been activated.) Specify the maximum number of access attempts for the
Use Graylist option here.

Deny the Request Activate this option if you want to deny blocked requests using an HTTP error
code 403 (Forbidden). Otherwise, VWAF triggers an HTTP redirect to the page
specified under Errorpage URL .

Errorpage URL (This attribute can only be configured when the Deny the Request option
has been deactivated.) Here you can specify an error page to which vVWAF
forwards the user in the event of a denied request.

Examples:

/error/phishing.html
http://www.demosite.com/phishingalarm.html

Handlers configured by the Anti Phishing Wizard
The Anti Phishing Wizard configures the Referer Handler.
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Anti Spider Wizard

You can start this application-specific wizard on the Wizards tab when you have selected an application in
the navigation area.

Purpose

The Anti Spider Wizard is used simply to block undesirable programs automatically accessing a web appli-
cation.

The check is carried out via the User Agent field in the HTTP header. You can specify a list of valid and invalid
character strings that are permitted to occur in this HTTP header. In addition, VWAF generates a robots.txt
file, which is observed by standardized search engines.

User Agents that are not allowed are denied by VWAF with HTTP error code 403 (Forbidden).

ATTENTION: This feature cannot offer completely full protection due to the nature of the HTTP protocol.
A skilled attacker can simulate the behavior of a legitimate user by modifying the HTTP header accord-
ingly. The Anti Spider Wizard is therefore suitable primarily for protecting against slightly less sophis-
ticated attacks or to prevent undesirable access attempts by known spiders.

NOTE: For more information regarding Wizards, see Using Wizards to Configure Applications.

Attributes
Attribute Meaning
Valid User Agents Here you specify a whitelist of the User Agents that VWAF is to permit access
to your web application. By default, the most common browsers are already
entered here. Regular Expressions can be used. For details on priority and
internal processing, see How Blacklists, Whitelists, and Graylists Are Processed .
Invalid User Agents Here you specify a blacklist of the User Agents that vVWAF is to deny access to

your web application. By default, several known agents are already entered
here. Regular Expressions can be used. Tip: Check the Log Files regularly for
additional User Agents you may want to enter here as well. For details on
priority and internal processing, see How Blacklists, Whitelists, and Graylists Are
Processed.

Examples for specifying the User Agents

The following example permits everything with the exception of curl:

Valid User Agents: A.*$

Invalid User Agents: curl

The following example permits Internet Explorer only: AMozilla/4\.0 (compatible: MSIE \d\.d; Windows.*$
Valid User Agents:

Invalid User Agents: (empty)

Handlers configured by the Anti Phishing Wizard

The Anti Spider Wizard configures the following handlers:

© 2018 Pulse Secure, LLC. 202



Virtual Web Application Firewall Administrator User Guide

. Required Header Field Handler
. Check User Agent Handler
. Robots.txt Handler
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Application Creation Wizard

You can start the Application Creation Wizard manually in Application Control via the button with Create
Application with Application Creation Wizard.

Purpose

The Application Creation Wizard guides you through the process of setting up a new application step by
step.

When it finishes, the Application Creation Wizard brings up the Logfilestab for the application that you just
created. On this tab, you can monitor how vVWAF and your web application handle requests now that your
basic configuration has been set up. For details on viewing log files, see Monitoring Attacks, Statistics, Log
Files, Reports and Log Files.

NOTE: For more information regarding Wizards, see Using Wizards to Configure Applications.

Attributes

Attribute Meaning

Name of the The name that you want to assign to the application. You are free to choose
application any descriptive text here. The name of an application is only for you to be
able to handle the application in the user interface. It is not used for request
processing.

Mode Here you can select whether the application runs in detection mode or in
protection mode. We recommend running your application in detection
mode for some time before switching to protection mode. This only logs
ruleset violations and does not interfere with the actual traffic. For detailed
information on detection mode versus protection mode, see Detection Mode,
Protection Mode.

Customer key Here you can select the customer key for application mapping. For details on
customer keys, see Application Mapping, Paths, Preconditions.
NoTE: When using VWAF integrated in Virtual Traffic Manager (Traffic
Manager), you typically do not have any other customer keys than the
empty "[Default Customer Key]" because typically there is only one
cluster and all enforcers (here: Traffic Managers) are identical.

Host name Here you need to add the hosts of your application. For information on
adding hosts in general, see Editing Application Mapping. If your vVWAF
installation has already been running for some time, the drop-down list
labeled select a host name contains a list of hostname suggestions. These
suggestions are compiled from log file entries that could not be assigned to
any application configured in VWAF, so it is likely that you want to select one
of these. Enter or select a host name, and then click the Add this hostname
button. Repeat this action for all hosts that you want to assign to the
application.

© 2018 Pulse Secure, LLC. 204



Virtual Web Application Firewall Administrator User Guide

Attribute Meaning

Reduced logging Choose whether you want to enable reduced logging for the given hosts.

NoTe: NOTE: Later, you can also enable reduced logging for individual
hosts. To do so, you need to edit the settings of each host manually on
the Application Settings tab (see Editing Applications).

Full request logging Choose whether you want to enable full request logging for the application.
This enables you to conduct in-depth analysis of denied requests but might
write confidential data to your log files. Important: This option only has an
effect if full request logging is also enabled generally in Global Configuration,
or if you had enabled it when running the Initial Setup Wizard. For more
information on full request logging, seeGlobal Configuration.

Baseline protection Select whether or not to activate baseline protection for the given

application. For detailed information on baseline protection, see Baseline
Protection.
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Baseline Protection Wizard

To start the Baseline Protection Wizard, from the Application Control menu select an application, select
the Wizards tab and click Baseline Protection Wizard.

Purpose

The Baseline Protection Wizard provides your web application with comprehensive general protection,
based on blacklisting of known vulnerabilities and attacks. This provides you with a quick and efficient
mechanism to protect your applications against security vulnerabilities and attacks. Another major advan-
tage is the fact that new baselines are made available when new types of attacks emerge. To take advantage
of new baselines, you simply step through the wizard again to apply the updated ruleset. (For general infor-
mation see Baseline Protection and Configuring and Updating Baseline Protection).

ATTENTION: You must commit and activate your configuration after you complete the wizard (see
Committing and Activating Ruleset Changes). As with any changes to your rulesets, you must commit and
activate the change to apply the baseline and protect your web application.

NOTE: For more information regarding Wizards, see Using Wizards to Configure Applications.

Prerequisites

At least one baseline version needs to be available in your local database (see Baseline Management).

Attributes

Attribute Meaning

Update to latest
version

(This option isn't available when the wizard is run for the first time for an
application. In this case the wizard starts with Choose Baseline Version.)
Select this option if you want to update the baseline to the most recent
version.
NOTE: If you applied manual changes to a configuration, the manual
changes are not overwritten if you update a baseline. The wizard only
adds definitions that do not affect your current manual settings.

Choose Baseline
Version

(This attribute can only be configured if the option Update to latest version
has not been activated.) Select this option to choose the baseline you want to
apply.
NOTE: Baseline Management allows you to view all the baseline rule defi-
nitions that are available in your local database.
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Attribute Meaning

Choose Baseline (This attribute can only be configured if the option Update to latest version
Categories has not been activated.) Baseline Categories describe different types of
attacks. Each baseline rule belongs to one of these categories. Select the
required options to enable or disable baseline protection for the different
types of attack (see Basics of Web Application Security and Glossary):

. Cross-Site Scripting (XSS)

. Code Injection

. LDAP Injection

. Shell Command Injection

. SQL Injection

. SQL Injection

. Path Traversal

. Common Attacks

NOTE: For maximum security, we recommend you do not deactivate a
category unless you are absolutely sure that your web application does
not use any technology that is vulnerable to that category of attack, or if
you manually configured appropriate handlers.

Excluded Headers You can specify headers to be ignored by the Baseline Protection Hander.
VWAF treats excluded headers as case insensitive (the case is ignored).
Note that the default header 'Referer' is added automatically.

NOTE: If the Baseline Protection Handler was configured previously (prior
to the release of the Baseline Protection Wizard excluded headers
feature) and excluded headers were defined - the excluded headers are
retained. Any new excluded headers that you define using the wizard are
appended to the existing list.
Headers added here appear in the handler attribute:
'‘exclude_from_baseline_check'.

Excluded Arguments You can define arguments to be ignored by the Baseline Protection Handler.
Note that the default argument '__viewstate' is added automatically.

NOTE: If the Baseline Protection Hander was configured previously (prior
to the release of the Baseline Protection Wizard excluded arguments
feature) and excluded arguments were defined - the excluded argu-
ments are retained (any new excluded arguments that you define using
the wizard are appended to the existing list).

New arguments added by the wizard can be entered and treated as case
insensitive or case sensitive. By default, arguments are treated as case
insensitive. This can be overridden, if required, using the Case Insensitive
Arguments option below. If case sensitive arguments already exist (as part of
a previous configuration), they are retained and the Case Insensitive
Arguments option below is set to case sensitive.

Excluded arguments are added to the handler attribute:
'exclude_from_baseline_check'.
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Attribute Meaning

Case Insensitive This determines whether or not arguments are treated as case insensitive or
Arguments case sensitive. It sets the handler attribute:
'handle_excluded_args_case_insensitive'.

The Case Insensitive Arguments option is a global setting and applies to all
arguments. Unless your baseline protection ruleset includes case sensitive
arguments, it is recommended you keep the case insensitive (default) setting.

However, if you require support for case sensitive arguments, you need to
set this option to case sensitive.

If this is the first time set up of baseline protection for the application, the
parameter is enabled by default (and recommended). It ensures argument
attributes are treated as case insensitive.

New arguments added by the wizard are treated as case insensitive by
default. However, if case sensitive arguments already exist (as part of a
previous configuration), they are retained and all arguments are treated as
case sensitive (the default is overridden).

Choose Baseline Tags (This attribute can only be configured if the option Update to latest version
has not been activated.)
Baseline tags describe particular products or technologies that could be
attacked. These include: XSS, ASP, Java LDAP, JSP, MySQL, Oracle, MS-Access,
PHP, and MSSQL .
These tags are attached to baseline rules, if these rules are not generic for a
category (for example, SQL Inject), and protect against attacks for a specific
technologies (such as SQL injection against MySQL database). You enable the
baseline tags required for your application. For example, select/deselect tags
to ignore all the rules which are MySQL specific.
NOTE: For maximum security, we recommend you do not disable a tag
unless you are absolutely sure that your web application does not use
this technology or if you manually configured appropriate handlers.

New Baseline (This attribute can only be configured if the option Update to latest version
Categories has been activated and if this baseline version features new baseline
categories.) Activate all categories that correspond to any scenario of attack
that your web application might be vulnerable to. When in doubt, we
recommend activating all new categories.

New Baseline Tags (This attribute is only available if a new Baseline Tag is included in an updated
baseline.)

If a new Baseline Tag is available, you can choose to enable or disable the
new tag.

Note: For maximum security, we recommend you do not disable a tag unless
you are absolutely sure that your web application does not use this
technology or if you manually configured appropriate handlers.

Reject Multiple Certain types of data must be encoded and VWAF is able to detect multiple
Encoded Data encoding evasion attempts. If this option is enabled, VWAF will deny requests
if they exceed the maximum number of decoding steps.

More detailed options and settings are set in the Baseline Protection
Handler.
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CodeProfiler Import Wizard

You can start this application-specific wizard on the Wizards tab when you have selected an application in
the navigation area.
NOTE: Instead of using the CodeProfiler Import Wizard, you can also use Vulnerability Management for
more advanced configuration.

Purpose

The CodeProfiler Import Wizard automatically creates a ruleset based on a vulnerability report generated
by the CodeProfiler application security analyzer from Virtual Forge (a vulnerability scanner for SAP (ABAP)
applications).

The rules are based on the reported vulnerabilities on the one hand, and on the baseline rulesets on the

other hand (see Baseline Protection). This provides instant protection for a vulnerable application.

ATTENTION: The CodeProfiler Import Wizard was not designed to guarantee long-time protection of
vulnerable applications. If analysis revealed some attack vectors, fix these problems as soon as
possible. Use the rules created by the CodeProfiler Import Wizard only for interim protection.

NOTE: For more information regarding Wizards, see Using Wizards to Configure Applications.

Prerequisites

In order to be able to use the wizard, you must have a vulnerability report file that was generated by the
CodeProfiler software from Virtual Forge.

Attributes

Attribute Meaning

CodeProfile XML File | Here you can upload the CodeProfiler vulnerability report file to vVWAF:
Upload 1)  Click the Browse button and select the file.
2)  Click the Submit File button.

3) Once the file has been successfully transferred, the message
"upload finished" appears underneath the input box.

4)  Press the Next button in the wizard to continue.

Handlers configured by the CodeProfiler Import Wizard

The CodeProfiler Import Wizard configures different handlers, based on the vulnerabilities listed in the
vulnerability report file, and on the corresponding rules given by the current baselines.
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Deep Linking Wizard

You can start this application-specific wizard on the Wizards tab when you've selected an application in the
navi