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Preface

* Document CONVENLIONS . .. ..ottt ittt ettt ettt te et aneneaenennennns 1
* Requesting Technical SUPpOrt ... ... i i i i i i et i s 2
* Reporting Documentation ISSUES. . . ... ittt ittt e i 3

Document Conventions

The document conventions describe text formatting conventions, command syntax conventions, and
important notice formats used in Pulse Secure technical documentation.

Text Formatting Conventions

Text formatting conventions such as boldface, italic, or Courier font may be used in the flow of the text to
highlight specific words or phrases.

Format Description

bold text Identifies command names

Identifies keywords and operands

Identifies the names of user-manipulated GUI elements

Identifies text to enter at the GUI

italic text Identifies emphasis

|dentifies variables

|dentifies document titles

Courier Font Identifies command output

Identifies command syntax examples

Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of
parameters and their logical relationships.

bold text Identifies command names, keywords, and command options.
italic text Identifies a variable.
[] Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

© 2021 Pulse Secure, LLC. 1
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Convention Description

{x]yl|z} A choice of required parameters is enclosed in curly brackets
separated by vertical bars. You must select one of the options.

Xy A vertical bar separates mutually exclusive elements.
<> Non-printing characters, for example, passwords, are enclosed in angle
brackets.

Repeat the previous element, for example, member[member...].

\ Indicates a “soft” line break in command examples. If a backslash
separates two lines of a command input, enter the entire command at
the prompt without the backslash.

bold text Identifies command names, keywords, and command options.

Notes and Warnings
Note, Attention, and Caution statements might be used in this document.

Note: A Note provides a tip, guidance, or advice, emphasizes important information, or provides a reference to
related information.

ATTENTION
An Attention statement indicates a stronger note, for example, to alert you when traffic might be interrupted or

the device might reboot.

CAUTION
A Caution statement alerts you to situations that can be potentially hazardous to you or cause damage to

hardware, firmware, software, or data.

Requesting Technical Support

Technical product support is available through the Pulse Secure Global Support Center (PSGSC). If you have a
support contract, file a ticket with PSGSC.

* Product warranties—For product warranty information, visit https://support.pulsesecure.net/product-
service-policies/

Self-Help Online Tools and Resources

For quick and easy problem resolution, Pulse Secure provides an online self-service portal called the Customer
Support Center (CSC) that provides you with the following features:

* Find CSC offerings: https://support.pulsesecure.net
* Search for known bugs: https://support.pulsesecure.net
* Find product documentation: https://www.pulsesecure.net/techpubs

* Download the latest versions of software and review release notes: https://support.pulsesecure.net

2 © 2021 Pulse Secure, LLC.
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* Open a case online in the CSC Case Management tool: https://support.pulsesecure.net

* To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:
https://support.pulsesecure.net

For important product notices, technical articles, and to ask advice:

* Search the Pulse Secure Knowledge Center for technical bulletins and security advisories:
https://kb.pulsesecure.net

* Ask questions and find solutions at the Pulse Community online forum:
https://community.pulsesecure.net

Opening a Case with PSGSC

You can open a case with PSGSC on the Web or by telephone.
* Use the Case Management tool in the PSGSC at https://support.pulsesecure.net.
e (Call 1-844 751 7629 (Toll Free, US).

For international or direct-dial options in countries without toll-free numbers, see
https://support.pulsesecure.net/support/support-contacts/

Reporting Documentation Issues

To report any errors or inaccuracies in Pulse Secure technical documentation, or to make suggestions for
future improvement, please send your comments to: techpubs-comments@pulsesecure.net. Include a full
description of your issue or suggestion and the document(s) to which it relates.

© 2021 Pulse Secure, LLC. 3
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(Getting Started
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o Logging INto PUISE ONe. . .. ittt it e ettt it ettt 6
* Adding a Pulse Workspace LiCenSe . .. .....ciinititntit ittt ineenennnnnnnns 8
* Changingthe Password ...........o.iiiniiiiii ittt ittt iaeeeiaennns 9

Overview of Pulse One

Pulse One provides unified management of Pulse Connect Secure and Pulse Policy Secure appliances in a
single easy-to-use console.

Pulse One, a single, comprehensive management console, offers the administrative end-to-end control and
the visibility needed to manage remote, local and mobile access to corporate applications. Administrators use
its intuitive, role-based console to monitor system health, manage security policies, troubleshoot issues,
monitor appliance and device health, and publish appliance/device configurations.

FIGURE 1T  Pulse One Unified Management

Pulse
Connect
Secure

Pulse
Policy
Secure

T
Workspace

It controls enterprise access to datacenter and cloud from a single console.
* Role-based access - Grants console access and privileges based on IT role and credentials.

* Group-based management - Publish software updates, policy changes and configuration
provisioning using custom-defined groups.

* Centralized administration - Collectively administers multiple appliances without logging into them
on a box-by-box basis.

* Built-in Mobility Management - Provides basic EMM functionality for iOS and Android devices and
management of BYOD Workspaces.

© 2021 Pulse Secure, LLC. 5
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* System Dashboard - Assesses the collective health of all appliances and provides security alerts and
appliance alarms.

* Appliance Dashboard - Provides appliance status with analytics for connectivity, capacity, utilization,
and uptime.

* Administrator Audit Logging - Tracks administrator changes to appliance configuration.
* Monitor and Reporting - Monitors system activity and provides historical reporting.

* SaaS Deployment - Introduces new features and scales without datacenter logistics and planning.

Logging Into Pulse One

This section details the steps to log in to Pulse One administration.
Use the Pulse One admin URL to launch the Pulse Secure Pulse One console.
If you are an existing user, enter the user name and password. Click Sign In to log in to Pulse One.

If Enterprise SSO is configured for your user ID, then click Sign In with Enterprise SSO. For details about the
Enterprise SSO configuration, see “Enterprise Connections” on page 179.

FIGURE2  Pulse One Login Page

Q Secu_re-

Secure Access for the next generation

Pulse One!

SignIn

Forgot password? Sign In with Enterprise 550

If you are a new user, you would have received a Welcome Mail from Pulse One to your registered mail
address. Click the Set your password link in the Welcome Mail. In the Pulse One login page that appears,
provide a strong password and confirm the password. On successful login, the End User License Agreement
(EULA) page appears.

If you have forgotten your Pulse One password, click the Forgot password link. In the page that appears, enter
your user id and click Request reset.

6 © 2021 Pulse Secure, LLC.
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An email that contains Reset your password link will be sent to your registered mail id. Use this link to launch
Pulse One and provide your new password and confirm the new password.

Note: The Reset your password link that you received in the email has an expiration time of 1 hour. Beyond
this time, you should make a new request for reset.

If you are a new user logging into Pulse One for the first time, then in the EULA page use the scroll bar to read
through the terms of the agreement and then click Agree.

The Welcome wizard page appears.

FIGURE3  Welcome Wizard

® z a :

Welcome Manage Enable BYOD Get Started
Appliances

Pulse One is a centralized management platform for the Pulse Secure hardware series, running either Pulse
Connect Secure or Pulse Policy Secure.

What's New!
New dashboard widgets are available to add to your dashboards. These include:
App Visibility
Appliance Health )
Go to the new App Visibility page

+ Don't show this to me again W

The Welcome wizard provides you a brief overview of Pulse One. Click the right-arrow button until the Get

Started option appears. Optionally, select the Don't show this to me again check box and then click Start
Now.

Note: You can view the Welcome wizard any time by clicking the settings icon on the top right corner of the page
and selecting Show Welcome Wizard.

© 2021 Pulse Secure, LLC. 7
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FIGURE4  Pulse One Home Page

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE SETTINGS  ADMIN

Da 5 h boa rd WORKSPACES PROFILED DEVICES ~ USER ACTIVITIES CLOUD SECURE

Dverall Dashboard Qs s ¥

OVERALL APPLIANCE STATS o4

2 0

of 100

Connect Secure
appliances

Named User Appliance
licenses used cluster(s)

Select the appropriate tab, settings icon or user icon, and get started with the administration.

Adding a Pulse Workspace License

To activate the Workspace menu and Pulse Workspace functionality, you must install a Pulse Workspace
license. This license enables the Workspace menu and workspace functionality.

Pulse Workspace licenses for OnPrem/Appliance (either hardware or software) have the following format:

PWS—NNNnU-XXXXXXXX—XXXXXXKXX
For example, PWS-10U-a1b2c3d4-e5f6g7h8.
Pulse Workspace licenses for SaaS/Cloud have the following format:

PWS-nnnnU-nnY

To view and install licenses, access the Command-Line Interface (CLI) and use the following commands:

licenses show
licenses add <license key>

Refer to the Pulse One Command Reference for full details of CLI commands.

8 © 2021 Pulse Secure, LLC.
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Changing the Password

To change the password:
1. Click the user icon on the top-right corner of the page.

2. From the pull-down menu, click Change Password to change your login password.

FIGURES5  Change Password

Secure: DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE
BEN h b 0a rd OVERALL APPLIANCES WORKSPACES ~ PROFILED DEVICE!
- Help
OVERALL APPLIANCE STATS Knowledge Base
Sha elcome Wizard

0 0 0 0 0 0

Connect Secure Connect Secure
appliances concurrent
user licenses
used

Policy Secure
appliances

Policy Secure MNamed User Appliance
concurrent licenses used cluster(s)
user licenses
used

An email that contains Set new password link will be sent to your registered mail id. Use this link to
launch Pulse One and provide your new password.

Note: The Set new password link that you received in the email has an expiration time of 1 hour.
Beyond this time, you will have to make a new request for setting the new password.

3. Tologout of the admin console, click Logout.
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Pulse Workspace Appliance Administration Guide

10 © 2021 Pulse Secure, LLC.



Pulse Workspace Appliance Administration Guide

Viewing Pulse One Dashboards

* Viewing Overall System Health........ ... . . . i i i, 11
*  Viewing Workspace Metrics. . .. ..o ittt ittt 12

Viewing Overall System Health

To view metrics for system health, select the Dashboard tab, and then select the Overall tab. For example:

FIGURE6  Overall Dashboard

@ fo'\

SETTINGS ~ ADMIN

Secure’ DASHBOARD = APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

Da S h boa rd WORKSPACES PROFILED DEVICES ~ USER ACTIVITIES CLOUD SECURE

Overall Dashboard (QEEEELEs [

OVERALL APPLIANCE STATS Ot

0

of 50000 of 100

Connect Secure Connect Secure
appliances L nt

Mamed User Appliance
licenses used cluster(s)

This dashboard includes the following widgets by default:
* Overall appliance statistics.
* Appliance health for individual appliances.
* User login activity.
* VPN realm usage.
* Role usage.
* Freqguent user logins.
* Logins in the past 24 hours.
* C(ritical appliance events.
* Resource dial.
* Pulse Connect Secure versions.
* Pulse Policy Secure versions.

* Appliance concurrent users.

© 2021 Pulse Secure, LLC. 1
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Each widget that can be refreshed by clicking Reload Widget Content (**) and collapsed by clicking Collapse/
Expand Widget ().

Click Download Report to create and download a multi-page PDF report that includes each widget that
currently displays a populated graph. To send the graph via email, enter an email address and click Send
Report.

Viewing Workspace Metrics
To view metrics for workspaces, select the Dashboard tab, and then select the Workspaces tab.

FIGURE7  Workspaces Dashboard

@} (0"\

SETTINGS ADMIN
) >

Secure’ DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

DaSh bOa rd OVERALL WORKSPACES PROFILED DEVICES ~ USER ACTIVITIES CLOUD SECURE

I
Jorkspaces Dashboard (L &,

WORKSPACE STATS

N

200 0

Total licenses Open
invitations

WORKSPACE ALLOCATION DEVICES AND CARRIERS
Stacked Grouped 05 Carrier Manufacturer
android 10
Open Invitations Expired Invitations Registered android 5.1.1
android 8.1.0 android 6.0.1
android 7.0
Registered android 7.1.1
android 8.0.0

Each widget that can be refreshed using the Reload Widget Content (") and collapsed using the Collapse/
Expand Widget ().

The administrator can view the following information:
* Workspace statistics, including:
* The total number of users.
e The total number of (work)spaces.
* The total number of licenses.
* The number of open device invitations.

* The total number of locked/wiped/blocked (work)spaces.

12 © 2021 Pulse Secure, LLC.



* The total number of non-compliant devices.
* The total number of expired (work)spaces.
* Workspace allocation, in terms of:
* Openinvitations.
* Expired invitations.
* Registered workspaces.
These can be displayed as Grouped or Stacked bar chart data.
* Devices and carriers, in terms of;
* Operating system on the device. For example: Android 7.1.1,i0S 11.2.5,i0S 12.0, and so on.
* Carrier for the device. For example: Sprint, AT&T, T-Mobile, and so on.
* Manufacturer of the device. For example: Apple, Samsung, Huawei, and so on.
* Device owner, in terms of:
* Android corporate.
* Android corporate owned single use (COSU).
* Android BYO.
* Apple corporate.
* Apple BYO.
Note: These can be displayed as Grouped or Stacked bar chart data.
* Coverage by policy, in terms of individual current/pending policies.
* Workspace Connectivity.

Click Download Report to create and download a multi-page PDF report that includes each widget that
currently displays a populated graph. To send the graph via email, enter an email address and click Send
Report.
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System Management

*  WOrking With LDAP GroUPS . . ..ttt ittt ittt ittt ettt eeteteneneneeeaeannnnn 15
* Adding an Apple MDM Certificate ......... ..ot 19
* Addinga CACertificate. ... ... .ottt i ittt e et e 26
* Configuringa VPN Certificate .......c.itiiiiiiii ittt ittt ittt enieeeanannn 30
* Changing the Enterprise Usage Agreement ....... ... ...ttt innnnenennn 31
*  VieWing ACtIVItY LOZS ..ottt ittt it e ettt ettt 31
* Licensing Pulse One and Pulse Workspace. ........ ...t iiiinenenn. 34

Working with LDAP Groups

Enterprises typically assign policies based on the LDAP group. For example, staff in Sales need access to a
specific set of Enterprise apps, while staff in Finance need a different set of Enterprise apps.

You can configure LDAP groups and assign these groups to policies. These policies are then sent to
Workspaces when users configure Workspaces on their mobile devices.

If users are in multiple LDAP groups, then they get multiple policies. The order of policies applied to
Workspaces depends on the order of polices configured on Workspace Server.

* “Adding an LDAP Group” on page 15.
* “Removing an LDAP Group” on page 17.

* “Configuring an LDAP Group” on page 17.

Adding an LDAP Group
To add an LDAP group:

1. On the Pulse One console, select Settings > Workspace Settings > LDAP Groups.
The Manage LDAP Groups page appears.

FIGURE8  Adding an LDAP Group
@ o

SETTINGS  ADMIN

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION

PULSE ONE

Manage LDAP Groups Pulse One Praperties

(S ce Properties
Label | Damain | Group Name @
test] pulsega.com gt CN=G6,0U

Enterprise Usage Agreement
Licenses

VPN Cert
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2. (Click Add Group.
The Add LDAP Group dialog appears.
3. Enter a Label for the group.
4. Select either Group Name or Distinguished Name format. The dialog updates.
5. (Optional) If you selected Group Name:
* Enter the Domain name to which the group belongs.
* Specify a Group Name.
* C(lick Save to add the group.

FIGURE9  Add an LDAP Group using a Group Name

Label* Sales Group

Group Mame Distinguished Name

Domain* pulse.net

Group Name* Pulse Sales Group

( cancel ) @

6. (Optional) If you selected Distinguished Name:

* Enter a Distinguished Name in the CN=Name, OU=organizationname,DC=domain,DC=com
format.

* C(lick Save to add the group.

FIGURE 10 Provide LDAP Group details - using Distinguished Name

Add LDAP Group

Label*

Group Mame

Distinguished Name*

Sales Group
Distinguished Name

CN=Idapgroup.CU=Idapuser

(Cancel ) @

When an LDAP Group is added, it is unverified.




A notification is then sent to PCS, which will validate the group name against the LDAP server and will send one
of the following validation status:

* Verified - Group name is available and validated.

Note: Admin can only assign verified LDAP groups to policies.
* Invalid - Group name is not available.
* Pending - LDAP provider is not configured.

* Expired - Group name is deleted from the back-end LDAP server.

Removing an LDAP Group

To remove an LDAP group:

1. Toremove an LDAP Group, click the More icon next to the state of the group that you want to remove,
and select Delete Group from the options.

2. Inthe dialog displayed, click Yes to remove the group.

Note: When the LDAP Group is deleted, it is removed from all the policies to which it is attached.

Configuring an LDAP Group
To configure an LDAP group:

1. Click the Settings icon on top-right-corner of the page.
2. Select Workspace Properties.
The Workspace Properties page appears.

3. Expand Enterprise Connections.

17
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4. C(lick the Edit icon corresponding to LDAP Provider.

FIGURE 11  Edit the LDAP Provider

Secure DASHBOARD ~ APPLIANCES
PULSE ONE

WORKSPACES ANALYTICS ADMINISTRATION

SETTINGS ~ ADMIN

Expand All Collapse All

Mame i Value &
~IEnterprise Connections (5)
Activesync Host

Activesync Provider

Enable Workspace Registration with SAML Yes E4
Ldap Provider =gl £
VPN Provider SA-125 K

=] Workspaces (3)

The Edit Property dialog appears.
5. Select the required LDAP Provider from the drop-down list and click Save.
6. Select the Workspaces menu, and then the Policies tab.
7. Under Workspace Policies, click Add.
The Add Policy dialog appears.
8. Specify a Policy Name, one or more user tags, and choose a verified LDAP group.

FIGURE 12 Map Policy

Add Policy

Policy name* Ldap policy
Select the targer users for this policy by choosing criteria from the options below. The list will show all users chosen using the entered criteria.
Has user tags

sa-as-proxy * | Add or select tags

DAP gr
LDAR group Ldap_group1|
Device Owner Mode All (BYO and Corporate Qwned)
User Carrier Manufacturer Model Current Policy
' -
testadmin airtel-in samsung SM-GO30F
cstest {unknown operato... samsung SM-G935F cloudsecure-shreya
-

o]
o
Ie
[

9. C(lick Save.
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10. Select the Workspaces menu, and then the Devices tab.
A list of workspace Users is displayed.
11. Select a user.
The User Info tab shows the LDAP Group to which the user is attached.

FIGURE 13 LDAP Group in User Details

& 9

SETTINGS ~ ADMIN

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

Q

Workspaces

DEVICES APP CATALOG POLICIES
| ——
=l DAk Total users Total spaces Noncompliant Users Pending Invites
SElL Act v 1 O 25 p 1 2 P! O g

| cstest [cstest G
-l aarti (4) cstest
samsung SM-GO35F samsung SM-G835F samsung SM-GO35F samsung SM-G835F

OnePlus ONEPLUS...

Users Tags

=Add Workspace

OnePlus ONEPLUS... Activities [, Edit

samsung SM-G935F

User Details

samsung SM-G935F Username: cstest

=1 Anand B (1) anandb

Full Name:

motorola Moto G (4)
LDAP Group: PC5_16_22

I El cstest (4) cstest
n Workspace Email: cstest@pulsesecurecloud.net
samsung SM-G935F
samsung SM-GO35F Provision Email: cstest@pulsesecurecloud.net

Adding an Apple MDM Certificate

This section details the steps to add an Apple MDM push certificate to your Workspace management console.
An Apple MDM push certificate allows your Workspace management console to push policies, updates and
actions to your managed iOS devices.

Note: An Apple MDM certificate is required to provision and manage iOS devices. This certificate, downloaded
from Apple, is valid for one year and requires renewal. If the certificate expires, the enrolled iOS devices will
appear offline and must be re-provisioned.

To add an iOS MDM certificate:
1. Click the Settings icon on top-right-corner of the page and select Apple.

2. Select the Apple MDM Cert tab.
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The Apple MDM Cert management page appears.

FIGURE 14 Apple MDM Cert page

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS
PULSE ONE

ADMINISTRATION

Apple DEP Apple VPP Pulse One Properties

Woarkspace Properties

Current Certificate Information

Subject UlD=cam.apple.mgmt.External. 7dd208ca-1055-4666! ficate
And Enterprise

Issuer CN=Apple Application Integration 2 Certification Auth  Enterprise Usage Agreement ity
Licenses

Expired 2018-11-23 VPN Cert

Generate Apple MDM Certificate
Step 1
Download the signing request cert (CSR file).
Step 2

Upload the CSR file to Apple at hrpss/identity.apple.com/pushcert/

Step 3

Upload the certificate to Pulse One.
Choose File | Mo file chosen

3. Click the Download the signing request cert (CSR file) link to download the MDM push certificate's
CSR (Certificate Signing Request) file to your computer.

4. C(lick the Upload the CSR file to Apple link to go to the Apple Push Certificates Portal web site.
5. Sign in to the Apple Push Certificates Portal using your organization’s Apple ID.

FIGURE 15 Log in to the Apple Push Certificates Portal

Support Q

Apple Push Certificates Portal

Sign in.

Forgot your Apple ID?
........

Forgot your password?
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6. Click Create a Certificate to create a new MDM push certificate.

FIGURE 16 Create a New Certificate

Store ac iPhone iTunes Support

Apple Push Certificates Portal dapomuigsmai <o (ETEREED)

Certificates for Third-Party Servers oG

Service Vendor Expiration Date* Status Actions

° D CED
o D D G
o D D G
o D D D
o D D G
o D D G
o D D €
° D D €
D D G

“Revoking or allowing this certificate to expire will require existing devices to be re-enrolled with a new push certificate.

7. Review and accept the terms of use.

FIGURE 17 Accept Terms of Use

iPhone iTunes Support Q

Apple Push Certificates Portal

Terms of Use

PLEASE READ THE FOLLOWING LICENSE AGREEMENT TERMS AND CONDITIONS CAREFULLY
BEFORE DOWNLOADING OR USING THE APPLE CERTIFICATES. THESE TERMS AND CONDITIONS
CONSTITUTE A LEGAL AGREEMENT BETWEEN YOUR COMPANY/ORGANIZATION AND APPLE.

MDM Certificate Agreement
(for companies deploying mobile device management for I0S andlior 05 X products)

Purpose

Your company, organization or educational institution would like to use the MOM Certificates (as defined below)
to enable You 10 either deploy a third-parly commencial, enterprise seqver software product for mobile device
management of I05 andfor OS5 X products, or deploy Your own Intemal mobiie device management for iDS

andior OSX products within Your compary, iization or ion. Apple is willing to grant You a
limited Boense to use the MDM Cemtificates as permitted hansin on 1he Lams and condibons sel forth in this
Agreement.

1. Accepting this Agreement; Definiticns

1.1 Acceptance

in order to use the MDM Certificates and related sanvices, You must first agree to this Licanse Agresment. If
You do not or cannot agree to this License Agresment, You are not permitted to use the MDM Centificates or
related services. Do not download or use the MDM Certificates or any related services in that case,

™| have read and agree 1o these terms and conditions.

Printable Version >
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8. (lick Browse and then select the CSR file downloaded from your Pulse One console, and click Upload.

FIGURE 18 Upload Certificate Signing Request

iTunes Support

Apple Push Certificates Portal

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
wvendor to create a new push certificate.

9. (lick Download to download the MDM push certificate's PEM file. Save the file to your computer.

FIGURE 19 Download Signed Certificate

iPhone Munes Support Q

Apple Push Certificates Portal

Confirmation %

You have successfully created a new push certificate with the following information:

Service  Mobile Device Management
Vendor  Cellsec, Inc.
Expiration Date  May 14, 2015

Manage Certificates
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10. Return to the Apple MDM Cert page in your Pulse One console,

FIGURE 20 Upload Signed Certificate

Secure DASHBOARD ~ APPLIANCES

PULSE ONE

Current Certificate Information

Subject
Issuer

Expired

Step 1

Download the signing request cert (CSR file).

Step 2

Step 3
Upload the certificate to Pulse One.

Choose File | Mo file chosen

Apple MDM Cert | Apple DEP Apple VPP

Generate Apple MDM Certificate

WORKSPACES ANALYTICS ADMINISTRATION

SETTINGS ~ ADMIN

UID=com.apple.mgmt.External.7dd208ca-1055-4b66:
CN=Apple Application Integration 2 Certification Authority, OU=Apple Certification Authority,

2018-11-23

Lolaadhe CoR filo g Agale aLbipcidegtitv.apple.com/pushcert

11. Click Browse and select the PEM file you downloaded from the Apple Push Certificates Portal.

12. Click Upload.

13. You can now review the MDM push certificate information in your Pulse One console.

FIGURE 21 Review Certificate

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION

PULSE ONE

Apple MDM Cert Apple DEP

SETTINGS ~ ADMIN

Apple MDM Cert

Current Certificate Information
Subject
Issuer
Expired

UID=com.apple.mgmt. External.820506ck-5066-6b6c

CN=Apple Application Integration 2 Certification Authority, OU=Apple Certification Authority,

2018-11-23
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To renew a certificate:
1. Log into the Apple Push Certificates Portal.
2. (Click Renew. For example:

FIGURE 22 Renew Certificate

iPhone iTunes

Apple Push Certificates Portal T . )
Certificates for Third-Party Servers " Creae  Certfcate
Service Vendor Expiration Date” Status

Aug 26, 2014 Exprired
Sep 11, 2014 Expired
Sep 25, 2014 Expired
Qct 9, 2014 Expired
Oct 21, 2014 Expired
Feb 19, 2015 Expired
May 1, 2015 Active
May 14, 2015 Active
May 19, 2015 Active
Sep 16, 2015 Active
Oct 8, 2015 Active
Oct 2%, 2015 Active
Mar 18, 2016 Active
Sep 15, 2015 Revoked
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The Renew Push Certificate page appears. For example:

FIGURE 23 Renew Push Certificate

Store ac iPhone

Apple Push Certificates Portal

Renew Push Certificate

Enter your Certificate Signing Request signed by your third-party server
vendor to renew the following push certificate.

Service  Mobile Device Management
Vendor  Cellsec, Inc.

Notes

Vendor-Signed Certificate Signing Request

Choose File  CSRA (4).axt

3. (Optional) Add Notes.
4. C(lick Choose File to select the CSR file.

5. Click Upload to renew the push certificate.

© 2021 Pulse Secure, LLC.
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Adding a CA Certificate

For 10S 10.x devices and later, the custom certificates are not trusted by IOS device by default. When the iOS
device tries to connect to the Pulse Connect Secure appliance whose device certificate was signed by the root
CA certificate that is not in iOS device Trust Store, the device refuses the SSL handshake with the Pulse

Connect Secure appliance.

The solution is to push the CA certificate with the MDM payload.

The CA Certificate page provides the following options to the Pulse One administrator:

* Upload a certificate or certificate chain.
* Update a certificate or certificate chain.
* Update a certificate or certificate chain after expiry.
* Fetch a CA certificate from a Windows server.
* Delete a certificate or certificate chain.
* Delete all certificates.
To upload a CA certificate from Pulse Workspace Console, do the following:
1. Click the Settings icon on top-right-corner of the page.
2. Select CA Certificate to go to the CA Certificate page.

FIGURE 24 CA Certificate Page

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION

PULSE ONE

Current Certificate Information

@ rO\

SETTINGS  ADMIN

You have no CA Certs available

Android Enterprise

Enterprise Usage Agreeme
Fetch CA Certificate from Window Server e F5% nereEment
Licenses

/PN Cert

Upload CA Certificate

Upload CA certificate

Choose File | Ne file chosen

Note: The Fetch CA Certificate from Windows Server button is only displayed when you have an
external PKI server configured, see “Configuring an External PKI Server” on page 29.

3. C(Click Browse.

4. Select the certificate file(s), which must be in PEM format.

26
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5. (Optional) If an external PKI server is configured, you can click Fetch CA Certificate from Windows
Server. See “Configuring an External PKI Server” on page 29 for details of the required
configuration.

FIGURE 25 Fetch CA Certificate

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION

PULSE ONE SETEI_NGS »'«D_l:\m

operties Current Certificate Information

You have no CA Certs available

Fetch CA Certificate from Window Server

Upload CA Certificate

Upload CA certificate

Licenses Choose File | No file chosen

A confirmation dialog for the retrieved CA certificate appears. For example:

FIGURE 26  Confirm CA Certificate

External CA Window Certificate
® Are you sure you want to save the following CA certificate(s)?

Subject O=MNone, CN=virtualpws-PWSMOBILEQA-CA
Issuer O=None, CN=virtualpws-PWSMOBILEQA-CA
Expires 2023-01-02

Click Save to add the CA certificate.

6. (Optional) Click Upload to upload one CA Certificate. You can upload one or more certificates.
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7. Select Workspaces > Policies > Global > Properties > All > CA Certificate.

FIGURE 27  CA Certificate Settings

& A

SETTINGS ~ ADMIN

Secure DASHBOARD ~APPLIANCES| WORKSPACES |ANALYTICS ADMINISTRATION
PULSE ONE

Workspaces —

Workspace Policies ¥ @ Publish all

APP CATALOG POLICIES

. Created on 20180
Policies Status Global (published) Accivities Lest modified on 20180

Global (0) published Android Apps i0S Apps Web clips -
i o published

Group Members

1 agnit_on_deman... edited H H H A
tagsagnic Policy Name i Platform | Name  Value =
+ ankit-on-demand..  published -
tagsiankit-on-demand =1 105 ActiveSync [4)
+1 sathiyapolicy (0) published
tagssath =1 105 POP / IMAP {15)
44 banand (6 blished
" banand (6) P =1 105 App Lock (1)
tags:banand
T esqa (7) published = i0S Managed Domains (2)
tagsics
“* Cloudsecure (0) published : % Compliance (8)
ragsicsqa
i+ cloudtest (0) published - CA Certificai= (1)
tagssachin
| Global o 105 Trusted CA Certificate Enabled No Z
@ nine-test (1) published
tagsnine-tesc
=l Nine (1)

8. SetiOS Trusted CA Certificate Enabled to Yes.

9. C(lick Publish.

10. You must then provision an iOS device. To do this, from the device, navigate to Settings > General >
Profile and Device Management > Pulse Secure Profile > More Details and verify that the CA

Certificate is pushed as part of MDM payload.

28
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11. Navigate to Settings > General > About > Certificate Trust Settings and verify that the CA Certificate
is trusted.

FIGURE 28 CA Certificate

No SIM ¥ 118 PM 76% . Mo SIM = 11:18 PM 75%

¢ Profile  Pulse Secure Profile ¢ About Certificate Trust Settings

Pulse Secure Profile

Trust Store Version

SSLVPN
WI-FI NETWORK

@w"ip"“"'e e T (e T

mobileqacd1e9c2d771c4187260fc

GaBB22acedla

mnobilega
.§ pwsmobileqa-WIN2K8-CA

12. (Optional) To update a certificate, click Browse, select the certificate file and click Update.

13. (Optional) To delete a certificate, click the corresponding Delete button and confirm with Yes in the
confirmation box.

14. Optional) To update a certificate chain, click Browse, select the certificate file and click Update.

15. (Optional) To delete a certificate chain, click the corresponding Delete button and confirm with Yes in
the confirmation box.

16. (Optional) The Delete All option deletes all the certificates.

Configuring an External PKI Server

If you want to fetch CA certificates from a Windows server from the CA Certificates page, you must configure
an external PKl server for use. To do this:

1. Click the Settings icon on top-right-corner of the home page.

2. Select Workspace Properties to go to the Workspace Properties page.
3. Expand Enterprise PKI Integration.

4. Set Use external PKI server to Yes.

5. Set Windows CA Server 'certsrv' URL to the required URL. For example:
https.//www.example.com/certsrv/
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6. Set Windows CA Server certsrv page user name to the required CA server user name. For example:

Administrator.

7. Set Windows CA Server certsrv page user password as the password for the specified user.

The configuration is complete.

Configuring a VPN Certificate

The Workspace Management Server includes an integrated Certificate Authority (CA) and Online Certificate
Status Protocol (OCSP) server. These can be used to issue certificates to workspaces for client certificate-
based VPN authentication. You can use the VPN Cert window to download your Workspace Root CA certificate.
This will be used when configuring your VPN.

30

1.

Click the Settings icon on top-right-corner of the page and select VPN Cert to go to the VPN
Certificate download page.

Click the VPN certificate link to download the CA Certificate for this Management console.

FIGURE 29 Download VPN Root Certificate

@ ro-\

SETTINGS = ADMIN
> r

Secure DASHBOARD ~ APPLIANCES
PULSE ONE

WORKSPACES ANALYTICS ADMINISTRATION

VPN Cert Pulse One Properties

Current Certificate Information

space Properties

Subject 0=1742-test.unitytest.com CA, CN=1742-test.unitytes

Issuer 0=174. nitytest.com CA, CN=1742-test.unitytes

CAC

Expires 2037-10-20 Android Enterprise
Enterprise Usage Agreement
Download

Click the link to download the current VPN certificate

Regenerate

Regenerate the certificate

To renew the certificate, click Regenerate.

In the confirmation dialog that is displayed, click Yes.

Click on the VPN Certificate link to download the regenerated cert.

Log in to PCS appliance and navigate to System > Configuration > Certificates > Trusted Client CAs.
Delete the old CA certificate.

Click on the Import CA Certificate link to upload this certificate.
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Changing the Enterprise Usage Agreement

The Enterprise Usage Agreement must be agreed when you provision the Workspace. This should be modified
with your required Enterprise Usage Agreement. This section details the steps to edit the Enterprise Usage
Agreement.

1. Click the Settings icon on top-right-corner of the page.

2. Select Enterprise Usage Agreement to go to the Enterprise Usage Agreement management page.

FIGURE 30 Navigate to Enterprise Usage Agreement

@ rO-.

SETTINGS
v

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION

PULSE ONE

ADMIN

You must follow all Enterprise BYOD policies with this device. Workspace Properties

LDAP Groups

3. Edit the text in the Enterprise Usage Agreement.

4. Click Save.

Viewing Activity Logs
The Activity Logs display information about the events registered in the Management Server. These include
Appliance and Workspace activities. You can view filtered Activities for Users, Workspaces or Policies.

To view Appliance activities:
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1. Select the Administration menu.

2. Click Appliance Activities. For example:

FIGURE 31 Appliance Activities

Secure DASHBOARD  APPLIANCES
PULSE ONE

WORKSPACES ANALYTICS = ADMINISTRATION

Q - # El
Time Activity Appliance
2018-12-20 07:20:14 +0000 T 7logis full stgl
2018-10-05 04:17:36 #0100 (J Diagnosticlogis full
2018-10-01 14:32:09 +0100 (J Diagnostic log is full
2018-08-24 13:11:42 +0100 Added PWS CA certinto config. SA-125

SETTINGS ~ ADMIN

To view Workspace activities:

32

3. Select the Administration menu.
4. Click Workspace Activities. For example:

FIGURE 32 Workspace Activities

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

Q - x

Time ivity

2018-01-21 05:11:32... () Workspace compliance evaluated: NOT - workspace-ch15c1ae-4475-495c-8835-789fald46fac
2018-01-21 05:11:32...  (.)Weorkspace compliance evaluated: NOT - workspace-ae5c04f2-f2e9-4e96-94c8-5abdbdd46aad
2018-01-21 05:11:32 ... (l)Workspace compliance evaluated: NOT - workspace-8e334028-d3fc-11e7-888a-0242ac110002
2018-01-21 05:11:32... (l)Workspace compliance evaluated: NOT - workspace-2f401d8f-5863-4e34-a2fc-b7ccec0alde7
2018-01-21 05:11:32... (l)Workspace compliance evaluated: NOT - workspace-2874649dc-d674-11e7-837f-0242ac110002
2018-01-21 05:11:32 ... ()Workspace compliance evaluated: NOT - workspace-e7a265bd-d35f-11e7-0d68-0242ac110002
2018-01-21 05:11:32 ... () Workspace compliance evaluated: NOT - workspace-9b75262b-0702-4530-8f28-6843d43cf68d

SETTINGS  ADMIN

Ko 3
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Searching for an Activity
To search for individual events:

1. Access workspace activities.

2. Type a search term into the search box and press Enter. Examples of search terms for Workspace
activities are usernames, event types and workspace IDs. For example:

FIGURE 33 Search Activity

Secure

PULSE ONE

Filtering Activities

DASHBOARD

APPLIANCES WORKSPACES ANALYTICS = ADMINISTRATION

SETTINGS ~ ADMIN

ERIEFA|EE=]F]

Time

2019-01-21 05:11:32 ...

201%-01-21 05:11:32 .

201%-01-21 05:11:32 .

Activity

(1) Werkspace ¢
() Workspace ¢

() Workspace ¢

ompliance evaluated: NOT - workspace-ch15c12e-4475-405c-8835-T89fallddéfac
ompliance evaluated: NOT - workspace-ae3c04f2-f2e8-4006-04c0-5abdbdd46aad

ompliance evaluated: NOT - workspace-6e334026-d3fc-11e7-8885-02425c110002 Details Q

1. Access workspace activities.

2. (Click an event type button to filter for a specific event type. For example:

FIGURE 34 Filter Activities

Secure

PULSE ONE
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Time

2019-01-21 05:11:32 ...

201%-01-21 05:11:32 .

201%-01-21 05:11:32 .

DASHBOARD

Activity

(1) Werkspace ¢
() Workspace ¢

() Workspace ¢

APPLIANCES WORKSPACES ANALYTICS = ADMINISTRATION

ERIEIFEAE]R]E]

ompliance evaluated: NOT - workspace-ch15c12e-4475-405c-8835-T89fallddéfac

ompliance evaluated: NOT - workspace-ae3c04f2-f2e8-4006-04c0-5abdbdd46aad Details Q

ompliance evaluated: NOT - workspace-6e334026-d3fc-11e7-8885-02425c110002 Details Q
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Viewing Activity Details
1. Access workspace activities.

2. (lick the Details button associated with the activity you want view the details. The Activity Details dialog
displays the additional details.

FIGURE 35 Activity Details

Activity Details

Activity
Waorkspace compliance evaluated: NOT
2019-01-21 05:11:32 +0000
Severity
Jinformatienal

Activity Id
ddB8870eb2ed728595ea551e072b8356ddaafe247

Target
workspace-874649dc-d674-11e7-837f-02425c110002

Licensing Pulse One and Pulse Workspace
The Licenses screen lists:

* Licenses, identified by their Asset ID.
* The Quantity of each license available.

* The license Expiration Date.
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To view licenses:
1. Click the Settings icon on top-right-corner of the page.
2. Select Licenses.

FIGURE 36 License Details

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION

PULSE ONE EET{l!\lGS .an__r'u_uu

------ Pulse One Properties
Asset ID { Workspace Properties
LDAP Groups

PWS-EVALDOO01234 1

Apple

tificate

PW5 1

id Enterprise

se Usage Agreement

You can add one or more Pulse One and Pulse Workspace licenses on the Licenses page.
To add a new license:
1. Click Add New License.
The Activate License dialog appears.

FIGURE 37 Activate License

Activate License

Enter new license key here:

2. Enter the new license key.
3. Click Activate.

If the license key validation is successful, a confirmation is displayed, and the license is added to the
Licenses page.
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Provisioning Devices
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Features Supported on iOS and Android Devices

This section provides information about the features supported by Pulse Secure Client on iOS and Android

devices.

Note: For iOS devices, the Pulse Secure Client requires iOS v10 or later.

Features supported on iOS v10.0+ Devices

VPN + Workspace: The client supports any of the following connectivity modes:

* VPN only - connects to Pulse Connect Secure (PCS).

*  Workspace only - connects to Pulse Workspace (PWS).

* VPN+Workspace — connects to PCS for VPN and PWS for Mobile management.
Seamless onboarding to PCS and PWS: The Pulse Secure client:

* Enables the end user to enter a connection URL on the Welcome page.

* (Can automatically detect the type of server (PCS or PWS) by validating the user-entered
connection URL.

* Provides a seamless onboarding to the corresponding server.

PWS onboarding using SAML based authentication: Pulse Secure client supports SAML based

authentication for onboarding a user to PWS. For this feature, PWS acts as the SAML Service Provider
(SP) and PCS acts as SAML Identity Provider (IdP). For this release, IdP support is restricted only to PCS.

The third party IdPs are not supported.

Compliance reporting: Pulse Secure client can detect the compliance status of a device. If the device

is non- compliant, additional actions are provided to the end-user.

© 2021 Pulse Secure, LLC.
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* Apple Volume Purchase Program: The Volume Purchase Program (VPP) allows businesses to
purchase apps in volume and distribute them within their organizations.

* Blacklisting of iOS Package Names: This policy controls the user's ability to install and use apps that
are flagged as blacklisted.

* Device Location - Registered iOS devices can now be located from Pulse Workspace via the Apple
Push Notification (APN) service, see “Working with Device Location” on page 233.

* Application Visibility: These policies enable the collection of app usage and version metrics from
devices. These metrics are used for the App Visibility Report.

* Modifying Bluetooth Settings policy: This policy controls the user's ability to change Bluetooth
settings.

Features supported on iOS v7.0+ Devices

* Kerberos authentication - Registered iOS devices can use Kerberos-based authentication over HTTP,
see “Configuring Kerberos-Based Authentication” on page 230.

Features supported on Android v8.0+ devices

38

* Device Location - Registered Android devices can be located from Pulse Workspace, see “Working
with Device Location” on page 233.
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Configuring Domain Discovery and Email-based Authentication
This section describes:

* “Overview” on page 39.
* “Adding a Customer” on page 40.

* “Adding a Domain” on page 40.

Overview

The email discovery service uses the domain in user's email to discover the right PWS / PCS to connect, and
requires the user just to enter the email address to enroll or authenticate and access the resources.

The email discovery service runs in the cloud environment. It works with iOS and Android mobiles and requires
PWS / PCS servers.

FIGURE 38 Email Discovery Service Overview

Note: To set up the Auto-Discovery experience, you will need to contact Pulse Secure Technical support
through DevOps ticket. After the required information is provided (and validated), Technical Support will enable
the Auto-Discovery experience for your Email Domain.

The process is as follows:
1. The customer calls Support to request an email discovery service.

2. The customer must provide the following details: PWS domain, PCS URL and email domain.

w

Support raises a DevOps ticket.
4. DevOps sets up an email account.

5. The customer then uses the email to authenticate and access the resources.
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Adding a Customer

When you receive a request for setting up domain discovery service, use the Domain Discovery Service page
to add the customer details.

—_

Log in to Pulse One using super admin credentials.

2. Inthe Domain Discover Service page, select the Customers tab.

w

Click Add Customer.
4. Enter Customer Name and Admin Email.
5. (lick Add.

FIGURE 39 Domain Discovery Service Page

Pulse Secure  Customers Domaing

L Domain Discovery Service

. ApD cusTOMER [FSH
Customer Name: customer]
Admin Email cuslomer! @ pulsesecure. not

Adding a Domain
After you create the customer for domain discovery service, you must add a domain to the customer.

1. Log in to Pulse One using super admin credentials.

2. Inthe Customers tab, select the customer to whom you want to provide the domain discovery service.
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3. (Click Add Domain.

FIGURE 40 Add Domain

Pulse Secure  Customers  Domains

customariaz4
testcustomer1 €T
L]
R NAME tostoustomar |
D ADMIN EMARL psscure@gmaid com
5 CREATION DATE Weed Sep 21 2018 123445 GMT«0530 (I5T)
CREATED BY admin
-
LAST UPDATED Wesd Sap 21 2016 12:34:45 GMT+0530 (IST)

TOTAL DOMAING []

4. In the Add Domain to <customer> page, enter the domain details.

* Domain Name

* Domain Short Name

* Console URL
5. In the Android Configuration:

* Enter PCS Appliance Name and Registration URL.

* Enter PWS Registration URL.

* To select Active Configuration for Android, click the PCS or PWS option.
6. IntheiOS Configuration:

* Enter the PCS and PWS details.

* To select Active Configuration for iOS, click the PCS or PWS option.

© 2021 Pulse Secure, LLC. 41



Pulse Workspace Appliance Administration Guide

7. Click Add.

FIGURE 41 Add Domain Details

Domain Name
Domain Shoet Name

Consale UAL

ANDROID CONFIGURATION

PCS
Appliance Name

Registration URL

PWS
Ragistrstion URL

Select Active Configuration for Android
PCS. oews
105 CONFIGURATION

PCS

Appliance Name

Registration URL

PWS
Registration URL

Select Active Configuration for iOS
pPws

For the client side details about domain discovery service, refer to the following topics in Pulse Secure
documentation:

* Android Workspace Onboarding.

* iOS Workspace Onboarding.

Understanding Managed Devices and Managed Clients
Pulse Workspace supports two different modes of working with mobile devices:

*  Managed device mode uses Mobile Device Management (MDM). This is the default mode, and the basis
for all Pulse Workspace device enrollment before the 2.0.1901 release.

* Corporate devices will have a single Work partition, containing all data and apps on the device.

* Bring Your Own Devices (BYODs) support the use of personal devices, and will have both a Work
partition and a Personal partition.

* The admin can manage the Work partition any enrolled device, push apps and policies to the
device, evaluate the device's compliance status, locate the device, and ultimately lock or wipe
the Work partition of the device if necessary.

* Managed client mode does not use MDM. Currently, the admin can push policies to enrolled devices to
enable VPN on Demand on the device.

Note: Managed client mode is currently only supported on iOS devices.
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Managed client mode is selected by setting the Enable enrollment of managed iOS clients? workspace
property, see “Workspaces” on page 149.

* When Enable enrollment of managed iOS clients? is False (default), managed device mode is used.
* When Enable enrollment of managed iOS clients? is True, managed client mode is used.

For full details of managed clients, see “Configuring Managed Clients” on page 94.

Onboarding iOS BYOD Devices

This section describes the steps to provision a Bring Your Own Device (BYOD) mobile iOS device. BYOD devices
are personal property which are then configured to contain separate areas for:

* Personal apps and data.
* Corporate apps and data.

When the Workspace administrator invites you to provision your device, you will receive a welcome email
which contains instructions for provisioning your device.

Based on the domain property setting, the registration workflow that follows the welcome email differs.
* “Understanding Your SAML-Based Authentication Email” on page 44.
* “Understanding Your PIN-Based Authentication Email” on page 45.

* “Registering an iOS BYOD Device” on page 46.
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Understanding Your SAML-Based Authentication Email

Where your organization uses SAML authentication, you receive a welcome email. This is similar to the
following:

FIGURE 42  Welcome Email: SAML Authentication

Hello
Welcome to Pulse Workspacel

Your company's sclution for secure, mobile productivity from the convenience of your own mobile device

Rest assured knowing that Pulse Workspace._..

@ Does not allow corperate access to device location, microphone or any data from
your personal applications, such as browsing history

%’\Zf Only manages company applications and data

Setting up your device:

° ForIPhone and IPad devices tap here OR download and install Pulse Secure from the Apple App
Store

For Androld devices tap here OR download and install Pulse Secure from Google Play

If you have already installed the latest version of Pulse Secure then launch the app on your device,
and select the 'Upgrade to Workspace' link from the app menu.

o Launch the app on your device and on the welcome screen enter your corporate email address OR
the following URL if your company is using URL based onboarding:

Follow the prompts to complete the provisioning process

o Enteryour company credentials on the registration screen

If you believe this email was sent in errar, please contact your company's IT support team
for assistance.

We hope you enjoy using Pulse Workspacel
Sincerely,

The Pulse Workspace Team

www.pulsesecure.net

2700 Zanker Road, Suite 200
San Jose, CA 95134

This email contains:

44

* Aregistration link to download and install Pulse Secure from Apple App Store for iPhone or iPad

devices.
* An Enterprise URL.

* Instructions for completing the device registration.
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Understanding Your PIN-Based Authentication Email

Where your organization does not use SAML authentication, you receive a welcome email. This is similar to the
following:

FIGURE 43  Welcome Email: PIN Authentication
|

Hello
Welcome to Pulse Workspacel

Your company's sclution for secure, mobile productivity from the convenience of your own mobile device

Rest assured knowing that Pulse Workspace._..

g@ Does not allow corperate access to device location, microphone or any data from
your personal applications, such as browsing history

%,’\25 Only manages company applications and data

Setting up your device:

For iPhone and iPad devices tap here OR download and install Pulse Secure from the Apple App Store

o For Android devices tap here OR download and install Pulse Secure from Google Play

If you have already installed the latest version of Pulse Secure then launch the app on your device, and select the
"Upgrade to Workspace’ link from the app menu.

o Launch the app on your device and on the welcome screen enter your corporate email address OR the following
URL if your company is using URL based onboarding:

e Enter your company email address: if requested and this activation key: on
the registration screen

o Follow the prompts to complete the provisioning process

If you believe this email was sent in error, please contact your company's T support team for assistance.

Your activation key will expire in 48 hours.

We hope you enjoy using Pulse Workspacel
Sincerely,

The Pulse Workspace Team

www.pulsesecure.net

2700 Zanker Road, Suite 200
San Jose, CA 95134

This email contains:

* Aregistration link to download and install Pulse Secure from Apple App Store for iPhone or iPad
devices.

* An Enterprise URL.
* Aprovisioning email address.
* Aprovisioning activation key.

* Instructions for completing the device registration.
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Registering an iOS BYOD Device

Note: Starting at iOS 12.2, Apple has changed the manual enroliment flow for Mobile Device Management
(MDM), see https://support.apple.com/en-us/HT209435. As a result, installing the MDM profile involves
some additional steps for end users who perform manual enrollment on their Apple device running iOS 12.2
and later. This change is applicable only for new Pulse Workspace user registrations.

To set up an iOS device when Pulse Secure is not installed on the device:
1. Inyour email, click the iOS registration link. This installs Pulse Secure.
2. Start Pulse Secure on your device.
The Pulse Secure Welcome screen appears:

FIGURE 44 Welcome

Secure

Welcome to the Pulse
Secure Client

On this screen:
* Enter the Enterprise URL from your welcome email.
* (lick Submit.
The next step depends on whether you have SAML-based authentication.
3. (Optional) If you are using a SAML-based registration, the SAML Login screen appears.
On this screen, enter your corporate user name and password and click Sign In.

A BYOD policy Agreement page appears (skip step 4).
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4.

(Optional) If you are using PIN authentication, the following screen appears.

FIGURE 45 Entering your Key

941 AM 100% |

Let's get your
workspace all set up.

On this screen:

* Enter your corporate email address.

* Enter your registration key from your welcome email.

* (lick Activate.

The client parses the domain and sends it to a discovery server to fetch the server URL. It then
continues with Active Directory (AD) authentication with the server.

Note: To set up the Auto-Discovery experience, you will need to contact Pulse Secure Technical
support through a DevOps ticket. After the needed information is provided (and validated), Technical
Support will enable the Auto-Discovery experience for your Email Domain.

A BYOD policy Agreement page appears. (continue from step 5)

© 2021 Pulse Secure, LLC.
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5. Onthe Agreement page, press the Accept button to accept the Enterprise BYOD policies.

FIGURE 46  Enterprise BYOD Policies

essse firiel 3G 8:03PM

& Back Agreement

You must follow all Enterprise
BYOD policies with this device. It
is very important.

Dectineg -

The Install Your Workspace page appears.

6. Press the Install button to begin workspace registration.

FIGURE 47  Workspace Installation

stch 941 AM 100% -

€ Back Workspace Installation

Install your workspace

48
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7. The next phase of this process depends on your iOS version.

Note: To check the iOS version of your device, access Settings > General > About.

© 2021 Pulse Secure, LLC.

ForiOS 12.1.4 or earlier, you are automatically prompted to install the Pulse Secure Profile
Workspace Server certificate on the iOS device. Press Install, then Install, then Trust, and then

Done to complete the process. For example:

FIGURE 48 Installing the Pulse Secure Profile Workspace Server Certificate

oM
Install Profile

O sateri 7
Cancel

ﬁ Pulse Secure Profile
Pulse Secure

Signed by * pulsecne nat
Veritied o

Dascripton Pulse Secure Configuration Profie
Contains Device Envoiment Chalange

More Details

Cancel

ForiOS 12.2 or later, you are instructed to go to the Settings app and install the downloaded
profile.

Note: There is a time limited of eight minutes for the install operation.

FIGURE 49 Downloading a Profile

———.COM X

Please go to Settings app and install the
downloaded profile.

After the installation is done, open Pulse
Secure app or click here.

Note: this needs to be completed within 8

Profile Downloaded B
minutes.

Review the profile in Settings app if
you want to install it.

This website is trying to
download a configuration

profile. Do you want to allow
this?

Close
Ignore

O m O

On the iOS Device Registration page, press Allow, and then Close.

Note: Do not dismiss this screen. You will return to this screen later in this step.

49



Pulse Workspace Appliance Administration Guide

You must then manually access Settings > General > Profiles. Press the Pulse Secure Profile,
then Install, and then enter your passcode.

FIGURE 50 Installing a Profile

| Description Pulse Secure Configuration Profile

Contains Device Enrolment Challenge

® -

More Details

Remove Downloaded Profile

il 941 AM =) [ 9:41AM =) [ 9:41AM -
< General Profiles Cancel Install Profile Enter Passcode Cancel
DOWNLOADED PROFILE
Pulse Secure Profile
Pulse Secure Profile d Pulse Secure
Pulse Secure
Signed by
Verified v
CONFIGURATION PROFILES
Enter your passcode

© O 000 O

1 2 3
4 5
7 8
rans Tov wxvz
0 X

Press Install to confirm the installation, then press Trust. Once the installation is complete,

press Done.

FIGURE 51

Installing a Profile: Complete

100% @) # @ No SIM =

No SIM =

Remote Management

Do you trust this profile’s source to
enrol your iPhone into remote
management?

Cancel

Cancel
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100% @) 4 @l No SIM =

< Back

Profile Installed | Donel

Pulse Secure Profile
Pulse Secure

Signed by *.unitytest.com
Verified v/
Description Pulse Secure Configuration Profile
Contains Mobile Device Management
Certificate

More Details >
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You can then return to the iOS Device Registration page and click the hyperlink to complete
and then press Open to complete this manual process.

FIGURE 52 Opening a Profile

No SIM = 100% @) + @ No SIM =

& ondemand.unitytest.com & & ondemand.unitytestcom &

Please go to Settings app and install the
downloaded profile.

After the installatjends-dens, open Pulse

Secure app or cli

Note: this needs to be completed within 8
minutes.

Openin “Pulse Secure"?

o M O O m
8. After the workspace registration is complete, press the Close button.

FIGURE 53 Setup Complete

Setup Complete!

Your Workspace
Registration is Complete,

Nex the serves will prompt you 16 install
the apghications that make up your
Workspace
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You may then be prompted to perform a variety of post-registration actions such as automatically installing
applications, setting a device passcode or entering your email password. For example:

FIGURE 54  Post Enrollment Configuration

‘App Management Change

‘Would you e 1o let
domain pulsaone.net” take
tha “

App Installation
"Rsmdm pulssonastaging.io” is about

Secure™? Vour spp
10 install and manage the 3pp data wil become mansged.
*Chrome* from the App Store.

Cancel Manage

These actions will depend on:

* Your enterprise security policy.

Whether you are on a managed device or a managed client, see “Understanding Managed Devices and

Managed Clients” on page 42. For example, managed clients will not install any applications after
enrollment.

To install apps manually on a managed device:
1. Navigate to Workspace Apps.

2. Tap the Installed tab to view installed apps.
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3. Toinstall optional apps, tap the Available tab and press Install for each app you want to install.

FIGURE 55  Installed and Available Apps

10:37 AM v No SM 10:37 AM

Workspace Apps Workspace Apps

Workspace Apps Workspace Apps

AVAILABLE NSTALLEC AVAILABLE NSTALLED

v Dropbox EMM Mail+ for Enterprise
.

Skype for iPhone ﬁ Box for EMM

M Gmail - email by Go. a Salesforce!

After installation, the app will be listed in the Installed tab.

Onboarding Android BYOD Devices

This section describes the steps to provision a Bring Your Own Device (BYOD) Android device. BYOD devices
are personal property which are then configured to contain separate areas for:

* Personal apps and data.
* Corporate apps and data.

When the Workspace administrator invites you to provision your mobile device, you will receive a welcome
email which contains instructions for provisioning your device.

Based on the domain property setting, the registration workflow can be one of the following:
* “Understanding Your SAML-Based Authentication Email” on page 54.
* “Understanding Your PIN-Based Authentication Email” on page 55.

* "Registering Your Android BYOD Device” on page 56.
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Understanding Your SAML-Based Authentication Email

Where your organization uses SAML authentication, you receive a welcome email. This is similar to the

foll

FIG

Th

54

owing:
URE 56  Welcome Email: SAML Authentication
Hello

Welcome to Pulse Workspacel

Your company's sclution for secure, mobile productivity from the convenience of your own mobile device

Rest assured knowing that Pulse Workspace._..

@ Does not allow corperate access to device location, microphone or any data from
your personal applications, such as browsing history

%’\Zf Only manages company applications and data

Setting up your device:

° ForIPhone and IPad devices tap here OR download and install Pulse Secure from the Apple App
Store

For Androld devices tap here OR download and install Pulse Secure from Google Play

If you have already installed the latest version of Pulse Secure then launch the app on your device,
and select the 'Upgrade to Workspace' link from the app menu.

o Launch the app on your device and on the welcome screen enter your corporate email address OR
the following URL if your company is using URL based onboarding:

Follow the prompts to complete the provisioning process

o Enteryour company credentials on the registration screen

If you believe this email was sent in errar, please contact your company's IT support team
for assistance.

We hope you enjoy using Pulse Workspacel
Sincerely,

The Pulse Workspace Team

www.pulsesecure.net

2700 Zanker Road, Suite 200
San Jose, CA 95134

is email contains:

* Aregistration link to download and install Pulse Secure from the Google Play store.

* An Enterprise URL.

* Instructions for completing the device registration.
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Understanding Your PIN-Based Authentication Email

Where your organization does not use SAML authentication, you receive a welcome email. This is similar to the
following:

FIGURE 57 Welcome Email: PIN Authentication
|

Hello
Welcome to Pulse Workspacel

Your company's sclution for secure, mobile productivity from the convenience of your own mobile device

Rest assured knowing that Pulse Workspace._..

g@ Does not allow corperate access to device location, microphone or any data from
your personal applications, such as browsing history

%,’\25 Only manages company applications and data

Setting up your device:

For iPhone and iPad devices tap here OR download and install Pulse Secure from the Apple App Store

o For Android devices tap here OR download and install Pulse Secure from Google Play

If you have already installed the latest version of Pulse Secure then launch the app on your device, and select the
"Upgrade to Workspace’ link from the app menu.

o Launch the app on your device and on the welcome screen enter your corporate email address OR the following
URL if your company is using URL based onboarding:

e Enter your company email address: if requested and this activation key: on
the registration screen

o Follow the prompts to complete the provisioning process

If you believe this email was sent in error, please contact your company's T support team for assistance.

Your activation key will expire in 48 hours.

We hope you enjoy using Pulse Workspacel
Sincerely,

The Pulse Workspace Team

www.pulsesecure.net

2700 Zanker Road, Suite 200
San Jose, CA 95134

This email contains:
* Aregistration link to download and install Pulse Secure from the Google Play store.
* An Enterprise URL.
* Aprovisioning email address.
* A provisioning activation key.

* Instructions for completing the device registration.
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Registering Your Android BYOD Device

To set up your device when Pulse Secure is not installed on the device:
1. In your email, click the Android registration link. This installs Pulse Secure.
2. Start Pulse Secure on your device.
The Pulse Secure Welcome screen appears. For example:

FIGURE 58 Welcome

Welcome to the
Pulse Secure Client!

Please enter either your corporate
email address or the URL provided by
your company.

Corporate email or URL

3. On this screen:
* Enter the Enterprise URL from your welcome email.
¢ (lick Submit.
The next step depends on whether you have SAML-based authentication.
4. (Optional) If you are using a SAML-based registration, the SAML Login screen appears.
On this screen, enter your corporate user name and password and click Sign In.

A BYOD policy Enterprise User Agreement page appears (skip step 5).
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5. (Optional) If you are using PIN authentication, the next screen appears. For example:

FIGURE 59 Registration Key

A EQ HO® oo 238w

Let's get your
workspace all set up

Register your device using the email
and key from your welcome message.

name(@company.com

Registration Key

Activate

On this screen:
* Enteryour corporate email address.
* Enter your registration key from your welcome email.
* C(lick Activate.

The client parses the domain and sends it to a discovery server to fetch the server URL. It then
continues with Active Directory (AD) authentication with the server.

Note: To set up the Auto-Discovery experience, you will need to contact Pulse Secure Technical
Support using a DevOps ticket. After the needed information is provided (and validated), Technical
Support will enable the Auto-Discovery experience for your Email Domain.

A BYOD policy Enterprise User Agreement page appears (continue from step 6)

© 2021 Pulse Secure, LLC.

57



Pulse Workspace Appliance Administration Guide

6. Onthe Enterprise User Agreement page, press the Accept button to accept the Enterprise BYOD
policies.

FIGURE 60 Enterprise User Agreement

Pulse Secure

Enterprise User Agreement

“ou must follow all Enterprise BYOD palicies
with this device.

The Set Up Your Profile page appears.
7. Click Setup and confirm with OK.

Note: If the device is not encrypted, Google will prompt to encrypt the device with encrypt option and
then will reboot the device.

8. You must now sign in to your Google account.
* Ifthe user's Google account does not exist, then the Create Account page appears.

* If the Google account exists, the user is taken to the Signing in Account page. Press NEXT to
sign into Google with your Google Enterprise Account.

FIGURE 61  Google Account

CLL e L

Sign In Account email@pwsmobiletest.net Checking info...

Te complete your activation, you will
need to sign in to Google with your
Google Enterprise Account.
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9. After the Workspace registration is complete, the Workspace Apps will be installed automatically in the
background.

FIGURE 62 Workspace Apps

Workspace Apps

Installed Applications

Setup Complete g Sumets

% Camera

'E Phatos
% Dropbax

’O Googhe Play Store

.,-O Documents

Your Workspace
Registration is Complete.

Applications Pending Installation

10. To install optional apps, select Google Play Store > My Work Apps > Library (This navigation option
may vary from device to device).

FIGURE 63  Workspace Apps Library

ACE® ACE®

= Google Play Store

= My work apps

Cluster ALLER  LIBRARY
M Mt on this device
S1org home @ Irlhr::ch.y : Chat Bl R 3
Gmail H Hine ¢ HipChat - £ =] My work apps
Wik Chat = o Mestine [
a3 & | 23 39w 9] .E_:‘_‘“_w:hf’ ) INSTALL | X
B Account )
e Nlnl"mllt INSTALL x
oo £ Settings :
B eafore INSTALL b
Selesforc | Cisco i Haip & fesdback
o

WiabEx
ddw

About Google Play
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Configuring Corporate-Owned iOS Devices

The Apple Deployment Program (ADP) enables you to deploy iOS devices that your business has purchased
directly from Apple or from a participating Apple Authorized Reseller or carrier.

You can automatically enroll devices in mobile device management (MDM) without having to physically touch
or prepare the devices before users get them. The use of MDM minimizes the setup process for users by
removing specific steps from the Setup Assistant.

You can also control whether or not the user can remove the MDM profile from the device. For example, you
can order the devices from Apple, configure all the management settings, and have the devices shipped
directly to the user's home address. After the device is unboxed and activated, the device enrolls in your MDM
and all management settings, apps, and books are ready for the user.

After enrolling in the program, administrators log in to the portal, link one or more MDM servers to the ADP
account, and then associate specific devices to one of the MDM servers. The devices can then be assigned to
users via MDM. After a device is activated, any MDM-specified configurations, restrictions, or controls are
automatically installed.

* "“Enrolling in Apple Deployment Programs” on page 60.
* “Adding the Pulse Secure Application to the App Catalog” on page 61.
* "“Setting Up the Apple Deployment Program” on page 61.

* "“Enrolling an iOS Device” on page 70.

Enrolling in Apple Deployment Programs

Before you begin using Apple Deployment Programs (ADP), you first need to enroll in the program. You must
have the signing authority to enroll on behalf of your business or institution, as you will be responsible for
agreeing to the terms and conditions for each program you access within ADP.

Note: Refer to Apple’s Device Enrollment Support Page for the details of prerequisite steps for enrollment in
the program.

To enroll in Apple Deployment Programs:
1. Gotothe Apple Deployment Programs portal on your browser.

2. Create an agent account and provide an email address associated with your business or institution.
This email address will be used to create your ADP Apple ID, which is required before signing into ADP.

3. Enable two-steps verification. A recovery key is sent, which you need to retain in case you forget your
password or lose access to your devices. An email is sent when two-steps verification is enabled.

4. Provide additional business or institution information such as verification contact, business or
institution information, Apple customer number, Reseller ID, and Customer ID.
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Adding the Pulse Secure Application to the App Catalog

Before provisioning the device, you need to add the Pulse Secure iOS application to the App Catalog. To add
the Pulse Secure application to app catalog, refer to “Adding an i0S App to the App Catalog Manually” on
page 152, using the following app information:

Package: net.pulsesecure.pulsesecure

App Location: Enter Download URL

Download URL: https.//itunes.apple.com/in/app/pulse-secure/id945832041?mt=8
Title: Pulse Secure

Creator: Pulse Secure

Setting Up the Apple Deployment Program

After your enrollment is complete, go to the Apple Deployment Programs portal to prepare settings for your
institutionally-owned devices. Complete the following steps:

1.
2.

Add administrator accounts for individuals who are authorized by your business to access the portal.

From the ADP portal, establish a virtual server for your MDM server or servers. Virtual servers in ADP
are linked to your physical MDM servers. Each server must be known to Apple and authorized to
manage your devices. A two-steps verification process is used to securely authorize an MDM server.

Assign devices to your virtual MDM servers by order number or by serial number. Only eligible devices
will be available for assignment to your MDM server. You can also download a comma-separated value
(CSV) file that contains the full list of all unassigned devices in a specific order.

After virtual MDM servers are set up and devices are assigned to them, you can review several aspects
of your device assignment, including: Date of the assignment, Order numbers, Name of the MDM
server to which the devices are assigned, Total number of devices, separated by device type. You can
also download a CSV file containing all the serial numbers of the devices assigned to each MDM server.

This section describes the following procedures:

“Adding Administrators for ADP” on page 62.

“Configuring for ADP on Pulse Workspace” on page 63.
“Configuring the ADP Profile” on page 68.

“Managing ADP Devices"” on page 69.

“Configuring Pulse Workspace for User Authentication” on page 70.
“Enrolling an iOS Device” on page 70.

“Renewing an Expired Apple Server Token” on page 72.
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Adding Administrators for ADP

After you are enrolled to Apple Deployment Programs (ADP), you will be able to add additional administrator
accounts for individuals who are authorized by your business or institution to access the portal.

To add administrator accounts:

62

1. Select Admins in the Apple Deployment Program portal.

FIGURE 64 Apple Deployment Portal: Manage Admins

[ 4 Deployment Programs

".jj Admins

g’] Device Enrollment Program

£ Terms and Conditions

MName

Admin-PW52
Admin-PWS3
Admin-PWSs1
Admin-PW5s4

Admin-PWS5

Manage Admins

[ el &

admin-pws2@pulsesecure.net
admin-pws3@pulsesecure.net
admin-pws1@pulsesecure.net

admin-pwsd@pulsesecure.net

admin-pws5@pulsesecure.net

2. Onthe right-hand side, select Add Admin Account.

FIGURE 65 Apple Deployment Portal: Add Admin Account

4 Deployment Programs Search for Admin

@ Admins

:D Device Enroliment Program A oA

Terms and Conditions Add Admin Account

st Name
Admin-PWS1
st Name
Admin-PWS1

7

al @D

admin-pws1@pulsesecure.net

3. Enter the admin details and click Add.

Admin DEP

Admin DEP

Agent DEFP

Admin DEF

Admin DEP

+/ Device Enrolliment Program

Allow Admin to:

Create and Edit Admins

Admin-PWs1 v (7}

Add Admin Account

Date Create

12117

2618

12/4117

121817

121217

;
Admin-Pws1 v (7)

Add Admin Account

Date Created

12117

2/6/18

12/447

121817

121217
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Configuring for ADP on Pulse Workspace

IT Administrators can configure multiple ADPs on Pulse Workspace server.

Before you start, you must download the public key certificate file from Pulse Workspace.

1. Log into Pulse Workspace.

2. Select Settings > Apple and select the Apple DEP tab.

FIGURE 66 Downloading Public Key

@ o

SETTINGS ~ ADMIN

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

Your Workspace mial license expires in 218 days.  Enter new license key here:

Pulse One Properties

Apple MDM Cert - Apple VPP
Workspace Properties

Connecting MDM (PWS) with Apple Device Enrollment Program (DEP)

Step 1

=g ey for PWS server A o
Andreid Enterprise
Enterprise Usage Agreement
Step 2 Licenses
Create server token file VPN Cert
= Sign into the Apple Deployment Program
« Navigate to Manage Server under Device enrallment program
« Click Add MDM server, provide a name for MDM server and then click choose file

* Upload Public key downloaded in siep 1
« Download server token file

Step 3
Upload token file

Choose File | No file chosen

Select Download and save the public key file locally.
Access the Apple Deployment Program portal in your browser, and log in.
Select Device Enrollment Program.

FIGURE 67 Apple Deployment Portal: Deployment Programs

& Deployment Programs Adminpws1 v (7)

L Admins

=
0. Device Enroliment Program

Welcome back, Admin-PWS1

.Dr Device Enrollment Program Get Started >

Volume Purchase Program

@ .

T‘E] Terms and Conditions
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6. Select Manage Servers.

The Manage Servers page appears.

FIGURE 68  Apple Deployment Program: Manage Servers

@ Admins

[] Device Enraliment Program

N Manags Devices
= View Assignment History

Terms and Concditions

Click Add MDM Server.

(4 Search for Serial Number

Manage Servers Ack MO Senvr

No MDM Servers

The Add MDM Server dialog appears.

FIGURE 69 Apple Deployment Program: Add MDM Server

Add MDM Server

1. MDM Server Name.

Enter a name to refer to this server, department or location.

[ Automatically Assign New Devices @

Admin-PWs1 ~ (7
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8. Enter an MDM Server Name for the Pulse Workspace server and click Next.
The dialog updates.

FIGURE 70 Apple Deployment Program: Upload Public Key

Add PWS1

2, Upkoad Your Pubiic Key.
Gnooss File... ING Tl SelBCta

The public key certificate is used o encrypt the Authentication Token file for
secure transfer to your MDM Server.

9. C(lick Choose File, and select the public key file.
The dialog updates.

FIGURE 71 Apple Deployment Program: Upload Public Key

Add PwWs1

2. Upload Your Public Key.

Choose File.... | " apple_dep_certl...

The public key certificate is used to encrypt the Authentication Token file for
secure transfer to your MDM Server.
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10. Click Next.

FIGURE 72 Apple Deployment Program: Download Server Token

Admin-PWS1

Manage Servers

Add PWS1

11. Click Your Server Token and save the token file locally.
12. Click Done.
The server is added successfully.

FIGURE 73 Apple Deployment Program: Server Added

& Deployment Programs Admin-PWs1 ~ (7

L) Admins

1] Device Enrcliment Program Manage Servers Adid MOM Serve

52 Manage Servers

1N Manage Devices

= View Assignment History
PWS1 ) Maver

[E Terms and Conditians

13. On Pulse One, return to the Apple DEP tab.

FIGURE 74  Apple Deployment Program: Upload Token
@ o

SETTINGS = ADMIN

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION

ULSE ONE

Your Workspace trial license expires in 218 days.  Enter new license key here: Pulse One Properties

Workspace Properties

)evice Enrollment Program (DEP) AP Groups

Step 1
ficate
Gener: blic key for PWS serve
WEEEEELIELEy T a Enterprise
Download
se Usage Agreement
Step 2

Create server token file

« Sign into the Apple Deployment Program
« Navigate to Manage Server under Device enrallment program

* Click Add MDI r, provide a name fer MDM server and then click cheose file
« Upload Public key downloadzd in step 1

« Download server token file

Step 3

Upload token file
Choose File | ADP_PWS_taken.txt
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14. Click Choose File and locate the server token file.

15. Upload the server token.
After successful upload of the server token, the ADP profile page is displayed.

16. Make necessary configuration and click Save.

Note: For configuration details, see “Configuring the ADP Profile” on page 68.

The details are displayed in the Pulse Workspace console.

FIGURE 75 Sync ADP Account Information

One Deshboard  Appllances  Workspaces  Analyics  Adminisirasion

“Your Workapace trial loonss sxpires in 51 days.  Enter now license key hers:

Appie MOM Cort Apple DEP
Connecting MDM (PWS) with Apple Device Enrollment Program (DEP)

Sep 1
Ganerate public key for PWS server

Swp 2
Create server token file
= Sign into the Apple Deployment Program
+ Navigate 1o Manage Server under Device envoliment program
= Cuek Add MDM server, provide 8 name for MDM server and then cick choose fle
+ Upload Public key downicaded in step 1
+ Downioad server token fil

Step 3
Upicad token fie
Browse..  No fila solectod.

DEP Aczourt Name Organization Email Created On Sarver Token Expiry Edt Accourt Edit Profil Delete

PWS_CA Ihews@pulsesecuns. net 2018-03-14T14:33:302 2015-003-14T14:34:012 g r s x

17. Click the Sync button to sync the ADP account information with ADP portal.
A confirmation dialog appears.

18. In the confirmation dialog, click Yes.
Your account info will then be synchronized with the ADP portal.

Pulse Workspace will sync automatically with the ADP portal one per hour.
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Configuring the ADP Profile

IT Administrators configure the ADP enrollment profile that must be pushed to devices. This profile includes:

Name: The name of the device enrollment profile. This is not visible to user.

Description: The description of the device enrollment profile. This is not visible to user.

Department: This information appears when users click About Configuration during activation.
Support Phone Number: This information appears when the user clicks Need Help during activation.

Preparation Mode: This state is set during enrollment and cannot be changed without factory reset of
device:

*  Supervised.
Note: This setting enables Lock Enrollment profile to device to be enabled.
* Unsupervised
Lock Enrollment profile to device:
* Fnable - disable management profile to be removed from settings.
Note: This setting requires Preparation Mode to be Supervised.
* Disable - allows the management profile to be removed.

Setup Assistance: Configures the settings that customize iOS setup assistance. The following settings
are enabled:

* Passcode - Prompt for passcode during activation.

* Location Services - Prompt for the location service during activation.

* Restore - Prompt for iCloud backup during activation.

* Apple ID - Prompt users for an Apple ID when PWS attempts to install an app without an ID.

* Terms and Conditions - Prompt users to accept Apple's terms and conditions during activation.
e Touch ID - Prompt for Touch ID service during activation.

* Apple Pay - Prompt for Apple pay service during activation.

* Zoom - Prompt for Zoom service during activation.

e Siri - Prompt for Siri service during activation.

* Send diagnostic data to Apple - Prompt for this service during activation.
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Managing ADP Devices

With the release of iOS 11, Apple provided businesses a means to add any existing iOS device to their Apple
Deployment Program (ADP) account. You can add a device using Apple Configurator 2.5 or later and a wired
connection to the iOS device. Apple Configurator can be downloaded from the Apple App Store.

1.
2.
3.

Access the Apple Deployment Program portal in your browser, and log in.
Select Manage Devices.

Under Choose Devices By, select the method to define ADP enabled devices - Serial Number, Order
Number or Upload CSV File.

FIGURE 76  Apple Deployment Programs: Choose Devices By

@& Deployment Programs Admin-PWs1 ~

@ Admins

el Manage Devices
BE Manage Servers
1, Manage Devices
= View Assignment History 1. Choose Devices By:

= Terms and Conditions ®  Serial Numbe: Order Numbe Upload C3V F

Under Choose Action, select Assign to Server, and then select the configured MDM (PWS) server from
the list.

FIGURE 77 Apple Deployment Programs: Select Configured MDM Server

2. Choose Action:

Assign to Server w PWS ~

Click OK.

A confirmation message appears. For example:

FIGURE 78  Apple Deployment Programs: MDM Server Complete

Assignment Complete
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Configuring Pulse Workspace for User Authentication
This section describes Pulse Workspace configuration for SAML-based and Pin-based user authentication.

SAML-based Authentication
Pulse Workspace uses SAML authentication when SAML authentication is enabled, see the "Configuring
Enterprise SSO Using SAML" chapter of the Pulse One Administration Guide.

When SAML is enabled, Pulse Workspace sends a login request to Pulse Connect Secure to verify the user.
To configure Pulse Workspace for SAML-based authentication, do the following:

1. Follow the steps described in the "Configuring Enterprise SSO Using SAML" chapter of the Pulse One
Administration Guide.

2. On Pulse Workspace, navigate to Settings > Apple > Apple DEP > Edit Profile.
3. Provide the PCS Sign-In URL for SAML authentication and click Save.

Note: For details about PCS Sign-In URL, refer to the "Sign-In Policies" chapter in the Pulse Connect
Secure Administration Guide.

PIN-based Authentication
Pulse Workspace uses PIN-based authentication when SAML authentication is disabled, see the "Configuring

Enterprise SSO Using SAML" chapter of the Pulse One Administration Guide.
To prepare Pulse Workspace for Pin-based authentication, do the following:
1. In Pulse Workspace, navigate to Workspaces > Devices > Users.
2. For each end user, create the required user/workspace, see “Adding a User” on page 137.

Note: Retain the registration key for provisioning.

Enrolling an iOS Device

Once you have configured ADP for use, a registered end user can enroll an iOS device.

To do this, the user must power up the device, and follow the on-screen instructions through to completion.
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For example:

FIGURE 79 i0OS ADP Enrollment User Experience
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Renewing an Expired Apple Server Token

After Configuring ADP with Pulse Workspace, ADP details are displayed in the Pulse Workspace console and
server token is valid for one year. Two weeks before the token expires, Pulse Workspace server will send
notification to the administrator. In the ADP portal, the administrator can download the new token, and then

upload it to Pulse Workspace server to extend the token validity.

To upload the new server token:

1. Log in to Pulse Workspace console.

2. Navigate to Settings > Apple > Apple DEP.

72
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3. C(lick the Edit Account icon in the details table.

FIGURE 80  Apple Deployment Program: Connecting MDM

Apple MDM Cert  Apple DEP

Connecting MDM (PWS) with Apple Device Enrollment Program (DEP)

Step 1
Generate public key for PWS server

Step 2
Create server token file

« Sign into the Apple Deployment Program

« Navigate to Manage Server under Device enrollment program

» Click Add MDM server, provide a name for MDM server and then click choose file
« Upload Public key downloaded in step 1

* Download server token file

Step 3
Upload token file
Browse...  Nofile selected.

DEP Details

DEP Account Name . Organization Email | Created On . Server Token Expiry . Edit Account Edit Profile . Delete

PulseOne jhees@pulsesecure.net 2018-04-13T06:28:44Z 2019-04-13T06:30:332 @ [e4 x

4. Inthe Edit page, click Browse and select the new token.
5. Click Upload.

FIGURE 81  Apple Deployment Program: Upload Token

Apple MDM Cert Apple DEP
Connecting MDM (PWS) with Apple Device Enrollment Program (DEP)
Edit
)  cack
DEP Account
Account Name: PulseOne

Qrganization Name Pulse Secure

Server Token

Upload token file
Browse..  Nofile selected.
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Configuring Corporate-Owned Android Devices

Pulse One supports Android Corporate-Owned Devices. A corporate-owned device is one that is supplied by
your business to the user in a pre-configured state. The behavior of each device is dictated by the applicable
policies set for each user by the administrator. The device contains approved apps and data; no personal apps
or data are permitted.

Android For Work (AFW) provides a fast, streamlined way to deploy devices that your business has purchased
directly from the manufacturer or carrier.

Registering a Corporate-Owned Android Device

The registration and configuration process for a Corporate-Owned Android Device will typically be performed
by an administrator before the device is given to the user.

The process begins with a factory reset device. The process will vary to some extent depending on the device's
manufacturer (for example: Sony, Samsung, Huawei, and so on) but the general process will remain consistent.

To register a corporate-owned Android device:

—_

Log into the Pulse One appliance.
2. Inthe Workspaces menu, create (or edit) the required user. The user details should include:
* The user’s corporate email as the Workspace Email.

* Your own email as the Provisioning Email, so that you receive the required registration
information.

* The required policy Tags for the user.
3. Add a user workspace to the user for the device.
You will receive registration details at your own email address.
4. Power up the factory reset device.
Specific details of this sequence will vary by manufacturer.

5. Join a WiFi network.
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The Sign In screen appears.

FIGURE 82 Google Email

Google
Signin

with your Google Account. Learn more

Forgot email?

Create account [ s |

Do not enter an email. Instead, enter the value afw#pulse.
This information is available on the Android Enterprise settings page.

FIGURE 83 Android Enterprise Settings
{@} fO‘\

SETTINGS ADMIN

Secure- DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION

PULSE ONE

Corporate Owned Devices

Enrollment

: afwd#pulse

On the Sign In screen, press Next.

A screen listing Google Services settings appears.
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8. Do not change any settings. press Next.

An Android For Work screen indicates that Pulse Secure will be used for mobile device management.

FIGURE 84 Google Email

LA AN |
D
Android for Work
This account requires mobile device
management. Install the Pulse Secure
app to enforce security policies required
by the account.
Pulse Secure

9. C(lick Install.

Pulse Secure downloads and installs.

The Pulse Secure Welcome screen appears.

FIGURE 85 Welcome

Secure

Welcome to the
Pulse Secure Client!
Please enter either your corporate

email address or the URL provided
by your company.

‘ Corporate email or URL ‘

Support

10. On the Pulse Secure Welcome screen:

* Enter the Enterprise URL from your welcome email.

e (lick Submit.

The next step depends on whether you have SAML-based authentication.
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11. (Optional) If you are using a SAML-based registration, the SAML Login screen appears.
On this screen, enter your corporate user name and password and click Sign In.
A BYOD policy Enterprise User Agreement page appears (skip step 12).

12. (Optional) If you are using PIN authentication, the next screen appears. For example:

FIGURE 86 Registration Key
30® i

Let’s get your
workspace all set up

Register your device using the email
and key from your welcome message.

‘ 1ame@company.corn ‘

Registration e |

On this screen:
* Enteryour corporate email address.
* Enter your registration key from your welcome email.
* C(lick Activate.

The client parses the domain and sends it to a discovery server to fetch the server URL. It then
continues with Active Directory (AD) authentication with the server.

A BYOD policy Enterprise User Agreement page appears (continue from step 13).
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13. On the Enterprise User Agreement page, press the Accept button to accept the Enterprise BYOD
policies.

FIGURE 87 Enterprise User Agreement

Pulse Secure

Enterprise User Agreement

You must follow all Enterprise BYOD policies

with this device.

14. (Optional) If there is no default encryption on the device, a Set Up Work Device page indicates that
encryption is required on the device. Click Encrypt and confirm until encryption begins. For example:

FIGURE 88 ENncrypting

Encrypting

Wait while your phone is being
encrypted. Time remaining: 00:00

When encryption completes, the device reboots.
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A Set Up Your Device screen appears. For example:

FIGURE 89  Set Up Work Device

-

Set up your device

This device will be managed and kept secure
by your organization. Terms from Google

will apply. View terms

Your organization will manage and monitor
this device using the following app:

Pulse Secure
N

ACCEPT & CONTINUE

15. Click Accept and Continue.
An Account Added completion screen for Android For Work appears. For example:

FIGURE 90 Account Added

LA AN |

e

Account added
Android for Work is ready.

Your email, contacts, calendar events, and
more will sync to this phone. You're also
ready to start downloading apps, music,
and games from Google Play.

You can add and remove accounts later by
going to Settings > Accounts.
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16. Click Next.

A series of screens enable you to complete the configuration of your device. For example:

FIGURE 91 Device Maintenance
[ 3vial

Device maintenance

() Sendsystemdata v

Help improve your Android .
experience by automatically
sending diagnostic and
device and app usage data
to Google. This will help im-
prove battery life, app stabil-
ity, network connectivity, and
more. If you turned on addi-
tional Web & App Activity, this
information will be stored
with your account so you can
manage it in My Activity.

&

Install updates & apps

By continuing, you agree that this device
may also automatically download and
install updates and apps from Google,
your carrier, and your device's manufac-
turer, possibly using cellular data. Some of
these apps may offer in-app purchases.
You can remove these apps at any time.

Work through these screens without making changes.

The Setup Complete page then appears.

FIGURE 92 Setup Complete

30 @ N W 12:06

Setup Complete

Your Workspace
Registration is Complete.

Congratulations, registration is complete

Close

17. Click Close.

80
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The Compliance page of Pulse Secure then appears. This page presents a list of policy properties, and
an indication whether the device is compliant. For example:

FIGURE 93 Compliance

Ceyymmp 30 W § 1:32

& Compliance

USB Debugging
USB Disabled - Compliant

Root Access

Non-Rooted - Compliant

Device Password Complexity

Non-Compliant

Policy Update

Updated less than a minute ago - Compliant

Refresh Policy

18. Make any required changes to bring your device into compliance.

For example, if there is a device password requirement, and no device password is set, you can add a
device password to bring the device into compliance.

After this is complete, the Pulse Secure Home page then appears. For example:

FIGURE94 Home

Cupp 30 @ 138
Home
Connection
® N
https:// /cert
Compliance
Status
>
Compliant
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82

19. Press B to see installed apps. For example:

FIGURE 95 Workspace Apps
Cmrpp 30 W @ 1:38
Workspace Apps

Browse All Apps
B coogle play store

Installed Applications

o

. Salesforce

The registration process is complete.
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Configuring LDAP Auto-Provisioning

This section describes the required processes to configure LDAP auto-provisioning:
* “Overview: LDAP Auto-Provisioning” on page 83.
* “Configuring LDAP on Pulse Connect Secure” on page 83.

* "“Configuring LDAP Auto-Provisioning” on page 91.

Overview: LDAP Auto-Provisioning

Enterprises manage Active Directory (AD) / Lightweight Directory Access Protocol (LDAP) domain for end users
to authenticate/authorize to their corporate resources like Outlook, access Share Point and so on. By
implementing LDAP support using Pulse One/Workspace, enterprise end users can provision their device
automatically with Pulse One console using their domain account.

Pulse One admins can validate the LDAP groups and map them to respective policies according to the
corporate requirement. When end users provision their devices, they get the required policies pushed to
device as per their user group membership configuration.

Pulse One server provides the self-registration portal for the enterprise users to submit their email to validate
their email domain and user account with backend AD/LDAP server through Appliance. Appliance validates the
user account using its account/email to deliver the registration email successfully to the end user's Inbox to
proceed with the registration.

Configuring LDAP on Pulse Connect Secure
The LDAP configuration on Pulse Connect Secure includes the following tasks:

* “Creating an LDAP Server” on page 84.

* “Creating a Realm for LDAP” on page 85.

* “Creating a Role and Role Mapping for LDAP” on page 86.
* “Creating Sign-In Policies for LDAP” on page 88.

* “Registering the Appliance for LDAP” on page 89.

* “Selecting the Pulse Workspace Command Handler for LDAP” on page 90.

© 2021 Pulse Secure, LLC. 83



Pulse Workspace Appliance Administration Guide

Creating an LDAP Server
To create an LDAP server:

1. Go to Authentication > Auth Servers > New Server.
The Authentication Servers page appears.

FIGURE 96 Create New LDAP Server

Pulse Connect Secure

Secure

Administrators Users Maintenance Wizards

_—
Mew: LDAF Server ’:I Mew Server..

—
10 -  records per page Search:
)] Authentication/Authorization Servers Type User Record Synchronization Logical Auth Server Name
Administrators Local Authentication
D acs ACE Server
I:‘ AD Adctive Directory / Windows NT

2. Under New, select LDAP Server and then click New Server.
The New LDAP Server page appears.

FIGURE 97 Configure New LDAP Server

Pulse Connect Secure

Secure

System Administrators Users Maintenance  Wizards

Auth Servers > New LDAP Server

“Mame: | Idap-test

“LDAP Server: |

*LDAP Port: | 89

Backup LDAP Server! :|

Backup LDAP Port1: |

Backup LDAP SEr\:ErE:|

Badkup LDAP Port2: |

LDAP Server Type: Generic E|

Connection: i@ Unencrypted ) LDAPS () Start TLS
Connection Timeout: | 18

Search Timeout: €0

Test Connection

w Authentication required
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3. Complete the configuration by doing the following:
* Specify a Name to identify the server within the system.
* Specify the LDAP Server hostname or its IP address.
* Specify the required LDAP Port on the LDAP server:

* Default port number: 389 (unencrypted connection).
* Default port number: 636 (SSL connection).

Note: For more configuration details, refer to the Pulse Connect Secure Administration Guide.

After this is complete, you can create a realm that includes the new LDAP server, see “Creating a Realm for
LDAP” on page 85.

Creating a Realm for LDAP
After you have created an LDAP server, you can create a realm that refers to the new server.
To create a realm:
1. Go to Users > User Realms.
2. Onthe User Realms page, click New.
The New Authentication Realms page appears.

FIGURE 98 Create New Realm

Pulse Connect Secure

Secure

System Authentication Administrators Maintenance Wizards

ealms > New Authentication Realm

* Mame: | SAML-Realm

Desaription:

D When editing, start on the Role Mapping page

Authentication: Idap-test v|

User Directorny/Attribute: Same 85 above |L|
Accounting: MNone E|
Device Attributes: None E|
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3. Enter a Name to label this realm and (optionally) a Description.

4. Under Servers, for Authentication, select the LDAP server configured in the previous steps.

For more configuration details, refer to the Pulse Connect Secure Administration Guide.

After this is complete, you can create a role that includes the new realm, see “Creating a Role and Role

Mapping for LDAP” on page 86.

Creating a Role and Role Mapping for LDAP

After you have created a realm, you can create a role that refers to the new realm.

To create a role and assign the role to the realm:
1. Go to Users > User Roles.
2. (Click New Role.
The New Role page appears.

FIGURE 99 Create New Role

Secure

System Authentication Administrators

Pulse Connect Secure

Maintenance  Wizards

oles > New Role

Name: saml-role

Desoription:

W Options
Session and S)PESraNCE ODNONS AN specilied In Detaul Options. Check e fillowing ks rale should Oermide Mese oetsuRs

D VLAN/Source IF
Session Options
Ul Options

D Pulse Secure client Cynamicily deiver Pulse Secure cllent o Windows 20d MAC 05X users

3. Enter a Name and (optionally) a Description and create the role.

Note: This name will be used in the list of roles on the Roles page.

Note: For more configuration details, refer to the Pulse Connect Secure Administration Guide.

4. After creating the role, select the realm and then click the Role Mapping tab.

86
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5. Click New Rule to access the Role Mapping Rule page.

FIGURE 100 Create Role Mapping Rule

Pulse Connect Secure

Secure

m  Authentication  Administrators Maintenance  Wizards

& Mapping > Role Mapping Rule

* Mame: | saml rule

“ Rule:lf username

s El - f more than one usemamme should match, enter one ksemame per line. You can use * wikicards

% then assign these roles

Available Roles: Selected Roles:

“test role> samlsole g

D Stop processing rules when this rule matches

Note: This page provides an in-line editor for defining the rule.
6. Specify a rule Name.

Note: For more configuration details, refer to the Pulse Connect Secure Administration Guide.
7. Save the rule.

After this is complete, you can create a sign-in policy, see “Creating Sign-In Policies for LDAP” on page 88.
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Creating Sign-In Policies for LDAP
To create Sign-in URL, do the following:

1. Go to Authentication > Sign-in Policies.

2. Create a new sign-in policy and attach the new realm created in “Creating a Realm for LDAP” on
page 85.

FIGURE 101 Create Sign-In URL

Pulse Connect Secure

Se c U re System Administrators Users

Maintenance  Wizards

cles > \ﬂ- Sign-in Policy

User type: @ Users (&) Administrators () Meeting () Awuthorization Only Access

Sign-in URL: | ezl ~rosTrpaTRY; Use © 85 WK In e beginning of The s name
Description:

Sign-in page: Default Sign-In Pa-;-:'la

pages. se Sign-in pagas

Mesting URL:

v suthentication rssim

Specify how to select an authentication realm when signing in.
@) User types the realm name

The umar st typs She iame of one of e aualisbie SUTnAnTCATion reals.

(™) User picks from a list of authentication realms
The usar must choose one of e foliowing Salaciad suThantication raaims whan ey Sign in. i only one realm s saiacied, | is sutomasically usad (he Sign-in page will not display She IsT). To creats of manage resims, sae the Usar Aum,

antization page of
e AgminisTaor Aumantioation page

Awvailable realms: Selected realms:

testrealm

Usars.

Note: For more configuration details, refer to the Pulse Connect Secure Administration Guide.

After this is complete, you can register the appliance, see “Registering the Appliance for LDAP” on page 89.
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Registering the Appliance for LDAP

To register the Pulse Connect Secure appliance, do the following:
1. Go to System > Configuration > Pulse One > Settings.
2. Register the appliance by providing its Registration Host and Registration Code.

FIGURE 102 Register an Appliance

Pulse Connect Secure

Se C U re Authentication Administrators. Users Maintenance  Wizards

Lkensing Secarky Cenfficates CMI Agent = Sensors Cliet Types Pulse Collaporation Virzl Deskiogs

User Record Synchrontzation KEWE SAML Ml VPN Tumeling Telemetry

*Registration Host: | admir|

*Registration Code: | -------- = regisation code provided by Puise One
“Credentizl Renegotistion Interval: | & days 7 iy The Time atier winich cragientiais sns ranagotise
Preferred network interface: Intemal Port B

Credentisls Excchange time: Credentisls Mot Exchanged

D Use Proccy Server for communication with Pulse One

on 5 stul i Fulse One

Hashing Algorithm: hs2558 Hasning sigormnm used for HAWY sumhantization

Client Device 1d:

Natification URL:

w3
Reg tion Status: =]
Nodification Channel Status: o

After this is complete, you can select the Pulse Workspace Command Handler for LDAP, see “Selecting the
Pulse Workspace Command Handler for LDAP” on page 90.
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Selecting the Pulse Workspace Command Handler for LDAP
To select a command handler:

1. Navigate to System > Configuration > Pulse One > Command Handlers.
2. Select the authentication server as Group Lookup Handler.

FIGURE 103 Pulse Workspace Handler

Pulse Connect Secure

S ec U re yster Authentication Administrators Users Maintenance Wizards i 84

Pulse One

Licensing Security Certificates DMl Agent NCP Sensors Chent Types Pulse Collaboration wirtual Desktops

User Record Synchronzation IKEV2 SAML Mobile VPN Tunneling

¥ Active Sync Handler Conliguration
Device Role: | secure email -
¥ Group Lookup Handler Configuration

Select Authentication Servers to use for group lookup
Available Auth Servers: Selected Auth Servers:

biletest-LDAR(dc=p: iletest,dc=net) * boomildap({dc=pulsega,dc=com) *

LoaP({dc=asgtitan,dc=com)
LDap auth{dc=pulseqa,dc=com)
Remove

After this is complete, LDAP configuration on Pulse Connect Secure is complete. You can then proceed to
“Configuring LDAP Auto-Provisioning” on page 91.
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Configuring LDAP Auto-Provisioning

This section describes the steps to configure LDAP auto-provisioning:
* “Creating an Email Domain Account” on page 91.
* “Adding an Appliance” on page 91.
* “Configuring the LDAP Provider Workspace Property” on page 92.
* “Adding an LDAP Group” on page 92.
* “Adding a Policy” on page 92.
* “Submitting a Corporate Email Address” on page 92.

* "Registering Mobile Devices” on page 93.

Creating an Email Domain Account

To create an email domain account:
1. Log in to the Domain Management server.
2. Create a new enterprise.
3. Add an Email domain account.

FIGURE 104 Add Email Domain Account

EN s w1 wsance ([N
Eoamil
DEFAULT POLICY  chefaut 15 19 0 1] 0
O Rt e TOTALUERE | TOTRLSMOES | COMMECTIS i w00
DB SERVER ot
SERVER VERSION  uinown 0 1] 0 10 10
[DEV MICDE L
ALLOW Sks Yoy Ot e L) e e wn Y e
Licenses
KESETID QUANTITY EXPIRATION DATE (UTC)
WS- EVALDNCODI0T W0 20150904

Email Domains

EMAL DOMAN CREATEDON

Adding an Appliance

To add an appliance, follow the procedures described in the Pulse One Administration Guide.
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Configuring the LDAP Provider Workspace Property
To configure the LDAP Provider workspace property:

1. On the Pulse One console, click the settings icon on top-right-corner of the page and select
Workspace Settings.

2. Edit the LDAP Provider property to choose the registered appliance.
3. Click Save.

For full details of workspace properties, see “Configuring Workspace Properties” on page 179.

Adding an LDAP Group
To add an LDAP group, refer to “Adding an LDAP Group” on page 15.

Adding a Policy
When you create a policy, include the LDAP group.

Refer to the “Configuring an LDAP Group” on page 17.

Submitting a Corporate Email Address

To submit a corporate email address for a device:
1. Open the registration portal: https.//<enterprise>/register/workspaces

FIGURE 105 Submit Corporate Email

& https:// /register/workspaces

Pulse Workspaces

o
Sign up to Pulse Workspaces and

connect your personal mobile device to
work.

You can access your corporate email
and other apps while also protecting
your privacy.

Enter your corporate email to get
started.

Your corporate email
Confirm corporate email

SIGNUP

For administrator access to Pulse One, click here.

2. Submit your corporate email ID to trigger the registration mail.
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Once the corporate email is submitted, the below functional steps are processed:
* The domain will identify the enterprise that belongs to your Email domain.
* Pulse One sends a notification to PCS.
* PCSwill request Pulse One for available groups and user name information.
* Pulse One responds to PCS with user account with available verified groups.
*  PCSwill check user's email, validate SAM account, and group membership with backend LDAP server.

* PCSwill then respond to Pulse One to create a temporary record and generate an email to deliver to
end user Inbox.

Registering Mobile Devices

After you submit a corporate email address, the required registration details are sent in an email. This includes
the host URL and code to register the device.

The end user follows the instructions in the email to download and configure the Android/iOS Pulse Secure
client on their device.

* ForiOS devices, see “Onboarding iOS BYOD Devices” on page 43.
* For Android devices, see “Onboarding Android BYOD Devices” on page 53.

After successful registration by the end user, go to the Workspace and check if the LDAP groups are updated
for the user according to the membership. The required policies will be pushed to the user's device according
to the policies mapped to the user's group.

Groups and user membership validation notification will be sent every one hour and the periodic update will
be done in 24 hours.
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Configuring Managed Clients

Managed client mode of enrollment for mobile devices is one of two modes supported by Pulse Workspace,
see “Understanding Managed Devices and Managed Clients” on page 42.

Managed client enrollment for mobile devices does not use Mobile Device Management (MDM). Instead, the
admin can currently push policies manually from Pulse Workspace to enable VPN on Demand on a mobile
device.

Note: The managed client mode is currently only supported on iOS devices.
* "“Enabling Managed Client Mode” on page 94.
* “Configuring VPN on Demand for Managed Clients” on page 94.

* "“Enrolling Personal Devices as Managed Clients” on page 105.

Enabling Managed Client Mode

To enable Pulse Workspace to enroll devices as managed clients, set the Enable enroliment of managed iOS
clients? workspace property to True, see “Workspaces” on page 149.

Note: If the Enable enrollment of managed iOS clients? workspace property is False, Pulse Workspace will
enroll devices as managed devices. Pulse Secure recommends that the Enable enroliment of managed iOS
clients? workspace property setting is consistent.

Once managed client mode is enabled, you can configure VPN on Demand, see “Configuring VPN on
Demand for Managed Clients” on page 94.

Configuring VPN on Demand for Managed Clients

After you have enabled managed client mode (see “Enabling Managed Client Mode” on page 94) you can
enable VPN on Demand for managed client mobile devices, and configure it for use:

* “Understanding VPN on Demand” on page 95.
* “Understanding VPN on Demand Rules Criteria” on page 96.
* “Understanding VPN on Demand Action Parameters” on page 97.

* “Enabling and Configuring VPN on Demand” on page 98.
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Understanding VPN on Demand

VPN On Demand lets mobile devices automatically establish a VPN connection on an as-needed basis, based
on an ordered list of user-defined rules.

VPN On Demand rules are evaluated when the device's primary network interface changes. For example:
*  When a mobile device switches to a different WiFi network, or
*  When a mobile device switches from WiFi to cellular (in iOS), or
*  When a mobile device switches from WiFi or Ethernet (in macQOS).

Note: If the new interface is virtual, such as a VPN interface, VPN On Demand rules are ignored.

Each VPN on Demand rule has user-defined rules criteria that enable a match to be determined, see
“Understanding VPN on Demand Rules Criteria” on page 96.

Each rule is evaluated in turn. If a rule matches, a specified On Demand action is performed for the rule. The
supported On Demand actions are:

* (onnect. Connects to the VPN when any of the specified rules criteria is met.

* Fvaluate Connection. The VPN can be triggered based on connection requests to specific domains,
rather than generally connecting/disconnecting based on the network interface. When any of the
specified rules criteria is met, a list of action parameters is evaluated, see “Understanding VPN on
Demand Action Parameters” on page 97. If any of the action parameters matches, the specified
response is performed.

* Disconnect. Disconnects from the VPN when any of the specified rules criteria is met.

* gnore. Leaves any existing VPN connection up, but does not create a new connection. This is
performed when any of the specified rules criteria is met.

Once a rule matches, its On Demand action is performed, and all remaining rules in the list are not evaluated.

Note: In any rules list, a final rule should define a default response. That is, there should be no criteria, only an
action that is appropriate for when the connection has not matched any of the previous rules.

Note: For a full technical description of VPN on Demand for iOS, see https://help.apple.com/deployment/
ios/#/iord4804b742
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Understanding VPN on Demand Rules Criteria

Each VPN on Demand rule can have one or more rules criteria which enables it to be evaluated as a match.

Note: Where you specify multiple rules criteria, the rule matches if at least one criterion matches.

Supported rules criteria are:

DNS Domain. (Optional) A comma-separated list of search domains. If the configured DNS search
domain of the current primary network is included in the list, the rule matches.

A wildcard prefix (*) is supported. For example: *.example.com

DNS Server. (Optional) A comma-separated list of DNS server addresses. If all of the DNS server
addresses currently configured for the primary interface are listed, the rule matches.

A wildcard prefix (*) is supported. For example: 7.2.3.*
Interface Type. (Optional) This can be set to:
*  Cellular (for iOS)
*  fthernet (for macOS)
o WI-Fi
If the primary interface hardware is of the type specified, the rule matches.

SSID. (Optional) A comma-separated list of SSID network identifiers to match against the current WiFi
network. If the network is a WiFi network and its SSID appears in the list, the rule matches.

URL Probe. (Optional). A single URL to a trusted HTTPS server to probe for reachability. Redirection is
not supported. If the server is reachable, the rule matches.

Note: You can also create a rule with no criteria, which provides a default response. This can be used as a
standalone rule to enable all connections, or as a final rule in a list to disallow all connections by default after
all other rules have failed to trigger.
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Understanding VPN on Demand Action Parameters

Each VPN on Demand rule that has an On Demand action of Evaluate Connection must have one (or more)
action parameters which enable the rule to be evaluated.

Note: If you specify multiple action parameters, all of them must match for the rule to match.
* Domains. (Required). A comma-separated list of the domains for which this evaluation applies.
A wildcard prefix (*) is supported. For example: *.example.com
*  Domain Action. (Required) Defines VPN behavior for the domains. Supported values are:
* (Connect If Needed. Starts the VPN if DNS resolution for the domains fails. For example:

* |fthe DNS server indicates it can't resolve the domain name.
* Ifthe DNS response is redirected.
* |f the connection fails or times out.

*  Never Connect. Don't trigger VPN for the domains.

* Required DNS Server. (Optional) A comma-separated list of IP addresses for DNS servers to be used for
resolving the domains.

Note: This parameter is available when the Domain Action action parameter is set to Connect If Needed.
Note: These servers do not need to be part of the device's current network configuration.
Typically, you will configure an internal DNS server or a trusted external DNS server.
If these DNS servers cannot be reached, the VPN is started.

* Required URL Probe. (Optional) An HTTP or HTTPS URL to probe.
Note: This parameter is available when the Domain Action action parameter is set to Connect If Needed.
If DNS resolution for this server succeeds, the probe must also succeed.

If the probe fails, the VPN is started.
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Enabling and Configuring VPN on Demand

To enable and configure VPN on Demand:

98

1.

2.

Log into Pulse One as an administrator.

Click the Workspaces menu and then the Policies tab.

In the Policies tab, select the required policy.

Select the Properties tab and expand the VPN on Demand group. For example:

FIGURE 106 VPN on Demand: Policy Properties
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5. Set the VPN OnDemand Enabled property to True.

Note: When the policy property VPN OnDemand Enabled is True, Network Access for this policy can
only be configured as Direct (and not Per app VPN).

The Configure OnDemand Rules control is then enabled.

FIGURE 107 VPN on Demand Enabled
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6. Click Configure OnDemand Rules.

The VPN OnDemand Rules dialog appears. This lists all defined rules for VPN On Demand. Initially, this
list is empty. For example:

FIGURE 108 VPN On Demand: List of Rules

VPN OnDemand Rules

Network Access can only be configured as Direct but not Per app VPN when VPN OnDemand is enabled

Rule Name | Number Of Criceria Description

No data o display

7. Click Add Rule.

The VPN OnDemand Rules dialog updates to display a new panel for specifying a rule and its criteria.
For example:

FIGURE 109 VPN on Demand: Rule Definition

VPN OnDemand Rules

Network Access can only be configured as Direct but not Per app VPN when VPN OnDemand is enabled

Rule Name:

Rule details

Description:

On Demand Action: Connect ~

Matching Rules

Criteria Type: ~

Type i Value

No data to display

Criteria for the rule
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8. (Optional) To create a standalone rule that connects to the VPN for all domains/endpoints, you must
define a rule with no specified criteria:

* Enter a Rule Name and (optionally) a Description.
* Set the On Demand Action to Connect.
* Leave Criteria Type unset.
* (lick Save.
The VPN OnDemand Rules dialog shows the rules list, with the new rule added. For example:

FIGURE 110 VPN on Demand: General Open Rule

VPN OnDemand Rules

Network Access can only be configured as Direct but not Per app VPN when VPN GnDemand is enabled

Rule Name i Number Of Criteria i Desaiption

Always connect 0 Always connect to VPN Z =

9. (Optional) To create a rule that performs an On Demand action for one (or more) specific criteria:
Note: When you specify multiple criteria for a rule, any of the criteria must match for the rule to match.
* Enter a Rule Name and (optionally) a Description.
* Setthe required On Demand Action, see “Understanding VPN on Demand” on page 95.

Note: If you require an On Demand Action of Evaluate Connection, see the example later in this
procedure.

* Setthe required Criteria Type, see “Understanding VPN on Demand Rules Criteria” on
page 96.

e (lick Add Criteria.
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The criteria is added to the list of rules criteria. For example:

FIGURE 111 VPN on Demand: Rule with One Condition

VPN OnDemand Rules

Network Access can only be ct 25 Direct but not Per app VPN when VPN OnDemand is enabled

Rule Name: Ethernet or DNS Server
Deseription: Connect to VPN over Ethernet of for DNS Lookup
On Demand Action: Connect ~

Matching Rules

Criteria Type: ~
Type i Value
DNSServerAddressMatch 10.62.128.30,10.62.128.32 I 2 =

{ cose L ack J sove J

In the above example, a pair of DNS servers are specified. If both servers are configured for the
primary interface, the criteria matches, and so the rule matches.

* Add additional criteria for this rule if required. For example:

FIGURE 112 VPN on Demand: Rule with Two Conditions

VPN OnDemand Rules

Network Access can only be configured as Direct but not Per app VPN when VPN OnDemand is enabled
Rule Name: Ethernet or DNS Server
Description: Connect to VPN over Ethernet of for DNS Lookup
On Demand Action: Connect ~

Matching Rules

Criteria Type: DNSDomain  ~
DNS Domain:
Type Value
DNSServerAddressMatch 10.62. 10.62. ¥ =
nterfaceTypeMatch Ethernet ¥ =

E D
In the above example, a second criteria tests if the primary interface is Ethernet.
Note: Only one criteria for each Criteria Type is supported.

If at least one of the specified criteria matches, the rule is a match.
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* (Optional) You can edit the condition by clicking Edit (E).
e (lick Save.
The rule is added to the list of VPN on Demand rules:

FIGURE 113 VPN on Demand: Rule with Criteria

VPN OnDemand Rules

Network Access can only be configured as Direct but not Per app VPN when VPN OnDemand is enabled

Add Rule
Rule Name | Number OF Criceria Description
Echernet or DNS Server 2 Connect to VPN over Echernet of for DNS Lookup I ¥ =

In this example, there are two criteria.
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10. (Optional) To create a rule with action parameters:
* Enter a Rule Name and (optionally) a Description.
* Setthe On Demand Action to Evaluate connection.
The VPN OnDemand Rules dialog updates to include actions. For example:

FIGURE 114 VPN on Demand: Rule with Action Parameters

VPN OnDemand Rules

Network Access can only be configured as Direct but not Per app VPN when VPN OnDemand is enabled
Rule Name: Connect to Yahoo

Description: Use the VPN for connections to www.yahoo.com
On Demand Action: Evaluate Connection

Matching Rules

Criteria Type: ~

Type | Value

No data to display

Evaluate Connection Action Parameters

Domains:

Demain Action: @ ConnectIf Needed Never Connect
Required DNS Server:
Required URL Probe:

Domains Domain Action Required DNSServer | Required URL Probe

No data to display

Actions

* (Optional) Add one (or more) rules criteria, and add each to the list of criteria with Add Criteria.
For details of criteria, see “Understanding VPN on Demand Rules Criteria” on page 96.

© 2021 Pulse Secure, LLC. 103



Pulse Workspace Appliance Administration Guide

* Add one (or more) action parameters, and add each to the list of actions parameters with Add
Action Parameter. For details of action parameters, see “Understanding VPN on Demand
Action Parameters” on page 97. For example:

FIGURE 115 VPN on Demand: Rule with Action Parameter

VPN OnDemand Rules

Network Access can only be configured as Direct but not Per app VPN when VPN OnDemand is enabled
Rule Name: Connect to Yahoo
Description: start the VPN when connecting to www.yahoo.com
On Demand Action: Evaluate Connection

Matching Rules

Criteria Type: ~

Type  Value

No data to display

Evaluate Connection Action Parameters

Domains:

Demain Action: @ Connect I Needed Never Connect
Required DNS Server:
Required URL Probe:
Domains Dormain Action Required DNS Server | Required URL Probe

wwwyahoo.com Connactifeedad Z =

DD D

In this example, no rules criteria are specified, but a single action parameter activates the VPN
when a connection to www.yahoo.com is requested.
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* C(lick Save.
The rule is added to the list of VPN on Demand rules. For example:

FIGURE 116 VPN on Demand: Rule with Criteria

VPN OnDemand Rules

Network Access can only be configured as Direct but not Per app VPN when VPN OnDemand is enabled

Rule Name i Number Of Criteria i Desaiption

L
11. (Optional) You can edit any rule by clicking its Edit (IZyicon.

12. (Optional) You can delete any rule by clicking its Delete (™) icon and confirming the deletion.

13. (Optional) You can change the order of rule using the Move Rule Up and Move Rule Down controls.
Rules are always tested in the listed order.

14. Add a final rule that defines a default response for when none of the rules match. This rule will have an
On Demand action but no criteria.

Once you have configured VPN on Demand for managed client devices, you can enroll devices using managed
client mode, see “Enrolling Personal Devices as Managed Clients” on page 105.

Enrolling Personal Devices as Managed Clients

After you have configured VPN on Demand (see “Configuring VPN on Demand for Managed Clients” on
page 94)you can enroll devices using managed client mode.

* “Adding a Personal Device to Pulse Workspace as a Managed Client” on page 105.
* "“Enrolling a Personal Mobile Device as a Managed Client” on page 106.

Adding a Personal Device to Pulse Workspace as a Managed Client

This procedure describes how an administrator adds a user's personal mobile device to Pulse Workspace with
the intention of it being used as a managed client. Before starting, the admin must:

* Enable managed client mode on Pulse Workspace, see “Enabling Managed Client Mode” on page 94.

* Configure VPN on Demand, see “Configuring VPN on Demand for Managed Clients” on page 94.
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To add a user’s personal device to Pulse Workspace:
1. Log into the Pulse One appliance.
2. Select the Workspaces menu and then the Devices tab.
3. Inthe Devices tab, create (or edit) the required user. The user details should include:
* The user’s corporate email as the Workspace Email.

* The user’s personal email as the Provisioning Email, so that they will receive the required
registration information in an email.

* (Optional) Any required policy Tags for the user.
4. Click the Add Workspace tab, add device details, and click Create.
The user will then receive registration details at their personal email address.

The user can then enroll their personal device as a managed client, see “Enrolling a Personal Mobile Device
as a Managed Client” on page 106.

Enrolling a Personal Mobile Device as a Managed Client

After a user's personal mobile device is added to Pulse Workspace with the intention of it being used as a
managed client, the user receives a registration email at their declared personal email address.

This procedure describes how the user then enrolls their personal device as a managed client.
1. Inyour email, click the iOS registration link. This installs Pulse Secure.
2. Start Pulse Secure on your device.
The Pulse Secure Welcome screen appears.

FIGURE 117 Welcome

Secure

Welcome to the Pulse
Secure Client
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3. Perform the standard iOS BYOD enrollment procedure (see “Registering an i0S BYOD Device” on
page 46) until the following screen appears:

FIGURE 118 Setup Complete

Setup Complete!

Your Workspace
Registration is Complete,

4. C(lick Close.
In the Pulse Secure client, the Connection screen appears.

FIGURE 119 Confirm VPN Config Policy

Connection
Please Add a Connection

“Pulse Secure” Would Like to
Add VPN Configurations
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108

5. Press Allow to confirm the addition of the required VPN configuration policy.

Note: If required, enter a PIN or perform a fingerprint confirmation to download the policy.

The Connection screen updates to show the configured (but not currently active) VPN connection.

FIGURE 120 VPN Connection

6. Pressthe VPN to view its details.
Note: This configuration cannot be updated on your device.

FIGURE 121 VPN Configuration

{ Back

\

Connect On Demand

Pulse Secure

Connection Details
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7. Press Connect on Demand to view configured VPN rules.

FIGURE 122 VPN Rules

Connect On Demand ‘

Domains/Host Names to Establish VPN

© OnDemand Rule 1
© Add New Rule

8. Press the configured rule (in this example, On Demand Rule 1) to view its details and actions.

FIGURE 123 VPN On Demand Rule Details

Action

VPN On Demand Rule Details

Evaluate Connection Parameters Details

9. Press the configured action (in this example, Action Parameter 1) to view its details.

FIGURE 124 VPN On Demand Action Details

< Back Action Parameter

Domains (required)

Domain Action

URL Probe (optional)

rs (optional)

In this example, the yahoo.com domain will connect to the VPN when it is started.
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10. To test the VPN, start a browser and access the listed domain. (In this example, yahoo.com).

FIGURE 125 Browser Accessing Domain
il < 2:41 AM @ 2 100 -4

yahoo.com X

The VPN will active and display the VPN icon at the top of the screen. For example:

FIGURE 126 Browser Uses VPN

" 9:41 AM @ 3 100% - 4

yahoo.com X

11. Return to the Connection screen to see the VPN in use.

FIGURE 127 VPN Connection in Use

Pulse Secure

The VPN will disconnect automatically when it is not required, or you can press Disconnect.
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Configuring Android Enterprise

L O 1Y =T VT 111

* Adding an Android Apptothe AppCatalog .........ccitiiiiiiiiiiiiininennn.. 111

* Uploading Your In-House or Enterprise Apps using Google Play Console............ 124

* Configuring Policy Settings ...ttt it ittt neneeaennnns 128
Overview

Android Enterprise is a program for supporting enterprise use of Android, which consists of product features
in Android, Google Play for Work, Managed Google Play Accounts and other productivity tools. The solutions
built on Android Enterprise include data security, app security, device security, and so on.

An IT administrator needs to set up Android Enterprise before anyone can start using it. The setup differs
depending on what type of account you have. Your account determines if you can use Google Mobile
Management or a third-party EMM provider.

Note: On-Prem customers must contact Pulse Support for the Enterprise Service Account (ESA) credentials.
Pulse Workspace provides the following solutions:

* Managed Google Play Accounts: This helps customers who do not have a GSuite or Managed Google
Account. Refer to the Managed Google Play Help.

* Google Play for Work or Managed Google Account: This helps GSuite or Managed Google Account
customers to use Android for Work. For more details, refer to the Android Enterprise Help.

For details about setting up Managed Google Play Accounts and Google Play for Work, refer to the Pulse One
Cloud Administration Guide.

Adding an Android App to the App Catalog

Many apps typically require some configuration on the device such as user information (email address), server
information (URL, port), enable specific features (VPN), and so on. By defining these configurations in the
admin console, the app can auto-configure with minimal user input and will simplify the setup process for end
users.

This section describes the following activities:
* "“Viewing the App Catalog” on page 112.
* “Adding an Android App to the App Catalog from Google Play” on page 113.
* “Adding an Android App to the App Catalog Manually” on page 118.

* “Uploading an Android App to the App Catalog from Pulse One” on page 120.
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Note: Adding an app to the App Catalog does not automatically deliver apps to the user's device. The app must
first be added to an appropriate policy, and the policy published.

Note: All configuration changes made to the app in the App Catalog are the defaults for the app. However, you
can overwrite these after adding the app to a specific policy.

Viewing the App Catalog
The App Catalog page lists the apps that have been added to the management console. On this page, you can

see the app details or add a new app.

To view the app catalog:

1. Select the Workspaces menu.

2. Select the App Catalog tab.

The App Catalog page lists all apps in the catalog. For example:

FIGURE 128 App Catalog

Secure DASHBOARD  APPLIANCES | WORKSPACES | ANALYTICS ADMINISTRATION i
PULSE ONE SIS LT
Q
WO rkS p aces DEVICES APP CATALOG POLICIES
1, 5earch
App Catalo _ 'S
Title Platform Creator Package Category Licenses
.Sslesfcr:e Android Salesforce.com, inc. com.zalesforce.chatter Internet
e Google Chrome: Fast.. Android Goegle LLC com.android.chrome Internet ¥ ©
- Ping Android Lipinic com.lipinic.ping Internet ¥ ©
G Google Chrome 0% Goegle, Inc. com.google.chrome.ios Utilities ¥ ©
H Microsoft Qutlook Android Microsoft Corperation com.microsoft.office.outook Internet ¥ ©
@ Dropbox Android Dropbox, Inc. com.dropbox.android Internet ¥ ©
.w. Zoho Projects: Tasks,.. Android Zoho Carporation com.zoho.projects ¥ ©
@ Skype for Business f...  Android Microsoft Corperation com.microsoftoffice.lync1s Internet & =
’_r;??" ES File Explorer File ... Android ES Globa com.estrongs.android.pop Internet & =
E Microsoft Word Android Microsoft Corporation com.microsoft.office.word Interner & ©

112
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On this page:
* Search - This enables you to filter the apps list.
* Android /i0OS / All - This enables you to filter the app list by platform.
* Add App - This enables you to add apps from Google Play, Apple App Store or manually.
* App Catalog - Displays information about each app in the system.
* Edit (;1) - This enables you to edit the settings for an app.

* Delete () - This enables you to delete an app from the App Catalog.

Note: You must remove the app from all policies before you can delete it.

Adding an Android App to the App Catalog from Google Play
To add an Android app to the App Catalog from Google Play:

1. Select the Workspaces menu.
2. Select the App Catalog tab.
The App Catalog page appears.
Note: Ensure the app you are going to add is not listed.
3. Inthe App Catalog page, click Add App and then select Add App From Store.
The From Public App Store dialog appears.
4. In the From Public App Store dialog, select Google Play Store.
Note: For information about enabling international apps stores, see “Workspaces” on page 180.

FIGURE 129 Add App From Google Play Store

From Public App Store

Title Creator Package Category

® No Search Results




Pulse Workspace Appliance Administration Guide

5. Type the name of the app in the Search box and press Enter.
A list of apps is displayed based on the search criteria.
6. Select the required app from the apps list and click Next.

FIGURE 130 Select App from Search Result

From Public App Store

(Google Play store - | gmail . United States ~
Title Creator Package Category
M Gmail com.google.android.gm
M Gmail Go com.google.android.gm.lite
9 Inbox by Gmail com google android apps i
9 Quiet for Gmail com.sgarcia.guiet_for_gmail
M Mail for Wear OS (Android Wea com.appfour.wearmail
Boomerang Mail - Gmail, Qutlo com.baydin. boomerang
(cance

The Configure App Details dialog appears.
7. In the Configure App Details dialog:
* Change the Description if required.
* Select the Required check box if the app should be pushed automatically upon enroliment.
* If you access the app through VPN, then set Network access to Require VPN.

FIGURE 131 Configure App Details

Configure App Details 1

™M Gmail
Make changes to the description provided and continue to next screen. Updates will be aved.

Description Gmail

Required

Network access Direct hd

0 2pp 1o the App Catalog does not sutomatically deliver spps 1o the user's
configurations made to the app In the catalog are the defaults for this aop, and

ice. The app must 3150 be added to n appropriate palicy
e overwritten after adding the aop 10 a specfic palicy
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* C(lick Next.
The Configure App dialog appears:

FIGURE 132 Configure App

Configure App

M Gmail

APP CONFIGURATION APP PERMISSIONS
Email Address

Hostname or Host

Username

Device ldentifier

551 Required

Trust all Certificates

(o a0
\\Ava\\ahle App Macros )

8. Inthe Configure App dialog:

® Yes No

® Yes No

[— .
|\Caﬂﬁe‘) < Previous

* Specify the Email address that will be used by the app.

Typically, you will specify an app macro such as <USER_WORKSPACE_EMAIL> or

<ACTIVESYNC_EMAIL>.

To view app macros, click the Available App Macros switch:

FIGURE 133 Available App Macros

App Macros

Templats variable

<ACTIVESYNC_EMAIL=

<ACTIVESYNC_HOST=

<ACTIVESYNC_HOST_PORT=

<ACTIVESYNC_PASSWORD_TOKEN=

Des=zcription

The user's email address. This is calculated bazed
on whether or not a custorn email formatis specfied
orwhetherornota constructed UPN should be used
- otherwise the user's workspace email is used.

The host portion of the activesync server for this
user's palicy.

The host and port of the activesync server for this
user's palicy.

The user's password token for an activesync profile.
This iz generated by Pulse Workspace.

( Available App Macros

* Specify a Hostname or Host for the app.

Typically, you will specify an app macro such as <ACTIVESYNC_HOST> or
<ACTIVESYNC_HOST_PORT>.
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Specify a Username for the app.

Typically, this will be an app macro such as <USER_USERNAME> or <ACTIVESYNC_USERNAME>.
Specify a Device Identifier for the app.

Typically, this will be an app macro such as <DEVICE_ACTIVESYNC_ID>.

Select whether SSL is required to access the app.

If True, end-to-end encryption is required when accessing the app from a device.
Select whether to Trust All Certificates.

If True, no certificate checks are performed.

Specify a managed Login Certificate Alias if required.

Select whether to Allow Unmanaged Accounts to access the app.

(Optional) Specify a Default Email Signature.

This can include an app macro such as <USER_DISPLAY NAME>.

Specify a Default Sync Window for devices. This is expressed as minutes.

FIGURE 134 App Configuration Complete

Configure App

M Gmail

Email Address <ACTIVESYNC_EMAIL=

<ACTIVESYNC_HOST>

Username <ACTIVESYNC_USERNAME>

Device [centifier <DEVICE_ACTIVESYNC_ID>

SSL Required @ Yes No

Trust all Certificates ® Yes No }
(vailabie App Miacros) (Cance))

Click Next.
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If additional permissions are required for the app, the Configure App dialog updates. In the App
Permissions tab, select the required permissions for the app and click Next. For example:

FIGURE 135 Configure App Permissions

Configure App

M Gmail
APP CONFIGURATION APP PERMISSIONS

read sync settings
use accounts on the device

read calendar events plus confidential information

read sync statistics

toggle sync on and off

add or modify calendar events and send email to guests ..

(Available App Macros )

default

default

default

default

default

default

(cancel) (RIS

A

Next >

Note: For information about app permission properties, see “Workspaces” on page 180.

An approval dialog appears. This lists the permissions that will be set for the app using the specified

settings. For example:

FIGURE 136 Approve App Permissions

Configure App |

Approve all permissions forever

9. (Optional) Click Approve all permissions forever to create open-ended approval of permissions for

the app.

Note: All revoked (or newly-added) permissions will be granted by default if this check box is selected.

© 2021 Pulse Secure, LLC.
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10. In the approval dialog, click Approve.
A confirmation message appears.

FIGURE 137 App Added

Configure App |

The app is approved successfully.

s confidential information

events and send email to guests without owners' knowledge

11. Click Add to add the app from Google Play to the App Catalog.

Note: Adding an app to the App Catalog does not automatically deliver apps to the user's device. The
app must also be added to an appropriate policy.

Note: All configuration changes made to the app in the App Catalog are the defaults for the app.
However, you can overwrite these after adding the app to a specific policy.

The next step is to add the app to a specific policy. For details, see “Adding an Android App to a Policy” on
page 128.

Adding an Android App to the App Catalog Manually
To add an Android app to the App Catalog manually:

1. Select the Workspaces menu.

2. Select the App Catalog tab. The App Catalog page appears.
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3. Inthe App Catalog page, click Add App and then select Add App Manually.
The Add App Manually dialog appears.

FIGURE 138 Add Android App Manually
[rssmpraniay |

Uplead I0S Acp

® Upload Android App

.
4. Select Upload Android App and click Next.
The Add Android App Manually dialog appears.

FIGURE 139 Add Android App Manually
[0 sarodsppvamioty

Android applications can be uploaded ta the Google Console o Pulse One Console

® Google Consale

Go to Google Console and follow the instructions to add app. All the Apps, added in

Google Console will be automatically available
in App Catalog.

Cancel < Previous

5. Inthe Add Android App Manually window, select Google Console.

6. Select the Google Console hyperlink.

7. Log in with Google enterprise credentials.
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8. Follow the Google instructions to upload the APK, publish the app, publish the content rating and
pricing, and publish the custom app.

FIGURE 140 Upload an Android App

Play Conscle Help PLAY CONSOLE 53] CONTACT LS

Upload an app

Devaiopar

Create an app
1. Gatayeur iy Comacia 3
2 Sekact Ml applications & - Create application.

S Lsing your ap. your sppas you
wari 5 agpearin Gecgk Pk
4. Croata your agps Stors ISthg 12, ks B8 contant (ating gussticnnales £, Bnd sit up pricing & dstribuson [

Get your app ready for production, alpha, or beta

o gt your apes . spha, or bota, you can
Eragara & rolout raeesas 10 8 soecific track.

Manage APK files

o reusad Intha fusare.

Fined your AP files

APK file sizes.

Sign your app

AP¥.wersion requinsments for the Play Console
Set up your Store Listing

Product deils

Graphic Azomts

Languages & tarsiatons

Categorization - -

After publication, it takes approximately four hours to appears in the Pulse Workspace App Catalog.

9. (Optional) Click Edit to modify the app, and follow the steps described in “Adding an Android App to
the App Catalog from Google Play” on page 113.

The next step is to add the app to a specific policy. For details, see “Adding an Android App to a Policy” on
page 128.

Uploading an Android App to the App Catalog from Pulse One

You can add an Android app to the App Catalog from Pulse One. To do this, you upload an Android app APK to
Pulse One manually. The app is then added automatically to the Google Play Store for your Google developer
account. After the app is approved on Google Play Store, it is added automatically to your Pulse One App
Catalog.

Before you can upload an APK, you must delegate publishing rights from Android Enterprise to Pulse One.

Note: You cannot delegate publishing rights for Android app upload when your Android Enterprise is enrolled
using the Google Apps setup method.
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To delegate publishing rights from Android Enterprise to Pulse One:
1. Click the Settings icon on top-right-corner of the page and select Android Enterprise.

FIGURE 141 Android Enterprise Properties

@ A~

SETTINGS = ADMIN

Secure DASHBOARD ~ APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

Your Workspace trial license expires in 201 days.  Enter new license key here:

Pulse One Properties

Enrollment Corporate Owned Devices

pace Properties

Android Enterprise Acco

unts

You are enrolled in Android Enterprise Accounts with Pulse Workspace as the EMM provider.

You can now invite users to connect their devices to Pulse Workspace.
erprise Usage Agreement

Go to Workspaces Licenses
You can also choose to
Unenroll

Delegate rights to publish custom app

Delegate Publishing Rights

The Android Enterprise Accounts page appears.

Note: Ensure that your Google developer account is enrolled in Android Enterprise Accounts with
Pulse Workspace as the Enterprise Mobility Management (EMM) provider (see the notification above). If
it is not, you must click Enroll and follow the Google process.

2. C(lick Delegate Publishing Rights.
A confirmation dialog appears.

FIGURE 142 Delegate Publishing Rights

Delegate rights to publish custom app

You are about to leave Pulse Workspace o delegate rights o publish custom
@ apps. One it is done, you will be redirected back to this page.

Do you want o cantinue?

3. Click Yes.

4. Login with required Google developer credentials.
A Google Play confirmation screen appears.

5. Confirm that you want to publish private apps.

The delegate rights process is complete.
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To add an Android app to the App Catalog from Pulse One:

1.

2.

4.

5.

6.

Select the Workspaces menu.

Select the App Catalog tab. The App Catalog page appears.
In the App Catalog page, click Add App and then select Add App Manually.
The Add App Manually dialog appears.

FIGURE 143 Add Android App Manually
[rssmpraniay |

Uplead I0S Acp

® Upload Android App

.
Select Upload Android App and click Next.
The Add Android App Manually dialog appears.

FIGURE 144 Add Android App Manually
[ rss oo sppaniaty |

Android applications can be uploaded to the Google Console or Pulse One Cansale

Google Console @® FPulse One Console

APK filename* Choose File | No file chosen

In the Add Android App Manually window, select Pulse One Console.

Enter a Title for the app.

7. Click Choose File and locate the required Android APK filename.
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8. Click Add.

The APK is uploaded automatically to the Google Play console in an Pending publication state. For
example:

FIGURE 145 Uploaded Android App Unpublished

= All applications

ﬂ - * = Jan 18,2019 Published
| ﬂ testapp - N Jan 24,2019 Pending publication  (© |
ﬂ - - *— Dec 6,2015 Published

The approval and publication can takes up to ten minutes. After publication, the state updates:

FIGURE 146 Uploaded Android App Published

= All applications

ﬂ - * = Jan 18,2019 Published
testapp y

[ #] - = Jan 24,2019 Published

ﬂ - - *— Dec 6,2015 Published

After the app is published on the Google Play console, it is added automatically to the App Catalog on
Pulse One. For example:

FIGURE 147 Uploaded Android App Added to App Catalog

~ Secure DASHBOARD APPLIANCES  WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

WOFkSpaCeS APP CATALOG POLICIES

App Catalog (IR

Title - Platform Creator Package Category - Licenses g &

After the app is in the App Catalog, you can add the app to a specific policy. For details, see “Adding an
Android App to a Policy” on page 128.

© 2021 Pulse Secure, LLC. 123



Pulse Workspace Appliance Administration Guide

Uploading Your In-House or Enterprise Apps using Google Play

Console
To distribute an internal (in-house) Android app to the users under the corporate domain, the app needs to be
published on Google Play Store and then restricted to users under the corporate Domain.

This section details the following steps:
* “Logging into the Google Play Admin Console” on page 124.
* “Publishing a Private App on the Google Play Store” on page 125.

* “Approving a Private App for AFW Provisioning” on page 127.

Logging into the Google Play Admin Console
To log into the Google Admin Play console:

1. Signin to Google Play Admin Console at https://admin.google.com.

2. Select More Controls > APPS > Additional Google Services.

FIGURE 148 Google Play Admin Console

Welcome ta your Google Admin consale, your R

Users Company profil Billing Raports Security Support
A d Updsie information View chargea a2 4 msgeof s Manage sccurtty Tk with our support
ranage uee e ompary muage e ferturee oarn
I MORE CONTROLS I

3. Click the Wifi Icon to open the filter panel.

FIGURE 149 Wifi Icon

+ (2]

4. Under Featured Services filter, clear the Show top featured services check box.
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5. Enable the Google Play Developer Console service by clicking the On for everyone status.

FIGURE 150 Additional Google Services

Filters Senvicas o

L — e

_I' aagh Payments o o e
O Kt saim s moes sormpssantwar o shop s

Wersin.

Publishing a Private App on the Google Play Store
1. Launch the link https://play.google.com/apps/publish/ to upload the private app.

FIGURE 151 Publish the Private App on Google Play Store

= Apps » Addit

Google Play Developer ...
G fox everyons
g 5. LY, JoOgR. COTV ApRR DU IShY

e Googhe ke Work Ageeemen,inchedng he wp

Fer cther Bonghs suppert esourtes, plaase vied ity [iww googls cem/sppor

nnnnn abave. Ifyou de ¢ thosty 4 bind the Cusiomet of
ENd-USr 10 these s, plaass disable his service.

2. Ifrequired, pay the registration fee. The registration may take up to 48 hours to complete.

FIGURE 152 Accept Developer Agreement

5.' Google Play Developer Console
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Feead and agie (o he Goog Dot o Faiotewr I EnbUL ON CoURMeR Whive ¥ 0U cON CetaTUle Ml s e s o e el gand handy be pory
irih i and el spplications. e £25 ragistration fod i th st £18p.
H you o pl g to 60 3ap0 o in-aps predosie, chack il

| gy ek em g ISSSCKEE Y e & ek ot i o 2ty

‘306 0un Fgisteation with the Googk Play
Dl st ribastion agrewment
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3. Click the Add new application button and upload the APK. Add the required graphics and other

mandatory information.

FIGURE 153 Add New Application

Ml phishing igm kagwied 1o Googhe Play Wyou've secever an email inm ‘Goog'e Play Develaper Suppart with fhe sabyect lins
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I you clicked oy inks, pease immed tely charge your Google Account paseesed and run amisius sofwans on youl computer Rapen the fake ema
35 prushing via e knk below.

Wy AN appcatons

ALL APPLICATIONS
B Game senices
- o Filar =
0 e AP PRICE :;-tll: oL L HEE &

5 Google Play Developar Console Puise Secine piae tesiing

Page 1244

4. Inthe Add New Application page, select the language and enter a title for the application.

5. (Click the Prepare Store Listing button.

FIGURE 154 Prepare Store Listing

ADD NEW APFPLICATION

Default language

English (United States) — en-US IZI

Title

| Pulse Secure

12 of 30 characters

What would you like to start with?

{ Upload APK I Prepare Store Listing Cancel

6. Upload the new APK by clicking on the Upload your first APK to Production button.

FIGURE 155 Upload APK to Production

DRAFT
e APK
Ftore Listing
Fortent Rating PRODUCTION BETA TESTING ALPHA TESTING
Publish your app on Sel up Beta testir et up Alpha testir
Fricing & Distribution Google Flay
n-app Products
Berices & APls
it License keys are now for each application individuall

timization Tips = 55
ok 4 # If your application uses licensing services (e.g. if your app is a paid app, or if it uses in-app billing or
™ APK oxpansion filas), gat your new liconsa koy on the Senicos & AFI= page.

Upload your first APK to Production

Do you nesd a licanse kay for your application?
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7. Under Pricing & Distribution, select the Only make this app available to users of my Google apps

domain name check box.

FIGURE 156 Restrict Distribution
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selected, we will notify you by e-mail. I not, your app will stil be szarchable in Google Play for Educstion

T Da not promote my apolication excapt in Google Play and in any Google-oumed online o mobile propertias. |
understand that any changes to this preference may take sixty days fo take effect

n-spp Products Ploase check oul thess Lps on how Lo creale policy compliant 2pg
app suspension. If your app or store listing is el ble for sdvance
Senices & APls antact us prior to publishing.

ssciiplions to avoid some commen reasons for
“tic= to the Googlz Play App Review team

may be subject to Unhed States &
ith all such laws. including any re

ny application is authorized for expo

Approving a Private App for AFW Provisioning

To approve a private app for AFW provisioning:

1. After uploading your app on the Play Store, sign in to your Pulse One console.

2. Add and approve this app for AFW provisioning. Then verify if the app is installed on the client.

Refer the following Google support page for the procedure to distribute apps in your organization.

* https://support.google.com/a/answer/2494992?hl=en
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Configuring Policy Settings

This section describes the following procedures:

“Adding an Android App to a Policy” on page 128.

“Configuring Policy Properties” on page 132.

“Setting a Password Policy” on page 134.

Adding an Android App to a Policy
To add an app to a policy:

128

1.

2.

Log in to Pulse One as an admin.

Select the Workspaces menu.

Select the Policies tab.

Click Add to add a new policy.

FIGURE 157 Add Policy

Secure

PULSE ONE

Workspaces

Policies

Global (0)

tags

tags:

1ags

1 cloudsecure (0)

1ags:

it General Androi...

i ankit-ondeman...

I ankit-test-dem...

Workspace Policies +_¥ |@

| Status

edited

edited

published

published

published

@ ro*.

SETTINGS  ADMIN

DASHBOARD APPLIANCES = WORKSPACES /INALYTICS ADMINISTRATION

DEVICES APP CATALOG POLICIES

Publish all

Please select a policy or add one.
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5. Enter a Policy Name, complete the Has user tags property, and click Save. For example:

FIGURE 158 Add Policy Details

Add Policy

Policy name* General_android_BYQ

Select the target users for this palicy by choosing criteria from the options below. The list will show all users chosen using the entered criteria.

Has user tags testpol % | Add or select tags

AP
LDAP group Select LDAP Groups

Device Owner Mode B0 ~

User Carrier Manufacturer Model | Current Policy

cstest (unknown operata.. sams S-Go35F cloudsecure-shreya

testadmin airtekin SN-GO30F

3

Efi(an:\?‘-@

The policy is added to the Policies list in the Workspace Properties page.
You must now add apps from the Google Play Store to this policy.

6. Click the Android Apps tab.

7. Enable the Show Global apps option.
A list of apps that are configured with global policy are displayed.

8. Click Add App.

FIGURE 159 Add App to Policy

[} 0
A
Secure DASHBOARD  APPLIANCES | WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE )EW,\TJG! »‘J\DV:HN
Workspaces DEVICES APP CATALOG POLICIES
Workspace Policies < (@
R — General_Android_BYO (edited) @EE) CHEED rovee
Created on 2017-11-02

Global (0) published Last modified on 2019-01-21
1* General_Android_B... edited H I Android Apps I i0S Apps Web clips Properties Group Members
tagszestpol
i ankit-ondemand (2) published : ' Show Global apps
tags . : :
1+ ankit-test-demand (... published | Tidle | Creator Required | Access @ |
tags:i

e Divide Productivity Divide True direct
+* cloudsecure (0) published d
e @ Drophox Dropbox, Inc. True direct
it ankit-vpn-manual (0) published :
[Bgs ‘. Google Chrome: Fast & Secure Google LLC True direct
1" cloudsecure-shreya ... published
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9. Inthe Add App from App Catalog dialog, enter the app name in the Search box and press Enter.
A list of apps is displayed based on the search criteria. For example:

FIGURE 160 Add App from App Catalog

Add App from App Catalog

Enter Search Term

Title Creator Package Category
B celesiorce Salesforce.com, inc. com.salesforce.chatter Internet

‘l Google Chrome: Fast & .. Google LLC com.android.chrome Internet

n Microsoft Outlook Microsoft Corpor... com.microsoft.office.outl... Internet

@ Drapbox Drophax, Inc. com.dropbax.andraid Internet

Mpp  Zoho Projects: Tasks, Ti... Zoho Corporation com.zoho.projects

(cancel )

10. From the apps list, select the required app and click Add.

The app is added to the policy. For example:

FIGURE 161 Updated App List for Policy

& L
A
Secure DASHBOARD  APPLIANCES | WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE >EW'\.M63 ADV:HN
Workspaces DEVICES APP CATALOG POLICIES
Policies Sy General_Android_BYO (edited)
Created on 2017-11-02 36 +0000
ast modified on 2019-01-21 13:50:23 +0000
Global (0) published Last modified on 2019-01-21 13:50:23 +0000
1" General_Android_B... edited H Android Apps i0S Apps Web clips Properties Group Members
tags-testpol
" ankit-ondemand (2) published Add App + Show Global 2pps
tags ;
4 ankit-test-demand {.. published { Title | Creator Required | Access @ |
tags
e Divide Productivity Divide True direct
+* cloudsecure (0) published d
e @ Drophex Draphor, Inc. True direct
4" ankit-vpn-manual (0} published
tags <¢" Google Chrome: Fast & Secure Google LLC True direct
+ cloudsecure-shreya ..  published d
tags | . Salesforce Salesforce.com, inc.  True direct |
" ankit-manual-debu... published ¢
tags

11. In the Android Apps list, select the Actions icon ( © ) for the app and click Edit app rule.

The Configure App Details dialog appears.
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12. Make the required configuration changes.

For example, if you access the app through VPN only, then set Network access to Require VPN.

FIGURE 162 Configure App Details

Configure App Details

» Salesforce

Required v Metwark access Require VPN ~

-C a ncelt}

Note: You cannot change the Description.

13. Click Next.

The Configure App dialog appears.

14. Supply the required configuration and click Save. For example:

FIGURE 163 Configure App

Configure App

& salesforce

APP CONFIGURATION

AppServiceHosts
AppServicetostLabels
ManagedAppOAuthID

ManagedAppCallbackURL

(Available App Macros ) (cancel ) (EHEETS @

the required permissions for the app and click Save.

15. Some apps need permissions to access. For these apps, the App Permissions dialog appears. Select

For information about enabling app permission property and configuring default runtime permission,

see “Managing Pulse One Properties” on page 265.
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16. Select the app from the app list and click Publish.
FIGURE 164 Publish App

Secure DASHBOARD ~APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

Workspaces

Workspace Policies <> (@)
. | smee - General_Android_BYOledic=c) GEED

DEVICES APP CATALOG

Global (0) published
¢ General_Android B.. edited Android Apps i0SApps  Web clips Properties Group Members
tagstestpol

-ondemand (2) published ! + Show Global apps
ankit :

POLICIES

Creatzd on
Last modified on

& A

SETTINGS ~ ADMIN

2017-11-02 14:31:36 +0000
2019-01-21 13:50: 0000

-test-demand (..  published | Title | Crearor Required | Access ]
tags:ankit-tesi-demand : : :
e Divide Productivity Divide True dire
i cloudsecure (0) published
@ Dropbox Dropbos, Inc. True dire
+ -vpn-manual (0) published
= -vpr-manual ‘0 Google Chrome: Fast & Secure Google LLC True dire
i cloudsecure-shreya .. published ;
tagsicstest I . Salesforce Salesforce.com, inc.  True dire
i ankit-manual-debu... published

The Publish confirmation dialog appears.
17. Click Yes. The app is published.

This completes adding an Android app to a policy.

Configuring Policy Properties
To set the properties for a policy:

1. Select the Workspace tab.

2. Select the Policies tab.

3. Select the required policy.

4. C(lick the Properties tab for the policy.

5. Expand the required collection of policies. For example, ActiveSync.
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6. Locate the required policy in the expanded list and click its Edit icon.

FIGURE 165 Edit Policy

Secure DASHBOARD  APPLIANCES = WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE SETTINGS ADMIN
Workspaces DEVICES APP CATALOG POLICIES
Workspace Policies <> (@)
Policies — General_Android_BYO (edited) (TE) CHED) Ao .
Created on 20
Global (0) published LmmeiiEen
i General_Android._B... edited | Android Apps  i0SApps  Webclips Group Members
tags:
+* ankit-ondemand (2) published Android
+ ankit-test-demand (... published Palicy Name i Platform Name Value 8 |
tags:
4] Passcode (30)

1" cloudsecure (0) published
tags:
¢ ankit-vpn-manual (0)  published
tags: Global all Activesync Accept All Certs Ne
* cloudsecure-shreya ... published
tags: Global all Activesync Demain Z

kit-manual-debu... published X .
taps: Global all Activesync Server 1%

7. Make the required changes and Save each. For example:
FIGURE 166 Edit Property

Edit Property

Activesync Accept All Certs:
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Setting a Password Policy

Android password settings are categorized into: quality, expiration and complex. For details of the password
policy properties, see

Password policies are configured in the admin console and deployed on Android devices.

Devices running Android v6 (or earlier) support workspace management device passcodes only.

Devices running Android v7 (or later) support both workspace management device passcodes and
work profile passcodes. These can be used simultaneously.

To set a password:

1.

2.

Select the Workspace tab.

Select the Policies tab.

Select the required policy.

Click the Properties tab.

Expand the Passcode category.

Set the following properties for the workspace management device passcode:

Expiration Days - The number of days for which the passcode can remain unchanged.

Lock Timeout - The time in seconds where the Workspace will be locked if no Workspace app
was in the foreground.

Max Tries (iOS Factory Reset) - The number of allowed failed attempts to enter the passcode
at the device's lock screen.

Numeric Only - Boolean. If True, the user must to set a PIN.

Passcode History - When the user changes the passcode, it must be unique within the most
recent specified number of entries in the history.

Passcode Length - The minimum overall length of the passcode.

Require Special - The minimum count of special characters in a passcode.

Note: For Android, this is used for Workspace Managed Device Passcodes only.

Require Letters - The minimum count of letters in a Workspace Managed Device passcode.

Require Lowercase - The minimum count of lowercase letters in a Workspace Managed
Device passcode.

Require Non-Letters - The minimum count of numbers and symbols in a Workspace Managed
Device passcode.



Require Number - The minimum count of numbers in a Workspace Managed Device
passcode.

Require Uppercase - The minimum count of uppercase letters in a Workspace Managed
Device passcode.

Screenlock Password Quality - The screen unlock mechanism. This can be set to none,
biometric, password, pattern, pin, pin_complex, alpha, alphanumeric and complex.

* If the device uses a different screen lock type to the one specified by the policy, the
device is flagged as non-compliant.

* If the screen unlock type is password, then Passcode Length and Passcode History
policies are enforced.

* If the screen unlock type is pin or pin_complex, then Passcode History policies are
enforced.

7. For Android v7.0 (or later) you can also set the following properties for the work profile passcode:

(Work Profile) Expiration Days - The number of days for which the passcode can remain
unchanged.

(Work Profile) Lock Timeout - The time in seconds where the Workspace will be locked if no
Workspace app was in the foreground.

(Work Profile) Max Tries - The number of allowed failed attempts to enter the passcode at the
device's lock screen.

(Work Profile) Numeric Only - Boolean. If True, the user is forced to set a PIN.

(Work Profile) Passcode History - When the user changes the passcode, it must be unique
within the most recent specified number of entries in the history.

(Work Profile) Passcode Length - The minimum overall length of the passcode.
(Work Profile) Require Letters - The minimum count of letters in a passcode.
(Work Profile) Require Lowercase - The minimum count of lowercase letters in a passcode.

(Work Profile) Require Non-Letters - The minimum count of numbers and symbols in a
passcode.

(Work Profile) Require Number - The minimum count of numbers in a passcode.
(Work Profile) Require Special - The minimum count of special characters in a passcode.

(Work Profile) Require Uppercase - The minimum count of uppercase letters in a passcode.



* (Work Profile) Screenlock Password Quality - The screen unlock mechanism. This can be set
to none, biometric, password, pattern, pin, pin_complex, alpha, alphanumeric and complex.

* If the device uses a different screen lock type to the one specified by the console, the
device is flagged as non-compliant.

* If the screen unlock type is password, then Passcode Length and Passcode History
policies are enforced.

* If the screen unlock type is pin or pin_complex, then Passcode History policies are
enforced.

8. After the password policy is complete, Publish the policy to all devices that use it.

Note: If a user has not defined a screen lock in his device, then the password policy defined by the admin will
be forced to the user's device.



Pulse Workspace Appliance Administration Guide

Workspace Management
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Managing Users

Pulse One users with a Workspace license entitlement can manage Workspaces from the Workspaces menu.

“Adding a User” on page 137.

“Deleting a User” on page 139.

“Verifying an LDAP Group” on page 140.

“Adding a Policy Tag to a Workspace User Account” on page 141.
“Performing Workspace Actions” on page 141.

“Understanding the Workspace Details Window” on page 144.

Adding a User

This section details the steps to add a new user (workspace) to your domain.

1.

Select the Workspaces menu.

2. Select the Devices tab. A list of Users appears.
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3. (lick the Actions drop-down menu, and click Add User.

FIGURE 167 Add User

Secure DASHBOARD APPLIANCES ~WORKSPACES AN
PULSE ONE

WO rkS paces DEVICES APP CATALOG

1 O Total use

OnePlus ONEPLUS A30...

The Create New User dialog appears.

FIGURE 168 Create New User

Create New User

Username: Tags: -
& Select tags

4. Complete the required fields:

* Username - The user name. This must be unique. This property can be used to configure the
email client inside the workspace during the provisioning process.

*  Full Name - User's full name.

*  Workspace Email - Email account to which workspace notifications are sent. This account can
also be used to configure the email client inside the workspace during the provisioning process.

* Provision Email - Email account to which the welcome email is sent
5. (Optional) Complete the following fields:
*  Phone Number - Phone number to which the welcome SMS is sent.
* Tags - Tags assigned to this user, used for policy assignment.
6. (Optional) Select the required state for the following options:
* Create a Space for this user
* Send the welcome email to this user

*  Send the welcome SMS to this user
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7.

Click Create to complete the process.

The new user is added to the Users list.

Deleting a User
This section details the steps to delete a user from your domain.

Note: You must delete all workspaces/devices from a user before you can delete the user.

1.
2.

8.

Select the Workspaces menu.

Select the Devices tab.

A list of Users appears.

Locate the required user, or (optionally) click the Search button and use the search box.
Expand the user you want to delete.

A list of the workspaces/devices registered to that user appears.

Delete each individual workspace/device from the user by using Actions > Delete Workspace.
After all workspaces/devices are deleted, select the user you want to delete.

Click the Actions drop-down menu, and click Delete User.

FIGURE 169 Delete User

Secure® DASHBOARD APPLIANCES = WORKSPACES
PULSE ONE

DEVICES

Workspaces

1 O Tota

Userd

I =] aarti (4)

OnePlus ONEPLUS A30...

aarti

User Info OnePlus ONEPLUS A3003 OnePlus

DAdd Workspace
A confirmation dialog appears.
Click Yes to confirm the user deletion.

The selected user is removed from the Users list.
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Verifying an LDAP Group

When a user group is changed in the back-end Active Directory server, the change is not immediately reflected
in the User Info page. The Verify Group button is provided to re-verify the user's LDAP group and recalculate
the policy for the user.

To verify an LDAP group for a user:

140

1.

2.

Select the Workspaces menu.

Select the Devices tab. A list of Users appears.

Locate the required user in the list, or (optionally) click the Search button and use the search box.

Select the User Info tab in the right-hand panel.

Click the Verify Group button.

The LDAP group updates and the corresponding policy is reapplied to the user. For example:

FIGURE 170 Verify Group

Secure DASHBOARD APPLIANCES = WORKSPACES ANALYTICS ADMINISTRATION
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10 Torsl users

APP CATALOG

) Search

User Details
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O Pending Invites

on-demand-von B
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© 2021 Pulse Secure, LLC.



Pulse Workspace Appliance Administration Guide

Adding a Policy Tag to a Workspace User Account

Tags are used to apply policies to users' accounts. After a policy is tagged, just add the same tag to the user to
apply the policy to that user's device.

This section describes the steps to apply a policy tag to a Workspace User Space.

1.

2.

5.

Select the Workspaces menu.

Select the Devices tab. A list of Users appears.

Locate the required user in the list, or (optionally) click the Search button and use the search box.
Click the Tags icon located at the corner of the user details panel. For example:

FIGURE 171 Tags Icon
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The Tags dialog appears. For example:

FIGURE 172 Add Tags

Tags - jankit

Update or add palicy tags for jankic

on-demand-vpn X | Selecttags
{TCance\w:)

Update or add policy tags to the user and click Save.

Performing Workspace Actions
This section details the steps to perform administrative actions on a workspace.

1.
2.

Select the Workspaces menu.
Select the Devices tab. A list of Users appears.

Locate the required user in the list, or (optionally) click the Search button and use the search box.
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Expand the required user, and select the required workspace.

5. Select Actions from the Workspace panel. For example:

FIGURE 173 Select the User and Workspace

No tags

tiAdd Warkspace

by History [ Edit

ush Space

Lock Workspace

Revoke WPM Certificate

Show VPN Certificate Info

6. Select the action you want to perform:

Note: All possible actions are listed below. However, all actions cannot be seen simultaneously.

Push Space - sends the latest policy to the user's device and forces a check-in.

Resend Invitation - resends the Workspace Welcome email or SMS with a new registration
token.

Note: This action is only available before the Workspace has been provisioned.
Reset Passcode - resets the Workspace passcode (supported in iOS devices only).
Lock Workspace - (Android only) Locks the device.

Lock Device - (iOS only) Locks the device.

Show VPN Certificate Info - shows if the VPN certificate is valid. This action is not active when
Force Update VPN Cert is present.

Revoke VPN Certificate - prompts to revoke the VPN certificate. This action is not active when
Force Update VPN Cert is present.

Unrevoke VPN Certificate - prompts to reverse a revoke request on the VPN certificate.

Force Update VPN Cert - where an external PKI server is configured, this forces a fetch of a
new VPN certificate from the external PKI Server using SCEP. This action is not active when
either Revoke VPN Certificate or Show VPN Certificate Info are present. See the required
settings in “Enterprise PKI Integration” on page 181.
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* Show Wifi Certificate Info - shows if the WiFi certificate is valid. This action is not active when
Force Update Wifi Cert is present.

* Revoke Wifi Certificate - prompts to revoke WiFi certificate. This action is not active when
Force Update Wifi Cert is present.

* Unrevoke Wifi Certificate - prompts to reverse a revoke request on the WiFi certificate.

* Force Update WiFi Cert - where an external PKl server is configured, this forces a fetch of a
new WiFi certificate from the external PKI Server using SCEP. This action is not active when
either Revoke Wifi Certificate or Show Wifi Certificate Info are present. See the required
settings in “Enterprise PKI Integration” on page 181.

* Update Location - updates the location of the device (iOS only), see “Locating a Device” on
page 247.

* Lost Mode - indicates that the device is lost, see “Working with Lost Mode for a Device” on
page 248.

* Request Lost Mode Location - requests a location update for a lost device (iOS only), see
“Working with Lost Mode for a Device” on page 248. This command is only active when a
device is in Lost Mode.

* Play Lost Mode Sound - requests that a continuous loud tone is played on a lost device (I0S
only), see “Working with Lost Mode for a Device” on page 248. This command is only active
when a device is in Lost Mode.

* Disable Lost Mode - cancels lost mode for a device (iOS only) after it is returned to its user, see
“Working with Lost Mode for a Device” on page 248. This command is only active when a
device is in Lost Mode.

* Delete Workspace - deletes the Workspace record from the Management server.

Note: When a Workspace is deleted, no further administrative actions can be performed on the
Workspace, including wiping the Workspace.

* Wipe Workspace - wipes all enterprise data from the device. A confirmation appears.

Note: This action will un-enroll the device and permanently delete enterprise data, apps, and
configuration. All personal information on the device remains intact.

Note: This action does not appear for corporate owned devices, as it would perform the same
action as a Full Device Wipe (see below).

* Full Device Wipe - wipes the entire device back to its factory defaults. A confirmation appears.

Note: This action requires that the Allow the ability to perform full device wipes? workspace
property is enabled for the policy, see “Workspaces” on page 180.
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Understanding the Workspace Details Window
The Devices panel allows you to view the overall status of the workspace.

* Device Manufacturer/Model - used to identify the workspace.
* Workspace State - the status of the workspace.
* Workspace Apps - the apps installed in the workspace.
* Workspace Details - the workspace details. This includes Resources, which lists:
* The number of apps on this policy, and hyperlink to the app(s).
e (i0S only) The number of web clips on this policy, and hyperlink to the web clip(s).
* Device Info - information gathered from the device.

* Device Location - physical device location gathered from the device (iOS only) and displayed on a map,
see “Working with Device Location” on page 233.

FIGURE 174 Workspace panel
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The Compliance tab displays the status of device properties and whether they are compliant with the
Workspace security policy.

Android devices support the following properties, and indicates if the current value is compliant:
* Compliance Rooted Detection - Indicates whether the device is Rooted or Non-Rooted.
* Policy Expired - Indicates if the policy is expired (Yes / No).

* Compliance USB debugging - Indicates whether debugging is USB Enabled or USB Disabled.
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* Profile password complexity - Indicates the profile password type. That is: none, biometric,
password, pattern, pin, pin_complex, alpha, alphanumeric or complex.

* Device password complexity - Indicates the device password type. That is: none, biometric,
password, pattern, pin, pin_complex, alpha, alphanumeric or complex.

iOS devices support the following properties, and indicates if the current value is compliant:
» Jailbreak Detection - Indicates whether jailbreak detection is enabled (Yes / No).
* Policy Expired - Indicates if the policy is expired (Yes / No).
* iOS Minimum OS version - Indicates the policy’'s minimum OS version.

* jOS Pulse Client Denied To Use Location Service - Indicates whether the device can use the location
service, see “Working with Device Location” on page 233.

* iOS Minimum Pulse Client version - Indicates the policy's minimum Pulse Client version.

The Edit window allows you to view and edit the phone number to which the welcome SMS is sent. For
example:

FIGURE 175 Workspace Details

Workspace: 3552f5dc-6de9-4fcb-a274-16a8e3b27806

Phane Number:

(ancer)
The Activities window displays the log of Workspace activity. Double click an activity to see the detailed view.

FIGURE 176 Activities

Q . [[1@]

Time Activity :

2019-01-09 11:41:25 +.. (D) Compliance action taken by client: allow, by server: allow - workspace-7d1a90ba-0508-458a-bedf-658cca22... @
2019-01-09 11:41:25 ... () Compliance property update: property: ios_pulse_client_denied_location_service, value: enabled, is complia... @
2019-01-09 11:41:25 ... () Compliance property update: property: jail_break_detection, value: false, is compliant: True - workspace-7d... @
2019-01-00 11:41:25 +.. (D) Compliance property update: property: ios_minimum_pulse_client_version, value: 7.1.1.78571, is compliant... @
2019-01-09 11:41:25 ... () Compliance property update: property: ios_minimum_os_version, value: 11.2, is compliant: True - workspac... @
2019-01-09 08:57:55 #.. L Requested Workspace te send current location. - workspace-3552f5dc-6de8-4fch-a274-16a8e3027806 @
2019-01-00 07:37:20 +... (D) Compliance property update: property: jail_break_detection, value: false, is compliant: True - workspace-7d... @ -

»
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The Policy History window displays the current and previous policies applied to a Workspace.

FIGURE 177 Policy History

Policy History

Paolicy:

corp-2019-01-07 11:12:19 e
App List Properties
- \
| Columns~ )
\ J
Palicy Command Title Creator Package Name State
corp add Google Chrome Google, Inc, com.google chrome.ios Installed

Close

The Actions menu displays the list of actions available for the Workspace.

FIGURE 178 Workspace Actions

tAdd Workspace

des  Polly History [ Edit (il arie

Push Space

Lock Warkspace

Revoke VPN Certificate
Show VPN Certificate Info
Revoke WiFi Certificate
Show WiFi Certificate Info

te Workspace
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Working with the App Catalog
You can add iOS and Android apps to the App Catalog. From there, you can add them to a policy.

This section describes:
*  "“Working with the Apple Volume Purchase Program” on page 147.
* “Adding iOS Apps to the App Catalog” on page 150.

Note: The addition of Android apps to the App Catalog is described in “Adding an Android App to the
App Catalog” on page 111.

* “Adding iOS Apps to a Policy from the App Catalog” on page 155.

Note: The addition of Android apps to a Policy from the App Catalog is described in “Configuring
Policy Settings” on page 128.

Working with the Apple Volume Purchase Program
The Apple Volume Purchase Program (VPP) enables customers to buy bulk licenses for iOS apps.

Note: Pulse Workspace supports Apple VPP for device-based licensing only. Device-based licensing uniquely
identifies a device using serial numbers. Every user does not require an Apple ID. Rather, the administrator
assigns apps directly to devices using Pulse Workspace.

You can assign VPP-licensed apps to policies, and then apply those policies to iOS devices.
To use VPP on Pulse Workspace:
1. Click the Settings icon on top-right-corner of the page and select Apple.
2. Select the Apple VPP tab.
The Apple VPP management page appears.

FIGURE 179 Apple VPP page

Apple MDM Cert ~ Apple DEP | Apple vPP
Apple VPP
Current Token Information

You I‘E’E no VPP token avaE: e

VPP Token

Step 1 -

Download the VPP token from Apple at hitps://deploy.apple.com VPN Cert

Step 2

Upload the WPP token to Pulse One.
Choose File | Ne file chosen
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3. Under VPP Token, click the link to access the Apple Deployment Program (ADP) portal.
4. On the ADP portal, enroll your business.
Note: You require the Data Universal Numbering System (D-U-N-S) number for your business.

Note: If you have previously registered your business on ADP to use Apple web page, the same ADP
account can be used for Apple VPP.

5. Verify your account using the two-step email verification process.

6. Onthe Apple VPP portal, purchase iOS apps in the required quantities. For example:

FIGURE 180 VPP purchases

Volume Purchase Program cor G

VPP Home ' Account Summary > Purchase History .

Purchase History

7. Onthe Apple VPP Account Summary page, click Download Token and save the file locally.

FIGURE 181 Download VPP Token

Volume Purchase Program B R com= ]

VPP Home # Account Summarny

Account Summary

Managed Distribution

Latest Purchase 0ct10,2018  nshoms  Quantity §

8. On Pulse One, under VPP Token, click Choose File and select the VPP token file.
9. (lick Upload.

The Current Token Information updates.

FIGURE 182 Current Token Information

Q

N

SeCUI'E' DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION

PULSE ONE SETL\_NGE :«uTm

Current Token Information

Organizaton

Expiren 2010-10-30
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10. Click the Workspaces menu and then the App Catalog tab.

The App Catalog automatically syncs to show all VPP-purchased apps and the remaining license count
for each. For example:

FIGURE 183 App Catalog With VPP Licenses
& A

SETTINGS ~ ADMIN

SeCU re DASHBOARD APPLIANCES | WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

WO rkspaces DEVICES APP CATALOG POLICIES

Ttle Plafarm | Creatar  Packege Categary Licenses -3

EE:xfﬂ‘\Pl‘o'\ssﬂd\’ad 105 Box, Inc. net.box.BoxNet Business vpp - 5 remaining 2 =
G Google Chrome i0s Google, Inc. com.google.chrome.ios Urilities |

11. Add VPP-licensed apps to new or existing policies.
12. (Optional) If the policies are in use, publish the policies.
The VPP-licensed apps are installed on all devices that use the policy, subject to license availability.
13. (Optional) Create new devices to install the VPP-licensed apps
The VPP-licensed apps are installed on all devices that use the policy, subject to license availability.
As licenses are consumed, the Licensing column of the App Catalog updates.

FIGURE 184 Updated License Counts
& o

SETTINGS ~ ADMIN

SeCU re DASHBOARD APPLIANCES | WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

WO rkSF)a(:es DEVICES APP CATALOG POLICIES

Ttle Plafarm | Crestar  Packege Categary Licenses =R

EE:xfﬂ‘\Pl‘n'\sa‘\d\’ad 105 Box, Inc. net.box.BoxNet Business vpp - 4 remaining 2 =
@ Google Chrome i0s Google, Inc. com.google.chrome.ios Urilities &
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Adding iOS Apps to the App Catalog
You can add iOS apps to the App Catalog in two ways:

From the App Store, see “Adding an iOS App From the App Store to the App Catalog” on page 150.

Manually, from a third-party source, see “Adding an i0S App to the App Catalog Manually” on

page 152,

Adding an iOS App From the App Store to the App Catalog

To add an iOS App from the App Store to the App Catalog:

Note: If the iOS app requires an app config schema, then request this from the application vendor.

150

1.
2.

Select the Workspaces menu.
Select the App Catalog tab.
The App Catalog page appears.

Note: Ensure the app you are going to add is not listed.

In the App Catalog page, click Add App and then select Add App From Store.

The From Public App Store dialog appears.
In the From Public App Store dialog, select iOS App Store.

FIGURE 185 Add iOS App From Store

From Public App Store

Title Creator Package Category

® No Search Results

( Cancel )
Y

Type the name of the app in the Search box and press Enter.

A list of apps is displayed based on the search criteria.
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6. Select the required app from the apps list and click Next.

FIGURE 186 Select iOS App from Search Result

From Public App Store

(i0s App Store ~ | itunes
Title Creator Package Category
iTunes Stare Apple com.apple.MobileStore Entertainment
iTunes U Apple com.apple.itunesu Education
B P P
u Custom Ringtones (FREE) {iTun... Ronald Be com.rdbell.Ringtones Music
u iTunes Remote Apple com.apple.Remote Entertainment
m New Releases, Hip Hop Mixtap... Anaroly Sharifulin com.alerter.alerter Music
E iTunes Movie Trailers Apple com.apple.movietrsilers Entertsinment
(cancel) @USses

The Configure App Details dialog appears.
7. In the Configure App Details dialog:
* Change the Description if required.
* Select the Required check box if the app should be pushed automatically upon enrollment.
* Ifyou access the app through VPN, then then set Network access to Per app VPN.

FIGURE 187 Configure iOS App Details

Configure App Details

iTunes U

u Make changes to the description provided and continue 1o next screen. Updates will be saved.

Description mini (version 2 or later) B
* Publishing public courses to iTunes U requires teachers to be affiliated with a
qualified ms[\tu[\on\

Required v Network access Direct v

Upload App Config Upload >

NOTE
* Adding an app to the App Catalog does not automatically deliver apps to the user's device
+ Al configurations made 1o the 2pp In the catalog are the defaults for this app, and may be overwrin

(Cancel) (ERLEULIS @

* Ifyou have an app config schema from the app vendor, click Upload and select the schema file.
e Click Add.

The iOS app is added to the App Catalog.
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Note: Adding an app to the App Catalog does not automatically deliver apps to the user's device. The
app must also be added to an appropriate policy.

Note: All configuration changes made to the app in the App Catalog are the defaults for the app.
However, you can overwrite these after adding the app to a specific policy.

The next step is to add the app to a specific policy. For details, see “Adding iOS Apps to a Policy from the App
Catalog” on page 155.

Adding an iOS App to the App Catalog Manually
Before proceeding with manual adding of iOS app, ensure you have the following details:
* The application package name. For example: com.microsoft.office.word
* The application title. For example: Microsoft Word
* The application creator. That is, the provider of the app. For example: Microsoft
Two manual methods are available:

* You can source the app from a third-party URL. In this case, you will also need the location of the
manifest.plist file that was created by the app distributor.

* You can upload the app from a local copy of the iOS app in .ipa format.
To add an iOS app to the App Catalog using either manual method:
1. Select the Workspaces menu.
2. Select the App Catalog tab.
The App Catalog page appears.

Note: Ensure the app you are going to add is not listed.
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In the App Catalog page, click Add App and then select Add App Manually.
The Add App Manually dialog appears.

FIGURE 188 Add App Manually

Add App Manually

Uplosd 105 App

Upload Android App

In the Add App Manually window, select Upload iOS App and click Next.
The Add iOS App Manually dialog appears:

FIGURE 189 Add iOS App Manually

Add 10S App Manually

App Location Enter Download URL Upload IPA file

Cancel < Previous

Specify the app Package. For example: com.demo.word.
Specify the app Title. This will be the name of the app in the App Catalog.

Specify the app Creator. That is, the provider of the app.
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8. (Optional) If you want to source the app from a third-party URL:
* Select Enter Download URL. The dialog updates to include a Download URL property:

FIGURE 190 Source an iOS App from a URL

Add 10S App Manually

Cancel < Previous

* Specify the Download URL.
Note: This URL must be accessible by the end user’s devices.
9. (Optional) If you want to upload the app from a local copy:
* Select Upload IPA File. The dialog updates to include an App Location property:

FIGURE 191 Source an iOS App from a Local Copy

Add 10S App Manually

App Location Enter Download URL ® Upload IPA file

IUPI‘J‘“ 1PA |_Choose File | No fi echosewl

Cancel < Previous

* (lick Choose File and locate the file.
* C(lick Upload IP File.
10. Click Add.
The app is added to the App Catalog.

The next step is to add the app to a specific policy. For details, see “Adding iOS Apps to a Policy from the App
Catalog” on page 155.
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Adding iOS Apps to a Policy from the App Catalog
To add the app to a policy:

1. Select the Workspaces menu.
2. Select the Policies tab.
A list of policies is displayed.

3. Select a policy from the list, select the iOS Apps tab, and click Add App.

FIGURE 192 Add iOS App

g K~
~
Secure DASHBOARD APPLIANCES = WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE SEI’HINGS »‘«D.M\N
WO rkspaces DEVICES APP CATALOG POLICIES
Workspace Policies 4_¥ @
i L Created on 2017-10-25 06:30:09 +0100
PRI i e Global (published) Activities Last modified an 2017
IG\uha\ () published | Android Apps Web clips Properties Group Members
i General Androi..  edited :
i ankit-ondeman..  published : i
_—  Title  Creator Required Access 2 |
i1 ankit-test-dem... published
s
+* cloudsecure (0) published

The Add App from App Catalog dialog appears.
4. Select the app from the app catalog list and click Add.

FIGURE 193 Add App from App Catalog

Add App from App Catalog

Enter Search Term

Title Creator Package Category
M Gmail - Email by Google Google LLC com.google.Gmail Productivity
€@  Google Chrome Google, Inc. com.geogle.chrome.ios Utilities
v a Box for iPhone and iPad Box, Inc. net.box.BoxNet Business
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5. Inthe iOS Apps tab, select the app and click Edit app rule.

FIGURE 194 Edit App Rule

Workspace Policies 4_¥ @ Publish all
| . - . Created on 2017-1C 100
Policies | status Global (edited) (G Activities Last modified on 2017-12-01 15:23:57 +0000
Global (0) edited Android Apps Web clips Properties Group Members
i General Androi..  edited :
tags:testpol Add App
it ankit-ondeman..  published : ; i i
-  Title | Creator Required Access B
{7 ankit-test-dem... published ﬁ Box for iPhone and iPad (Global) Box, Inc. True direct H
tags
+* cloudsecure (0} published E rule
g
i ankit-vpn-man..  published
s

The Configure App Details dialog appears.

6. Inthe Configure App Details dialog, make appropriate changes and click Save.

FIGURE 195 Configure App Details

Configure App Details

E Box for iPhone and iPad

Description

Required v Network access Direct ~

( cancel ) @
| J

7. Select the app and click Publish.

FIGURE 196 Publish App

workspace Policies & () CEEE
H " - R Created on 2017-10-25

Policies  staws Global (edited) (GEEED Activities Last modified on 2017-12:
Global (0} edited Android Apps [0S Apps | Webclps  Properties  Group Members
\* General Androi..  edited
tsgs testpol Add App
i ankit-ondeman..  published ! o
- Title | Creator Required hccess @
‘" ankit-test-dem...  published J E Box for iPhane and iPad (Global) Box, Inc. True direct
g
+* cloudsecure (0) published

A confirmation prompt appears.
8. Click Yes to confirm the publication.

This completes the process.
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Working with Web Clips

A web clip is a URL-based bookmark associated with a policy. When the policy is applied to a mobile device, the

web clip bookmark is created automatically on the device.
Note: Web clips are currently supported on iOS devices only.
To create a webclip:

1. Select the Workspaces menu.

2. Select the Policies tab.

3. Select a policy from the list.

4. Select the Web clips tab. For example:

FIGURE 197 Add Web Clip

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE A
Wo H(S pa ces DEVICES APP CATALOG POLICIES
Workspace Policies ¥ [ Pusiznai §
0100

Policies ! Status 1 Venkmann (edited) w Activities 0100
Slobal (0) published Android Apps 0S Apps Web clips Properties Group Members
17 Venkmann (0) edited
tagsbyod MNote: Web Clips are only availasle for i0S devices

Create a new Web clip

5. Click Create a new Web clip.
6. The Create a new Web clip wizard appears:

FIGURE 198 Web Clip Wizard: Introduction

Create a new Web clip

What is a Web clip?

Web clips are bookmarks to & website and other cnline types of media. Use them to create links on a
device that will appear alongside the applications.

Just define the URL and then confirm {or modify) logo and title. Optionally, you can decide whether a
Webclip can be removed by the user,

At this time, Web clips are only available for i05 devices.

s =
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7. Click Next. The next panel of the wizard appears.

FIGURE 199 Web Clip Wizard: Add the URL

Create a new Web clip

Ineraductian Ackd the URL

Insert the URL of the online resource

Typically, Web clips are shortcuts to webpages or PDF documents,

URL: https://www.pulsesecure.ne

Cancel < Previous

8. Enter the full URL for the web clip bookmark.

Click Next. The next panel of the wizard appears.

Where supported, the title of the web page and an icon is retrieved automatically. For example:

FIGURE 200 Web Clip Wizard: Confirm Settings

Create a new Web clip

Intradurtian Add the URL

Confirm or modify default settings

(*) Title is required.

TITLE*: Official Apple Support

LOGO/IMAGE: Choose File | No file chosen

15 REMOVABLE: Allow the users to remove the Web clip from their devices

o

9. If no title for the URL was retrieved, you must specify a Title.
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10. (Optional) Upload a Logo/Image for the web clip bookmark.
Note: This image file must be .PNG format, and no larger than 512Kb.

Note: If no logo is specified, a plain white icon will be used for the web clip bookmark on the mobile
device.

11. If you want the user to be able to remove the web clip bookmark from their device, enable the
Is Removable check box.

12. Click Next. The final panel of the wizard appears.

FIGURE 201 Web Clip Wizard: Summary

Create a new Web clip

Confirm and save the configured settings

Go ahead and edit, to edit specific settings or click Save, to save the configured settings.

URL: https://support.apple.com/ edit

TITLE*: Official Apple Support edit
”

LOGO/IMAGE: S edit

15 REMOVABLE: No edit

13. Click Finish to close the wizard and create the web clip bookmark.
The Web clips tab for the policy updates to include the new web clip bookmark. For example:

FIGURE 202 New Web Clip Added to Policy

. - o bt Created an 2019-07-01 10:43:05 +0530
Venkmann (edited) () CREg) oo Last modified an 2019-07-02 13:02:58 +0530
Android Apps i05 Apps Web clips Properties Group Members

Wote: Web clips are only available for i05 devices.

e Eemovable e
P
' Apple No
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160

14. (Optional) Repeat steps 5 to 12 to add each required bookmark. For example:

FIGURE 203 Additional Web Clips Added to Policy

Venkmann (edited) Activities

Android Apps

05 Apps

Web clips

Wote: Web clips are only available for i05 devices.

Create a new Web dip

Title

" Apple

n Facebook

M Gamail

Properties

Group Members

Remavable

No

Yes

Yes

Created an 201

9.0
Last modified on 2019-0

-
1

15. (Optional) To delete a web clip bookmark from a policy, click its Delete (** ) icon.

16. (Optional) To edit a web clip bookmark for a policy, click its Edit (“yicon and update its details in the

wizard.

17. (Optional) Confirm the addition of web clips:

* Navigate to Workspaces > Devices and select the required workspace.

* Examine the details for the registered workspace. For example:

FIGURE 204 Web Clip Bookmarks on Workspace Details Page

sathiya

User Info

samsung 5M-J400F

Workspace is pending a new palicy

Workspace Details
I
aafe1032-ebad-4c

Current Policy
ankit-test-webclip - 201%-07-02 13:04:37 +0530

Next Policy
ankit-test-webclip - 2019-07-02 14:54:51 +0530

Client Version

Created on
2019-07-02 13:03:50 +0530

Last Connection
2015-07-02 13:07:15 +0530

Last Cloud Backup
2019-07-01 09:12:54 +0530

Resources
3 Applications

3 Web Clips

@®Add Workspace

Compliance  Activities

Device

INFO

Carrier
Unknown Carrier

Manufacturer/Model
Apple iPhone10,2

05 Type/Version
ios 12.3.2

Serial Number
IMEI
Device Owner

BYO

Phone Number
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* C(lick the Web Clips hyperlink. The Workspace Resources page appears. For example:

FIGURE 205 Web Clip Bookmarks

Workspace Resources

3 Applications 3 Web Clips

Web Clips are user-defined link to a specified page or resource (like, for instance a PDF file), displayed in the home screen of the device (i0S)

o Ki ™M

Apple Facebook Gmail

Close

18. Publish the policy to add the web clip bookmarks to all devices that use the policy. For example:

FIGURE 206 Web Clip Bookmarks on Mobile Device

No SIM = 2:26 PM e

m@®E o

FaceTime Podcasts Calculator Watch
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Working with Policies

This section describes the following tasks:
* “Creating a Policy” on page 162.

* “Understanding Policy Properties” on page 165.

Creating a Policy
When you create a policy, you define specific users and device types to which the policy applies:

* Each policy applies to users listed as its User tags.

* Each policy can have one of three Device User Mode settings:
*  BYO: The policy is applied to a user’'s BYO devices only.
* Corporate Owned: The policy is applied to a user’s corporate owned devices only.
* Both (BYO and Corporate Owned): The policy is applied to all of a user’s devices.

This enables a user to have different policies for different device types.
This section details the steps to create a new policy:

1. Select the Workspaces menu.

2. Select the Policies tab.

3. Click Add to add a new policy.

FIGURE 207 Workspace Policies

0

-~

Secure DASHBOARD APPLIANCES | WORKSPACES  ANALYTICS ADMINISTRATION
PULSE ONE

SETTINGS ~ ADMIN

Workspaces

DEVICES APP CATALOG POLICIES

Workspace Policies ¥ Publish all
Policies Status
Global (0) published

1 testpol (0) published

tags

Please select a policy or add one.

1 ankit-ondem... published

tags

1 ankit-test-de... published

tags

1 cloudsecure (0) published

tags

1 ankit-vpn-ma... published

tags

The Add Policy dialog appears.
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4. Specify the Policy Name.

Note: Policy names are not unique. Policies are unique based on their search criteria.
5. Specify the User tags and LDAP Group for the policy. For example:

FIGURE 208 Add Policy

Add Policy

Policy name* Sales

Select the target users for this palicy by choosing criteria from the options below. Tl will show all users chosen using the entered criteria.

testusertag X | Add or sel

LDAP group Select LDAP Groups
Device Owner Mode All (BYC and Corporate Owned)
User Carrier { Manufacturer Model Current Policy
estest (unknown operato... samsung SM-GO35F cloudsecure-shrays
testadmin airtel-in samsung SM-G930F
v

6. Select the required Device Owner Mode. This property determines whether this policy is applied to a
user’s devices that are BYO, corporate owned, or both. For example:

FIGURE 209 Add Device Owner Mode to Policy

Add Policy

Policy name* Sales

sers for this policy by choosing criteria from the options below. The list will show all users chosen using the entered criteria.
ees testusertag % | Add or select tags

DAP gre
LDAP group Select LDAP Groups

Device Ouner Mode Al (BYO and Corporate Owned)
BYO
User Carrier Current Policy
cstest (unknown operato.. samsung SM-G935F cloudsecure-shreya
testadmin sirtel-in samsung SM-GI30F
b

Click Save.

The policy is created with an edited state.
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8. You can now add applications and properties to the policy before applying the policy to mobile devices.

For example:

FIGURE 210 Add Apps and Properties

& A
Secure DASHBOARD ~APPLIANCES = WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE SETTINGS ADMIN
WO rkS paces DEVICES APP CATALOG POLICIES
Workspace Policies +_¥ @ Publish all
polides status General_Android_BYO (edited)
ated on 2017-11-02 14

Global (0) edited Last fied on 2019-01-2
1+ General_Android_BYO (0) edited Android Apps 105 Apps Web clips Properties Group Members
wags
4" ankit-ondemand (2) published Add App + Show Global apps
tags * |
+* ankit-test-demand (0) published . i Title Creator | Required Access el
1ags )

e Divide Productivity Divide True direct
1" cloudsecure (0) published H
e @ Dropbox Dropb... True direct
* ankit-vpn-manual (0) published
=gs ‘- Google Chrome: Fast .. Google.. Trus direct
1" cloudsecure-shreya (8) published
— B salestorce Salesfo.. True direct
+* ankit-manual-debug (0) published
s

9. After you have completed editing the policy, click Publish.
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The policy's state changes from edited to publishing and then published.
This applies the policy to all mobile devices that use the policy.

FIGURE 211 Publish the Policy

space Policies 4_¥ @ [
. et General_Android_BYO (edited| (EED |CHES
n20
Global () i Srrmoained on 2010-01-2
+* General_Android_BYO (0} edited i AndroidApps | i0SApps  Webdlips  Properties  Group Members
tagstestpol
\* ankit-ondemand (2) published : ) v ShowGlobal apps
g : .
1+ ankit-test-demand (0) published Tirle Creator | Required Access =4
g
Divide Productivity ~ Divide  True direct
+* cloudsecure (0) published
e @ Dropbox Dropb... True direct
4% ankit-vpn-manual (0} published
=g ‘- Google Chrome: Fast .. Google.. True direct
4" cloudsecure-shreya (8) published
— P solestorce Salesfo.. True direct
4" ankit-manual-debug (0) published
e
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Understanding Policy Properties
This section describes all supported policy properties for a workspace.

FIGURE 212 Policy Properties

@ A2
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d
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+" ENG-Policy (0) d

d

41 vpn-cert-policy (0)
3 tiag

-l ActiveSyne (8)
Global all Activesync Accept Al Certs Me
Activesync D net

Global all

Global all

Global all

Global all

Global all

Passcode

Different Passcode properties are used for iOS and Android.

Android for Work supports two levels of passcode challenge to protect the data in the device and the
Workspace:

*  Workspace Managed Device Passcode - This applies passcode policies only to Workspace managed
devices enrolled with a Work Profile. This passcode will need to be entered each time the device is
unlocked and can be applied in addition to the Work Profile Passcode.

*  Work Profile Passcode - This applies passcode policies only to Workspace apps, so users do not have to
enter complex passwords each time they unlock their device when enrolled with a Work Profile. The
Work Profile passcode ensures that the end users can access their private apps while keeping
corporate app data protected without the use of wrapping technologies. The Work Profile Passcode is
supported on Android 7.0 and above.

The following properties are supported by both Android and iOS:
* Expiration Days - The number of days for which the passcode can remain unchanged.

* Lock Timeout - The time in seconds where the Workspace will be locked if no Workspace app was in
foreground.

* Max Tries (iOS Factory Reset) - The number of allowed failed attempts to enter the passcode at the
device's lock screen.

* Numeric Only - Boolean. If True, the user must to set a PIN.
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Passcode History - When the user changes the passcode, it must be unique within the most recent
specified number of entries in the history.

Passcode Length - The minimum overall length of the passcode.
Require Special - The minimum count of special characters in a passcode.

Note: For Android, this is used for Workspace Managed Device Passcodes only.

The following properties are supported by Android only:

(Work Profile) Expiration Days - The number of days for which the passcode can remain unchanged.

(Work Profile) Lock Timeout - The time in seconds where the Workspace will be locked if no
Workspace app was in the foreground.

(Work Profile) Max Tries — The number of allowed failed attempts to enter the passcode at the
device's lock screen.

(Work Profile) Numeric Only - Boolean. If True, the user is forced to set a PIN.

(Work Profile) Passcode History - When the user changes the passcode, it must be unique within the
most recent specified number of entries in the history.

(Work Profile) Passcode Length - The minimum overall length of the passcode.

(Work Profile) Require Letters - The minimum count of letters in a passcode.

(Work Profile) Require Lowercase - The minimum count of lowercase letters in a passcode.
(Work Profile) Require Non-Letters - The minimum count of numbers and symbols in a passcode.
(Work Profile) Require Number - The minimum count of numbers in a passcode.

(Work Profile) Require Special - The minimum count of special characters in a passcode.

(Work Profile) Require Uppercase - The minimum count of uppercase letters in a passcode.

(Work Profile) Screenlock Password Quality - The screen unlock mechanism. This can be set to none,
biometric, password, pattern, pin, pin_complex, alpha, alphanumeric and complex.

* If the device uses a different screen lock type to the one specified by the console, the device is
flagged as non-compliant.

* Ifthe screen unlock type is password, then Passcode Length and Passcode History policies are
enforced.

* Ifthe screen unlock type is pin or pin_complex, then Passcode History policies are enforced.

Require Letters - The minimum count of letters in a Workspace Managed Device passcode.



* Require Lowercase - The minimum count of lowercase letters in a Workspace Managed Device
passcode.

* Require Non-Letters - The minimum count of numbers and symbols in a Workspace Managed Device
passcode.

* Require Number - The minimum count of numbers in a Workspace Managed Device passcode.

* Require Uppercase - The minimum count of uppercase letters in a Workspace Managed Device
passcode.

* Screenlock Password Quality - The screen unlock mechanism. This can be set to none, biometric,
password, pattern, pin, pin_complex, alpha, alphanumeric and complex.

* If the device uses a different screen lock type to the one specified by the policy, the device is
flagged as non-compliant.

* Ifthe screen unlock type is password, then Passcode Length and Passcode History policies
are enforced.

* If the screen unlock type is pin or pin_complex, then Passcode History policies are enforced.
The following properties are supported by iOS only:

* iOS Allow Simple - Boolean. If True, a simple passcode is allowed. A simple passcode is defined as
containing repeated characters, or increasing/decreasing characters. For example: 123 or CBA.

* iOS Force Pin - Boolean. If True, the user is forced to set a PIN. Simply setting this value (and not
others) forces the user to enter a passcode.

* iOS Max Grace Period - The maximum grace period, in minutes, to unlock the phone without entering
a passcode.

* i0S Max Inactivity - The number of minutes for which the device can be idle (without being unlocked
by the user) before it gets locked by the system.



Single Sign On

These properties support single sign-on using Kerberos authentication from iOS devices at iOS v7 or above.

For full details of this functionality, see

The following properties are supported by iOS only:

Account Name - The name for the account.
Authentication Realm - The Kerberos realm name. This value is case sensitive.
Enabled - Boolean. If True, Kerberos authentication is enabled.

Package names allowed to use Kerberos Auth - (Optional) A newline-separated list of applications
identifiers that are allowed to use this login. Each line of this property represents an application. For
example:

com.microsoft.outlook
com.google.mail.

Note: If this field not specified, all app identifiers match automatically for this login.

Principal Name - The Kerberos principal name. It is best practice to set to the macro string value
<USER_USERNAME=>. This macro value is automatically replaced with the user's name when connecting
to a device.

URL Prefix Matches to use Kerberos Auth - A newline-separated list of URLs prefixes that must be
matched to use this account for Kerberos authentication over HTTP. Each line of this property
represents a URL, and must begin with either http:// or https.//. For example:

http.//demo.pwskerb.examplel
http.//demo.pwskerb.example2

Note: Kerberos authentication for the user will be performed manually once, on the first match of any
of the listed URLs. For all subsequent uses of any URL, Kerberos authentication will be performed
automatically.



ActiveSync

All ActiveSync properties are supported by both Android and iOS. See also

Activesync Accept All Certs - Boolean. If True, the Workspace email client will accept an untrusted
server certificate.

Activesync Allow Authentication via Certificate. Boolean. If True, the use of the following workspace
properties is enabled. See for full details.

* Use SCEP to request certificate for Android ActiveSync from external PKI server.
* Use SCEP to request certificate for iOS ActiveSync from external PKI server.

* Use Windows CA server CAWE to request ActiveSync certificates for both Android and iOS
devices.

Activesync Domain - The domain set for the Workspace ActiveSync connection. The ActiveSync
domain must be the Enterprise domain, which should be the same as the Exchange Server domain.

Activesync Server - If the proxy uses PCS, this property should be set to ActiveSync Server Proxy
address of the Pulse Connect Secure (PCS). Otherwise, this can be left blank.

Activesync Server Proxy - This must be set to Security Appliance if PCS is used. Otherwise, it should be
set to None.

Activesync Ssl - If the Workspace client will connect to the ActiveSync server using an SSL connection,
this should be set to True.

Activesync Userid Field - If the ActiveSync Server Proxy uses PCS, this must be set to username.
Otherwise, it should be set to email.

UPN Domain Name - The domain set for constructed UPN method of login authentication.

Use Constructed UPN for Workspace Email - Boolean. If True, the constructed UPN is used for
ActiveSync email, and Office365 users will be able to use UPN as the login username instead of using
their email addresses.

Use Pulse One for authentication (Override Active Sync Server) - The following values are
supported:

* True - Pulse One will be used as authentication server for ActiveSync connections, and it will
override the configured ActiveSync server settings.

* false - existing ActiveSync server settings will be used for ActiveSync connections.



App Visibility

All App Visibility properties are supported by both Android and iOS:

Space

Aggregate Duration Hours - The aggregation window (in hours) for collecting app visibility metrics on
the mobile device. The default is 1, the maximum is 72. At the end of this window, a new set of metrics
is started. Metric sets are retained by the mobile device and sent to the server on a schedule defined by
Report Frequency Hours.

Note: Aggregate Duration Hours should not be greater than Report Frequency Hours.

Enable App Visibility Supporting -Boolean. If True, app visibility reporting is performed by the mobile
device, and reported to the server.

Network Access - This defines when metrics can be sent by the mobile device to the server. This
allows the IT Admin to limit usage of mobile data. Supported settings are Wifi Only and Wifi And Cellular.

Report Frequency Hours - The frequency (in hours) at which the mobile device sends collected
metrics to the server. The default is 1, the maximum is 72. IT Admin can increase this value to decrease
how often metrics are sent to the server. Metrics are collected by the mobile device on a schedule
defined by Aggregate Duration Hours.

Note: Report Frequency Hours should not be less than Aggregate Duration Hours.

All Space properties are supported by Android only:

Allow Art - Boolean. If True, Android devices that run ART can be provisioned.

Android Email Auto Config Enabled - Boolean. If True, the Workspace ActiveSync account will be
configured on Android devices.

Android Email Manual Config Allowed - Boolean. If True, the user can change the ActiveSync account
settings in the Workspace.

Crash Count - The number of times an app can crash in the Crash Period Sec time frame before the
application is disabled.

Crash Grace Time Sec - The number of seconds the Workspace will wait before allowing the app to
restart.

Crash Period Sec - The time frame for watching for repeated app crashes.

Debug - Policy update explicitly uses the Debug policy in the console to "refresh_sec=10". The normal
policy property for policy refresh has a resolution of 1 hour. This can be set to smaller periods of time.

Error Reporting Level - The detail of the logging information sent to the server when the user sends a
debug log. The can be setto 7, 2 or 3.

Heartbeat Time Sec - The number of seconds between connection heartbeats.



Policy Expiration days - The number of days after which a Workspace is considered to be out of
compliance. The Workspace is blocked for not contacting the server. The blocked user can contact the
Workspace administrator to extend the policy expiration days.

Android Restrictions

All Android Restrictions properties are supported by Android only:

Allow Screenshot - Boolean. If True, the use of the screenshot function is supported.
Note: This property is used by corporate devices only.

Allow to use Camera - Boolean. If True, the use of the camera is supported.

Note: This property is used by corporate devices only.

Block Unknown Sources - Boolean. If True, users cannot install apps from unknown sources such as
third-party app stores, file-sharing utilities, web browsers, and email attachments.

Default Runtime Permission - Sets the chosen value as default for all permissions for all apps on a
policy. The supported values are prompt, grant and deny.

Note: If the administrator modifies the runtime permission from grant to deny and enforces the policy
on an existing provisioned device, the user must clear the cache on all managed apps.

Disallow Cross Profile Copy Paste - Boolean. If True, users cannot copy the contents of this work
profile and paste into other profiles. Users can still copy the contents of other profiles and paste into
this work profile.

iOS Restrictions

All'iOS Restrictions properties are supported by iOS only:

Blacklist Package Names - Users cannot use the apps listed in this policy on their iOS device.
Note: This policy is applicable only to Supervised iOS devices with iOS version of 10.0 or later.

iOS Allow Air Drop - Boolean. If True, Air Drop is enabled.

Note: This policy is applicable only to Supervised iOS devices with iOS version of 10.0 or later.

iOS Allow Camera - Boolean. If True, the camera is enabled.

Note: This property is used by corporate devices only.

iOS Allow Cloud Backup - Boolean. If True, iCloud backup is enabled.

iOS Allow Cloud Keychain Sync - Boolean. If True, iCloud keychain sync is enabled.

iOS Allow Enterprise Book Backup - Boolean. If True, the backup of enterprise books is enabled.

iOS Allow Enterprise Book Metadata Sync - Boolean. If True, the synchronization of enterprise book
metadata is enabled.



iOS Allow Handoff - Boolean. If True, the continuity feature is enabled.

iOS Allow Managed App Cloud Sync - Boolean. If True, the management app can use cloud sync.
iOS Allow Modifying Bluetooth Settings - Boolean. If True, Bluetooth settings can be changed.
Note: This policy is applicable only to Supervised iOS devices with iOS version of 10.0 or later.

iOS Allow Open From Managed To Unmanaged - Boolean. If True, documents in managed apps and
accounts also open in other managed apps and accounts.

iOS Allow Open From Unmanaged To Managed - Boolean. If True, documents in unmanaged apps
and accounts will also open in other unmanaged apps and accounts.

iOS Allow Screen Shot - Boolean. If True, device Screen Shots are enabled.
Note: This property is used by corporate devices only.
iOS Allow Siri - Boolean. If True, Siri is enabled.

iOS Allow Siri While Locked - Boolean. If True, Siri is enabled when the device is locked.

Device

All Device properties are supported by Android only:

VPN

Device Ownership - This property is unused at this release. Please do not use.

Enable Bug Report - Boolean. If True, the user will be able to send bug reports.

Different VPN properties are used for iOS and Android.

The following properties are supported by both Android and iOS:

Enable Location Awareness - Boolean. If True, when the user is connected to the corporate WiFi, the
VPN on-demand functionality will disconnect the VPN.

Vpn Certificate Auth - Boolean. If True, the VPN connection will perform certificate authentication
using the Workspace client certificate.

Vpn Connection Name - A user-visible description of the VPN account.
Vpn Enabled - Boolean. If True, a VPN configuration will be sent down to the Workspace.

Vpn Group - The VPN group name. This extends IPsec architecture to support PCS that is shared by a
group of security appliances.

Vpn Host - The VPN server host name (or IP address).

Vpn Numeric Password - Boolean. If True, the Workspace will present the user with a PIN pad rather
than a keyboard to enter their password.



Vpn Realm - The Realm that the Workspace users will use.
Vpn Role - The Role that the Workspace users will use.

Vpn Save Password - Boolean. If True, the Workspace will cache the password used to connect to the
VPN server.

Vpn Userid Field - The Username set in the VPN configuration. This is either:
* username - the user's user name is used.

* work email - or user's corporate email address is used.

The following policies are supported by Android only:

On-Demand VPN Timeout (minutes) - The amount of time (in minutes) during which no traffic is sent
over the active tunnel by the application. After this time is elapsed, the tunnel is brought down, and the
device starts monitoring for any further traffic.

Stealth Mode - Boolean. If True, a Ul-less VPN profile uses the certificate in Keystore for authentication,
and the Pulse client does not come into foreground during VPN setup. The sign-in URL configured on
Pulse Connect Secure server must be configured for certificate authentication.

Vpn Connection Type - The type of VPN being used. Connection types supported are manual,
onDemand and alwaysOn.

Vpn Verify Certificate - Boolean. If True, the VPN client will only accept trusted certificates. If False, the
VPN client will accept untrusted certificates.

The following properties are supported by iOS only:

Wifi

Use L3 VPN - Boolean. If True, L3 VPN UDP support is enabled.

Vpn Safari Domains - Specifies only those domains that trigger the VPN connection.

All Wifi properties are supported by both Android and iOS:

Enterprise Wifi Inner Authentication - The protocol used to authenticate the username and
password. Supported protocols are PAP, CHAP, MSCHAP or MSCHAPV2.

Enterprise Wifi Outer Identity - An alternate username that is used outside the encrypted tunnel (for
example: “anonymous”) to conceal the user’s identity in unencrypted packets.

Wifi Enabled - Boolean. If True, the device will automatically join the network using WiFi.

Wifi Password - The password for the WiFi network, completed by admin. If this is not set, the user is
prompted during connection.

Wifi Protocol - The protocol used to connect to the WiFi Network. The options are WEP, WPAZ2,
WPAZ2-Enterprise-EAP-TLS, WPA2-Enterprise-EAP-TTLS, and WPA2-Enterprise-EAP-PEAP.



Wifi Ssid - The SSID of the WiFi network.

Wifi Username - The username for the WiFi network, completed by admin. If this is not set, the user is
prompted during connection.

iOS ActiveSync
All'iOS ActiveSync properties are supported by iOS only:

iOS Activesync Enabled - Boolean. If True, the Workspace ActiveSync account will be configured on
iOS devices.

iOS Activesync Name - A user-visible name of the email account, shown in the Mail and Settings
applications.

iOS Activesync Prevent Move - Boolean. If True, messages cannot be moved out of this email account
into another account.

iOS Activesync Prevent Send By 3rd Party Apps - Boolean. If True, the Workspace email account is
not available for sending mail in third-party applications.

iOS App Lock
All'iOS App Lock properties are supported by iOS only:

iOS Lock to the App Identifier - Enables the iOS device to be put into kiosk mode, which limits the
apps and usage of some system functions. This text field is an iOS App Lock payload, and is outside the
scope of this document. Please refer to Apple’'s own documentation.

iOS POP/IMAP
All'iOS POP/IMAP properties are supported by iOS only:

iOS Email Description - A user-visible description of the email account, shown in the Mail and Settings
applications.

iOS Email Disable Mail Recents Syncing - Boolean. If True, the Workspace email account is excluded
from address Recents syncing.

iOS Email Enabled - Boolean. If True, an IMAP or POP email account will be configured on iOS devices.

iOS Email Incoming Auth - The authentication scheme for incoming mail. Supported schemes are
None, Password, MD5 Challenge-Response, NTLM, and HTTP MD5 Digest.

iOS Email Incoming Host - The incoming mail server host name (or IP address).

iOS Email Incoming Port - The incoming mail server port number. If no port number is specified, the
default port for a given protocol is used.

iOS Email Incoming Use Ssl - Boolean. If True, the incoming mail server uses SSL for authentication.



iOS Email Outgoing Auth - The authentication scheme for outgoing mail. Supported schemes are
None, Password, MD5 Challenge-Response, NTLM, and HTTP MD5 Digest.

iOS Email Outgoing Host — The outgoing mail server host name (or IP address).
iOS Email Outgoing Port — The outgoing mail server port number.
iOS Email Outgoing Use Ssl - Boolean. If True, the outgoing mail server uses SSL for authentication.

iOS Email Prevent Move - Boolean. If True, messages may not be moved out of this email account into
another account.

iOS Email Prevent Send By 3rd Party Apps - Boolean. If True, the Workspace email account is not
available for sending mail in third-party applications.

iOS Email Type - The type of email account, either IMAP or POP.
iOS Email Username - The Username that is set in the Email configuration. This is either:
* username - the user's user name is used.

* work email - or user’s corporate email address is used.

iOS Managed Domains

All' i0OS Managed Domains properties are supported by iOS only:

iOS Managed Email Domains - The domain set for the Workspace ActiveSync connection. The
ActiveSync domain must be the enterprise domain which should be same as the exchange server
domain.

iOS Managed Web Domains - The domains that are viewed as internal to the organization.

CA Certificate
All CA Certificate properties are supported by iOS only:

iOS Trusted CA Certificate Enabled - Boolean. If True, enables the SSL trust for the root CA certificate.
For details about uploading CA Certificate from Pulse Workspace console, see



Compliance

Different Compliance properties are used for iOS and Android.
The following Compliance properties are supported by Android only:

* Android Pulse Client Denied To Use Location Service - This property determines whether refusing
the use of this service on a device makes the device non-compliant. There are three supported
compliance settings:

* Allow. If the user declines the location service, the device is flagged as non-compliant, but the
user’s access is not restricted.

* Restrict VPN. If the user declines the location service, the device is flagged as non-compliant and
access to the VPN from the device is restricted.

*  Wipe. If the user declines the location service, the device is flagged as non-compliant and the
workspace will be wiped from the device.

* Block. If the user declines the location service, the device is flagged as non-compliant, and
access to the device is prevented.

* Lock. If the user declines the location service, the device is flagged as non-compliant, and access
to the device is prevented.

* Rooted Detection - The action the client should take when it detects a Rooted device. The following
actions are supported:

* Allow - The Rooted device is flagged as non-compliant, but the user's access is not restricted.
* Restrict VPN - The Rooted device is flagged as non-compliant and VPN access is removed.

* Lock. The Rooted device is flagged as non-compliant, and access to the device is prevented.
*  Wipe - The Rooted device is flagged as non-compliant and will be wiped.

* USB Debugging - Determines the action the client should take when it detects that USB debugging
has been enabled. The actions are:

* Allow - The device is flagged as non-compliant, but the user's access is not restricted.
* Restrict VPN - The device is flagged as non-compliant, and VPN access is removed.

* Block - The device is flagged as non-compliant and all network access is removed.

* Lock - The device is flagged as non-compliant and is locked.

*  Wipe - The device is flagged as non-compliant and will be wiped.



The following Compliance properties are supported by iOS only:

* iOS Pulse Client Denied To Use Location Service - This property determines whether refusing the
use of this service on a device makes the device non-compliant. There are three supported compliance
settings:

* Allow. If the user declines the location service, the device is flagged as non-compliant, but the
user’s access is not restricted.

* Restrict VPN. If the user declines the location service, the device is flagged as non-compliant and
access to the VPN from the device is restricted.

*  Wipe. If the user declines the location service, the device is flagged as non-compliant and the
workspace will be wiped from the device.

* Jail Break Detection - The action the client should take when it detects a “jailbreak” device. The
following actions are supported:

* Allow - The “jailbreak” device is flagged as non-compliant, but the user’'s access is not restricted.
* Restrict VPN - The “jailbreak” device is flagged as non-compliant, and VPN access is removed.
*  Wipe - The "jailbreak” device is flagged as non-compliant and will be wiped.

* Minimum OS Version - Sets the minimum iOS version.

* Minimum Pulse Client Version - Sets the minimum Pulse Client version.

* Non-Compliant OS Version Action - If the user provisions a device that has an iOS version lower than
the Minimum OS Version policy, the device becomes a non-compliant device. Actions for a non-
compliant device can be one of the following:

* Allow - The device is flagged as non-compliant, but the user’s access is not restricted.
* Restrict VPN - The device is restricted from VPN access.
*  Wipe - The profile is wiped off from the user's device.

* Non-Compliant Pulse Client Version Action - If the user provisions a device that has Pulse Client
version lower than the Minimum Pulse Client Version policy, the device becomes a non-compliant
device. Actions for a non-compliant device can be one of the following:

* Allow - The device is flagged as non-compliant, but the user’'s access is not restricted.
* Restrict VPN - The device is restricted from VPN access.

*  Wipe - The workspace is wiped off from the user's device.



Nine

The Nine Work email app, provided by Google apps, synchronizes with Exchange Server using ActiveSync, and
it is based on Android for Work.

All Nine properties are supported by Android only:
* License Number - License to use Nine Work email app.
Mail+
All Mail+ properties are supported by iOS only:
* Mailplus Allow Open In - Boolean. If True, the user can open documents in other apps.
* Mailplus Allow Print — Boolean. If True, the user can print mails.
* Mailplus Auto Config Enabled - Boolean. If True, the Mail+ app configures automatically.

* Mailplus Disable Copy Paste - Boolean. If True, users cannot use copy and paste. This prevents the
user from inadvertently sending sensitive information to third party apps.

* Mailplus License Key - The Mail+ license key, which is provided by iKonic Apps.
* Mailplus Passcode Allow Simple - Boolean. If True, passcode complexity can be simple.

* Mailplus Passcode Alpha Numeric Required - Boolean. If True, passcodes require alphanumeric
characters.

* Mailplus Passcode Enabled - Boolean. If True, a Mail+ app passcode is supported. This value takes
precedence over ActiveSync policies. This does not affect the device passcode.

* Mailplus Passcode Length - The minimum overall length of the passcode.
* Mailplus Passcode Require Special - The minimum count of special characters in a passcode.

* Mailplus Passcode Time Out - The idle time in seconds after which the Mail+ app will be locked or will
run in the background.

VPN On Demand

VPN on Demand (VOD) is currently supported by iOS devices running as managed clients, see

* VPN OnDemand Enabled - Boolean. If True, VPN on Demand is enabled, see
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Configuring Workspace Properties

To configure Workspace properties:

1. Click the Settings icon on top-right-corner of the page and select Workspace Properties.

FIGURE 213 Workspace Properties
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2. Click the Edit button corresponding to the field you want to edit.
3. Change the value and then click Save. For example:

FIGURE 214 Edit Property
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Enterprise Connections
The Enterprise Connections settings are described below:

* Activesync Host - Address of the Pulse Workspace that ActiveSync Proxy will forward ActiveSync
connections to. This address must be accessible to the Pulse Workspace ActiveSync Proxy.

* Activesync Provider - Pulse Connect Secure appliance to which Pulse One / Pulse Workspace will
forward the ActiveSync notifications.

* Enable Workspace Registration with SAML - Boolean. If True, enables single sign-on.

* Ldap Provider - The Pulse Connect Secure appliance that is configured for the User's group
membership, based auto-provisioning.
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SDP Provision Certificate — This property is required for SDP operation. See the Pulse Secure Software
Defined Perimeter documentation for full details of its use.

VPN provider - The Pulse Connect Secure appliance that is configured to provide VPN access, see
“Configuring Auto-Config of a VPN Provider on Mobile Devices” on page 184.

Workspaces
The Workspaces settings are described below:

180

Allow the ability to perform full device wipes? - Boolean. If True, a full device wipe can be performed
on a target device. See “Performing Workspace Actions” on page 141.

Desired accuracy for workspace location in meters — The requested accuracy for the use of device
location on iOS. The default is 100 meters for iOS devices. See “Configuring Device Location” on
page 240.

Note: This property is not used by Android devices. The location of Android devices is always the best
approximation using available network information.

Display Advanced AFW Properties - Boolean. If True, shows advanced AFW properties (App
Permissions).

Enable enrollment of managed iOS clients - Boolean. This controls how iOS mobile devices are
enrolled by Pulse Workspace:

* If True, mobile devices will be enrolled as managed clients.
* If False (default), mobile devices will be enrolled as managed workspaces.
For full details, see “Understanding Managed Devices and Managed Clients” on page 42.

Enable International App Stores - Boolean. If True, you can choose apps from international app
stores.

Enable Location Service - Boolean. If True, the device location feature is supported on all compatible
devices. See “Working with Device Location” on page 233.

Location Maps Service APl Key - Optional APl Key. Where supplied, Google Maps is used to display
device location. See “Working with Device Location” on page 233.

© 2021 Pulse Secure, LLC.



Enterprise PKI Integration

iOS Operating system has built-in MDM client, which handles the profile management and it has support for
Simple Certificate Enrollment Protocol (SCEP). The Android Operating System does not come with the SCEP
support, so SCEP functionalities are built into the Pulse Secure Android Client app.

To use SCEP with Windows server, the user needs to enable NDES service on the Windows server, and ensure
it is reachable by both Workspace server and client devices. For more details, see

The Enterprise PKI Integration settings are described below:

External PKI SCEP server CA name - (Optional) Windows NDES server typically accepts any value. If
the user has already set up the NDES server to only accept a specific value, they can specify it here.

External PKI server SCEP challenge - If Use static SCEP challenge for external PKI server is True,
specify the challenge password required by the client to enroll the certificate.

External PKI server SCEP URL - This is the NDES service address the client will send requests to. In
general, the default location is https://FQDN-CertSrv/mscep.dll.

Use external PKI server — This is the master switch of the external PKI| feature. Boolean. If False, the
system uses built-in CA no matter how other configurations were set.

Use SCEP to request certificate for Android ActiveSync from external PKI server - Boolean. If True,
a SCEP payload is delivered to all onboarded Android devices that use a policy with the Activesync
Allow Authentication via Certificate property enabled. See . The device
then automatically retrieves an ActiveSync certificate from the SCEP server.

Note: If the Use Windows CA server CAWE to request ActiveSync certificates for both Android
and iOS devices property is also True, the Use SCEP to request certificate for Android ActiveSync
from external PKI server property overrides it, and SCEP is used for Android devices.

Use SCEP to request certificate for Android VPN from external PKI server - Boolean. If True, the
VPN certificate is requested from SCEP for onboarded Android devices.

Use SCEP to request certificate for Android Wifi from external PKI server - Boolean. If True, the
WiFi certificate is requested from SCEP for onboarded Android devices.

Use SCEP to request certificate for iOS ActiveSync from external PKI server - Boolean. If True, a
SCEP payload is delivered to all onboarded iOS devices that use a policy with the Activesync Allow

Authentication via Certificate property enabled. See . The device then
automatically retrieves an ActiveSync certificate from the SCEP server.

Note: If the Use Windows CA server CAWE to request ActiveSync certificates for both Android
and iOS devices property is also True, the Use SCEP to request certificate for iOS ActiveSync from
external PKI server property overrides it, and SCEP is used for iOS devices.


http://www.pulsesecure.net
http://www.pulsesecure.net

Use SCEP to request certificate for iOS MDM from external PKI server - Boolean. If True, the iOS
MDM certificate is requested from SCEP for onboarded iOS devices. Also, the CA certificate needs to be
uploaded from the CA certificate settings page.

Note: If this value is changed, it will change how the Workspace server validates the MDM command
signatures sent by iOS devices. As a result, any enrolled devices will need to be re-enrolled to get a new
MDM certificate so that it can work again.

Use SCEP to request certificate for iOS VPN from external PKI server - Boolean. If True, the VPN
certificate is requested from SCEP for onboarded iOS devices.

Use SCEP to request certificate for iOS Wifi from external PKI server - Boolean. If True, the WiFi
certificate is requested from SCEP for onboarded iOS devices.

Use static SCEP challenge for external PKI server — Boolean. Set to True if the SCEP server is set up
to accept a static challenge, or any challenge (password disabled). If True, you must set External PKI
server SCEP challenge.

Use Windows CA server CAWE to request ActiveSync certificates for both Android and iOS
devices - Boolean. If True, the ActiveSync certificate is requested from Windows CA server CAWE for all
onboarded devices that meet the following criteria:

* This workspace property is only used on devices whose policy includes an enabled Activesync
Allow Authentication via Certificate property, see

* This workspace property is not used for Android devices when the Use SCEP to request
certificate for Android ActiveSync from external PKI server workspace property is set to
True. That is, the SCEP property is used instead.

* This workspace property is not used for iOS devices when the Use SCEP to request certificate
for iOS ActiveSync from external PKI server workspace property is set to True. That is, the
SCEP property is used instead.

Use Windows CA server CAWE to request iOS MDM certificates - Boolean. If True, the iOS MDM
certificate is requested from Windows CA server CAWE for onboarded iOS devices. Also, the CA
certificate needs to be uploaded from the CA certificate settings page.

Note: If this value is changed, it will change how the Workspace server validates the MDM command
signatures sent by iOS devices. As a result, any enrolled iOS devices will need to be re-enrolled to get a
new MDM certificate so that it can work again.

Use Windows CA server CAWE to request SDP device certificates - Boolean. If True, the SDP device
certificate is requested from Windows CA server CAWE for all onboarded devices. See the Pulse Secure
Software Defined Perimeter documentation for full details of its use.

Use Windows CA server CAWE to request VPN certificates for both Android and iOS devices -
Boolean. If True, the VPN certificate is requested from Windows CA server CAWE for all onboarded
devices.



Misc

Use Windows CA server CAWE to request WIFI certificates for both Android and iOS devices -
Boolean. If True, the WiFi certificate is requested from SCEP for all onboarded devices.

Windows CA Server certsrv URL - This is the URL of the Windows certsrv web page. The mscep_admin
page under this URL is used to fetch a new SCEP challenge. If the system uses static SCEP challenge,
this configuration is not required.

Windows CA Server certificate template name - (Optional) The Windows CA server template name.

Windows CA Server certsrv page user name - Set with a username that has access to the
mscep_admin page under the certsrv URL. If the system uses static SCEP challenge, this configuration
is not required.

Windows CA Server certsrv page user password - Set with a password that has access to the
mscep_admin page under the certsrv URL. If the system uses static SCEP challenge, this configuration
is not required.

The miscellaneous (Misc) settings are described below:

Support Email - Pulse Workspace support center's email address. This email address will be shown in
the Support information displayed on the device.

Support Phone - Pulse Workspace support center’'s phone number. This phone number will be shown
in the Support information displayed on the device.
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Configuring Auto-Config of a VPN Provider on Mobile Devices

Each VPN-enabled mobile device requires a CA certificate to perform certificate-based VPN authentication.
This certificate can be downloaded and configured manually, but Pulse Workspace supports the automatic
configuration of a VPN provider based on a policy. This enables the automatic download of the required CA
certificate to each device that uses the policy.

To do this, you must perform the following tasks:
* “Ensuring that PCS has a CA Certificate Associated With its External Port” on page 184.
* “Ensuring that PCS is Synchronized with Pulse One” on page 186.
* “Configuring a VPN Provider in the Workspace Properties” on page 187.
* “Updating and Publishing a Policy to Use a Specified VPN Provider” on page 189.

After these tasks are complete, all devices that use the policy will have a CA certificate that enables
authentication-based access to the VPN on a PCS appliance.

Ensuring that PCS has a CA Certificate Associated With its External Port

First, you must ensure that the PCS that will act as the VPN provider has a CA certificate assigned to its external
port.

To view current CA certificates:
1. Log into the PCS appliance as an administrator.
2. Select the System menu, and then select Configuration > Certificates > Device Certificates.

The PCS Device Certificates page appears. This page shows all current CA certificates on the PCS
appliance. For example:

FIGURE 215 Device Certificates

Pulse Connect Secure

SeCU re Authentication  Administrators Users  Maintenance  Wizards

Cenfiguration > Certificates > Device Certificate

Device Certificate

Licensin: g Pulse Gne Security DM Agent NCR Sensors Client Types Pulse Collaboration Virtual Desktops IKEV2 SAML
elemetr,

Advanced Client Configuration

rificates]  Trusied ClhentCAs  Trusted Server CAs Code-signing Cerfificates  Client Auth Cerlificates  Cerfificates Validity Check

Specify the Device Certificatefs). If you don't have a certificate yet, you can create a CSR and import the resulting signed cerfficate. If necessary, you can add custom Intermediate CAs

Import Certificate & Key...

10 ~ records per page Search:
Certificate issued to lssued by Valid Dates Used by
@  BE*pw Go Daddy Secure Certificate Authority - G2 Apr 30 07:21:02 2018 GMT to Apr 30 07:21:02 2019 GMT
B 109 ca-rsa Aug 24 08:27-12 2018 GMT to Aug 21 08:27:12 2028 GMT =Intemal Port
O | Blsamipws pulseqa Jan 15 05:52:05 2018 GMT to Jan 15 05:52:05 2020 GMT
«— Previous n Next —
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In this example:

The 70.96.xx.xx CA certificate has a Used by property that includes <External Port>, which indicates that
it is associated and in use on the external interface of the PCS appliance.

The other certificates have no Used by values set. These certificate are not currently assigned to any
interface on the PCS appliance.

To assign a CA certificate to the external interface of a PCS:

1.
2.

Log into the PCS appliance as an administrator.

View all current CA certificates on the appliance on the Device Certificates page (see above).
Locate the CA certificate that you want to assign to the external port of the PCS.

In the Certificate issued to column, click the hyperlink for the required CA certificate.

The Certificate Details page appears. Under Present certificate on these ports, an unassociated
certificate will look as follows:

FIGURE 216 CA Certificate Not Associated with PCS Interfaces

“ Prezent cerlificate on theze pori=

Select the internal and external virtual ports thatwill present this certificate:

Internal Virtual Ports: Selected Virtual Ports:
<Internal Port=

Remove

External Virtual Ports: Selected Virtual Ports:
<External Port>

Remove
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6.

Under External Virtual Ports, click Add to move <External Port> into Selected Virtual Ports. For
example:

FIGURE 217 CA Certificate Associated with the External Interface

Internal Virtual Ports: Selected Virtual Ports:
<Internal Port= -

Remove

- -

External Virtual Ports: Selectad Virtual Ports:
- <External Port>

Remove

- -

Click Save Changes to close and return to the Device Certificates page.

The CA certificate will show that it is Used by the <External Port>.

You must now ensure that Pulse One and the PCS are synchronized, see “Ensuring that PCS is Synchronized
with Pulse One” on page 186.

Ensuring that PCS is Synchronized with Pulse One

After you have updated a CA certificate to be associated with the external interface of a PCS appliance, you
must then ensure that the PCS configuration is synchronized with the Pulse One appliance.

1.
2.

186

Log into Pulse One as an administrator.
Click the Appliances menu, and then the Appliances tab.

In the Appliances tab, locate the PCS appliance that you want to be the VPN provider for a mobile
device.

Wait until Pulse One synchronizes with the PCS appliance.

Before synchronization occurs, the Appliance Info panel for the appliance shows the following
message:

FIGURE 218 PCS Appliance Information
£P(5.96.16.22

APPLIANCE INFO ~

N/A 2 0235
Auth Failures (24H) kbfs Throughput

Appliance nected to Pulse One. Health data is out of date.

56% ’ 0% 21%
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After the listed PCS appliance meets both of the following conditions, it is synchronized:
* APulse One Status of Connected.

* Alast Config Update that shows the elapsed time since the last update. For example, 25 mins.
If this value is shown as Unknown, the device is not yet synchronized.

For example:

FIGURE 219 Synchronized PCS on Pulse One

Secure DASHBOARD ~APPLIANCES WORKSPA

id PULSE ONE

P\ppliaﬂces APPLIANCES
Appliances O
Name Model Version Last Config U.., Pulse One Status @
PC5_96.16.201 PSA3000-Y  9.0R2-63965 Urnknown \T, ()Mot Connected
PCS_96.16.22 PSA3000-  0.0R3.1-64014 | 52min ||.Carnected
PC5_96.66.91 PSA-3000 9.0R1-106 Unknown '\Tj () Mot Connected

In this example, the PCS_96.16.22 appliance is synchronized with Pulse One.

5. (Optional) Confirm the synchronization by verifying the automatic upload of the CA certificate in the
Trusted Client CA page on a PCS appliance.

FIGURE 220 Confirm Upload of the CA Certificate

Users can be required to present valid client-side certificates to sign in{see the realm-specific Ceriificate Authentication Policy page) Specify trusted certificate authorities

Auto-import options__ Proxy Settings. Import CA Cerlificale. . M

10 ~ |records per page Search:
Trusted Client CA Trusted for client authentication? Valid dates Status checking
B ] E1508-scep Yes 2018/03/29 - 2038/03/25 Use OCSP

You must now configure the VPN Provider workspace property, see “Configuring a VPN Provider in the
Workspace Properties” on page 187.

Configuring a VPN Provider in the Workspace Properties

After Pulse One and the PCS appliance are synchronized, you can configure the PCS appliance to be a VPN
Provider.

To configure a PCS appliance as a VPN provider:
1. Log into Pulse One as an administrator.
2. (lick the Settings icon on top-right-corner of the page and select Workspace Properties.

The Workspace Properties page appears.
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3. Expand the Enterprise Connections category. For example:

FIGURE 221 Workspace Properties

Warkspace Properties

Expand All B Collapse Al

Name Value @ |

=
Es
o
"
&

d
i
N

Enable Workspace Registration with SAML Mo

[y

Ldap Provider

=

| VPN Provider £

1¥] Workspaces (5]

4. Click the Edit (Z) icon for the VPN Provider entry.

The Edit Property dialog appears. For example:

FIGURE 222 Edit VPN Provider

Edit Property

Select the required PCS appliance as the VPN Provider.

Note: You cannot select a PCS appliance that is in an appliance group as the VPN provider.
In this example, the PCS_96.76.22 PCS appliance is selected.

Click Save.

Note: If you selected a PCS appliance running a version that is earlier than v9.0R3, the selection is
accepted, but you must reboot the selected appliance to complete the configuration.

The Workspace Properties page updates. For example:

FIGURE 223 Updated Workspace Properties

VPN Provider PCS_96.16.22

=

After the VPN workspace property is set, you can update any policy that requires the use of the selected VPN
provider, see “Updating and Publishing a Policy to Use a Specified VPN Provider” on page 189.

188
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Updating and Publishing a Policy to Use a Specified VPN Provider

After the workspace properties are set, you can update the VPN policy properties on any policy that requires
them. You can then publish the policy to all devices.

To update the VPN policy properties for a policy:
1. Log into Pulse One as an administrator.
2. Select the Workspaces menu.
3. Select the Policies tab.
4. Select the required policy.
5. (Click the Properties tab for the selected policy.
6. Expand the VPN category to view current VPN settings. For example:

FIGURE 224 VPN Policy Properties: Auto Update VPN Configuration
Workspace Policies ¥

RUGlIShET i : ed on 2010-01-15 14:18:21 +0530
ankit-test-none (published) Edic Policy T Last oo on 2015.01.15 1419:07 0530
published X
Android Apps i0SApps  Web clips aperties
published 3
Expand All B Collapse All
published : Policy Name. Platform Name Value -3
published ¢ 19 108 Restrictions (15
published ¢ 15 Device (2)
4
VRN (17 uratio
publfied g b N
Global all Enable Location Awareness No z
Gloal android On Demand VPN Timeout (minutes) 2 &
Glabal android Stealth Mode No 4
Global ios Use L3 VPN No z
ankie-test-none =l Vpn Centificate Auth No 3
. >
‘ »
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7. Next to the VPN category, click Update Auto VPN Configuration.

The Edit VPN Provider Configurations dialog appears. This indicates current settings and new
settings from the VPN provider CA certificate. For example:

FIGURE 225 Edit VPN Provider Configurations

Edit VPN Provider Configurations }

Are you sure you want 1o update the following VPN Provider properties for
the policy ankit-test-nane?

Property Name Old Value New Value

Use L3VPN No No

Vpn Certificate Auth No Yes

Vpn Connection Name  VpnPoligyProfied? 10.96.16.22 VPN Connection

Wpn Enabled No Yes

Wpn Host stgl.pwsmobilesaml.ner/anandb 10.96.16.22
\”E\)
- ,

8. Click Save to confirm the changes.
The Policies tab updates to show the new VPN values, and the policy shows as Edited. For example:

FIGURE 226 Updated VPN Policy Properties

ankit-test-nong (edite) (EED Activites

Created on 2019-01-15 14:18:21 +0530
Last modified on 2018-01-25 14:42:15 +0530

Android Apps i0S Apps Web clips Properties Group Members
Expand All Bk Collapse All
Palicy Name Platform MName Value &
H H |
Global android Stealth Mode No
Global ios Use L3 VPN No
ankit-test-none all Vpn Certificate Auth Yes
ankit-test-none all Vpn Connection Name % 10.96.16.22 VPN Connection

Global android Vpn Connection Type manual
ankit-test-none all Vpn Enabled Yes
Global all Vpn Group
ankit-test-none all Vpn Host 10.96.16.22
1 3 3

9. Click Publish.
The policy's state changes from edited to publishing and then published.
This applies the policy to all mobile devices that use the policy.

The process is now complete.

190 © 2021 Pulse Secure, LLC.



Pulse Workspace Appliance Administration Guide

Configuring ActiveSync

This section describes the following ActiveSync processes:

“Configuring Office365 as an ActiveSync Proxy” on page 191.

“Configuring a Security Appliance as an ActiveSync Proxy” on page 192

Configuring Office365 as an ActiveSync Proxy
To configure Office365 as an ActiveSync proxy:

1.

2.

Navigate to Policies.

Select the policy name for which you would like to add ActiveSync configuration.

Click Properties.

Under ActiveSync, configure the following:

ActiveSync Accept All Certificates: true
ActiveSync Domain: pulsesecure.net
ActiveSync Server: outlook.office365.com
ActiveSync Server Proxy: None

ActiveSync SSL: true

ActiveSync UserlID Field: email or username

* If ActiveSync Userid Field is set as username, in the Gmail and Google Calendar apps it
shows activesync_domain\Username.

* If ActiveSync Userid Field is set as email, in the Gmail and Google Calendar apps it
shows username@domain.com.

Note: The Divide Productivity app is no longer supported and no more available in Google Play
Store. Instead, Google's Gmail and Google Calendar apps provide universal Exchange support on
Android and enterprise-focused features like managed configurations, scheduling, rich text
formatting, and Exchange ActiveSync 16 support. For details, refer to see End of Life for the
Divide Productivity app.

For Android policies only:

Navigate to Policies > <policy_name> > Properties.

Under Space, set Android Email Auto Configuration Enabled to true.
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6.

7.

For iOS policies:

* Navigate to Policies > <policy_name> > Properties.

* Under iOS ActiveSync, set iOS ActiveSync Enabled to true.
Click Publish.

Configuring a Security Appliance as an ActiveSync Proxy

This feature enables a Pulse Connect Secure gateway to function as an ActiveSync proxy for Mobile devices
that are onboarded through Pulse Workspace Server. Pulse Connect Secure gateway will be able to filter out
and reject ActiveSync connection requests coming from unauthorized mobile devices and allow only those
devices that have been successfully provisioned on Pulse Workspace Server.

“Configuring Email Policy Attributes for ActiveSync” on page 192.
“Specifying Role-Based Options” on page 193.

“Configuring the Appliance for ActiveSync” on page 195.

Configuring Email Policy Attributes for ActiveSync

To configure policy attributes:

1.
2.

192

Navigate to Policies.
Select the policy name for which you would like to add ActiveSync configuration.
Click Properties.
Under ActiveSync, configure the following:
* ActiveSync Accept All Certificates: true
* ActiveSyncDomain: pulsesecure.net
* ActiveSync server: mail.pulsesecure.net
* ActiveSync Server Proxy: Security appliance
* ActiveSync SSL: true
* ActiveSync UserlID Field: username
For Android policies only:
* Navigate to Policies > <policy_name> > Properties.

* Under Space, set Android Email Auto Configuration Enabled to true.
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6. ForiOS policies:

* Navigate to Policies > <policy_name> > Properties.

* Under iOS ActiveSync, set iOS ActiveSync Enabled to true.
7. Click Publish.

Specifying Role-Based Options

It is recommended that admin creates a new role for Pulse Workspace onboarded devices. Assuming that
admin creates a new role with the name as “secure_email”, perform the following procedure:

1. Navigate to Users > User Roles.

2. Select the secure_email role.

3. Enable the Secure Mail check box.

4. Under Access features, click Save Changes.

FIGURE 227 Secure Email Options

Pulse Connect Secure

Secure

System  Authentication  Administrators Maintenance ~ Wizards

VLAN/Source IP (Edit)
@ Session Options  (Edit)
# Ul Options (Edit)
Pulse Secure client pynamically deliver Pulse Secure dientto Windows and MAG 05X users

¥ Acce:c:c features

Check the featuras to enable for this user role, and spacily any role-based optons. Note that features disabled hera may be grantad by other roles assigned to the user

« Web 1 Bookmarks | Options

@ Files, Windows 0 Bookmarks | Options

@ Files, UNDX/NFS 0 Bookmarks | Options
Telnet/SSH 0 Sessions | Options

@ Secure Application Manager 0 Applications | Options
Windows version Note: On Windows Mobile, Pulse Secure dientis delivered via WEAM

& Java version

Terminal Services 0 Sessions | Options
Virtual Desktops 0 Sessions
HTMLS Access 0 Sessions | Options
¢ Mesetings Options
# VPN Tunneling Options gndudes 1KEv2)
| [#]) Secure Mai I | Options

5. Navigate back to the Access features for the secure_email role and click Options.
The Secure Mail page appears.

6. Configure a Virtual Hostname which is resolvable on mobile devices.
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7. Enter the Exchange Server address.

FIGURE 228 Virtual Hostname

Pulse Connect Secure

S e C U re System Authentication Administrators Maintenance Wizards

Secure Mall

This seclion configures an Exchange Server to proxy conneclions through this device. The mobile device must be on-boarded to use the features listed here (on-boarding requires authentication and will install a mail
profile).

Virtual Hostname: | 10.209.125.160/ The ciients mail application connects to this virwal hosmame on the Pulse Connect Secure for Active Syncwafic. This hostname will be confgured via a mail profle

Exchange Server: | hitps:/110.208 69 84:443/* An application URL of the Exchange Server: protocol, hosmame and port are required (sxample hitp:fwww domain.com:8080). Server paths are not supportad

i

The configuraiion opliens below will apply only for the devices that are onboarded via Pulse Connect Secure.

InsertValue For & None Exchange Office
Sener: 2007/2010/2013 365
Usemame <USER>

Secure Mail Options
Encrypt Body The SMIME cerifcate will be used for encrypio
Encrypt Attachments

File Extensions: | -bmp;.csv; doc.doc himl: pdf._ppt._ppbe rif. §ff bet: xds: xsx Semicolon separated list of fle extensions to ency pt

Allow Outbound E-mail Attachments

NOTE: Thiz Is a “preview featurs”. Thiz featurs currently entitlez you to test and manage up to 15 mallboxes on Apple I0S devices (Thiz message Iz not applicabls for Pulze

Save Changes

8. Click Save Changes.
9. Navigate to System > Configuration > Pulse One > Command Handlers.
The Pulse One page appears.

10. Select the Pulse Workspace Handler tab.
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11. For the Device Role, select the role configured in previous step. That is, the secure_email role.

FIGURE 229 Pulse Workspace Handler

Pulse Comnect Secure

S e c U re Authentication ~ Administrators Users Maintenance ~ Wizards

Pulse One
Licensing m Security Cerificates DMI Agent NCP Sensors Client Types Pulse Collaboraton Virtual Deskiops IKEv2
SAML Mabile VPN Tunnging Telemetry Advanced Client Configuration
——

¥ Active Syne Handler Configuration

|DE?ViCEHO|S' secure_emal v =|:

 Group Lookup Handler Configuration

Select Authentication Servers to uze for group lookup

Available Auth Servers: Selected Auth Servers:
(none) (none)

12. Click Save Changes.

Configuring the Appliance for ActiveSync
To configure the PCS appliance for ActiveSync:

1. Click the Settings icon on top-right-corner of the page and select Workspace Properties.

FIGURE 230 Workspace Properties

LN

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
ADMIN

PULSE ONE

SETTINGS

rkspace Properties
Expand All B Collapse All
Name { Value e

-l Enterprise Connectiens ()

Activesync Host

Activesync Provider SA-50

Enable Workspace Registration with SAML Yes

Ldap Provider stgl

NN “ [

VPN Provider SA-125

2. The Activesync Provider field must be set to the Connect Secure device. This requires ActiveSync
configuration in the Pulse Connect Secure server, and for the details refer to the section “ActiveSync
Configuration” in the Pulse Workspace Configuration Guide.

3. Click the Edit (‘Z) icon.

The Edit Property dialog appears.

© 2021 Pulse Secure, LLC. 195



Pulse Workspace Appliance Administration Guide

4. Modify the ActiveSync property of the policy. For example:

FIGURE 231 ActiveSync property

Edit Property

Activesync Provider: SA50 "

'“\_Car' cel_/‘:' @

5. Click Save.

Configuring Certificate-Based ActiveSync

This feature enables the delivery of an ActiveSync certificate to mobile devices managed by Pulse Workspace.
The device user can then select the ActiveSync certificate on the first use of any supported server/app.

The use of certificate-based ActiveSync is currently supported by the following server:

Microsoft Exchange Server 201 3.

Note: To configure certificate authentication in Exchange Server, see https://docs.microsoft.com/en-
us/Exchange/plan-and-deploy/post-installation-tasks/configure-certificate-based-
auth?view=exchserver-2016.

Note: This configuration only supports the on-premises Exchange Server, and not the cloud-based
Office365.

The use of certificate-based ActiveSync is currently supported by the following email clients:

On Android: Gmail and Nine Work apps.

On iOS: the native iOS email app.

Currently, Pulse Workspace supports two delivery mechanisms for ActiveSync certificates:

196

Pulse Workspace pushes a SCEP Payload to the onboarded Android and iOS devices. Each device then
automatically fetches the ActiveSync certificate from the SCEP Server, see “Working with ActiveSync
Certificates via SCEP” on page 197.

Pulse Workspace fetches the ActiveSync certificate from a Windows CAWE server and pushes it to
Android and iOS onboarded device, see “Working with ActiveSync Certificates via Windows CAWE”
on page 198.

© 2021 Pulse Secure, LLC.


https://docs.microsoft.com/en-us/Exchange/plan-and-deploy/post-installation-tasks/configure-certificate-based-auth?view=exchserver-2016
https://docs.microsoft.com/en-us/Exchange/plan-and-deploy/post-installation-tasks/configure-certificate-based-auth?view=exchserver-2016
https://docs.microsoft.com/en-us/Exchange/plan-and-deploy/post-installation-tasks/configure-certificate-based-auth?view=exchserver-2016

Working with ActiveSync Certificates via SCEP

To enable the delivery of an ActiveSync certificate via SCEP:

N

10.
11.
12.

Log into Pulse One as an administrator.
Click the Settings icon on top-right-corner of the page and select Workspace Properties.
Expand the ActiveSync category.

If you want SCEP to be used to deliver an ActiveSync certificate to Android devices, set the Use SCEP to
request certificate for Android ActiveSync from external PKI server workspace property to True.

If you want SCEP to be used to deliver an ActiveSync certificate to iOS devices, set the Use SCEP to
request certificate for iOS ActiveSync from external PKI server workspace property to True.

Select the Workspaces menu.

Select the Policies tab.

Select a policy used by devices that require the delivery of an ActiveSync certificate.
Click the Properties tab for the selected policy.

Expand the Enterprise PKI Integration category.

Set the Activesync Allow Authentication via Certificate policy property to True.
Publish the policy to all devices.

Each affected device will then receive an SCEP payload, and will then automatically retrieve the
required ActiveSync certificate from the SCEP server.



On each device, when a supported app (see “Configuring Certificate-Based ActiveSync” on page 196) s first
used, the user is asked for an ActiveSync certificate instead of a username and password. The user should
select the ActiveSync certificate from the list of available certificates on the device. For example:

FIGURE 232 First Use of Gmail
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Working with ActiveSync Certificates via Windows CAWE

To enable the delivery of an ActiveSync certificate via SCEP:

1. Log into Pulse One as an administrator.

2. (lick the Settings icon on top-right-corner of the page and select Workspace Properties.

3. Expand the ActiveSync category.

4. If you want Windows CAWE to deliver an ActiveSync certificate to Android devices:

Set the Use Windows CA server CAWE to request ActiveSync certificates for both Android
and iOS devices to True.

Set the Use SCEP to request certificate for Android ActiveSync from external PKIl server
workspace property to False.

5. If you want Windows CAWE to deliver an ActiveSync certificate to iOS devices:

Set the Use Windows CA server CAWE to request ActiveSync certificates for both Android
and iOS devices to True.

Set the Use SCEP to request certificate for iOS ActiveSync from external PKI server
workspace property to False.
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6. Select the Workspaces menu.

~

Select the Policies tab.

oo

Select a policy used by devices that require the delivery of an ActiveSync certificate.

9. (lick the Properties tab for the selected policy.

10. Expand the Enterprise PKI Integration category.

11. Set the Activesync Allow Authentication via Certificate policy property to True.

12. Publish the policy to all devices.

An ActiveSync certificate will be delivered by Windows CAWE to each affected device directly.

On each device, when a supported app (see “Configuring Certificate-Based ActiveSync” on page 196)is first
used, the user is asked for an ActiveSync certificate instead of a username and password. The user should
select the ActiveSync certificate from the list of available certificates on the device. For example:

FIGURE 233 First Use of Gmail
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Configuring Jail Break Compliance Detection

This section describes iOS compliance and jailbreak detection in Pulse Workspace.
* "Overview of Jailbroken Devices” on page 200.
* "“Configuring Certificate-Based Authentication” on page 201.
* “Configuring User Roles” on page 203.
* “Configuring Realm and Role Mapping Rules” on page 204.
* "“Configuring the Sign-In Policy” on page 207.

* “Configuring the Compliance Property” on page 208.

Overview of Jailbroken Devices

Jailbreaking is a process that allows Apple iPhone, iPad and iPod Touch users to gain root access to the iOS
operating system, and therefore bypass usage and access limitations imposed by Apple.

With a jailbroken device, an iOS user can install applications that are not available through the Apple App
Store.

Jailbroken devices possess a greater risk of running malicious applications.
Support for jailbroken devices in Pulse Workspace addresses the following questions:
* How can an enterprise track network access by non-company-issued (BYOD) devices?

* (Can an enterprise implement a policy that will restrict the mobile devices that access the network and
protected resources, in the same way that SSL VPN solutions restrict user access?

Pulse Workspace addresses these issues with the Workspace data records, which can be used in the access
management framework to enforce security policies.

After the device has been registered with the Workspace, the Pulse Secure client checks for the compliance of
the device. If it identifies the device as non-compliant, it updates the status in the Workspace server. Based on
the policy defined on the Jail Break Detection compliance property, it takes the action and report the status
of the device as non-compliant. When the Jailbroken device attempts to connect the VPN, the PCS gateway
checks for certain device attributes before allowing the access to the network.

PCS makes the Compliance status API calls to the Pulse Workspace server to make sure that the device meets
the compliance requirements established by the Workspace. If the device is not compliant with the MDM, PCS
restricts the VPN access to the device.

Note: Jailbreaking is one or many compliance considerations evaluated by Pulse Workspace, see “Compliance”
on page 176.

Note: This works only for certificate-based authentication on Pulse Connect Secure v8.2R3 or later.
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Configuring Certificate-Based Authentication
This section describes the process of configuring the MDM server and certificate server.

* “Configuring the MDM Authentication Server” on page 201.
* "“Configuring the Certificate Server” on page 202.

Configuring the MDM Authentication Server

The MDM authentication server configuration is used by the system to communicate with the MDM. In the
device access management framework, the MDM server is used as the device authorization server.

To configure the authentication server:
1. Select Authentication > Auth. Servers to navigate to the Authentication Servers page.
2. Under New, select MDM Server and click New Server.
The New MDM Server page appears.

FIGURE 234 Configure MDM Server

: S e C U re System ¥ A Administrators Users Maintenance  Wizards

“Hame:  abied o referen ce this serve

Type: @ Pulse Workspace
Air Watch

Mobile Iron

Pulse Connect Secure Is already registered with Pulze One. Click here to see the detalls.

Save Changes

3. Enter a Name for the MDM server.
4. Click Pulse Workspace.

5. Click Save Changes.
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Configuring the Certificate Server

The certificate server configuration enables device users to authenticate using the certificate pushed to the
device by the MDM. The certificates are used for user authentication, and the users do not have to enter user

credentials.
To configure the certificate server:
1. Select Authentication > Auth. Servers to navigate to the Authentication Servers page.
2. Under New, select Certificate Server and click New Server.
The New Certificate Server page appears.

FIGURE 235 Configure Certificate Server

Pulze Connect Secure

€ Secure System Authenticatic Administrators Users Maintenance Wizards

“Hame:

User Name Template | -<certDN CN=

Enable User Record Synchronization

Logical Auth Server Name:|

T indicat

quired fidld

3. Enter a certificate authentication Name.

4. C(lick Save Changes.
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Configuring User Roles

User roles are classifiers for network access control policies. You create a set of roles to use in your
classification scheme whether, for example:

* The device status is MDM enrollment complete or incomplete.
* The device status is MDM-policy compliant or non-compliant.
* The device is employee owned or company owned.
* The device platform is iOS, Android, or neither.
To configure user roles:
1. Select Users > User Roles to navigate to the User Roles page.

2. (Click New Role to display the New Role page.

FIGURE 236 New Role
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3. Provide Name, Description (optional), Options, and Access Features.
4. C(lick Save Changes.

Note: You can also use system-created user roles.
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Configuring Realm and Role Mapping Rules

The user realm configuration associates the authentication server data and MDM server data with user roles.
To configure the realm and role mapping rules:

1. Select Users > User Realms to navigate to the User Authentication Realms page.

2. Click New Realm to display the New Authentication Realm page.

FIGURE 237 Configure Realm and Role Mapping Rules

Pulse Connect Secure

\ System  Authentication Administrators Ise Maintenance  Wizards

* Mame: | MDM
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Device Attributes: MDM_Server B Specity e sane e for CANAnE SuEOriATon
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D Enable additional suthentication server

¥ Dynamic podicy evaluation

D Enable dynamic policy =valestion

3. Provide the following properties for the new authentication realm:
* Name, and an optional Description.
* For Authentication, select Certificate Auth.

* For Device Attributes, select MDM Server.
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4. C(lick Save Changes.
The Role Mapping page appears.

FIGURE 238 Create New Rule
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5. Select the Role Mapping tab and click New Rule.
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The Role Mapping Rule page appears.

FIGURE 239 Role Mapping Rule
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6. For the Rule based on drop-down list, select Device attribute.

7. Click Update.

8. Provide a Name for the role.

9. Set the isCompliant attribute to /s, and provide a value of 0 or 7 depending on the requirement.
10. Assign the required roles using Add and Remove.

11. Click Save Changes.
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Configuring the Sign-In Policy

A sign-in policy associates devices with a realm.
To configure a sign-in policy:
1. Select Authentication > Signing In > Sign-In Policies to navigate to the Sign-In Policies page.

FIGURE 240 Sign-In Policies
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2. Click New URL..
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The New Sign-In Policy page appears.

FIGURE 241 New Sign-In Policy
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3. Specify a Sign-in URL, and (optionally) a Description.
4. In Authentication Realms, use Add and Remove to populate the Selected realms list.

5. Click Save Changes.

Configuring the Compliance Property
To configure compliance property on Pulse Workspace:

1. Add a new user workspace.

2. Add a policy and a tag to the newly created user workspace.
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3. Configure the Jail Break Detection iOS policy property.

FIGURE 242 Jail Break Detection Policy Property

Edit Property

Jail Break Detection:

Restrict VPN
Wipe

4. Select compliance based on your requirement - Allow, Restrict VPN, or Wipe.
5. Configure the VPN profile for the policy. For example: https://<ipaddress>/certificate.

6. Provision the iOS device that is jail broken, and ensure that the VPN profile get pushed. The action
selected in the jail break iOS policy property is performed.
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Configuring Enterprise WiFi
Enterprise IT administrators can create and manage WiFi profiles, which allows users with Android and iOS
devices to connect to corporate networks.

For a list of Enterprise WiFi protocols that are supported, see the WiFi parameter table in Configuring Pulse
Workspace Policy Properties.

The WiFi configuration includes:
* "“Configuring Enterprise WiFi on Pulse Policy Secure” on page 210.

* "“Configuring Enterprise WiFi Policy Properties” on page 214.

Configuring Enterprise WiFi on Pulse Policy Secure

Note: Before configuring WiFi protocol support in Pulse Policy Secure, ensure that router used is with WLC
capabilities.

To configure WiFi protocol support in Pulse Policy Secure:
1. Log in to the Pulse Policy Secure server.

2. Select Authentication > Auth. Servers.

FIGURE 243 Authentication Servers

Pulse Policy Secure
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3. Create a new authentication server.
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4. (Optional) Click the Certificate Authentication hyperlink if your preferred protocol type is EAP-TLS.

FIGURE 244 Certificate Authentication Server
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5. (Optional) Click the System Local hyperlink if your preferred protocol type is EAP-TTLS / EAP-PEAP.

FIGURE 245 System Local Settings
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6. Create a new user.

FIGURE 246 Create User
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7. Select Authentication > Signing In > Authentication Protocol Sets.
8. Select the protocols to enable on PPS.

FIGURE 247 Authentication Protocol Sets
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9. Configure the RADIUS Client for authentication.
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10. Go to Endpoint Policy > Network Access - Location Group.

11. Click New Location Group and provide the location group Name, Sign In Policy and MAC
Authentication Realm details.

FIGURE 248 New Location Group

Pulse Policy Secure
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12. Go to Endpoint Policy > Network Access > RADIUS Client.
13. Click New RADIUS Client and fill in the RADIUS client properties.

FIGURE 249 New RADIUS Client
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© 2021 Pulse Secure, LLC. 213



Pulse Workspace Appliance Administration Guide

Configuring Enterprise WiFi Policy Properties
To configure Pulse Workspace policy properties:

1. Log in to Pulse One admin console.

2. Select the Workspaces menu, and then select Policies.
3. Create a new policy.
4

Select the policy from the list. In the details pane, select the Properties tab and choose appropriate
values for the following WiFi parameters. For details about the WiFi parameters, see the table of WiFi
parameters below.

5. Enterprise Wifi Inner Authentication - Select the protocol that will be used to authenticate the
username and password (None, PAP, CHAP, MSCHAP, or MSCHAPvZ2). The None option is valid only for
Android devices.

*  Wifi Protocol - If you are using WiFi inner authentication, select WPA2-Enterprise-EAP-TTLS /
WPA2-Enterprise-EAP-PEAP protocol.

6. Save and publish the policy.
7. Connect using SSID that is mentioned in WiFi policy on the device.

Note: For Android devices, before connecting using SSID, manually set the password for using EAP-TTLS / EAP-
PEAP protocols.

WiFi Parameter Description

Enterprise Wifi Inner Authentication  Select the protocol that will be used to authenticate the username and
password (None, PAP, CHAP, MSCHAP, or MSCHAPv2). The None option is valid only
for Android devices.

Enterprise Wifi Outer Identity Specify an alternate username to be used outside the encrypted tunnel, such
as anonymous, to conceal the user’s identity in unencrypted packets.

Wifi Enabled If enabled, sets the device to automatically join the network.

Wifi Password Filled by admin / prompted during connection.

Wifi Protocol Select the type of authentication used by the network, and specify the

password or enterprise settings, as required:

*  WEP: Wired Equivalent Privacy used for a non-enterprise network. Enter
the network shared key in the displayed text box.

*  WPA2: WiFi Protected Access used for a non- enterprise network. Select
the encryption method (AES or TKIP) and enter the network shared key in
the displayed text box (applies to Windows clients only).

*  WPA2-Enterprise: WiFi Protected Access used for an enterprise network.
Select the Extensible Authentication Protocols (EAP) supported by the
network's RADIUS authentication server.

Workspace adds support for EAP-TLS, EAP-TTLS, EAP-PEAP.
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WiFi Parameter Description

Wifi SSID

Enter the password that is required to join the WiFi network if the network
password is static.

Select the Show Characters check box to disable hidden characters within the

field.

Itis displayed based on the Security Type.

Wifi Username

Enter the password that is required to join the WiFi network if the network
password is static.

Select the Show Characters check box to disable hidden characters within the

field.

Itis displayed based on the Security Type.

FIGURE 250 Defining WiFi Profiles

i0s

Configuration Fields
WIFI_ENABLED {wifi_snabled)
S5ID(wifi_ssid)
PROTOCOL{wifi_pretocol)
USERNAME(wifi_usemame)
PASSWORD(wifi_password)
OUTER IDENTITY (wifi_eap_identity)

INMER AUTHEMTICATIOM{wifi_eap_inner_authentication)
Android

Configuration Fields
WIFI_ENABLED (wifi_enabled)
SSID(wifi_ssid)
PROTOCOL{wifi_profocal)
USERNAME(wifi_usemame)
PASSWORD(wifi_password)
OUTER IDENTITY{wifi_gap_identity)

INMER AUTHENTICATIOM{wifi_sap_inner_authentication)
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Configuring VPN On Demand

VPN On Demand (VOD) enables individual apps to connect automatically to a VPN when they are launched.
* "“Configuring VPN On Demand on iOS Devices” on page 216.
* "“Configuring VPN On Demand on Android Devices” on page 227.

Note: VPN On Demand is also supported for Managed Clients, see “Configuring Managed Clients” on
page 94.

Configuring VPN On Demand on iOS Devices
This section describes the configuration and use of VPN On Demand (VOD) for iOS devices.

* "Overview: iOS VPN On Demand” on page 216.

* “Configuring the Pulse Connect Secure Server” on page 217.

* “Configuring the Pulse Workspace Per App VPN"” on page 222.

* "Registering iOS Devices and Installing Pulse Secure Client App” on page 226.
Overview: iOS VPN On Demand
The Apple VPN framework supports per-application level layer-4 tunneling.

* Traditional VPN - All network traffic - including personal emails, connections to social and gaming
networks, and personal web browsing - is through the corporate network's secure tunnel. This is
created between a user's device and the VPN server. It impacts the user by reducing the network
performance and the corporate by using corporate bandwidth that routes the employee’s personal
data.

*  Per App VPN - Apps can be configured to automatically connect to VPN when they are launched. Using
this feature, only the corporate-managed apps will transfer the data over the VPN, and the employee's
other personal data - such as personal web browsing, and connections to gaming and social networks
- will not use the VPN. Apple recommends using the configurations applied through an MDM Server.

When the Per-App VPN rule is applied to the device, VPN will be started automatically in the following
circumstances:

* When the user launches an application.

*  When the user launches the Safari browser.
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FIGURE 251 User Work Flow

Downloads Per-App VPN from PWS

9

After the device is configured and a test app is installed, the user can start the VPN as follows. Either by:
* Manually launch the Pulse Client and start the VPN, OR
* Manually launch the 3rd Party APP, which automatically starts the VPN.

The VPN Framework contacts the Pulse Client VPN Plug-in (VPNFlow API), which enables the VPN Framework to
intercept the network traffic at the application layer.

Configuring the Pulse Connect Secure Server
This section provides step by step instructions to configure Pulse Connect Secure.

Note: It is assumed that the administrator has a basic understanding of the Pulse Workspace and PCS VPN
solution. For additional details, please refer to the Pulse Connect Secure documentation.

To configure Pulse Connect Secure:
1. Login to PCS Admin Console as an admin user.

FIGURE 252 PCS Admin Console

Authentication  Administrators

tals) has expired or dus to expire. Planse dick hers for details

and allow wank tphers to be negotiated.
TLS renegatiation.

Timehame: | 1 hour 1= Refrashi| 80 secon ds (1 . Select list of graphs - Charts Per flom 3 = Save Changes

I Detail
Appliance Details B.2R1 (build
4175)

0%

Disk Utilization

1 7 of 1000

Uptime Icenses used

81 days, 2 hours,
10 minutes, 31 seconds

Last Config Update Critical Events
Men Jun 20 18:28:23 2016

Timestamp Message
System Date & Tima £d/t

2016-08-20

02125123 PM There are no critical messages to display
Logging Disk: o8 Eull

Max Licensed Users: 1000

Signed-In Users: 17

................................................
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2. Navigate to Authentication > Auth. Servers > <auth_server> > Settings, and create a certificate
authorization configuration.

FIGURE 253 Create Certificate Authorization Configuration

Pulse Connect Secure

Secure System Administraters  Users  Maimtenance  Wizards 1

Enable User Recard Synchronization

Logieal Auth Sarvar Hama:

® indicates required fiald

3. Navigate to the Roles page, create a new role, and under Access Features, enable WSAM.

FIGURE 254 Create New Role

Pulse Connect Secure

< Secure Systen  Authentication  Administrators Maintenance  Wizards v

¥ U1 Optians

Puls® Secur clhant Dynamicey ek sr Poise Secusy chast s Windows and MAT 05X s

| Secure Mail Sotion

Enterprise Onboarding Options (VEN, Wifi and Cartficate Prafiles)

* indicates requires fald
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4. Navigate to the SAM applications page, and create a WSAM supported application and a WSAM-
enabled server with Allow all settings.

FIGURE 255 WSAM Supported Application and Servers

Pulse Connect Secure

Maintenance  Wizards iv

For client applications not listed sbove. specfy what servers (IF any) should be allomed, These servers will be accessible to any dient application.

5. Navigate to Users > Resource Policies > SAM > Access control, create a SAM ACL with an Allow All
option, and assign it to required Roles.

FIGURE 256 Assign SAM Access Control

Pulse Connect Secure

Secure System  Authentication  Administrators sers  Maintenance  Wizards v

e Policies » Secure Application Manager Policies

Show policies that apply to: Al roles .'I

= = ooe o
10 - records per page Search:

2 ] Policies Action Resources Applies to role

1. ¥ Autopolicy for wsam (Detaiis) it Certfole
maha

Keyboard shortcuts:
Use "<” and ">" keys to mave selected items up and down (remember to dick Save Changes after rearranging the list). Use Ctrl+Plus and Ctri+Minus to expand and collapse all itemns,
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6. Navigate to Users > User Realms, create a new Realm and assign it with one of the supported
Authentication Servers.

FIGURE 257 Create Realm

Pulse Connecl Secure

Secure System  Authentication  Administrators ser Maintenance  Wizards v

Realms > New Authenbication Realm

= Mame:

Description:
when editing, start on the Role Mapping page
¥ Se
Authentication: Active Directory -]
User Directory/Attribute: Same as above |'
Accounting: None &
Device Attributes: None '|
¥ Additional Authentication Server

7. Navigate to Users > User Realms > <select user> > Role Mapping, create a Role mapping rule and
assign it to the corresponding Role.

FIGURE 258 Create Role Mapping Rule

Pulse Connect Secure

S'e C U re System  Authentication  Administrators Maintenance  Wizards iwv

Realms » Auth > Role Mapping

Specify how to assign roles to users when they sign in. Users that are not assigned a role will not be able to sign in.

(e e | oupcee J ooeee B ] sov chnges
10 = records per page Search:

=] ¥ When users meet these conditions aseign these roles Rule Name Stop

local

When more than one robe is assigned to a user:
@ Mearge settings for all assigned roles
User must sefect from among assigned roles
User must select the sets of merged roles assigned by each rule

Mote: Users that do not meet any of the abowe rules will not be able to sign inte this realm.
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8. Navigate to Authentication > Signing In > Sign In Policies, create a new Sign-In URL and assign it to
the corresponding realm.

FIGURE 259 Create New Sign-In URL

Pulse Connect Secure

SECUI’E System  / ticatic Administrators  Users  Maintenance

gring In > Sign-in Policies > New Sign-In Policy

Wizards v

User type: & Users () Administrators ¢ Meeting ) Autherization Only Access
Sign-in URL: | <hosts{<pathx
Descriphion: |
Sign-in page: Default Sign-In n.ugu_-l
Meeting URL: * fmeeting/ .|
+ Authentication realm

Specify how to select an authentication realm when signing in.
@ User types the realm

The user must type the n one of the avadabile suthentcation realms.

User picks from a list of authentication realms

The user must choase ane of the following

selected authentication realms when they sign in, If only one realm i1s selected, it is automatically used (the sign-in page will not dsplay the hst). To create or manage realms, see
Ay Uper Authentication page or the Ad ator Aut

page-

#vailable realms: Selected realms:
—

For more details about PCS configuration, refer to PCS Administration Guide.
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Configuring the Pulse Workspace Per App VPN
This section describes the configuration of Per App VPN:

* “Adding an iOS MDM Certificate” on page 222.

* “Downloading a VPN Certificate” on page 225.

Adding an iOS MDM Certificate
An Apple MDM push certificate allows your Workspace management console to push policies, updates and

actions to your managed iOS devices.
1. Click the settings icon on top-right-corner of the page and select Apple MDM Cert.

FIGURE 260 Upload Apple MDM Certificate to Pulse One

e A

SETTINGS = ADMIN

Secure DASHBOARD ~APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

Your Workspace trial license expiresin 105days.  Enter new license key here: Pulse One Properties

Apple MDM Cert Apple DEP Apple VPP

Waorkspace Properties

Apple MDM Cert

Current Certificate Information

Subject UID=com.apple.mgmt External. 2722b334-196d-40d2-
T8cfddababeb, C=US

Issuer CN=Apple Application Integration 2 Certification Authority, OU=Apple Certification

Expires 2020-0321

Generate Apple MDM Certificate
Step 1
Download the signing request cert (CSR file).
Step 2

Upload the CSR file to Apple at hitps:/identity.apple.com/pushcert/

Step 3

Upload the certificate to Pulse One.

Choose File | No file chosen

The Apple MDM Cert management page appears.

2. Upload the MDM certificate to Pulse One.
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3. (Click the Workspaces menu and then the Policies tab.

FIGURE 261 Creating Per App VPN Policy

(o]

~

Secure DASHBOARD APPLIANCES = WORKSPACES | ANALYTICS ADMINISTRATION
PULSE ONE SETTINGS  ADMIN

Workspaces

DEVICES APP CATALOG POLICIES

Norkspace Policies O

Policles Status
Global (0) edited
@ pestanee Please select a policy or add one.

1 Cloudsecure (0) published

4. Inthe Workspace Policies section, click Add.
The Add Policy dialog appears.

FIGURE 262 Add Policy Details

Add Policy }

Palicy name*

Select the target users for this policy by choosing criteria from the options below. The list will show all users chosen using the entered criteria,

Has user tags Add or select tags

DAP zr
LDAP group Select LDAP Groups
Device Owner Made All (BYO and Corporate Owned)

User Carrier Manufacturer Maodel Current Policy
all AT&T-us Google Pixel alle

Ag Jio 4G-in motorola Moto G (35) Plus  agr

( Cancel )

5. Set a Policy name. This is a label for you to identify the policy.
6. Add tags to Has user tags.

7. Set the policies target criteria and LDAP group.

8. Click Save.

Note: The generated Host URL and Code will be used later to register your appliance.
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9. Select the Properties tab and define a VPN Profile.

FIGURE 263 Add Policy Details

& o

SETTINGS  ADMIN

Secure- DASHBOARD ~APPLIANCES = WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

WO rks paces DEVICES APP CATALOG POLICIES

Workspace Policies ¥ @

. : ) Created on 201
Policies Status Global (edited) (GEES Activities Last modified an 201
Global (0) edited Android Apps 10SApps Webclps | Properties | Group Members
i1 csqa (0) published
=) - | ) T
1 Cloudsecure (0) published H i n
R Policy Name ! Platform | Name Velue ®
41 cloudtest (0) published
tags:sachin VN (17)
Global all Enable Location Awareness No Z
Global android ©n Demand VPN Timeout (minutes) z K2
Global android Stealth Mode Mo Kz
Global ios Use L3VPN No Z
Global all Vpn Certificate Auth Yes Z
» >

10. Select the iOS Apps tab.

FIGURE 264 i0S Apps

& L
SECUFE DASHBOARD APPLIANCES = WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE SETes g
Wo rkspaces DEVICES APP CATALOG POLICIES
Workspace Policies ¥ @
Policies | status Global (edited) W=

Global (0) edited Android Apps ias = Web clips Properties Group Members
7 ankit-test-scep (0) published
tags:ankttestscep Add App
" 0] blished - H H
(“fs_?"( ! puBlEne  Title | Creator | Required Access &
" Cloudsecure (0) published
tagsicsqe
it cloudtest (0) published
tags:sachin

11. Click Add App.
The Add App from App Catalog dialog appears.
12. Select the required app and click Add.
The app is added to the list of iOS apps for the policy.
13. In the list, select the app, click its menu and select Edit app rule.

The Configure App Details dialog appears.
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14. Select the Network access as Per app VPN.

FIGURE 265 Configure App Details

Configure App Details l

Network Access can only be configured as Direct but not Per app VPN when VPN OnDemand is enabled
M Gmail - Email by Google
Description The official Gmail app brings the best of Gmail to your iPhone or iPad with real-
time notifications, multiple account support and search that works across all
your mail. -
Required v Metwork access Per app VPN N
Per app VPN
Direct
@
15. Click Save.

When a policy is created, it starts in the edited state. You can now add applications and properties to the policy
before applying the policy to your mobile devices.

After you have completed editing the policy, click Publish. You will see the policies state change to publishing
and then published. This will apply the policy to the mobile devices.

Downloading a VPN Certificate
The Workspace Management Server includes an integrated Certificate Authority (CA) and an Online Certificate
Status Protocol (OCSP) servers.

These can be used to issue certificates to Workspaces for client certificate based VPN authentication.

You can use the VPN Cert window to download your Workspace Root CA certificate. This will be used when
configuring your VPN.

To download VPN certificate:
1. Click the settings icon on top-right corner of the page.

2. Select VPN Cert.
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The VPN Cert page appears.

FIGURE 266 VPN Cert

& 9
Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE SETTINGS ~ ADMIN

Your Workspace trial license expiresin 105 days.  Enter new license key here: Pulse One Properties

VPN Cert
Workspace Properties

Current Certificate Information LDAP Groups

Subject 0=1808-scep.unitytest.com CA, CN=1808-sce

Issuer 0=1808-scep.unitytest.com CA, CN=1808-sce nterprise

Expires 2038-03-25 Usage Agreement
Download

Click the link to download the currght VPN cert

Regenerate

e

3. Inthe VPN Cert page, under Download, click VPN Certificate.
4. Download the Workspace CA cert from the Pulse One server.
5. Loginto Pulse Connect Secure, access the Certificates > Trusted Client CAs tab.

FIGURE 267 Trusted Client CA Page

Pulse Connect Secure

SeCU r e Authentication Administrators. Users Maintenance Wizards 1w

= Trusted Chent CAs

5 o Configuration
Licensing Pulse One Security DMI Agent NCP Sensors Client Types Pulse Collaboration Virtual Desktops

User Record Synchronization IKEv2 SaMmL Mobile VPN Tunneling

Users can be required to present valid client-side certificates to sign in(see the realm-specific Certificate Authentication Policy page). Specify trusted certificate authorities.

Auto-import options... Proxy Settings... Import CA Certificate...
10 = records per page Search:

B Trusted Client CA Trusted for client Vakd dates Status checking
authenbication?

Yes 2016/06/9 - 2035/06/4 Use OCSP
Yes 2015/07/9 - 2035/07/4 HNone
Yes 2016/05/12 - 2036/05/7 Use OCS#

6. Click Import CA Certificate to upload the certificate.

Registering iOS Devices and Installing Pulse Secure Client App

To register an iOS BYOD device and install the Pulse Secure Client app, perform the procedures described in
“Onboarding iOS BYOD Devices” on page 43.
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Configuring VPN On Demand on Android Devices

This section describes the configuration and use of VPN On Demand (VOD) for Android devices.

* “Overview: Android VPN On Demand” on page 227.

* “Configuring VPN On Demand on Pulse Workspace” on page 228.

* “Registering an Android Device and Installing the Pulse Secure Client App” on page 229.
Overview: Android VPN On Demand
VPN on Demand (VOD) is supported for Android mobile devices.

* Traditional VPN - After the corporate network's secure tunnel is created between a user's device and
the VPN server, it remains connected even if there is no traffic through the tunnel. It impacts the user
as it consumes more licenses since a given endpoint will always be connected. Also, there will be more
battery drain due to the unnecessary VPN connection.

* VPN On Demand - Apps can be configured to automatically connect to VPN when they are launched.
This feature is intended to be used only within the Android work profile, since it is predominantly being
used at an app level and only Pulse Workspace is aware of the apps in the work profile. Using this
feature, only the corporate managed apps will transfer the data over the VPN and the employee's other
personal data like personal web browsing, connections to gaming and social networks will not use the
VPN.

When the VPN On Demand profile is applied to the device, VPN will be started automatically in the following
two conditions:

* When user launches the application.
* When the application sends traffic in the background.

FIGURE 268 User Work Flow

Install On-Demand VPN Profile from PWS

Install Configuration and App to the Device

Launch the App

In VPN On Demand, a blocking interface is set up on the device which monitors the VPN configured apps for
the network traffic. Whenever an application whose network access type is "require VPN", tries to perform any
network activity, the blocking interface detects this. It thereafter authenticates the user, tears down the
blocking interface and establishes the VPN connection.
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Configuring VPN On Demand on Pulse Workspace

Before you proceed with the configuration, ensure Android for Work is enrolled within your EMM console. For
the enrollment details, see “Configuring Android Enterprise” on page 111.

Also ensure that the required apps are added to the App Catalog in the EMM console. For adding apps to the
EMM console, see “Adding an Android App to the App Catalog” on page 111.

This section describes the procedures involved in VPN On Demand configuration. These include:

Configuring On-Demand VPN related attributes in the policy.

Adding apps which require VPN in the policy.

To configure VPN On Demand related attributes in the policy, perform the following steps:

1.

2.

228

Log in to Pulse One admin console.
Select the Workspaces menu, and then select Policies.
Create a new policy (if required), see “Creating a Policy” on page 162.
Select the required policy.
Click the Properties tab.
Expand the VPN category and configure the following properties:
* On Demand VPN Timeout (minutes): (Optional) For example, 5.
* Stealth Mode: True.
* Vpn Certificate Auth: Yes.
* Vpn Connection Name. For example: VPN.
* Vpn Connection Type: onDemand.
* Vpn Enabled: Yes.
* Vpn Host. For example: https.//10.11.12.13/newcert.

* Vpn Verify Certificate: Yes.
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7. Click Publish.

FIGURE 269 Policy Properties
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on_demand_vpn all Vpn Certificate Auth Yes
an_demand vpn all Vpn Connection Narme VPN
ar_demand_vpn android Vpn Connection Type anBemand
or_demand_vpn sl Vpn Ensbled Yes
Global all Vipn Group
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BEE R KB &

[

2

To add the apps from App Catalog to the policy with Network Access as Require VPN and publish, see “Adding

an Android App to a Policy” on page 128.

Registering an Android Device and Installing the Pulse Secure Client App

To register an Android BYOD device and install the Pulse Secure Client app, perform the procedures described

in “Onboarding Android BYOD Devices” on page 53.
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Configuring Kerberos-Based Authentication

Kerberos-based authentication is supported on iOS devices at v7.0 or later.

Kerberos-based authentication is configured by the administrator using the Single Sign On workspace
properties for a policy, see “Single Sign On” on page 168.

To configure Kerberos-based authentication:

1.
2.

230

Log in to Pulse One admin console.

Select the Workspaces menu, and then select Policies.

Create a new policy (if required), see “Creating a Policy” on page 162.

Select the required policy.

Select the Properties tab.

Expand the Single Sign On category and configure the following properties:

Account Name - The name for the account.
Authentication Realm - The Kerberos realm name. This value is case sensitive.
Enabled - Set this to Yes to enable Kerberos authentication.

Package names allowed to use Kerberos Auth - (Optional) A list of application identifiers
that are allowed to use this login. Each line of the property represents a single app. For
example:

com.microsoft.outlook
com.google.mail.

Note: If this field not specified, all app identifiers match automatically.
Principal Name - Set this to the macro string value <USER_USERNAME>.

Note: This macro value is automatically replaced with the user's name when connecting to a
device.

URL Prefix Matches to use Kerberos Auth - A list of URLs prefixes that must be matched to
use this account for Kerberos authentication over HTTP. Each line of this property represents a
URL. For example:

http.//demo.pwskerb.examplel
http.//demo.pwskerb.example2

Note: Kerberos authentication for the user will be performed manually once, on the first match
of any of the listed URLs. For all subsequent uses of any URL, Kerberos authentication will be
performed automatically.
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7. Click Publish to push the updated policy to all affected devices.

Note: Any new iOS devices (BYOD or corporate) that use the policy will receive all settings automatically
when they are onboarded.

8. (Optional) To confirm the presence of Kerberos authentication on an individual device:

* OntheiOS device, access Settings > General > Device Management > Pulse Secure Profile >
More Details.

* Under Single Sign On Account, a Kerberos entry will be present. The name of the entry is the
Account policy property. For example:

FIGURE 270 i0S Device Management: Kerberos

il 9:41 AM —7s
£ Profile Pulse Secure Profile
MOBILE DEVICE MANAGEMEMT
@ Pulse Secure Profile

SINGLE SIGN ON ACCOUNT

@ Kerberos-550

* Tap the Kerberos entry to view its details. For example:

FIGURE 271 i0S Device Management: Kerberos Details
“anl 9:41AM —3

{ Back Single Sign-On
Principal Name
Realm

URL PREFIX MATCHES
http://win-test.pwskerb.net/ftest/

http://win-test.pwskerb.net/test2/

ELIGIBLE AFP IDS
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In this example:

* The Principal Name, which has the macro value <USER_USERNAME> in the workspace
properties for the policy, is replaced by the specific user name.

* There are two configured URL Prefix Matches.

* Thereare no configured Eligible App IDs (app identifiers). As a result, a wildcard asterisk
(*) setting ensures that all app identifiers match.

When the user accesses a matching resource for the first time using Kerberos authentication, a
Kerberos login page appears. After a valid login is used, the login page will no longer appear for
any attempts to access a matching resource.
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Working with Device Location

This section describes the device location functionality in Pulse Workspace.
* “Overview of Device Location” on page 233.
* “Creating a Google APl Key” on page 234.
* "“Configuring Device Location” on page 240.
* “Locating a Device” on page 247.
*  “Working with Lost Mode for a Device” on page 248.

Note: Device location requires iOS v10 or later, or Android 8.0 or later.

Overview of Device Location
Pulse Workspace supports the admin ability to locate a device.

Note: Device location requires iOS v10 or later, or Android 8.0 or later.

Device location can be enabled by admins and configured for use through policies applied to devices. Pulse
Workspace uses an Apple/Google push service to send a notification to the Pulse Client App which is installed
on a device. The Pulse Client then uses location services to locate the device and notify Pulse Workspace.

The most-recently retrieved device location is displayed in a map in the workspace details on the Devices tab:
* ForiOS devices, the requested accuracy of the device's location is indicated by a circle.
* For Android devices, the calculated accuracy of the device's location is indicated by a circle.

For example:

FIGURE 272 Device Location Map
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The location is updated whenever a locate request is manually issued from the Actions pull-down menu.

Note: By default, the Leaflet browser map plug-in is used. If you have a Google API key, you can optionally use
a Google Maps browser plug-in to display the map, see “Creating a Google APl Key” on page 234.

Creating a Google APl Key

Note: The activities described in this section are optional, and apply to both iOS and Android devices.
Note: Device location requires iOS v10 or later, or Android 8.0 or later.

The device location feature uses an embedded map on the Devices tab.

By default, the Leaflet map browser plug-in is used. If you have a Google API key, you can optionally use a
Google Maps browser plug-in to display the map.

Perform the following steps to create a Google API key:
* “Enabling the Maps JavaScript API” on page 234.
* “Creating a Google Cloud Project” on page 236.
* "“Generating a Google APl Key for a Project” on page 238.
Enabling the Maps JavaScript API
Before you can create a Google API key for Google Maps, you must enable the Google Maps JavaScript API.
To enable the Google Maps JavaScript API:
1. Access the Google Cloud Platform website https://cloud.google.com from your browser.
2. Register for a Google Cloud Platform account, including your billing details.
3. Access the Dashboard tab for your account. For example:

FIGURE 273 Google Cloud Platform Dashboard
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@ AppEngine >
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4. Inthe left menu, click APIs & Services and then click Dashboard.

The APIs & Services Dashboard appears. For example:

FIGURE 274 Google Cloud APIs and Services Dashboard

= Google Cloud Platform

Dashboard ENABLE APIS AND SERVICES

APIs & Services

-, )
«»  Dashboard Enabled APIs and services
Some APIs and services are enabled automatically

i Library
Activity for the last hour

o Credentials
Traffic Errors

5. Click Enable APIs and Services.

The API Library page appears. For example:

FIGURE 275 Google Cloud API Library

= Google Cloud Platform &=

& APl Library
"
Welcome to the new API Library
+
The new API Library has better documentation, more links, and a smarter search experience.
. Q, [search for APls & Services
. e
Filter by Maps VIEW ALL (17)
VISIBILITY —
& o Bl 2
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Google Google Google Google
CATEGORY Maps for your native Android app. Maps for your native i0S app. Maps for your website Make your Android app stand out
with detailed information about 100
Advertising (14) millien places
Analytics (1)
Big data (8)

6. Under Maps, click Maps JavaScript API.
The Maps JavaScript API page appears.

FIGURE 276 Google Cloud Maps JavaScript API
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7. Click Enable.
The Maps JavaScript API page updates.

FIGURE 277 Google Cloud Maps JavaScript APl Updated
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8. Return to the APIs & Services Dashboard and view the list of APIs.
The list now includes Maps JavaScript API. For example:

FIGURE 278 Google Cloud APIs and Services Dashboard Updated

2days | 4days | 7 days

API
BigQuery APl
Cloud Datastore APl

Cloud SQL

v Requests Errors Error ratic Latency, median Latency, 98%

- Disable

Disable

Disable

Geogle Cloud APls - - - _
Google Cloud Storage - - — -

Geogle Cloud Storage JSON API - - — —

Disable

Disable

Disable

I Maps JavaScript AP - - - -

Disable

e |

Service Management AP| - - — -

Disable

After you have enabled the Maps JavaScript API, you can create/select the required Google Cloud Platform

project, see “Creating a Google Cloud Project” on page 236.

Creating a Google Cloud Project

Before you can create a Google API key for the required Google Cloud Platform project, you must create and

access the required project.

To create a Google Cloud project:

1. Access the Google Cloud Platform website (https://cloud.google.com) in your browser.

2. Loginto your account.
3. Access the Dashboard tab for your account.
4. (Click the down arrow next to your current project name. For example:

FIGURE 279 Google Cloud Project Pull-Down

= Google Cloud Platform & = -~

DASHBOARD

#f Home
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The Select from dialog appears. For example:

FIGURE 280 Google Cloud Select Project

Select from - NEW PROJECT
Search projects and folders
[
RECENT ALL
Name 1]
- %] 28408
B 2] 0043502

CANCEL OPEN

5. (Optional) Click New Project, complete the New Project page for your required project and click
Create. For example:

FIGURE 281 Google Cloud New Project

= Google Cloud Platform

New Project

Project Name *
[ My Project 63367 (2] I

Project ID: optical-forest-228410. It cannot be changed later.  EDIT
QOrganization
This project will be attached to indigaroth.com

Location *
B BROWSE

Parent organization or folder

CREATE CANCEL

6. Inthe Select From dialog, select the required project and click Open.
7. The selected project appears in your Google Cloud Platform dashboard.

After you have opened the required project in your dashboard, you can generate the Google APl key for the
project, see “Generating a Google APl Key for a Project” on page 238.
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Generating a Google API Key for a Project

After you have enabled the Google Maps JavaScript APl and opened the required Google Cloud Platform
project, you can create the Google API key for the project.

To create a Google API key:
1. Access the Dashboard tab for your Google Cloud Platform account.
2. Inthe left menu, click APIs & Services and then click Credentials.
The APIs & Services Credentials page appears. For example:

FIGURE 282 Google Cloud Credentials

= Google Cloud Platform 2 MyFirst Project v

API APIs & Services Credentials

»  Dashboard Credentials ~ OAuth consent screen  Domain verification

W Library

o Credentials

APls
Credentials

In this example, there are no existing APl keys in the current project.

3. (lick the Create credentials pull-down menu and then select API Key.
The API key created dialog appears. For example:
FIGURE 283 Google Cloud API Key Created

API key created

Use this key in your application by passing it with the key=API_KEY parameter.

Restrict your key to prevent unauthorized use in preduction
CLOSE  RESTRICT KEY
4. (Optional) Record Your API key and click Close.

You can click Copy (0) to put the key into your browser clipboard for recording purposes.

5. (Optional) To restrict your APl key to prevent unauthorized use and potential quota theft, click Restrict
Key.
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The API key page appears. For example:

FIGURE 284 Google Cloud API Key

= Google Cloud Platform & & v ~

& APlkey C' REGENERATE KEY @ DELETE

This APl key can be used in this project and with any APl that supports it. To use this key in your application,
pass it with the key=API_KEY parameter

Creation date Jan 12,2019, 12:48:57 PM
Created by (you)
APl key
76vQP-1 §nCHUI CH-Gol2w [1n]
Name
APlkey 1

Key restrictions

This key is unrestricted. To prevent unauthorized use and quota theft, restrict your key. Learn more

Application restrictions: None APl restrictions: None
Application restrictions AP restrictions

Application restrictions specify which web sites, IP addresses, or apps can use this key. You can set one
restriction type per key

Application restrictions

® None
HTTP referrers (web sites)
IP addresses (web servers, cron jobs, etc.)
Android apps
i05 apps

Mote: It may take up to 5 minutes for settings to take effect

On this page, you can optionally perform any of the following:
* Specify a different Name for the API key.
*  Click Copy (D) to put the key into your browser clipboard for recording purposes.

* Limit the use of the API at the application level by selecting the Application restrictions tab
and specifying any required limitations.

* Limit the APIs that can be called using the key by selecting the API restrictions tab and
specifying any required limitations. For example, if you want the API key to only be able to access
the Map JavaScript APl and no others, you can configure this requirement here.

* C(lick Regenerate Key to replace the current key, based on current criteria.
* C(lick Delete to remove the current key and close the dialog.

* C(lick Save to save the settings and close the dialog.
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After you have created your APl key, it is listed on the Credentials page. For example:

FIGURE 285 Google Cloud Credentials New API Key

= Google Cloud Platform

APIs & Services Credentials

Dashboard Credentials ~ OAuthconsentscreen  Domain verification

Credentials Create credentials to access your enabled APls. For more information, see the authentication documentation .
APl keys

Name Creation date v Restrictions

Key

APl key 1 Jan 12,2019 Neone

AlzaSyAsSPTMahY8x6j2ycJAOARTE

x|

You can then use the API key to enable Pulse Workspace to render device locations using Google Maps, see
“Configuring Device Location” on page 240.

Configuring Device Location
Perform the following steps to configure device location:

“Configuring Workspace Properties to Enable Device Location” on page 240.

“Configuring a Policy to Support Device Location” on page 242.

“Configuring a Device After Device Location is Enabled” on page 244.

Note: Device location requires iOS v10 or later, or Android 8.0 or later.

Configuring Workspace Properties to Enable Device Location

To configure Pulse Workspace properties to support device location:

240

1.
2.

Start Pulse One.

FIGURE 286 Settings Menu

& A

ANALYTICS ADMINISTRATION

SETTINGS = ADMIN

Pulse One Properties

Warkspace Properties

3
3l users 59 Total spaces O

W HUAWEI LLD-AL10

The Workspace Properties page appears.

Unregistered

TOETTTOO
Apple

CA Certificate ding Invites
Android Enterprise

Enterprize Usage Agreement o
Licenses 5 B

WPN Cert

Unregistered

Click the Settings icon on top-right corner of the page and select Workspace Properties.

© 2021 Pulse Secure, LLC.



Pulse Workspace Appliance Administration Guide

3. Expand the Workspaces group to view the Enable Location Service and Location Maps Service API
Key properties. For example:

FIGURE 287 Workspace Properties

& o

SETTINGS

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

ADMIN

Your Workspace mial license expires in 307 days.  Enter new license key here:

Expand All [

ame alue Pe

4. Click the Edit button for the Enable Location Service property.
The Edit Property dialog appears.
FIGURE 288 Enable Location Service Workspace Property

Edit Property

(cancel) G
5. Inthe Edit Property dialog, set Enable Location Service to Yes and then click Save.

6. (Optional) If you have a Google API Key (see “Creating a Google APl Key” on page 234, click the Edit
button for the Location Maps Service API Key property.

The Edit Property dialog appears.
FIGURE 289 Location Maps Service APl Key Property

Edit Property

Location Maps Service APl Key:

\ Cancel :)

In this dialog, enter the Location Maps Service APl Key and then click Save.
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7. ForiOS device location, ensure that the Desired accuracy for workspace location in meters

workspace property is set to your required accuracy. The default is 100 meters. See
and

Note: This property is not used to locate Android devices. The location of Android devices is always the
closest location using available network information.

The configuration of workspace properties to enable device location is now complete.

Next, you must configure the policy properties and push the policy to all devices that use it, see

Configuring a Policy to Support Device Location

After you have configured workspace properties to enable device location, you can request the location of any
compatible device. The Pulse Client app on the device will prompt the user for permission to access the
Location Service. The user will have the option to allow or deny access.

The following policy properties determine whether refusing the use of this service on a device makes the
device non-compliant:

* iOS Pulse Client Denied To Use Location Service
* Android Pulse Client Denied To Use Location Service
For both of these properties, there are three supported compliance settings:

* Allow. If the user declines the location service, the device is flagged as non-compliant, but the user's
access is not restricted.

* Restrict VPN. If the user declines the location service, the device is flagged as non-compliant, but access
to the VPN from the device is restricted.

*  Wipe. If the user declines the location service, the device is flagged as non-compliant, and the
workspace will be wiped from the device.

To set the required Pulse Client Denied To Use Location Service property for a policy:
1. Select the Workspace tab.
2. Select the Policies tab.
3. Select the required policy.
4. C(lick the Properties tab for the policy.

5. Expand the Compliance collection of policies.
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6. Locate the required property. That is, either:
* iOS Pulse Client Denied To Use Location Service, or
* Android Pulse Client Denied To Use Location Service
For example:

FIGURE 290 iOS Denied To Use Location Service Property

Global (published) Lastmoied on 5016-01-10 071230 10000
Android Apps i0S Apps Web clips Properties Group Members
Palicy Name Platform Mame Value &
[ Space (10) -
[+l Android Restrictions (5)
[ Compliance (9)
Global ios i05 Pulse Client denied to use location service. Allow A
Global ies Jail Break Detaction Restrict VPN AZ
Global ios Minimum Q5 Version [E4

7. Click the Edit () icon for the required property.
8. Make the required changes and click Save.
The policy updates, and indicates that it has been edited. For example:

FIGURE 291 Updated iOS Denied To Use Location Service Property

[Global o GEED] Lascraodied on 1501 13 70004 000
Android Apps i0S Apps Web clips Properties Group Members
Policy Name Platform Name Value 2
' -

[#] Space (10}
=] Android Restrictions (5)
[=] Compliance (%)

Global ios i05 Pulse Client denied to use location service. Restrict VPN A

Global ios Jail Break Detection Restrict VPN [

Global ios Minimum OS Version 4

9. Publish the updated policy to implement it on all devices that use the policy.

The configuration of the policy is complete. The feature must then be enabled manually on each device that
uses the policy, see “Configuring a Device After Device Location is Enabled” on page 244.
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Configuring a Device After Device Location is Enabled

After you have updated a policy to support device location and published the policy to its devices, the Pulse
Secure client on each device notifies the user about the device location feature. For example:

FIGURE 292 Pulse Secure Device Location

Allow “Pulse Secure"” to
access your location?

IT Admins need your device location
for better managing your device

Only While Using the App

Always Allow

Don't Allow

The results of each choice depends on the Android/iOS Pulse Client Denied To Use Location Service policy
property, see “Configuring a Policy to Support Device Location” on page 242.

* Always Allow. The location of the device can always be retrieved from the device by Pulse Workspace.
The device is compliant for location policy.

*  Only While Using the App. The location of the device can be retrieved by Pulse Workspace while the Pulse
Secure client is running on the device.

The device is always non-compliant for location policy.
*  Don't Allow. The location of the device cannot be retrieved by Pulse Workspace.
The device is always non-compliant for location policy.

After a device user has confirmed that they allow the retrieval of their device location, Pulse Workspace can
request the device location at any time, see “Locating a Device” on page 247.
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The device location compliance status can be seen from the device:
* A compliant device (in this example, an iOS device) is shown below:

FIGURE 293 Pulse Secure Device Location Compliance

1:54 PM @ safari = 1:54 PM < % )+ W@ safari = 1:54 PM

Pulse Secure < Back Compliance < Back Compliance Details

Connection Jailbreak Location

Not Jailbroken - Compliant

Please Add a Connection Detected - Location service Always

. Allow enabled on this device.
QS Version

11:1.1 - Compliant This is IN COMPLIANCE with your

Connection organization's Security policy.

Pulse Secure Version
7.0.2.78513 - Compliant

Status
Compliant

Pulse Location Service
Enabled - Compliant

* A non-compliant device (in this example, an iOS device) is shown below:

FIGURE 294 Pulse Secure Device Location Non-Compliance

1:55 PM + [l No service & 1:55 PM % ) 4 [l No Service & 1:56 PM

Pulse Secure < Back Compliance < Back Compliance Details

Connection Jailbreak Location

Not Jailbroken - Compliant

Please Add a Connection Detected - Location service Always

. Allow not enabled on this device.
OS Version

1111 - Compliant This is NOT IN COMPLIANCE with your

Connection PV N )
organization’s Security policy.

Pulse Secure Version
7.0.2.78513 - Compliant

Status
Non-compliant

Pulse Location Service
Disabled - Non-compliant

To enable/disable the Device Location feature:
* For iOS devices, use the Location Services switch in the iOS Privacy Settings for Location Services.

* For Android devices, use the Access to my location switch in the Google > Location settings.
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FIGURE 295 iOS and Android Device Location Services Switch

i0S

No Service & 2:48 PM 7 3 ==

{ Privacy  Location Services

Location Services O

Location Services uses GPS, Bluetooth, and crowd-
sourced Wi-Fi hotspot and cell tower locations to
determine your approximate location. About Location
Services & Privacy...

Share My Location

This iPhone is being used for location sharing.

App Store
. Find iPhone
&@ Maps

Pulse Secure
System Services

A hollow arrow indicates that an item may receive
your location under certain conditions.

<4 A purple arrow indicates that an item has recently
used your location.

< Agray arrow indicates that an item has used your
location in the last 24 hours.

Android

IP=oeR 310t il 100% 50 11:38

& Location services

Access to my location
Allow selected apps to access your location Q
information. Touch to view Location Services
Terms of Service

LOCATION MODE

Use GPS, Wi-Fi and mobile networks
High accuracy

Use Wi-Fi and mobile networks
Battery saving

Use GPS only

Device only

Location for work profile

o~ @

RECENT LOCATION REQUESTS

Google

~
b Low battery use

* Google Play services
Low battery use
LOCATION SERVICES

3 Google Emergency Location Service

Once location services are enabled, you must also ensure that the location services are set to use GPS or
(optionally) GPS with mobile networks. The location of a device cannot be determined using WiFi only. The

device will be flagged as non-compliant unless GPS is enabled for device location.

Note: When Location Services is enabled, you can update the current Allow Location Access setting in the
Pulse Secure Client App Location Services settings.
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Locating a Device

After a device user has confirmed that they allow the retrieval of their device location, Pulse Workspace can
request the device location at any time.

Note: Device location requires iOS v10 or later, or Android 8.0 or later.

To retrieve a device location:

RN

Log into Pulse Workspace.

2. Select the Workspaces menu.

3. Select the Devices tab.

4. Select the required user and device.

The Workspace Details for the device appears. For example:

FIGURE 296 iOS Device Location Unknown

Venkmann Notags I
User Info HUAWEI! LLD-AL10 Apple iPhone10,1 HUAWEI LLD-AL1O ®Add Warkspace
Waorkspace is disabling lost mode Compliance  Activities  Policy History (] Edit

Workspace Details Device
D INFO <
3552f5dc-6ded-dfch-a274-16a823b27806
Current Policy LOCATION v
Next Policy

Global - 2019-01-10 07:12:28 +0000

Client Version

Created on X
2018-01-07 07:58:13 <0000 Location unknown
Last Connection
2019-01-10 03:10:28 +0000
Last Cloud Backup
2019-01-00 04:11:59 +0000
Resources
3 Applications
3 web Clips

In this example, no device location has yet been retrieved.

5. Click the Actions pull-down menu and select Update Location.
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The device location request is sent. After it is retrieved, the device location appears. For example:
FIGURE 297 iOS Device Location Retrieved

Venkmann Notags [
User Info HUAWEI! LLD-AL10 Apple iPhone10,1 HUAWEI LLD-AL10 ®Add Workspace

Waorkspace is disabling lost mode Compliance  Activities  Policy History (] Edit

Workspace Details Device

D INFO <
3552f5dc-6de0-4fch-2274-162823b27506

Current Policy LOCATION "

Next Policy , nasavanman e
Global - 2019-01-10 07:12:28 +0000 :

ohsl SR RS Map  Satellite -
Client Version :

am finance -

Created on
2019-01-07 07:58:13 +0000 / .
Last Connection Andhra Bank

= es00]
2018-01-10 03:10:28 +0000 o or

23,08"

Last Cloud Backup 4
2019-01-09 04:11:59 +0000
Resources
3 Applications 3tate Bank Of India
3 Web Clips Jper i —

R08° esF.

Google Poetree TN
g Map data ©2019 Google Termsof Use  Report = map erar

Working with Lost Mode for a Device
Note: Lost Mode is only supported on Supervised iOS devices at version 10 or later.

In the event that a mobile device is lost, you can perform the following actions to secure the device and then
assist with its recovery:

1. Enable Lost Mode for the device. This locks the device and displays a recovery message on the device.
2. Play a continuous loud tone on the lost device to assist in the search.
3. Request the geographical location of the lost device (where supported) to assist in the search.

After the owner has their device, Lost Mode can be canceled and the device can be used as usual.

To enable Lost Mode for a device:

1. Log into Pulse Workspace.

2. Select the Workspaces menu.

3. Select the Devices tab.

4. Select the required user and device.

The Workspace Details for the device appears.

248 © 2021 Pulse Secure, LLC.



Pulse Workspace Appliance Administration Guide

5. Inthe Actions pull-down menu for the device, select Lost Mode:

FIGURE 298 iOS Device Actions Lost Mode

Venkmann Notags ¥
User Info Apple iPhones 3 @Add Workspace

Workspace is installing Compliance  Activities olicy History  [2

D INFO
aBe07708-6725-4feD-b5ee-beD26355200e
Current Policy Carrier
- AirTel
Next Policy Manufacturer/Model
Global - 2019-01-10 07:12:28 +0000 Apple iPhoned,3
Client Version 05 Type/Version

ios 11.4.1

The Lost Mode dialog appears:

FIGURE 299 Lost Mode

Lost Mode

Enter Message and Phone Number where you can be reached at. It will be shown on this
iPhone.

Message S message appear on this iPhone

Phane Number

lf: Cancel \

6. Enter a Message and a Phone Number to be displayed on the lost device, and click OK.
A confirmation message appears.
7. Confirm the confirmation message.

The device enters Lost Mode.
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The lost device becomes locked, and displays the Message and Phone Number. For example:

FIGURE 300 Lost iPhone Message

Lost iPhone

Please call the number below:

+1 408 555 1234

8. (Optional) To request the location of a lost device, select the Actions pull-down menu for the device
and then select Request Lost Mode Location.

FIGURE 301 Request Lost Mode Location

Activities  Policy History  [£ Edit

Push Space
Resend Invitation
Reset Passcode

Lock Device

Disable Lost Mode

Play Lost Mode Sound

I Request Lost Mode Location I

Delete Workspace
Wipe Workspace

The Devices Location map updates when the device location is received.

9. (Optional) To play a loud continuous tone on the device to assist in its recovery, select the Actions pull-
down menu for the device and then select Play Lost Mode Sound.

10. After the owner has their device, you can cancel Lost Mode. To do this, select the Actions pull-down
menu for the device and then select Disable Lost Mode.
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Viewing Analytics

* Viewing the Login Attempts Report...............
* Viewing the Appliance Health Report .............
* Viewing the Appliance Activities Report...........

* Viewing the App Visibility Report

Viewing the Login Attempts Report

To view the Login Attempts report:
1. Select the Analytics menu.

2. Select Login Attempts.

* Viewing Log Aggregation and Analysis ............

3. From the Login Attempts drop-down, select one or more appliances for the report.

4. Select the graph type.

The report shows the login attempts, authentication mechanism and result, and device OS in the last

24 hours.

FIGURE 302 Login Attempts Report

PULSE ONE

\_(.gir | Ade_Pulse-106 x | Ade_Pulse-109 x |

Attempts

Login Attempts (last 24 hrs)

10

Secure DASHBOARD APPLIANCES WORKSPACES = ANALYTICS ADMINISTRATION

5
/_7\/\/\
od _

@ o

SETTINGS ~ ADMIN

@D

18:00 21:00 Jan 14 03:00 06:00
[T success [ Failed
Auth Result (last 24 hrs| ) H [‘\. Device OS (last 24 hrs
( ) | (= E) ( )
10 10

09:00 12:00 15:00

QD

;
Is3 2
& &

&
=

e
Compliance (last 24 hrs) 1 & S Non-Compliant Reasons (last 24 hrs|
pucetoxzire) @J[F][E)  torcomptsemors o570

Auth Mechanism (125t 24 hrs) @ E)
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5. (Optional) Choose bar chart, line graph, pie chart or table data for each graph.

6. (Optional) Click Export to download displayed information as a .csv format file.

Viewing the Appliance Health Report
To view the Appliance Health report:

1. Select the Analytics menu.
2. Select Appliance Health.
3. From the Appliance Health drop-down, select one or more appliances for the report.
The following reports for the selected appliance over the last 24 hours are displayed:
* CPU Utilization
* Memory Utilization
* Disk Utilization
* Network Throughput (kb/s)
For example:

FIGURE 303 Appliance Health Report

g -~
~
Secu re DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE SETTINGS ADMIN
Appliance Ade_Pulse-106 x | Ade_Pulse-109 x
Health
iliz (7 &) emory Utilizati D)
CPU Utilization .\3 [,/" Memary Utilization \:| |:7,‘
100% 100%
Critical Critical
80% 80%
60% 60%
40% 40%
20% o 20%
0% L 0% S-S0
Jan 14 12:00 Jan 14 12:00
Disk Utilization C] [/ Network Thraughput (kb/s) Cj |::
100% 8,400
Critical
80%
8,300
60%
8.200
40%
8,100
20%
0% £.000
Jan 14 12:00 Jan 14 12:00
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Viewing the Appliance Activities Report

To view the Appliance Activities report:

1. Select the Analytics menu.

2. Select Appliance Activities.

3. From the Appliance Activities drop-down, select the filter (Critical, Alert, Notice, and so on) for the

report.

FIGURE 304 Appliance Activities

Secure

PULSE ONE

DASHBOARD APPLIANCES

Appliance Activities

Man 1 e 13

1-13T21:07:392

1-13721:04:18Z

11-13T20:45:562

1-13T20:08:51Z

1-12721:07:182

}1-12T21:03:562

1-12T20:45:33Z2

11-12T20:08:232

}1-11T21:06:582

1-11721:03:342

11-11T20:45:00Z

M-11T20:07:552

1-10721:06:372

}-10T21:03:122

Warning
Warning

WORKSPACES = ANALYTICS ADMINISTRATION

@

SETTINGS

ADMIN

Error T
Emergency
Debug

All

O Virtual Appliance licensed with 4 CPU cores,
(J Virtual Appliance licensed with 8 CPU cores,
(J Virtual Appliance licensed with & CPU cores,
O Virtual Appliance licensed with & CPU cores,
(J Virtual Appliance licensed with 4 CPU cores,
O Virtual Appliance licensed with & CPU cores,
(J Virtual Appliance licensed with 8 CPU cores,
{J Virtual Appliance licensed with 8 CPU cores,

O Virtual Appliance licensed with 4 CPU cores,

{J Virtual Appliance licensed with 8 CPU cores,
(J Virtual Appliance licensed with & CPU cores,
O Virtual Appliance licensed with & CPU cores,
(J Virtual Appliance licensed with 4 CPU cores,

O Virtual Appliance licensed with & CPU cores,

but

but

but

but

but

but

but

but

but

but

but

but

but

but

only provisioned w

only provisioned
enly provisioned
anly provisioned
only provisioned
anly provisioned

only provisioned

only provisioned w

only provisioned
enly provisioned
anly provisioned
only provisioned

only provisianed

iith 2 CPU core(s)

with 2 CPU corels)
with 2 CPU core(s)
with 2 CPU core(s)
with 2 CPU corels)
with 2 CPU core(s)
with 2 CPU corels)

enly provisioned with 2 CPU core(s)

iith 2 CPU corels)

with 2 CPU corels)
with 2 CPU core(s)
with 2 CPU core(s)
with 2 CPU corels)

with 2 CPU corel(s)

Target
Ade_Pulse-106
Ade_Pulse-109
Pulse-PPS-1
Pulse-PPS-7
Ade_Pulse-106

Ade_Pulse-109

Ade_Pulse-106

Ade_Pulse-109

4. (Optional) Click Export to download displayed information as a .csv format file.
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Viewing the App Visibility Report
To view the App Visibility report:

1. Select the Analytics menu.
2. Select App Visibility.
3. From the App Visibility drop-down, select an app.
4. Select a time range for the report. To do this, click the calendar (&) and then either:
* Select a fixed duration for the report by selecting Last Day, Last 7 Days, or Last 30 Days. OR

* Select a range duration for the report by selecting Custom Range. Then, specify a From and To
timestamp for the report.

The following reports for the selected app and time range are displayed:

* App Usage: Number of Workspaces Used - This displays the number of devices that have the
app installed, and the number where the app is in use.

* App Usage: App Version Adoption - This displays the number of devices that have the app
installed at different version numbers.

* App Profile Behavior: Hostname Request Ratio - This displays a pie chart that shows how
the requests are divided among different hostnames.

For example:

FIGURE 305 App Visibility Report

& 0
()
Secure- DASHBOARD APPLIANCES WORKSPACES = ANALYTICS ADMINISTRATION
PULSE ONE sET_(_I_uGs »’«D.EHN
App Visibility
Select: ™\ = ) \
sleet From Jul 27, 2018 11:29:13 [Q Aug 27, 2018 11:29:13 [ -)
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H
i
 §
31
s
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Viewing Log Aggregation and Analysis
The syslog forwarded from the configured PCS/PPS appliances can be viewed in Appliance Logs. Here, users

have a consolidated view of logs generated by every PPS/PCS appliance that is configured to forward its syslogs
to the Pulse One server.

FIGURE 306 Appliance Logs

® A
Secure DASHBOARD APPLIANCES WORKSPACES | ANALYTICS ADMINISTRATION
PULSE ONE SETEs Ao
=
From Dec18,201811:48:31 || Jan 17,2019 11:48:31 & ~)
Q | search
Count -- Select Field -- ~ Group -- Select Field - v
By: By:
PrIorityéFacm[y T\me Source éUser Event ID EMessage
Major  locald  2019-01-17 10.64.2647  System ([ SYS31126  Error generating data for chart cloud_secure_device_platform
11:48:07
+0000
Major  locald  2019-01-17 10.64.26.47  System (11 5Y531126  Error generating data for chart cloud_secure_auth_result
11:48:07
+0000
Major locald 2019-01-17  10.64.2647  System (}[] 5Y531126 Error generating data for chart cloud_secure_compliance
11:48:07
+0000
Major  locald  2019-01-17 10.64.2647  System ([ SYS31126  Error generating data for chart cloud_secure_os_type
11:48:07
+0000
Major  locald  2019-01-17 10.64.26.47  System ([] 5Y531126  Error generating data for chart cloud_secure_os_version
11:48:07
+0000

The system provides a set of Default Queries below the Appliance Logs menu in the navigation panel.
Administrator can also customize the queries and save them for future use. These customized queries are
listed below Saved Queries.

The Appliance Logs page allows searching by a string token by typing in the token in the search bar or double-
clicking a string in the logs details. The view is then filtered to display all messages with the token that is being
searched for. Users can enter multiple tokens separated by space. This customized query can then be saved
using the Save Query feature.

FIGURE 307 Save Query

| Name: mySavedQuery |

To view logs from any of the system default queries, expand Default Queries and click on the query.

To view logs from the customized queries, expand Saved Queries and click on the query.
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It is also possible to filter the logs by timestamp. This can be done by choosing a From date and To date in the
date fields on the top right.

Users can also choose to filter search results by Match All (will display search results that have all tokens
searched for) or Match Any (will display search results that include any of the tokens searched for).

The number of search results to be displayed on the screen can be 50, 100, 250, 500 by making a choice on
the bottom left corner of the page. Finally, the search results can span over multiple pages and navigated
using the buttons on the bottom right corner of the page.

Note: Only the saved queries can be deleted using the Delete Query feature.
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User Administration
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Adding an Admin User

To add an admin user:

1.
2.

Select the Administration menu.

Select User Management.

A list of existing admin users is displayed.

Click Add User to add an admin user.

In the Add Admin User window, enter the user details.

Select the required Role from the drop-down list - Super Admin, Read Only Admin.
Select the Workspace check box to provide the link to user's workspace.

Select the Send Workspace welcome email check box to send an email confirmation to the user
about the creation of Workspace.

Click Create. The new user will be displayed in the User's list.

FIGURE 308 Add Admin User

Add Admin User

Username:

Rale | Super Admin v ‘
Read Only Admin
Full Name: Super Admin

Email:

Sign In Method: ~ Select One - v
Warkspace

Send Workspace welcome ema

(T
(Cancel )

Note: If Role is set to Read Only Admin, then the user will not be given the permissions to create/update/
delete functions.
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Modifying User Details

To modify an admin user's details:
1. Select the Administration menu.
2. Select User Management.
A list of existing admin users is displayed.
3. Select the user from the list.
4. C(lick Edit and make the required changes.
5. Click Update.

For example:

FIGURE 309 Edit User Details

& o

SETTINGS

Secure DASHBOARD APPLIANCES ANALYTICS = ADMINISTRATION

PULSE ONE -aD_I:uN

User Management Admin Users |CiSearch Delete User O 2TGta|Adm|r users
User Role Pulse One User-1
- super Admin Activities | [/ Edit JResetlogin  Suspend User
Pulse One Read Only Admin Username: po-userl
Full Name: Pulse One User-1
Email: pouseri@example.com
Role: Read Only Admin hd
Sign In Method: Enterprise 5SSO W
Status: Unlocked
@

Removing an Admin User

To remove an admin user:
1. Select the Administration menu.
2. Select User Management.
A list of existing admin users is displayed.
3. Select the user from the list and click Delete User.

The Remove Admin User dialog appears. By default, this dialog will enable you to remove a user from
the list of admin users.
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4. (Optional) In order to remove the user from Pulse Workspace completely, select the Remove entire
user record check box.

FIGURE 310 Remove Admin User

Remove Admin User

You are remaving user docstest as an administrator. The user will still be a
Pulse Workspace user. Check the box below to delete the entire user record
including the workspace.

Remaove entire user record

5. Click OK.

Resetting a User Password
To reset a user's password:

1. Select the user from the list and click the Reset login link in the user details panel. An email that
contains the Set new password link will be sent to your registered mail id.

2. (lick the Set new password link in the mail.

3. Inthe Pulse One page that appears, provide the new password and confirm the new password. The
new password will be saved in the database.

4. Then log in to Pulse One with the new password.

Note: The Set new password link that you received in the email has an expiration time of 1 hour.
Beyond this time, you will have to make a new request for setting new password.

FIGURE 311 Reset Login

Secure DASHBOARD APPLIANCES ANALYTICS = ADMINISTRATION
PULSE ONE

AT IR Admin Users |Gsear Add User

User i Role

Delete User {:}'

sdmin Super Admin

Pulse One Read Only Admin Username: po-userT

Full Name: Pulse One User-1
Email: pouser] @example.com
Role: Read Only Admin

Sign In Methad: Enterprise 550

Status: Unlocked
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Suspending a User

To suspend a user, select the user from the list and click Suspend User. The user will be locked and will not be
able to log into admin console. The Forgot Password option in the Login page will not send mail to reset
password.

To unlock the suspended user, select the user and click Reset Login. This will send a mail to the user with a set
new password link.

FIGURE 312 Suspend User

Secure DASHBOARD APPLIANCES ANALYTICS =ADMINISTRATION
PULSE ONE

User Management Admin Users @ Delete User O
User ; Role Pulse One User-1
sdmin Super Admin Activities [ Edit  Reset login

Pulse One Read Only Admin | Username: po-user
Full Name: Pulse One User-1
Email: pouser] @example.com
Role: Read Only Admin
Sign In Methad: Enterprise 550
Status: Unlocked
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Role Management

* Adding Admin-Defined Roles. . ... ..ottt i i i e it 261
*  Modifying Admin-Defined Roles . . ........ci ittt ittt 264
* Removing Admin-DefinedRoles. . ....... .. ..o ittt 264
* Managing Pulse One Properties .. ....couiiiiiii ittt it ittt ineeennnns 265

Adding Admin-Defined Roles

An admin-defined role can be created manually, or by duplicating an existing role.
To add a new role:
1. Select the Administration menu.
2. Select Role Management.
A list of system defined roles appears.

3. (lick Add Role to add a new admin defined role.

FIGURE 313 Add Role

@ fo'\

SeCUre® DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION

PULSE ONE
Role Management

System Defined Roles 3Roles

SETTINGS  ADMIN

Read Only Admin
Super Admin

‘Workspace User

Admin Defined Roles 1 Raoles
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The Create New Role dialog appears.

FIGURE 314 Create New Role

Create New Role

Role Name:

Role Assignment

Dashboard Mone ~

Settings Mone ~

¥ Appliances Mone ~
Appliance Same As Parent
Reboot Same As Parent

Uszers Mone ~

¥V Roles None et
Role Same As Parent
Grant Same As Parent

Workspaces MNone ~

{:.Cc-. ncel.:}

4. Enter the Role Name.

5. In the Role Assignment section, select the permissions for Dashboard, Appliances, Settings, Users, and
Roles from the drop-down list. Supported permission are:

* None - This permission will disable the assigned feature. For example, if Appliances permission
is set to None, then Appliances page will not be visible in Pulse One console for this role.

* Read Only - This permission will disable create/edit/delete options for the assigned feature.
* F£dit - This permission allows create/view/edit operations.
* Delete - This permission allows all operations.

6. Click Create.

The duplicated admin role is added to the list of admin roles.
To duplicate an existing role:
1. Select the Administration menu.
2. Select Role Management.

A list of system defined roles appears.
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3. C(Click Add Role to add a new admin defined role.

4. Click Duplicate Role to add a new admin defined role,

FIGURE 315 Duplicate a Role

o]

/A

SeCUre® DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

SETTINGS  ADMIN

Role Management @2 CEEEEE

System Defined Roles 3Roles

Read Only Admin
Super Admin

‘Workspace User

Admin Defined Roles 1 Rales

The Create New Role dialog appears. In this dialog:
* Aduplicate name is used.
* All permissions match the original admin role.

FIGURE 316 Create Duplicate Role

Create New Role
et

Role Assignment

Dashboard Edit ~
Settings Edit ~
P Appliances Edit ~
Users Edit ~
P Roles Read Only ~
Workspaces Edit ~

E:-Cence\-:]

5. Make any required changes and click Create.
The duplicated admin role is added to the list of admin roles.

FIGURE 317 Duplicated Role

Admin Defined Roles 2 Roles
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Modifying Admin-Defined Roles

You can modify only the admin defined roles.
To modify a role's permissions:
1. Select the Administration menu.
2. Select Role Management.
A list of system defined roles appears.
3. Select the role from the list.

4. In the Role Assignment panel, make the required changes and click Save.

FIGURE 318 Modify Role

@ (0\

ADMIN

Secure DASHBOARD APPLIANCES WORKSPACES ANALYTICS  ADMINISTRATION
PULSE ONE

SETTINGS

ole Management

System Defined Roles 3 Roles karthic2

Read Only Admin

Super Admin Rale Assignment

Workspace User Dashboard Edit e
Settings Edit ~

Admin Defined Roles 2 Roles P Appliances Edit h

karthic! Users Edit ~

carthic % P Roles Read Only ~
Workspaces Edit ~

Removing Admin-Defined Roles
You can remove only the admin defined roles.

To remove an admin defined role:
1. Select the Administration menu.
2. Select Role Management.
A list of system defined roles appears.

3. Select the role from the list and click Delete Role.
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4. In the Confirmation message box, click Yes to remove the selected role.

FIGURE 319 Confirm Delete Role

Confirm

£ you delete this role, users with this rale will no longer have 3 role assigned

® and they will NOT be able to login.

Are you sure you want to delete the role karthic2?

) )

Managing Pulse One Properties
To open the Pulse One Properties page:

1. Click the Settings icon on top-right-corner of the page.
2. Select Pulse One Properties.

The Pulse One Properties page appears.

FIGURE 320 Pulse One Properties

@ (0\

SETTINGS ~ ADMIN
v v

Secure- DASHBOARD APPLIANCES WORKSPACES ANALYTICS ADMINISTRATION
PULSE ONE

Pulse One Properties Pulse One Properties

LDAP Groups

Name | Value

- Enterprise Connections (3

i Enterprise
Auto Configure SAML settings Yes K
rise Usage Agreement
Create users and set roles from SAML Yes £
PN Cert
SAML Identity Provider sigl £
-1 Password (9)
Console Minimum Password Length 8 k4
Consocle Password Expiration Days 45 %

To edit a Pulse One property:
3. (Click the Edit button corresponding to the field you want to edit.
4. Change the value and then click Save.
FIGURE 321 Edit Property

Edit Property

| Create users and set roles from SAML: ® Yes No |

( cancel )
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Enterprise Connections

Auto Configure SAML Settings - Boolean. If True, Pulse One automates the SAML Metadata
configuration flow for both Appliance and Pulse One SAML settings.

Create Users and Roles from SAML - Boolean. If True, a Pulse One user is created automatically
whenever a user from a linked SAML idP (PCS) authentication server logs into Pulse One for the first
time using Enterprise SSO.

SAML Identity Provider - The Pulse Connect Secure appliance that is configured for Pulse One server
SAML auto-provisioning.

SAML Identity Provider Metadata - Required metadata for the SAML identity provider.

SAML Service Provider Metadata- Required metadata for the SAML service provider.

Password
The Password settings are described below:

Console Minimum Password Length - The minimum length of a console password.

Console Password Expiration Days - The number of days after which an Administrator must change
their console password.

Console Password Require Lowercase - Boolean. If True, the console password must contain at least
one lowercase letter.

Console Password Require Number - Boolean. If True, the console password must contain at least
one number.

Console Password Require Special - Boolean. If True, the console password must contain at least one
special character.

Console Password Require Uppercase - Boolean. If True, the console password must contain at least
one uppercase letter.

Console Password Reset Timeout Hours - The number of hours a console password reset email link
is valid.

Domain Allowed Password Attempts - The number of login attempts until a console account is
locked.

Welcome Timeout Hours -The number of hours a registration token in a welcome email is valid.
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Misc
The miscellaneous (Misc) settings are described below:

* Created On - The date on which the management console was created.
* Locale - The console language code.
* Page Footer - The footer information that will be displayed at the bottom of the admin console.

* Server Version - The current Management Server version that will be displayed at the bottom of the
admin console.

Note: You cannot edit the Created On and Server Version properties.
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Working with the MSSP Management
Console

INtrodUCHION . . .o e i e e e 269
Preparing to Provision an MSSP ManagementConsole.................. .. ... .... 269
Creating an MSSP Management Console ............. ittt enennnnennn. 270
Accessing the MSSP ManagementConsole. ........ ...ttt iiiiinnnenenn. 271
Managing Users of the MSSP ManagementConsole ............... ... ... oooa... 272
Managing Customer Domains on the MSSP Management Console................. 276
Accessinga Customer Domain . ... ..ottt ittt inieeerneeneanann 288

Introduction

Using a PSA7k Platform, you can provision a management console for Managed Security Service Provider

(MSSP) operations.

From the MSSP management console, you can create multiple customer domains on the appliance. Each
domain contains Pulse One, which can be operated by one of your customers. This enables you to operate as
an independent provider of Enterprise Mobility Management (EMM) services.

Preparing to Provision an MSSP Management Console
Before you start to create an MSSP management console, ensure that you have the following items:

Certificate - the MSSP management console requires a wildcard certificate instead of a Subject
Alternative Name (SAN) certificate.

Licenses - the following Pulse One licenses are required:

* APulse One MSSP license - This is required to enable MSSP mode and the creation of an MSSP

management console. It takes the form: P7-MSSP-XXXXXXXX-XXXXXXXX.

* Pulse Workspace MSSP licenses - (Optional) This is required to enable Workspaces on the

customer domains. It takes the form: P7-WS-MSSP-xxXXXXXXX-XXXXXXXX.

The following licenses are not supported by MSSP, and cannot be entered after MSSP mode is enabled:

* PWS licenses for regular on-premise operations.

* Log-aggregator licenses.

Standard licenses types can be added to individual customer domains in the MSSP management

console, to enable the corresponding features on that domain, see “Licensing a Customer Domain”

on page 278.
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DNS - ensure that the following additional DNS records are prepared:

* Thereis a new msspreserved’ sub-domain that must be resolved to the appliance external IP
address.

* The sub-domains for MGMT domain and customer domains should also resolve to the
appliance external IP address.

Creating an MSSP Management Console

The process of provisioning an MSSP Management Console is similar to the CLI-based process that provisions
a Pulse One appliance, see the Pulse One Appliance Getting Started Guide.

There are some key differences:

270

Licenses and certificates are different, see “Preparing to Provision an MSSP Management Console”
on page 269.

After you have installed a valid Pulse One MSSP license, you can provision an MSSP management
console from the Pulse One Appliance. This uses an MSSP-specific command:

pl mssp provision

For example:

pl mssp provision demo.customer.com --admin-username adminl23
--admin-email admin@demo.net

In this example:

* The FQDN URL (demo.customer.com) is the URL for the management console. You can choose
this URL; it does not have to start with ‘'mgmt’.

* The admin username (admin123) will be the username that is used to log into the MSSP
management console.

The command will also prompt the customer to enter the password for the admin user.

Credentials for AFW services - there will be multiple customer domains running on the appliance. Do
not manually generate separate ESA credentials for each customer domain and send them to the
customer. Instead, contact Pulse Secure about new MSA and ESA credentials. All the customer
domains will share the same ESA credentials to enroll with AFW services.

The following commands are used to configure the MSA and ESA:

pws config set msa
pws config set esa

These commands require a valid PWS license. For the first command to set MSA, a valid MSSP license
as also required.
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* The following commands are disabled in MSSP mode. Where required, equivalent functionality is
supported in the MSSP management console:

pl domain provision
pl domain group
pws email-domain

Accessing the MSSP Management Console

To access the MSSP management console:
1. Open a browser and enter the URL for the management console. For example:
demo.customer.com
The login page appears. For example:

FIGURE 322 MSSP Management Console Login

PMANAGER login

username

password

Login Forgot Password

2. Login using the administration user declared when the MSSP management console was provisioned.
For example:

admini123
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The default home page (Domains) appears:

FIGURE 323 MSSP Management Console Home Page

Pulse One  Domains Deleted Domains ~ Users

®oomains

0 Domains in .io

~

From this page, you can:

* (Optional) Create additional users to the MSSP management console, see “Managing Users of
the MSSP Management Console” on page 272.

* C(Create customer domains, see “Managing Customer Domains on the MSSP Management
Console” on page 276.

Managing Users of the MSSP Management Console
After you have logged into the MSSP management console, you can optionally perform the following tasks:

* “Adding an MSSP Management Console User” on page 272.
* “Editing an MSSP Management Console User” on page 274.

* "“Deleting an MSSP Management Console User” on page 275.

Adding an MSSP Management Console User

By adding a user to the MSSP management console, the user can log in and use the features of the console.
This user is able to access customer domains using a browser, see “Accessing a Customer Domain” on
page 288.

To add a user to the MSSP management console:

1. Loginto the MSSP management console as an administrator, see “Accessing the MSSP Management
Console” on page 271.

2. (lick the Users tab.
The Users page appears.

Note: When the MSSP management console is started for the first time, only the defined administrator
user is present.
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FIGURE 324 Users Page

Pulse One Domains Deleted Domains Users siva

ﬁ Users

1 User

x B - ©
USERNAME EMAIL LOCKED
admin No
3. Above the table of users, click Add.
FIGURE 325 Adding a User
1 User
x [ ] e [

The User dialog appears.

FIGURE 326 User Dialog

USER

USERNAME: |

EMAIL:

LOCKED:

Save Cancel

4. Enter a Username for the user.
5. Enter an Email address for the user.
6. (Optional) select the Locked check box to lock the user account.

Note: This is an unlikely action during the creation of a user. It is more likely performed when editing an
existing user, see “Editing an MSSP Management Console User” on page 274.

7. Click Save.
The new user is added to the Users page. For example:

FIGURE 327 Users Page Addition

The console sends an email to the declared Email address. This provides the user with a link to access
the console and change their password.

8. Repeat this process for each required user.
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Editing an MSSP Management Console User
You can edit an existing user, either to change their declared details, or to lock the account.

To edit an existing user:

1.

Log into the MSSP management console as an administrator, see “Accessing the MSSP Management

Console” on page 271.

* If you want to lock the user account, click Lock. This prevents the user from logging into the

Note: If you want to permanently prevent a user from accessing the console, you can delete their

2. (lick the Users tab.
The Users page appears.
3. Select the required user in the table of users, and then click Edit above the table.
FIGURE 328 Edit a User
3 Users
USERNAME EMAIL LOCKED
admin No
I Jjsmith jsmith@deme.com No
Jjvaidya jvaidya@demo.com No
The User dialog appears.
FIGURE 329 Edit User
USER
USERNAME: jsmith
EMAIL: jsmith@demo.com
LOCKED:
Cancel
4. Make the required changes.
* If you want to change the login name for the user, change the Username.
* If you want the user's email address, change the Email.
console.
account, see “Deleting an MSSP Management Console User” on page 275.
5. Click Save.

6. The table of users on the Users page updates.

274
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Deleting an MSSP Management Console User
You can permanently delete an existing user from the MSSP management console.

After you delete a user, they will no longer be able to access the console.

Note: If you want to temporarily prevent a user from accessing the console, you can edit the user to lock the
account, see “Editing an MSSP Management Console User” on page 274.

To delete a user:

1. Loginto the MSSP management console as an administrator, see “Accessing the MSSP Management
Console” on page 271.

2. Click the Users tab.
The Users page appears.
3. Select the required user in the table of users, and then click Delete above the table.

FIGURE 330 Delete User

3 Users
R ~
Search X DELETE il [Eelusi-
USERNAME EMAIL LOCKED

admin No

I jsmith jsmith@demo.com No

jvaidya jvaidya@demo.com No

A confirmation dialog appears.
4. Click OK to confirm the deletion.

The user is removed from the table of users.
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Managing Customer Domains on the MSSP Management Console

After you have created an MSSP management console and (optionally) created users, you can create individual
customer domains. You can then apply one or more licenses to each customer domain, so it can be logged
into and used as a standalone Pulse One Appliance.

This section describes the following activities:
* “Adding a Customer Domain” on page 276.
* “Licensing a Customer Domain” on page 278.
* “Adding an Email Domain to a Customer Domain” on page 283.
* “Editing a Customer Domain” on page 284.

* “Managing Customer Domains” on page 285.

Adding a Customer Domain

Each of your customers will use a single customer domain. Each domain has its Pulse One appliance, with
licenses and one or more email domains.

To add a customer domain:

1. Log into the MSSP management console as an administrator, see “Accessing the MSSP Management
Console” on page 271.

2. Click the Domains tab.
The Domains page appears.

FIGURE 331 Zero Customer Domains

Pulse One  Domains Deleted Domains ~ Users

ﬁ Domains

0 Domains in .io

Note: When the MSSP management console is started for the first time, there are no customer
domains.

3. Above the table of domains, click Add.

FIGURE 332 Add Customer Domain

0 Domains in .io

- Il
Sevh x o
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The Domain dialog appears.

FIGURE 333 New Domain Dialog

New Domain for .io

NAME: | I
n NAME "-" and "_" are treated as the same character.

ADMIN EMAIL: (login username)

ADMIN FULL NAME:

Save Cancel

4. Enter a Name for the domain. This will be used in the URL for the domain.

Note: For this property, typing either the hyphen (*-") or underscore (“_") characters will result in a
hyphen being used in the domain name. That is, both “one-two” and “one_two” will result in a domain
name of “one-two".

5. Enter an Admin Email address for the domain. This will be used as the login username for the domain.
6. Enter the administrator name under Admin Full Name. For example:

FIGURE 334 New Domain Dialog

New Domain for .io

NAME: demo K io
n NAME "-" and "_" are treated as the same character.

ADMIN EMAIL: admin@demo.com (login username)

ADMIN FULL NAME: | Admin

Save Cancel

In this example, the URL is constructed as follows:
* The customer domain Name is demo.
* The management console is consoledemo.io.
* The Admin Email is admin@demo.com.
Then the resulting login URL for the customer domain is http.//demo.consoledemo.io/admin.
7. Click Save.
The new domain is added to the Domains page.

The console sends an email to the declared Admin Email address. This provides the user with a link to
access the console and change their password.
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When this domain is accessed for the first time, a PS-ONE-TRIAL license is applied automatically. For
example:

FIGURE 335 Domains Page Addition

1 Domain in .io

Search X ADD R

p demoa EDIT || MASQUERADE || DELETE

DB NAME demo_8bc60b52
DB SERVER db.int.workspacedev...

Licenses

ASSET ID QUANTITY EXPIRATION DATE (UTC)

PS-PONE-TRIAL 25 2018-09-03 |

Email Domains

EMAIL DOMAIN CREATED ON

8. Repeat this process for each required customer domain.

After a customer domain exists, you can apply licenses, see “Licensing a Customer Domain” on page 278.

Licensing a Customer Domain

One you have created a customer domain, you can add Pulse One and Pulse Workspace licenses to it. This
enables you to configure the customer’s Pulse One appliance with trial licenses, or to enter the licenses
already purchased by the customer.

Note: These licenses are not MSSP-related licenses; MSSP licenses are only used to enable the MSSP
management console itself.

This section describes the following activities:
* “Understanding License Types for Customer Domains” on page 279.
* “Adding Customer Domain Licenses” on page 279.
* “Editing a License for a Customer Domain” on page 282.

* “Deleting a License from a Customer Domain” on page 282.
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Understanding License Types for Customer Domains

The following licenses types can be entered for individual customer domains in the MSSP management
console, to enable the corresponding features on that domain. These licenses will be applied to the Pulse One
appliance in the customer domain.

*  PS-PONE-TRIAL - The default trial license for Pulse One. This is applied automatically to a customer
domain when it is accessed for the first time.

*  PONE-BASIC - A Pulse One license to enable all out-of-the-box functionality.
*  PWS-TRIAL - A Pulse Workspace trial license.

* PWS - Astandard Pulse Workspace license. This is required to enable the Workspace menu in Pulse
One, and to enable all workspace-related functions.

Note: Where the Pulse One in an MSSP customer domain has Pulse Workspaces enabled, a single PCS
appliance or PCS cluster must be registered, see the Pulse One Admin Guide.

Adding Customer Domain Licenses
To add a license to a customer domain:

1. Loginto the MSSP management console as an administrator, see “Accessing the MSSP Management
Console” on page 271.

2. (lick the Domains tab.
The Domains page appears.

3. Select the required customer domain.
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The Domains page updates to show details of the selection, including any default trial license that are
in place. For example:

FIGURE 336 Customer Domain Trial License

1 Domain in .o

Search X

- o

DB NAME
DB SERVER

~
ADD o

EDIT MASQUERADE DELETE

demo_8bc60b52
db.int.workspacedev...

Licenses

ASSET ID QUANTITY EXPIRATION DATE (UTC)

PS-PONE-TRIAL 25 2018-09-03 |

Email Domains

EMAIL DOMAIN CREATED ON

4. Above the table of licenses, click Add.

FIGURE 337 Add Customer Domain License

Licenses

plalaig | coiT| ©

ASSET 1D QUANTITY EXPIRATION DATE (UTC)

PS-PONE-TRIAL 25

2018-09-03

The License dialog appears.

FIGURE 338 License Purchase

LICENSE PURCHASE

ASSET #: ‘

QUANTITY:

EXPIRATION DATE: mm/ddiyyyy 8

Cancel

5. Enter the required license type as the Asset #. For example: PONE-BASIC or PWS-TRIAL.

6. Enter the required Quantity of this license.
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7. Enter the required Expiration Date for this license.
For example:

FIGURE 339 Required License Details

LICENSE PURCHASE

ASSET #: PONE-BASIC
QUANTITY: 25
EXPIRATION DATE: 12/31/2019 | ]
Cancel
8. Click Save.

The license is added to the customer domain details.

FIGURE 340 License Added

1 Domain in .o
Search X L
p demo G EDIT || MASQUERADE | DELETE
DB NAME demo_8bre0bs2
DB SERVER db.intworkspacedev...
Licenses
oo [oacre [ERC
ASSET ID QUANTITY EXPIRATION DATE (UTC)
PS-PONE-TRIAL 25 2018-09-03
PONE-BASIC 25 2019-12-31 |
Email Domains
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Editing a License for a Customer Domain

To edit a license for a customer domain:

1. Select the license in the table of licenses for the customer domain.

2. Above the table, click Edit.

FIGURE 341 Edit a License

demo G EDIT MASQUERADE DELETE
DB NAME demo_gbcs0b52
DB SERVER db.int.workspacedev...
Licenses

Q

e = |

ASSETID QUANTITY EXPIRATION DATE (UTC)
PS-PONE-TRIAL 25 2018-08-03
I PONE-BASIC 25 2019-12-31 I

The License Purchase dialog appears.

3. Update the required details for the license.

4. (lick Save.

The license details are updated.

Deleting a License from a Customer Domain

To delete a license from a customer domain:
1. Select the license in the table of licenses for the customer domain.
2. Above the table, click Delete.

FIGURE 342 Delete a License

demo G EDIT | MASQUERADE | DELETE
DB NAME demo_8bc60b52
DB SERVER db.intworkspacedev...
Licenses

ADC | DELETE Jf SligiEs

ASSET ID QUANTITY EXPIRATION DATE (UTC)
| PS-PONE-TRIAL 25 2018-09-03 I
PONE-BASIC 25 2019-12-31

A confirmation dialog appears.
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3. Click OK to confirm the deletion of the license from the customer domain.

The license is removed from the table of licenses for the customer domain.

Adding an Email Domain to a Customer Domain
After you create a customer domain, you can add one or more email domains to it.

Each listed email domain permits registrations from users on that domain.
If a request for registration is received from an unlisted domain, it is prevented.
To add an email domain to a customer domain:

1. Log into the MSSP management console as an administrator, see “Accessing the MSSP Management
Console” on page 271.

2. Click the Domains tab.
The Domains page appears.
3. Select the required customer domain.
The Domains page updates to show details of the selection. For example:

FIGURE 343 Customer Domain

demo E EDIT || MASQUERADE || DELETE
DB NAME demo_8bcs0b52
DB SERVER db.intworkspacedev...
Licenses
oo [onee [N
ASSET ID QUANTITY EXPIRATION DATE (UTC)
PONE-BASIC 25 2019-12-31
Email Domains
o0 ] z
EMAIL DOMAIN CREATED ON

In this example, there is no defined email domain for the demo customer domain.
4. Above the (initially empty) table of email domains, click Add.

FIGURE 344 Add Email Domain

Email Domains

EMAIL DOMAIN CREATED ON
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The Email dialog appears.

FIGURE 345 Add Email Domain Dialog

Add Email Domain

Email Domain: ‘ |

m cancel

5. Enter the required Email Domain. For example: demodomain.net.
6. Click Save.
The email domain is added to the customer domain details.

FIGURE 346 Email Domain Added

demo G EDIT || MASQUERADE | DELETE
DB NAME demo_8bc60bS52
DB SERVER db.int.workspacedev...
Licenses
3 2
ASSET ID QUANTITY EXPIRATION DATE (UTC)
PONE-BASIC 25 2019-12-31
Email Domains
oo [ oeere Iy
EMAIL DOMAIN CREATED ON

demodomain.net 2018-07-12T05:41:52Z

Editing a Customer Domain
You can edit the name of a customer domain at any time. When you do this:

* The URL of the customer domain changes, though all configuration is retained.
* The sessions of logged in users are closed.
To edit a customer domain:

1. Log into the MSSP management console as an administrator, see “Accessing the MSSP Management
Console” on page 271.

2. Click the Domains tab.
The Domains page appears.

3. Inthe table of domains, select the required customer domain.
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4. Above the table, click Edit.

FIGURE 347 Edit a Customer Domain

demo @ eoT || |hasquersDE || DELETE

DB NAME demo_e5405039
DB SERVER db.int.workspacedev...

A customer domain dialog appears. For example:

FIGURE 348 Customer Domain

demo. .io

NAME: demo ‘

workspacedev.io
In NAME "-" and "_" are treated as the same character.

Save Cancel

5. Update the Name of the domain.

Note: For this property, typing either the hyphen (*-“) or underscore (“_") characters will result in a
hyphen being used in the domain name. That is, both “one-two” and “one_two” will result in a domain
name of “one-two”.

6. Click Save.
The Domains page updates.

If the Admin Email address has changed, the console sends an email to the Admin Email address. This
provides the user with a link to access the console and change their password.

Managing Customer Domains
This section describes the following processes:

* "“Deleting a Customer Domain” on page 285.

* "“Viewing Deleted Customer Domains” on page 286.

* "Recovering a Deleted Customer Domain” on page 287.
Deleting a Customer Domain
You can delete a customer domain at any time.

Any deleted customer domain can be viewed in the Deleted Domains tab, where it remains for a retention
period, see “Viewing Deleted Customer Domains” on page 286.

You can log into a deleted customer domain if required.
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A deleted customer domain can be recovered if required, including the configuration and data for the domain.
However, Android/iOS devices that were managed by the customer domain are not retrieved, and must be

re-registered. See “Recovering a Deleted Customer Domain” on page 287.

After the retention period, the deleted customer domain and all configuration and data is permanently deleted

automatically.

To delete a customer domain:

1. Loginto the MSSP management console as an administrator, see “Accessing the MSSP Management

Console” on page 271.
2. Click the Domains tab.

The Domains page appears.

3. Inthe table of domains, select the required customer domain.

4. Above the table, click Delete.
FIGURE 349 Delete a Customer Domain

demo @

DB NAME demo_e5405039
DB SERVER dh.int.workspacedev...

A confirmation dialog appears for the customer domain deletion.

5. (lick OK to confirm the deletion.

EDIT

MASQUERADH

DELETE

The domain is deleted from the Domains page, and moved to the Deleted Domains page, see
“Viewing Deleted Customer Domains” on page 286.

Viewing Deleted Customer Domains

All customer domains that have been deleted can be viewed in the Deleted Domains tab for a retention
period. This is two days for On-Prem appliances, and 30 for cloud appliances. During this time, the customer
domain can be recovered. However, Android/iOS devices that were managed by the original customer domain

are no longer accessible.

Note: After the retention period, the deleted domain is permanently deleted automatically, along with all

configuration and data.

To view deleted customer domains:

1. Log into the MSSP management console as an administrator, see “Accessing the MSSP Management

Console” on page 271.

2. C(Click the Deleted Domains tab.
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The Deleted Domains page appears. This includes a list of customer domains that have been deleted
during the last 30 days.

FIGURE 350 Deleted Domains

Pulse One Domains Deleted Domains Users

02 Deleted Domains

~
* [

1820-new one-two G RECOVER DOMAIN
1820-test
DB NAME one-two_1e03487e

1820-test1 DB SERVER db.int.workspacedev...
ayip-001
ayip-test
ayip-test
ayiptest
demo

demo

You can recover a listed deleted customer domain if required, see “Recovering a Deleted Customer
Domain” on page 287.

Recovering a Deleted Customer Domain

You can recover any customer domain that is listed in the Deleted Domains tab. This process retrieves the
customer domain and its configuration and data. However, Android/iOS devices that were managed by the
original customer domain are not retrieved, and must be re-registered.

Note: You cannot recover a domain if its name is in use by a current customer domain.
Note: After the retention period, the deleted domain is permanently deleted automatically.
To recover a deleted customer domain:

1. Loginto the MSSP management console as an administrator, see “Accessing the MSSP Management
Console” on page 271.

2. (Click the Deleted Domains tab.
The Deleted Domains page appears.

3. Inthe table of deleted domains, select the customer domain that you want to recover.
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4. Above the table, click Recover Domain.

FIGURE 351 Recover a Deleted Customer Domain

Pulse One Domains Deleted Domains Users

'ﬁg Deleted Domains

-
# (¥

1820-new 1820-test G RECOVER DOMAIN

1820-test

DB NAME 1820-test_480dc7ba
1820-test1 DB SERVER db.int.workspacedev...

ayip-001
ayip-test
A confirmation dialog appears for the customer domain recovery.
5. Click OK to confirm the recovery.

The domain is removed from the Deleted Domains page, and moved to the Domains page, see
“Accessing a Customer Domain” on page 288.

Accessing a Customer Domain
You can access a customer domain:

* From the management console, using a Masquerade session. To do this, select a customer domain on
the Domains page and click Masquerade. You are logged into the customer domain in a separate tab
using your current login on the management console.

* From a browser. This is how your customers will access their customer domain. To do this, enter the
URL for the customer domain in the browser’'s address bar. Log into the Pulse One appliance using
admin credentials for the customer domain.

Note: You cannot access a customer domain while it is listed on the Deleted Domains page. To access it, you
must first recover it to the Domains page.

Note: Where the Pulse One in an MSSP customer domain has Pulse Workspaces enabled, a single PCS
appliance or PCS cluster must be registered, see the Pulse One Admin Guide.

Note: The Pulse One in an MSSP customer domain cannot be used as a syslog server.

Note: The Pulse One in an MSSP customer domain does not support configuration distribution.
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