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SteelBelted Radius,Pulse Secure, the Pulse Secure logo are registered trademark of Pulse Secure,LLC.in the
United Statesand other countries. Allother trademarks, service marks, registered trademarks, or registered
service marks are the property of their respective owners. All specifications are subject to change without notice.

Pulse Secure assumes no responsibility for any inaccuracies in this document. Pulse Secure reserves the right to
change, modify, transfer, or otherwise revise this publication without notice.

Portions of this software copyright 1989, 1991, 1992 by Carnegie Mellon University Derivative Work - 1996, 1998-
2000 Copyright 1996, 1998-2000 The Regentsof the University of California All Rights Reserved Permission to use,
copy, modify and distribute this software and its documentation for any purpose and without fee is hereby
granted, provided that the above copyright notice appears in all copies and that both that copyright notice and
this permission notice appear in supporting documentation, and that the name of CMU and The Regentsof the
University of California not be used in advertising or publicity pertaining to distribution of the software without
specific written permission.

CMU AND THEREGENTS OFHEUNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES WITH RHGARDS
SOFTWARBNCLUDINGALL IMPLIEDWARRANTIE®FMERCHANTABILITXND FITNESSIN NO EVENT
SHALLCMU ORTHEREGENT®F THEUNIVERSITY OEALIFORNIABELIABLEFORANY SPECIALINDIRECTOR
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Portions of this software copyright © 2001-2002, Networks Associates Technology, Inc Allrights reserved.
Redistribution and use in source and binary forms, with or without modification, are  permitted provided that the
following conditions are met:

¥ Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

¥ Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

¥ Neither the name of the Networks Associates Technology, Inc nor the names of its contributors may
be used to endorse or promote products derived from this software without specific prior written
permission.

THISSOFTWARES PROVIDEDBY THECOPYRIGHHOLDERS ANDCONTRIBUTORS AWBSAND ANYEXPRESS
ORIMPLIEDWARRANTIESNCLUDING,BUTNOT LIMITEDTO, THEIMPLIEDWARRANTIE®F MERCHANTABILITY
AND FITNESSORA PARTICULARURPOSEAREDISCLAIMEDIN NO EVENTSHALLTHECOPYRIGHT
HOLDERSOR CONTRIBUTORSBELIABLEFORANYDIRECTINDIRECTINCIDENTALSPECIALEXEMPLARYOR
CONSEQUENTIADAMAGES(INCLUDING BUTNOT LIMITEDTO,PROCUREMENDF SUBSTITUTESOODS
ORSERVICES$;0SSOFUSE DATA,ORPROFITSOR BUSINESSNTERRUPTION)YIOWEVERCAUSEDAND ON
ANYTHEORYOF LIABILITYWHETHERN CONTRACTSTRICTIABILITY, ORORT(INCLUDINGNEGLIGENCER
OTHERWISEARISINGN ANYWAYOUT OF THEUSEOF THISSOFTWAREEVENIF ADVISEDOF THEPOSSIBILITY
OF SUCHDAMAGE.
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Portions of this software are copyright © 2001-2002, Cambridge Broadband Ltd. Allrights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

¥ Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

¥ Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

¥ Thename of Cambridge Broadband Ltd. may not be used to endorse or promote products derived
from this software without specific prior written permission.

THISSOFTWARES PROVIDEDBY THECOPYRIGHT HOLDER AGGSAND ANYEXPRES®R IMPLIEDWARRANTIES,
INCLUDING,BUTNOTLIMITEDTO, THEIMPLIEDWARRANTIE®F MERCHANTABILITXND FITNESFORA
PARTICULARURPOSEARE DISCLAIMEDN NO EVENTSHALLTHECOPYRIGHT HOLDEBELIABLEFORANY
DIRECTINDIRECTINCIDENTALSPECIALEXEMPLARYOR CONSEQUENTIADAMAGES(INCLUDING BUTNOT
LIMITEDTO,PROCUREMENDF SUBSTITUTESOODSOR SERVICES0SSOFUSE DATA,ORPROFITSOR
BUSINESSNTERRUPTION)JIOWEVERCAUSED ANDON ANYTHEORYOFLIABILITY, WHETHERI CONTRACT,
STRICTIABILITY, ORORT(INCLUDINGNEGLIGENCE OR OTHERWISE) ARISINGANY WAYOUT OF THE USE
OF THISSOFTWARBEEVENIF ADVISEDOF THEPOSSIBILITOF SUCHDAMAGE.

Portions of this software copyright © 1995-2002 Jeanloup Gailly and Mark Adler This software is provided & a s
i swithput any express or implied warranty. In no event will the authors be held liable for any damages arising
from the use of this software. Permission is granted to anyone to use this software for any purpose, including
commercial applications, and to alter it and redistribute it freely, subject to the following restrictions:

¥ Theorigin of this software must not be misrepresented; you must not claim that you wrote
the original software. If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

¥ Altered source versions must be plainly marked as such, and must not be misrepresented as being
the original software.

¥ Thisnotice may not be removed or altered from any source distribution.
HTTPClientpackage Copyright © 1996-2001 Ronald Tschalar (ronald@innovation.ch).

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General
Public License as published by the Free Software Foundation; either version 2 of the License,or (at your option)
any later version.

This library is distributed in the hope that it will be useful, but WITHOUTANYWARRANTMyithout even the
implied warranty of MERCHANTABILITSr FITNESFORA PARTICULARURPOSESeethe GNU Lesser General
Public License for more details. For a copy of the GNU Lesser General Public License, write to the Free Software
Foundation, Inc.,59 Temple Place,Suite 330, Boston, MA 02111-1307, USA.

StrutLayout JavaAWTlayout manager Copyright © 1998 Matthew Phillips (mpp@ozemail.com.au).

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Library General
Public License as published by the Free Software Foundation; either version 2 of the License,or (at your option)
any later version.
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This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the

implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Library General
Public License for more details. For a copy of the GNU Lesser General Public License, write to the Free Software
Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 021111307, USA.

aache/httpclient, that is used in SBR-E software is of license type "Apache License 2.0" and refer the following
URL for more information:
https://github.com/apache/httpcomponents -client/blob/4.5.x/LICENSE.txt

bcgit/bc-java, that is used in SBRE software is of license type "MIT" and refer the following URL for more
information:
https://github.com/bcgit/bc -java/blob/rirv60/LICENSE.html.

google/gwt, that is used in SBR-E software is of license type "Apache License 2.0" and refer the following URL for
more information:
http://www.gwtproject.org/terms.html .

gwtbootstrap3/gwtbootstrap3, that is used in SBR -E software is of license type "Apache License 2.0" and refer
the following URL for more information:

https://github.com/gwtbootstrap3/gwtbootstrap3/blob/0.9.3/LICENSE .

kohsuke/WinSW, that is used in SBRE software is of license type "MIT" and refer the following URL for more
information:

https://github.com/kohsuke/winsw/blob/winsw -v2.2.0/LICENSE.txt

laaglu/lib-gwt-file, that is used in SBRE software is of license type "GNU Lesser General Public License v3" and
refer the following URL for more information:

http://www.gnu.org/licenses/Igpl.html .
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About This Guide

The SteelBelted Radius Administration Guide/Global Enterprise Edition describes how to configure and
administer the Steel-Belted Radius software on a server running the Linux operating system, or the
Windows XP/Windows Server 2003 operating system operating system.

Before You Begin

This manual assumes that you have installed the Steel-Belted Radius software and the SBRAdministrator. For
more information, refer to the Steel-Belted Radius Installation and Upgrade Guide.

Audience

Thismanual is intended for network administrators responsible for implementing and maintaining
authentication, authorization, and accounting services for an enterprise. This manual assumes that you are
familiar with general RADIUS and networking concepts and the specific environment in which you are installing
Steel-Belted Radius.

If you use Steel-Belted Radius with third -party products such as Oracle or RSASecurlD,you should be familiar
with their installation, configuration, and use.

Wh a tim\Téis Manual

This manual contains the following chapters and appendixes:

¥ Chapter 1, JAbout SteelBelted Radiusj presents an overview of Steel-Belted Radius and describes
licensing requirements for Steel-Belted Radius.

¥ Chapter 2, RADIUSBasicsj summarizes important concepts relating to the operation of Steel-Belted
Radius.

¥ Chapter 3, Jsing SBR Administratorj describes how to use the SBR Administrator to configure Steel -
Belted Radius.

¥ Chapter 4, Jsing Web Graphic User Interface j describes how to use the WebGUI to configure Steel-
Belted Radius.

¥ Chapter 5, JAdministering RADIUS Clientsvia Legacy SBR Administratoj describes how to set up a
network access device (NAD) as a SteeBelted Radius client via SBR Administrator.

¥ Chapter 6, Administering RADIUS Clients via WebGUj,describes how to set up a network access device
(NAD) as a SteelBelted Radius client.

¥ Chapter 7, JAdministering Users via Legacy SBR Administratolj describes how to set up users in
the SteelBelted Radiusdatabase via SBR administrator.

¥ Chapter 8, JAdministering Users via WebGU} describes how to set up users in the Steel-Belted
Radius database via WebGUI.

¥ Chapter 9, JAAdministering Profiles via Legacy SBR Administratol describes how to set up user
profiles to simplify user administration via SBR administrator.

¥ Chapter 10, JAdministering Profiles via WebGUI} describes how to set up user profiles to simplify
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user Administration via WebGUI.

Chapter 11, JAdministering Proxy RADIUSvia Legacy SBR Administrato describes how to identify
proxy RADIUStargets via SBR administrator.

Chapter 12, Administering Proxy RADIUS via WebGUj describes how to identify proxy RADIUS
targets via WebGUI.

Chapter 13, JAdministering RADIUSTunnels via Legacy SBR Administrato describes how to set
up secure RADIUStunnels via SBRadministrator.

Chapter 14, Administering RADIUSTunnels via WebGUI; describes how to set up secure RADIUS
tunnels WebGUI.

Chapter 15, JAdministering Address Pools via Legacy SBR Administratog describes how to set up
IPv4and IPXaddress pools via SBR administrator.

Chapter 16, JAdministering Address Pools via WebGUIJj describes how to set up IPv4and IPX
address pools via WebGUL

Chapter 17, Betting Up Administrator Accounts via Legacy SBR Administratog describes how to
identify who can administer Steel-Belted Radius via SBR administrator.

Chapter 18, Betting Up Administrator Accounts via WebGUI;j describes how to identify who can
administer Steel-Belted Radius via WebGUI.

Chapter 19, Betting Up Filters via Legacy SBR Administratoij describes how to configure and
maintain attribute filters in Steel -Belted Radius via SBR administrator.

Chapter 20, Betting Up Filters via WebGUJ} describes how to configure and maintain attribute
filters in Steel-Belted Radius via WebGUI.

Chapter 21, Betting Up EAPAuthentication Policies via Legacy SBR Administratoi
presents an overview of Extensible Authentication Protocol (EAP) types and describes how
to configure and sequence RADIUS authentication methods via SBR administrator.

Chapter 22, Betting Up EAPAuthentication Policies via Legacy SBR Administratof,
presents an overview of Extensible Authentication Protocol (EAP) types and describes how
to configure and sequence RADIUS authentication methods via SBR administrator.

Chapter 23, onfiguring Replication via Legacy SBR Administratofj describes how to configure
and use the centralized configuration management (CCM) feature to coordinate Steel -Belted
Radius server settings in areplication environment via SBR administrator.

Chapter 24, Xonfiguring Replication via WebGUIj describes how to configure and use the
centralized configuration management (CCM) feature to coordinate Steel -Belted Radius server
settings in a replication environment via WebGUI.

Chapter 25, 3. DAP Configuration Interface j describes how to use public domain LDAP utilities to
populate a Steel-Belted Radius server database.

Chapter 26, Xonfiguring SQL Authentication,j describes how to configure authentication against
records stored in an external SQLdatabase.

XXii
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¥ Chapter 27, Xonfiguring SQL Accountingj describes how to configure Steel-Belted Radius to write
accounting information to an external SQLdatabase.

¥ Chapter 28, Xonfiguring LDAP Authentication,j describes how to configure authentication against
records stored in an external LDAPdatabase.

¥ Chapter 29, Displaying Statistics via Legacy SBR Administratoi describes how to use the
monitoring facilities in Steel-Belted Radius via SBR Administrator.

¥ Chapter 30, Displaying Statistics via WebGUIj describes how to use the monitoring facilities in
Steel-Belted Radius via WebGUI.

¥ Chapter 31, 1.0gging and Reporting via Legacy SBR Administratog describes how to use the logging
and reporting facilities in Steel-Belted Radius via SBR administrator.

¥ Chapter 32, 1.ogging and Reporting via WebGUI} describes how to use the logging and reporting
facilities in SteelBelted Radius via WebGUI.

r Appendix A,3 G| o s pravideg brigf explanations for RADIUSterminology used in this and other
SteelBelted Radiusmanuals.

¥ Appendix B,3 Wh ¢orRestart SteelBelted R a d i provides a summary of critical operational
information.

¥ AppendixC, 3 Technical Notes,j pr e-BetedRadiusto immesoperatemwithc onf i g u
equipment and facilities from other vendors.

¥ AppendixD,3 Aut henPri o& b provies ajatrix of authentication methods and their
supported authentication protocols.

¥ Appendix E 3 U mp o ant Expogting D a t descfibes how to import and export information in a
Steel-Belted Radius database to and from an XML file.

¥ Appendix F,3 St o papd Staging SteelBelted R a d i describgs how to stop and restart the Steel
Belted Radius service (Windows) or RADIUSdaemon (Linux).

¥ Appendix G,3 St o papdiStaiging Steel-Belted Radius Jetty Servef describes how to stop and
restart the SteelBelted Radius Jetty Server(Windows)or (Linux).

¥ Appendix H, JJse Custom SSL Certificate for Launching SBRE Web U} describes how use custom SSL
certificates for launching SBRE Web UL.

Typographical Conventions
Table 1 describes the text conventions used throughout this manual.

Table 1: Typographical Conventions

Convention Description Examples
Bold typeface Indicates buttons, field names, dialog Use the Scheduling and Appointment  tabs to
names, and other user interface elements. schedule a meeting .
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Convention Description Examples

Plain sans serif typeface Represents: Examples:
f Code,commands, and keywords f Code: certAttr.OU =g R e Praeductis Gr ou p A
f URLs, file names, and directories f URL:Download the JREapplication

from: http://java.sun.com/j2se/

Italics Identifies: Examples:

f Terms defined in text f Defined term: An RDP client is a Windows
component that enables a connection
between aWindows serverandau s er A's
machine.

f Variable elements

f Book names

f Variable element: Use settings in the Users >
Roles > Select Role > Terminal Services page
to create aterminal emulation session.

f Book name: Seethe Steel-Belted Radius
Administration Guide.

Editions/Used In

Steel-Belted Radius is available in multiple editions to meet the requirements of different types of customers.
This manual uses the following abbreviations to identify editions of Steel-Belted Radius:

¥ GEEz Global Enterprise Edition
¥ EEZz Enterprise Edition
Syntax

¥ radiusdir represents the directory into which SteelBelted Radius has been installed. By default, this
is CAProgram Files (x86)\Pulse SecureSteel-Belted Radius\Servicefor Windows systems and /opt/
PSsbr/radius on Linux systems.

¥ Brackets[ ] enclose optional items in format and syntax descriptions. In the following example, the
first Attribute argument is required; you can include an optional second Attribute argument by
entering acomma and the second argument (but not the square brackets) on the same line.
<add | replace> = Attribute [,Attribute]
In configuration files, brackets identify section headers:
the [Processing] section of proxy.ini

In screen prompts, brackets indicate the default value. For example, if you press Enter without entering
anything at the following prompt, the system uses the indicated default value (/opt).

Enter install path [/opt]:

¥ Anglebrackets < > enclose a list from which you must choose an item in format and syntax
descriptions.

¥ Avertical bar (| ) separates items in alist of choices. In the following example, you must specify add
or replace (but not both):

<add | replace> = Attribute [,Attribute]
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Related Documentation
The following documents supplement the information in this manual.
Steel-Belted Radius Documentation

Please review the ReleaseNotes.txt file that accompanies your Steel-Belted Radius software. This file contains
the latest information about features, changes, known problems, and resolved problems. If the information in the
ReleaseNotes.txt file differs from the information found in the Steel-Belted Radius manuals, use the information
in the ReleaseNotes.txt file.

In addition to this manual, the Steel-Belted Radiusdocumentation includes the following manuals:

¥ The SteelBelted RadiusInstallation and Upgrade Guide describes how to install the Steel-Belted
Radius software on a server running the Linux operating system or the Windows XP/Windows Server
2003 operating system operating system.

¥ The SteelBelted Radius Reference Guide describes the configuration options for the SteelBelted
Radiussoftware.

Requests for Comments (RFCs)

The Internet Engineering TaskForce (IETF)maintains an online repository of Requestfor Comments (RFC)®nline
at http://www.ietf.org/rfc.html. Table 2 lists the RFCghat apply to this guide.

Table 2: RFCs

RFC1155 Structure and Identification of Management Information for TCP/IP -based Internets. M. Rose,
K.McCloghrie, May 1990.

RFC1213 Management Information Basefor Network Management of TCP/IRbased internets: MIB-II. K.
McCloghrie, M. Rose,March 1991.

RFC2271 An Architecture for Describing SNMP Management Frameworks. D. Harrington, R.Presuhn, B.
Wijnen, January 1998.

RFC2284 PPPExtensible Authentication Protocol (EAP)L. Blunk, J.Volbrecht, March 1998.

RFC2433 Microsoft PPPCHAPEXxtensions. G. Zorn, S. Cobb, October 1998.

RFC2548 Microsoft Vendor -specific RADIUS Attributes. G. Zorn. March 1999.

RFC2607 Proxy Chaining and Policy Implementation in Roaming. B. Aboba, J.Vollbrecht, June1999.

RFC2618 RADIUSAuthentication Client MIB. B. Aboba, G. Zorn. June1999.

RFC2619 RADIUSAuthentication Server MIB. G. Zorn, B. Aboba. June1999.

RFC2620 RADIUSAccounting Client MIB. B. Aboba, G. Zorn. June1999.

RFC2621 RADIUSAccounting Server MIB. G. Zorn, B. Aboba. June1999.

RFC2622 PPPEAPTLSAuthentication Protocol. B. Aboba, D. Simon, October 1999.

RFC2809 Implementation of L2TPCompulsory Tunneling via RADIUSB. Aboba, G. Zorn. April 2000.

RFC2865 Remote Authentication Dial In User Service (RADIUS)C. Rigney,S.Willens, A. Rubens, W.

Simpson. June2000.
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RFCNumber Title

RFC2866 RADIUSAccounting. C. Rigney.June2000.

RFC2867 RADIUS Accounting Modifications for Tunnel Protocol Support. G. Zorn, B. Aboba, D. Mitton.
June2000.

RFC2868 RADIUSAttributes for Tunnel Protocol Support. G.Zorn, D. Leifer, A. Rubens, J.Shriver, M.

Holdrege, |. Goyret. June2000.

RFC2869 RADIUSExtensions. C.Rigney,W. Willats, P. Calhoun. June2000.

RFC2882 Network AccessServers Requirements: Extended RADIUSPractices. D. Mitton. July2000.

RFC3162 RADIUSand IPv6.B. Aboba, G. Zorn, D. Mitton. August 2001.

RFC3575 IANA Considerations for RADIUS(Remote Authentication Dial In User Service).B. Aboba, July
2003.

RFC3579 RADIUS(Remote Authentication Dial In User Service)Support For Extensible Authentication

Protocol (EAP)B. Aboba, P. Calhoun, September 2003.

RFC3580 IEEEB02.1X Remote Authentication Dial In User Service (RADIUS)Jsage Guidelines. P.
Congdon, B. Aboba, A. Smith, G. Zorn, J.Roese,September 2003.

Third -Party Products

For more information about configuring your access servers and firewalls, consultthe ma n u f a ¢ togumentaior
provided with each device.

Contacting Technical Support

For technical support, contact Pulse Secure at support@pulsesecure.net,

Checkour website (http://www.pulsesecure.net) for additional information and technical notes. When you are
running Legacy SBRAdministrator, you can choose Web > Steel-Belted Radius User Page to accessa special
home page for Steel-Belted Radiususers. When you are running Web GUI, you can choose Help > Home Page
> Steel-Belted Radius Home Page to access a special home page for SteelBelted Radius users.

When you call technical support, please have the following at hand:

¥ Your SteelBelted Radius product edition and release number (for example, Global Enterprise Edition
version 54).

¥ Information about the server configuration and operating system, including any OS patches that have
been applied.

¥ Forlicensed products under acurrent maintenance agreement, your license or support contract
number.

¥ Question or description of the problem, with as much detail as possible.

¥ Anydocumentation that might help resolve the problem, such as error messages,memory dumps,
compiler listings, and error logs.
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Chapter 1
About Steel-Belted Radius

Thank you for selecting Steel-Belted Radius®/Global Enterprise Edition.

Steel-Belted Radiusis a complete implementation of the RADIUS(Remote Authentication Dial In User Service)
protocol. Steel-Belted Radiusinterfaces with a wide variety of network accessequipment, and authenticates
remote and wireless LAN (WLAN)users against numerous back-end databases, allowing you to consolidate the
administration of all your remote and WLANusers.

Steel-Belted Radius/Global Enterprise Edition delivers a total RADIUSsolution on the scalerequired by large
corporations with complex global networks. It provides the power and flexibility you need to manage the
delivery of enhanced servicesto your users, and it integrates with all aspects of your operations, from user
authentication and service delivery to cost accounting based on divisions and departments.

Steel-Belted Radius Features
¥ Centralized management of user access control and security simplifies access administration.

¥ Flexible,powerful proxy RADIUSfeatures let you easily distribute authentication and accounting
requests to the appropriate RADIUSserver for processing.

¥ External authentication features let you authenticate against multiple, redundant SQLor LDAP

-EE

databases according to configurable load balancing and retry strategies, ensuring the highest level of

service delivery to your users.
¥ Authentication againstalocal database permits network accessby employees.

¥ Flexible authentication options let you use your existing OS-based authentication database, token
systems from RSASecurity and other vendors, and external SQL/LDAPdatabases for remote and
WLANuser authentication.

¥ Support for a wide variety of 802.1X-compliant accesspoints and other network accessservers
ensures compatibility in your network environment.

¥ Advanced proxy features let you authenticate users against RADIUSservers at other sites.

¥ You have a choice of username format, and you can configure routing based on username
decoration, DNIS, or specific attributes.

¥ You can selectively modify attributes as proxy packets flow to and from Steel -Belted Radius.

¥ You can specify groups of proxy target servers that handle proxy requests according to load-
balancing or retry strategies ? for the best performance and reliability.

¥ Youcan control the time periods during which each user is allowed access.An accessrequest is
granted only during au s e alldwed accesshours; otherwise it is refused, even if the user presents
valid credentials.

¥ You can configure SteelBelted Radius by means of a graphical SBR Administrator or by means of
LDAP (either programmatically or at the command line prompt).

© 2019 by Pulse Secure, LLC.Allrights reserved 1
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¥ Administrative access levels can be defined and applied to user or group accounts on the server
machine. Read,write, and read/write accesscan be applied selectivelyto various categories of
configuration data, including users, RADIUS clients, proxy targets, and statistics.

¥ Auto-restart enables Steel-Belted Radiusto restart itself automatically if it experiences a shutdown.

¥ Linux: SNMP support lets you centrally monitor Steel-Belted Radius from your SNMP console, in the
same manner as you monitor other devices and services on your network. Steel-Belted Radius offers
full SNMP support including SNMP traps and alarms.

¥ IPv4z IPv6 Dual stack support for RADIUS clients.

Licensing

If you want to install the Steel-Belted Radius server software for a 30-day evaluation, you do not need alicense
key.

If you want to install a permanent (non-evaluation) copy of SteelBelted Radius,you must have a single-seat
software license key.

If you have more than one copy of the Steel-Belted Radius software installed, you must have a site license key or
you must have a separate license key for each installation.

The SBRAdministrator can be installed on as many workstations as you require. The SBRAdministrator does not
require alicense key.

For details about licensing, please refer to the SteelBelted Radius license agreement or contact Pulse Secure.

6 Note: The SteelBelted Radius license permits you to configure a total of 10 directed authentication and/or
directed accounting methods. If you need additional methods, contact Pulse Secure to purchase blocks of
additional licenses.

© 2019 by Pulse Secure, LLC.Allrights reserved 2
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Chapter 2
RADIUSBasics

This chapter presents a conceptual overview of RADIUS(Remote Authentication Dial In User Service)
authentication, authorization, and accounting services.

RADIUS Overview

RADIUSs an industry -standard protocol for providing authentication, authorization, and accounting services.

¥ Authentication is the process of verifying au s e idefity and associating additional information
(attributes) to the u s e Iogihnsession.

¥ Authorization is the process of determining whether the user is allowed on the network and
controlling network access values based on a defined security policy.

¥ Accounting is the process of generating log files that record session statistics used for billing, system
diagnosis, and usage planning.

ARADIUSbased remote accessenvironment typically involves four types of components:

¥ Anaccessclient is a user who initiates a network connection. An accessclient might be a user dialing
into a service provider network, a router at a small office/home office connecting to an enterprise
network to provide network access,or a wireless client connecting to an 802.1X accesspoint.

¥ Anetwork accessdevice (NAD),also called a RADIUclient, is a device that recognizes and processes
connection requests from outside the network edge. ANAD can be a wireless accesspoint, a modem
pool, a network firewall, or any other device that needs to authenticate users. When the NAD receives
au s e comnection request, it might perform an initial accessnegotiation with the user to obtain
identity/password information. The NAD then passes this information to the RADIUSserver as part of
an authentication/authorization request.

0 Note: Theterms 3 n e t wazaesdd e v i(MAB®)},3 r e mactesss e r VRAB)ANd 3 n e t \@arask
s e r (MAB)are interchangeable. Thismanual uses 3 N A Ehough some attribute names and
parameters retain the older 3 N Aistheir names.

¥ The RADIUSserver matches data from the authentication/authorization request with information in
atrusted database, such as the database on the Steel-Belted Radius server or a backend database
server. If amatch is found and the u s e ereflentials are correct, the RADIUSserver sends an Access
Accept messageto the NAD;if a match is not found or a problem is found with the u s e crefientials,
the server returns an Access-Rej ect message. The NAD then establish
connection. The NAD might then forward accounting information to the RADIUSserver to document
the transaction; the RADIUSserver might store or forward this information as needed to support
billing for the services provided.

¥ In some networks, a backend authentication server, such as RSASecurlDor TACACS+a SQLor
LDAPdatabase; or some other RADIUSserver for which this server is a proxy, stores the information
against which the authentication request is compared. In some cases,the backend server passes
information to the RADIUSserver, which determines whether a match exists. In other cases,the
matching is performed on the backend server, which then passes an accept/reject result to the
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RADIUSserver.

Figure 1: illustrates a simple RADIUSenvironment.

Figure 1: RADIUS Authentication
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RADIUS Packets

A RADIUlient and RADIUSserver communicate by means of RADIUSpackets. RADIUSpackets carry messages
between the RADIUSclient and RADIUSserver in a series of request/response transactions: the client sends a
request and expects a response from the server. If the response does not arrive, the client can retry the request

periodically.

Each RADIUS packet supports a specific purpose:authentication or accounting. A packet can contain
values called attributes. The specific attributes to be found in each packet depend upon the type of packet
(authentication or accounting) and the device that sent it (for example, the specific make and mo del of the NAD

device acting as a RADIUlient).

For information on RADIUSauthentication packet structures and attributes, see RFC2865, Remote
Authentication Dial In User Service (RADIUS)For information on RADIUSaccounting packet structures and
attributes, see RFC2866, RADIUSAccounting.

Figure 2: illustrates a simple RADIUSauthentication/authorization sequence.
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Figure 2: RADIUS Authentication
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1. The RADIUS access client sends an authentication request contaning identification and connection
information to the network accessdevice (RADIUlient).

2. When the NADreceivesau s e gormnsction request, it typically performs an initial access negotiation
with the user to establish connection information (username, password, network accessdevice
identifier, NAD port number, and so on). The NAD then forwards the user information in an
authentication request to the RADIUSserver.

3. The RADIUSserver looks up the user information in alocal or remote RADIUSauthentication
database. The RADUUS server verifies that the userA
enforce fine -grained security rules by using an access checklist to verify specific attributes in the
authentication request.

4. If amatch is found, the RADIUSserver returns an AccessAccept message (4a). The RADIUSserver
might also send return list information stored in the database, such as the u s e autharization or
connection parameters, backto the NAD.

If a match is not found, the RADIUS server returns an AccessReject message (4b).

If third -party software such as RSASecurlDis used, the RADIUSserver might prompt the user for
more information before accepting or rejecting the authentication request.

5. Based on the infor mation it receives from the RADIUSserver, the NAD accepts or refuses the
connection request.

After the user is authenticated and the connection established, the NAD might forward accounting data to the
RADIUSserver to document the transaction; the RADIUSserver can store or forward this data to support billing
for the services provided.

RADIUS Ports

The RADIUSstandard initially used UDP ports 1645 and 1646 for RADIUSauthentication and accounting packets.
The RADIUSstandards group later changed the port assignments to 1812 and 1813, but many organizations still
use the old 1645/1646 port numbers for RADIUS.
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Anytwo devices that exchange RADIUSpackets must use compatible UDP port numbers. Thatis, if you are
configuring a NAD to exchange authentication packets with a RADIUS server, you must find out which port the
server uses to receive authentication packets from its clients (1812, for example). You must then configure the
NAD to send authentication packets on the same port (1812). The same is true for RADIUSaccounting.

Steel-Belted Radius can listen on multiple ports. For compatibility, the server listens to the old and new default
RADIUSports: ports 1645 and 1812 for authentication, and ports 1646 and 1813 for accounting. To add, change,
or disable the ports on which Steel -Belted Radius listens, modify the radius.ini file or edit the services (Windows)
or /etc/services (Linux) file. The radius.ini file and the services file are described in the Steel-Belted Radius
Reference Guide.

RADIUS Configuration

Youmust configure a RADIUSclient and RADIUSserver before they can communicate. If the client and server are
on the same network, one administrator might be able to configure both sides of the RADIUS communication.

If the client and server are not administered by the same person, you might have to coordinate RADIUS
configuration details with the administrators of other networks.

RADIUS Server Configuration

To configure Steel-Belted Radius to respond to RADIUS clients, run the SBR Administrator, open the RADIUS
Clients panel, and enter the following information for each RADIUlient:

f The IPv4/IPv6 addresses of the client device.

¥ The RADIUSshared secret used by Steel-Belted Radiusand the client device. For information on
RADIUSshared secrets, see Bhared Secretsi.

f The make and model of the client device, selected from a list of devices that Steel-Belted Radius
supports. If a specific make and model is not listed, select - Standard Radius -.

Additionally, you must configure the UDP ports the server will use when sending and receiving RADIUS
authentication and accounting packets. T he UDP ports you configure on the RADIUS server must match the UDP
ports that the RADIUlient is using for the same purposes. For more information, see RADIUS Portg.

RADIUS Client Configuration

You must tell each RADIUS client how to contact its RADIUS server. To configure a client to work with a Steel
Belted Radius server, log in to the client device, run its administration program, bring up its RADIUSconfiguration
interface, and enter the following information:

f ThelPaddress of the Steel-Belted Radiusserver.

¥ The RADIUSshared secret to be used by Steel-Belted Radius and the client device. For information on
RADIUSshared secrets, see Bhared Secrets.

¥ The UDP ports on which to send and receive RADIUSauthentication and accounting packets. These
must match the UDP ports that Steel-Belted Radiusis using for the same purposes. For more
information, see RADIUS Portg.

Multiple RADIUS Servers

You can distribute the RADIUSworkload among several servers, as follows:

¥ Youcan set up separate servers for RADIUSauthentication and accounting services. When RADIUS
authentication and accounting services are performed by separate servers, each client device must
be configured to send its authentication packets to one RADIUS server and its accounting packets to
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another.

¥ You can provide redundancy by pairing RADIUS servers to work in tandem. Most NAD configuration
interfaces permit you to designate primary and secondary servers for authentication and accounting.

If both measures for distributing the RADIUS workload are implemented, client configuration involves identifying
four servers for each client device: a primary RADIUSaccounting server, a secondary RADIUSaccounting server,
a primary RADIUSauthentication server, and a secondary RADIUSauthentication server.

Shared Secrets

Ashared secret is a case-sensitive text string used to validate communications between two RADIUSdevices.

You should configure shared secrets that are long enough and random enough to resist attack, and you should
avoid using the same shared secret throughout your network. To maximize the security of your s e r vsharefl s
secret, consider using Pul se S evhichtakesan orflimas sharBdesecsetvoo r d
password (swordfish) and hashes it repeatedly to produce a 16 -character amplified secret
(08QVQURgRSsI1IAQLE). You can paste this amplified secret into your server configuration to maximize security.

0 Note: For more information on Pulse S e ¢ u free Rassword Amplifier utility, see
https://www.pulsesecure.net/support

Steel-Belted Radius uses three types of shared secrets:
¥ RADIUSsecret z Used to authenticate communication between a RADIUSserver and a RADIUclient

¥ Replication secret z Used to authenticate communication between a primary server and a replica
server

¥ Node secret z If you use RSASecurlD, Steel-Belted Radius uses a node secret to authenticate
communication between a RADIUSserver and an RSAAuthentication Manager server.

Figure 3: Shared Secrets
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RADIUS Secret

A RADIUSshared secret is a case-sensitive password used to validate communications between a RADIUSserver,
such as Steel-Belted Radius,and a RADIUlient, such as a network accessdevice. Steel-Belted Radius supports
shared secrets of up to 127 alphanumeric characters, including spaces and the following special characters:

~@#NN&F(O_H\=8{ } [ ] - f AL <>721 .,

Identical shared secrets must be configured on both sides of the RADIUS communication link.

0 Note: Not all network access devices support shared secrets of up to 127 alphanumeric/special characters.
You should select shared secrets that are fully supported by RADIUS devices in your network.

Most RADIUS clients allow you to configure different secrets for authentication and accounting. On the server
side, the configuration interface allows you to create a list of known RADIUS clients (network access devices). You
should be able to identify the authentication shared secret and accounting shared secret that a server uses to
communicate with each of the clients on this list.

During an authentication transaction, password information must be transmitted securely between the RADIUS
client (network accessdevice)and Steel-Belted Radius.Steel-Belted Radiususes the authentication shared
secret to encrypt and decrypt password information.

No encryption is involved in transmitting accounting data between a RADIUSclient and RADIUSserver. However,
the accounting shared secret is used by each device to verify that it can 3 t r ang RADIUScommunications it
receives from the other device.

Replication Secret

Areplication secret is atext string used to authenticate communications between a primary server and a
replica server. You do not need to configure the replication secret for a realm: the primary server generates
it automatically, and each replica server in a realm receives the replication secret as part of its configuration
package.

SeeJAbout Replication for information on primary and replica servers.

Node Secret

If you use Steel-Belted Radius with RSASecurlD,the RSAAuthentication Manager software views the Steel-Belted
Radius service as a host agent. You must configure a node secret to authenticate communication between Steel -
Belted Radius and the RSAAuthentication Manager. Anode secret is a pseudorandom string known only to the
Steel-Belted Radiusand RSAAuthentication Manager. Before the Steel-Belted Radiussends an authentication
request to the RSAAuthentication Manager, it encrypts the data using a symmetric node secret key.

Accounting

ANAD can issue an Accounting-Request whenever it chooses, for example upon establishing a successful
connection. Eachtime an Accounting-Request message arrives at the Steel-Belted Radius server, an accounting
transaction begins. During this transaction, the server handles the message by examining the Acct-Status-Type
and other attributes within the message,and taking the appropriate action.

Attributes

You work with RADIUS attributes while setting up users, profiles, and RADIUS clients in SteelBelted Radius. The
SBR Administrator lets you select RADIUS attributes by name from a predefined list. For each attribute, the SBR
Administrator prompts you to enter values using familiar data types such as string, integer, telephone number,
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or network address.
Dictionaries

Steel-Belted Radius uses dictionary files to store lists of RADIUS attributes. SteelBelted Radius uses these
dictionaries to parse authentication/accounting requests and generate responses.

The main SteelBelted Radius dictionary file (radius.dct) lists attributes defined by the RADIUS standard. The
radius.dct file resides in the same directory as the Steel -Belted Radius service/process (usually CiProgram Files
(x86)\Pulse SecuraSteel-Belted Radius\Serviceon Windows computers or /opt/P Ssbr/radius on Linux
computers).

Vendor -Specific Attributes

In addition to the standard attributes, many network access devices use Vendor -Specific Attributes (VSAS) to
complete a connection. Steel-Belted Radius supports a large number of specific n etwork access devices by
providing vendor -specific, proprietary dictionary files. These files also reside in the server directory and use the
filename extension .dct.

Dictionaries and the Make/Model Field

During Steel-Belted Radius configuration, when you make a selection in the RADIUS Client Make/Model field,
you are telling the server which dictionary file contains the VSAs for this client device. Thereafter, whenever the
server receives a RADIUS packet from this client device, itcan consult this dictionary file for any nonstandard
attributes that it encounters in the packet. Standard RADIUS attributes are always defined by the radius.dct file.
If you are not sure which make/model you should specify for a RADIUSClient, choose - Standard RADIUS-. The
selections available in the Make/model field identify devices whose vendors have provided attribute dictionaries
for use with Steel-Belted Radius.

Updating Attribute Information

If your NAD vendor announces a new product, anew attribute, or a new value for an attribute, you can add this
information to your Steel -Belted Radius configuration. You can edit the dictionary file for that vendor to add new
attributes or attribute values, or you can create a new vendor -specific dictionary file that contains new attributes
and values. For more information on dictionary files, refer to the Steel -Belted Radius Reference Guide.

User Attribute Lists

Eachuser entry in the Steel-Belted Radius database provides the information necessaryfor the server to try to
authenticate a connection request using a specific authentication method. When you view a user entry using the
SBR Administrator program, this method is identified in the User type field.

You can control authe ntication at finer levels of detail than simple username/ password checking allow.

The checklist, return list, or profile fields in the user entry in the database provide powerful tools for the
authentication and authorization of users. These fields tell t he server how to handle RADIUS attributes while
authenticating a connection request and can be used to configure the authorization of the session.

Checklist Attributes

A checklist is a set of attributes that must accompany the authentication request before the request can be
accepted. The NAD must send attributes that match the checklist associated with a user entry; otherwise,
SteelBel t ed Radius rejects the user even if the userAs
attributes in the che cklist, a variety of rules can be enforced. For example, only specific users might be permitted

to use ISDNor dial-in connections to a particular NAD,or Caller ID might be used to validate a user against a list

of acceptable originating telephone numbers. Achecklist is created by selecting attributes from alist of all

RADIUS attributes known to the Steel-Belted Radius server. This list can include a variety of vendor-specific
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attributes. During authentication, Steel -Belted Radius filters the checklist based on the dictionary for the RADIUS
client that sent the authentication request. The server ignores any checklist attribute that is not valid for this
device.

Return List Attributes

Areturn listis a set of attributes that Steel-Belted Radius must return to the NAD after authentication succeeds.
Thereturn list usually provides additional parameters that the NAD needs to complete the connection, typically
as part of PPP negotiations. Return |ist attributes
parameters. i

By including appropriate attributes in the return list, you can create a variety of connection policies. Specific
users can be assigned particular IP addresses or IPXnetwork numbers; IP header compression can be turned on
or off; or a time limit can be assigned to the connection.

Youcreate areturn list by selecting attributes from alist of all RADIUSattributes known to Steel-Belted Radius.
This list can include a variety of vendor-specific attributes.

During authentication, Steel -Belted Radius filters the return list based on the dictionary for the RADIUS client
that sent the authentication request. The server omits any return list attribute that is not valid for this device.

Attribute  Values

The value of each RADIUS attribute has a welldefined data type: numeric, string, IP or IPX address, time, or
hexadecimal. For example, Callback-Number is of type string and contains a telephone number, while NASPort-
Typeis an item from alist, and can be Sync,Async,and so forth.

o Note: Steel-Belted Radius supports signed integers (negative numbers) for attributes received in packets and
processing relating to those attributes. However, SBRAdministrator does not support signed integers, and treats
signed and unsigned integers as unsigned integers.

Single -and Multi -Valued Attributes

Attributes can be single- or multi-valued. Single-valued attributes appear at most once in the checklist or return
list; multi -valued attributes might appear severaltimes.

If an attribute appears more than once in the checkilist, this means that any one of the valuesis valid. For
example, you can set up a checklist to include multiple telephone numbers for attribute Calling-Station-ID. A
user trying to dial into your network would then have to call from one of the designated telephone numbers to
be authenticated.

If an attribute appears more than once in the return list, each value of the attribute is sent as part of the
response packet. For example, to enable both IP and IPXheader compression for a user, the Framed-
Compression attribute should appear twice in the return list; once with the value V3TCRIP-header-compression
and once with the value IPXheader-compression.

Orderable Multi -Valued Attributes

Certain multi-valued return list attributes are also orderable, which means the attribute can appear more than
once in a RADIUSresponse, and the order in which the attributes appear is important. For example, the Reply
Message attribute allows text messagesto be sent back to the user for display. A multi-line message is sent by
including this attribute multiple times in the return list, with each line of the message in its proper sequence.

System Assigned Values
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Some attributes do not allow the administrator to set avalue. Steel-Belted Radius retrieves the appropriate
value for this attribute when it is needed.

Echo Property

Using the echo property, you can force an attribute from the RADIUSrequest to be echoed in the RADIUS
response. For example, you might add Callback-Number to the return list and select the echo check box. Steel
Belted Radiustakes the value of the CallbackNumber it receives in the RADIUSrequest and echoes it back to
the client in the RADIUSresponse; if it receives no Callback-Number, it echoes nothing.

You enter CallbackNumber one or more times into the checklist. This indicates that one of the callback numbers
you supplied must be present in the RADIUSrequest, and that number should be echoed in the RADIUS
response.

Default Values

Selecting default for a checklist attribute specifies that, if the RADIUS request does not include this attribute, the
request should not be rejected. Instead, the value supplied as the default should be used as if it were received
as part of the request. One use for default valuesis to require that an attribute in a RADIUSrequest must have
one of several values, or must not be present at all. Another use is to provide a default value for an attribute in
conjunction with the echo property in the return list.

Steel-Belted Radius can provide alternate values when an attribute appears in the checklist marked as default,
and the same attribute appears in the return list marked as echo. The server echoes the actual value of the
attribute in the RADIUSresponse if the attribute appears in the RADIUSrequest and echoes the default value
(from the checklist) in the response if the attribute does not appear in the RADIUSrequest.

If you add multiple values of the same attribute to the checklist, only one of them can be marked as default.

For example, an administrator adds several CallbackNumber valuesto the checklist and marks one of them as
default. The administrator adds Callback-Number to the return list and specifies it as echo.

¥ If aCallbackNumber value is present in the RADIUSrequest, it must match one of the checklist
values or the user is rejected.

¥ Ifit does match, the user is accepted and the value supplied is echoed in the RADIUSresponse.

¥ If no CallbackNumber is supplied in the request, the user is accepted and the default value is echoed
in the response.

Other checklist attributes are used to provide configuration for the user, such as time -of-day and concurrent -
login-limit information.

Centralized Configuration Management

Steel-Belted Radius supports the replication of RADIUS configuration data from a primary server to a maximum
of 10 replica servers within a replication realm. Replicaservers help balance the load of authentication requests
coming in from RADIUSclients, and ensure that authentication servicesare not interrupted if the primary or
other replica servers stops working.

For example, Figure 4 illustrates an environment where RADIUS traffic is load -balanced by configuring each
network access device to authenticate users through a different RADIUS server (solid line). If a RADIUS sever
becomes unavailable, the NAD can fail over to its backup RADIUSserver (dotted line).
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Figure 4: Using Replication for Redundancy and Load Balancing
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All the servers within a realm reflect the current configuration specified b y the network administrator: the
network administrator modifies the configuration on the primary server, and the primary server propagates
the new configuration to its replica servers. For example, after a network administrator configures a new
RADIUS cliet or profile on the primary server, the network administrator tells the primary server to publish

a configuration package file (replica.ccmpkg) that contains the updated configuration information. After
publication, the primary server notifies each replic a server that a new configuration package is ready. Each
replica then downloads and installs the configuration package to update its settings.

Figure 5: Configuration Package Publication
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o

replica.ccmpgk

The primary server maintains a list of the replica servers that have registered with it. The primary server uses this
list to track which servers to notify after it publishes an updated configuration package to resynchronize the
configuration of replica servers.

If the primary server needs to be taken out of service,the network administrator promotes one of the replica
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servers to be the new primary server. Thereafter, the other replica servers copy the configuration package from
the promoted primary server.

Proxy RADIUS

The Steel-Belted Radius server can forward a RADIUSrequest to another server for processing and relay the
other s e r vresult/back to its client. In such cases,Steel-Belted Radiusis acting as a proxy for the target server,
and Steel-Belted Radiusis proxy-forwarding the request to the target server.

Steel-Belted Radius supports proxy RADIUSany Steel-Belted Radius server can act as proxy or target for
authentication or accounting messages.

Proxy RADIUSAuthentication

RADIUSauthentication messagesare proxy-forwarded as follows:

1. Anaccessclient requests authentication from a RADIUSclient, which sends an authentication request
to a RADIUSproxy server.

2. The proxy RADIUSserver forwards the messageto a RADIUStarget server.

3. Thetarget RADIUSserver performs the authentication servicesindicated by the message,then
returns aresponse messageto the proxy RADIUSserver.

4. The proxy RADIUSserver relays the acknowledgement response messageto the RADIUSclient.

Figure 6: RADIUS Proxy Forwarding
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Proxy RADIUSAccounting

RADIUSaccounting messagesare proxy-forwarded as follows:
1. ARADIUSserver receives an accounting request.

2. Depending on its configuration, the RADIUS proxy server forwards the accounting message to a
target accounting server or records accounting attributes locally (or does both).

3. If the proxy server does not receive an acknowledgement of the forwarded accounting message, it
re-sends periodically according to its retry policy.

4. When the target server acknowledges the request, the proxy server forwards an acknowledgement to
the RADIUSclient.

Authentication

RADIUS uses different types of messages during user authentication. Table 3 summarizes the conditions under
which each type of RADIUSauthentication message s issued, and the purpose of any RADIUSattributes the
message contains.
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Table 3: RADIUS Authentication Messages and Attributes

Message Conditions Purpose of Message Attributes

When a NAD receives a connection request from a user, the NAD Identify the user.

requests authentication by sending an AccessRequestto its ) . o )
RADIUSserver. Describe the type of connection the user is trying to establish.
When a RADIUSserver is able to authenticate a user, it returns a Allow the NAD to complete accessnegotiations.

RADIUSAccessAccept to the NAD. . . ) . )
Configure connection details such as providing the NAD with an

IPaddress it can assignto the user.

Enforce time limits and other 3 ¢ | (f S & r vrestrigipns on the
connection.

When a RADIUSserver is unable to authenticate a connection Terminate accessnegotiations.

request, it returns an Access-Reject to the NAD. ) o )
Identify the reason for the authorization failure.

If initial authentication conditions are met but additional input is Enable the NADto prompt the user for more
needed from the user, the RADIUSserver returns an Access authentication data.

Challenge to the NAD. _
Complete the current AccessRequest, so the NAD can issue

a newone.

Authentication Methods

Eachtime an AccessRequest message reaches the server, an authentication transaction begins. During this
transaction, the server attempts to authenticate the request by sequentially trying its configured and enabled
authentication methods. The server consults its list of authentication methods to determine which methods to
try and in which order to try them.

Native User Authentication

Native user authentication references user accounts stored on the Steel-Belted Radius server. When trying the
native user method, Steel-Belted Radius searches its database for an entry whose User-Type is Native User, and
whose username matches the User-Name in the AccessRequest.

¥ Ifthe entry cannot be found, or if it is found and the password is invalid, Steel-Belted Radiustries the
next enabled method in the authentication methods list.

¥ If an entry for the user is found but the e n t rcheodklst does not match attributes found in the
AccessRequest, Steel-Belted Radius returns an Access-Reject message to the NAD.

¥ Ifthe entry is found and its password and checklist match perfectly, Steel-Belted Radiusformats an
AccessAccept message using the e n t reyui dist, and returns it to the NAD.

Pass-Through Authentication

Passthrough authentication methods permit Steel-Belted Radiusto begin the authentication by askinganother
entity to validate the username and password found in the AccessRequest.

Steel-Belted Radius can pass authentication requests through to a Windows security database, RSA
Authentication Manager (RSASecurlD),or TACACS-server.

Proxy RADIUS Authentication

Steel-Belted Radius can convey an AccessRequestto some other RADIUSserver, which then (1) attempts to
authenticate the connection request according to its own conventions and (2)returns aresponse to Steel-Belted
Radius. Steel-Belted Radiusthen relays this response to the NAD. The set of conventions for relaying packets
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between cooperating RADIUSservers is known as proxy RADIUS.
External Authentication

External authentication methods enable SteelBelted Radiusto authenticate users by referring to external SQL
or LDAPdatabases. During external authentication, Steel-Belted Radius queries the database for authentication
data, and uses the results to format aresponse packet. Steel-Belted Radiusthen relays this response to the
NAD.

For information on using Steel -Belted Radius with SQL databases, see Co#figuring SQL Authentication §. For
information on using Steel-Belted Radius with LDAPdatabases, see, onfiguring LDAP Authentication .

Directed Authentication (GEE only)

Everyauthentication request works its way through the same Authentication Methods list until one of the
methods succeeds or the end of the list is reached.

This behavior might not be ideal for every user (GEE)If you want requests from certain users or accounts to
bypass the master Authentication Methods list and use an alternate list, you can do so by employing the directed
authentication feature. Thisfeature allows you to map the User-Name or DNISinformation in an incoming
authentication request to a specific list of authentication methods. The list can include any native,

pass-through, proxy -as-authentication, or external database authentication method configured on the Steel -
Belted Radiusserver.

You can also direct authentication towards a particular realm using a technique called attribute mapping. This
allows you to check for the presence or absence of a particular attribute in an authentication request, or for an
attribute containing a specific value. Attribute mapping can be used with both proxy realms and directed realms.

HTTP Digest Access Authentication

HTTPDigest Accessauthentication provides a simple challenge-response authentication mechanism that an
HTTPserver can use to challenge an HTTPclient request.

Steel-Belted Radiussupports two forms of HTTPDigest Accessauthentication:

¥ HTTPDigest Accessauthentication, which is described in draft-ietf-radext-digest-auth-05.txt, uses 13
new RADIUSattributes to authenticate accessrequests from an HTTPserver. When HTTPDigest
Accessauthentication is used:

a. An HTTPclient sends a request without an authorization header to an HTTPserver.

b. The HTTPserver sends a challenge containing a random value (nonce) to the HTTPclient.

c. The HTTPclient creates an MD5 hash containing the username, password, nonce value,
and other information, and returns this MD5 hash to the HTTPserver in a request with an
authentication header.

d. The HTTPserver sends an AccessRequest message containing special RADIUSattributes to
Steel-Belted Radius.

e. Steel-Belted Radius verifiestheHTTP c¢l i ent As credenti al sAcceaphat r et ur
AccessReject message to the HTTP server.

¥ The Ericsson ViGversion of HTTPDigest Accessauthentication, which is described in draft -sterman -
aaa-sip-05.txt, usestwo Ericssonvendor-specific attributes (a Digest-Response attribute and one
or more Digest-Attributes attributes) to authenticate accessrequests. When Ericsson VIGHTTP
Digest Accessauthentication is enabled, Steel-Belted Radiuslooks for the ViGVSAswhen it parses
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incoming packets, and, if it finds them, converts them to AVPs compatible with HTTP Digest Access
authentication.

You must edit settings in the radius.ini file to enable HTTP Digest Access authentication.

Authenticate -Only Requests

Steel-Belted Radiussupports requests to authenticate a user where the server performs no other processing.
The NAD specifies this type of request by setting the Service-Type field to a value of Authenticate-Only (numeric
value 8). The serverresponds with either an Access-Reject or an AccessAccept (without any attributes).

You can disable this feature (sothat attributes are alwaysreturned in the response packet) by setting the
AuthenticateOnly field in the [Configuration] section of the radius.ini file to 0. For more information on radius.ini,
refer to the Steel-Belted Radius Reference Guide.

Configuring the Authentication Sequence

After you configure authentication methods for Steel-Belted Radius, the Authentication Policies panel in the SBR
Administrator displays them in the order in which the server tries them. Enabled methods are displayed in black
text; disabled methods are displayed in gray text. During an authentication transaction, the server works down
the list, skipping disabled methods.

You can enable or disable methods or re-order methods in the list by using the controls in the Authentication
Methods tab of the Authentication Policies panel. For information on setting up authentication sequences, see
Setting Up EAPAuthentication Policies via Legacy

Configuring Authentication Methods

Each authentication method in Steel -Belted Radius performs a different type of processing on information in
an incoming Access-Request packet. Table 4 summari zes what you need to do to configure each authentication
method.

Table 4: Authentication Method Configuration

Method How to Configure See

Native User Create native user entries in the Steel-Belted Radius JBetting Up Native Usersj
database

OS PassThrough Security This method assumes that you already have users, groups, JAdministering Usersj

and passwords defined in your local security database.

Create user entries in the Steel-Belted Radius database.
Choose User-types as appropriate.

RSASecurlD This method assumes that you already have PIN/token FBetting Up SecurlD Usersj
code pairs defined on an RSA SecurlDserver.

First, configure Steel-Belted Radiusto communicate with
the RSA SecurID server. Thercreate user entries in the
Steel-Belted Radius database. Choose SecurlD User,
<ANY>,SecurlD Prefix, and SecurlD Suffix User-types.

TACACS+ This method assumes that you have username/ password FBetting Up TACACS+Usersj
pairs defined on a TACACS+ server.

First, configure Steel-Belted Radius to communicate with
the TACACS+ server. Then, create useentries in the Steel-

Belted Radius database. Assign

TACACS+ User, <ANY>, TACACS+ Prefix, and TACACS+ ¢
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Method How to Configure See
user-types.

Proxy RADIUS Add a single target. You can set up single targets that are
not associated with any realm. Administering Proxy RADIUS
or:

Identify Proxy RADIUS realms, each of which is a pool of
proxy RADIUS target servers. Each time a RADIUS request
arrives addressed to this realm, Steel-Belted

Radius dynamically selects the appropriate target within

the realm.

EARTTLS This method provides a means for an authentication EARTLY
request to be sent directly from the client to the server
through a TLS connection. The act of establishing the TLS
connection authenticates the server to the client and the
authentication request sent thr ough the tunnel
authenticates the client to the server.

Create a Steel Belted Radius ttlsauth.aut file that specifies
options for the TLS connection and the manner in which
Steel- Belted Radius routes the inner authentication
request.

Stop and restart Steel-Belted Radius. Subsequently,

the EARTTLS authenticaion method appears in the
Authentication Methods tab in the Authentication Policies
panel. You can use the Authentication Policies panel to
enable, disable, and re-order EAP-TTLS methods.

External SQL Database This method assumes that you have user records stored in Xonfiguring SQL Authentication j
a SQL database. Create a SteeBelted Radius .aut file that
connects to a SQL database and issues a SELECT query
based upon the username and password. Give the .aut file
a unique InitializationString value. Stop
and restart Steel-Belted Radius. Subsequently, the SQL
authentication method appears in the Authentication
Methods tab of the Authentication Policies panel, using the
InitializationString value as its name. You can use the
Authentication Policies panel to enable, disable, and re -
order the SQL authentication method.

External LDAP Database This method assumes that you have user records stored in Jonfiguring LDAP Authentication
an LDAP database. Create a SteeBelted Radius .aut file
that validates the username and password based upon
Bind and Search requests to an LDAP database.

Give the .aut file a unique InitializationString value. Stop
and restart Steel-Belted Radius. Subsequently, the LDAP
authentication method appears in the Authentication
Methods tab of the Authentication Policies panel, using the
InitializationString value as its name. You can use the
Authentication Policies panel to enable, disable, and re -
order the LDAP authentication method as desired .

Directed Authentication For each directed authe ntication method that you want to Directed Authentication (GEEonly)j
configure, add an entry to the [Directed] section of
proxy.ini and create a RealmName.dir file that specif ies the
mapping between the routing information that you expect
in the authentication packet, and a list of locally - configured
authentication methods that you want to use.

Two-Factor Authentication

Extensible Authentication Protocol -Tunneled Transport Layer Security (EARTTLS) provides for certificate-based
mutual authentication between aclient and a network through an encrypted tunnel. Atypical implementation of
EARTTLS uses certificates on authentication servers to create a network-to-user encryption tunnel, and then
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uses EAPInside the TLStunnel for user-to-network authentication.

An enhanced version of EAP-TTLS uses certificates on the client side to provide two -factor authentication: the
end user must have both a private key for a valid certificate and the password to an active account to obtain
network access.

When client certificate support in EAP-TTLS is enabled on the server, you must provide a list of trusted root
certificates from which offered client certificates must derive. These certificates must be provided in DER -
encoded form and must be placed in the root subdirectory of the server directory.

Optionally, you can enable certificate revocation list (CRL) checking as part of the EAPTTLS authentication
process. CRL checking verifies that an unexpired certificate has not been revoked by its issuing Certificate
Authority (CA)for any reason, such as a suspected security breach. Enabling CRLchecking means that, every
time the client requests a connection, Steel -Belted Radius checks the CRL to confirm that the client certificate
has not been revoked. Thisimproves security but increases processing overhead.

o Note: If client certificate support is not enabled in EAP -TTLS, any trusted root certificates and CRL checking
options are ignored.

Password Protocols

During an authentication transaction, password information is transmitted between the NAD and the RADIUS
server. This password information originally comes from the user, for example during PPPnegotiations between
a user and a NAD. Steel-Belted Radius supports four protocols (PAP,CHAP MS-CHAP,and MS-CHARV2)for
receiving the password from the NAD. Steel-Belted Radiusalso supports the Extensible Authentication Protocol.

Table 5 lists supported protocols according to the authentication methods with which each protocol can be
used.

Table 5: Authentication Methods and Password Protocols

Method PAP CHAP MS-CHAP MS-CHAP-V2

LDAP

Yes

Yes,if BindName is used
and the password is in
clear text form or is
encrypted with enc-md5.

Yes,if BindName is used
and the password is in
clear text form or is

encrypted with enc-md5.

Yes,if the LDAPserver can
return clear-text password
or MD4 hash of Unicode
form of password.

No, if Bind is used

No, if Bind is used

No, if Bind is used

Local Yes Yes Yes Yes

Windows Yes No Yes,if the user is in local Yes,if the user isin local

Domain or trusted domain or trusted domain

Group

Windows Yes No Yes,if the user is in local Yes,if the user isin local

Domain or trusted domain or trusted domain

User

Proxy RADIUS Yes Yes Yes Yes

SecurlD Yes No No No

SQL Yes Yes,if the Yes,if the password is Yes,can return clear-
password is available in clear text text password or MD4

available in clear
text form in the
database or is
encrypted with

form in the database or
is encrypted with enc-
md5.

hash of Unicode form of
password.
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enc-md5.
TACACS+ Yes Yes No No
UNIXUser Yes No No No
UNIXGroup Yes No No No

Password Authentication Protocol

When the Password Authentication Protocol (PAP)s used, aremote user negotiates with the NAD 3 ithec | ear ,
and no encryption is used to send the password to the NAD. After the NAD has enough information from the

user to create an AccessRequest,the NAD encrypts the password (using its RADIUSshared secret) before

sending an AccessRequest packet to SteelBelted Radius.

Upon receiving the AccessRequest, Steel-Belted Radiuslooks for attributes within the packet that identify the
NAD that sent it. Steel-Belted Radius decrypts the password by using the shared secret configured for the
RADIUclient entry associated with the sending NAD.

Ultimately, Steel-Belted Radius has the password in clear text form for authentication.
Challenge Handshake Authentication Protocol

The Challenge Handshake Authentication Protocol (CHAP)avoids sending passwords in clear text over any
communication link. Under CHAP,during password negotiations the NAD generates a challenge (arandom
string) and sends it to the user. The u s e PPRdlient creates a digest (the password concatenated with the
challenge), encrypts the digest using one-way encryption, and sends the digest to the NAD.

The NAD sends this digest as the password in the AccessRequest.

Because the encryption is one-way, Steel-Belted Radius cannot recover the password from the digest. Instead, it
performs an identical operation, using the N A D ¢hallenge value (provided in the AccessRequest packet) and its
own copy of the u s e pagsword to generate its own digest. If the two digests match, the password is the same.

SteelBelted Radius must be able to perform the digest operation to support CHAP.Therefore, it must have
accessto its own copy of the u s e pagsword. Native User passwords are stored in the SteelBelted Radius
database. SQLor LDAPBindName authentication retrieves the password by means of a query to the database;
the retrieved password can be used to create adigest if it is in clear text form. ATACACS-erver provides CHAP
support and handles the digest operation itself after Steel-Belted Radius sends the username and password
through. No other authentication methods support CHAPat this time.

MS-CHAPand MS-CHAP-V2

The two varieties of MS-CHAP(Microsoft Challenge Handshake Authentication Protocol) are Microsoft
authentication protocols that, like CHAP avoid sending passwords in clear text. Steel-Belted Radius supports
both 40-bit and 128-bit MS-CHAPmethods. Steel-Belted Radius must be able to perform a digest operation
similar to CHAPto support MS-CHAP.Therefore, it must have accessto its own copy of the u s e pagsword.
Native User passwords are stored in the Steel-Belted Radius database. SQLor LDAPBindName authentication
retrieves the password by means of a query to the database; the retrieved password can be used to create a
digest if it is in clear text form.

MS-CHAPand MS-CHARV2 communicate u s e recuésts to change their passwords to a RADIUSserver. Steel
Belted Radiussupports this feature, although it must also be supported by whatever application the user is
using to log in.

MS-CHAP and MSCHARV?2 operate in the same way, but they use different attributes. ANMS-CHAP cl i ent
accept MS-CHARV?2 attributes, and vice-versa;be careful to use the appropriate set of attributes.
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For more information about MS-CHAPand MS-CHARV2,see RFC2433, Microsoft PPPCHAPExtensions; RFC
2548, Microsoft Vendor -specific RADIUSAttributes; and RFC 2759, Microsoft PPP CHAP Extensions, Version 2.

Accounting

Tounderstand the Steel-Belted Radius accounting sequence, you will need an overview of RADIUSaccounting
messages. Table 6 explains the conditions under which each type of messageis issued, and the purpose of any
RADIUSattributes that a message contains.

Table 6: Message Conditions and Attributes

Message Conditions Purpose of Message Attributes

The RADIUSclient sends accounting data to Steel-Belted Radius using
an Accounting-Request message.

The RADIUSclient is responsible for verifying that the server receives
accounting requests. Most clients retry periodically until the server
responds.

Depending on the value of the Acct-Status-Type attribute,
the message type is considered to be Start, Stop, Interim -
Acct, Accounting-On, or Accounting-Off.

Upon receipt of an Accounting-Request message, the server sends an
Accounting-Response.

Complete the request/response cycle.

After receiving an AccessAccept from the server, the NAD completes
its accessnegotiation with the user. The NAD then sends a Start
message to the server.

Record connection data, such as username, NAD
identifier, NAD port identifier, port type, and connection
start time.

Atintervals of approximately every six minutes, the NAD sends an
Interim -Acct message to the server.

Recordad s n a p sf statistigs regarding the connection.
One message contains the current value of every statistic
that this NAD is capable of recording about this type of
connection.

After a connection is terminated, the NAD sends a Stop message to
the server.

Record statistics regarding the connection. One message
contains the final value of every statistic that this NAD is
capable of recording about this type of connection.

Everytime a client device comes online, whether after a crash or
after an orderly shutdown, it sends an Accounting-On messageto the
server.

Identify the device that is going online and clear all session
information.

Everytime a client device experiences an orderly shutdown, before
completing its shutdown sequence it sends an Accounting -Off

Identify the device that is going offline and clear all session
information.

messageto the server.

Accounting Sequence

ANAD can issue an Accounting-Request whenever it chooses, for example upon establishing a successful
connection. Eachtime an Accounting-Request message reaches SteelBelted Radius,an accounting transaction
begins. During this transaction, the server handles the message by examining the Acct-Status-Type and other
attributes within the message, and taking the appropriate action.

Comma -Delimited Log Files

When the Steel-Belted Radiusaccounting log is enabled, all of the RADIUSaccounting attributes that the server
receives are reformatted and logged to a comma -separated value (CSV) text file, which is easily imported into
spreadsheets and database programs for report generation and billing.

Proxy RADIUS Accounting

Steel-Belted Radius can relay an Accounting-Requestto some other RADIUSserver, which records the data
according to its own, locally-configured RADIUS accounting options. (You have the option of specifying that the
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data also be recorded locally on the Steel-Belted Radius server.) The set of conventions for relaying packets
between cooperating RADIUS servers is known as proxy RADIUS, and is defined in the RADIUS standard.

External Accounting

External accounting methods permit Steel-Belted Radiusto record accounting data to external databases.
Configuration files specify how Steel-Belted Radius communicates with an external database and how to insert
accounting data into that database.

SQLis the only external accounting method currently supported by Steel-Belted Radius. See JAbout SQL
Accounting j.

Tunneled Accounting

During authentication, a user is typically identified by attributes such as User -Name (in the authentication

request) and Class(in the authentication accept response). Standard RADIUSaccounting requests typically

include these attributes in messagesflaggi ng Start, Unterim, and Stop events s
recorded for accounting and auditing purposes.

When an organization uses a tunneled authentication protocol such as EAP/TTLSr EAP/PEAPthe identity of a

user requesting authentication might be concealed from the NAD;the User-Name attribute carried by the outer
authentication protocol is typically a non-unique valuesuchas3 a n o n y mMearesultjthe outer User-Name

value included in accounting requests might not be suffi
provided by an authentication server cannot be included in cleartext in an outer AccessAccept message

because they might contain clues about the u s e idefitdy, thereby defeating the identity -hiding feature of the

tunneled protocol.

Tunneled accounting allows Steel-Belted Radiusto pass user identity information to accounting processes
without exposing user identities to a NAD that should not see them. When tunneled accounting is enabled,
RADIUSattributes are encrypted and encapsulated in a Classattribute. If the information for a Classattribute
exceeds the attribute payload size (253 octets), Steel-Belted Radiusreturns more than one Classattribute for a
user.

Thetunneled accounting transaction sequence is:

1. The Steel-Belted Radiusserver acting as the tunnel endpoint for EAP/TTLSr EAP/PEAReNncrypts a
u s e innBrsUser-Name and Classattributes when it authenticates the user.

2. Theserver returns the encrypted information to the NAD encapsulated in a Classattribute in the
outer AccessAccept message. The NAD associates this encapsulated identity attribute with the user,
and echoes the encapsulated identity attribute whenever it generates an accounting request for the
user.

3. When Steel-Belted Radius receives an accounting request from a network accessdevice, it scans the
request for an encapsulated identity attribute.

4. If SteelBelted Radius finds an encapsulated identity attribute, it de -encapsulates and decrypts the
attributes to reconstitute the original inner User-Name and Classattributes.

5. Steel-Belted Radius substitutes the decrypted attributes for the ones returned from the NAD.

6. Steel-Belted Radius processes the accounting request locally or forwards the accounting request
through the proxy to its intended target.

To implement tunneled accounting, you must configure the classmap.ini file to specify how attributes should be
presented, and you must configure the spi.ini file to speci:
identity information. The classmap.ini file and the spi.ini file are described in the Steel -Belted Radius Reference
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Guide.
For an overview of how EAP/TTLSnd EAP/PEARvork, refer to JAbout the Extensible Authentication Protocolj .

RADIUSClient Groups

If your RADIUS clients use the same RADIU&ttributes and have contiguous IP addresses, you can configure
one or more RADIUSclient groups and specify an address range consisting of as many as 500 IP addresses for
each client group. When Steel-Belted Radiusreceives a RADIUSrequest that includes a source IP address in this
range, it uses the RADIUSclient group to determine the appropriate shared secret, make/model, and IP address
pool.

o Pleasenote the following when you set up address ranges for RADIUSclient groups:

¥ Address ranges are for IPv4networks only. Steel-Belted Radius does not support address ranges for
IPv6or IPX.

¥ The address range assignedto one RADIUSclient group cannot overlap the address ranges assigned
to other RADIUSclient groups.

¥ Thestarting address of the address range assignedto a RADIUSclient group cannot match the IP
address of an individual RADIUSclient.

¥ If an individual RADIUclient entry has an IP address that falls within an address range assignedto a
RADIUSclient group, SteelBelted RADIUSuses the make/model for the individual RADIUSclient.
For example, if RADIUS client RAS1 is configured with IP address 192.168.21.55 and if RADIUS client
group BLDG1RAS is configured with an IP address range192.168.21.507192.168.21.60, SteelBelted
Radiususes the client information for RAS1If it receives a RADIUSrequest from 192.168.21.55, and it
uses the client information for BLDG1RASHf it receives a RADIUSrequest from 192.168.21.56.

¥ ARADIUSclient group cannot use a ClassD, E,or FIP address (that is, an address greater than
223.255.255.0).

S e Addihg a RADIUSClient or Client Group; f or i nformation on how to configut
ranges for RADIUclients.

IP Address Assignment

Steel-Belted Radius can assign IPv4 addresses to users in several ways:

¥ Static assignment? The same IP address is assigned to a user each time the user connects. For
example, if the user Kevin has a Framed-IP-Address attribute setto 123.11.245.123, then the IP
address 123.11.245.123 is assigned each time Kevinconnects to the network.

¥ Assignment from a specific address pool ? An address is assigned from a specific pool when the user
connects. For example, if user Kevin has a Framed-IP-Address attribute set to the SalesIP address
pool, the next available IP address from Salesis assigned when Kevin connects to the network.

¥ Assignment from the RADIUSc | i éPraddress pool (or set of IP address pools)? An address is
assigned from one of the pools associated with the RADIUSclient that makes the connection when
a user connects. For example, assume that a RADIUSclient called RAS1uses IP address pool A,
and a RADIUSclient called RAS2uses IP address pool B. A User entry called Kevin has a Framed-I1P-
Address attribute value of pool associated with RADIUSCIlient. When user Kevin gets a port on RAS1,
an IP address from pool Ais assigned. On the next call, Kevin might connect to RAS2;in this case an
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address from pool B is assigned.
Alternatively, if a user has been associated with a particular NAD-specific IP address pool (and suffix),
an IP address from that pool is assigned.

¥ Assignment from DHCP server? An address is assigned from a DHCP server for a userconfigurable
period of time (DHCP lease) when a user connects. The DHCP lease period is ypically significant (for
example, twenty-four hours).

Address Pools and Replication

Address pool information is not distributed with other configuration information in a replicated environment.

If you are using IPv4 or IPX address pools in a replication environment, you must configure address pools
separately on each replica server, and then use the same names to configure a master list of address pools on
your primary server.

The master list of address pools configured on the primary server must include the names of all the pools on
all of the replica servers. For example, Figure 7 illustrates a simple environment that uses four address pools.
POOL1 and POOL2 are configured on one replica server and POOL4 is configured on a different replica server.
As a consequence, the IP address pool list on the primary server must include POOL1,POOL2,POOL3 (the pool
used by the primary server),and POOLA4.

Figure 7: 1P Address Pools in a Replication Environment

The network administrator must configure RADIUS clients (including the address pool associated with a RADIUS
client) on the primary server. This RADIUSclient/address pool association (but not the address pool information
itself) is stored as part of the replication package passed from the primary server to the replica servers.

Hints

Steel-Belted Radius can treat the attribute Framed-IP-Address as a hint. This means that if this attribute appears
in the Access-Request and the user return list is configured to allocate Framed -IP-Address from a pool, the IP
address in the AccessRequestis returned instead of the newly-allocated IP address.

This functionality is defined in the [Configuration] section of radius.ini:
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