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Steel-Belted Radius, Pulse Secure, the Pulse Secure logo are registered trademark of Pulse Secure, LLC. in the
United States and other countries. All other trademarks, service marks, registered trademarks, or registered
service marks are the property of their respective owners. All specifications are subject to change without notice.

Pulse Secure assumes no responsibility for any inaccuracies in this document. Pulse Secure reserves the right to
change, modify, transfer, or otherwise revise this publication without notice.

Portions of this software copyright 1989, 1991, 1992 by Carnegie Mellon University Derivative Work - 1996, 1998-
2000 Copyright 1996, 1998-2000 The Regents of the University of California All Rights Reserved Permission to use,
copy, modify and distribute this software and its documentation for any purpose and without fee is hereby
granted, provided that the above copyright notice appears in all copies and that both that copyright notice and
this permission notice appear in supporting documentation, and that the name of CMU and The Regents of the
University of California not be used in advertising or publicity pertaining to distribution of the software without
specific written permission.

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT

SHALL CMU OR THE REGENTS OF THE UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR
PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF
ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Portions of this software copyright © 2001-2002, Networks Associates Technology, Inc All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the
followingdisclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

Neither the name of the Networks Associates Technology, Inc nor the names of its contributors may
be used to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT

HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE .Portions of this software are copyright © 2001-2002, Cambridge Broadband Ltd. All rights
reserved. Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the
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followingdisclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER "AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, ORTORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Portions of this software copyright © 1995-2002 Jean-loup Gailly and Mark Adler This software is provided ‘as-
is’, without any express or implied warranty. In no event will the authors be held liable for any damages arising
from the use of this software. Permission is granted to anyone to use this software for any purpose, including
commercial applications, and to alter it and redistribute it freely, subject to the following restrictions:

The origin of this software must not be misrepresented; you must not claim that you wrote
the original software. If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

Altered source versions must be plainly marked as such, and must not be misrepresented as being
the original software.

This notice may not be removed or altered from any source distribution.
HTTPClient package Copyright © 1996-2001 Ronald Tschalar (ronald@innovation.ch).

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your option)
any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the
implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Lesser General
Public License for more details. For a copy of the GNU Lesser General Public License, write to the Free Software
Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307, USA.

StrutlLayout Java AWT layout manager Copyright © 1998 Matthew Phillips (mpp@ozemail.com.au).

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Library General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your option)
any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Library General Public
License for more details. For a copy of the GNU Lesser General Public License, write to the Free Software
Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307, USA.

The original tac_plus code (which this software and considerable parts of the documentation are based on) is
distributed under the following license:
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Copyright (c) 1995-1998 by Cisco systems, Inc.

Permission to use, copy, modify, and distribute this software for any purpose and without fee is hereby
granted, provided that this copyright and permission notice appear on all copies of the software and
supporting documentation, the name of Cisco Systems, Inc. not be used in advertising or publicity pertaining
to distribution of the program without specific prior permission, and notice be given in supporting
documentation that modification, copying and distribution is by permission of Cisco Systems, Inc.

Cisco Systems, Inc. makes no representations about the suitability of this software for any purpose. THIS
SOFTWARE IS PROVIDED " "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.

The code written by Marc Huber is distributed under the following license:
Copyright (C) 1999-2015 Marc Huber (<Marc.Huber@web.de>). All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions ared met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

The end-user documentation included with the redistribution, if any, must include the following
acknowledgment:

This product includes software developed by Marc Huber (<Marc.Huber@web.de>).

Alternately, this acknowledgment may appear in the software itself, if and wherever such third-party
acknowledgments normally appear.

THIS SOFTWARE IS PROVIDED ™ "AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL ITS AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

apache/httpclient, that is used in SBR-E software is of license type "Apache License 2.0" and refer the following
URL for more information:
https://github.com/apache/httpcomponents-client/blob/4.5.x/LICENSE txt.

bcgit/bc-java, that is used in SBR-E software is of license type "MIT" and refer the following URL for more
information:
https://github.com/bcgit/bc-java/blob/r1rve0/LICENSE.html.

google/gwt, that is used in SBR-E software is of license type "Apache License 2.0" and refer the following URL for
more information:
http://www.gwtproject.org/terms.html.

© 2020 by Pulse Secure, LLC. Allrights reserved 3


mailto:Marc.Huber@web.de
mailto:Marc.Huber@web.de
https://github.com/apache/httpcomponents-client/blob/4.5.x/LICENSE.txt
https://github.com/bcgit/bc-java/blob/r1rv60/LICENSE.html
http://www.gwtproject.org/terms.html

Steel-Belted Radius Administration Guide - GEE

gwtbootstrap3/gwtbootstrap3, that is used in SBR-E software is of license type "Apache License 2.0" and refer
the following URL for more information: https://github.com/gwtbootstrap3/gwtbootstrap3/blob/0.9.3/LICENSE.

kohsuke/WinSW, that is used in SBR-E software is of license type "MIT" and refer the following URL for more
information:

https://github.com/kohsuke/winsw/blob/winsw-v2.2.0/LICENSE.txt.

laaglu/lib-gwt-file, that is used in SBR-E software is of license type "GNU Lesser General Public License v3" and
refer the following URL for more information:
http://www.gnu.org/licenses/Igpl.html .

© 2020 by Pulse Secure, LLC. Allrights reserved 4


https://github.com/gwtbootstrap3/gwtbootstrap3/blob/0.9.3/LICENSE
https://github.com/kohsuke/winsw/blob/winsw-v2.2.0/LICENSE.txt
http://www.gnu.org/licenses/lgpl.html

Revision History

The following table lists the revision history for this document.

Description

No updates in this release

Steel-Belted Radius Administration Guide - GEE

6.27-R1 Updates

Revision Date

6.28 April 2020
6.27 October 2019
6.26 May 2019

6.26-R1 Updates

© 2020 by Pulse Secure, LLC. Allrights reserved



Contents

REVISTON HISTOTY .ttt s st s h s s s r et 5
ADOULTRIS GUITE 1.ttt 17
BEfOre YOU BEEIN ... 17
AUGIENICE ... 17
WHat'S INTRIS MANUAL.........coiiiiiii s 17
TYPOEraphiCalCONVENTIONS ... 20
Related DOCUMENEATION .......viiiii e 21
Contacting TECNICAI SUPPOIT. ... 22
B T T 24
ADOUL STEEI-BEITEA RATIUS ... 24
Steel-Belted RAdiUS FEATUIES. ..o 24
LICEINSINE. ...ttt 25
B T 2 s 26
RADIUS BASICS ..ttt 26
RADIUS OVEIVIEW ...ttt 26
RADIUS PACKELS ... 27

RADIUS POITS 1. 28

RADIUS CONFIGUIGTION ..ttt 29

SNAIEA SEEIELS ..ttt 30

ACCOUNTING ¢ttt 32

AETIDULES ...ttt 32

DI CLIONAIIES ..t 32

USEI ATIIDUTE LISTS ...t 33

Centralized Configuration ManagemENt..........ccooiiiiiiiiee s 36
PIOXY RADIUS ...ttt 38
AULNENTICATION ... 39
PaSSWOTAPIOTOCOIS ... 45
ACCOUNTING ...t 47
REQUESTROUTING ...ttt 50
RADIUS ClIENE GIOUPS ..ot 57

[P AQAreSS ASSIBNMIMIEINT ...t 58
RESOUICE MANAZEIMENT ...t 60

IPVO SUDPOIT ...ttt 65

BT Bttt bbb 79



USING SBR AAMINISTIATON 1.t 79

Launching SBRAAMIN GUIL..........coiiiiiiise s 79
RUNNING the SBR AAMINISIIALON. ... 81
Navigating in SBR AAMINISTIATON .......c..ciiiietee s 83
AQAING LICENSE KBYS ... 87
ACCESSING ONLINE HEIP ... 88
DisplayingVersion INfOrMEaLioN ...........cciiiie s 88
EXItiNg the SBRAAMINISTIATON ...t s 88
CNBITET e e 89
Using Web Graphic User INterface (GUI) ..o 89
RUNNING T WEDGUI ... 89
TESTEA BIOWSEIS ..o 90

Navigating in the WeDGUI ... 90
WEDGUI IMENUS ... 90

WEDGUI PAGES ... 93

AQAING LICENSE KBYS ... 95

Displaying Version INfOrMatioN.......cciiiiiiee e 96
EXITING the WEDGUL ...t 97
D T Dbttt 98
Administering RADIUS Clients via Legacy SBR AAMINIStrator ........ooiiiiiiiiiiiieese 98
RADIUS ClENES PANEI ... 98
Adding a RADIUS Client OF ClIENT GrOUP .....c.cuiiieieieices e 98
Verifying @ SNared SECTEL ..o 102
Deleting @ RADIUS ClENE ... 102
BT B e 104
Administering RADIUS Clients via WeDGUI ..o 104
RADIUS ClIENES PAGE......oeei s 104
Adding a RADIUS Client OF ClIENT GrOUP ..o 104
Verifying @ SNar@d SECTET ..o 109
Deleting @ RADIUS ClENE ... 109
BT 7 bbb 111
Administering RADIUS Location Groups via Legacy SBR ADMINISTrator. ..., 111
ADOUL LOCATION GIOUPS. ..o 111
LOCAtION GrOUPS PANEI ..o 111
AdAING @ LOCATION GIOUD ...t 117
Deleting @ RADIUS LOCATION GrOUD ...ttt 113

CRBPTEE Bttt bbbttt 114



Administering RADIUS Location Groups via WebGUI ..o 114

ADOUL LOCATION GIOUPS. ...t 114
LOCALION GIrOUPS PAGE. ... 114
AddING @ LOCALION GIOUP ... 115
Deleting @ RADIUS LOCATION GrOUP.....viviiiiiiiieieeice et 17
B T G 118
AdministeringUsers via Legacy SBR ADMINISIrAtor........oco.iiiiiiiiiieieieeee e 118
USEI RIS ... 118
USEIS PANEIS ... 118
SEttiNG UP NAUVE USEIS ... 119
AJAING @ NATIVE USEI ..o 119

Adding a Checklist or Return List Attribute for @ USer ... 122

Setting Up WINAOWS DOMAIN USETS ... 123
SEttING UD SECUIMD USEIS. ...t 128
SEttING UD TACATSH USEIS. ...ttt 130
SEHNG UD UNIDXUSEES ...ttt 132
EAItING USEI SELLINES ... 133
SEIECHING @ PrOTIlE .o 133

Setting AIIDULE VAlUBS ... 133

Removing ALtrDULE/NVAIUE PIrS ... 133

ReOrdering ALIIDULES ....o.ovoiiiceee e 133

Changing Attributes Inherited from a Profile ..o, 134

Concurrent CoNNECION LIMITS .....c.iiiiiiic 134

AlIOWET ACCESS HOUIS ... 134

DIBLING @ USEI ... 135
CNEPTET TO ot 136
AdMINIStering Users via WEBDGULL........cocioiiiiieceeeeee s 136
USEI FIES .. 136
USEIS PAGES. ...t 136
SEHNG UD NGLIVE USEIS ... 137
AAAING @ NATIVE USEI ... 137

Adding a Checklist or Return List Attribute for a USer ... 141

Setting Up WINAOWS DOMAIN USETS .......coiiiiiiiiiiee s 143
SEttING UP SECUIMD USEIS ...ttt 149
SEtlING UP TACACSH USEIS. ...ttt 151
SEHNG UD UNIXUSEIS ...ttt 154

EAItING USEI SELLINES ..o 155



SEIECHING @ PrOfIlE oo 155

Setting AIIDULE ValUBS ........iviiiieieee e 155

Removing ALErDULE/NVAIUE PaIIS ..o 156

ReOrdering ATIIIDULES .....ooviiieee s 156

Changing Attributes Inherited from a Profile ... 156

Concurrent CoNNECTION LIMITS c.vviii e 156

AlOWEA ACCESS HOUTS ... 156

DIBLING @ USOI ... 157
CNBPTET T e 158
Administering Profiles via Legacy SBR ADMINISTrator .......ccoooivoiiioiiiieieeieeeeeee e 158
ADOUL PTOTIIES ... 158
SELUNG UP PrOfIES ... 158
DO T etk 162
Administering Profiles via WeDGULL ... 162
ADOUE PIOTIIES ... 162
SELUNG UP PrOfIES ... 162
D T 13 ettt 168
Administering Proxy RADIUS via Legacy SBR AQMINISTIrator......cooooiiiiiiieceeeeeeese e 168
ADOUL ProXY RADIUS ..o 168
Proxy RADIUS AUTNENTICATION. ....iuiiiiiiri s 168

ProxXy RADIUS ACCOUNTINEG ...ttt 168

Proxy RADIUS REAIMS ...t 168

Target Selection Within @ REaIM ..., 169
Message-AuthentiCator SUPPOIT ...t 169

PrOXY FAST-FaIl ..ot 169

SEALIC PrOXY ACCOUNTING ..ottt 170

ProxXy AUTOSTOPD FEATUIE ... 171

AQAING @ PrOXY TATEEL. ... 171
Maintaining an ACCOUNtiNg SNAared SECret ... 173
Deleting @ ProXy TANGEL ..o 174
Steel-Belted RAdiUS @S @ TAIEBL ..o 174
Proxy RADIUS as an Authentication Method ... 175
CREPTET T ettt bbbttt 176
Administering Proxy RADIUS Via WEDGUI .........oooiiiiiiiiie e 176
ADOUL PrOXY RADIUS ..o 176
Proxy RADIUS AUTNENTICATION. ... 176

Proxy RADIUS ACCOUNTINE ...ttt s 176



Proxy RADIUS REAIMS ... 176

Target Selection Within @ REAIM ..o 177
Message-AUthentiCatOr SUPPOIT .. ..ovviiieiei s 177

PIOXY FAST-FaIl ..o 177

SEALIC PrOXY ACCOUNTING ..ottt 178

ProxXy AUTOSTOPD FEATUIE ... s 179

AQAING @ PrOXY TATZEL. ... 179
Maintaining an ACCOUNtING SNAred SECTeL ..o 182
Deleting @ PrOXY TANZEL ... 182
Steel-Belted RadiuS @S @ TAIERL .......c..iiiiii e 182
Proxy RADIUS as an Authentication Method ..o 183
D T TS et 184
Administering RADIUS Tunnels via Legacy SBR ADMINISTrator.......cooiiiiiiiioiieieceeeeeeeeee 184
ADOUL RADIUS TUNNEIS. ... 184
Tunnel AUthENTICAtION SEGUENCE ... 184

Configuring TUNNEL SUPPOIT. ...t 185

Concurrent TUNNEICONNECTIONS ... 186

Configuring RADIUS TUNNEIS ... 186
AQAING @ TUNNE . 186

CRBPTET T ottt 197
Administering RADIUS TUNNEIS VIa WEDGUL.......ooiioiiiiieiiieceee s 191
ADOUL RADIUS TUNNEIS. ... 191
Tunnel AUthentiCatioN SEQUENCE .....c.cvoviiieeieieee e 191

Configuring TUNNEI SUPPOIT ..ot 192

Concurrent TUNNEICONNECTIONS ..o 193

Configuring RADIUS TUNNEIS ... 193
AJAING @ TUNNEL ..o 194

B T T 7 e 200
Administering Address Pools via Legacy SBR ADMINISTIAtor .........oovevoiiiieiciieeeeeeeeees 200
AAArESS POOI FIIES.......cooi s 200
Setting Up IP AAAreSS POOIS ..........ooiiiiiiiiie s 200
Setting Up IPX AQAraSS POOIS ... 208
CREPTEE T8 ettt 212
Administering Address Po0IS via WeBGUL ... 212
AQArESS POOI FIlBS ..o 212
Setting Up IP ADAreSS POOIS ..o 212

Setting Up IPX AQAraSS POOIS ........c.oiiiii s 222



TR TG e 227

Setting Up Administrator Accounts via Legacy SBR ADMINISTrator. ... 227
AAMINISEFALON FIlES ... 227
AAMINISITAtOrSPANEL ... 227
Adding a LoCal AQMINISIIAtON ..o 228
Adding a ReEMOtE AQMINISIIALON........iuiiric e 228

Adding a Remote Administrator ManuUally ... 229
Deleting an AdMUNISIIALON ... 230

CREPTET 20 1o 231

Setting Up Administrator ACCOUNts Via WeBDGUI ........o.oviiiiiiiieiee e 231
AAMINISEFALON FIlES ... 231
AMINISTrAtOrS PAGE ... 231
Adding a Local AdMINISErAtOr .......c.ouiiiic e 232
Adding @ RemMote AMINISTratON . ... 234

Adding a Remote Administrator Manually ... 235
Deleting @n AdMINISTIAtON ... 236

CRBPTEE 271 et 237

Configuring REAIM SUPPOIT ...ttt 237
Realm ConfIUIration FIIES ..o 237
Stage One of Realm ConfIUIration ........ocooiiii s 237
Configuring a Proxy RADIUS REAIM ... 238
Configuring @ DIirect@d REAIM ..o 241
Editing the radius.ini RealM SELENES ......c.ovoiiiiiee e 244
EdIting the ProxXy.iNi FIlE ... 244
Setting Up SMart StatiC ACCOUNTING .......oviiiicee s 245
Setting Up Proxy RADIUS REAIMS ..o 245
Setting Up DIreCted REAIMS ..o 246
How to Update Realm CONfIGUIAtion ..........cooiiiiiiiiece 247

BT 2 e 249

Setting Up Filters via Legacy SBR AAMINISTIAtON ........oiiiioiiieieieeeeee s 249
OVEBIVIBW ..ot 249
FIIEEIS PANEL....... o 252
AAAING @ FILET ... 253

Searching the FIIEEr LIST.. ..o 255

BT 23 bbb 257

Setting Up FIlters via WEDGUI ..o 257

OVRIVIBW ... e et 257



FIEEIS PO ... 260

AQAING @ FIEET ... 267
SearchiNg the FIIEEr LIST.....coiioiiieeieeeee 263

CRBPTET 24 e 267
Setting Up EAP Authentication Policies via Legacy SBR AdMINIStrator.......cooovveenisisiecseee 267
About the Extensible Authentication ProtoCol ... 267
EAP-TLS s 274

B AP TS, s 285
EAP-PEAP ... 292
Configuring Server CertifiCates ... ..o 298
Configuring @ CDP WED PrOXY........c.iioiiiiiiiei e 299
CONfIBUNNE ThE SEIVET ... 307
Configuring Secur!D AUTNENTICATION .....iuiiiicr 301

Configuring TACACS+ AUTNENTICATION. ..o 302

ACtIVaLING EAP MEENOTS ... 303
CoNFigUIING EAP SEEUINGS ...t 303

Configuring Authentication REJeCtioN MESSAEZES ..........covvriiiiiiieiiie e 305

D O 25 et 307
Setting Up EAP Authentication Policies via WeDGUI ..o 307
About the Extensible Authentication ProtoCol...........ccccociiiiiiiccs 307
BAP-TLS s 314
BAP-TTLS s 325
BAP-PEAP ... 333
Configuring Server CertifiCates ... oo 339
Configuring @ CDP WED PrOXY........coioiiiiiei e 342
CONTIBUMNNE TNE SEIVET ... 343
Configuring Secur!D AUTNENTICATION . .....ovoviiiceicc e 343

Configuring TACACS+ AUtNENTICATION.....c.oviiiec e 345

ACEIVAtING EAP METNOMS ... 345
CONfIGUIING EAP SETLINGS ......oviviveiiieieieese e 346

Configuring Authentication REJECLION MESSAZES ........vururiiiiiieieee e 347
CRBPTEE 26 1ot 349
CONFIGUING TACACTSH SEIVET ..ottt 349
TACACTSH BASICS ...ttt 349
TACACS+ Server Overview in Steel Belted RAIUS ............coooiiiiiiiiciece s 350
Configuring TACACS+ port and number of TACACS+ INStaNCES ........ccovvvvinneeeceese, 350

Configuring TACACS+ Client in “tac_plusd” configuration file ..., 357



Configuring Users in “tac_plusd” configuration fil@ ..........cccoooiiiiiiiiiiiie e, 351

Configuring Groups in “tac_plusd” configuration file ..., 352
Order of Authentication MELNOTAS. ..o 353
Configuring LDAP Backend AUTNeNTICAtION ..........coiiiiiiic e 353
Configuring SHADOW Backend AUthentiCation ... 356
TACACSH LOGEING ... 356
BT 27 e 361
CONFIGUINE SNIMP L. 361
ABDOUE SNIMIP......o s 361
CONFIZUMNNE SNIMP ..o 365
Starting the SNIMP ABENL ...t 370
StOPPING ThE SNIMP ABENL ... 370
Re-Reading the pssnMPA.CONFRIE ........ooiiiiiiii 370
BN tESTAZENT.SN .o 370
USINE SNIMP ..ottt 371
ReSEING RATE STALISTICS. ... oo 372
TrOUBIESNOOTING ... 372
CRBPTEE 28 et 373
Configuring Replication via Legacy SBR ADMINISTrator.......cccoiiiriiieeiceeeeeeeeee e 373
ADOUL REPICATION ... 373
RepliCatioN REQUIFEMENTS ..o 375
CoNfIGUNNG REPIICA SEIVETS. ... 375
REPIICATION EMTOr MESSAEES. ... 380
CNBTET 20 e 384
Configuring Replication Via WEeDGUI ........cccciviiiiiiiceeee e 384
ADOUEREPICATION ... 384
RepliCatioN REQUIFEMENTS ..o 386
CoNfIGUNING REPIICA SEIVETS. ... 386
REPIICATION EMTOr MESSAEES. ...t 393
CNEPTET 30 e 397
LDAP CoNfIgUration INTEITACE .....o.oviiiei e 397
LDAP Configuration INterface File ... 397
About the LDAP Configuration INEIACE .........coioiiee e 397
LDAP VIFEUGl SCREMIA. ... 400
LDAP RUIES @Nd LIMITALIONS ... 404
LDAP COMMANA EXAMIPIES.........omiiiiiiiiie e 407

LDIF FIlE EXQMIPIES ... 412



SEALISEICS VATTADIES ... e e ettt 418

CNBTET 37 e 423
Configuring SQL AUTNENTICATION L....vuiiiiiiiieeeee e 423
ABOUt SQLAULNENTICATION ..ot 423
Configuring SQL AUtNENTICALION .......c.vviiiiii e 425
Connecting to the SQL Database ..........ccoiiiic e 426
SQLStateMENt CONSTIUCTION ..o 426
Working with Stored Procedures in Oracle ... 431
Working with Stored Procedures in MS-SQL..........c.oiiiiices e 432
BT B e 434
CoNFigUING SQL ACCOUNTINE ....cvieieieiieieee et 434
ADOUL SQLACCOUNTINE ... 434
ConfiguriNg SQL ACCOUNTING .......ovuiiiiieieieie e 435
Connecting to the SQL DatabaSe .........c.iiiiiiiiiiei e 436
SQLStAteMENt CONSTIUCTION ..ottt 437
SQLACCOUNTINE REEUMNVEIUBS ... 447
Accounting Stored Procedure EXaMPIE ..o 441
DT B ettt 444
Configuring LDAP AUTNENTICATION c...uiiiiiiiiiie e 444
ADOUL LDAP AULNENEICATION. ... 444
Configuring LDAP AUEN@NTICATION ........o.oiviiiii e 446
LDAP AUthENLICAtION SEQUENCE ..o 450
LDAP AuthentiCation EXAMIPIES ... 451
CNBITET B e 456
Displaying Statistics via Legacy SBR AAMINISIIATON .......oooioiiiiieieiceeieeee s 456
Displaying AUthentiCatioN SEALISTICS ........c.ovoiiie e 456
Displaying ACCOUNTING SEALISTICS .......vviiiii e 457
Displaying Proxied REQUESE SLALISTICS .......o.oviiiiiiie e 459
Displaying RADIUS ClI@Nt SEALISTICS .......vviiiieiee e 461
Displaying RADIUS Proxy Targets SLatiStiCs ..o 462
Displaying IP ADdress POOI SEAtISTICS ..o 463
DT 35 bbbt 464
Displaying Statistics Via WEDGUL........c.oiiiiiiie e 464
Displaying AUthentiCation STAtISTICS .........ooiiiiiie e 464
Displaying ACCOUNEING SEAtISTICS ........oviviiiiice e 465
Displaying Proxied REQUESE STAtISHICS ........ooiiiiiiieeee s 467

Displaying RADIUS ClIent StatiSICS ..o 469



Displaying RADIUS Proxy Targets StatiStiCS ..o 469

Displaying IP ADAress POOI SEAtISICS..........ccviiiiiiees e 470
CNEPTET 30 e 473
Logging and Reporting via Legacy SBR AAMINISIrator ......o.iviireieicisss s 473

LOZEINE FIIES ... 473

Displaying the CUrrent SESSIONS LIST........oviiiiiieicees e 473

Searching the CUrrent SESSIONS LIST ... e 475
Deleting Entries from the SESSIONS LiST.......oiiiiiiieesss s 475

Displaying the Authentication LOG FIlES ..o 476

Using the LoCked ACCOUNES LIST. ... 483

Configuring the Log Retention PEMOM. ..........c.cooioiiiiiiiees 485

USING the SV LOZ Il ... 485

Using the AUthentiCation LOG FlE..........ooiiiiie e 486

Using the ACCOUNTINE LOZ FIlE ... 488

Standard RADIUS ACCOUNTING ATETIDULES ... 490

D T 37 bbb 494
Logging and Reporting Via WeDGUL ..........ooiiiiice e 494
LOBEINE FIIES ... 494
Displaying the CUrrent SESSIONS LISt .......oiiiiiiecee e 494
Searching the CUrrent SESSIONS LIST ... 496

Deleting Entries from the SeSSIONS LiST......cccoiiiieiiiieieeeeeeee e 496

Displaying the Authentication LOG FIlES ..o 496

Using the Locked ACCOUNES LIST. ... 503

Configuring the Log Retention PEriOM. ..........coviiiiiiiesee e 505

USING the SEIVEr LOG FIE ... 505

Using the AUthentication LOG Fle. ..o 506

Using the ACCOUNLING LOG FIlE ... 508

Standard RADIUS ACCOUNTING ALLTIDULES ... 510

ADPENAIX A ..ot 513
GlOSSAIY ot 513
APPENTIX B .o 517
When to Restart Steel-Belted RATIUS ..o 517
ADPPENTIX Cotiii e 520
TECAMICAINOTES .. 520
LDAP Support for NOVEI €DIFECLONY........oiiiiieieeeee e 520
SENVICE TYPE MAPPING . ...ttt 523

CCASUPPOITTOr BCOM ...t 528



ASCENA FIEEI TTaNSIAtION ... ettt ettt 529

|[dAPAULNEXIENSIONS ... 530
Ericsson ENhanced TOKEN CaCING ..o 532
Ericsson's e-h235 Authentication ProtoCOL............cc..ciiiiii s 534
UNIPOTEPIUSIN oo 534
Windows Performance MONITON ...........cc.ovoiiiiiece s 535
APPENAIX Do 541
AULNENTICATIONPIOTOCOIS ..o 541
APPENAIX E oo 543
IMPOrting and EXPOITING Data......c.cviiiiiiieiieie et 543
Exporting to a RADIUS Information File via Legacy SBR Administrator ..o, 543
Exporting to a RADIUS Information File via WebGUI ............c.ccooiiiiiiiiie 544
Importing into the Steel-Belted Radius Database via Legacy SBR Administrator ......... 545
Importing into the Steel-Belted Radius Database via WebGUI ... 547
APPENAIX F e 550
Stopping and Starting Steel-Belted RATIUS. ..o 550
Stopping the Steel-Belted RadiUS SEIVET ... 550
Starting the Steel-Belted RadiUS SEIVE ..o 551
Displaying RADIUS Status INformation (LINUX).........ccooiiiiiriiee e 551
ADPPENTIX G o 553
Stopping and Starting “Steel-Belted Radius JETtY SEIVEI™ .. ....ccoiiieiiiieeieeeeee e 553
STOPPING JETLY SEIVET ..ttt 553
STAMTINEG JETEY SEIVET ottt 553
RESTAITING JEILY SBIVET ..ot 553
STOPPING JEILY SEIVET ..ttt 553
STAMTINEG JETEY SEIVET ottt 554
RESTAITING JEITY SBIVET .ottt 554
Viewing the STatus OF JETLY SEIVET ..o 554
ADPPENAIX H oo 555
Use Custom SSL Certificate for Launching SBR-E Web Ul .......ccooiiiioiiiiieiieceeeeeee e 555



Steel-Belted Radius Administration Guide - GEE

About This Guide

The Steel-Belted Radius Administration Guide/Global Enterprise Edition describes how to configure and
administer the Steel-Belted Radius software on a server running the Linux operating system or the
Windows operating system.

Before You Begin

This manual assumes that you have installed the Steel-Belted Radius software and the SBR
Administrator/WebGUI. For more information, refer to the Steel-Belted Radius Installation and Upgrade Guide.

Audience

This manual is intended for network administrators responsible forimplementing and maintaining
authentication, authorization, and accounting services for an enterprise. This manual assumes that you are
familiar with general RADIUS and networking concepts and the specific environment in which you are installing
Steel-BeltedRadius.

If you use Steel-Belted Radius with third-party products such as Oracle or RSA SecurlID, you should be familiar
with their installation, configuration, and use.

What's in This Manual

This manual contains the following chapters and appendixes:

Chapter 1, “About Steel-Belted Radius” presents an overview of Steel-Belted Radius and describes
licensing requirements for Steel-Belted Radius.

Chapter 2, "RADIUS Basics” summarizes important concepts relating to the operation of Steel-
Belted Radius.

Chapter 3, “Using SBR Administrator” describes how to use the SBR Administrator to configure
Steel-Belted Radius.

Chapter 4, “Using Web Graphic User Interface (GUI)" describes how to use the WebGUI to configure
Steel Belted Radius Server.

Chapter 5, “Administering RADIUS Clients via SBR Legacy Administrator” describes how to set up
RADIUS clients and client groups via SBR legacy administrator.

Chapter 6, "Administering RADIUS Clients via WebGUI" describes how to set up RADIUS clients and
client groups via WebGUI.

Chapter 7, “Administering RADIUS Location Groups via Legacy SBR Administrator” describes how to
set up a location group via legacy SBR administrator.

Chapter 8, “Administering RADIUS Location Groups via WebGUI" describes how to set up a location
group via WebGUI.

Chapter 9, “Administering Users via Legacy SBR Administrator” describes how to set up users in the
Steel-Belted Radius database via legacy SBR.

Chapter 10, “Administering Users via WebGUI" describes how to set up users in the Steel-Belted
Radius database via WebGUI.
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Chapter 11, “Administering Profiles via Legacy SBR Administrator” describes how to set up user
profiles to simplify user administration via legacy SBR.

Chapter 12, “Administering Profiles via WebGUI" describes how to set up user profiles to simplify
user administration via WebGUI.

Chapter 13, “Administering Proxy RADIUS via Legacy SBR Administrator” describes how to identify
proxy RADIUS targets via legacy SBR.

Chapter 14, “Administering Proxy RADIUS via WebGUI" describes how to identify proxy RADIUS
targets via WebGUI.

Chapter 15, “Administering RADIUS Tunnels via Legacy SBR Administrator” describes how to set up
secure RADIUS tunnels via legacy SBR.

Chapter 16, “Administering RADIUS Tunnels via WebGUI" describes how to set up secure RADIUS
tunnels via WebGUI.

Chapter 17, "Administering Address Pools via Legacy SBR Administrator” describes how to set up
IPv4 and IPX address pools via legacy SBR.

Chapter 18 “Administering Address Pools via WebGUI" describes how to set up IPv4 and IPX
address pools via WebGUI.

Chapter 19, “Setting Up Administrator Accounts via Legacy SBR Administrator” describes how to
identify who can administer Steel- Belted Radius via legacy SBR.

Chapter 20, “Setting Up Administrator Accounts via WebGUI" describes how to identify who can
administer Steel- Belted Radius.

Chapter 21, “Configuring Realm Support” describes how to configure and maintain directed and
proxy RADIUS realms.

Chapter 22, “Setting Up Filters via Legacy SBR Administrator” describes how to configure and
maintain attribute filters in Steel- Belted Radius.

Chapter 23 “Setting Up Filters via WebGUI" describes how to configure and maintain attribute
filters in Steel- Belted Radius via WebGUI.

Chapter 24, “Setting Up EAP Authentication Policies via Legacy SBR Administrator” presents an
overview of Extensible Authentication Protocol (EAP) types and describes how to configure and
sequence RADIUS authentication methods.

Chapter 25 “Setting Up EAP Authentication Policies via Web GUI" presents an overview of Extensible
Authentication Protocol (EAP) types and describes how to configure and sequence RADIUS
authentication methods via WebGUI.

Chapter 26, “Configuring TACACS+ Server” presents an overview of TACACS+ server and describes
how to configure into Steel-Belted Radius.

Chapter 27, “Configuring SNMP,” presents an overview of SNMP components and describes the
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statistics available for Steel-Belted Radius servers and clients.

Chapter 28, “Configuring Replication via Legacy SBR Administrator” describes how to configure
and use the centralize configuration management (CCM) feature to coordinate Steel-Belted Radius
server settings in a replication environment.

Chapter 29 “Configuring Replication via WebGUI" describes how to configure and use the
centralized configuration management (CCM) feature to coordinate Steel-Belted Radius server
settings in a replicationenvironment.

Chapter 30, “LDAP Configuration Interface” describes how to use public domain LDAP utilities to
populate a Steel-Belted Radius server database.

Chapter 31, “Configuring SQL Authentication” describes how to configure authentication against
records stored in an external SQL database.

Chapter 32, “Configuring SQL Accounting” describes how to configure Steel-Belted Radius to write
accounting information to an external SQL database.

Chapter 33, “Configuring LDAP Authentication” describes how to configure authentication against
records stored in an external LDAP database.

Chapter 34, “Displaying Statistics via Legacy SBR Administrator” describes how to use the
monitoring facilities in Steel-Belted Radius.

Chapter 35 “Displaying Statistics via WebGUI" describes how to use the monitoring facilities in
Steel-Belted Radius.

Chapter 36 “Logging and Reporting via Legacy SBR Administrator” describes how to use the logging
and reporting facilities in Steel-Belted Radius.

Chapter 37, “Logging and Reporting via WebGUI" describes how to use the logging and reporting
facilities in Steel- Belted Radius.

Appendix A, “Glossary” provides brief explanations for RADIUS terminology used in this and other
Steel-Belted Radius manuals.

Appendix B, “When to Restart Steel-Belted Radius” provides a summary of critical operational
information.

Appendix C, “Technical Notes” presents tips for configuring Steel-Belted Radius to interoperate
with equipment and facilities from other vendors.

Appendix D, “Authentication Protocols” provides a matrix of authentication methods and their
supported authentication protocols.

Appendix E, “Importing and Exporting Data” describes how to import and export information in a
Steel-Belted Radius database to and from an XML file.

Appendix F, “Stopping and Starting Steel-Belted Radius” describes how to stop and restart the Steel-
Belted Radius service (Windows) or RADIUS daemon (Linux).

Appendix G, “Stopping and Starting Steel-Belted Radius Jetty Server” describes how to stop and
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restart the Steel-Belted Radius Jetty Server (Windows) or (Linux).

Appendix H, “Use Custom SSL Certificate for Launching SBR-E Web UI" describes how use custom
SSL certificates for launching SBR-E Web Ul.

TypographicalConventions
Table 1 describes the text conventions used throughout this manual.

Table 1: Typographical Conventions

Convention Description Examples
Bold typeface Indicates buttons, field names, dialog Use the Scheduling and Appointment tabs to
names, and other user interface elements. schedule a meeting.
Plain sans serif typeface Represents: Examples:
Code, commands, and keywords * Code: certAttr.OU = 'Retail Products Group'
. URLs, file names, and directories . URL: Download the JRE application

from: http://java.sun.com/j2se/

Italics Identifies: Examples:

Terms defined in text . Defined term: An RDP client is a Windows
component that enables a connection
between a Windows server and a user’s

: Book names machine.
* Variable element: Use settings in the Users >

Roles > Select Role > Terminal Services page
to create a terminal emulation session.

. Variable elements

. Book name: See the Steel-Belted Radius
Administration Guide.

Editions/UsedIn

Steel-Belted Radius is available in multiple editions to meet the requirements of different types of customers.
This manual uses the following abbreviations to identify editions of Steel-Belted Radius:

+ GEE - Global Enterprise Edition
EE - Enterprise Edition
Syntax

radiusdir represents the directory into which Steel-Belted Radius has been installed. By default, this
is C:\Program Files (x86)\Pulse Secure\Steel-Belted Radius\Service for Windows systems and /opt/
PSsbr/Radius on Linux.

Brackets [ ] enclose optional items in format and syntax descriptions. In the following example, the
first Attribute argument is required; you can include an optional second Attribute argument by
entering a comma and the second argument (but not the square brackets) on the same line.

© 2020 by Pulse Secure, LLC. Allrights reserved
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<add | replace> = Attribute [ Attribute]
In configuration files, brackets identify section headers:
the [Processing] section of proxy.ini

In screen prompts, brackets indicate the default value. For example, if you press Enter without entering
anything at the following prompt, the system uses the indicated default value (/opt).

Enter install path [/opt]:

Angle brackets <> enclose a list from which you must choose an item in format and syntax
descriptions.

Avertical bar (| ) separates items in a list of choices. In the following example, you must specify add
or replace (but not both):
<add | replace> = Attribute [ Attribute]

Related Documentation

The following documents supplement the information in this manual.

Steel-Belted Radius Documentation

Please review the ReleaseNotes.txt file that accompanies your Steel-Belted Radius software. This file contains
the latest information about features, changes, known problems, and resolved problems. If the information the
ReleaseNotes.txt file differs from the information found in the Steel-Belted Radius manuals, use the information
in the ReleaseNotes.txt file.

In addition to this manual, the Steel-Belted Radius documentation includes the following manuals:

The Steel-Belted Radius Installation and Upgrade Guide describes how to install the Steel-Belted
Radius software on a server running the Linux operating system or the Windows operating system.

The Steel-Belted Radius Reference Guide describes the configuration options for the Steel-Belted
Radiussoftware.

Requests for Comments (RFCs)

The Internet Engineering Task Force (IETF) maintains an online repository of Request for Comments (RFCs) online
at http://www.ietf.org/rfc.ntml. Table 2 lists the RFCs that apply to this guide.

Table 2: RFCs

RFC Number Title

RFC 1155 Structure and Identification of Management Information for TCP/IP-based Internets. M. Rose,
K. McCloghrie, May 1990.

RFC 1213 Management Information Base for Network Management of TCP/IP-based internets: MIB-II. K.
McCloghrie, M. Rose, March 1991.

RFC 2271 An Architecture for Describing SNMP Management Frameworks. D. Harrington, R. Presuhn, B.
Wijnen, January 1998.

RFC 2284 PPP Extensible Authentication Protocol (EAP). L. Blunk, J. Volbrecht, March 1998.
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RFC Number Title

RFC 2433 Microsoft PPP CHAP Extensions. G. Zorn, S. Cobb, October 1998.

RFC 2548 Microsoft Vendor-specific RADIUS Attributes. G. Zorn. March 1999.

RFC 2607 Proxy Chaining and Policy Implementation in Roaming. B. Aboba, J. Vollbrecht, June 1999.
RFC 2618 RADIUS Authentication Client MIB. B. Aboba, G. Zorn. June 1999.

RFC 2619 RADIUS Authentication Server MIB. G. Zorn, B. Aboba. June 1999.

RFC 2620 RADIUS Accounting Client MIB. B. Aboba, G. Zorn. June 1999.

RFC 2621 RADIUS Accounting Server MIB. G. Zorn, B. Aboba. June 1999.

RFC 2622 PPP EAP TLS Authentication Protocol. B. Aboba, D. Simon, October 1999.

RFC 2809 Implementation of L2TP Compulsory Tunneling via RADIUS. B. Aboba, G. Zorn. April 2000.
RFC 2865 Remote Authentication Dial In User Service (RADIUS). C. Rigney, S. Willens, A. Rubens, W.

Simpson. June 2000.

RFC 2866 RADIUS Accounting. C. Rigney. June 2000.

RFC 2867 RADIUS Accounting Modifications for Tunnel Protocol Support. G. Zorn, B. Aboba, D. Mitton.
June 2000.

RFC 2868 RADIUS Attributes for Tunnel Protocol Support. G. Zorn, D. Leifer, A. Rubens, J. Shriver, M.

Holdrege, I. Goyret. June 2000.

RFC 2869 RADIUS Extensions. C. Rigney, W. Willats, P. Calhoun. June 2000.

RFC 2882 Network Access Servers Requirements: Extended RADIUS Practices. D. Mitton. July 2000.

RFC 3162 RADIUS and IPv6. B. Aboba, G. Zorn, D. Mitton. August 2001.

RFC 3575 IANA Considerations for RADIUS (Remote Authentication Dial In User Service). B. Aboba, July
2003.

RFC 3579 RADIUS (Remote Authentication Dial In User Service) Support For Extensible Authentication

Protocol (EAP). B. Aboba, P. Calhoun, September 2003.

RFC 3580 IEEE 802.1X Remote Authentication Dial In User Service (RADIUS) Usage Guidelines. P.
Congdon, B. Aboba, A. Smith, G. Zorn, J. Roese, September 2003.

Third-Party Products

For more information about configuring your access servers and firewalls, consult the manufacturer’s
documentation provided with each device.

Contacting Technical Support
For technical support, contact Pulse Secure at support@pulsesecure.net,

Check our website (http://www.pulsesecure.net) for additional information and technical notes. When you are
running Legacy SBR Administrator, you can choose Web > Steel-Belted Radius User Page to access a special
home page for Steel-Belted Radius users. When you are running Web GUI, you can choose Help > Home Page
> Steel-Belted Radius Home Page to access a special home page for Steel-Belted Radius users.

When you call technical support, please have the following at hand:
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Your Steel-Belted Radius product edition and release number (for example, Global Enterprise Edition
version 6.26).

Information about the server configuration and operating system, including any OS patches that have
been applied.

For licensed products under a current maintenance agreement, your license or support contract
number.

Question or description of the problem, with as much detail as possible.

Any documentation that might help resolve the problem, such as error messages, memory dumps,
compiler listings, and error logs.
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Chapter 1
About Steel-Belted Radius

Thankyou for selecting Steel-Belted Radius®/Global Enterprise Edition.

Steel-Belted Radius is a complete implementation of the RADIUS (Remote Authentication Dial In User Service)
protocol. Steel-Belted Radius interfaces with a wide variety of network access equipment and authenticates
remote and wireless LAN (WLAN) users against numerous back-end databases, allowing you to consolidate the
administration of all your remote and WLAN users.

Steel-Belted Radius/Global Enterprise Edition delivers a total RADIUS solution on the scale required by large
corporations with complex global networks. It provides the power and flexibility you need to manage the
delivery of enhanced services to your users, and it integrates with all aspects of your operations, from user
authentication and service delivery to cost accounting based on divisions and departments.

Steel-Belted Radius Features
Centralized management of user access control and security simplifies access administration.

Flexible, powerful proxy RADIUS features let you easily distribute authentication and accounting
requests to the appropriate RADIUS server for processing.

External authentication features let you authenticate against multiple, redundant SQL or LDAP
databases according to configurable load balancing and retry strategies, ensuring the highest level of
service delivery to your users.

Authentication against a local database permits network access by employees.

Flexible authentication options let you use your existing OS-based authentication database, token
systems from RSA Security and other vendors, and external SQL/LDAP databases for remote and
WLAN user authentication.

Support for a wide variety of 802.1X-compliant access points and other network access servers
ensures compatibility in your network environment.

Advanced proxy features let you authenticate users against RADIUS servers at other sites.

You have a choice of username format, and you can configure routing based on username
decoration, DNIS, or specific attributes.

You can selectively modify attributes as proxy packets flow to and from Steel-Belted Radius.

You can specify groups of proxy target servers that handle proxy requests according to load-
balancing or retry strategies — for the best performance and reliability.

You can control the time periods during which each user is allowed access. An access request is
granted only during a user’s allowed access hours; otherwise it is refused, even if the user presents
valid credentials.

You can configure Steel-Belted Radius by means of a graphical SBR Administrator or by means of
LDAP (either programmatically or at the command line prompt).
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Administrative access levels can be defined and applied to user or group accounts on the server
machine. Read, write, and read/write access can be applied selectively to various categories of
configuration data, including users, RADIUS clients, proxy targets, and statistics.

Auto-restart enables Steel-Belted Radius to restart itself automatically if it experiences a shutdown.

Linux: SNMP support lets you centrally monitor Steel-Belted Radius from your SNMP console, in the
same manner as you monitor other devices and services on your network. Steel-Belted Radius offers
full SNMP support including SNMP traps and alarms.

IPv4 — IPv6 Dual stack support for RADIUS clients.
Steel-Belted Radius Server acts as a TACACS+ Server in Linux platform GEE edition alone.
Licensing

If you want to install the Steel-Belted Radius server software for a 30-day evaluation, you do not need a license
key.

If you want to install a permanent (non-evaluation) copy of Steel-Belted Radius, you must have a single-seat
software license key.

If you have more than one copy of the Steel-Belted Radius software installed, you must have a site license key or
you must have a separate license key for each installation.

The SBR Administrator can be installed on as many workstations as you require. The SBR Administrator does not
require a license key.

For details about licensing, please refer to the Steel-Belted Radius license agreement or contact Pulse Secure.

0 Note: The Steel-Belted Radius license permits you to configure a total of 10 directed authentication
and/or directed accounting methods. If you need additional methods, contact Pulse Secure to
purchase blocks of additional licenses.
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Chapter 2
RADIUS Basics

This chapter presents a conceptual overview of RADIUS (Remote Authentication Dial In User Service)
authentication, authorization, and accounting services.

RADIUS Overview

RADIUS is an industry-standard protocol for providing authentication, authorization, and accounting services.

Authentication is the process of verifying a user's identity and associating additional information
(attributes) to the user's login session.

Authorization is the process of determining whether the user is allowed on the network and
controlling network access values based on a defined security policy.

Accounting is the process of generating log files that record session statistics used for billing, system
diagnosis, and usage planning.

A RADIUS-based remote access environment typically involves four types of components:

An access client is a user who initiates a network connection. An access client might be a user dialing
into a service provider network, a router at a small office/home office connecting to an enterprise
network to provide network access, or a wireless client connecting to an 802.1X access point.

A network access device (NAD), also called a RADIUS client, is a device that recognizes and processes
connection requests from outside the network edge. A NAD can be a wireless access point, a modem
pool, a network firewall, or any other device that needs to authenticate users. When the NAD receives
a user's connection request, it might perform an initial access negotiation with the user to obtain
identity/password information. The NAD then passes this information to the RADIUS server as part of
anauthentication/authorizationrequest.

0 Note: The terms “network access device” (NAD), “remote access server” (RAS), and “network access
server” (NAS) are interchangeable. This manual use “NAD,” though some attribute names and
parameters retain the older “NAS"in their names.

The RADIUS server matches data from the authentication/authorization request with information in a
trusted database, such as the database on the Steel-Belted Radius server or a backend database
server. If a match is found and the user’s credentials are correct, the RADIUS server sends an Access-
Accept message to the NAD; if a match is not found or a problem is found with the user’s credentials,
the server returns an Access-Reject message. The NAD then establishes or terminates the user’s
connection. The NAD might then forward accounting information to the RADIUS server to document
the transaction; the RADIUS server might store or forward this information as needed to support
billing for the services provided.

In some networks, a backend authentication server, such as RSA SecurlD or TACACS+; a SQL or LDAP
database; or some other RADIUS server for which this server is a proxy, stores the information
against which the authentication request is compared. In some cases, the backend server passes
information to the RADIUS server, which determines whether a match exists. In other cases, the
matching is performed on the backend server, which then passes an accept/reject result to the
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RADIUS server.

Figure 1: Radius Authentication illustrates a simple RADIUS environment.

Figure 1: Radius Authentication
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RADIUS Packets

A RADIUS client and RADIUS server communicate by means of RADIUS packets. RADIUS packets carry messages
between the RADIUS client and RADIUS server in a series of request/response transactions: the client sends a
request and expects a response from the server. If the response does not arrive, the client can retry the request
periodically.

Each RADIUS packet supports a specific purpose: authentication or accounting. A packet can contain

values called attributes. The specific attributes to be found in each packet depend upon the type of packet
(authentication or accounting) and the device that sent it (for example, the specific make and model of the NAD
device acting as a RADIUS client).

For information on RADIUS authentication packet structures and attributes, see RFC 2865, Remote
Authentication Dial In User Service (RADIUS). For information on RADIUS accounting packet structures and
attributes, see RFC 2866, RADIUS Accounting.

Figure 2 illustrates a simple RADIUS authentication/authorization sequence.
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Figure 2: Radius Authentication
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1. The RADIUS access client sends an authentication request containing identification and connection
information to the network access device (RADIUS client).

2. When the NAD receives a user's connection request, it typically performs an initial access negotiation
with the user to establish connection information (username, password, network access device
identifier, NAD port number, and so on). The NAD then forwards the user information in an
authentication request to the RADIUS server.

3. The RADIUS server looks up the user information in a local or remote RADIUS authentication
database. The RADIUS server verifies that the user's name and password are valid. It can also
enforce fine-grained security rules by using an access checklist to verify specific attributes in the
authenticationrequest.

4. If a match is found, the RADIUS server returns an Access-Accept message (4a). The RADIUS server
might also send return list information stored in the database, such as the user's authorization or
connection parameters, back to the NAD.

If @ match is not found, the RADIUS server returns an Access-Reject message (4Db).

If third-party software such as RSA SecurlD is used, the RADIUS server might prompt the user for
more information before accepting or rejecting the authentication request.

5. Based on the information it receives from the RADIUS server, the NAD accepts or refuses the
connectionrequest.

After the user is authenticated and the connection established, the NAD might forward accounting data to the
RADIUS server to document the transaction; the RADIUS server can store or forward this data to support billing
for the services provided.

RADIUS Ports

The RADIUS standard initially used UDP ports 1645 and 1646 for RADIUS authentication and accounting packets.
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The RADIUS standards group later changed the port assignments to 1812 and 1813, but many organizations still
use the old 1645/1646 port numbers for RADIUS.

Any two devices that exchange RADIUS packets must use compatible UDP port numbers. That is, if you are
configuring a NAD to exchange authentication packets with a RADIUS server, you must find out which port the
server uses to receive authentication packets from its clients (1812, for example). You must then configure the
NAD to send authentication packets on the same port (1812). The same is true for RADIUS accounting.

Steel-Belted Radius can listen on multiple ports. For compatibility, the server listens to the old and new default
RADIUS ports: ports 1645 and 1812 for authentication, and ports 1646 and 1813 for accounting. To add, change,
or disable the ports on which Steel-Belted Radius listens, modify the radius.ini file or edit the services (Windows)
or /etc/services (Linux) file. The radius.ini file and the services file are described in the Steel-Belted Radius
Reference Guide.

RADIUS Configuration

You must configure a RADIUS client and RADIUS server before they can communicate. If the client and server are
on the same network, one administrator might be able to configure both sides of the RADIUS communication.

If the client and server are not administered by the same person, you might have to coordinate RADIUS
configuration details with the administrators of other networks.

RADIUS Server Configuration

To configure Steel-Belted Radius to respond to RADIUS clients, run the SBR Administrator, open the RADIUS
Clients panel, and enter the following information for each RADIUS client:

The IPv4/IPv6 addresses of the client device.

The RADIUS shared secret used by Steel-Belted Radius and the client device. For information on
RADIUS shared secrets, see “Shared Secrets”.

The make and model of the client device, selected from a list of devices that Steel-Belted Radius
supports. If a specific make and model is not listed, select - Standard Radius -.

Additionally, you must configure the UDP ports the server will use when sending and receiving RADIUS
authentication and accounting packets. The UDP ports you configure on the RADIUS server must match the UDP
ports that the RADIUS clientis using for the same purposes. For more information, see “RADIUS Ports”.

RADIUS Client Configuration

You must tell each RADIUS client how to contact its RADIUS server. To configure a client to work with a Steel-
Belted Radius server, log in to the client device, run its administration program, bring up its RADIUS configuration
interface, and enter the following information:

The IP address of the Steel-Belted Radius server.

The RADIUS shared secret to be used by Steel-Belted Radius and the client device. For information on
RADIUS shared secrets, see “Shared Secrets”.

The UDP ports on which to send and receive RADIUS authentication and accounting packets. These
must match the UDP ports that Steel-Belted Radius is using for the same purposes. For more
information, see “RADIUS Ports”.

Multiple RADIUS Servers
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You can distribute the RADIUS workload among several servers, as follows:

You can set up separate servers for RADIUS authentication and accounting services. When RADIUS
authentication and accounting services are performed by separate servers, each client device must be
configured to send its authentication packets to one RADIUS server and its accounting packets to
another.

You can provide redundancy by pairing RADIUS servers to work in tandem. Most NAD configuration
interfaces permit you to designate primary and secondary servers for authentication and accounting.

If both measures for distributing the RADIUS workload are implemented, client configuration involves identifying
four servers for each client device: a primary RADIUS accounting server, a secondary RADIUS accounting server,
a primary RADIUS authentication server, and a secondary RADIUS authentication server.

Shared Secrets

Ashared secret is a case-sensitive text string used to validate communications between two RADIUS devices. You
should configure shared secrets that are long enough and random enough to resist attack, and you should
avoid using the same shared secret throughout your network. To maximize the security of your server's shared
secret, consider using Pulse Secure’s free Password Amplifier utility, which takes an ordinary shared secret or
password (swordfish) and hashes it repeatedly to produce a 16-character amplified secret
(g8QvQURgRsITAQTE). You can paste this amplified secret into your server configuration to maximize security.

6 Note: For more information on Pulse Secure’s free Password Amplifier utility, see
https://www.pulsesecure.net/support.

Steel-Belted Radius uses three types of shared secrets:
RADIUS secret - Used to authenticate communication between a RADIUS server and a RADIUS client

Replication secret - Used to authenticate communication between a primary server and a replica
server

Node secret - If you use RSA SecurlD, Steel-Belted Radius uses a node secret to authenticate
communication between a RADIUS server and an RSA Authentication Manager server.
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Figure 3: Shared Secrets
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A RADIUS shared secret is a case-sensitive password used to validate communications between a RADIUS server,
such as Steel-Belted Radius, and a RADIUS client, such as a network access device. Steel-Belted Radius supports
shared secrets of up to 127 alphanumeric characters, including spaces and the following special characters:

~l@#SWNEF()_+ [ \={I <>

Identical shared secrets must be configured on both sides of the RADIUS communication link.

0 Note: Not all network access devices support shared secrets of up to 127 alphanumeric/special characters.
You should select shared secrets that are fully supported by RADIUS devices in your network.

Most RADIUS clients allow you to configure different secrets for authentication and accounting. On the server
side, the configuration interface allows you to create a list of known RADIUS clients (network access devices). You
should be able to identify the authentication shared secret and accounting shared secret that a server uses to
communicate with each of the clients on this list.

During an authentication transaction, password information must be transmitted securely between the RADIUS
client (network access device) and Steel-Belted Radius. Steel-Belted Radius uses the authentication shared
secret to encrypt and decrypt password information.

No encryption is involved in transmitting accounting data between a RADIUS client and RADIUS server. However,
the accounting shared secret is used by each device to verify that it can “trust” any RADIUS communications it
receives from the other device.

Replication Secret

Areplication secret is a text string used to authenticate communications between a primary server and a
replica server. You do not need to configure the replication secret for a realm: the primary server generates
it automatically, and each replica server in a realm receives the replication secret as part of its configuration
package.
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See “About Replication for information on primary and replica servers.
Node Secret

If you use Steel-Belted Radius with RSA SecurlD, the RSA Authentication Manager software views the Steel-Belted
Radius service as a host agent. You must configure a node secret to authenticate communication between Steel-
Belted Radius and the RSA Authentication Manager. A node secret is a pseudorandom string known only to the
Steel-Belted Radius and RSA Authentication Manager. Before the Steel-Belted Radius sends an authentication
request to the RSA Authentication Manager, it encrypts the data using a symmetric node secret key.

Accounting

A NAD canissue an Accounting-Request whenever it chooses, for example upon establishing a successful
connection. Each time an Accounting-Request message arrives at the Steel-Belted Radius server, an accounting
transaction begins. During this transaction, the server handles the message by examining the Acct-Status-Type
and other attributes within the message, and taking the appropriate action.

Attributes

You work with RADIUS attributes while setting up users, profiles, and RADIUS clients in Steel-Belted Radius. The
SBR Administrator lets you select RADIUS attributes by name from a predefined list. For each attribute, the SBR
Administrator prompts you to enter values using familiar data types such as string, integer, telephone number,
or network address.

Dictionaries

Steel-Belted Radius uses dictionary files to store lists of RADIUS attributes. Steel-Belted Radius uses these
dictionaries to parse authentication/accounting requests and generate responses.

The main Steel-Belted Radius dictionary file (radius.dct) lists attributes defined by the RADIUS standard. The
radius.dct file resides in the same directory as the Steel-Belted Radius service/process (usually C:\Program Files
(x86)\Pulse Secure\Steel-Belted Radius\Service on Windows computers or /opt/PSsbr/Radius on Linux
computers).

Vendor-Specific Attributes

In addition to the standard attributes, many network access devices use Vendor-Specific Attributes (VSAS) to
complete a connection. Steel-Belted Radius supports a large number of specific network access devices by
providing vendor-specific, proprietary dictionary files. These files also reside in the server directory and use the
filename extension .dct.

Dictionaries andthe Make/Model Field

During Steel-Belted Radius configuration, when you make a selection in the RADIUS Client Make/Model field,
you are telling the server which dictionary file contains the VSAs for this client device. Thereafter, whenever the
server receives a RADIUS packet from this client device, it can consult this dictionary file for any nonstandard
attributes that it encounters in the packet. Standard RADIUS attributes are always defined by the radius.dct file.
If you are not sure which make/model you should specify for a RADIUS Client, choose - Standard RADIUS -. The
selections available in the Make/model field identify devices whose vendors have provided attribute dictionaries
for use with Steel-Belted Radius.

Updating Attribute Information

If your NAD vendor announces a new product, a new attribute, or a new value for an attribute, you can add this
information to your Steel-Belted Radius configuration. You can edit the dictionary file for that vendor to add new
attributes or attribute values, or you can create a new vendor-specific dictionary file that contains new attributes
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and values. For more information on dictionary files, refer to the Steel-Belted Radius Reference Guide.
User Attribute Lists

Each user entry in the Steel-Belted Radius database provides the information necessary for the server to try to
authenticate a connection request using a specific authentication method. When you view a user entry using the
SBR Administrator program, this method is identified in the User type field.

You can control authentication at finer levels of detail than simple username/ password checking allow.

The checklist, return list, or profile fields in the user entry in the database provide powerful tools for the
authentication and authorization of users. These fields tell the server how to handle RADIUS attributes while
authenticating a connection request and can be used to configure the authorization of the session.

Checklist Attributes

A checklistis a set of attributes that must accompany the authentication request before the request can be
accepted. The NAD must send attributes that match the checklist associated with a user entry; otherwise,
Steel-Belted Radius rejects the user even if the user's name and password are valid. By including appropriate
attributes in the checklist, a variety of rules can be enforced. For example, only specific users might be permitted
to use ISDN or dial-in connections to a particular NAD, or Caller ID might be used to validate a user against a list of
acceptable originating telephone numbers. A checklist is created by selecting attributes from a list of all

RADIUS attributes known to the Steel-Belted Radius server. This list can include a variety of vendor-specific
attributes. During authentication, Steel-Belted Radius filters the checklist based on the dictionary for the RADIUS
client that sent the authentication request. The server ignores any checklist attribute that is not valid for this
device.

Return List Attributes

Areturn listis a set of attributes that Steel-Belted Radius must return to the NAD after authentication succeeds.
The return list usually provides additional parameters that the NAD needs to complete the connection, typically
as part of PPP negotiations. Return list attributes can thus considered to be “authorization configuration
parameters.”

By including appropriate attributes in the return list, you can create a variety of connection policies. Specific
users can be assigned particular IP addresses or IPX network numbers; IP header compression can be turned on
or off; or a time limit can be assigned to the connection.

You create a return list by selecting attributes from a list of all RADIUS attributes known to Steel-Belted Radius.
This list can include a variety of vendor-specific attributes.

During authentication, Steel-Belted Radius filters the return list based on the dictionary for the RADIUS client
that sent the authentication request. The server omits any return list attribute that is not valid for this device.

Attribute Values

The value of each RADIUS attribute has a well-defined data type: numeric, string, IP or IPX address, time, or
hexadecimal. For example, Callback-Number is of type string and contains a telephone number, while NAS-Port-
Type is an item from a list, and can be Sync, Async, and so forth.

0 Note: Steel-Belted Radius supports signed integers (negative numbers) for attributes received in packets and
processing relating to those attributes. However, SBR Administrator does not support signed integers, and treats

signed and unsigned integers as unsigned integers.

Single- and Multi-Valued Attributes
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Attributes can be single- or multi-valued. Single-valued attributes appear at most once in the checklist or return
list; multi-valued attributes might appear several times.

If an attribute appears more than once in the checklist, this means that any one of the values is valid. For
example, you can set up a checklist to include multiple telephone numbers for attribute Calling-Station-ID. A
user trying to dial into your network would then have to call from one of the designated telephone numbers to
be authenticated.

If an attribute appears more than once in the return list, each value of the attribute is sent as part of the
response packet. For example, to enable both IP and IPX header compression for a user, the Framed-
Compression attribute should appear twice in the return list: once with the value VJ-TCP-IP-header-compression
and once with the value IPX-header-compression.

Orderable Multi-Valued Attributes

Certain multi-valued return list attributes are also orderable, which means the attribute can appear more than
once in a RADIUS response, and the order in which the attributes appear is important. For example, the Reply-
Message attribute allows text messages to be sent back to the user for display. A multi-line message is sent by
including this attribute multiple times in the return list, with each line of the message in its proper sequence.

System Assigned Values

Some attributes do not allow the administrator to set a value. Steel-Belted Radius retrieves the appropriate
value for this attribute when it is needed.

Echo Property

Using the echo property, you can force an attribute from the RADIUS request to be echoed in the RADIUS
response. For example, you might add Callback-Number to the return list and select the echo check box. Steel-
Belted Radius takes the value of the Callback-Number it receives in the RADIUS request and echoes it back to
the clientin the RADIUS response; if it receives no Callback-Number, it echoes nothing.

You enter Callback-Number one or more times into the checklist. This indicates that one of the callback numbers
you supplied must be present in the RADIUS request, and that number should be echoed in the RADIUS
response.

DefaultValues

Selecting default for a checklist attribute specifies that, if the RADIUS request does not include this attribute, the
request should not be rejected. Instead, the value supplied as the default should be used as if it were received
as part of the request. One use for default values is to require that an attribute in a RADIUS request must have
one of several values, or must not be present at all. Another use is to provide a default value for an attribute in
conjunction with the echo property in the return list.

Steel-Belted Radius can provide alternate values when an attribute appears in the checklist marked as default,
and the same attribute appears in the return list marked as echo. The server echoes the actual value of the
attribute in the RADIUS response if the attribute appears in the RADIUS request and echoes the default value
(from the checklist) in the response if the attribute does not appear in the RADIUS request.

If you add multiple values of the same attribute to the checklist, only one of them can be marked as default.

For example, an administrator adds several Callback-Number values to the checklist and marks one of them as
default. The administrator adds Callback-Number to the return list and specifies it as echo.

If a Callback-Number value is present in the RADIUS request, it must match one of the checklist
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values or the user is rejected.
If it does match, the user is accepted and the value supplied is echoed in the RADIUS response.

If no Callback-Number is supplied in the request, the user is accepted and the default value is echoed
in the response.

Other checklist attributes are used to provide configuration for the user, such as time-of-day and concurrent-
login-limitinformation.

Wildcard Support

Steel-Belted Radius supports wildcards (? and *) for string-type attributes in checklist items and for IP addresses
using a network number.

To allow backward compatibility with checklist items that treat the string literally, a string containing wildcards
must be prefixed with a caret (*). When the caret is present, the remainder of the string is parsed using escape
rules.

A?wildcard matches any character and a * wildcard matches the remainder of the string (but can appear only at
the end of a string). Wildcard characters can be treated as literals by using escape codes (for example, \?). Table 3
lists the non-ASClI characters that can also be present in the wildcard string:

Table 3: Non-ASClI Characters in Wildcard Strings

Code Meaning

\a BEL

\b Backspace

\f Form feed

\n Linefeed

\r Carriage return

\t Horizontal tab

\v Vertical tab

\\ Backslash

\* Literal "*" (not wildcard)
\? Literal ?" (not wildcard)
\xnn Where nn is a hexadecimal value
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Code Meaning

\nnn Where nnnis a decimal value

A\'followed by any other character represents that character’s value.

The following is a wildcard example for string type attributes:
Called-Station-ID =A800*

where Called-Station-ID indicates any 800 number.

The following is a wildcard example for IP Addresses:
NAS-IP-Address=199.100.10.0

where NAS-IP-Address indicates any IP address on the 199.100.10.0 network.

AttributeFiltering

You can filter specific RADIUS attribute/value pairs into and out of RADIUS packets as they travel to and from
directed realms and proxy RADIUS realms. Attribute filtering can be useful if there is data in the packets that is
needed for routing, but not for authentication or accounting.

Centralized Configuration Management

Steel-Belted Radius supports the replication of RADIUS configuration data from a primary server to a maximum
of 10 replica servers within a replication realm. Replica servers help balance the load of authentication requests
coming in from RADIUS clients, and ensure that authentication services are not interrupted if the primary or
other replica servers stops working.

For example, Figure 4: Using Replication for Redundancy and Load Balancing llustrates an environment where
RADIUS trafficis load-balanced by configuring each network access device to authenticate users through a
different RADIUS server (solid line). If a RADIUS server becomes unavailable, the NAD can fail over to its backup
RADIUS server (dotted line).
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Figure 4: Using Replication for Redundancy and Load Balancing
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All the servers within a realm reflect the current configuration specified by the network administrator: the
network administrator modifies the configuration on the primary server, and the primary server propagates
the new configuration to its replica servers. For example, after a network administrator configures a new
RADIUS client or profile on the primary server, the network administrator tells the primary server to publish
a configuration package file (replica.ccnpkg) that contains the updated configuration information. After
publication, the primary server notifies each replica server that a new configuration package is ready. Each
replica then downloads and installs the configuration package to update its settings.

Figure 5: Configuration Package Publication
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The primary server maintains a list of the replica servers that have registered with it. The primary server uses this
list to track which servers to notify after it publishes an updated configuration package to resynchronize the
configuration of replica servers.

If the primary server needs to be taken out of service, the network administrator promotes one of the replica
servers to be the new primary server. Thereafter, the other replica servers copy the configuration package from
the promoted primary server.

Proxy RADIUS

The Steel-Belted Radius server can forward a RADIUS request to another server for processing and relay the
other server's result back to its client. In such cases, Steel-Belted Radius is acting as a proxy for the target server,
and Steel-Belted Radius is proxy-forwarding the request to the target server.

Steel-Belted Radius supports proxy RADIUS; any Steel-Belted Radius server can act as proxy or target for
authentication or accounting messages.

Proxy RADIUS Authentication

RADIUS authentication messages are proxy-forwarded as follows:

1. An access client requests authentication from a RADIUS client, which sends an authentication request
to a RADIUS proxy server.

2. The proxy RADIUS server forwards the message to a RADIUS target server.

3. The target RADIUS server performs the authentication services indicated by the message, then
returns a response message to the proxy RADIUS server.
4. The proxy RADIUS server relays the acknowledgement response message to the RADIUS client.

Figure 6: Radius Proxy Forwarding
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Proxy RADIUS Accounting

RADIUS accounting messages are proxy-forwarded as follows:
1. ARADIUS server receives an accounting request.

2. Depending on its configuration, the RADIUS proxy server forwards the accounting message to a
target accounting server or records accounting attributes locally (or does both).

3. Ifthe proxy server does not receive an acknowledgement of the forwarded accounting message, it
re-sends periodically according to its retry policy.

4. When the target server acknowledges the request, the proxy server forwards an acknowledgement to
the RADIUS client.
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Authentication

RADIUS uses different types of messages during user authentication. Table 4 summarizes the conditions under
which each type of RADIUS authentication message is issued, and the purpose of any RADIUS attributes the
message contains.

Table 4: RADIUS Authentication Messages and Attributes

Message Conditions Purpose of Message Attributes

When a NAD receives a connection request from a user, the NAD Identify the user.

requests authentication by sending an Access-Request toits ) ) ) ) )
RADIUS server. Describe the type of connection the user is trying to establish.
When a RADIUS server is able to authenticate a user, it returns a Allow the NAD to complete access negotiations.

RADIUS Access-Accept to the NAD. ; i ) o )
Configure connection details such as providing the NAD with an

IP address it can assign to the user.

Enforce time limits and other “class of service” restrictions on the
connection.

When a RADIUS server is unable to authenticate a connection Terminate access negotiations.

request, it returns an Access-Reject to the NAD. ) o )
Identify the reason for the authorization failure.

If initial authentication conditions are met but additional input is Enable the NAD to prompt the user for more
needed from the user, the RADIUS server returns an Access- authentication data.

Challenge to the NAD. )
Complete the current Access-Request, so the NAD can issue

a newone.

Authentication Methods

Each time an Access-Request message reaches the server, an authentication transaction begins. During this
transaction, the server attempts to authenticate the request by sequentially trying its configured and enabled
authentication methods. The server consults its list of authentication methods to determine which methods to
try and in which order to try them.

Native UserAuthentication

Native user authentication references user accounts stored on the Steel-Belted Radius server. When trying the
native user method, Steel-Belted Radius searches its database for an entry whose User-Type is Native User, and
whose username matches the User-Name in the Access-Request.

- Ifthe entry cannot be found, or if it is found and the password is invalid, Steel-Belted Radius tries the
next enabled method in the authentication methods list.

If an entry for the user is found but the entry’s checklist does not match attributes found in the
Access-Request, Steel-Belted Radius returns an Access-Reject message to the NAD.

If the entry is found and its password and checklist match perfectly, Steel-Belted Radius formats an
Access-Accept message using the entry's return list, and returns it to the NAD.

Pass-Through Authentication

Pass-through authentication methods permit Steel-Belted Radius to begin the authentication by asking another
entity to validate the username and password found in the Access-Request.
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Steel-Belted Radius can pass authentication requests through to a Windows security database, RSA
Authentication Manager (RSA SecurlD), or TACACS+ server.

Proxy RADIUS Authentication

Steel-Belted Radius can convey an Access-Request to some other RADIUS server, which then (1) attempts to
authenticate the connection request according to its own conventions and (2) returns a response to Steel-Belted
Radius. Steel-Belted Radius then relays this response to the NAD. The set of conventions for relaying packets
between cooperating RADIUS servers is known as proxy RADIUS.

External Authentication

External authentication methods enable Steel-Belted Radius to authenticate users by referring to external SQL
or LDAP databases. During external authentication, Steel-Belted Radius queries the database for authentication
data, and uses the results to format a response packet. Steel-Belted Radius then relays this response to the
NAD.

For information on using Steel-Belted Radius with SQL databases, see “Configuring SQL Authentication”. For
information on using Steel-Belted Radius with LDAP databases, see “Configuring LDAP Authentication”.

Directed Authentication (GEE only)

Every authentication request works its way through the same Authentication Methods list until one of the
methods succeeds or the end of the list is reached.

This behavior might not be ideal for every user (GEE). If you want requests from certain users or accounts to
bypass the master Authentication Methods list and use an alternate list, you can do so by employing the directed
authentication feature. This feature allows you to map the User-Name or DNIS information in an incoming
authentication request to a specific list of authentication methods. The list can include any native, pass-through,
proxy-as-authentication, or external database authentication method configured on the Steel- Belted Radius
server.

You can also direct authentication towards a particular realm using a technique called attribute mapping. This
allows you to check for the presence or absence of a particular attribute in an authentication request, or for an
attribute containing a specific value. Attribute mapping can be used with both proxy realms and directed realms.

HTTP Digest Access Authentication

HTTP Digest Access authentication provides a simple challenge-response authentication mechanism that an
HTTP server can use to challenge an HTTP client request.

Steel-Belted Radius supports two forms of HTTP Digest Access authentication:

HTTP Digest Access authentication, which is described in draft-ietf-radext-digest-auth-05.txt, uses 13
new RADIUS attributes to authenticate access requests from an HTTP server. When HTTP Digest
Access authentication is used:

a. An HTTP client sends a request without an authorization header to an HTTP server.

b. The HTTP server sends a challenge containing a random value (nonce) to the HTTP client.

¢. The HTTP client creates an MD5 hash containing the username, password, nonce value,
and other information, and returns this MD5 hash to the HTTP server in a request with an
authenticationheader.
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d. The HTTP server sends an Access-Request message containing special RADIUS attributes to
Steel-BeltedRadius.

e. Steel-Belted Radius verifies the HTTP client's credentials and returns a RADIUS Access-Accept or
Access-Reject message to the HTTP server.

The Ericsson ViG version of HTTP Digest Access authentication, which is described in draft-sterman-
aaa-sip-05.txt, uses two Ericsson vendor-specific attributes (a Digest-Response attribute and one or
more Digest-Attributes attributes) to authenticate access requests. When Ericsson ViG HTTP Digest
Access authentication is enabled, Steel-Belted Radius looks for the ViG VSAs when it parses incoming
packets, and, if it finds them, converts them to AVPs compatible with HTTP Digest Access
authentication.

You must edit settings in the radius.ini file to enable HTTP Digest Access authentication.
Authenticate-Only Requests

Steel-Belted Radius supports requests to authenticate a user where the server performs no other processing.
The NAD specifies this type of request by setting the Service-Type field to a value of Authenticate-Only (numeric
value 8). The server responds with either an Access-Reject or an Access-Accept (without any attributes).

You can disable this feature (so that attributes are always returned in the response packet) by setting the
AuthenticateOnly field in the [Configuration] section of the radius.ini file to 0. For more information on radius.ini,
refer to the Steel-Belted Radius Reference Guide.

Configuring the Authentication Sequence

After you configure authentication methods for Steel-Belted Radius, the Authentication Policies panel in the SBR
Administrator displays them in the order in which the server tries them. Enabled methods are displayed in black
text; disabled methods are displayed in gray text. During an authentication transaction, the server works down
the list, skipping disabled methods.

You can enable or disable methods or re-order methods in the list by using the controls in the Authentication
Methods tab of the Authentication Policies panel. For information on setting up authentication sequences, see
“Setting Up EAP Authentication Policies”.

Configuring Authentication Methods

Each authentication method in Steel-Belted Radius performs a different type of processing on information in
an incoming Access-Request packet. Table 5 summarizes what you need to do to configure each authentication
method.

Table 5: Authentication Method Configuration

Method How to Configure See

Native User Create native user entries in the Steel-Belted Radius "Setting Up Native Users’
database

OS Pass-Through Security This method assumes that you already have users, groups, “Administering Users’

and passwords defined in your local security database.

Create user entries in the Steel-Belted Radius database.
Choose User-types as appropriate.

RSA SecurlD This method assumes that you already have PIN/token "Setting Up SecurlD Users"
code pairs defined on an RSA SecurlD server.
First, configure Steel-Belted Radius to communicate with
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Method How to Configure

the RSA SecurlD server. Then create user entries in the
Steel-Belted Radius database. Choose SecurlD User,
<ANY>, SecurlD Prefix, and SecurlD Suffix User-types.

TACACS+ This method assumes that you have username/ password
pairs defined on a TACACS+ server.
First, configure Steel-Belted Radius to communicate with
the TACACS+ server. Then, create user entries in the Steel-
Belted Radius database. Assign
TACACS+ User, <ANY>, TACACS+ Prefix, and TACACS+ Suffix

“Setting Up TACACS+ Users’

user-types.

Proxy RADIUS Add a single target. You can set up single targets that are “Administering Proxy
not associated with any realm. RADIUS’
or:

Identify Proxy RADIUS realms, each of which is a pool of
proxy RADIUS target servers. Each time a RADIUS request
arrives addressed to this realm, Steel-Belted

Radius dynamically selects the appropriate target within
the realm.

and “Setting Up Proxy RADIUS
Realms’

EAP-TTLS This method provides a means for an authentication
request to be sent directly from the client to the server
through a TLS connection. The act of establishing the TLS
connection authenticates the server to the client and the
authentication request sent through the tunnel
authenticates the client to the server. Create a Steel-
Belted Radius ttlsauth.aut file that specifies options for the
TLS connection and the manner in which Steel- Belted
Radius routes the inner authentication request.

Stop and restart Steel-Belted Radius. Subsequently,

the EAP-TTLS authentication method appears in the
Authentication Methods tab in the Authentication Policies
panel. You can use the Authentication Policies panel to
enable, disable, and re-order EAP-TTLS methods.

"EAP-TLS"

External SQL Database This method assumes that you have user records stored in
a SQL database. Create a Steel-Belted Radius .aut file that
connects to a SQL database and issues a SELECT query
based upon the username and password. Give the .aut file
a unique InitializationString value. Stop
and restart Steel-Belted Radius. Subsequently, the SQL
authentication method appears in the Authentication
Methods tab of the Authentication Policies panel, using the
InitializationString value as its name. You can use the
Authentication Policies panel to enable, disable, and re-
order the SQL authentication method.

“Configuring SQL
Authentication”

External LDAP Database This method assumes that you have user records stored in
an LDAP database. Create a Steel-Belted Radius .aut file
that validates the username and password based upon
Bind and Search requests to an LDAP database.

Give the .aut file a unigue InitializationString value. Stop
and restart Steel-Belted Radius. Subsequently, the LDAP
authentication method appears in the Authentication
Methods tab of the Authentication Policies panel, using the
InitializationString value as its name. You can use the
Authentication Policies panel to enable, disable, and re-
order the LDAP authentication method as desired.

“Configuring LDAP
Authentication”

Directed Authentication For each directed authentication method that you want to
configure, add an entry to the [Directed] section of
proxy.ini and create a RealmName.dir file that specifies the
mapping between the routing information that you expect
in the authentication packet, and a list of locally- configured

“Configuring a Directed
Realm’
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Method How to Configure See

authentication methods that you want to use.

Advanced Options
Steel-Belted Radius provides the following additional authentication control options:
Accountlockout

Account lockout allows you to disable an account after a configurable number of failed login attempts within a
configurable period. For example, if a user enters an incorrect password three times within two minutes, Steel-
Belted Radius can lock out the user’s account temporarily. During the lockout period, the user cannotlogin, even
with the correct password. When a user account is locked out, the user must wait until the expiration of the
lockout period, or a network administrator can clear the lockout status for the account. For information on
displaying and administering locked accounts, see “Using the Locked Accounts List".

o Note: Do not enable account lockout and account redirection at the same time. If account lockout and account
redirection are both enabled, account lockout is used and account redirection settings are ignored.

0 Note: Account lockout state is not maintained if Steel-Belted Radius is restarted.

Account Redirection

Account redirection allows you to flag an account for special processing after a configurable number of failed
login attempts within a configurable period. For example, if a user enters an incorrect password three times
within two minutes, Steel-Belted Radius can accept the user (even with an incorrect password) but limit the
user's access to specific network resources, such as a secure web page that prompts the user to provide other
authentication information. If the user can obtain his or her current password (or can create a new one through
such a secure web page), he or she can then reconnect and log in successfully.

When account redirection is enabled and a user repeatedly enters an incorrect password, Steel-Belted Radius
places the user in redirect state. When a user is in redirect state:

If the user does not submit another authentication request within a specified time-out period, the
user account is released from redirect state and returned to normal state.

If the user submits another authentication request within a specified time-out period, the user is
accepted without authentication/authorization processing. The accept message for the userincludes
the attributes and values specified in a redirection profile, and the user is placed into Access-Pending
state. The attributes and values in the Access-Accept message are used by an external customer
process, which might prompt the user to enter alternate authentication information to receive a
password by email.

When a user is in Accept-Pending state, the next authentication request received determines
whether the user is accepted or locked out:

If the user enters the appropriate authentication information, the user is returned to normal
state and Steel-Belted Radius generates an informational SNMP trap message.

If the user does not enter the appropriate authentication information, Steel-Belted Radius issues
an Accept-Reject message, locks the user out of the network for a configurable lockout period,
and generates an informational SNMP trap message. During this lockout period, authentication
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requests for the user are automatically rejected, even if the user enters the correct password.

Optionally, you can identify RADIUS clients that you want to exclude from account redirection processing.
Authentication requests from excluded RADIUS clients are processed normally, without use of redirection or
account state changes.

0 Note: Do not enable account lockout and account redirection at the same time. If account lockout and
account redirection are both enabled, account lockout is used and account redirection settings areignored.

0 Note: Account lockout state is not maintained if Steel-Belted Radius is restarted.

Blacklisting

Blacklisting allows you to automatically reject authentication requests that contain certain values. You

configure blacklisting by setting up a profile that identifies checklist attributes that should trigger an automatic
authentication failure, and then modifying the blacklist.ini file to use that profile. For example, you could set up a
profile to block users calling from a specific area code by configuring a Calling-Station-Id checklist attribute in the
blacklist profile.

You can use * and ? wildcards in the blacklist profile. Blacklisting functions on all local authentication requests
and can be configured to include proxy-RADIUS requests. For information on setting up profiles, see
Administration Profiles.

For information on configuring the blacklist.ini file, refer to the Steel-Belted Radius Reference Guide.
AllowedAccessHours

Steel-Belted Radius provides a vendor-specific attribute called Funk-Allowed-Access-Hours. This attribute can be
placed in the checklist for a user or profile entry to control the times during which a user can be allowed access.

0 Note: See “Allowed Access Hours” for the format of this value (and how to enteritinto a user or
profile record).

During authentication, the server processes the current time, the Funk-Allowed-Access-Hours value from the
checklist, and the Session-Timeout value from the return list.

If a Funk-Allowed-Access-Hours attribute is present in the checklist, and if the present time does not
fall within a valid time period according to Funk-Allowed-Access-Hours, the server rejects the session.

If a Funk-Allowed-Access-Hours attribute is present in the checklist, and if the current time falls within
avalid time range according to Funk-Allowed-Access-Hours, the server accepts the session and
calculates a session end time as follows:

If a Session-Timeout attribute exists in the user's return list, Steel-Belted Radius adds this
number of seconds to the present time to calculate a proposed session end time. If the
proposed session end time falls within the current time period (as defined by Funk-Allowed-
Access-Hours), then Steel-Belted Radius returns the proposed session end time to the NAD in
the Session-Timeout attribute.

If the proposed end time occurs after the end of the current time period, then Steel-Belted
Radius calculates the number of seconds between the present time and the end of the current
time period (as defined by Funk-Allowed-Access-Hours, and returns this value to the NAD in the
Session-Timeout attribute.
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If a Funk-Allowed-Access-Hours attribute is present in the checklist but a Session-Timeout
attribute does not exist in the user’s return list, Steel-Belted Radius computes a value for Session-
Timeout based on the number of seconds between the present time and the end of the current
time period. Steel-Belted Radius returns this value to the NAD in the Session-Timeout attribute.

If Funk-Allowed-Access-Hours is not present in the checklist, the server returns the Session-
Timeout value from the user's return list.

If neither attribute is present, no Session-Timeout value is returned in the Access-Accept
message, and the session is unlimited.

Two-Factor Authentication

Extensible Authentication Protocol-Tunneled Transport Layer Security (EAP-TTLS) provides for certificate-based
mutual authentication between a client and a network through an encrypted tunnel. A typical implementation of
EAP-TTLS uses certificates on authentication servers to create a network-to-user encryption tunnel, and then
uses EAP inside the TLS tunnel for user-to-network authentication.

An enhanced version of EAP-TTLS uses certificates on the client side to provide two-factor authentication: the
end user must have both a private key for a valid certificate and the password to an active account to obtain
networkaccess.

When client certificate support in EAP-TTLS is enabled on the server, you must provide a list of trusted root
certificates from which offered client certificates must derive. These certificates must be provided in DER-
encoded form and must be placed in the root subdirectory of the server directory.

Optionally, you can enable certificate revocation list (CRL) checking as part of the EAP-TTLS authentication
process. CRL checking verifies that an unexpired certificate has not been revoked by its issuing Certificate
Authority (CA) for any reason, such as a suspected security breach. Enabling CRL checking means that, every
time the client requests a connection, Steel-Belted Radius checks the CRL to confirm that the client certificate
has not been revoked. This improves security but increases processing overhead.

Note that, if client certificate support is not enabled in EAP-TTLS, any trusted root certificates and CRL checking
options are ignored.

Password Protocols

During an authentication transaction, password information is transmitted between the NAD and the RADIUS
server. This password information originally comes from the user, for example during PPP negotiations between
a user and a NAD. Steel-Belted Radius supports four protocols (PAP, CHAP, MS-CHAP, and MS-CHAP-V?2) for
receiving the password from the NAD. Steel-Belted Radius also supports the Extensible Authentication Protocol.

Table 6 lists supported protocols according to the authentication methods with which each protocol can be
used.

Table 6: Authentication Methods and Password Protocols

Method PAP CHAP MS-CHAP MS-CHAP-V2

LDAP Yes Yes, if BindName is used and Yes, if BindName is used Yes, if the LDAP server
the password is and the password is can return clear-text
in clear text form oris in clear text form or is password or MD4 hash
encrypted with enc-md5. encrypted with enc-md5. of Unicode form of
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MS-CHAP

MS-CHAP-V2

password.

No, if Bind is used

No, if Bind is used

No, if Bind is used

Local Yes Yes Yes Yes

Windows Domain Yes No Yes, if the user is in local or Yes, if the useris in local
Group trusted domain or trusted domain
Windows Domain Yes No Yes, if the user is in local or Yes, if the useris in local
User trusted domain or trusted domain
Proxy RADIUS Yes Yes Yes Yes

SecurlD Yes No No No

SQL Yes Yes, if the password is Yes, if the password is Yes, can return clear-

available in clear text
form in the database or is
encrypted with enc-md5.

available in clear text
form in the database or is
encrypted with enc-md5.

text password or MD4
hash of Unicode form of
password.

TACACS+ Yes Yes No No
UNIX User Yes No No No
UNIX Group Yes No No No

Password Authentication Protocol

When the Password Authentication Protocol (PAP) is used, a remote user negotiates with the NAD “in the clear,”
and no encryption is used to send the password to the NAD. After the NAD has enough information from the
user to create an Access-Request, the NAD encrypts the password (using its RADIUS shared secret) before

sending an Access-Request packet to Steel-Belted Radius.

Upon receiving the Access-Request, Steel-Belted Radius looks for attributes within the packet that identify the
NAD that sent it. Steel-Belted Radius decrypts the password by using the shared secret configured for the

RADIUS client entry associated with the sending NAD.

Ultimately, Steel-Belted Radius has the password in clear text form for authentication.

Challenge Handshake Authentication Protocol

The Challenge Handshake Authentication Protocol (CHAP) avoids sending passwords in clear text over any
communication link. Under CHAP, during password negotiations the NAD generates a challenge (a random
string) and sends it to the user. The user's PPP client creates a digest (the password concatenated with the

challenge), encrypts the digest using one-way encryption, and sends the digest to the NAD.
The NAD sends this digest as the password in the Access-Request.
Because the encryption is one-way, Steel-Belted Radius cannot recover the password from the digest. Instead, it

performs an identical operation, using the NAD's challenge value (provided in the Access-Request packet) and its
own copy of the user's password to generate its own digest. If the two digests match, the password is the same.

Steel-Belted Radius must be able to perform the digest operation to support CHAP. Therefore, it must have
access to its own copy of the user’s password. Native User passwords are stored in the Steel-Belted Radius
database. SQL or LDAP BindName authentication retrieves the password by means of a query to the database;
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the retrieved password can be used to create a digest if it is in clear text form. A TACACS+ server provides CHAP
support and handles the digest operation itself after Steel-Belted Radius sends the username and password
through. No other authentication methods support CHAP at this time.

MS-CHAP and MS-CHAP-V2

The two varieties of MS-CHAP (Microsoft Challenge Handshake Authentication Protocol) are Microsoft
authentication protocols that, like CHAP, avoid sending passwords in clear text. Steel-Belted Radius supports
both 40-bit and 128-bit MS-CHAP methods. Steel-Belted Radius must be able to perform a digest operation
similar to CHAP to support MS-CHAP. Therefore, it must have access to its own copy of the user's password.
Native User passwords are stored in the Steel-Belted Radius database. SQL or LDAP BindName authentication
retrieves the password by means of a query to the database; the retrieved password can be used to create a
digest ifitisin clear text form.

MS-CHAP and MS-CHAP-V2 communicate users' requests to change their passwords to a RADIUS server. Steel-
Belted Radius supports this feature, although it must also be supported by whatever application the user is
using to login.

MS-CHAP and MS-CHAP-V2 operate in the same way, but they use different attributes. An MS-CHAP client won't
accept MS-CHAP-V2 attributes, and vice-versa; be careful to use the appropriate set of attributes.

For more information about MS-CHAP and MS-CHAP-V2, see RFC 2433, Microsoft PPP CHAP Extensions; RFC
2548, Microsoft Vendor-specific RADIUS Attributes; and RFC 2759, Microsoft PPP CHAP Extensions, Version 2.

Accounting

To understand the Steel-Belted Radius accounting sequence, you will need an overview of RADIUS accounting
messages. Table 7 explains the conditions under which each type of message is issued, and the purpose of any
RADIUS attributes that a message contains.

Table 7: Message Conditions and Attributes

Message Conditions Purpose of Message Attributes

The RADIUS client sends accounting data to Steel-Belted Radius using
an Accounting-Request message.

Depending on the value of the Acct-Status-Type attribute,
the message type is considered to be Start, Stop, Interim-

o . . ) Acct, Accounting-On, or Accounting-Off.
The RADIUS client is responsible for verifying that the server receives

accounting requests. Most clients retry periodically until the server
responds.

Upon receipt of an Accounting-Request message, the server sends an
Accounting-Response.

Complete the request/response cycle.

After receiving an Access-Accept from the server, the NAD completes
its access negotiation with the user. The NAD then sends a Start
message to the server.

Record connection data, such as username, NAD identifier,
NAD port identifier, port type, and connection start time.

At intervals of approximately every six minutes, the NAD sends an
Interim-Acct message to the server.

Record a “snapshot” of statistics regarding the connection.
One message contains the current value of every statistic
that this NAD is capable of recording about this type of
connection.

After a connection is terminated, the NAD sends a Stop message to
the server.

Record statistics regarding the connection. One message
contains the final value of every statistic that this NAD is
capable of recording about this type of connection.

Every time a client device comes online, whether after a crash or
after an orderly shutdown, it sends an Accounting-On message to the

Identify the device that is going online and clear all session
information.
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Message Conditions Purpose of Message Attributes

server.

Every time a client device experiences an orderly shutdown, before Identify the device that is going offline and clear all session
completing its shutdown sequence it sends an Accounting-Off information.
message to the server.

AccountingSequence

A NAD canissue an Accounting-Request whenever it chooses, for example upon establishing a successful
connection. Each time an Accounting-Request message reaches Steel-Belted Radius, an accounting transaction
begins. During this transaction, the server handles the message by examining the Acct-Status-Type and other
attributes within the message, and taking the appropriate action.

Comma-Delimited Log Files

When the Steel-Belted Radius accounting log is enabled, all of the RADIUS accounting attributes that the server
receives are reformatted and logged to a comma-separated value (CSV) text file, which is easily imported into
spreadsheets and database programs for report generation and billing.

Proxy RADIUS Accounting

Steel-Belted Radius can relay an Accounting-Request to some other RADIUS server, which records the data
according to its own, locally-configured RADIUS accounting options. (You have the option of specifying that the
data also be recorded locally on the Steel-Belted Radius server.) The set of conventions for relaying packets
between cooperating RADIUS servers is known as proxy RADIUS, and is defined in the RADIUS standard.

See “Configuring a Proxy RADIUS Realm”.
External Accounting

External accounting methods permit Steel-Belted Radius to record accounting data to external databases.
Configuration files specify how Steel-Belted Radius communicates with an external database and how to insert
accounting data into that database.

SQL is the only external accounting method currently supported by Steel-Belted Radius.
See “About SQL Accounting”.
Tunneled Accounting

During authentication, a user is typically identified by attributes such as User-Name (in the authentication
request) and Class (in the authentication accept response). Standard RADIUS accounting requests typically
include these attributes in messages flagging Start, Interim, and Stop events so that the user’s identity can be
recorded for accounting and auditing purposes.

When an organization uses a tunneled authentication protocol such as EAP/TTLS or EAP/PEAP, the identity of a
user requesting authentication might be concealed from the NAD; the User-Name attribute carried by the outer
authentication protocol is typically a non-unique value such as “anonymous.” As a result, the outer User-Name
value included in accounting requests might not be sufficient to determine a user'’s identity. Class attributes
provided by an authentication server cannot be included in cleartext in an outer Access-Accept message
because they might contain clues about the user’s identity, thereby defeating the identity-hiding feature of the
tunneled protocol.

Tunneled accounting allows Steel-Belted Radius to pass user identity information to accounting processes
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without exposing user identities to a NAD that should not see them. When tunneled accounting is enabled,
RADIUS attributes are encrypted and encapsulated in a Class attribute. If the information for a Class attribute
exceeds the attribute payload size (253 octets), Steel-Belted Radius returns more than one Class attribute for a
user.

The tunneled accounting transaction sequence is:

1. The Steel-Belted Radius server acting as the tunnel endpoint for EAP/TTLS or EAP/PEAP encrypts a
user's inner User-Name and Class attributes when it authenticates the user.

2. The server returns the encrypted information to the NAD encapsulated in a Class attribute in the
outer Access-Accept message. The NAD associates this encapsulated identity attribute with the user,
and echoes the encapsulated identity attribute whenever it generates an accounting request for the
user.

3. When Steel-Belted Radius receives an accounting request from a network access device, it scans the
request for an encapsulated identity attribute.

4. If Steel-Belted Radius finds an encapsulated identity attribute, it de-encapsulates and decrypts the
attributes to reconstitute the original inner User-Name and Class attributes.

5. Steel-Belted Radius substitutes the decrypted attributes for the ones returned from the NAD.

6. Steel-Belted Radius processes the accounting request locally or forwards the accounting request
through the proxy to its intended target.

To implement tunneled accounting, you must configure the classmap.ini file to specify how attributes should be
presented, and you must configure the spi.inifile to specify the keys that are used to encrypt and decrypt users'
identity information. The classmap.ini file and the spi.ini file are described in the Steel-Belted Radius Reference
Guide.

For an overview of how EAP/TTLS and EAP/PEAP work, refer to “"About the Extensible Authentication Protocol”.
Directed Accounting

The directed accounting feature allows you to map an incoming accounting request to one or more accounting
methods, based on routing information found in the request packet. Among the options available with directed
accounting is that of establishing an accounting log file that is distinct from the Steel-Belted Radius accounting
log file in the server directory, and that contains entries from only those accounting requests that were
specifically directed to the realm.

See “Configuring a Directed Realm”.
Accounting Spooling

Accounting spooling can improve both proxy accounting performance and reliability. When spooling is enabled for
arealm, Steel-Belted Radius immediately acknowledges all accounting requests for that realm to the NAD.
Meanwhile, it spools accounting requests to a file while a separate thread unspools requests and sends them to
the server responsible for the realm. If the server is unavailable, Steel-Belted Radius retries at regular intervals
until the proxy target acknowledges the request. Even if Steel-Belted Radius restarts, all spooled requests are
preserved until they are completed.

Account spooling offers the following benefits:

The NAD always gets an immediate ACK (acknowledgement response) for accounting requests.
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Accounting data is never lost if it is sent to a Steel-Belted Radius server with spooling enabled.

A separate and independent spooler is maintained for each realm for which proxy spooling is configured. When
an accounting request is received for a realm implementing proxy spooling, it is written to a file in the target
directory and a request is prepared, followed by an acknowledgement returned to the client. The file is then
read by the unspooling thread and the prepared request proxied.

Targets, fast-fail, round-robin, and other extended proxy features operate normally, but unspooling continues
to retry sending a request until it is successfully acknowledged. Since each spooler is independent, one
unresponsive realm does not affect the delivery of spooled requests to other realms.

The Acct-Delay-Time attribute in a request is updated or added as necessary if there is a delay between the
spooling and the forwarding of the request.

When the spool file's rollover interval expires or the file size exceeds the rollover size limit, the current spool
file is closed for writing and a new one created. Files are named in the format, yyyymmdd_hhmm_ssss.

psf, where yyyy is the year, mm is the month, dd is the day, hh is the hour, mm is the minute, and ssssis a
sequence number. The configuration of the rollover settings enables spooling to be optimized according to the
characteristics of the operating environment.

When Steel-Belted Radius is shut down, unspooling continues for the configured ShutdownDelay time until
all spooled packets are sent. If the destination server is down at the time of shutdown, however, unspooling
terminates immediately. After startup, unspooling continues from the beginning of the oldest spool file.

Request Routing

When Steel-Belted Radius receives a RADIUS authentication or RADIUS accounting request, it examines the
attributes in the request to match the request with the service that can best respond to it:

RADIUS authentication or accounting
Proxy RADIUS authentication or accounting
Tunnelauthentication

Directed authentication or accounting

This matching process (request routing) uses the information in the User-Name attribute (in which routing
information is supplied as a prefix or suffix to the user's account name), the Called-Station-Id attribute (DNIS), or
other attribute(s) to route the request.

Steel-Belted Radius checks the User-Name and Called-Station-Id attributes, then it checks the attributes you
have mapped to realms. It uses the first routing destination it finds.

Match Rules

In simple cases, each entry in the [Realms] or [Directed] sections of the proxy.ini file consists of the name of a
domain. For prefix- and suffix-based realm matching, the domain name is taken from the User-Name attribute
(for example, other.com in user@other.com). The domain name also supplies the root of the name of the
configuration file that specifies the treatment for that realm (for example, other.com.pro or other.com.dir).

Match rules extend the format of lines in the [Realms] or [Directed] sections by allowing leading and trailing
wildcard support and by allowing multiple entries to be mapped to the same realm.

Match rules in the [Realms] or [Directed] sections of the proxy.ini file take the form:
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RealmName [=match_rule]

Leading wildcards allow you to match any domain name that ends with the appropriate domain name
string and map it to a realm name:
realm?=*msn.com

Trailing wildcards allow you to match any domain name that begins with the appropriate domain
name string and map it to a realm name:
realm2 =usa.*

Direct matching allows you to map a domain name to a realm name:

realm3=boston.other.com

A standalone wildcard character allows you to match any domain name that does not meet the criteria of a
more specific rule:

realm4 =*
You can use match rules to map more than one entry in the [Realms] or [Directed] section of proxy.ini to a
realm. When Steel-Belted Radius performs prefix or suffix processing of the User-Name, it isolates the realm
portion of the User-Name attribute and then searches through the match rules to find the one that matches the

realm information most closely. The best match is the one that specifies the largest number of non-wildcard
charactersinthe rule.

For example, assume the following entries are present in the [Realms] or [Directed] section of your proxy.ini file:
realm?=*msn.com
realm2 = usa.msn.com
realm3 = *.uk.msn.com
realm4 =*.com
realm5="*
Table 8 identifies what realms Steel-Belted Radius would choose for different User-Name values.

Table 8: Realm Mapping Example

User-Name Mapped Realm

bob@usa.msn.com realm?2
alice@scotland.uk.msn.com realm3
susie@wales.uk.msn.com realm3
fred@germany.msn.com realm?
julie@indiana.usa.msn.com realm?
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User-Name Mapped Realm

ramon@other.com realm4

seema@other.edu realm5

Realm names can appear more than once within the [Realms] or [Directed] section of proxy.ini to point multiple
match rules to the same realm. For example, you could enter the following settings in the [Realms] or [Directed]
section of your proxy.ini file:

realm1="*.msn.com
realm2 =usa.msn.com
realm2 =uk.msn.com

These entries would map any User-Name with a domain of usa.msn.com or uk.msn.com to realm2, and map
other domain ending in msn.com to realm1.

You cannot enter duplicate realm lines (with or without match rules) in the [Realms] or [Directed] section of your
proxy.ini file, and you cannot enter the same match rule on multiple lines.

You cannot combine leading and trailing wildcards in the same match rule. If you do so, the trailing match rule is
ignored.

User-Names with a Single Delimiter

An incoming User-Name string can be “decorated” with a single delimiter separating the user's name from a
destination name. A User-Name decorated in this manner can indicate a proxy RADIUS realm, a directed realm,
a tunnel, or a proxy entry that is not a member of any realm.

0 Note: To prevent unexpected routing results, you must ensure that the name of every realm, tunnel, and
proxy entry is unique across your entire Steel-Belted Radius configuration.

User-Names with a Single Tunnel Delimiter

If the delimiter matches the currently configured delimiter for tunnels, and if the current name-parsing
convention for tunnels is suffix, the User-Name is understood to be:

User<SuffixDelimiter>TunnelName
If the current name parsing convention for tunnels is prefix, the User-Name is understood to be:
TunnelName<PrefixDelimiter>User
where:
User is the name of the dial-in user
TunnelName identifies the destination

<SuffixDelimiter> or <PrefixDelimiter> is a delimiter character such as @, / or |

If a tunnel entry is found that matches the TunnelName, and the request is for authentication, Steel-Belted
Radius proceeds with tunnel authentication.
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0 Note: Tunnel delimiters are specified in the Name Parsing tab of the Tunnels panel (described in
“Configuring RADIUS Tunnels”). You can use either the prefix or the suffix naming.

convention for tunnels, but not both. You can also choose the tunnel delimiter character (@',/, and so forth).
The conventions you define in the Tunnels panel apply to all tunnels defined on the server.
User-Names with a Single Realm Delimiter

If the User-Name contains a single delimiter that matches the currently configured suffix delimiter for realm
destinations, the User-Name is understood to be:

User<SuffixDelimiter>RealmName

If the User-Name contains a single delimiter that matches the currently configured prefix delimiter for realm
destinations, the User-Name is understood to be:

RealmName<PrefixDelimiter>User
where:
+ Useris the name of the dial-in user
RealmName identifies the destination
<SuffixDelimiter> or <PrefixDelimiter> is a delimiter character such as @, / or !

Steel-Belted Radius attempts to find a destination that matches RealmName in one of four places, as
summarizedin Table 9.

Table 9: Realm Name Matching

If a match is found in: Then Steel-Belted Radius does this:

[Self] section of the radius.ini file. Steel-Belted Radius services the requestlocally.

The [Directed] section of the proxy.ini file. Steel-Belted Radius routes the request to a specific authentication or
accounting method on the local server, according to the rules in the
corresponding RealmName.dir file.

The [Realms] section of the proxy.ini file. Steel-Belted Radius routes the request to the proxy RADIUS realm called
RealmName according to the rules in the corresponding RealmName.pro

file. See “Target Selection within a Realm".

A proxy entry in the Steel-Belted Radius database Steel-Belted Radius uses the information in the proxy entry (IP address,
UDP port, shared secret) to forward the RADIUS request.

o Note: Realm delimiters and naming conventions are defined in the proxy.ini file. You can define different
delimiters for prefixes and suffixes. The conventions you define in proxy.ini apply to all types of realm defined
on the server (both proxy realms and directed realms).

User-Names with Multiple Suffix Delimiters

If the User-Name contains multiple realm delimiters
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(User<Delimiter>RealmName<Delimiter>RealmName<Delimiter>RealmName)andthe delimiter character
matches the current RealmSuffix setting in the [Configuration] section of proxy.ini, the name parsing strategy is
as follows:

1. Steel-Belted Radius finds the leftmost RealmName in the User-Name that is also listed in the [Self]
section of its radius.ini configuration file.

2. If a matching RealmName was found in Step 1, and there is no other RealmName to the left of it, then
Steel-Belted Radius services the requestlocally, without forwarding.

3. Ifa matching RealmName was found in Step 1, but there is another RealmName to the left of it
then Steel-Belted Radius routes the request to the RealmName listed immediately to the left of
the matching RealmName. The routing is controlled by the corresponding RealmName.pro or
RealmName.dir file.

4. If no RealmName was selected in Steps 1, 2, or 3, then Steel-Belted Radius routes the request
to the rightmost RealmName in the User-Name. The routing is controlled by the corresponding
RealmName.pro or RealmName.dir file.

Table 10: Realms in User-Names

A request for... Would be...

fred@bignet@bigserver Routed to the realm called bignet.
fred@bignet@bigserver@smallnet Routed to the realm called bignet.
fred@bignet@smallinet Routed to the realm called smallnet.
fred@bigserver@bignet Handled locally on bigserver.

User-Names with Multiple Prefix Delimiters
If the User-Name contains multiple realm delimiters:
RealmName<Delimiter>RealmName<Delimiter>RealmName <Delimiter>User

and the Delimiter character matches the current RealmPrefix setting in the [Configuration] section of proxy.ini,
the name parsing strategy is the reverse of the suffix strategy described above. In detail:

1. Steel-Belted Radius finds the rightmost RealmName in the User-Name that is also listed in the [Self]
section of its radius.ini configuration file.

2. If a matching RealmName was found in Step 1, and there is no other RealmName to the right of it,
then Steel-Belted Radius services the request locally, without forwarding,

3. Ifa matching RealmName was found in Step 1, but there is another RealmName to the right of it,
then Steel-Belted Radius routes the request to the RealmName listed immediately to the right of
the matching RealmName. The routing is controlled by the corresponding RealmName.pro or
RealmName.dir file.
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4. If no RealmName was selected in Steps 1, 2, or 3, then Steel-Belted Radius routes the request to the
leftmost RealmName in the User-Name. The routing is controlled by the corresponding RealmName.
pro or RealmName.dir file.

According to these rules, if the realm prefix Delimiter character is ', and the User-Name matches realm prefix
naming conventions, and the [Self] section of radius.inilists one realm called bigserver, then incoming User-
Name values would be parsed as described in Table 11.

Table 11: Realms and User-Names

A request for... Would be...

superserver!bignetlfred Routed to the realm called bignet.
smallnet!bigserverlbignet!fred Routed to the realm called bignet.
smallnetlbignet!fred Routed to the realm called smallnet.
bignetlbigserverlfred Handled locally on bigserver.

Undecorated User-Names

An undecorated User-Name is a User-Name that does not include realm identification information. When realm
support for undecorated User-Names is enabled, Steel-Belted Radius routes authentication requests that
contains undecorated User-Name attributes to the proxy realm or directed realm designated in the [Realms] or
[Directed] section of the proxy.ini file.

Undecorated User-Name support allows you to specify a realm to handle any request containing a User-Name
that does not contain realm identification information.

Steel-Belted Radius uses the following logic to determine if a User-Name is undecorated:

1. If Suffix is enabled in the [Processing] section of the proxy.ini file and the User-Name contains the
specified RealmSuffix character, the User-Name is not undecorated. Note that, by default, @ is the
default RealmSuffix character and that Suffix is enabled if the proxy.ini file does not include a
[Processing]section.

2. If Prefix is enabled in the [Processing] section of the proxy.ini file and the User-Name contains the
specified RealmPrefix character, the User-Name is not undecorated. Note that, by default, / is the
default RealmPrefix character and that Prefix is enabled if the proxy.ini file does not include a
[Processing]section.

3. If neither of the above statements is true, the User-Name is undecorated.
Configuring Undecorated User-Name Support

To configure undecorated User-Name support in Steel-Belted Radius:

1. Add an Undecorated entry to the [Processing] section of proxy.ini.
If the proxy.ini file does not include a [Processing] section or if the Undecorated entry is commented
out or not present, undecorated User-Name processing is disabled.
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2. Associate an <undecorated> marker with a proxy realm (in the [Realms] section of proxy.ini) or a

Example

directed realm (in the [Directed] section of proxy.ini).

Only one realm listed in the [Realms] or [Directed] section of proxy.ini can be configured with the =
<undecorated> setting. If more than one realmis associated with the = <undecorated> setting, Steel-
Belted Radius enables the first entry it finds and writes an error message identifying the duplicate
realms to the server log file.

Verify that the private directory for Steel-Belted Radius includes a realm.pro file (for the proxy
realm associated with undecorated User-Name processing) or realm.dir file (for the directed realm
associated with undecorated User-Name processing) that matches the realm specified in Step 2..

For example, if you enter other.com = <undecorated> in the [Realms] section of proxy.ini, you must
have an other.com.pro file in the Steel-Belted Radius directory. If the applicable realm.pro file is not
found, Steel-Belted Radius writes an error message noting the realm has not been enabled to the
server log file

The following sections of proxy.ini illustrate how undecorated User-Name support is configured in Steel-Belted

Radius.

[Processing]

Undecorated

Suffix

Prefix

DNIS

Attribute-Mapping

[Realms]

bigco.com

partner.com

other.com=<undecorated>

In this example, any authentication request that contains undecorated User-Name attributes will be handled by
the other.com realm. Successful authentication requests that are handled by the selected realm will resultin a
Class attribute that records the name of the realm so that accounting requests resulting from the session can be
handled by the same realm.

Note that this is different from cases where a decorated User-Name (that is, a User-Name that contains a

prefix or suffix delimiter) does not match explicit realm mapping rules. For example, since no matching rule for
littlecorp.com is configured, a request containing a User-Name value of user@littlecorp.com would fall through
to local processing and result in a rejection if no matching user is found.

o Note: All settings are reloaded on receipt of a HUP signal.

Request Routing by DNIS
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If the Called-Station-Id attribute is found in the RADIUS request, the request can be routed based on DNIS
(Dialed Number Information Services). Steel-Belted Radius checks its administration database and server
configuration files for a DNIS string that matches the value of the incoming Called-Station-Id attribute. If found,
the matching string might be in one of three places:

A tunnel entry's Called Station Id list. If a match is found here, and the request is for authentication,
Steel-Belted Radius performs tunnel authentication. See “Tunnel Authentication Sequence”.

The [Called-Station-1D] section of a RealmName.dir file. If a match is found here, Steel-Belted Radius
handles the request locally using the authentication and/or accounting methods identified in the
RealmName.dir file. See “Configuring a Directed Realm”.

The [Called-Station-ID] section of a RealmName.pro file. If a match is found here, Steel-Belted Radius
routes the request to the proxy RADIUS realm called RealmName using the rules defined in the
RealmName.pro file. See “Target Selection within a Realm”.

o Note: We recommend that you use DNIS strings that are unique across all tunnel entries, all RealmName.dir files,
and all RealmName.pro files. If you duplicate a DNIS string anywhere in your Steel-Belted Radius configuration, the
request routing results might be unexpected.

Request Routing by Any Attribute

incoming packet to a specific realm, by providing an [AuthAttributeMap] or [AcctAttributeMap] section in the
proxy.ini configuration file.

You can route all of the packets for a session to a realm based on attributes in the Access-Request (the
[AuthAttributeMap] section), or you can route the session’s accounting packets to a different realm, based on
attributes found in these packets (the [AcctAttributeMap] section).

Attribute mapping can be used for proxy RADIUS realms and for directed realms. You cannot use this feature
when forwarding packets to a proxy target that is not a member of a realm.

Local Services

If the RADIUS request does not contain routing information (or at least, it does not contain any routing
information that Steel-Belted Radius has been configured to recognize), it is processed locally on the Steel-
Belted Radius server. Authentication follows the authentication methods listin the server's Authentication
Policies panel. No User-Name parsing is performed; the entire string is understood to be the user's name.
Accounting is controlled by the server's main account.ini file and (for external database accounting) .acc file.

Control Over Routing Methods

By default, the rules for determining the destination of a request are applied in the following order by default:

1. Apply Suffix delimiter rules.

2. Apply Prefix delimiter rules
3. Apply DNIS rules
4. Apply Attribute Mapping rules

You can specify which methods you want used for request routing and the sequence in which methods are
applied.

RADIUS Client Groups

If your RADIUS clients use the same RADIUS attributes and have contiguous IP addresses, you can configure
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one or more RADIUS client groups and specify an address range consisting of as many as 500 IP addresses for
each client group. When Steel-Belted Radius receives a RADIUS request that includes a source IP address in this
range, it uses the RADIUS client group to determine the appropriate shared secret, make/model, and IP address
pool.

0 Please note the following when you set up address ranges for RADIUS client groups:

Address ranges are for IPv4 networks only. Steel-Belted Radius does not support address ranges for
IPv6 or IPX.

The address range assigned to one RADIUS client group cannot overlap the address ranges assigned
to other RADIUS client groups.

The starting address of the address range assigned to a RADIUS client group cannot match the IP
address of an individual RADIUS client.

If an individual RADIUS client entry has an IP address that falls within an address range assigned to a
RADIUS client group, Steel-Belted RADIUS uses the make/model for the individual RADIUS client.

For example, if RADIUS client RAST is configured with IP address 192.168.21.55 and if RADIUS client
group BLDG1RAS is configured with an IP address range 192.168.21.50-192.168.21.60, Steel-Belted
Radius uses the client information for RAST if it receives a RADIUS request from 192.168.21.55, and it
uses the client information for BLDG1RAS if it receives a RADIUS request from 192.168.21.56.

A RADIUS client group cannot use a Class D, E, or F IP address (that is, an address greater than
223.255.255.0).

See "Adding a RADIUS Client or Client Group” for information on how to configure IPv4 address ranges for
RADIUS clients.

IP Address Assignment

Steel-Belted Radius can assign IPv4 addresses to users in several ways:

Static assignment—The same IP address is assigned to a user each time the user connects. For
example, if the user Kevin has a Framed-IP-Address attribute set to 123.11.245.123, then the IP
address 123.11.245.123 is assigned each time Kevin connects to the network.

Assignment from a specific address pool—An address is assigned from a specific pool when the user
connects. For example, if user Kevin has a Framed-IP-Address attribute set to the Sales IP address
pool, the next available IP address from Sales is assigned when Kevin connects to the network.

Assignment from the RADIUS client’s IP address pool (or set of IP address pools)—An address is
assigned from one of the pools associated with the RADIUS client that makes the connection when

a user connects. For example, assume that a RADIUS client called RAST uses IP address pool A,

and a RADIUS client called RAS2 uses IP address pool B. A User entry called Kevin has a Framed-IP-
Address attribute value of pool associated with RADIUS Client. When user Kevin gets a port on RAST,
an IP address from pool Ais assigned. On the next call, Kevin might connect to RAS2; in this case an
address from pool B is assigned.

Alternatively, if a user has been associated with a particular NAD-specific IP address pool (and suffix),
an IP address from that pool is assigned.

Assignment from DHCP server—An address is assigned from a DHCP server for a user-configurable
period of time (DHCP lease) when a user connects. The DHCP lease period is typically significant (for
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example, twenty-four hours).
Address Pools and Replication

Address pool information is not distributed with other configuration information in a replicated environment. If
you are using IPv4 or IPX address pools in a replication environment, you must configure address pools

separately on each replica server, and then use the same names to configure a master list of address pools on
your primary server.

The master list of address pools configured on the primary server must include the names of all the pools on

all of the replica servers. For example, Figure 7: IP Address Pools in a Replication Environment illustrates a
simple environment that uses four address pools.

POOL1T and POOL2 are configured on one replica server and POOL4 is configured on a different replica server.
As a consequence, the IP address pool list on the primary server must include POOLT, POOL2, POOLS3 (the pool
used by the primary server), and POOL4.

Figure 7: IP Address Pools in a Replication Environment
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The network administrator must configure RADIUS clients (including the address pool associated with a RADIUS
client) on the primary server. This RADIUS client/address pool association (but not the address pool information
itself) is stored as part of the replication package passed from the primary server to the replica servers.

Hints

Steel-Belted Radius can treat the attribute Framed-IP-Address as a hint. This means that if this attribute appears
in the Access-Request and the user return list is configured to allocate Framed-IP-Address from a pool, the IP
address in the Access-Request is returned instead of the newly-allocated IP address.

This functionality is defined in the [Configuration] section of radius.ini:
[Configuration]
FramedIPAddressHint =<yes/no>

When hints are enabled, Steel-Belted Radius uses a hint to determine the value of the Framed-IP-Address
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attribute in the access response. This means that Framed-IP-Address in the Access-Request is returned in the
Access-Accept, regardless of the Framed-IP-Address value stored in the user's account.

The default value is no.
Table 12 details the effect of hints:

Table 12: Effect of Hints

Framed-IP-Address

Account Configuration . . Framed-IP-Address returned with hints
returned without hints

No Framed-IP-Address No value Framed-IP-Address from Access-Request
Static Address Staticaddress Staticaddress
Address from Pool Next address from pool Framed-IP-Addressfrom Access-Request

o Note: By using hints, you can assign the same IP address to multiple active accounts.

Resource Management

This section explains how Steel-Belted Radius manages limited resources, such as network addresses, user or
tunnel connections, and UDP ports.

Network Address Assignment

The Steel-Belted Radius address pooling feature allows you to set up one or more pools out of which unique
network addresses are assigned dynamically as users require them. Each pool consists of a list of one or more
ranges of IP addresses (an IP pool) or IPX network numbers (an IPX pool).

By using this feature, you can avoid allocating specific fixed addresses to individual users. You can make fewer
addresses go farther, and you can consolidate address assignment across all your network access devices.
How Address Assignment Works

Proper operation of address assignment from a pool depends crucially on both RADIUS authentication and
RADIUS accounting transactions, as follows:

1. During the RADIUS authentication transaction, if the user’s attribute settings specify address
assignment from a pool, an address is allocated for that user from that pool.

2. The address is reserved for that user until a RADIUS accounting transaction indicates that the user
has terminated the connection.

For this reason, the network access device must be configured for RADIUS accounting, and the same Steel-
Belted Radius server must be specified for both authentication and accounting. If your NAD is not configured for
accounting (or does not support accounting), you cannot use the address pooling feature because addresses
would be assigned but never released.

Setting Return List Attributes
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The Framed-IP-Address (or Framed-IPX-Address) return list attribute controls how the user’s IP (or IPX) address is
assigned. The Framed-IP-Address or Framed-IPX-Address attribute can be set for each user in the Steel-Belted
Radiusdatabase.

Handling Address Leaks

Under optimal conditions, Steel-Belted Radius assigns and releases addresses automatically. In some
circumstances, you can get address leakage, where an address remains reserved for a user after the user has
terminated the connection.

Address leakage occurs when the address has been assigned during the authentication transaction, but the
accounting transaction that would have released the address is never received by Steel-Belted Radius. This can
occur for several reasons:

The Steel-Belted Radius server might have been taken down for a period of time during which
accountingtransactions occurred.

The network access device might have failed or been taken down before the user terminated the
connection. (In many cases, however, Steel-Belted Radius might be able to prevent address leakage
by recovering the addresses when the NAD starts up again.)

The network access device might have sent the authentication and accounting transactions to
different RADIUS servers.

Despite a successful authentication, the user's PPP negotiation with the NAD might have terminated
unsuccessfully for a variety of reasons. In such a case, some network access devices might not initiate
asubsequent accounting transaction.

Routing problems might have prevented the accounting transaction from reaching Steel-Belted
Radius.

An address that has “leaked” remains out of circulation until you manually release it by displaying the Sessions
list and deleting the corresponding session. See “Deleting Entries from the Sessions List".

Address Leakage Upon Stopping and Starting the Server

Steel-Belted Radius maintains all current address assignments in a persistent database on disk. If you shut down
the server and then restart it, all the information about which address is assigned to which user is retained.
Note that if you leave Steel-Belted Radius turned off for a substantial period of time after addresses have been
assigned, address leakage might occur. After you restart the server, review the Current Sessions list (described in
"Displaying the Current Sessions List") and delete entries you know are obsolete.

Overlapping Address Ranges

If you maintain multiple IP or IPX address pools, you can duplicate some of the addresses among the pools. The
address tracking mechanism of Steel-Belted Radius, when it is enabled, ensures that, if an IP address appears in
more than one pool, after it is assigned out of any pool, it remains unavailable through any of the pools until it is
released.

You must disable this type of address tracking if the server is assigning IP addresses from disjoint networks.
In that configuration, two numerically identical IP addresses would signal a conflict, even though they actually
belong to two different networks.

OrderofAddress Assignment
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IP or IPX addresses are assigned on a first-in-first-out basis; that is, the address that was first released is the first
to be reassigned. This ensures that addresses are out of use for as long as possible prior to reuse.

Concurrent Network Connections

The SBR Administrator program allows you to limit the number of active connections, on a per-user, or per-
tunnel basis.

Concurrent User Connections

You can set a maximum limit on the number of concurrent connections that a user can have. Subsequently,
when the user requests a new connection, Steel-Belted Radius compares the current number of connections to
the maximum limit.

If a new connection would exceed the limit, Steel-Belted Radius can reject the additional connection or allow the
connection, but log the event in the server log (described in “Using the Server Log File").

0 Note: When counting connections, Steel-Belted Radius does not distinguish between multi-link connections
and new user authentication attempts.

For concurrent connection limits to work, each NAD must be configured for RADIUS accounting and the same
Steel-Belted Radius server must be responsible for both authentication and accounting. These conventions give
the server full access to the data it needs to track connections accurately. The maximum number of concurrent
connections can be set individually for any type of user by selecting the Maximum Concurrent Connections
check box and entering a number in the accompanying field in the appropriate Add User/Edit User dialog. See
"Administering Users” especially “Concurrent Connection Limits”.

When a concurrent connection limit is set up for a user, it affects only that user. When a concurrent connection
limit is set up for a group, every member of the group receives the same connection limit. For example, if
GroupA has a connection limit of two, then each member of the group can have two concurrent connections.

Authentication methods that do not require user entries must provide alternate mechanisms for supporting
concurrent connection limits. For example, if you are using external database authentication there is an alias
mechanism you can use in the SQL or LDAP configuration file. Concurrent connection limits can be supported
under proxy authentication only if the target server supports them.

o Note: Concurrent user connections can be tracked across multiple Steel-Belted Radius servers by adding the
Concurrency Server package.

Concurrent Tunnel Connections

Steel-Belted Radius uses its Current Sessions list to determine the number of active connections for each
tunnel. The Sessions list summarizes all of the RADIUS accounting data currently available to the server. Tunnel
connections appear in the Sessions list using a special display convention that distinguishes them from user
connections.

You can set a maximum limit on the number of concurrent connections that can be open using a specific tunnel.
Subsequently, when a user requests a new connection through that tunnel, Steel-Belted Radius compares the
current number of connections to the maximum limit. If a new connection would exceed the limit, Steel-Belted
Radius rejects the additional connection.

For concurrent connection limits to work, it is essential that each NAD that can open a tunnel be configured
for RADIUS accounting and that the same Steel-Belted Radius server be specified for both authentication and
accounting. This permits the server's Sessions list to be kept up to date and available to every NAD that needs to
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authenticatetunnelconnections.

0 Note: Concurrent tunnel connections cannot be tracked across multiple Steel-Belted Radius servers without
additional software extensions. Contact Pulse Secure for more information.

Attribute Value Pooling

Attribute value pooling lets you define pools of attribute sets that are assigned dynamically when an
Authorization Request is processed. The attribute sets are distributed according to specified weights and the
values are returned with the Access-Accept message.

Attribute value pooling allows for a dynamic allocation of attribute values sets, so that attributes needed to
configure changeable and complex situations do not have to be assigned in static profiles. This functionality is
supported by the use of a vendor-specific attribute called Funk-Round-Robin-Group. The value for this attribute
is a string, and should be set to the name of a .rr suffix file that defines an attribute value pool.

A rrfile is defined as follows:
[Sets]
SetName1 = Weight1
SetName2 = Weight?2
M
[SetName1]
AttributeName1.1 = AttributeValue1.1
AttributeName1.2 = AttributeValue1.2
M

Steel-Belted Radius maintains “round-robin” statistics for each attribute value pool so that weight calculations
can be performed properly. When a user who belongs to a profile that has been assigned to a particular
attribute value pool logs in, the round-robin values are incremented to determine which Attribute Value set
should be assigned to the user. This attribute set is added to the return list of the Access-Accept.

Attribute value pooling can be used in several ways. For example, the Acme Company wants off-site employees
to be able to establish tunnels to the company network. The Acme Company maintains three tunnel connection
endpoints to which end users can create VPNs into the corporate network, each of these with different
capacities. The Acme Company would define an attribute value pool of three attribute sets, each describing how
to establish a tunnel with one of these connection points. These attribute sets should be weighted according to
the capacity of the three connection points. Figure 8: Simple .rr File illustrates a sample acme.rr file.

Figure 8: Simple .rr File
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To make this attribute value pool visible, the Acme Company would define a Funk-Round-Robin-Group VSA and
assign it to the users (or the profile assigned to these users) and make the value of the VSA point to the acme.rr
file shown in Figure 8: Simple .rr File.

Funk-Round-Robin-Group=acme.rr
Attribute value pools can be combined with other features. For example, by specifying an IP Pool name for a
Framed-IP-Address attribute, you could load-balance IP pools.

Note: Attribute merging rules do not apply to attributes in round-robin files. You must follow appropriate
attribute usage (single-valued, multi-values, checklist, etc.). No special checks are performed to ensure that
the attributes and values specified in round-robin files are consistent with the rest of your system
configuration. Check the dictionary file for information on attribute usage.

Attribute value pools can be reconfigured dynamically. Depending on your platform:
Linux: Issue the HUP signal to the Steel-Belted Radius process.

Windows: Run RADHUP.EXE from the command shell.

The modified files are re-read and the pool configuration reset appropriately.

Note: You can have only one active Round-Robin-Group attribute at any one time.

Phantom Records

When Steel-Belted Radius allocates resources such as IP addresses, IPX addresses, user connections, and tunnel
connections, to its clients, it generates a phantom accounting record for its internal use. Phantom records are not
written to the RADIUS accounting database, but they are displayed in the Current Session List as described in
Displaying the Current Sessions List. Phantom records resemble accounting start records, except that the session
ID for phantom records is displayed as N/A.

After Steel-Belted Radius receives the corresponding accounting start request packet from the client, it discards
the phantom record and replaces N/A with the actual Session-ID number returned by the client device in the
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Current Sessions list.

In some cases, Steel-Belted Radius can allocate a resource and create a phantom record, but then never receive
a corresponding start packet from the client. To avoid committing the resource indefinitely, Steel-Belted Radius
waits for a limited period for the start packet to confirm the transaction. By default, Steel-Belted Radius waits
180 seconds, though you can configure a different wait period by editing the radius.ini file (described in the
Steel-Belted Radius Reference Guide).

IPv6 Support

IPv6 is the next step in the evolution of the Internet Protocol, currently implemented as Internet Protocol

Version 4 (IPv4). IPv6, which has been under development for more than 10 years, provides improvements over
IPv4 in addressing, configuration, and security. Although IPv6 is still an evolving standard, many operating system
vendors offer production-quality IPv6 implementations for customers interested in using IPv6 networks.

IPv6 and Steel-Belted Radius

With few exceptions, Steel-Belted Radius supports IPv6 addressing wherever IPv4 addressing is supported. You
can perform configuration, authentication, and accounting of RADIUS IPv6 attributes per RFC 3162, RADIUS and
IPv6. The SBR Administrator (configuration application) and the LDAP configuration interface (LCl) support the
configuration of RADIUS IPv6 attributes.

0 Note: Because many third-party libraries and software development kits (SDKs) do not support IPv6, the
Steel-Belted Radius server must support local IPv4 socket connections.

IPv6 Features

Significant changes from IPv4 to IPv6 include the following:

Expanded routing and addressing capabilities—IPv6 increases the IP address size from 32 bits to 128
bits. As a consequence, IPv6 supports more levels of addressing hierarchy, provides a much greater
number of available addresses, and simplifies auto-configuration of addresses. As a consequence,
address conservation techniques such as network address translation, are not necessary.

Improved multicast routing—Multicast routing, which existed in IPv4, has been redefined and
improved in IPv6. Multicast addresses now include a Scope field that limits the scope of multicasts,
improving scalability. A new Anycast address type allows you to send a message to the nearest single
member of a multicast group.

Header format simplification—The IPv6 packet header format has been designed to be efficient. The
IPv6 header has a fixed length of 40 bytes, divided into eight fields.

Improved support for extensions and options—IPv6 uses extension headers, which are inserted
between the IPv6 header and the transport header and packet payload, to handle special packet
processing requirements. Extension headers provide a flexible means to support authentication,
encryption, fragmentation, source routing, network management, and other functions. An IPv6 packet
can carry any number of extension headers.

Improved datagram sizing and fragmentation—The maximum transmission unit (MTU) describes the
maximum size of a datagram that can be transmitted over a network without fragmentation. IPv6
increases the minimum MTU from 576 bytes to 1280 bytes, which makes IPv6 packets more efficient
and reduces the need for packet fragmentation. Path MTU discovery enables source routers to
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determine the appropriate packet size for a route.

Quality-of-Service (QoS) functions—Packets belonging to a traffic flow that requires special handling,
such as real-time video service, can be labeled by the sender. Because trafficin a particular flow can
be identified in the IPv6 header, support for QoS can be implemented even when the payload of a
packetis encrypted.

Improved privacy and security—IPv6 supports extensions for authentication and data integrity to
improve security and privacy of network traffic.

IPv6 Addressing

IPv6 addresses are 128 bits in length, which creates a much larger address space than 32-bit IPv4 addresses. IPv6
addresses identify individual interfaces and sets of interfaces. IPv6 addressing architecture is defined in RFC
2373, IP Version 6 Addressing Architecture.

Address Notation
In full form, IPv6 addresses are written as eight 16-bit hexadecimal blocks separated by colons:
FE80:0000:0000:0000:1232:E4BF:FETA:8324

IPv6 addresses can be interpreted as having two variable-length fields: an IPv6 prefix and an IPv6 interface
identifier.

The IPv6 prefix varies from 0 to 128 bits in length and forms the routable network number portion of
the IPv6 address. The trailing CIDR notation that may appear after human-readable IPv6 addresses
(for example, /64) indicates the bit length of the IPv6 prefix.

The IPv6 interface identifier consists of the non-prefix portion of the IPv6 address, if any, and identifies
the host interface portion of the address, which identifies an IPv6 interface on the local network.

The IPv6 interface identifier is typically generated automatically by the host as a function of a unique
hardware identifier, such as an Ethernet MAC address. IPv6 hosts can automatically configure
interface addresses by combining the IPv6 prefixes obtained from router advertisements with the IPv6
interface IDs that are determined locally.

Forexample:

IPv6 Prefix: FEC0:0000:0000:0000:0000:0000:0000:0000/64
IPv6 Interface1D:0260:08FF:FEFF:FFFF

IPv6  Address:FEC0:0000:0000:0000:0260:08FF:FEFF:FFFF

To simplify address notation, IPv6 accepts abbreviations in address notation. For example, leading zerosina 16-
bit block may be omitted:

FE80:0:0:0:0232:E4BF:FE1A:8324
A double colon (i) can replace a series of consecutive zeros within an address:
FES0::232:E4BF:FET1A:8324

Only one double colon can be used to compress an IPv6 address. If more than one double colon was included
in an address, networking devices would not know how many zeros to insert for each double colon when
expanding a compressed address to its full 128-bit representation.
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In networks that support IPv4 and IPv6 nodes, IPv4 addresses can be embedded in the last four bytes of
the address. An IPv4 address of 192.168.1.12 can be represented in IPv6 format as ::192.168.1.12, where ::
represents a string of zeroes to pad the address to 128 bits.

Address Prefixes Like IPv4 addresses, IPv6 addresses are composed of a routable network number, known as
the IPv6 prefix, and a host identifier, known as the IPv6 interface ID. IPv6 does not support address classes; IPv6
uses Classless Inter-Domain Routing with variable length network numbers, or prefixes, meaning that an IPv6
prefix is specified by supplying a bit length in conjunction with the address.

IPv6 prefixes are written as an IPv6 address, followed by a slash and the bit length of the prefix portion of the
address. The prefix can be 0-128 bits in length, but the prefix is always written in terms of a 128-bit address.
When writing prefixes, the trailing bits of the address comprising the interface ID are sometimes dropped so
that the prefix can be abbreviated. The following prefixes are equivalent, assuming that the interface ID portion
of the address may be ignored:

Canonicalform: 2001:1c44:820d:eea0:0260:08ff:feff:ffff/64
Abbreviatedform:2001:1c44:820d:eea0::/64

In many cases, the interface ID portion of the address contains relevant information. A hierarchy of prefixes
may reflect the assignment and reassignment of blocks of addresses to progressively smaller organizations.

For example, in a typical hierarchy, the largest service providers are assigned the largest blocks of addresses
and hence the shortest prefixes, called Top Level Aggregator Identifiers (TLA IDs). The large service providers
reassign blocks of addresses to smaller service providers by adding a few more bits after the TLA ID; these

added bits are known as Next Level Aggregator IDs. The smaller service providers again reassign smaller blocks

of addresses to end-user organizations by again adding a few more bits after the NLA ID. These added bits are
known as Site Level Aggregator IDs. The hierarchy continues in this way until the prefix is exhausted, leaving only
the trailing bits that correspond to the non-routable IPv6 interface ID.

Steel-Belted Radius accepts all equivalent forms of IPv6 prefixes and recognizes them as being equivalent. The
following prefixes are related by hierarchy, but only the canonical and abbreviated forms are equivalent:

Canonical form: 2001:1¢c44:820d:eea0:0260:08ff:feff:ffff/64
Abbreviatedform:2001:1c44:820d:eea0::./64

Site level prefix: 2001:1c44:820d::/48

Next level prefix: 2001:1c44:8200::/40

Top level prefix: 2001:1c00:./24

IPv6 prefixes should always be written out in full and unabbreviated form when wild cards are used, as the
abbreviations become ambiguous in the presence of wild cards. The following prefixes are equivalent:

Canonicalform: 2001:1c44:820d:eea0:0260:08ff:feff:ffff/64
Withwild cards: 2001:1c*:??0d:eeaQ:*:*:*:* /64
Address Interface IDs

Because the overall size of the IPv6 address is fixed, a longer address prefix means a shorter interface ID. For
example, a 48-bit prefix implies an 80-bit interface ID:

Canonical prefix: 2001:1c44:820d:eea0:0260:08ff:0000:0000/48
Abbreviated prefix: 2001:1c44:820d::/48
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48-bit interface ID: eea0:0260:08ff:0000:0000

Though the interface ID portion of an IPv6 address can be 0-128 bits in length, the RADIUS standard assumes
64-bit interface IDs. Steel-Belted Radius uses a convention that all interface IDs are written as a series of four
unabbreviated hexadecimal fields regardless of how they are entered:

64-bitinterface I1D: 0260:08ff:0000:0000

IPv6 interface IDs should always be written out in full and unabbreviated form when wild cards are used, as the
abbreviations become ambiguous in the presence of wild cards. The following interface IDs are equivalent:

64-bit interface ID: 0260:08ff:0000:0000
With wild cards: 027?:08ff:*:*

0 Note: The use of wild cards in IPv6 interface IDs is a Steel Belted Radius feature. Wildcards in IPv6 interface
IDs are not known to be documented or prohibited by any IPv6 standards now.

IPv6 Network Numbers

In very specific cases, such as checklist processing, Steel-Belted Radius recognizes both IPv4 and IPv6 addresses
as representing entire ranges of addresses. Steel-Belted Radius extends the concept of IPv4 network numbers to
IPv6 as a means of representing a range of network addresses. Note that using this concept of network numbers
means you cannot specify a valid network address that also happens to be a network number.

Prior to the adoption of Classless Inter-Domain Routing (CIDR), the IPv4 address space is divided into five
address classes, as shown in Table 13.

Table 13: IPv4 Address Classes

Description

Address Range

A 0.0.0.0-127.255.255.255 1-bit class, 7-bit network, 24-bit host
B 128.0.0.0-191.255.255.255 2-bit class, 14-bit network, 16-bit host
C 192.0.0.0-223.255.255.255 3-bit class, 21-bit network, 8-bit host
D 224.0.0.0-239.255.255.255 4-bit class, 28-bit multicast group

E 240.0.0.0-247.255.255.255 5-bit class, 27-bit reserved

Within an IPv4 address class, each network is identified by a network number that consists of the leading class
bits and the network bits that follow. Network numbers are typically written as IP addresses with trailing zero
bits; for example, the network number corresponding to the class C address 199.100.10.24 would typically be
writtenas 199.100.10.0.

Each network represents a potential physical interconnection of a maximum number of hosts determined

by the number of host bits. Thus, the physical network identified by the network number 199.100.10.0 might
connect up to 256 hosts identified by the addresses 199.100.10.0 through 199.100.10.255 inclusive. (In practice,
host addresses such as 199.100.10.0 are avoided to prevent confusion between host addresses and network

© 2020 by Pulse Secure, LLC. Allrights reserved 68



Steel-Belted Radius Administration Guide - GEE

numbers.) Thus, it is reasonable to interpret a network number as the entire range of addresses sharing the same
network portion of the address:

Network number: 199.100.10.0 Start
of address range: 199.100.10.0

End of address range: 199.100.10.255
As awild carded address: 199.100.10.*

To see how the concept of network numbers can be extended to IPv6 addresses, consider that IPv6 addresses
can contain embedded IPv4 addresses. The IPv6 address ::ffff:199.100.10.0 can therefore be interpreted as the
range ::ffff:199.100.10.0 through =:ffff:199.100.10.255 inclusive.

The IPv6 address space is not divided into classes, because IPv6 was designed with CIDR in mind. Constructing an
arbitrary definition of IPv6 network numbers that both resembles IPv4 and scales well across all possible IPv6
addresses is difficult. However, since large portions of the IPv6 address space have not yet been defined and
since the RADIUS specification concerns itself only with 64-bit interface IDs, we can consider arbitrarily assigning
special meaning to all IPv6 addresses ending in 64 bits of zero. This represents a fraction (1/264) of the IPv6
address space, where the addresses have arbitrarily been assigned special meaning overriding their true
meaning. The cases where this arbitrary definition would cause trouble are expected to be extremely rare, and it
should be possible to avoid them.

Steel-Belted Radius artificially defines the concept of IPv6 network numbers as IPv6 addresses ending in 64 bits
of zero, where the network number is interpreted as the entire range of IPv6 addresses sharing the same 64-bit
prefix as the network number:

Networknumber:2001:1c44:820d:eea0:0000:0000:0000:0000 Start
ofaddressrange:2001:1c44:820d:eea0:0000:0000:0000:0000
End of address range: 2001:1c44:820d:eea Q:ffff.ff:ffff:ffff
As awild carded address: 2001:1c44:820d:eeaQ:*:*:*:*
IPv6 Support in Steel-Belted Radius

In general, IPv6 support in Steel-Belted Radius parallels IPv4 support, both in terms of IPv6 network transport and
in terms of RADIUS IPv6 attributes. When IPv6 networking is not supported by an operating system (either
because the operating system cannot support IPv6 or because the IPv6 stack for the operating system has not
been configured), Steel-Belted Radius recognizes IPv6 addresses and attributes, but does not use IPv6 transport
mechanisms.

Socket interfaces in Steel-Belted Radius are both IPv4- and IPve-capable. By default, IPv4 support is enabled and
IPv6 support is disabled in Steel-Belted Radius. You must explicitly enable IPv6 support (by modifying settings in
the [IPv6] section of the radius.ini file) before you can use IPv6 networking. Steel-Belted Radius recognizes IPv6
attributes whether or not IPv6 networking is enabled.

With few exceptions, IPv6 addresses may be configured wherever you can configure IPv4 addresses in
configuration files and in the SBR Administrator.

Similarly, IPv6 RADIUS attributes can be configured wherever IPv4 RADIUS attributes can be configured. All IPv6
attributes are defined in the radius.dct file to allow inclusion in all standards-conforming dictionaries. IPv6
attributes are correctly interpreted and fully validated by the LDAP Configuration Interface (LCl) and by the SBR
Administrator.
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Table 14 presents a summary of IPv6 support in Steel-Belted Radius. Features marked “experimental” have not
been tested and should not be deployed in a production network.

Table 14: IPv6 Feature Matrix
Feature Supported? Comments

Server networking Yes IPv6 networking must be explicitly enabled. IPv6 attributes
can be processed even if IPv6 networking is not enabled. IPv6
network traffic is limited to the RADIUS authentication/accouting
ports (typically 1645, 1646, 1812, and 1813). Proxying to another
RADIUS server is not supported. IPv6 link local and site local
addressing is deprecated.

Server DNSv6 Yes DNSv6 must be explicitly enabled. Both IPv6 and IPv4 network
connections are supported with remote DNSv6 servers. Only IPv4
network connections are supported with remote DNS servers.

Server logs Yes The diagnostic logging and tracing of IPv6 network connections
and IPv6 attributes are fully supported. Only RFC 3162 attributes
have been tested.

LCl networking Experimental If IPv6 networking is enabled, IPv6 addresses can be configured
in the [LDAPAddresses] section of the radius.ini file.

LClinputs Experimental In most cases, IPv6 values can be supplied wherever IPv4 inputs
can be specified.

Attributes Yes Basic IPv6 attributes defined in RFC 3162 and listed in radius.
dct are supported as native types or as regular text strings, as
appropriate. Only RFC 3162 attributes have been tested.

Checklists Checklists IPv6 attributes can appear in checklists, and IPv6 address values
can contain network numbers similar to IPv4 address values.
IPv6 prefix values and IPv6 interface values cannot be masked or
wildcarded. Only RFC 3162 attributes have been tested.

Return lists Yes IPv6 attributes can appear within return lists, and IPv6 values can
be assigned. Only RFC 3162 attributes have been tested.

Attribute value pools Yes IPv6 attributes can appear in attribute value pools, and IPv6
values can be assigned to implement round-robin return list
processing. Only RFC 3162 attributes have been tested.

Attribute filtering Yes IPv6 attributes can appear in filter rules, and IPv6 values can be
assigned. Only RFC 3162 attributes have been tested.

Service type mapping Yes IPv6 attributes can appear in a service type mapping, and IPv6
values can be wildcarded similar to IPv4 values. Reliable string
comparison of regular expressions requires all values to be
expressed in canonical form. Only RFC 3162 attributes have been
tested.

© 2020 by Pulse Secure, LLC. Allrights reserved 70



Feature Supported?

Attribute mapping Yes

Steel-Belted Radius Administration Guide - GEE

Comments

IPv6 attributes can appear in an attribute mapping, and IPv6
values can be wildcarded similar to IPv4 values. Reliable string
comparison of regular expressions requires all values to be
expressed in canonical form. Only RFC 3162 attributes have been
tested.

Class attribute Experimental

The RADIUS Class attribute cannot contain any IPv6 attributes.
You can configure IPv6 addresses in the [Hosts] section of
the spi.ini file to process class attributes originating from IPv6
network connections.

DHCP No

The use of IPv6 networking to communicate with any DHCP
server is not supported. The allocation of IPv6 addresses
obtained from any DHCP server is not supported.

IP address pools No

The allocation of IPv6 addresses from an SBR-managed IP
address pool is not supported. However, RFC 3162 provides an
attribute, Framed-IPve-Pool, that allows the RAS to implement an
IPv6 address pool.

Networking for Yes
authentication

IPv6 addresses can be configured in the [Addresses] section of
the radius.ini file. IPv6 network traffic is limited to the RADIUS
authentication/accounting ports (typically 1645, 1646, 1812, and
1813). Proxying to another RADIUS server is not supported. IPv6
link local and site local addressing is deprecated.

Authentication logs Yes IPv6 attributes are fully supported. Only RFC 3162 attributes
have been tested.

Local User authentication Yes IPv6 attributes are fully supported. Only RFC 3162 attributes
have been tested.

Authenticate-Only requests Yes IPv6 attributes are fully supported. Only RFC 3162
attributes have been tested.

Pass-through Partial IPv6 attributes are fully supported. However, because

authentication many third-party libraries do not support IPv6, IPv6
networking is notnecessarily supported with external
services such as RSA SecurlD and TACACS+. Only RFC3162
attributes have been tested. Third-party software may not
support IPv6 networking or attributes.

External authentication (for Partial IPv6 attributes are fully supported. However, because

example, LDAP or SQL)

many third-party libraries do not support IPv6, IPv6
networking is not necessarily supported with external
services such as SQL. Only RFC 3162 attributes have been
tested. Third-party software may not support IPv6
networking or attributes.

EAP-TTLS authentication Yes

IPv6 attributes are fully supported. Only RFC 3162
attributes have been tested.
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Comments

IPv6 attributes are fully supported. Only RFC 3162
attributes have been tested.

Networking for accounting Experimental IPv6 addresses can be configured in the [Addresses]
section of the radius.ini file.

Accounting logs Yes IPv6 attributes are fully supported. Only RFC 3162
attributes have been tested.

External accounting (for Partial IPv6 attributes are fully supported. However, because

example, SQL)

many third-party libraries do not support IPv6, IPv6
networking is not necessarily supported with external
services such as LDAP and SQL. Only RFC 3162 attributes
have been tested. Third-party software may not support
IPv6 networking or attributes.

Directed accounting Yes

IPv6 attributes are fully supported. Only RFC 3162
attributes have been tested.

Spooled accounting Yes

IPv6 attributes are fully supported. Only RFC 3162
attributes have been tested.

Networking for proxy Experimental

IPv6 addresses can be configured in the [Interfaces]
section of the proxy.ini file. Both classic and extended
proxy support IPv6.

Proxy authentication Experimental

IPv6 attributes are fully supported. Both classic and
extended proxy support IPv6.

Proxy accounting Experimental

IPv6 attributes are fully supported. Both classic and
extended proxy support IPv6.

3GPP2 Experimental

RFC standards are not sufficiently evolved to enable full
support of IPv6. Although IPv6 attributes can be processed,
they are not meaningful in the context of 3GPP2.

Master SNMP agent No

(Linux only) The use of IPv6 networking to communicate
with an IPv6 capable SNMP management station and/or
SNMP subagent is not supported.

SNMP subagent No

(Linux only) IPv6 networking, IPv6 trap variables, and IPv6
MIB objects are not supported. IPv6 addresses are
reported as IPv4 MIB objects possessing the value
255.255.255.255.

Windows events No

(Windows only) Neither IPv6 networking nor IPv6 event
variables are supported at this time.

© 2020 by Pulse Secure, LLC. Allrights reserved

72



Feature

Networking for plug-Ins

Supported?

Experimental

Steel-Belted Radius Administration Guide - GEE

Comments

Steel-Belted Radius does not control the networking of
back end servers with its plug-ins. IPv6 networking is
generally a hidden detail of third-party back end server
configuration.

Plug-In APIs

Experimental

IPv6 features and parameters are exposed in the new plug-
in APIs. The older plug-in APIs are deprecated but still
functional.

You should upgrade to the new plug-in APIs to gain access
to IPv6 features. IPv6 APIs can be invoked even if IPv6
networking is not enabled.

Plug-In attributes

Experimental

Basic IPv6 attributes defined in RFC-3162 and listed in
radius.

dct are supported as native types or as regular text strings,
as appropriate.

ODBC plug-Ins

Experimental

(Windows/Linux only) IPv6 attributes are fully supported,
but the required third-party software may not support
IPV6.

JDBC plug-Ins

Experimental

(Windows/Linux only) IPv6 attributes are fully supported,
but the required third-party software may not support
IPV6.

LDAP plug-In

Experimental

IPv6 attributes are fully supported, but the required third-
party software may not support IPvé.

RSA SecurlD plug-Ins

Experimental

IPv6 attributes are fully supported, but the required third-
party software may not support IPve.

PEAP Plug-In Experimental IPv6 attributes are fully supported, but the required third
party software either does not currently support IPv6 or we
have not tested it.

TLS plug-In

Experimental IPv6 attributes are fully supported, but the required third-
party software may not support IPve.

TTLS plug-In Experimental IPv6 attributes are fully supported, but the required third-
party software may not support IPvé.

PAS plug-Ins Experimental (SPE only) IPv6 attributes are fully supported.

Concurrency plug-Ins

Experimental

(SPE only) IPv6 attributes are fully supported.

Uniport Plug-In Experimental IPv6 attributes are fully supported.
3COM CCA Tunnels Experimental The use of IPv6 networking is not supported. IPv6
(deprecated) attributes can be processed even if IPv6 networking is not

enabled.
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Feature Supported? Comments

RADIUS IPv6 Attributes

All RADIUS attributes defined in RFC 3162, RADIUS and IPv6, are supported in Steel-Belted Radius as native types
or as regular text strings. All forms of attribute processing, such checklist processing, return list processing,
attribute echoing/deleting/merging, are supported. However, IPv6 prefix values and IPv6 interface values cannot
be masked or wildcarded in checklist processing.

Third-party plug-ins that have not been upgraded to support IPv6 should be able to process IPv6 attributes as
opaque hexadecimal strings.

Table 15 lists the attribute number, and the number of times an attribute can appear in an Access-Request,
Access-Accept, Access-Reject, Access-Challenge, and Accounting-Request packets for each type of IPv6 RADIUS
attribute.

Table 15: IPv6-Specific RADIUS Attributes

Attribute Attr Num Acc-Req : v . Acct- Req

NAS-IPv6-Address 95 0-1 0 0 0 0-1
Framed-Interface-1d 96 0-1 0-1 0 0 0-1
Framed-IPv6-Prefix 97 0+ 0+ 0 0 0+
Login-IPve-Host 98 0+ O+ 0 0 0+
Framed-IPve-Route 99 0 0+ 0 0 0+
Framed-IPve-Pool 100 0 0-1 0 0 0-1

NAS-IPv6-Address

The NAS-IPv6-Address attribute is similar in function to the NAS-IP-Address attribute. Either attribute is sufficient
to identify the IP address of the requesting RAS to the RADIUS server. If both attributes appear in the same
RADIUS Access-Request packet, Steel-Belted Radius processes the NAS-IPv6-Address attribute for the purpose

of identifying the RAS.

The NAS-IPv6-Address attribute may be specified by the RAS in access and accounting request packets. Zero
or one NAS-IPv6-Address attributes may be specified. If present, the fixed length NAS-IPv6-Address attribute
contains the complete 128-bit IPv6 address of the requesting RAS. Steel-Belted Radius allows zero or one 128-
bit IPv6 address to be specified for each RAS.

The server authentication logic validates these addresses on extraction from the database and compares them
with NAS-IPv6-Address attributes when they are received in access and accounting request packets. The server
accounting logic writes these addresses to the accounting logs in a human readable format.
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Example

Humanreadable:fe80::260:8ff:feff:ffff

RADIUS attribute:5f 12 fe 80 00 00 00 00 00 00 02 60 08 ff fe ff ff ff
Framed-Interface-id

The Framed-Interface-Id attribute specifies the IPv6 interface ID to be assigned to a user. When combined with a
Framed-IPv6-Prefix attribute, a single Framed-Interface-Id attribute forms one or more complete IPv6 addresses
to be assigned to the user.

In general, the user is assigned the number of addresses equal to the number of Framed-IPv6-Prefix attributes,
where the addresses have the same Framed-Interface-1d value and different Framed-IPve-Prefix values.

It is possible to assign complete IPv6 addresses using only Framed-IPv6-Prefix attributes (i.e. without specifying
any Framed-Interface-ld attribute). For example, in the case of PPP, it can be quite difficult to automatically
generate a unique IPv6 interface ID for a given network segment, so it is recommended that the RADIUS server
honor the hint if this attribute is suggested by the RAS. This is typically accomplished with echo attributes.

The Framed-Interface-Id attribute may be specified by the RAS in Access- and Accounting-Request packets, and
by the RADIUS server in Access-Accept packets. Zero or one Frame-Interface-Id attributes may be specified. If
present, the fixed length Framed-Interface-Id attribute contains the 64-bit interface ID to be assigned to the
user.

Steel-Belted Radius allows zero or one 64-bit interface ID to be specified for each local user. The server
authentication logic validates this interface ID on extraction from the database and includes the Framed-
Interface-1d attribute in Access-Accept packets if none is received in the Access-Request packets.

Example

Humanreadable:260:8ff:feff:ffff

RADIUS attribute:60 Oa 02 60 08 ff fe ff ff ff
Framed-IPv6-Prefix

The Framed-IPv6-Prefix attribute specifies the IPv6 networks to be assigned to a user. When combined with a
Framed-Interface-ID attribute, a single Framed-IPv6-Prefix attribute forms one or more complete IPv6 addresses
to be assigned to the user.

In general, the user is assigned the number of addresses equal to the number of Framed-IPv6-Prefix attributes,
where the addresses have the same Framed-Interface-1d value, but different Framed-IPv6-Prefix values.

It is possible to assign complete IPv6 addresses using only Framed-IPv6 Prefix attributes (that is, without
specifying any Framed-Interface-Id attribute). For example, the Framed-IPv6-Prefix attributes may be suggested
by the RAS and overridden by the RADIUS server. In any case, the RAS is expected to be able to plumb the
routes implied by the Framed-IPv6-Prefix attributes and these need not be repeated in separate Framed-IPv6-
Route attributes.

The Framed-IPv6-Prefix attribute may be specified by the RAS in Access- and Accounting-Request packets, and
by the RADIUS server in Access-Accept packets. Zero or more Framed-IPve-Prefix attributes may be specified. If
present, the variable-length Framed-IPv6-Prefix attribute contains an IPv6 prefix from 0 to 128 bits in length.
Extra bits beyond the actual prefix length must be set to 0.

Steel-Belted Radius allows zero or more variable-length IPv6 prefixes to be specified for each local user or
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attribute profile. The server authentication logic validates these prefixes on extraction from the database and
includes the proper number of Framed-IPv6-Prefix attributes in Access-Accept packets if none are received in
the access request packets. The server accounting logic writes these prefixes to the accounting logs in a human
readable format.

Example

Human readable:fe80::260:8ff:feff:ffff/10

RADIUS attribute:61 14 00 0a fe 80 00 00 00 00 00 00 00 00 00 00 00 00 00 00
(8-bit type) (8-bit length)

(8-bit zero) (8-bit prefix length) (128-bit IPv6 prefix)

Login-IPv6-Host

The Login-IPv6-Host attributes specify the IPv6 addresses of the systems with which the user is connected when
the Login-Service attribute is also included. The Login-IPv6-Host attribute may be suggested by the RAS and
overridden by the RADIUS server.

The Login-IPv6-Host attribute may be specified by the RAS in access and accounting request packets, and by the
RADIUS server in Access-Accept packets. Zero or more Login-IPve-Host attributes may be specified. If present,
the fixed length Login-IPve-Host attribute contains the complete 128-bit IPv6 address of the login host, or a
special value:

128-bits set to 0 indicates that the RAS should select the login host for the user.
128-bits set to 1 indicates that the RAS should allow the user to select the login host.

Other values indicate the actual 128-bit IPv6 address of the login host.

Steel-Belted Radius allows zero or more 128-bit IPv6 addresses (including special values) to be specified for each
local user or attribute profile. The server authentication logic validates these addresses (including special values)
on extraction from the database and includes the proper number of Login-IPv6-Host attributes in Access-Accept
packets if none are received in the access request packets. The server accounting logic writes these addresses to
the accounting logs in a human readable format.

Example

Human readable:fe80::260:8ff:feff:ffff

RADIUS attribute:62 12 fe 80 00 00 00 00 00 00 02 60 08 ff fe ff ff ff
Framed-IPv6-Pool

The Framed-IPv6-Pool attribute specifies the name of a RAS managed pool (as opposed to a RADIUS server
managed pool) from which the RAS should assign an IPv6 prefix to the user. The Framed-IPv6-Pool attribute may
not be suggested by the RAS and is always determined by the RADIUS server.

The Framed-IPv6-Pool attribute may be specified by the RAS in Accounting-Request packets, and by the RADIUS
server in Access-Accept packets. Zero or one Framed-IPv6-Pool attributes may be specified. If present, the
variable-length Framed-IPv6-Pool attribute contains the name of a RAS managed pool in human readable text.
The text is not NULL terminated.

Steel-Belted Radius allows zero or one variable length pool name to be specified for each local user. The server
authentication logic validates the pool name on extraction from the database and includes the proper number of
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Framed-IPve-Pool attributes in Access-Accept packets. The server accounting logic writes these pool names to the
accountinglogs in a human readable format.

Example
Human readable:ipve-pool

RADIUS attribute:64 0b 69 70 76 36 2d 70 6f 6f 6¢

Framed-IPv6-Route

The Framed-IPv6-Route attribute specifies the IPv6 routing information to be configured for the user on the RAS.
The RAS is expected to be able to plumb the routes specified by the Framed-IPv6-Route attributes in addition to
those that may already be implied by separate Framed-IPve-Prefix attributes. The Framed-IPv6-Route attribute
may not be suggested by the RAS and is always determined by the RADIUS server.

The Framed-IPv6-Route attribute may be specified by the RAS in accounting request packets, and by the RADIUS
server in Access-Accept packets. Zero or more Framed-IPv6-Route attributes may be specified. If present, the
variable-length Framed-IPv6-Route attribute contains IPv6 routing information in human readable text. The text

is not NULL terminated. The format of the text (destination prefix, gateway address, metrics) is described in RFC-
3162.

Steel-Belted Radius allows zero or more variable-length IPv6 routes to be specified for each local user or
attribute profile. The server authentication logic validates these routes on extraction from the database and
includes the proper number of Framed-IPve-Route attributes in Access-Accept packets. The server accounting
logic writes these routes to the accounting logs in a human readable format.

Example

Human readable:2000:0:0:106::/64 2000::106:a00:20ff:fe99:a998 1
RADIUS attribute:63 32 323030303a303a30...393a61393938 20 31
Enabling IPv6 Networking

To enable IPv6 networking in Steel-Belted Radius, you must modify the radius.ini file and then restart your
Steel-Belted Radius server. For information on the settings in the radius.ini file, refer to the Steel-Belted Radius
Reference Guide.

Note that Steel-Belted Radius can process IPv6 attributes even if IPv6 networking is not enabled, provided that
the IPv6 attributes are described in the RADIUS dictionary files.

Configuring IPv6 Scope IDs

Some types of IPv6 addresses requires an IPv6 scope ID to avoid address ambiguity. In some cases, the Steel-
Belted Radius server can select a scope ID automatically.

The [IPv6] section of the radius.ini file can specify how scope IDs are selected for each IPv6 address type

that is recognized by the server. If the parameter value is 0, the Steel-Belted Radius server selects a scope ID
automatically. If the parameter value is not 0, then the Steel-Belted Radius server uses that value as the scope ID
when establishing network connections involving that IPv6 address type.

0 Note: You can use the output of the ifconfig -a/ip a shell command on Linux platforms, and the output
of the ipconfig /all shell command on Windows platforms (ipv6 if on Windows XP platforms) to determine
the proper host specific scope ID for an address type. The scope ID is identical to the interface index on
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which the address type is supported and on which the desired destinations are reachable. On Linux
platforms, the server accepts traditional interface names, such as hme0, instead of numeric scope IDs.

Configuring IPv6 Addresses for RADIUS Client Connections

You can configure the [Addresses] section of the radius.ini file if you want to specify the local address or
addresses on which Steel-Belted Radius listens for RADIUS client connections. By default, Steel-Belted Radius
automatically discovers and configures all available IPv4 interfaces on the local host. If IPv6 is enabled, Steel-
Belted Radius discovers and configures both IPv4 and IPv6 interfaces.

You can configure Steel-Belted Radius to configure IPv4 automatically by entering AutoConfigurelPv4 in the
[Addresses] section. Similarly, you can configure Steel-Belted Radius to configure IPv6 automatically by entering
AutoConfigurelPv6 in the [Addresses] section. If you configure specific IPv4 or IPv6 addresses, Steel-Belted
Radius listens for RADIUS traffic on only those interfaces.

The IPv6 unspecified address :: allows connections on any IPv6 address or IPv4 address, with IPv4 connections
represented as IPv6 IPv4 mapped addresses. Because IPv6 IPv4 mapped addresses are not currently supported
by the Windows IPv6 protocol stack, you must enter the IPv4 unspecified address 0.0.0.0 with the IPv6
unspecified address :: to approximate the desired behavior on Windows platforms.

Configuring DNSv6 Support

Enabling Domain Name Service Version 6 (DNSv6) support lets Steel-Belted Radius communicate with a DNSv6
server to resolve host names. By default, Steel-Belted Radius uses DNS unless IPv6 is enabled and DNSv6
support is configured by means of the DynamicNameResolution parameter in the [IPv6] section of the radius.ini
file.

If DynamicNameResolution is set to 0, Steel-Belted Radius uses IPv4 DNS, which means it does not
qguery DNSv6 services.

If DynamicNameResolution is set to 1, Steel-Belted Radius uses IPv6 DNS (DNSv6), which means it
does not query IPv4 DNS services and ignores IPv4-specific information returned by DNSv6 services.

If DynamicNameResolution is set to 2, Steel-Belted Radius queries DNSv6 services for IPv6-
specific information, and then queries IPv4 DNS services for IPv4 specific information if DNSv6
fails to resolve a host name.
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Chapter 3
Using SBR Administrator

This chapter presents an overview of how to use the SBR Administrator, which is aJava-based application that lets
you configure settings for Steel-Belted Radius. In minutes, you can set up new users, alter standard profiles, or
configure new network access devices from any computer on the network.

The Chapter 4 "Using Web Graphic User Interface (GUI)" describes an overview of how to use the Web graphical
user interface (GUI) to configure the Steel Belted Radius server. The legacy SBR Administrator is included in the
SBR Enterprise 6.2.5 release to ease transition to the WebGUI and may not be included in further releases.

0 Note: Administrators making large-scale changes to the Steel-Belted Radius database might prefer to use the
LDAP command line interface. See “LDAP Configuration Interface”.

Launching SBR Admin GUI

The SBR Admin GUI can be launched using the Internet Explorer version 8.0 and above or the latest version of
Mozilla Firefox.

Before you launch, prepare the system by:
1. Installing Java for SBR Admin
2. EnablingJava Runtime Environment on Internet Explorer Browser (ActiveX deprecated)
3. EnablingJava on Mozilla Firefox Browser for Java Applet

You can launch Admin GUI of SBR 6.1.7 and SBR 6.2/above on the same machine. For detailed procedure, see
Launching Admin GUI of SBR 6.1.7 and SBR 6.2/above on the same Machine.

Installing Java for SBR Admin

SBR Admin supports any 32 bit version of JRE (Java 7_u79 or above). For improved security, it is recommended
to install Java 8.

Figure 9: Setting Java Environmental Variables
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Windows maintains a registry which holds Java PATH and updates it when Java is installed. If for any reason the
Java path is not set, then set the bin path of JRE to System Environmental Variable “PATH".

If there are more than one version of JRE installed in the system, then set the Java path that should be used for
SBR GUI in the System Environmental variables as the first one among all installed Java versions.

Enabling Java Runtime Environment on Internet Explorer Browser (ActiveX deprecated)

Internet Explorer browser versions 8 and above does not support ActiveX. Though ActiveX is deprecated on IES,
itis not disabled on Windows 7 system. So ActiveX would work for IE8 on Windows7 and older operating

systems.

To enable Java on IE8 and above on Windows 8 and later:
1. Open Internet Explorer.
2. Onthe Tools menu, select Internet Options.
3. Inthe Internet Options window, select the Security tab, and click the Custom Level button.
4. In the Security Settings window, scroll down to the Scripting of Java applets setting.

Figure 10: Internet Options in IE 8
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5. Make sure the Enable radio button is selected.
6. Click OK to save the setting.

Enabling Java on Mozilla Firefox Browser for Java Applet

Ensure you have installed the latest version of Mozilla Firefox.
1. Install JRE 32 bit (64 bit is not supported).
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2. Verify if JRE plugin is installed and enabled for Firefox by selecting Add-ons -> Plugins.

Figure 11: Plugins in Firefox
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3. Select Ask to Activate or Always Activate if it is not enabled.
Launching Admin GUI of SBR 6.1.7 and SBR 6.2/above on the same Machine

Deployment of SBR admin GUI has been changed in SBR 6.2 for supporting latest version of java so that the Ul
is more interactive and visible.

The following issues are observed when both versions of admin GUI are launched on the same machine:
Conflict between deployer of SBR admin 6.1.7 and SBR 6.2 on Internet Explorer.
SBR admin 6.1.7 did not launch on Firefox.

For the first issue on IE, see the work around in section Clearing Cache Directories while Launching New GUI.
For the second issue on Firefox, back merge the fix from SBR 6.2 to SBR 6.1.7.

To launch SBR 1.7 and 6.2 Admin GUI on the same machine, it is also recommended to use |E browser for SBR
6.1.7 and Firefox for SBR 6.2.

Clearing Cache Directories while Launching New GUI

Due to the changes to the deployment files in SBR 6.2, the older files present in the system will lead to conflict
of files.

To clear the cache:

1. Close Internet Explorer.

2. Delete following files for ActiveX deployment:
C:\Windows\Downloaded Program Files\deploy.dll
C:\Windows\Downloaded Program Files\deploy.inf
C:\Windows\Downloaded Program Files\deployer.exe

Running the SBR Administrator
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You start the SBR Administrator by running a browser and opening a connection to the Steel-Belted Radius
server you want to configure.

To log into a Steel-Belted Radius server:
1. Open a browser connection to the Steel-Belted Radius server you want to administer.

To administer a Steel-Belted Radius server running on your local host, enter http://
localhost:port/, where port is the TCP port on which the server is listening for administration

connections. For example, to open a connection on a local host listening on port 1812, use the
following URL:

http://localhost: 1812/

To administer a Steel-Belted Radius server running on a remote host, enter http://server:port/,
where server is the DNS name or IPv4/IPv6 address of the server, and port is the TCP port on
which the server is listening for administration connections. For example, to open a connection
on aremote host at IP address 192.168.24.15 listening on port 1812, use the following URL,
where ipaddress is the IP address or DNS name of the remote server:

http://192.168.24.15:1812/

When the Steel-Belted Radius Administrator page opens, click the Launch link to download and start
the SBRAdministrator.

2. Whenthe Login dialog (Figure 12) opens, specify the TCP port you want to use for communication
between SBR Administrator and the Steel-Belted Radius server.

The value you enter in the Port field must match the value specified in the SecureTcpAdminPort
parameter in the [Ports] section of the radius.ini file on the Steel-Belted Radius server. The default
value is 1813.

Figure 12: Login Dialog
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3. Enter your administrator username in the User Name field.
4. Enter your login password in the Password field.

5. ClickLogin.

When you click Login, SBR Administrator establishes an HTTPS connection with the local or remote server. If it
cannot establish a connection in 10 seconds, SBR Administrator times out and displays an error message.

© 2020 by Pulse Secure, LLC. Allrights reserved 82



Steel-Belted Radius Administration Guide - GEE

0 Note: If a timeout occurs, verify that the Steel-Belted Radius service/daemon is running on the target server
and that itis listening on the administration port you are specifying in the Login dialog.

SBR Administrator verifies that the username you entered is present in the access.ini file. If the username is
found, SBR Administrator validates the password you entered against a local or remote password database.

When you connect to a server, the Status panel lists various features of the running server, such as version,
platform on which itis running, IP address, available authentication methods, license information, and any
initialization errors that might have occurred.

Navigating in SBR Administrator
This section describes how to use the SBR Administrator panels, menus, dialogs, and toolbar.
SBRAdministrator Panels

SBR Administrator uses a series of framed windows (panels) to configure server settings and display statistics
andlogs in SBR Administrator. Figure 13: SBR Administrator Panel Layout illustrates the components of an SBR
Administrator panel. To display a panel, you click an entry in the Sidebar. SBR Administrator displays the specified
panel in the Content frame.

Figure 13: SBR Administrator Panel Layout
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SBR Administrator Sidebar

You use the entries in the sidebar in the SBR Administrator to select which panel you want to display; for
example, to display the RADIUS Clients panel, you click Radius Clients in the sidebar.

Some entries in the sidebar are expandable. For example, when you click the Users entry in the sidebar, the
entry displays subentries such as Local and Domain.
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SBR Administrator Menus

The SBR Administrator has four menus: File, Edit, Web, and Help.

File Menu

Table 16 describes the functions of each entry in the File menu in the SBR Administrator.

Table 16: File Menu Options

Menu Entry Function

License Opens the Add a License for Server dialog, which lets you add a license string for your Steel-
Belted Server software. For more information, see “Adding License Keys".
Import Opens the Import dialog, which lets you import information from an XML file into the Steel-

Belted Radius database.

The Import dialog is described in Appendix E, “Importing and Exporting Data.”

Export Opens the Export dialog, which lets you export selected information from the Steel-Belted
Radius to an XML file.

The Export dialog is described in Appendix E, “Importing and Exporting Data.”

Backup/Restore Opens the Backup/Restore dialog, which lets you back up the Steel-Belted Radius database to
an archive file or restore Steel-Belted Radius from an archive file.
The Backup/Restore dialog is described in xref.

Login Opens the Login dialog, which lets you log in to a Steel-Belted Radius server. The Login dialog is
described in “Running the SBR Administrator”.
The Login menu entry is dimmed if you are logged into a Steel-Belted Radius server.

Logout Terminates your connection to a Steel-Belted Radius server.
The Logout menu entry is dimmed if you are not logged into a Steel-Belted Radius server.

Exit Exits the Steel-Belted Radius application.

Edit Menu
Table 17 describes the functions of each entry in the Edit menu in the SBR Administrator.

Table 17: Edit Menu Options

Menu Entry Function

Cut Deletes an existing object from the Steel-Belted Radius database and copies its information to
the Clipboard. Active only when an object is selected in an SBR Admin panel.

Copy Copies the selected object from the Steel-Belted Radius database to the Clipboard. Active only
when an object is selected in an SBR Admin panel.

Paste Pastes an object from the Clipboard to the Steel-Belted Radius database. Active only after a Cut
or Copy command has been used.

Delete Deletes an object from the Steel-Belted Radius database.

Tools Menu
Table 18 describes the function of the entry in the Tools menu in the SBR Administrator.

Table 18: Tools Menu Options
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Menu Entry Function

Options Opens the Options dialog, which lets you specify whether you want Steel-Belted Radius to
refresh configuration data automatically.

Web Menu
Table 19 describes the functions of each entry in the Web menu in the SBR Administrator.

Table 19: Web Menu Options

Menu Entry Function

Steel-Belted Radius Home Page Opens the support page for Steel-Belted Radius in a browser window. This page lets you
review product information, download documentation and technical notes, and access other
resources.

Pulse Secure Home Page Opens the home page for Pulse Secure (https://www.pulsesecure.net/)in a browser
window.

Help Menu

Table 20 describes the functions of each entry in the Help menu in the SBR Administrator.

Table 20: Help Menu Options

Menu Entry Function

Contents Opens the online help for the SBR Administrator

About Displays the About SBR Administrator dialog, which lists version information for the SBR
Administrator. For more information, see “Displaying Version Information’.

SBR Administrator Toolbar

After you log into Steel-Belted Radius, you can use the toolbar to manipulate SBR Administrator objects, such
as users or RADIUS clients. The buttons on the SBR Administrator toolbar change when you change panels to
provide buttons appropriate for your current context.

Figure 14: SBR Administration Toolbar
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Table 21: SBR Administrator Toolbar

Toolbar Button Function

Refresh Refreshes the displayed list of items in the SBR Administrator dialog.

© 2020 by Pulse Secure, LLC. Allrights reserved 85


http://www.pulsesecure.net/)

Steel-Belted Radius Administration Guide - GEE

Toolbar Button Function

Print Prints the contents of the active panel.
Add Adds an object to the Steel-Belted Radius database.
Edit Edits an existing object in the Steel-Belted Radius database. Active only when an object is

selected in the active panel.

Delete Deletes an existing object from the Steel-Belted Radius database.

Apply In the Order of Methods dialog, applies any changes you have made to the authentication
policy settings.

Reset Restores the default values for controls in the active panel.

Clear (System Statistics only) Resets statistics other than Server Up Time to zero.

Search (Filters only) Opens the Search Filters window, which is described in “Searching the Filter List”.

EAP Setup (Order of Opens the EAP Setup dialog, which lets you specify the active EAP methods that will be used for
Methods panel only) an authentication method. For more information, see “Configuring EAP Settings”.

SBRAdministrator Dialogs
This section summarizes how to use SBR Administrator dialogs and controls.
Adding an Entry

To add an entry to the Steel-Belted Radius database, open the appropriate panel and click the Add button on
the SBR Administrator toolbar. The SBR Administrator displays an Add dialog.

Figure 15: Sample Add Dialog
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Every object of the same type must have a unique name. If the name you assign to an item is already being used
by another item of the same type, the SBR Administrator displays a warning.

Editing an Entry

To edit an existing entry to the Steel-Belted Radius database, open the appropriate panel and double-click the
item you want to change (or select the item and click the Edit button on the SBR Administrator toolbar). The SBR
Administrator displays the settings for the item you selected in an Edit dialog. The Save button remains disabled
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until the contents of a field in the Edit dialog changes.

o Note: You cannot change the name associated with an item in an Edit dialog. To change an item's name, you
must cut/paste the item and assign it the name you want it to have.

Cutting/Copying/Pasting Records

When you select an item from a panel displaying tables of items, you can choose Edit > Cut or Edit > Copy to
cut or copy the item to the Clipboard, and then add a new record to the display by pasting it from the Clipboard
by choosing Edit > Paste.

The Clipboard can contain one item of each type (RADIUS client, user, etc.) If you copy an item to the Clipboard
and then copy another item of the same type, the information for the second item overwrites the information
for the first item. Clipboard contents are preserved until you exit the SBR Administrator.

Resizing Columns

You can resize columns in an SBR Administrator table by dragging the column header boundary to the left or
right.

Changing Column Sequence

You can change the sequence of columns in an SBR Administrator table by dragging the column headers left
andright.

Sorting Information

By default, items in SBR Administrator tables are sorted by Name. You can sortitems in any order by clicking a
columnheader.

Previously sorted tables retain their order when the table is sorted on another column. If you want to sort a
table by more than one column (for example, sort by address pool and subsort by IP address), click the least-
significant column (here, IP Address), and then click the more significant columns (here, Address Pool).

Adding License Keys

Depending upon your purchasing arrangements, your Steel-Belted Radius software might require a new license
key at some point after its initial installation.

If you are provided with a new license key by your reseller or by Steel-Belted Radius, you can add the key to an
existing Steel-Belted Radius installation as follows:

1. Start the SBR Administrator program and connect to your Steel-Belted Radius server.
2. Select File > License.

3. Whenthe Add a License for Server dialog appears, enter the license key and click OK.
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Figure 16: Add a License for Server Dialog
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If the license key you have entered is invalid, the server displays an error message. If this occurs, click
OK in the message dialog and enter the correct license key.

4. After you have entered a valid license key, the server displays a confirmation message and reminds
you that you must restart the server. Click OK.

The server does not restart itself automatically after a new license key is added. You must restart Steel-Belted
Radius manually to activate the new license key.

0 Note: The Steel-Belted Radius audit log does not record an entry when you enter license keys through SBR
Administrator.

Accessing Online Help
To get help with the SBR Administrator, click the ? (help) button, press F1, or select Help > Contents.
Displaying Version Information

To identify the current version of the SBR Administrator, select Help > About to open the SBR Administrator
dialog.

Figure 17: About SBR Administrator Dialog
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Exiting the SBR Administrator
To exit the SBR Administrator, choose File > Exit.

Closing the SBR Administrator has no impact on the Steel-Belted Radius service or daemon.
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Chapter 4
Using Web Graphic User Interface (GUI)

WebGUI is an application that enables you to configure settings for SBR Enterprise using a web browser. This
chapter presents an overview of how to use the WebGUI to configure Steel Belted Radius Server.

0 Note: Administrators making large-scale changes to the SBR Enterprise Server database might prefer to use
the LDAP command line interface. For more information, see LDAP Configuration Interface.

Running the WebGUI

You launch the WebGUI by running a web browser on your management workstation and opening a connection
to the SBR Enterprise server which you want to configure. The WebGUI is designed to support any Web 2.0
browser.

A Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS) connection is established between the web
browser in the management workstation and SBR Enterprise Server. This connection is used to communicate
configuration data to the server.

0 Note: Steel Belted Radius server must be running to use WebGUI.

For information on starting the RADIUS server, refer “Starting the Steel-Belted Radius Server” section in the
Install and Upgrade Guide.

While using HTTPS, SBR Enterprise provides a Secure Sockets Layer (SSL) certificate to prove its identity and
requires credentials when accessing the server. The SSL certificate is self-generated inside the Java Web Server
or you can provide a custom SSL certificate by configuring path and password in the application.properties file.
For more information, refer to Appendix H - Use Custom SSL Certificate for Launching SBR-E Web Ul.

To login to a SBR Enterprise server:
1. Open a browser connection to the SBR Enterprise server you want to administer:

a. Toadminister a SBR Enterprise server running on your local host, enter
https://localhost:1810/sbreweb/login.ntml, where the port assignment of 1812 is the SBR
Enterprise’s default TCP port for administration connections.

b. To administer a SBR Enterprise server running on a remote host, enter
https://server:1810/sbreweb/login.ntml, where the port assignment of 1812 is the SBR
Enterprise’s default TCP port for administration connections.

For example: https://192.168.24.15:1810/sbreweb/login.htm|

0 Note: You must access the WebGUI using HTTPS instead of HTTP.

2. The Login page appears as shown below:
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Figure 18: Login Page

Steel-Belted RADIUS

3

Pulse Secure =
Note: This is Steel Belted RADIUS Administrator Sign-in page “

3. Enter your administrator username in the Username.
4. Enter your login password in the Password.
5. Click Sign In.

When you click Sign In, WebGUI establishes an HTTPS connection with the local or remote server. The WebGUI
displays an error message if the connection cannot be established.

When you connect to a server, the Home page displays the list of status of the running server, IP addresses,
available authentication methods, license information and any initialization errors that might have occurred.

Tested Browsers

WebGUI can be launched in different browsers across different platforms. The following table describes the
tested browser versions and the operating systems.

Table 1: WebGUI - Tested Browsers

Browser Version Operating System
Google Chrome 73 Windows
Opera 60 Windows
Mozilla Firefox 66 Windows
Edge 42 Windows

Navigating in the WebGUI

This section describes how to use the WebGUI menus and pages.
WebGUI Menus

The WebGUI has following five menus:
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+ System

- Authentication
+ Users

- Maintenance

+ Help

1. System Menu

The System Menu is logically grouped to contain the following:

- Policies

- Tunnels

- Address Pools
-+ Statistics

- Reports

Figure 19: System Menu

S e C U re System Authentication Maintenance

Policies

Tunnels

S1eal-Balted Radius Global Enarprise Edition (
Server started. 20181017 at 12.22.02
Version: v6.25.3

Platform: Windews Workstation v6.3
Auta-configuring server IPvd addresses
Configured server IP address: 10,96 17851
Evaleation perlod will explire on 2018-11-16 Reparts

Licensad for Global Entesprise Edition

Licansad for up lo 10 direcled realms

Proxy status: Extended proxy enabled

Bound to address 10.96.176.51 port 1646

Bound to address 10 96.176.51 port 1813

Bound to address 10 95.176.51 port 1645

Bound to address 10 96 176.51 port 1812

Platiorm authentication methods: Windows Demaln

External authentication methods: SecurD(Lagacy), SecurlD

2. Authentication Menu
The System Menu is logically grouped to contain the following:

+ Objects
+ Authentication Policies
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Figure 20: Authentication Menu

Secure

Steal-Balted Radius Global Enterprise Edition (WIN-CT1325M30V2
Server started. 2018-10-17 at 12.22.02

Version: v6.25.3

Platform: Windows Warkstation v6 3
Auta-configuring server IPvd addresses
Configured server IP address: 10 96 176.51
Evaluation period will expire on 2018-11-16
Licensed for Global Enterprise Edition

Licansad for up to 10 direcled realms

Proxy status: Extended proxy enablad

Bound to address 10.96.176.51 port 1646

Bound to address 10.96.176.51 port 1813

Bound to address 10 96.176.51 port 1645

Bound to address 10 95 176.51 port 1812

Platform authentication methods: Windows Domaln

External authentication methods: SecurlDiLegacy), SecurlD

Authentication Policies
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3. Users Menu

The System Menu is logically grouped to contain the following:

- Auth Methods
+ Administrators
+ Proxy Auth

Figure 21: User Menu

Authentication

Steel-Belted Radius Global Enterprise Edition (WIN-CT1325M3QV2)
Server started: 2018-10-17 at 12:22:02

Version: v6.25.3

Platiorm: Windows Warkstation v6.3
Auto-canfiguring server IPvd addresses
Canfigured server IP address: 10 95 17651
Evalustion period will expire on 2018-11-16
Licensed for Global Enterprise Edition

Licansed for up o 10 directad raalms

Proxy status: Extendad proxy enabled

Bound to addrass 10.96.176.51 port 1545

Bound to address 10.96.176.51 port 1813

Bound ta address 10 96.176.51 port 1645

Bound to address 10 96 176.51 port 1812

Platiorm authentication methods: Windows Demain

External authentication methods: SecurlD{Legacy), SecurlD

Steel-Belted RADIUS

4. Maintenance Menu

The System Menu is logically grouped to contain the following:

+ Operations
+  Licensing
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Figure 22: Maintenance Menu

Steel Belted RADIUS

S e c U re System Authentication Users

Import

Export
Backup/Restore
Refresh -
License Replication

Steel-Belted Radius Global Enterprise Edition (WIN-2IN76URJBFH)

Server started: 2019-03-28 at 22:47:44
Version: v6.25.20

Platform: Windows Workstation v10.0
Auto-configuring server IPv4 addresses
Configured server IP address: 10.96.176.88
Evaluation period will expire on 2019-04-27
Licensed for Global Enterprise Edition
Licensed for up to 10 directed realms
Proxy status: Extended proxy enabled
Bound to address 10.96.176.88 port 1646
Bound to address 10.96.176.88 port 1813
Bound to address 10.96.176.88 port 1645

Bound to address 10.96.176.88 port 1812

WebGUI Pages

This section summarizes how to use WebGUI pages and controls.

1. Adding an Entry

To add an entry to the SBR Enterprise database, open the appropriate WebGUI page and click Add.
The WebGUI page displays the Add page.
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Figure 23: Adding an Entry

S e C U re System Authentication Maintenance

Name

Description

Starting Address Size

2. Editing an Entry

To edit an entry to the SBR Enterprise database, open the appropriate WebGUI page, select the entry
using the check box and click Edit. The WebGUI page displays the Edit page.
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Figure 24: Editing an Entry

Secu re System Authentication Maintenance

Name ADDRESS POOL
Description Description - IP Pool
v Address Range
Starting Address Size
10.1.1.1 100

&3 B3 B3
E3 ==

3. Deleting an Entry

To delete an entry to the SBR Enterprise database, open the appropriate WebGUI page, select the
entry using check box and click Delete. The WebGUI page displays the Confirm Delete options. To

delete multiple configurations, select multiple check boxes and then click Delete option.

Figure 25: Deleting an Entry

Confirm Delete

Delete the selected item?

| o

Adding License Keys

Your SBR Enterprise software may require a new license key at some point after its initial installation, Depending

upon your purchasing arrangements.

If you are provided with a new license key, you can add the key to an existing SBR Enterprise installation as

follows:
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1. Start the WebGUI program and connect to your SBR Enterprise server.

2. Select Maintenance > License > Add License.
The License Registration page appears.

Figure 26: License Registration

S e C U re System Authentication Maintenance

License = Add License

Add a License for Server

License String:

3. Enter the license key in the License String.

4. Click OK.
If the entered license key is invalid, the server displays an error message.
Click OK'in the message dialog box and enter the valid license key.

5. SBR server displays a confirmation message.
6. Click OK.

o Note: The server does not restart automatically once a new license key is added.

You must restart Steel Belted Radius Server manually to activate the new license key.
For more information, refer to When to Stop and Restart Steel-Belted Radius Enterprise Server.

Refresh and log in again to the WebGUI running on the management workstation to reflect
the changes.

0 Note: The SBR Enterprise audit log does not record an entry when you enter license keys through
WebGUI.

Displaying Version Information

To identify the current version of SBR Administrator, select Help > Home Page > About to open the SBR
Administrator Dialog. Refer to the following figure:
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Figure 27: About SBR Administrator

About SER. Administrator

Q SER Administrator
g Version: v6.25.20
P u I'S e SEC ure Copyright © 2019 Pulse Secure, LLC.

All rights reserved.

Exiting the WebGUI

To close the WebGUI,

1. Click Logout.
2. Close the WebGUI browser.

0 Note: Closing the WebGUI has no impact on the SBR Enterprise daemon.
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Chapter 5
Administering RADIUS Clients via Legacy SBR
Administrator

This chapter describes how to set up RADIUS clients and client groups via legacy SBR administrator.

A RADIUS client is a network device or software application that contacts Steel-Belted Radius when it needs to
authenticate a user or to record accounting information about a network connection.

A RADIUS client group is a collection of network devices or software applications that contacts Steel-Belted
Radius to authenticate a user or to record accounting information about a network connection. Members of a
RADIUS client group use a contiguous range of IP addresses and use identical settings, such as a shared secret
or an IP address pool.

IPv4 - IPv6 Dual stack support for RADIUS clients: two IP addresses can be configured for a RADIUS client; one
with IPv4 and another with IPv6. User can add the IP addresses in the "Add RADIUS Client” UI.

0 Note: If RADIUS client is in IPv6 network, then ensure that IPv6 Networking is enabled in Steel- Belted RADIUS
Server. For information on the settings in the radius.ini file, refer to the Steel-Belted RADIUS Reference Guide.

RADIUS Clients Panel

The RADIUS Clients panel lets you identify the devices that you want to define as clients of Steel-Belted RADIUS.

Figure 28: RADIUS Clients Panel

Fle = Print ~ E-mail Burn ¥ QOpen -

@ Refresh (Q Print € Add g Edit €3 Delete

@ Steel-Belted Radius Mame |Descripticr1 |IPV4 Address IIP\«'G Address IMake orM... IAddress Pool
=4 JRADIUS Clients TEST2 =z - Standard Ra...
- @ Location Groups TEST_IP 10.96.176.40 fed0::206:5bff:fedd:4e2d - Standard Ra...

[ @ Users <ANY = - Standard Ra...
- @ Profes s T2  [SendRa.]
- @ Proxy Targets TEST_v4 10.96.176.26 - Standard Ra...

[ @ Tunnels

[#-- @ Address Pools

- @ Administrators

[+ @ Authentication Policies
- @ Replication

[+ @ Statistics

[+ @ Reports

@ Filters

Adding a RADIUS Client or Client Group

To add a RADIUS client or client group:
1. Choose Radius Clients in the sidebar.

2. Clickthe Add button.
The Add RADIUS Clients page appears.

© 2020 by Pulse Secure, LLC. Allrights reserved 80



Steel-Belted Radius Administration Guide - GEE

Figure 29: Add RADIUS Client

Name: | ["] Any RADIUS Cient

Make or model: ( vJ

1

[ Addresspool: | v| | @vew

"] Location Group: | v [ @ View
Profiles
[] Use Profie: | v| @vew

Attribute Combination
Merge Precedence
@ Merge (") User

Ovemide () RADIUS Client

Advanced
[] Use different shared secret for Accounting ~ Edit. .

[ ] Assume down if no keepalive packets after I ] seconds

[ ok || comcel |

3. Enter the name of the RADIUS client or client group in the Name field.
Although you can assign any name to a RADIUS client entry, you should use the device's IP address or
DNS hostname to avoid confusion.
You can create a special RADIUS client entry called <ANY> by clicking the Any RADIUS Client check
box (Figure 30). The <ANY> RADIUS client allows Steel-Belted Radius to accept requests from any
network access device or proxy RADIUS server, as long as the shared secret is correct.

Figure 30: Creating an <ANY> RADIUS Client

Name: | [T Ay RADILS Geenit |

0 Note: IPv4 Address or IPv6 Address fields for an <ANY> RADIUS client cannot be edited.
<ANY> implies that the server accepts requests from any IP address, provided that the shared secret
is correct.
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4. Optionally, enter a description of the RADIUS client in the Description field.
The description you associate with a RADIUS client is not used during processing.

5. Enter the IPv4 address of the RADIUS client in the IPV4 Address field.

6. Enter the IPv6 address of the RADIUS client in the IPV6 Address field.
Alternatively, you can enter the DNS name of the device; the SBR Administrator resolves the name you
enter to its corresponding IP address and displays the result in the IPV4 Address/IPV6 Address
fields.

0 Note: For a specific RADIUS client entry, it is mandatory to have either IPv4 address or IPv6
address.

If you want the RADIUS client to use an IPv4 address range, enter the starting address for the range
in the IPV4 Address field, check the Range check box and enter the number of addresses in the
range in the Range field (Figure 31). You can create an address range of as many as 500 addresses
in an addressrange.

0 Note: Range is not supported for IPv6 addresses.

For more information on IPv4 address ranges for RADIUS clients, see “RADIUS Client Groups”.

Figure 31: Entering an IPv4 Address Range for a RADIUS Client

Name: [] Any RADIUS Clent

7. Enter the authentication shared secret for the RADIUS client in the Shared secret field.
For privacy, asterisks are echoed as you type. You can check Unmask to display the characters in the
sharedsecret.

After you complete configuration of the authentication shared secret on the server side, you must
enter the same authentication shared secret when you configure the network access device.

o Note: There will be only one Shared secret field per RADIUS client, and it would be used for both
IPv4 and IPv6 addresses.

8. Use the Make or model list to select the make and model of your RADIUS client device.

The Make or model selection tells Steel-Belted Radius which dictionary of RADIUS attributes to use
when communicating with this client. If you are not sure which make and model you are using or if
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your device is notin the list, select - Standard RADIUS -.

9. If you want the RADIUS client to obtain its IPv4 address from an address pool, check the Address pool
check box and use the Address pool list to specify which address pool to use when authenticating an
access request from this RADIUS client.

Click the View button to display details for the address pool you select.

0 Note: You must configure IP address pools before you set up RADIUS clients if you want the
clients to use address pools. For more information, see “Setting Up IP Address Pools”.

10.1f you want to associate the RADIUS client with a location group, check the Location Group check box
and use the Location Group list to specify the location group to which the RADIUS client belongs.

Click the View button to display details for the RADIUS location group you select.

o Note: You must configure RADIUS location groups before you set up RADIUS clients if you want
the clients to use location group profiles. For more information, see “Administering RADIUS Location
Groups via Legacy SBR Administrator”.

11. If you want to associate a profile with the RADIUS client, check the Use Profile check box and use
the drop-down list to select the profile you want the RADIUS client to use.

After you select a profile, you can click the View button to display the settings configured for the
profile.

12. Specify how do you want the profile to interact with the user settings.

If you want attributes in the profile to override identically-named attributes configured for the
user, click the Override User Attributes check box.

If you want attributes in the profile to be merged with identically-named attributes configured
for the user, clear the Override User Attributes check box and specify whether user or RADIUS
client attributes should be used in the event they specify different values for the same attribute.

13. Optionally, specify an accounting secret for the RADIUS client.
By default, Steel-Belted Radius uses the same shared secret for authentication and accounting. If you
want the RADIUS client to use different shared secrets for authentication and accounting:

a. Check Use different shared secret for accounting check box.

b. Click the Edit button.
¢. When the Accounting Shared Secret Page (Figure 32: Accounting Shared Secret Page) opens,
enter the shared secret you want the RADIUS client to use for accounting.
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Figure 32: Accounting Shared Secret Page

Edit Accounting Shared Secret

Shared zecret: | [:\E Walidate

Untnask

o]

14.

15.

For privacy, asterisks are echoed as you type. You can check the Unmask check box to display the
characters in the shared secret.

d. Click OK.
You must enter the same accounting shared secret when you configure the RADIUS client.

Optionally, indicate whether you want to enable keepalive processing and specify how long the server
should wait for RADIUS packets from the client before assuming connectivity has been lost.

If you check the Assume down if no keepalive packets after check box, you can enter a value in the
(seconds) field. If the server does not receive any RADIUS packets from this client after the specified
number of seconds, the server assumes that the connection to the client is lost or that the client
device has failed. When this happens, Steel-Belted Radius gracefully closes any user or tunnel
connections it has authenticated for the client. Steel-Belted Radius releases any pooled IP or IPX
addresses and adjusts the counts of concurrent user or tunnel connections appropriately.

0 Note: If the value you enter in the (seconds) field is too low, valid user or tunnel connections can
be lost. For example, during low usage periods, a network access device might send no RADIUS
packets to the Steel-Belted Radius server, even though the device is still “up.”

When you are finished, click OK.

Verifying a Shared Secret

To verify a shared secret on Steel-Belted Radius:

1.

2.

Open the RADIUS Clients panel.

Select the RADIUS client whose shared secret you want to verify and click the Edit button (or double-
click the RADIUS client entry).
The Edit RADIUS Client dialog opens.

Enter the shared secret you think is assigned to the RADIUS client in the Shared secret field.

Click the Validate button.
The SBR Administrator displays a message indicating whether you entered the correct shared secret.

Deleting a RADIUS Client

To delete a RADIUS client:
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—

. Open the RADIUS Clients panel.

N

. Select the RADIUS client entry you want to delete.

w

. Click the Delete button on the SBR Administrator toolbar.

4. When you are prompted to confirm the deletion request, click Yes.
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Chapter 6
Administering RADIUS Clients via WebGUI

This chapter describes how to set up RADIUS clients and client groups via WebGUI.

A RADIUS clientis a network device or software application that contacts Steel-Belted Radius when it needs to
authenticate a user or to record accounting information about a network connection.

A RADIUS client group is a collection of network devices or software applications that contacts Steel-Belted
Radius to authenticate a user or to record accounting information about a network connection. Members of a
RADIUS client group use a contiguous range of IP addresses and use identical settings, such as a shared secret
or an IP address pool.

IPv4 — IPv6 Dual stack support for RADIUS clients: two IP addresses can be configured for a RADIUS client; one
with IPv4 and another with IPve. User can add the IP addresses in the "Add RADIUS Client” UI.

o Note: If RADIUS client is in IPv6 network, then ensure that IPv6 Networking is enabled in Steel- Belted RADIUS
Server. For information on the settings in the radius.ini file, refer to the Steel-Belted RADIUS Reference Guide.

RADIUS Clients Page

The RADIUS Clients page lets you identify the devices that you want to define as clients of Steel-Belted RADIUS.

Figure 33: RADIUS Clients Page

Se c U re 5’_\0"5[EI'I'I Authentication Users Maintenance

RADIUS Clients
s o
Name Description Pv4 Address IPvE Address Make or Model Address Pool
L] 10.1.1.1 3COM AccessBuilder
10 10.1.1.10 ACC Tigris and Amazon Servers
100 10.1.1.100 Raptor Eagle
101 10.1.1.101 Redback SMS1000
102 10.4.1.102 Redback SMS
500/1000/1800/10000
108 10.4.1.103 RedCreak RaviinSoft
104 10.4.1.104 Shiva LanRover/AccessSwitch
108 10.1.1.108 Shwva Rapport
108 10.1.1.108 SonicWALL Internet Security App
107 10.1.1.107 SpringTide IP Service Switches
108 10.4.1.108 Stallion EasySarver |
Total Number of RADIUS clients: 127 MNumber of items selected: 0

Adding a RADIUS Client or Client Group

To add a RADIUS client or client group:
1. Choose Radius Clients from the main menu Authentication and sub menu Objects.

2. Clickthe New button.
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Figure 34: Add RADIUS Client
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S e C U re System

Authentication Maintenance

Address Pool

Use Profile

Merge

008 pulse.co Resolve DNS

Name
Description —
|PV4 zddress WIN-K56M56BUSU3. 64windows2
Range
IPVE address
Shared Sacrat
Unmask
Make or Model Make or Modal

Any RADIUS Clent

3. Enter the name of the RADIUS client or client group in the Name field.
Although you can assign any name to a RADIUS client entry, you should use the device's IP address or

DNS hostname to avoid confusion.

You can create a special RADIUS client entry called <ANY> by clicking the Any RADIUS Client check
box) (Figure 35: Creating an <ANY> RADIUS Client). The <ANY> RADIUS client allows Steel-Belted
Radius to accept requests from any network access device or proxy RADIUS server, as long as the

shared secret is correct.

Figure 35: Creating an <ANY> RADIUS Client
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System Authentication Maintenance

Objects = Add RADIUS Clients

Add RADIUS Clients

Name: <ANY> ¥ Any RADIUS Client

Description: Description

IPV/4 address : XXXX
Range : 1

IPVE address : KKK HKXXKXKX

Shared Secret : Shared Secret

o Note: IPv4 Address or IPv6 Address fields for an <ANY> RADIUS client cannot be edited.
<ANY> implies that the server accepts requests from any IP address, provided that the shared secret
is correct.

. Optionally, enter a description of the RADIUS client in the Description field.
The description you associate with a RADIUS client is not used during processing.

. Enter the IPv4 address of the RADIUS client in the IPV4 Address field.
. Enter the IPv6 address of the RADIUS client in the IPV6 Address field.

Alternatively, you can enter the DNS name of the device and dlick the Resolve DNS button; the SBR
WebGUI resolves the name you enter to its corresponding IP address and displays the resultin the
IPV4 Address fields. Refer to the following figure:

Figure 36: Resolve DNS

S e c U re System Authentication Users Maintenance

Objects = Add RADIUS Clients

Add RADIUS Clients

Name: NAME Any RADIUS Client

Description: Description

IPV4 address : WIN-K56M56BUSU3.64windows20
Range : 1

IPVE address : HKHHHHKKX

Shared Secret : Shared Secret

0 Note: For a specific RADIUS client entry, it is mandatory to have either IPv4 address or IPv6
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address.

If you want the RADIUS client to use an IPv4 address range, enter the starting address for the range
in the IPV4 Address field, check the Range check box and enter the number of addresses in the
range in the Range field (Figure 37: Entering an IPv4 Address Range for a RADIUS Client). You can
Create an address range of as many as 500 addresses in an address range.

o Note: Range is not supported for IPv6 addresses.

For more information on IPv4 address ranges for RADIUS clients, see “RADIUS Client Groups”.

Figure 37: Entering an IPv4 Address Range for a RADIUS Client

S e C U re System Authentication Users Maintenance

Objects = Add RADIUS Clients

Add RADIUS Clients

Name: NAME Any RADIUS Clisnt
Description: Description

IPV4 address : XXXX

# Range: 1

IPVE address :

Shared Secret :

7. Enter the authentication shared secret for the RADIUS client in the Shared secret field.

For privacy, asterisks are echoed as you type. You can check Unmask to display the characters in the
sharedsecret.

After you complete configuration of the authentication shared secret on the server side, you must
enter the same authentication shared secret when you configure the network access device.

o Note: There will be only one Shared secret field per RADIUS client, and it would be used for both
IPv4 and IPv6 addresses.

8. Use the Make or model list to select the make and model of your RADIUS client device.

The Make or model selection tells Steel-Belted Radius which dictionary of RADIUS attributes to use
when communicating with this client. If you are not sure which make and model you are using or if
your device is notin the list, select - Standard RADIUS -.

9. If you want the RADIUS client to obtain its IPv4 address from an address pool, check the Address

pool checkbox and use the Address pool list to specify which address pool to use when
authenticating an access request from this RADIUS client.
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Click the View button to display details for the address pool you select.

o Note: You must configure IP address pools before you set up RADIUS clients if you want the
clients to use address pools. For more information, see “Setting Up IP Address Pools”.

10.1f you want to associate the RADIUS client with a location group, check the Location Group check box
and use the Location Group list to specify the location group to which the RADIUS client belongs.

Click the View button to display details for the RADIUS location group you select.

0 Note: You must configure RADIUS location groups before you set up RADIUS clients if you want
the clients to use location group profiles. For more information, see “Administering RADIUS Location
Groups via WebGUI".

11.1f you want to associate a profile with the RADIUS client, check the Use Profile check box and use
the drop-down list to select the profile you want the RADIUS client to use.

After you select a profile, you can click the View button to display the settings configured for the
profile.

12.Specify how do you want the profile to interact with the user settings.

If you want attributes in the profile to override identically-named attributes configured for the
user, select Override option.

If you want attributes in the profile to be merged with identically-named attributes configured
for the user, select the Merge option button and then select either User or RADIUS Client option
button to take precedence if the attributes in the profile specify different values for the same
single-value or ordered multiple value attribute.
13.0ptionally, specify an accounting secret for the RADIUS client.
By default, Steel-Belted Radius uses the same shared secret for authentication and accounting. If you
want the RADIUS client to use different shared secrets for authentication and accounting:

a. Check Use different shared secret for accounting check box.

b. Click Edit.

¢. When the Accounting Shared Secret page (Figure 38: Accounting Shared Secret Page) opens,
enter the shared secret you want the RADIUS client to use for accounting.
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Figure 38: Accounting Shared Secret Page

Edit Accounting Shared Secret

Shared Secret : R

LInmask

For privacy, asterisks are echoed as you type. You can check the Unmask check box to display the
characters in the shared secret.

d. Click OK.
You must enter the same accounting shared secret when you configure the RADIUS client.

14.0ptionally, indicate whether you want to enable keepalive processing and specify how long the server
should wait for RADIUS packets from the client before assuming connectivity has been lost.

If you check the Assume down if no keepalive packets after check box, you can enter a value in the
(seconds) field. If the server does not receive any RADIUS packets from this client after the specified
number of seconds, the server assumes that the connection to the clientis lost or that the client
device has failed. When this happens, Steel-Belted Radius gracefully closes any user or tunnel
connections it has authenticated for the client. Steel-Belted Radius releases any pooled IP or IPX
addresses and adjusts the counts of concurrent user or tunnel connections appropriately.

0 Note: If the value you enter in the (seconds) field is too low, valid user or tunnel connections can
be lost. For example, during low usage periods, a network access device might send no RADIUS
packets to the Steel-Belted Radius server, even though the device is still “up.”

15.When you are finished, click OK.
Verifying a Shared Secret
To verify a shared secret on Steel-Belted Radius:
1. Open the RADIUS Clients page.
2. Select the RADIUS client whose shared secret you want to verify and click Edit.
The Edit RADIUS Client page opens.
3. Enter the shared secret you think is assigned to the RADIUS client in the Shared secret field.

4. Click Validate.
The WebGUI displays a message indicating whether you entered the correct shared secret.

Deleting a RADIUS Client
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To delete a RADIUS client:
1. Open the RADIUS Clients page.
2. Select the RADIUS client entry you want to delete.
3. Click Delete on RADIUS Clients Page.

4. When you are prompted to confirm the deletion request, click Yes.
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Chapter 7

Administering RADIUS Location Groups via Legacy
SBR Administrator

This chapter describes how to set up RADIUS location groups via legacy SBR administrator.

About Location Groups

RADIUS location groups allow you to assign an attribute profile to a user based on the network access device
through which the user is connecting to your network. You can specify that users must use only the attributes
specified in the profile associated with the location group, or you can specify that attributes from the NAD profile
are merged with attributes from the user’s profile.

To simplify administration of RADIUS client profiles, you can associate profiles with location groups and then
associate location groups with RADIUS clients.

If you set the AddFunklLocationGroupldToRequest parameter in the [Configuration] section of the radius.ini file
to 1 (AddFunkLocationGroupldToRequest = 1), if an inbound RADIUS authentication or accounting request is
matched to a location group, then a Funk-Location-Group-Id attribute with a value set to the name of the
location group is added to the RADIUS request. You can then use the location group name associated with the
RADIUS client for SQL, LDAP, and checklist attribute processing.

0 Note: The location group name is case-sensitive. If you create a location group called LOC1 and then assign
a user a profile with a checklist attribute called Loc1, the user will be rejected.

Location Groups Panel

The Location Groups panel lets you identify the RADIUS location groups you want to associate with Steel-Belted
Radius clients.

Figure 39: Location Groups Panel
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Adding a Location Group
To add a RADIUS location group:

1. Choose Steel-Belted Radius > Location Groups in the sidebar.
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When the RADIUS Location Groups panel (Figure 39) appears, click the Add button. The Add RADIUS Location Group dialog (
Figure 40: Add RADIUS Client Dialog) appears.

Figure 40: Add RADIUS Client Dialog
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2. Enter the name of the RADIUS location group in the Name field in upper case.

0 Note: The location group name is case-sensitive. If you create a location group called LOC1 and then
assign a user a profile with a checklist attribute called Loc1, the user will be rejected.

3. Optionally, enter a description of the RADIUS location group in the Description field.
The description you associate with a RADIUS location group is not used during processing.

4. If you want to associate a profile with the RADIUS location group, click the Use Profile check box and
use the drop-down list to select the profile you want the location group to use.

After you select a profile, you can click the View button to display the settings configured for that
profile.

For more information on profiles, refer to “Administering Profiles via Legacy SBR Administrator”.

5. Specify how you want the profile to interact with the user settings.

If you want attributes in the specified profile to override identically-named attributes configured
for the user, click the Override User Attributes check box.

If you want attributes in the profile to be merged with identically-named attributes configured
for the user, clear the Override User Attributes check box and specify whether user or RADIUS
client attributes should be used in the event they specify different values for the same single-
value or ordered-multiple-value attribute.

6. Identify the RADIUS clients that belong to the location group by selecting one or more client entries in
the Available Clients list and clicking the right arrow button.
You can remove a RADIUS client from the location group by selecting the appropriate entry in the
Current Clients list and clicking the left arrow button.
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7. When you are finished, click OK. s

Deleting a RADIUS Location Group

To delete a RADIUS location group:
1. Openthe RADIUS Location Groups panel.

2. Select the RADIUS location group you want to delete.
3. Choose Edit > Delete.

4. When a dialog asking you to confirm the delete request appears, click Yes.
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Chapter 8
Administering RADIUS Location Groups via WebGUI

This chapter describes how to set up RADIUS location groups via WebGUI.
About Location Groups

RADIUS location groups allow you to assign an attribute profile to a user based on the network access device
through which the user is connecting to your network. You can specify that users must use only the attributes
specified in the profile associated with the location group, or you can specify that attributes from the NAD profile
are merged with attributes from the user’s profile.

To simplify administration of RADIUS client profiles, you can associate profiles with location groups and then
associate location groups with RADIUS clients.

If you set the AddFunklLocationGroupldToRequest parameter in the [Configuration] section of the radius.ini file
to 1 (AddFunkLocationGroupldToRequest = 1), if an inbound RADIUS authentication or accounting request is
matched to a location group, then a Funk-Location-Group-Id attribute with a value set to the name of the
location group is added to the RADIUS request. You can then use the location group name associated with the
RADIUS client for SQL, LDAP, and checklist attribute processing.

o Note: The location group name is case-sensitive. If you create a location group called LOC1T and then assign
a user a profile with a checklist attribute called Loc1, the user will be rejected.

Location Groups Page

The Location Groups page lets you identify the RADIUS location groups you want to associate with Steel-Belted
Radius clients.
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Figure 41: Location Groups Page
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Adding a Location Group
To add a RADIUS location group:

1. Choose Location Groups in from the main menu Authentication and sub menu Objects.

2. Click New.
The Add Radius Location Group page appears as below:
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Figure 42: Add RADIUS Location Page
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3. Enter the name of the RADIUS location group in the Name field in upper case.

0 Note: The location group name is case-sensitive. If you create a location group called LOCT and then
assign a user a profile with a checklist attribute called Loc1, the user will be rejected.

4. Optionally, enter a description of the RADIUS location group in the Description field.

The description you associate with a RADIUS location group is not used during processing.

5. If you want to associate a profile with the RADIUS location group, click the Use Profile check box and
use the drop-down list to select the profile you want the location group to use.

After you select a profile, you can click the View button to display the settings configured for that
profile.

For more information on profiles, refer to “Administration Profiles”.

6. Specify how you want the profile to interact with the user settings.

If you want attributes in the specified profile to override identically-named attributes configured
for the user, click the Override User Attributes check box.

If you want attributes in the profile to be merged with identically-named attributes configured
for the user, clear the Override User Attributes check box and specify whether user or RADIUS
client attributes should be used in the event they specify different values for the same single-
value or ordered-multiple-value attribute.

7. Identify the RADIUS clients that belong to the location group by selecting one or more client entries in
the Available Clients list and clicking the right arrow button.
You can remove a RADIUS client from the location group by selecting the appropriate entry in the
Current Clients list and clicking the left arrow button.

8. When you are finished, click OK.
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Deleting a RADIUS Location Group

To delete a RADIUS location group:
1. Open the RADIUS Location Groups page.

2. Select the RADIUS location group you want to delete.

3. Click the Delete button on the RADIUS Location Group page.

4. When you are prompted to confirm the deletion request, click Yes.
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Chapter 9
Administering Users via Legacy SBR Administrator

This chapter describes how to add users to the Steel-Belted Radius database via legacy SBR administrator.
User Files

The following files establish settings for setting up users. For more information about these files, refer to the
Steel-Belted Radius Reference Guide.

Table 22: User Account Files

File Name Function

lockout.ini Configures settings for when Steel-Belted Radius should lock user accounts after repeated
failed login attempts.

redirect.ini Configures settings for when Steel-Belted Radius should redirect users after repeated failed
login attempts.

radius.ini Specifies (among other things) the settings relating to RSA SecurID support in Steel-Belted
Radius.

securid.ini Specifies the prompt strings returned to SecurlD users during login and authentication.

tacplus.ini Specifies the name of the TACACS+ server and the shared secret used to validate

communication between the Steel-Belted Radius server and the TACACS+ server.

Users Panels

The Users entry in the sidebar has as many as five sub-entries, as described in Table 23. Each user entry in
the Steel-Belted Radius database identifies one method by which the server can authenticate a specific user.

Table 23: User Panels

User Panel Function Available On Server Running OS
Local Lists the native users in the local Steel-Belted Radius database. Windows

You must display the Native Usler panel to add, edit and delete )

native users. Linux
Domain Lists the users authenticated using WindowsDomain Windows

authentication. You must display the Domain tab to add, edit,

and delete Domain users.
SecurlD Lists the users authenticated using RSA SecurlD Windows

authentication. You must display the SecurID tab to add, edit, 5

inux

and delete SecurlD users
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User Panel Function Available On Server Running OS
TACACS+ Lists the users authenticated using TACACS+. You must display Windows
the TACACS+ tab to add, edit, and delete TACACS+ users. g
inux
UNIX Lists the users and groups authenticated using UNIX Linux

authentication. You must display the UNIX tab to add, edit,
and delete UNIX users.

0 Note: You can populate the user database for Steel-Belted Radius by entering information in the Users panel or
by importing data from other servers. For more information on importing user information, see Appendix E.”

Setting Up Native Users
Native user entries require you to enter the user's name and password into the Steel-Belted Radius database.

For all other types of user entry, the server relies on another database to confirm the user's password.

0 Note: You must define a native user entry for every user who requires remote access to a Windows
network. For example, you can accommodate Linux or Macintosh users by adding them as native users.

Adding a Native User

To add a native user to the Steel-Belted Radius database:

1. Choose Users > Native in the sidebar. The Native Users panel (Figure 43: Native Users
Panel) appears.

Figure 43: Native Users Panel
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2. Click Add.
The Add Native User dialog appears.
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Figure 44: Add Native User Dialog
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3. Enter the user's login name in the Name field.

Native user entries in the Steel-Belted Radius database have all-uppercase names; names are
converted to all-uppercase letters when the native user entry is created, and they remain all-
uppercase for the life of the entry. For example, a native username entered as realLife1 is stored as
REALLIFE1 in the Steel-Belted Radius database.

4. Optionally, enter a description of the user in the Description field.

The description you associate with a native user is not used during processing.

5. Enter the user’s login password in the Password field.
If you want the characters in the password (rather than asterisks) to appear as you type, click the
Unmask check box. Note that passwords are case-sensitive: swordfish, SwordFish, and SWORDFISH
are three different passwords.

6. Specify whether you want the user’s password to be encrypted before it is stored.

If this user requires only PAP authentication and you want to store the hash of the password
in the Steel-Belted Radius database, click the Store hash of password check box. This option
allows the user to authenticate using only PAP.

If this user requires CHAP authentication, do not click the Store hash of password check box.

7. If you want to use a profile to assign checklist and return list attributes to the user, click the Use
profile check box and use the Profile list to select the profile you want.
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After you select a profile, you can click the View button to display the checklist and return list
attributes in that profile.

For more information on profiles, refer to “Administering Profiles via Legacy SBR Administrator”.

8. If you want to specify checklist attributes or return list attributes for the user, click the Checklist tab
or the Return list tab, and then click the Add button.

Refer to "Adding a Checklist or Return List Attribute for a User” for information on how to add
checklist and return list attributes.

9. Afteryou have added the appropriate checklist and return list attributes for a user, select an attribute
and use the Up and Down buttons to the right of the attribute list to put the attributes in the correct
sequence.

10. If you want to specify the maximum number of concurrent connections this user can maintain, click
the Maximum concurrent connections check box and enter a number in the accompanying field.

11. Click OK.

Editing a Native User

After you have added a user, you can modify any setting for that user except the username. To edit a native user
who already exists in the Steel-Belted Radius database:

1. Choose Users > Native in the sidebar. The Native Users panel (Figure 45: Edit Native User Dialog)

appears.

2. Select the user entry you want to edit and click the Edit button (or right-click an entry and choose
Edit from the context menu).
The Edit Native User dialog opens.
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Figure 45: Edit Native User Dialog

Edit Local User [Z|
Marme: |
Description: | Edison Carter |
Pazzword: | LIRS | “aliciste

Unrmask Store hash of password
Attritte:
Use Profile: |GROTON_ENG e | [ G Wi ]
| Check List | Returr List |
attribute | value | Detautt |
Al Edit Delete

|:| Maximum concurrect connections |

ox
3. Edit the settings for the user as appropriate.

Refer to “"Adding a Native User” for information on the fields in the native user dialogs.

You can modify any setting except the user's name. To edit a user's name, you must copy the user
record to a new user entry.

4. (Click Save.

Deleting a Native User

To delete a native user:

1. Choose Users > Native in the sidebar.
The Native Users panel (Figure 43: Native Users Panel) appears.

2. Select the user entry you want to delete and click the Delete button (or right-click an entry and
choose Delete from the context menu).

3. When you are asked to confirm the deletion, click Yes.

Adding a Checklist or Return List Attribute for a User

A checKklist attribute is an item of information that must accompany a request for connection before the
connection can be authenticated.

Areturn list attribute is an item of information that Steel-Belted Radius includes in the Access-Accept message
when a connection request is approved.

To add a checklist or return list attribute to a user's entry:

1. Openthe appropriate user entry.
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2. Click the Checklist tab or the Return list tab.

3. Click Add. The Add Checklist Attribute dialog or the Add Return List Attribute dialog opens.
Figure 46: Add Checklist Attribute and Add Return List Attribute Dialogs
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4. Select the attribute you want to add from the Attributes list.

5. Select or enter a value for the attribute.
The dialog changes according to the attribute you choose. Some attributes require that you enter a
value, string, or IP address. Other attributes require that you choose from a fixed list of values.
If the Multivalued indicator is dimmed, an attribute can have only one value. If the Multivalued
attribute is undimmed, you can add multiple values for the attribute.

(Checklist attributes only) To set this value to the default value for the attribute (which is useful in
situations where the attribute is not included in the RADIUS request), check the Default value check
box.

(Return list single-valued attributes only) If you do not want to specify a particular value, but want to
make sure that whatever value of the attribute appears in the RADIUS request is echoed to the client
in the RADIUS response, click the Echo check box.

6. Click Add to add this attribute/value pair to the list.

7. When you are finished adding attribute/value pairs, click Close to return to the Add User dialog.
Setting Up Windows Domain Users

To use the Windows Domain Authentication plug-in, the RADIUS service must be run under the LocalSystem
account on a Windows XP computer that is part of a domain. (The LocalSystem account is a standard
authenticated domain user account in Windows.) Groups and users to be authenticated can reside in any
domain within the forest, as well as in those domains outside the forest for which a trust relationship exists.

When you use Windows domain authentication, the domain name can be present in the User-Name attribute of
the Access Request, which can be of the form \\domain\user, domain\user, or simply user. Additionally, the form
user@domain can be used.

Prequalification Checklists

By default, when Steel-Belted Radius uses Windows domain membership to authenticate a user, it processes
attributes for the first group that the user matches. The attributes consist of checklist and reply-list attributes,
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and checklist processing is performed to determine the user’s authorization rights after authentication
succeeds.

If an enterprise sets up separate Windows domain groups for different access methods (for example, one
domain group for users accessing the network through a VPN and another domain group for users accessing
the network through a WLAN Access Point) and then assigns users to more than one domain group (so that the
users get different permissions based on what access method they use), Steel-Belted Radius can authenticate
the user against the first group the user matches and process the wrong attributes for that user, causing
checklist processing to fail and the user's access to be rejected.

Prequalification checklists allow a site to perform checklist processing before it authenticates a user, so that
the attributes returned by every group a user belongs to can be evaluated (and the appropriate membership
chosen) before authentication proceeds.

Example: CandyCorp sets up two groups (WLAN_USERS and VPN_USERS) in the CORP domain and creates
access policies for each. Mary is a member of both groups; when she accesses the corporate network through
a WLAN Access Point, her traffic should be tagged for a specific VLAN, and when she accesses the corporate
network through a VPN, an Ascend-Data-Filt

Without prequalification checklist processing, Steel-Belted Radius responds to Mary's connection
through an Access Point by using the first domain group membership it finds (which might be
VPN_USERS), authenticating Mary and returning the attributes associated with that group, and then
rejecting Mary because post-authentication checklist processing fails when the group used for
authentication (VPN_USERS) didn't provide the appropriate access attributes.

With prequalification checklist processing enabled, Steel-Belted Radius responds to Mary's
connection through the Access Point by running checklist processing before it authenticates
Mary: Steel-Belted Radius tests each group to which Mary belongs to see if authentication and
authorization will ultimately be successful. If checklist processing for a domain group fails, that
group is skipped and the next group is tried; if checklist processing for all groups fails, Mary's
access request is denied. If checklist processing successfully matches Mary to a domain group,
authentication proceeds, and Mary's traffic is processed according to corporate policies (that is, it
is tagged with the VLAN identifier appropriate for her WLAN access).

The application of prequalification checklist processing is not limited to domain groups. Prequalification
checklists can be used to direct a user request to an appropriate domain user entry based on the presence

of attributes in the user's request. For example, if a user's name ("ADMIN") is specified in an Access-Request
and both WCORP\ADMIN and WLAB\ADMIN are listed in the Steel-Belted Radius database with the same
password, prequalification checklist processing could be used to select the appropriate domain user object for
authenticationand authorization.

0 Note: Prequalification checklist processing can be relatively expensive in terms of processing time. Each
access request might entail multiple database operations, since Steel-Belted Radius must potentially review every
domain group to find one with attributes that match the user's checklist requirements.

Prequalification processing is enabled through the PrequalifyChecklist argument in the [Windows Domain]
section of the winauth.aut file.

MS-CHAP Considerations

If the user is successfully authenticated, any appropriate encryption keys (obtained through either MS-CHAP or
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MS-CHAP-V2) are returned to Steel-Belted Radius and the user’s profile is retrieved from the Steel-Belted Radius
database. To enable encryption, the appropriate attributes, such as Mppe-Send-Key and Mppe-Recv-Key, must
be included in the user's profile. You do not need to prepend the username with the domain name to avoid
timeout problems when dealing with large number of domains.

The Windows Domain Authentication plug-in does not support EAP pre-fetch.
Expired Domain Passwords

The Windows domain authentication method allows users to be authenticated against domain security using an
expired domain password. This lets Steel-Belted Radius handle security policies that force domain passwords

to be changed automatically after a certain number of days. Typically, after the password expires, at the next
attempt to login, the domain recognizes the password supplied by the user as expired. The domain then
returns a special status code to its client application indicating these conditions. Typically, the user is then
prompted to change his or her domain password, but the client application (for example, Microsoft Remote
Access Client) must support the ability to change passwords.

When Steel-Belted Radius passes a username/password pair through to a domain for authentication, the
domain can indicate to Steel-Belted Radius that the password is expired. If so, Steel-Belted Radius's default
response is to issue an Access-Reject. You can configure it to respond instead with an Access-Accept.

Windows Domain Authentication Configuration

As with other authentication plug-ins, winauth.dll is configured through a single .aut file (winauth.aut). The
winauth.aut file must contain [Bootstrap] and [Windows Domain] sections:

[Bootstrap]

LibraryName=winauth.dll

Enable=1

InitializationString=Windows domain authentication
Processing for users with expired passwords is configured in the [Windows Domain] section:

[WindowsDomain]

AllowExpiredPasswordsForUsers =no

AllowExpiredPasswordsForGroups =no

RetryFailedAuthentications=no

AllowMachinelogin =yes

;ProfileForExpiredUsers = Profile

;ProfileForExpiredUsersinGroups = Profile

PrequalifyChecklist=no

0 Note: MS-CHAP and MS-CHAP-V2 users with expired passwords are not accepted. They might be prompted
to change password if their login application supports password changing.

Adding a Domain User or Domain Group

To use domain authentication, the Steel-Belted Radius service must run on a Windows workstation or server that
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belongs to a domain. The Windows host running Steel-Belted Radius does not need to be a domain controller.

It is possible to authenticate against domains other than the one in which the Steel-Belted Radius service is
running, provided that the other domain is trusted by the domain of the RADIUS service. The trust relationship
might not be mutual; the other domain does not have to trust the RADIUS domain.

Example: An enterprise has three domains: A, B, and C, and Steel-Belted Radius is running in A. A trusts Band C
trusts A. You can use Domains A and B for authentication, but not C, because A does not trust C.

You can add a Domain User entry to provide for the authentication of a specific user defined within a specific
domain under Microsoft networking. For more flexibility, you can add a Domain Group, to provide for the
authentication of all users that belong to a specific group defined within a specific domain.

To add a domain user or domain group:
1. Choose Users > Domain in the sidebar.
2. Click the Add button on the SBR Administrator toolbar to display the Add Domain User dialog.

Figure 47: Add Domain User Dialog
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3. Specify the domain and username for the user you want to add.
You can enter the user's domain in the Domain field and the user’s login name in the User field.

Domain usernames must be in the format \\domain\user. Domain usernames cannot contain the
followingcharacters:

/)] <2425, 2@

If you want to browse for an existing user or group, click the Browse button. When the Browse for
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Domain User dialog (Figure 48: Browse for Domain User Dialog) opens, click the name of the
appropriate domain, and then click the name of the user or group in that domain you want to use.
Click OK to finish.

Figure 48: Browse for Domain User Dialog
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4. Optionally, enter a description of the domain user or group in the Description field.
The description you associate with a native user is not used during processing.

5. If you want to use a profile to assign checklist and return list attributes to the user, click the Use
profile check box and use the Profile list to select the profile you want.

After you select a profile, you can click the View button to display the checklist and return list
attributes in that profile.

For more information on Profiles, refer to “Administering Proxy RADIUS via Legacy SBR Administrator”.

6. Ifyou want to specify checklist attributes or return list attributes for the domain user, click the
Checklist tab or the Return list tab, and then click the Add button.

Refer to "Adding a Checklist or Return List Attribute for a User” for information on how to add
checklist and return list atttibutes.

7. After you have added the appropriate checklist and return list attributes for a user, select an attribute
and use the Up and Down buttons to the right of the attribute list to put the attributes in the correct
sequence.

8. Ifyou want to specify the maximum number of concurrent connections this user can maintain, click
the Maximum concurrent connections check box and enter a number in the accompanying field.

9. Click OK.
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Setting Up SecurlD Users

Usernames are case-sensitive. The case in which names are recorded depends on whether usernames are
being stored in a local or external database. Usernames stored in an external database (UNIX, RSA SecurlD,
TACACS+) retain their case as stored in that database.

Adding a SecurlID User

You can configure Steel-Belted Radius to use RSA SecurlD authentication for your users by setting up
communication between the RSA server and the RADIUS server (described in “Configuring SecurlD
Authentication”), and then adding SecurlD users to the Steel-Belted Radius database using the instructions that
follow.

Steel-Belted Radius attempts SecurlD authentication only on usernames that match a SecurlD entry in its User
database. Steel-Belted Radius offers four types of SecurlD entry, each providing a different matching rule:

You can enter the name of a specific user.

For example, you might create a SecurlD user entry for the specific user George. This tells Steel-
Belted Radius that SecurlD can be used as an authentication method when an authentication request
is received for username George. If username George is authenticated, the attributes of the user entry

apply.
You can enter a prefix.

For example, you might create a SecurlD user entry for the prefix sales$. This tells Steel-Belted Radius
that SecurlD can be used as an authentication method when an authentication request is received

for a username such as sales$Harry or sales$Cynthia. Using a prefix lets you group multiple SecurlD
users into a single user entry instead of creating a separate entry for each SecurlD user. If the sales$
user is authenticated, the attributes of the user entry apply.

o Note: Only the part of the username after the prefix (Harry or Cynthia in the example above) is
sent to the RSA SecurlD server.

You can use different settings for different groups.

6 Note: The user must type in the prefix as part of the username when dialing in and requesting a
connection.

You can enter a suffix.

A suffix works like a prefix, but appears at the end of the username; for example, if the suffix were
Isales, you might have usernames such as Harrylsales or Cynthialsales.

You can create an entry for Any user.

This creates a single user entry named <ANY> that matches any username to be authenticated.
SecurlD can be used as an authentication method for any username, and, if successful, the attributes
of the <ANY> entry apply.

The <ANY> entry makes sense if a single set of attributes apply to all your SecurlD users and if you
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want to make SecurlD either the only authentication method used or the authentication method of
last resort if other authentication methods fail.

To add a SecurlID user entry:
1. Choose Users > SecurlD in the sidebar.

2. Clickthe Add button on the SBR Administrator toolbar to display the Add SecurlD User dialog.

Figure 49: Add SecurID User Dialog
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3. Enter the specific username, a prefix, or a suffix in the Name field.
Select the user type: Specific user, Prefix, Suffix, or Any user.
Optionally, enter a description of the user in the Description field.

4. If you want to use a profile to assign checklist and return list attributes to the user, click the
Use profile check box and use the Profile list to select the profile you want.

After you select a profile, you can click the View button to display the checklist and return list
attributes in that profile.

5. Ifyou want to specify checklist attributes or return list attributes for the user, click the Checklist tab
or the Return list tab, and then click the Add button.

Refer to "Adding a Checklist or Return List Attribute for a User” for information on how to add
checklist and return list attributes.

6. After you have added the appropriate checklist and return list attributes for a user, use the Up and
Down buttons to the right of the attribute list to put the attributes in the correct sequence.

7. Ifyou want to specify the maximum number of concurrent connections this user can maintain, click
the Maximum concurrent connections check box and enter a number in the accompanying field.
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8. Click OK.

Each new suffix or prefix entry that you add appears in the Users dialog with the username
represented by the string USERNAME; for example, IUSERNAME or SALES<USERNAME>.

Setting Up TACACS+ Users

You can configure Steel-Belted Radius to authenticate your users by querying a TACACS+ server.

0 Note: Before you add TACACS+ users, you must configure communication between the Steel-Belted
Radius server and the TACACS+ server by editing the tacplus.ini file. For more information on the
tacplus.inifile, refer to the Steel-Belted Radius Reference Guide.

Steel-Belted Radius attempts TACACS+ authentication only on usernames that match a TACACS+ entry in its user
database. Each type of TACACS+ entry specifies a different matching rule:

You can enter the name of a specific user.

For example, you might create a TACACS+ user entry for the specific user George. This tells Steel-
Belted Radius that when an authentication request is received for username George, TACACS+ can
be used as an authentication method and, if successful, the attributes of this user entry apply.

You can enter a prefix.

For example, you might create a TACACS+ user entry for the prefix sales$. This tells Steel-Belted
Radius that when an authentication request is received for a username such as sales$Harry or
sales$Cynthia, TACACS+ can be used as an authentication method and, if successful, the attributes of
this user entry apply.

0 Note: Only the part of the username after the prefix (Harry or Cynthia in the example above) is
sent to the TACACS+ server.

Using a prefix lets you group multiple TACACS+ into a single user entry instead of creating a separate
entry for each TACACS+ user. You can use different settings for different groups.

0 Note: The user must type in the prefix as part of the username he or she is using to dial in and
reguest a connection.

You can enter a suffix.

A suffix works like a prefix, but appears at the end of the username; for example, if the suffix were
Isales, you might have usernames such as Harrylsales or Cynthialsales.

You can create an entry for Any user.

This creates a single user entry named <ANY> that matches any username to be authenticated.
TACACS+ can be used as an authentication method for any username, and, if successful, the attributes
of the <ANY> entry apply. The <ANY> entry makes sense if a single set of attributes apply to all

your TACACS+ users and if you want to make TACACS+ either the only authentication method used

or the authentication method of last resort if other authentication methods fail.

To add a TACACS+ user:
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1. Choose Users > TACACS+ in the sidebar.

2. Click the Add button on the SBR Administrator toolbar to display the Add TACACS+ User dialog.

Figure 50: Add TACACS+ User Dialog
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3. Enter the specific username, a prefix, or a suffix in the Name field.
4. Select the user type: Specific user, Prefix, Suffix, or Any user.
5. Optionally, enter a description of the user in the Description field.

6. If you want to use a profile to assign checklist and return list attributes to the user, click the Use profile
check box and use the Profile list to select the profile you want.

After you select a profile, you can click the View button to display the checklist and return list attributes in
that profile.

7. If you want to specify checklist attributes or return list attributes for the user, click the Checklist tab or the
Return list tab, and then click the Add button.

Refer to "Adding a Checklist or Return List Attribute for a User” for information on how to add
checklist and return list attributes.

8. After you have added the appropriate checklist and return list attributes for a user, use the Up and Down
buttons to the right of the attribute list to put the attributes in the correct sequence.

9. If you want to specify the maximum number of concurrent connections this user can maintain, click the
Maximum concurrent connections check box and enter a number in the accompanying field.

10.Click OK.

Each new suffix or prefix entry that you add appears in the Users dialog with the username represented by the
string USERNAME; for example, lUSERNAME or SALES<USERNAME>.
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Setting Up UNIX Users

You can add a UNIX user entry to provide for the authentication of a specific user defined on a Linux server. For
more flexibility, you can add a UNIX group to provide for the authentication of all users that belong to a specific
group defined on the server.

To add a UNIX user or group:
1. Choose Users > UNIX in the sidebar.
2. Clickthe Add button on the SBR Administrator toolbar to display the Add UNIX User dialog.

Figure 51: Add UNIX User Dialog
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3. Click the Browse button and select a user or group from the list. Click OK.
4. Optionally, enter a description of the user in the Description field.

5. If you want to use a profile to assign checklist and return list attributes to the user, click the Use
profile check box and use the Profile list to select the profile you want.

After you select a profile, you can click the View button to display the checklist and return list
attributes in that profile.

6. If you want to specify checklist attributes or return list attributes for the user, click the Checklist tab
or the Return list tab, and then click the Add button.

Refer to "Adding a Checklist or Return List Attribute for a User” for information on how to add
checklist and return list attributes.

7. After you have added the appropriate checklist and return list attributes for a user, use the Up and
Down buttons to the right of the attribute list to put the attributes in the correct sequence.

8. Ifyou want to specify the maximum number of concurrent connections this user can maintain, click
the Maximum concurrent connections check box and enter a number in the accompanying field.

9. Click OK.
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Editing User Settings

This section describes fields that you can set for any user entry, regardless of user type. For more information,
see "User Attribute Lists” and “About Profiles”.

Selecting a Profile
To select a profile for a user:
1. Open the the appropriate user panel by clicking a User > entry in the sidebar.
2. Select the user whose entry you want to modify.
3. Click Edit (or double-click the user entry).
4. Clickthe Use Profile check box.
5. Select the list to select the profile you want to use.
To display the settings associated with the selected profile, click the View button.
6. When you are finished, click Save.
Setting Attribute Values
To change the value of an attribute already in the checklist or return list for a user entry:
1. Click the Checklist tab or Return List tab.
2. Select the attribute whose value you want to change.

3. Click Edit or double-click the attribute.

4. When the Change dialog opens, enter or select the new value.

Depending on the attribute, you can enter a new value or select a value from a list. For some
attributes, Steel-Belted Radius retrieves the value from the server and you cannot enter a value in
this dialog.

5. Click OK.
Removing Attribute/Value Pairs

To remove an attribute/value pair already in the checklist or return list for a User entry:
1. Click the Checklist tab or Return List tab.
2. Select the attribute/value pair you'd like to remove.
3. Click Delete.
Reordering Attributes
Certain attributes are multi-valued and orderable; that is, the attribute/value pair can appear more than once in

a RADIUS response, and the order in which the attribute/value pairs appear is significant. To reorder attributes
in a User entry:

1. Click the Checklist tab or Return List tab.
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2. Highlight an attribute/value pair in the list.
3. Clickthe Up or Down arrow to move the selected attribute within the list.

The Up arrow moves the selected attribute/value up in the list. If the attribute is not orderable,
or if the selected item already the first value for this attribute, the button is disabled.

The Down arrow moves the selected attribute/value down in the list. If the attribute is not
orderable, or if the selected item is already the last value for this attribute, the button is
disabled.

Changing Attributes Inherited from a Profile

Checklist and return list attributes can be specified for a user, or they can be inherited from a profile associated
with a user. Attributes inherited from a profile are overridden by attributes assigned to a specific user.

Concurrent Connection Limits

A maximum number of open connections can be set for each user entry by checking the Maximum concurrent
connections check box and entering a number in the accompanying field. When the user requests access, the
user can be authenticated using the given authentication method only if fewer than this number of connections
are currently open for this user.

Allowed Access Hours

The user’s allowed access hours can be specified by adding the Funk-Allowed-Access-Hours attribute to the
user's checklist.

Funk-Allowed-Access-Hours is a variable-length string that identifies time periods in a 7-day week of 24-hour
days. This string consists of one or more day specifiers (each of which can list one or more days and/or ranges of
days) followed by one or more ranges of 24-hour times, in minutes.

Figure 52: Sample Funk-Allowed-Access-Hours Attribute Value

Funk-Allowed-Access-Hours M-W 0100-1400 2300-2400 M, Tu,Th, F
0530-1500, Sa-Su 0000-2400

The syntax rules for Funk-Allowed-Access-Hours are as follows:

Time ranges can be inclusive (1000-1100 allows access only between 10 a.m. and 11 a.m.) or
exclusive (1100-1000 allows access any time except between 10 a.m.and 11 a.m.).

Day spedcifiers, and ranges of days and times can be separated by commas or spaces; ranges of days
or times are indicated by hyphens (m-w or 0239-1459).

Days can be specified by the minimum number of case-insensitive letters necessary to distinguish
them (Su, M, Tu, W, Th, F, Sa) and can wrap around the end of the week (Sa-Su).

At least one time period is required for each day; that is, each day, list, or range of days must be
followed by one or more ranges of times.

Times are specified using four digits, with leading zeroes where needed (0001 for 12:01 a.m., 0630 for
6:30a.m., and so forth).

When assigned to a user’s checklist, the Funk-Allowed-Access-Hours value in Figure 52: Sample Funk-Allowed-
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Access-Hours Attribute Value allows the user access during the following time periods:
1Ta.m.to2p.m.and 11:00 p.m. to midnight, Monday through Wednesday
5:30 a.m. to 3:00 p.m. Monday, Tuesday, Thursday, and Friday
Any time Saturday or Sunday

The total access times Monday are 1 a.m. to 3:00 p.m. and 11:00 p.m. to midnight

If the user attempts access on Sunday at 11:30 p.m., access would be allowed and a Session-Timeout attribute
specifying a value of 1800 seconds (30 minutes, until midnight Sunday, when the access period ends) would be
returned. However, if the user’s return listincludes a Session-Timeout with a value less than 1800, this lesser
value would be returned.

Deleting a User
To delete a user:
1. Openthe the appropriate user panel by clicking a User > entry in the sidebar.

2. Select the user you want to delete.

3. Click the Delete button from the SBR Administrator toolbar (or right-click the user entry and choose
Delete from the context menu).

4. When you are prompted to confirm the deletion, click Yes.
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Chapter 10
Administering Users via WebGUI

This chapter describes how to add users to the Steel-Belted Radius database via WebGUI.
User Files

The following files establish settings for setting up users. For more information about these files, refer to the
Steel-Belted Radius Reference Guide.

Table 22: User Account Files

File Name Function

lockout.ini Configures settings for when Steel-Belted Radius should lock user accounts after repeated
failed login attempts.

redirect.ini Configures settings for when Steel-Belted Radius should redirect users after repeated failed
login attempts.

radius.ini Specifies (among other things) the settings relating to RSA SecurlD support in Steel-Belted
Radius.

securid.ini Specifies the prompt strings returned to SecurlD users during login and authentication.

tacplus.ini Specifies the name of the TACACS+ server and the shared secret used to validate

communication between the Steel-Belted Radius server and the TACACS+ server.

Users Pages

The Users entry in the menubar has as many as five sub-entries, as described in Table 23. Each user entry
in the Steel-Belted Radius database identifies one method by which the server can authenticate a specific
user.

Table 23: User Pages

User Pages Function Available On Server Running OS

Local Lists the native users in the local Steel-Belted Radius database. Windows
You must display the Native Usler page to add, edit and delete

native users. Linux

Domain Lists the users authenticated using WindowsDomain Windows
authentication. You must display the Domain page to add,
edit, and delete Domain users.
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User Pages Function Available On Server Running OS
SecurlD Lists the users authenticated using RSA SecurlD Windows

authentication. You must display the SecurlD page to add, )

edit, and delete SecurlD users Linux
TACACS+ Lists the users authenticated using TACACS+. You must display Windows

the TACACS+ page to add, edit, and delete TACACS+ users. g

inux

UNIX Lists the users and groups authenticated using UNIX Linux

authentication. You must display the UNIX page to add,
edit, and delete UNIX users.

0 Note: You can populate the user database for Steel-Belted Radius by entering information in the Users page or
by importing data from other servers. For more information on importing user information, see Appendix E.

Setting Up Native Users

Native user entries require you to enter the user's name and password into the Steel-Belted Radius database.
For all other types of user entry, the server relies on another database to confirm the user's password.

0 Note: You must define a native user entry for every user who requires remote access to a Windows
network. For example, you can accommodate Linux or Macintosh users by adding them as native users.

Adding a Native User

To add a native user to the Steel-Belted Radius database:

1. Choose Users > Auth Methods > Native. The Native Users page (Figure 53: Native Users Page) appears.
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Figure 53: Native Users Page
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2. Click New.
The Add Native User page appears.

© 2020 by Pulse Secure, LLC. Allrights reservec



Steel-Belted Radius Administration Guide - GEE

Figure 54: Add Native User Page
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3. Enter the user's login name in the Name field.

Native user entries in the Steel-Belted Radius database have all-uppercase names; names are
converted to all-uppercase letters when the native user entry is created, and they remain all-
uppercase for the life of the entry. For example, a native username entered as realLife1 is stored as
REALLIFE1 in the Steel-Belted Radius database.

4. Optionally, enter a description of the user in the Description field.

The description you associate with a native user is not used during processing.

5. Enter the user’s login password in the Password field.
If you want the characters in the password (rather than asterisks) to appear as you type, click the
Unmask check box. Note that passwords are case-sensitive: swordfish, SwordFish, and SWORDFISH
are three different passwords.

6. Specify whether you want the user’s password to be encrypted before it is stored.

If this user requires only PAP authentication and you want to store the hash of the password
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in the Steel-Belted Radius database, click the Store hash of password check box. This option
allows the user to authenticate using only PAP.

If this user requires CHAP authentication, do not click the Store hash of password check box.

. If you want to use a profile to assign checklist and return list attributes to the user, click the Use profile
check box and use the Profile list to select the profile you want.

After you select a profile, you can click the View button to display the checklist and return list
attributes in that profile.

For more information on profiles, refer to “Administering Profiles via WebGUI."

. Ifyou want to specify checklist attributes or return list attributes for the user, click the Checklist tab or the
Return list tab, and then click the Add button.

Refer to Adding a Checklist or Return List Attribute for a User for information on how to add checklist
and return list attributes.

. After you have added the appropriate checklist and return list attributes for a user, select an attribute and
use the Up and Down buttons to the right of the attribute list to put the attributes in the correct sequence.

10.1f you want to specify the maximum number of concurrent connections this user can maintain, click the
Maximum concurrent connections check box and enter a number in the accompanying field.

11.Click OK.

Editing a Native User

After you have added a user, you can modify any setting for that user except the username. To edit a native user
who already exists in the Steel-Belted Radius database:

Choose Users > Auth Methods > Native. The Native Users page (Figure 55: Edit Native User Page)
appears.

2. Select the user entry you want to edit and click the Edit.
The Edit Native User page opens.

Figure 55: Edit Native User Page

© 2020 by Pulse Secure, LLC. Allrights reserved 140



Steel-Belted Radius Administration Guide - GEE

S 'e C U re System Authentication Users Maintenance

Nama LISER1

Dhescripfion: User 1 Description

Password: m
Unmask Etore hash of passwond

# Usa Profile: RADILS_PROFILE *

Chack: List Raturm List

Aliritude Walue Dzt

Ilaodrmum concument connections:

[ o< Y coo |

3. Edit the settings for the user as appropriate.
Refer to "Adding a Native User” for more information on the fields in the native user pages.
You can modify any setting except the user's name.

4. Click OK.

Deleting a Native User
To delete a native user:

1. Choose Users > Auth Methods > Native.
The Native Users page (Figure 53: Native Users Page) appears.

2. Select the user entry you want to delete and click the Delete button.

3. When you are asked to confirm the deletion, click Yes.

Adding a Checklist or Return List Attribute for a User
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A checklist attribute is an item of information that must accompany a request for connection before the

connection can be authenticated.

Areturn list attribute is an item of information that Steel-Belted Radius includes in the Access-Accept message

when a connection request is approved.

To add a checklist or return list attribute to a user's entry:
1. Open the appropriate user entry.

2. Clickthe Checklist tab or the Return list tab.

3. Click Add. The Add ChecKklist Attribute page or the Add Return List Attribute page opens.
Figure 56: Add Checklist Attribute and Add Return List Attribute Pages
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Add Return List Attribute
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4. Select the attribute you want to add from the Attributes list.

5. Select or enter a value for the attribute.

The page changes according to the attribute you choose. Some attributes require that you enter a
value, string, or IP address. Other attributes require that you choose from a fixed list of values.

If the Multivalued indicator is dimmed, an attribute can have only one value. If the Multivalued
attribute is undimmed, you can add multiple values for the attribute.

(Checklist attributes only) To set this value to the default value for the attribute (which is useful in
situations where the attribute is not included in the RADIUS request), check the Default value check

box.

(Return list single-valued attributes only) If you do not want to specify a particular value, but want to
make sure that whatever value of the attribute appears in the RADIUS request is echoed to the client

in the RADIUS response, click the Echo check box.

6. Click Add to add this attribute/value pair to the list.

7. When you are finished adding attribute/value pairs, click Close to return to the Add User page.

Setting Up Windows Domain Users
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To use the Windows Domain Authentication plug-in, the RADIUS service must be run under the LocalSystem
account on a Windows computer that is part of a domain. (The LocalSystem account is a standard
authenticated domain user account in Windows.) Groups and users to be authenticated can reside in any
domain within the forest, as well as in those domains outside the forest for which a trust relationship exists.

When you use Windows domain authentication, the domain name can be present in the User-Name attribute of
the Access Request, which can be of the form \\domain\user, domain\user, or simply user. Additionally, the form
user@domain can be used.

Prequalification Checklists

By default, when Steel-Belted Radius uses Windows domain membership to authenticate a user, it processes
attributes for the first group that the user matches. The attributes consist of checklist and reply-list attributes,
and checklist processing is performed to determine the user’s authorization rights after authentication
succeeds.

If an enterprise sets up separate Windows domain groups for different access methods (for example, one
domain group for users accessing the network through a VPN and another domain group for users accessing
the network through a WLAN Access Point) and then assigns users to more than one domain group (so that the
users get different permissions based on what access method they use), Steel-Belted Radius can authenticate
the user against the first group the user matches and process the wrong attributes for that user, causing
checklist processing to fail and the user’s access to be rejected.

Prequalification checklists allow a site to perform checklist processing before it authenticates a user, so that
the attributes returned by every group a user belongs to can be evaluated (and the appropriate membership
chosen) before authentication proceeds.

Example: CandyCorp sets up two groups (WLAN_USERS and VPN_USERS) in the CORP domain and creates
access policies for each. Mary is a member of both groups; when she accesses the corporate network through
a WLAN Access Point, her traffic should be tagged for a specific VLAN, and when she accesses the corporate
network through a VPN, an Ascend-Data-Filt

Without prequalification checklist processing, Steel-Belted Radius responds to Mary's connection
through an Access Point by using the first domain group membership it finds (which might be
VPN_USERS), authenticating Mary and returning the attributes associated with that group, and then
rejecting Mary because post-authentication checklist processing fails when the group used for
authentication (VPN_USERS) didn't provide the appropriate access attributes.

With prequalification checklist processing enabled, Steel-Belted Radius responds to Mary's
connection through the Access Point by running checklist processing before it authenticates
Mary: Steel-Belted Radius tests each group to which Mary belongs to see if authentication and
authorization will ultimately be successful. If checklist processing for a domain group fails, that
group is skipped and the next group is tried; if checklist processing for all groups fails, Mary’'s
access request is denied. If checklist processing successfully matches Mary to a domain group,
authentication proceeds, and Mary's traffic is processed according to corporate policies (that is, it
is tagged with the VLAN identifier appropriate for her WLAN access).

The application of prequalification checklist processing is not limited to domain groups. Prequalification
checklists can be used to direct a user request to an appropriate domain user entry based on the presence

of attributes in the user's request. For example, if a user's name ("ADMIN") is specified in an Access-Request
and both WCORP\ADMIN and WLAB\ADMIN are listed in the Steel-Belted Radius database with the same
password, prequalification checklist processing could be used to select the appropriate domain user object for
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authenticationandauthorization.

0 Note: Prequalification checklist processing can be relatively expensive in terms of processing time. Each
access request might entail multiple database operations, since Steel-Belted Radius must potentially review every
domain group to find one with attributes that match the user's checklist requirements.

Prequalification processing is enabled through the PrequalifyChecklist argument in the [Windows Domain]
section of the winauth.aut file.
MS-CHAP Considerations

If the user is successfully authenticated, any appropriate encryption keys (obtained through either MS-CHAP or
MS-CHAP-V2) are returned to Steel-Belted Radius and the user’s profile is retrieved from the Steel-Belted Radius
database. To enable encryption, the appropriate attributes, such as Mppe-Send-Key and Mppe-Recv-Key, must
be included in the user’s profile. You do not need to prepend the username with the domain name to avoid
timeout problems when dealing with large number of domains.

The Windows Domain Authentication plug-in does not support EAP pre-fetch.
Expired Domain Passwords

The Windows domain authentication method allows users to be authenticated against domain security using an
expired domain password. This lets Steel-Belted Radius handle security policies that force domain passwords

to be changed automatically after a certain number of days. Typically, after the password expires, at the next
attempt to log in, the domain recognizes the password supplied by the user as expired. The domain then
returns a special status code to its client application indicating these conditions. Typically, the user is then
prompted to change his or her domain password, but the client application (for example, Microsoft Remote
Access Client) must support the ability to change passwords.

When Steel-Belted Radius passes a username/password pair through to a domain for authentication, the
domain can indicate to Steel-Belted Radius that the password is expired. If so, Steel-Belted Radius's default
response is to issue an Access-Reject. You can configure it to respond instead with an Access-Accept.

Windows Domain Authentication Configuration

As with other authentication plug-ins, winauth.dll is configured through a single .aut file (winauth.aut). The
winauth.aut file must contain [Bootstrap] and [Windows Domain] sections:

[Bootstrap]
LibraryName=winauth.dll
Enable=1
InitializationString=Windows domain authentication
Processing for users with expired passwords is configured in the [Windows Domain] section:
[WindowsDomain]
AllowExpiredPasswordsForUsers =no
AllowExpiredPasswordsForGroups =no

RetryFailedAuthentications=no
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AllowMachinelogin =yes
;ProfileForExpiredUsers = Profile
;ProfileForExpiredUsersIinGroups = Profile

PrequalifyChecklist=no

0 Note: MS-CHAP and MS-CHAP-V2 users with expired passwords are not accepted. They might be prompted
to change password if their login application supports password changing.
Adding a Domain User or Domain Group

To use domain authentication, the Steel-Belted Radius service must run on a Windows workstation or server that
belongs to a domain. The Windows host running Steel-Belted Radius does not need to be a domain controller.

It is possible to authenticate against domains other than the one in which the Steel-Belted Radius service is
running, provided that the other domain is trusted by the domain of the RADIUS service. The trust relationship
might not be mutual; the other domain does not have to trust the RADIUS domain.

Example: An enterprise has three domains: A, B, and C, and Steel-Belted Radius is running in A. A trusts B and C
trusts A. You can use Domains A and B for authentication, but not C, because A does not trust C.

You can add a Domain User entry to provide for the authentication of a specific user defined within a specific
domain under Microsoft networking. For more flexibility, you can add a Domain Group, to provide for the
authentication of all users that belong to a specific group defined within a specific domain.

To add a domain user or domain group:
1. Choose Users > Auth Methods > Domain.

2. Click the New button on the SBR Administrator toolbar to display the Add Domain User page.
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Figure 57: Add Domain User Page

System Authenticaton hMaintenanoe

Checl List Fetum List

Allvibule Value Default

Maximum concument connections.

3. Specify the domain and username for the user you want to add.

Domain usernames must be in the format \\domain\user. Domain usernames cannot contain the
followingcharacters:

/[l <>4=5,27@
If you want to browse for an existing user or group, click the Browse button. When the Browse for
Domain User page (Figure 58: Browse for Domain User ) opens, click the name of the appropriate

domain, and then click the name of the user or group in that domain you want to use. Click OK to
finish.
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Figure 58: Browse for Domain User Page
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4. Optionally, enter a description of the domain user or group in the Description field.
The description you associate with a native user is not used during processing.

5. If you want to use a profile to assign checklist and return list attributes to the user, click the Use
profile check box and use the Profile list to select the profile you want.

After you select a profile, you can click the View button to display the checklist and return list
attributes in that profile.

For more information on profiles, refer to “Administering Profiles via WebGUI."

6. If you wantto specify checklist attributes or return list attributes for the domain user, click the
Checklist tab or the Return list tab, and then click the Add button.

Refer to "Adding a Checklist or Return List Attribute for a User” for information on how to add
checklist and return list atttibutes.

7. After you have added the appropriate checklist and return list attributes for a user, select an attribute
and use the Up and Down buttons to the right of the attribute list to put the attributes in the correct
sequence.

8. Ifyou want to specify the maximum number of concurrent connections this user can maintain, click
the Maximum concurrent connections check box and enter a number in the accompanying field.

9. Click OK.
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Setting Up SecurlD Users

Usernames are case-sensitive. The case in which names are recorded depends on whether usernames are
being stored in a local or external database. Usernames stored in an external database (UNIX, RSA SecurlD,
TACACS+) retain their case as stored in that database.

Adding a SecurlID User

You can configure Steel-Belted Radius to use RSA SecurlD authentication for your users by setting up
communication between the RSA server and the RADIUS server (described in “Configuring SecurlD
Authentication”), and then adding SecurlD users to the Steel-Belted Radius database using the instructions that
follow.

Steel-Belted Radius attempts SecurlD authentication only on usernames that match a SecurlD entry in its User
database. Steel-Belted Radius offers four types of SecurlD entry, each providing a different matching rule:

You can enter the name of a specific user.

For example, you might create a SecurlD user entry for the specific user George. This tells Steel-
Belted Radius that SecurlD can be used as an authentication method when an authentication request
is received for username George. If username George is authenticated, the attributes of the user entry

apply.
You can enter a prefix.

For example, you might create a SecurlD user entry for the prefix sales$. This tells Steel-Belted Radius
that SecurlD can be used as an authentication method when an authentication request is received

for a username such as sales$Harry or sales$Cynthia. Using a prefix lets you group multiple SecurlD
users into a single user entry instead of creating a separate entry for each SecurlD user. If the sales$
user is authenticated, the attributes of the user entry apply.

o Note: Only the part of the username after the prefix (Harry or Cynthia in the example above) is
sent to the RSA SecurlD server.

You can use different settings for different groups.

6 Note: The user must type in the prefix as part of the username when dialing in and requesting a
connection.

You can enter a suffix.

A suffix works like a prefix, but appears at the end of the username; for example, if the suffix were
Isales, you might have usernames such as Harrylsales or Cynthialsales.

You can create an entry for Any user.

This creates a single user entry named <ANY> that matches any username to be authenticated.
SecurlD can be used as an authentication method for any username, and, if successful, the attributes
of the <ANY> entry apply.

The <ANY> entry makes sense if a single set of attributes apply to all your SecurlD users and if you
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want to make SecurlD either the only authentication method used or the authentication method of
last resort if other authentication methods fail.

To add a SecurlD user entry:

1. Choose Users > Auth Methods > SecurlD.
2. Clickthe New button on the SBR Administrator toolbar to display the Add SecurlD User page.

Figure 59: Add SecurID User Page
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3. Enter the specific username, a prefix, or a suffix in the Name field.
4. Select the user type: Specific user, Prefix, Suffix, or Any user.
5. Optionally, enter a description of the user in the Description field.

6. If you want to use a profile to assign checklist and return list attributes to the user, click the Use
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profile check box and use the Profile list to select the profile you want.

After you select a profile, you can click the View button to display the checklist and return list
attributes in that profile.

7. Ifyou want to specify checklist attributes or return list attributes for the user, click the Checklist tab
or the Return list tab, and then click the Add button.
Refer to "Adding a Checklist or Return List Attribute for a User” for information on how to add

checklist and return list attributes.

8. After you have added the appropriate checklist and return list attributes for a user, use the Up and
Down buttons to the right of the attribute list to put the attributes in the correct sequence.

9. Ifyou want to specify the maximum number of concurrent connections this user can maintain, click
the Maximum concurrent connections check box and enter a number in the accompanying field.

10. Click OK.

Each new suffix or prefix entry that you add appears in the Users page with the username
represented by the string USERNAME; for example, lUSERNAME or SALES<USERNAME>,

Setting Up TACACS+ Users

You can configure Steel-Belted Radius to authenticate your users by querying a TACACS+ server.

0 Note: Before you add TACACS+ users, you must configure communication between the Steel-Belted
Radius server and the TACACS+ server by editing the tacplus.ini file. For more information on the
tacplus.inifile, refer to the Steel-Belted Radius Reference Guide.

Steel-Belted Radius attempts TACACS+ authentication only on usernames that match a TACACS+ entry in its user
database. Each type of TACACS+ entry specifies a different matching rule:

You can enter the name of a specific user.

For example, you might create a TACACS+ user entry for the specific user George. This tells Steel-
Belted Radius that when an authentication request is received for username George, TACACS+ can
be used as an authentication method and, if successful, the attributes of this user entry apply.

You can enter a prefix.

For example, you might create a TACACS+ user entry for the prefix sales$. This tells Steel-Belted
Radius that when an authentication request is received for a username such as sales$Harry or
sales$Cynthia, TACACS+ can be used as an authentication method and, if successful, the attributes of
this user entry apply.

6 Note: Only the part of the username after the prefix (Harry or Cynthia in the example above) is
sent to the TACACS+ server.

Using a prefix lets you group multiple TACACS+ into a single user entry instead of creating a separate
entry for each TACACS+ user. You can use different settings for different groups.

© 2020 by Pulse Secure, LLC. Allrights reserved 151



Steel-Belted Radius Administration Guide - GEE

0 Note: The user must type in the prefix as part of the username he or she is using to dial in and
request a connection.
You can enter a suffix.

A suffix works like a prefix, but appears at the end of the username; for example, if the suffix were
Isales, you might have usernames such as Harrylsales or Cynthialsales.

You can create an entry for Any user.

This creates a single user entry named <ANY> that matches any username to be authenticated.
TACACS+ can be used as an authentication method for any username, and, if successful, the attributes
of the <ANY> entry apply. The <ANY> entry makes sense if a single set of attributes apply to all

your TACACS+ users and if you want to make TACACS+ either the only authentication method used

or the authentication method of last resort if other authentication methods fail.

To add a TACACS+ user:

1. Choose Users > Auth Methods > TACACS+.

2. Click the New button on the SBR Administrator toolbar to display the Add TACACS+ User page.
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Figure 60: Add TACACS+ User Page
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3. Enter the specific username, a prefix, or a suffix in the Name field.
4. Select the user type: Specific user, Prefix, Suffix, or Any user.
5. Optionally, enter a description of the user in the Description field.

6. If you want to use a profile to assign checklist and return list attributes to the user, click the Use
profile check box and use the Profile list to select the profile you want.

After you select a profile, you can click the View button to display the checklist and return list attributes in
that profile.

7. If you want to specify checklist attributes or return list attributes for the user, click the Checklist tab
or the Return list tab, and then click the Add button.

Refer to "Adding a Checklist or Return List Attribute for a User” for information on how to add
checklist and return list attributes.

8. After you have added the appropriate checklist and return list attributes for a user, use the Up and
Down buttons to the right of the attribute list to put the attributes in the correct sequence.
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9. If you want to specify the maximum number of concurrent connections this user can maintain,
click the Maximum concurrent connections check box and enter a number in the accompanying

field.

10.Click OK.

Each new suffix or prefix entry that you add appears in the Users page with the username represented by the
string USERNAME; for example, lUSERNAME or SALES<USERNAME>.

Setting Up UNIX Users

You can add a UNIX user entry to provide for the authentication of a specific user defined on a Linux server. For
more flexibility, you can add a UNIX group to provide for the authentication of all users that belong to a specific
group defined on the server.

To add a UNIX user or group:
1. Choose Users > Auth Methods > UNIX.

2. Click the New button on the SBR Administrator toolbar to display the Add UNIX User page.

Figure 61: Add UNIX User Page
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Click the Browse button and select a user or group from the list. Click OK.
Optionally, enter a description of the user in the Description field.

If you want to use a profile to assign checklist and return list attributes to the user, click the Use
profile check box and use the Profile list to select the profile you want.

After you select a profile, you can click the View button to display the checklist and return list
attributes in that profile.

If you want to specify checklist attributes or return list attributes for the user, click the Checklist tab
or the Return list tab, and then click the Add button.

Refer to "Adding a Checklist or Return List Attribute for a User” for information on how to add
checklist and return list attributes.

After you have added the appropriate checklist and return list attributes for a user, use the Up and
Down buttons to the right of the attribute list to put the attributes in the correct sequence.

If you want to specify the maximum number of concurrent connections this user can maintain, click
the Maximum concurrent connections check box and enter a number in the accompanying field.

Click OK.

Editing User Settings

This section describes fields that you can set for any user entry, regardless of user type. For more information,
see "User Attribute Lists” and “About Profiles”.

Selecting a Profile

To select a profile for a user:

1.

2.

3.

Open the the appropriate user page by clicking a User > entry.

Select the user whose entry you want to modify.

Click Edit.

Click the Use Profile check box.

Select the list to select the profile you want to use.

To display the settings associated with the selected profile, click the View button.

When you are finished, click OK.

Setting Attribute Values
To change the value of an attribute already in the checklist or return list for a user entry:

1.

2.

3.

Click the Checklist tab or Return List tab.
Select the attribute whose value you want to change.

Click Edit.
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4. When the Change page opens, enter or select the new value.

Depending on the attribute, you can enter a new value or select a value from a list. For some
attributes, Steel-Belted Radius retrieves the value from the server and you cannot enter a value in
this page.
5. Click OK.
Removing Attribute/Value Pairs

To remove an attribute/value pair already in the checklist or return list for a User entry:
1. Click the Checklist tab or Return List tab.
2. Selectthe attribute/value pair you'd like to remove.

3. Click Delete.

Reordering Attributes

Certain attributes are multi-valued and orderable; that is, the attribute/value pair can appear more than once in
a RADIUS response, and the order in which the attribute/value pairs appear is significant. To reorder attributes
in a User entry:

1. Click the Checklist tab or Return List tab.
2. Highlight an attribute/value pair in the list.
3. Clickthe Up or Down arrow to move the selected attribute within the list.

The Up arrow moves the selected attribute/value up in the list. If the attribute is not orderable,
or if the selected item already the first value for this attribute, the button is disabled.

The Down arrow moves the selected attribute/value down in the list. If the attribute is not
orderable, or if the selected item is already the last value for this attribute, the button is
disabled.

Changing Attributes Inherited from a Profile

Checklist and return list attributes can be specified for a user, or they can be inherited from a profile associated
with a user. Attributes inherited from a profile are overridden by attributes assigned to a specific user.
Concurrent Connection Limits

A maximum number of open connections can be set for each user entry by checking the Maximum concurrent
connections check box and entering a number in the accompanying field. When the user requests access, the

user can be authenticated using the given authentication method only if fewer than this number of connections
are currently open for this user.

Allowed Access Hours
The user’s allowed access hours can be specified by adding the Funk-Allowed-Access-Hours attribute to the

user's checklist.

Funk-Allowed-Access-Hours is a variable-length string that identifies time periods in a 7-day week of 24-hour
days. This string consists of one or more day specifiers (each of which can list one or more days and/or ranges of
days) followed by one or more ranges of 24-hour times, in minutes.
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Funk-Allowed-Access-Hours M-W 0100-1400 2300-2400 M, Tu,Th, F
0530-1500, 5a-5u 00002400

The syntax rules for Funk-Allowed-Access-Hours are as follows:

Time ranges can be inclusive (1000-1100 allows access only between 10 a.m. and 11 a.m.) or
exclusive (1100-1000 allows access any time except between 10 a.m.and 11 a.m.).

Day specifiers, and ranges of days and times can be separated by commas or spaces; ranges of days
or times are indicated by hyphens (m-w or 0239-1459).

Days can be specified by the minimum number of case-insensitive letters necessary to distinguish
them (Su, M, Tu, W, Th, F, Sa) and can wrap around the end of the week (Sa-Su).

At least one time period is required for each day; that is, each day, list, or range of days must be
followed by one or more ranges of times.

Times are specified using four digits, with leading zeroes where needed (0001 for 12:01 a.m., 0630 for
6:30a.m., and so forth).

When assigned to a user’s checklist, the Funk-Allowed-Access-Hours value in Figure 62: Sample Funk-Allowed-
Access-Hours Attribute Value allows the user access during the following time periods:

1Ta.m.to2p.m.and 11:00 p.m. to midnight, Monday through Wednesday
5:30 a.m. to 3:00 p.m. Monday, Tuesday, Thursday, and Friday
Any time Saturday or Sunday

The total access times Monday are 1 a.m. to 3:00 p.m. and 11:00 p.m. to midnight

If the user attempts access on Sunday at 11:30 p.m., access would be allowed and a Session-Timeout attribute
specifying a value of 1800 seconds (30 minutes, until midnight Sunday, when the access period ends) would be
returned. However, if the user's return listincludes a Session-Timeout with a value less than 1800, this lesser
value would be returned.

Deleting a User

To delete a user:
1. Open the appropriate user page by clicking a User > entry.
2. Select the user you want to delete.
3. Click the Delete button in the appropriate User page.

4. When you are prompted to confirm the deletion, click Yes
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Chapter 11
Administering Profiles via Legacy SBR Administrator

This chapter describes how to set up and administer user profiles via legacy SBR administrator.
About Profiles

Steel-Belted Radius lets you define default templates of checklist and return list pairs called profiles. A profile
provides specific attributes for one or both lists. You can define as many profiles as you require. Profiles provide
a powerful means of managing and configuring accounts.

When you edit a User entry, you can assign a profile to the User; the checklist and return list attributes of that
profile then become the default settings for the User entry. After you assign a profile to a User entry, you can
modify the new entries on the user's checklist and return list. Changes you make apply only to the specific
user entry; they do not affect the profile itself. Assigning a profile and then overriding individual attributes is a
convenient way to leverage Steel-Belted Radius's features to your advantage.

To change attributes settings across many users immediately, edit the profile that you have assigned to these
users. The changes you make to a profile are automatically reflected in each user’s checklist and return list.

Adding a Checklist or Return List Attribute for a Profile

A checklist attribute is an item of information that must accompany a request for connection before the
connection can be authenticated. A return list attribute is an item of information that Steel-Belted Radius
includes in the Access-Accept message when a connection request is approved.

Resolving Profile and User Attributes

If user-specific attributes are stored in an external database, Steel-Belted Radius determines the final set of
attributes for a user by merging the attributes stored in the native database with those retrieved from the
external database. This calculation is performed as follows:

1. The attributes from the profile (or Alias user) assigned to the user are first retrieved.

2. These attributes are then merged with the user-specific modifications to the attributes in the
followingmanner:

If the attribute is multi-valued, then the attribute(s) retrieved from the external database is
added to the overall list of attributes.

If the attribute is single-valued, then the attribute(s) retrieved from the external database
replaces any attribute of the same name in the profile or associated with the alias.

If the attribute is orderable, then the attribute(s) retrieved from the external database replaces

any orderable attribute of the same name in the profile or associated with the alias.

Setting Up Profiles

The Profiles panel (Figure 63: Profiles Panel) lets you define sets of checklist and return list attributes. You can
then assign these profiles to users to simplify user administration.
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Adding a Profile

To add a profile:

1. Click Profiles to open the Profiles panel.

2. Clickthe Add button on the SBR Administrator toolbar. The Add Profile dialog appears.

Figure 64: Add Profile Dialog
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3. Enter a name for the new profile in the Name field.

4. Optionally, enter a description for the profile in the Description field.

5. Add checklist and return list attributes to the profile.

a. Clickthe Checklist tab or the Return List tab.
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b. Click Add. The Add Checklist Attribute dialog or the Add Return List Attribute dialog opens.

Figure 65: Add Checklist Attribute and Add Return List Attribute Dialogs
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c. Select the attribute you want to add from the Attributes list.
d. Select or enter a value for the attribute.

The dialog changes according to the attribute you choose. Some attributes require that you enter a
value, string, or IP address. Other attributes require that you choose from a fixed list of values.

If the Multivalued indicator is dimmed, an attribute can have only one value. If the Multivalued
attribute is undimmed, you can add multiple values for the attribute.

(Checklist attributes only) To set this value to the default value for the attribute (which is useful in
situations where the attribute is not included in the RADIUS request), check the Default value check
box.

(Return list single-valued attributes only) If you do not want to specify a particular value, but want to
make sure that whatever value of the attribute appears in the RADIUS request is echoed to the client
in the RADIUS response, click the Echo check box.

e. Click Add to add this attribute/value pair to the list.

f. When you are finished adding attribute/value pairs, click Close to return to the Add Profile
dialog.

6. Click OK to save the profile.

Removing a Profile

To remove a profile:
1. Open the Profiles panel.
2. Select the entry for the profile you want to remove.

3. Click the Delete button on the SBR Administrator toolbar (or right-click the profile entry and choose
Delete from the context menu).
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4. When you are prompted to confirm the deletion, click Yes.

0 Note: Do not delete a profile that is assigned to a user. If you delete an active profile, the attributes

defined in the profile are removed from user’s settings, possibly resulting in authentication failures.
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Chapter 12
Administering Profiles via WebGUI

This chapter describes how to set up and administer user profiles via WebGUI.
About Profiles

Steel-Belted Radius lets you define default templates of checklist and return list pairs called profiles. A profile
provides specific attributes for one or both lists. You can define as many profiles as you require. Profiles provide
a powerful means of managing and configuring accounts.

When you edit a User entry, you can assign a profile to the User; the checklist and return list attributes of that
profile then become the default settings for the User entry. After you assign a profile to a User entry, you can
modify the new entries on the user’s checklist and return list. Changes you make apply only to the specific
user entry; they do not affect the profile itself. Assigning a profile and then overriding individual attributes is a
convenient way to leverage Steel-Belted Radius's features to your advantage.

To change attributes settings across many users immediately, edit the profile that you have assigned to these
users. The changes you make to a profile are automatically reflected in each user's checklist and return list.

Adding a Checklist or Return List Attribute for a Profile

A checklist attribute is an item of information that must accompany a request for connection before the
connection can be authenticated. A return list attribute is an item of information that Steel-Belted Radius
includes in the Access-Accept message when a connection request is approved.

Resolving Profile and User Attributes

If user-specific attributes are stored in an external database, Steel-Belted Radius determines the final set of
attributes for a user by merging the attributes stored in the native database with those retrieved from the
external database. This calculation is performed as follows:

1. The attributes from the profile (or Alias user) assigned to the user are first retrieved.

2. These attributes are then merged with the user-specific modifications to the attributes in the
followingmanner:

If the attribute is multi-valued, then the attribute(s) retrieved from the external database is
added to the overall list of attributes.

If the attribute is single-valued, then the attribute(s) retrieved from the external database
replaces any attribute of the same name in the profile or associated with the alias.

If the attribute is orderable, then the attribute(s) retrieved from the external database replaces

any orderable attribute of the same name in the profile or associated with the alias.

Setting Up Profiles

The Profiles page (Figure 66: Profiles Page) lets you define sets of checklist and return list attributes. You can
then assign these profiles to users to simplify user administration.
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Figure 66: Profiles Page
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Adding a Profile

To add a profile:

1. Choose System > Policies > Profiles to open the Profiles page.

2. Click the New button on the SBR Administrator toolbar. The Add Profile page appears.
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Figure 67: Add Profile Page
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3. Enter a name for the new profile in the Name field.
4. Optionally, enter a description for the profile in the Description field.
5. Add checklist and return list attributes to the profile.

a. Click the Checklist tab or the Return List tab.

b. Click Add. The Add Checklist Attribute page or the Add Return List Attribute page opens.
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Figure 68: Add Checklist Attribute and Add Return List Attribute Pages
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Add Return List Attribute
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c. Select the attribute you want to add from the Attributes list.
d. Select or enter a value for the attribute.

The page changes according to the attribute you choose. Some attributes require that you enter
a value, string, or IP address. Other attributes require that you choose from a fixed list of values.

If the Multivalued indicator is dimmed, an attribute can have only one value. If the Multivalued
attribute is undimmed, you can add multiple values for the attribute.

(Checklist attributes only) To set this value to the default value for the attribute (which is useful in
situations where the attribute is not included in the RADIUS request), check the Default value
check box.

(Return list single-valued attributes only) If you do not want to specify a particular value, but want
to make sure that whatever value of the attribute appears in the RADIUS request is echoed to
the client in the RADIUS response, click the Echo check box.

e. Click Add to add this attribute/value pair to the list.

f. When you are finished adding attribute/value pairs, click Close to return to the Add Profile
page.
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6. Click OK to save the profile.

Removing a Profile
To remove a profile:
1. Choose System > Policies > Profiles to open the Profiles page.

2. Select the entry for the profile you want to remove.

w

. Click the Delete button.

4. When you are prompted to confirm the deletion, click Yes.

0 Note: Do not delete a profile that is assigned to a user. If you delete an active profile, the attributes

defined in the profile are removed from user's settings, possibly resulting in authentication failures.
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Chapter 13

Administering Proxy RADIUS via Legacy SBR
Administrator

This chapter presents an overview of proxy RADIUS and describes how to set up proxy targets via legacy SBR
administrator.

About Proxy RADIUS

Steel-Belted Radius can forward a RADIUS request to another server for processing and relay the other server's
result back to its client. Steel-Belted Radius is acting as a proxy for the target server, and that Steel-Belted Radius
is proxy-forwarding the request to the target server.

Any Steel-Belted Radius server can act as proxy or target for authentication or accounting messages (or both).
Proxy RADIUS Authentication

Figure 69: RADIUS Proxy Forwarding illustrates how RADIUS authentication messages are proxy-forwarded:
1. Anetwork access device (RADIUS client) sends an authentication request to a RADIUS proxy server.
2. The proxy RADIUS server forwards the message to a RADIUS target server.

3. Thetarget RADIUS server performs the authentication services indicated by the message, then
returns a response message to the proxy RADIUS server.

4. The proxy RADIUS server relays the response message to the RADIUS client.
Figure 69: RADIUS Proxy Forwarding
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Proxy RADIUS Accounting
RADIUS accounting messages are proxy-forwarded as follows:

1. ARADIUS server receives an accounting request.

2. Depending on its configuration, the RADIUS server forwards the accounting message to a target

server, records accounting attributes locally on the proxy server, or records the information in both
places.

3. Ifthe proxy server does not receive an acknowledgement of the forwarded packet, it periodically re-
sends the packet according to its retry policy.

Proxy RADIUS Realms

Proxy RADIUS realms are pools of RADIUS servers to which Steel-Belted Radius can forward RADIUS requests.
Proxy RADIUS realms can be configured to support workload distribution, redundancy, fault tolerance, retry
policies, primary-secondary server roles, and separation of authentication and accounting responsibilities by
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server. For more information, see “Configuring a Proxy RADIUS Realm”.

Figure 70: RADIUS Server and Proxy Realms
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Target Selection within a Realm

For proxy RADIUS realms, after the destination realm is identified, Steel-Belted Radius must select a target
within the realm. Target selection depends upon a number of factors, all of which you can set up in advance by
editing the realm configuration files on the Steel-Belted Radius server: proxy.ini, radius.ini, filter.ini, and one
RealmName.pro file per realm.

After the target is selected, Steel-Belted Radius matches the target name with a proxy entry in its database. Using
the data in this entry (IP address, UDP port, shared secret) Steel-Belted Radius establishes a connection

between itself and the target, and proxy-forwards the RADIUS request. Note that you can configure the realm so
that all realm routing information and delimiters are stripped from the User-Name before forwarding.

The target processes the request as it normally would for RADIUS authentication or accounting. In the case of
authentication, Steel-Belted Radius waits for a response from the target, then relays this response to its RADIUS
client.

Message-Authenticator Support

The Message-Authenticator attribute enables Steel-Belted Radius to determine whether the packet received is
from an actual proxy server. It might also sign the forward request.

Steel-Belted Radius can be configured to use the Message-Authenticator attribute when forwarding packets
using proxy RADIUS. It can also be configured to validate or ignore the Message-Authenticator if included in the
packets received.

Proxy Fast-Fail
During proxy forwarding, Steel-Belted Radius acts as the RADIUS client of another RADIUS server. Since RADIUS
clients take responsibility for delivering RADIUS packets, all of them have a retry policy that determines how

often and for how long they continue to try to deliver a packet until they receive the response that they expect
from the RADIUS server.
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This includes the Steel-Belted Radius server when it acts as the RADIUS client of a proxy RADIUS target server.
Steel-Belted Radius provides a fast-fail option for proxy RADIUS realms. This fast-fail feature saves Steel-Belted
Radius from continuing to send packets to a target server that appears to be down temporarily. For example, if
Steel-Belted Radius is sending a packet to a target and it is not getting the timely response it expects, it

periodically tries to send the packet until it reaches the number of tries in its retry policy. If it still hasn't received
a response from the target at that point, Steel-Belted Radius removes the target from the active list and places it
on the fast-fail list.

Each time a request from a realm is received, Steel-Belted Radius sends a probing request to all fast-fail entries

for this realm. No response is expected or required from the probes. No retry policy is followed. If a response to
a probe is received, that target is removed from the fast-fail list. When the fast-fail timer expires for a target, itis
placed back on the active list.

We strongly recommend that you specify a [FastFail] section in each proxy RADIUS realm configuration (.pro) file.
The [FastFail] section permits you to fine-tune retry policies for individual realms, or for specific targets within
realms. Any [FastFail] settings that you supply in a .pro file override the current ProxyFastFail setting.

The radius.ini file offers a ProxyFastFail setting for single-target proxy entries that are not a member of any
realm. ProxyFastFail has an integer value, usually 1800. If a target remains on the fast-fail list longer than this
number of seconds, it is automatically removed from the fast-fail list. If conditions warrant, a target might be
returned to the fast-fail list at any time.

For information on configuring the radius.ini file to support the fast-fail feature, see the Steel-Belted Radius
Reference Guide.

Static Proxy Accounting

Static proxy accounting allows you to send copies of certain types of accounting messages to proxy RADIUS
realms, as well as to the normal routing of the original accounting message. The number of copies is not limited.

Static proxy accounting does not prevent the request from being dynamically routed for RADIUS accounting
services based on User-Name decoration, DNIS number, or attribute mapping, nor does it prevent local logging
or other accounting methods from occurring. If static proxy-forwarding fails (due to a lack of response from the
target), this does not prevent the original RADIUS accounting request from being acknowledged.

An important function of static proxy accounting is to ensure that Accounting-On and Accounting-Off messages
can be routed to realms. A NAD (RADIUS client) normally issues these accounting messages to its RADIUS server
when it goes online (Accounting-On) and offline (Accounting-Off). In such cases, all connections previously made
by this NAD are considered invalid, and the RADIUS server can free resources that it allocated to those sessions.

Static proxy accounting is necessary to deliver Accounting-On and Accounting-Off messages to realms, because
these messages do not contain the User-Name or Called-Station-Id attributes that Steel-Belted Radius would
normally use to route packets to realms.

For example, assume the original Access-Request, an authentication message, was used to determine the realm
destination for both authentication and accounting for a particular session. The attribute used to route the
Access-Request might have been the User-Name, the Called-Station-Id, or any other RADIUS attribute in the
Access-Request, depending on how you have configured request routing for authentication messages.

Accounting packets for this same session can be matched with the realm destination only if the server knows
which session is involved (as it does in Start, Stop, and Interim messages). The Accounting-On and Accounting-
Off messages are independent of specific sessions, therefore, it is impossible to route them to realms without
additionalinformation.
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By setting up static proxy accounting, and listing all realms as targets for Accounting-On and Accounting-Off
messages, you can ensure that network information (such as NAD status) is sent to everyone who might require
it.

Proxy AutoStop Feature

A user session can be removed from the Current Sessions table in ways other than the usual Accounting-Stop
message from the NAD:

An Accounting-On or Accounting-Off message received from the NAD causes all sessions originating
from the NAD to be purged, as these messages signal that the NAD has been restarted or is going
down.

The administrator can remove users by means of the LDAP configuration interface (LCI).

The administrator can remove users by means of the SBR Administrator application.

Termination information must be passed on if the users exist as proxied sessions on downstream RADIUS
servers because these servers must free the resources previously allocated to the session(s), which have now
been terminated. The Proxy AutoStop feature handles such cases. In addition, if you use the LCI command to
free resources from the central administrative server, the appropriate messages are propagated so that the
resources associated with the user in each of the downstream servers are automatically freed.

Adding a Proxy Target

This section explains how to set up proxy forwarding from the Steel-Belted Radius server (the proxy) to another
RADIUS server (the target).

To add a proxy target:
1. Choose Proxy Targets to open the Proxy Target panel.

2. Clickthe Add button on the SBR Administrator toolbar. The Add Proxy Target dialog
(Figure 71: Add Proxy Target Dialog appears.
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Figure 71: Add Proxy Target Dialog
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3. Enter the name of the proxy target in the Name field.

The target name must not duplicate any other target name, realm name, or tunnel name in your
Steel-Belted Radius configuration. The name you record for a proxy target is not used in processing;
Steel-Belted Radius uses the proxy target's IP address to route RADIUS packets.

4. Enter a description for the proxy target in the Description field.
5. Enter the IP address or DNS name of the proxy target in the IP Address field.

If you enter the DNS name of the proxy target, the SBR Administrator resolves the name you enter to
an IP address automatically.

6. Enter the shared secret for the proxy target in the Shared Secret field.

o Shared secrets are case-sensitive.

If you want the characters in the shared secret (rather than asterisks) to appear as you type, click the
Unmask check box.

The shared secret configured for the proxy target in Steel-Belted Radius must match the shared
secret configured on the proxy target.

7. Specify how many times Steel-Belted Radius should try to reach the proxy target and how long to wait
between attempts in the Number of retries and Milliseconds between retries fields.

When Steel-Belted Radius acts as a proxy, it emulates the characteristics of a network access device.
This includes the ability to retransmit a request if the first attempt does not get a timely response
from the proxy target.

The Number of retries field specifies the number of times a request is retransmitted if an
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acknowledgment from the target is not received; if the number of retries is exhausted, then the
original request is rejected. By default, Steel-Belted Radius retries three times before giving up.

The Milliseconds between retries field specifies the time interval between each retry in
milliseconds (thousandths of a second). By default, Steel-Belted Radius waits 5000 milliseconds
(5 seconds) between retries.

If the proxy target uses ports different from what the proxy intermediary uses for authentication or
accounting, click the Authentication or Accounting check box and enter the port number you want
Steel-Belted Radius to use when exchanging RADIUS authentication or accounting information with
the proxy target.

The port numbers configured for the proxy target in Steel-Belted Radius must match the port
numbers configured on the proxy target. By default, Steel-Belted Radius uses port 1645 for
authentication and port 1646 for accounting.

Specify whether you want accounting requests to be forwarded or recorded locally.

If you click the Forward check box, Steel-Belted Radius forwards the accounting transaction to
the same proxy target that received the authentication transaction.

If you click the Record locally check box, Steel-Belted Radius logs the accounting transaction
locally (regardless of whether an authentication request was forwarded to the proxy target.

You can click both check boxes if you want accounting requests to be forwarded and logged locally.

If you want Steel-Belted Radius to use a different shared secret for accounting when communicating
with the proxy target, click the Use different shared secret for accounting check box and click the
Edit button to specify an accounting shared secret.

Refer to “Maintaining an Accounting Shared Secret” for information on using the Edit Accounting
Shared Secret dialog.

If you want to use a proxy target as an authentication method, click the Make available as an
authentication method check box.

If you enable this option, the name of the proxy target appears in the Authentication Methods tab of
the Authentication Policies panel as proxy:name. This is useful if you have user records defined on
an older RADIUS server and you want to provide a seamless migration to Steel-Belted Radius. Using
the older server as a proxy RADIUS target means that RADIUS requests that arrive addressed to this
target are handled by Steel-Belted Radius automatically, without requiring end users to change their
addressing conventions.

Click OK.

o Note: If the proxy target that you are configuring is a member of a proxy RADIUS realm, you should ensure
that the Make available as an authentication method check box is unchecked.

Ask the administrator at the target site to log into the target server's RADIUS configuration program and add
Steel-Belted Radius as a RADIUS client of the target server. You will need to provide this administrator with the IP
address of the Steel-Belted Radius server.

Maintaining an Accounting Shared Secret
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To specify a shared secret for accounting:
1. Clickthe Use different shared secret for accounting check box.
2. Clickthe Edit button.

3. When the Accounting Shared Secret dialog opens, enter the shared secret you want Steel-Belted
Radius to use.c

Figure 72: Accounting Shared Secret Dialog
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If you want the characters in the shared secret (rather than asterisks) to appear as you type, click the
Unmask check box. Note that shared secrets are case-sensitive.

4. Click OK.
Deleting a Proxy Target
To remove a target server from the proxy target list:

1. Inthe Proxy Target panel, select the target server you'd like to remove.

2. Click Delete.
Steel-Belted Radius as a Target

This section describes how to set up proxy forwarding from some other RADIUS server (the proxy) to the Steel-
Belted Radius server (the target):

1. Set up the proxy as a RADIUS client of Steel-Belted Radius.

Add the entry using the RADIUS Clients panel. Specify the proxy's name, its IP address, and the
shared secret that you want to use for encryption between the proxy and Steel-Belted Radius.

2. Ask the administrator at the target site to log into the proxy's RADIUS configuration program and set
up Steel-Belted Radius as a proxy RADIUS target. You will need to provide this administrator with the
IP address of the Steel-Belted Radius server.

o Note: Make sure that the same UDP port and shared secret are entered on both proxy and target
sides.

Dictionaries when Steel-Belted Radius is the Target

When Steel-Belted Radius receives a proxy-forwarded packet, it consults its RADIUS client entry for that proxy
server. The Make/model field of this entry determines which attribute dictionary Steel-Belted Radius uses.

At various different times, Steel-Belted Radius can receive requests from the same proxy server that have
originated from different network access devices, possibly of different types. The single Make/model field
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that was entered for the proxy might not be adequate to handle the variety of RASs on the “other side” of the
transaction.

One way to handle this problem is to add the originating network access devices to Steel-Belted Radius's list of
RADIUS clients. Steel-Belted Radius can be configured to examine each proxy-forwarded packet for clues as to
the make and model of the originating device. If clues are found, Steel-Belted Radius does everything it can to
map this information to a vendor-specific dictionary, and uses this dictionary in preference to the one for the
Proxy.

Accepting Packets from Any Proxy

If you'd like Steel-Belted Radius to be able to accept proxy requests from any IP address, you can use the
RADIUS Clients panel to add a special entry called <ANY>, and specify a shared secret. The <ANY> entry permits
forwarded requests from any proxy to be accepted, provided the shared secret is correct.

6 Note: This feature requires that proxies are configured to use the shared secret you provide in the
<ANY>entry.

Proxy RADIUS as an Authentication Method

Any target proxy RADIUS server can be configured as a Steel-Belted Radius authentication method by enabling
the Make available as an authentication method check box in the Add Proxy Target/Edit Proxy Target dialog.

Atarget server can be set up as an authentication method even if the end users do not know anything about the
target. That is, a user does not need to log in using a decorated username such as User@TargetName to be
authenticated by the target server.

If you prioritize the proxy: TargetName authentication method above the Native User authentication method

in the authentication methods list, the user can login as User and Steel-Belted Radius automatically sends the
request to the target for authentication. The authentication succeeds if the UserName and password are stored
on the target, but if not, Steel-Belted Radius reaches the Native User method eventually, and the user can then
be authenticated.

This technigue is useful as a migration path to Steel-Belted Radius from other RADIUS servers. You can set up
Steel-Belted Radius as the proxy and the old RADIUS server as the target. After proxy authentication is enabled
(inthe Proxy Targets panel) and prioritized (in the Authentication Policies panel), Steel-Belted Radius can
authenticate users against the old RADIUS server, either as an automatic “first choice” or as an alternative when
authentication against the new server's “local” database fails.
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Chapter 14
Administering Proxy RADIUS via WebGUI

This chapter presents an overview of proxy RADIUS and describes how to set up proxy targets via WebGUI.

About Proxy RADIUS

Steel-Belted Radius can forward a RADIUS request to another server for processing and relay the other server's

result back toits client. Steel-Belted Radius is acting as a proxy for the target server, and that Steel-Belted Radius
is proxy-forwarding the request to the target server.

Any Steel-Belted Radius server can act as proxy or target for authentication or accounting messages (or both).
Proxy RADIUS Authentication

Figure 73: RADIUS Proxy Forwarding illustrates how RADIUS authentication messages are proxy-forwarded:
1. Anetwork access device (RADIUS client) sends an authentication request to a RADIUS proxy server.
2. The proxy RADIUS server forwards the message to a RADIUS target server.

3. Thetarget RADIUS server performs the authentication services indicated by the message, then
returns a response message to the proxy RADIUS server.

4. The proxy RADIUS server relays the response message to the RADIUS client.
Figure 73: RADIUS Proxy Forwarding
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Proxy RADIUS Accounting
RADIUS accounting messages are proxy-forwarded as follows:

1. ARADIUS server receives an accounting request.

2. Depending on its configuration, the RADIUS server forwards the accounting message to a target

server, records accounting attributes locally on the proxy server, or records the information in both
places.

3. Ifthe proxy server does not receive an acknowledgement of the forwarded packet, it periodically re-
sends the packet according to its retry policy.

Proxy RADIUS Realms

Proxy RADIUS realms are pools of RADIUS servers to which Steel-Belted Radius can forward RADIUS requests.
Proxy RADIUS realms can be configured to support workload distribution, redundancy, fault tolerance, retry
policies, primary-secondary server roles, and separation of authentication and accounting responsibilities by
server. For more information, see “Configuring a Proxy RADIUS Realm”.
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Figure 74: RADIUS Server and Proxy Realms
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Target Selection within a Realm

For proxy RADIUS realms, after the destination realm is identified, Steel-Belted Radius must select a target
within the realm. Target selection depends upon a number of factors, all of which you can set up in advance by
editing the realm configuration files on the Steel-Belted Radius server: proxy.ini, radius.ini, filter.ini, and one
RealmName.pro file per realm.

After the target is selected, Steel-Belted Radius matches the target name with a proxy entry in its database. Using
the data in this entry (IP address, UDP port, shared secret) Steel-Belted Radius establishes a connection

between itself and the target, and proxy-forwards the RADIUS request. Note that you can configure the realm so
that all realm routing information and delimiters are stripped from the User-Name before forwarding.

The target processes the request as it normally would for RADIUS authentication or accounting. In the case of
authentication, Steel-Belted Radius waits for a response from the target, then relays this response to its RADIUS
client.

Message-Authenticator Support

The Message-Authenticator attribute enables Steel-Belted Radius to determine whether the packet received is
from an actual proxy server. It might also sign the forward request.

Steel-Belted Radius can be configured to use the Message-Authenticator attribute when forwarding packets
using proxy RADIUS. It can also be configured to validate or ignore the Message-Authenticator if included in the
packets received.

Proxy Fast-Fail
During proxy forwarding, Steel-Belted Radius acts as the RADIUS client of another RADIUS server. Since RADIUS
clients take responsibility for delivering RADIUS packets, all of them have a retry policy that determines how

often and for how long they continue to try to deliver a packet until they receive the response that they expect
from the RADIUS server.

This includes the Steel-Belted Radius server when it acts as the RADIUS client of a proxy RADIUS target server.
Steel-Belted Radius provides a fast-fail option for proxy RADIUS realms. This fast-fail feature saves Steel-Belted
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Radius from continuing to send packets to a target server that appears to be down temporarily. For example, if
Steel-Belted Radius is sending a packet to a target and it is not getting the timely response it expects, it

periodically tries to send the packet until it reaches the number of tries in its retry policy. If it still hasn't received
a response from the target at that point, Steel-Belted Radius removes the target from the active list and places it
on the fast-fail list.

Each time a request from a realm is received, Steel-Belted Radius sends a probing request to all fast-fail entries

for this realm. No response is expected or required from the probes. No retry policy is followed. If a response to
a probe is received, that target is removed from the fast-fail list. When the fast-fail timer expires for a target, itis
placed back on the active list.

We strongly recommend that you specify a [FastFail] section in each proxy RADIUS realm configuration (.pro) file.
The [FastFail] section permits you to fine-tune retry policies for individual realms, or for specific targets within
realms. Any [FastFail] settings that you supply in a .pro file override the current ProxyFastFail setting.

The radius.ini file offers a ProxyFastFail setting for single-target proxy entries that are not a member of any
realm. ProxyFastFail has an integer value, usually 1800. If a target remains on the fast-fail list longer than this
number of seconds, it is automatically removed from the fast-fail list. If conditions warrant, a target might be
returned to the fast-fail list at any time.

For information on configuring the radius.ini file to support the fast-fail feature, see the Steel-Belted Radius
Reference Guide.

Static Proxy Accounting

Static proxy accounting allows you to send copies of certain types of accounting messages to proxy RADIUS
realms, as well as to the normal routing of the original accounting message. The number of copies is not limited.

Static proxy accounting does not prevent the request from being dynamically routed for RADIUS accounting
services based on User-Name decoration, DNIS number, or attribute mapping, nor does it prevent local logging
or other accounting methods from occurring,. If static proxy-forwarding fails (due to a lack of response from the
target), this does not prevent the original RADIUS accounting request from being acknowledged.

An important function of static proxy accounting is to ensure that Accounting-On and Accounting-Off messages
can be routed to realms. A NAD (RADIUS client) normally issues these accounting messages to its RADIUS server
when it goes online (Accounting-On) and offline (Accounting-Off). In such cases, all connections previously made
by this NAD are considered invalid, and the RADIUS server can free resources that it allocated to those sessions.

Static proxy accounting is necessary to deliver Accounting-On and Accounting-Off messages to realms, because
these messages do not contain the User-Name or Called-Station-Id attributes that Steel-Belted Radius would
normally use to route packets to realms.

For example, assume the original Access-Request, an authentication message, was used to determine the realm
destination for both authentication and accounting for a particular session. The attribute used to route the
Access-Request might have been the User-Name, the Called-Station-Id, or any other RADIUS attribute in the
Access-Request, depending on how you have configured request routing for authentication messages.

Accounting packets for this same session can be matched with the realm destination only if the server knows
which session is involved (as it does in Start, Stop, and Interim messages). The Accounting-On and Accounting-
Off messages are independent of specific sessions, therefore, it is impossible to route them to realms without
additionalinformation.

By setting up static proxy accounting, and listing all realms as targets for Accounting-On and Accounting-Off
messages, you can ensure that network information (such as NAD status) is sent to everyone who might require

© 2020 by Pulse Secure, LLC. Allrights reserved 178



Steel-Belted Radius Administration Guide - GEE

it.
Proxy AutoStop Feature

A user session can be removed from the Current Sessions table in ways other than the usual Accounting-Stop
message from the NAD:

An Accounting-On or Accounting-Off message received from the NAD causes all sessions originating
from the NAD to be purged, as these messages signal that the NAD has been restarted or is going
down.

The administrator can remove users by means of the LDAP configuration interface (LCI).

The administrator can remove users by means of the SBR Administrator application.

Termination information must be passed on if the users exist as proxied sessions on downstream RADIUS
servers because these servers must free the resources previously allocated to the session(s), which have now
been terminated. The Proxy AutoStop feature handles such cases. In addition, if you use the LCI command to
free resources from the central administrative server, the appropriate messages are propagated so that the
resources associated with the user in each of the downstream servers are automatically freed.

Adding a Proxy Target

This section explains how to set up proxy forwarding from the Steel-Belted Radius server (the proxy) to another
RADIUS server (the target).

To add a proxy target:
1. Choose Users > Proxy Auth > Proxy Targets to open the Proxy Target page.

2. Clickthe New button on the SBR Administrator toolbar. The Add Proxy Target page
(Figure 75: Add Proxy Target ) appears.
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Figure 75: Add Proxy Target Page
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3. Enter the name of the proxy target in the Name field.

The target name must not duplicate any other target name, realm name, or tunnel name in your
Steel-Belted Radius configuration. The name you record for a proxy target is not used in processing;
Steel-Belted Radius uses the proxy target's IP address to route RADIUS packets.

4. Enter a description for the proxy target in the Description field.

5. Enter the IP address or DNS name of the proxy target in the IP Address field.

If you enter the DNS name of the proxy target then click Resolve DNS option, the SBR Administrator
resolves the name you enter to an IP address.

6. Enter the shared secret for the proxy target in the Shared Secret field.

0 Note: Shared secrets are case-sensitive.

If you want the characters in the shared secret (rather than asterisks) to appear as you type, click the
Unmask check box.

The shared secret configured for the proxy target in Steel-Belted Radius must match the shared
secret configured on the proxy target.
7. Specify how many times Steel-Belted Radius should try to reach the proxy target and how long to wait between
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attempts in the Number of retries and Milliseconds between retries fields.

When Steel-Belted Radius acts as a proxy, it emulates the characteristics of a network access device.
This includes the ability to retransmit a request if the first attempt does not get a timely response
from the proxy target.

The Number of retries field specifies the number of times a request is retransmitted if an
acknowledgment from the target is not received; if the number of retries is exhausted, then the
original request is rejected. By default, Steel-Belted Radius retries three times before giving up.

The Milliseconds between retries field specifies the time interval between each retry in
milliseconds (thousandths of a second). By default, Steel-Belted Radius waits 5000 milliseconds
(5 seconds) between retries.
8. If the proxy target uses ports different from what the proxy intermediary uses for authentication or accounting,
click the Authentication or Accounting check box and enter the port number you want Steel-Belted Radius to use
when exchanging RADIUS authentication or accounting information with the proxy target.

The port numbers configured for the proxy target in Steel-Belted Radius must match the port
numbers configured on the proxy target. By default, Steel-Belted Radius uses port 1645 for
authentication and port 1646 for accounting.

9. Specify whether you want accounting requests to be forwarded or recorded locally.

If you click the Forward check box, Steel-Belted Radius forwards the accounting transaction to
the same proxy target that received the authentication transaction.

If you click the Record locally check box, Steel-Belted Radius logs the accounting transaction
locally (regardless of whether an authentication request was forwarded to the proxy target.

You can click both check boxes if you want accounting requests to be forwarded and logged locally.

10.1f you want Steel-Belted Radius to use a different shared secret for accounting when communicating
with the proxy target, click the Use different shared secret for accounting check box and click the
Edit button to specify an accounting shared secret.

Refer to "Maintaining an Accounting Shared Secret” for information on using the Edit Accounting
Shared Secret page.

1

NN

fyou want to use a proxy target as an authentication method, click the Make available as an
authentication method check box.

If you enable this option, the name of the proxy target appears in the Authentication Methods tab of
the Authentication Policies page as proxy:name. This is useful if you have user records defined on
an older RADIUS server and you want to provide a seamless migration to Steel-Belted Radius. Using
the older server as a proxy RADIUS target means that RADIUS requests that arrive addressed to this
target are handled by Steel-Belted Radius automatically, without requiring end users to change their
addressing conventions.

12.Click OK.

o Note: If the proxy target that you are configuring is a member of a proxy RADIUS realm, you should ensure
that the Make available as an authentication method check box is unchecked.

Ask the administrator at the target site to log into the target server's RADIUS configuration program and add
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Steel-Belted Radius as a RADIUS client of the target server. You will need to provide this administrator with the IP
address of the Steel-Belted Radius server.

Maintaining an Accounting Shared Secret

To specify a shared secret for accounting:
1. Clickthe Use different shared secret for accounting check box.
2. Clickthe Edit button.

3. When the Accounting Shared Secret page opens, enter the shared secret you want Steel-Belted
Radius to use.

Figure 76: Accounting Shared Secret Page
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If you want the characters in the shared secret (rather than asterisks) to appear as you type, click the
Unmask check box. Note that shared secrets are case-sensitive.

4. Click OK.

Deleting a Proxy Target

To remove a target server from the proxy target list:
1. Inthe Proxy Target page, select the target server you'd like to remove.
2. Click Delete.

Steel-Belted Radius as a Target

This section describes how to set up proxy forwarding from some other RADIUS server (the proxy) to the Steel-
Belted Radius server (the target):

1. Set up the proxy as a RADIUS client of Steel-Belted Radius.

Add the entry using the RADIUS Clients page. Specify the proxy's name, its IP address, and the
shared secret that you want to use for encryption between the proxy and Steel-Belted Radius.

2. Ask the administrator at the target site to log into the proxy's RADIUS configuration program and set
up Steel-Belted Radius as a proxy RADIUS target. You will need to provide this administrator with the
IP address of the Steel-Belted Radius server.

0 Note: Make sure that the same UDP port and shared secret are entered on both proxy and target
sides.

Dictionaries when Steel-Belted Radius is the Target
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When Steel-Belted Radius receives a proxy-forwarded packet, it consults its RADIUS client entry for that proxy
server. The Make/model field of this entry determines which attribute dictionary Steel-Belted Radius uses.

At various different times, Steel-Belted Radius can receive requests from the same proxy server that have
originated from different network access devices, possibly of different types. The single Make/model field
that was entered for the proxy might not be adequate to handle the variety of RASs on the “other side” of the
transaction.

One way to handle this problem is to add the originating network access devices to Steel-Belted Radius's list of
RADIUS clients. Steel-Belted Radius can be configured to examine each proxy-forwarded packet for clues as to
the make and model of the originating device. If clues are found, Steel-Belted Radius does everything it can to
map this information to a vendor-specific dictionary, and uses this dictionary in preference to the one for the

proxy.
Accepting Packets from Any Proxy

If you'd like Steel-Belted Radius to be able to accept proxy requests from any IP address, you can use the
RADIUS Clients page to add a special entry called <ANY>, and specify a shared secret. The <ANY> entry permits
forwarded requests from any proxy to be accepted, provided the shared secret is correct.

0 Note: This feature requires that proxies are configured to use the shared secret you provide in the
<ANY>entry.

Proxy RADIUS as an Authentication Method

Any target proxy RADIUS server can be configured as a Steel-Belted Radius authentication method by enabling
the Make available as an authentication method check box in the Add Proxy Target/Edit Proxy Target page.

Atarget server can be set up as an authentication method even if the end users do not know anything about the
target. That s, a user does not need to log in using a decorated username such as User@TargetName to be
authenticated by the target server.

If you prioritize the proxy: TargetName authentication method above the Native User authentication method

in the authentication methods list, the user can login as User and Steel-Belted Radius automatically sends the
request to the target for authentication. The authentication succeeds if the UserName and password are stored

on the target, but if not, Steel-Belted Radius reaches the Native User method eventually, and the user can then

be authenticated.

This technique is useful as a migration path to Steel-Belted Radius from other RADIUS servers. You can setup Steel-
Belted Radius as the proxy and the old RADIUS server as the target. After proxy authentication is enabled (in the
Proxy Targets page) and prioritized (in the Authentication Policies page), Steel-Belted Radius can authenticate users
against the old RADIUS server, either as an automatic “first choice” or as an alternative when authentication against
the new server's “local” database fails.
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Chapter 15
Administering RADIUS Tunnels via Legacy SBR
Administrator

This chapter describes how to set up and administer RADIUS tunnels via legacy SBR administrator.
About RADIUS Tunnels

Atunnelis a uniquely secure type of remote connection. A tunnel passes data between a remote site and an
enterprise site, providing an additional layer of encrypted protocol “wrapper” around the data. A tunnel
offers authentication and encryption features that help secure the connection against network vandals and
eavesdroppers. In addition, a tunnel can provide quality of service features such as guaranteed bandwidth.

o Note: Steel-Belted Radius does not add tunnel functionality to your network. Steel-Belted Radius is able
to support the authentication and accounting needs of any tunnels that you've already set up.

Administration and configuration of the tunnel happens at the remote site, since this is the side of the
connection that requests remote access and opens the tunnel. An administrator at the remote site must
configure the tunnel with various attributes: its destination IP address, what security protocols it supports,
its password, and so on. These attributes are stored in a database to be retrieved when needed to set up a
connection.

Storing tunnel attributes on a RADIUS server simplifies tunnel connections. At connection time, the tunnel is

established by a network access device at the remote site. The NAD retrieves the tunnel configuration attributes
from the RADIUS server and uses them to open the tunnel into the enterprise. After the tunnelis open, the user

can be authenticated at the enterprise.

A RADIUS server is said to support tunnels if it has the ability to store and retrieve the configuration data that a

NAD needs to open a tunnel. Steel-Belted Radius fully supports tunnels:

Steel-Belted Radius can determine from the attributes in the incoming Access-Request whether the
connection request involves a tunnel, and if so, which tunnel.

Steel-Belted Radius can store and retrieve tunnel configuration data.

Steel-Belted Radius can track the number of tunnels currently in use, compare to a maximum
number, and refuse the connection if the number is exceeded.

Tunnel Authentication Sequence
1. Steel-Belted Radius receives an Access-Request message:

2. Steel-Belted Radius checks if the Access-Request contains a Called-Station-Id attribute. If it does,
Steel-Belted Radius searches its database for a tunnel entry that contains the indicated telephone
numberin its Called-Station-Id list.

If a match between the Called-Station-Id and a tunnel entry can be found, Steel-Belted Radius
constructs an Access-Accept message using the Attributes list in the matching tunnel entry. It then
returns the Access-Accept to the client NAD.

o Note: If realms are in use, Steel-Belted Radius also searches for this number in its realm
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configuration files. If a match is found, the Access-Request is routed to the realm, and the quest

for a tunnelis abandoned. For this reason, it is important to ensure that DNIS numbers are unique
across all tunnel entries and across all realm configuration files.

3. Steel-Belted Radius checks if the Access-Request contains a username in the form
User<Delimiter>TunnelName or TunnelName<Delimiter>User. <Delimiter>is a single character that
must match the server's tunnel delimiter character. The order of the realm name relative to the
username must match the server’s tunnel naming convention (prefix or suffix). Both of these values
are determined per server (that is, all tunnels that use this server must follow the same conventions)
by entering them in the Name Parsing tab of the Tunnels panel.

4. Steel-Belted Radius searches its database for a tunnel entry whose name matches the incoming
TunnelName. If a match can be found, Steel-Belted Radius constructs an Access-Accept message
using the Attributes list in the matching tunnel entry. It then returns the Access-Accept to the client
NAD.

5. If Steel-Belted Radius was able to match the Access-Request with a tunnel entry, the NAD uses
the attributes returned in the Access-Accept message to open a tunnel into the enterprise site.
Authentication of the User-Name is attempted, usually at the enterprise site. If user authentication
succeeds, the connection is complete. Otherwise, the user's connection request is denied.

6. If no matching tunnel entry was found in steps 1 or 2, Steel-Belted Radius concludes that a tunnel
is not involved in making this connection. It then continues with its User-Name parsing sequence
determine a destination for the authentication request.

The following is a wildcard example for IP Addresses:
NAS-IP-Address=199.100.10.0

where NAS-IP-Address indicates any IP address on the 199.100.10.0 network.
Configuring Tunnel Support

To configure Steel-Belted Radius to support a tunnel, you must open the Tunnels panel in the SBR Administrator
and add a tunnel entry.

Atunnel entry allows you to specify a list of connection Attributes such as the tunnel password, the IP address
of the NAD at the enterprise site, encryption conventions to use, and so on. You can also enter the maximum
number of tunnels that can be open at one time. You will need to coordinate with the administrator at the
enterprise site to get some of this information.

Called Station Id

DNIS (Dialed Number Information Services) refers to a capability that many network access devices have to
determine and use the telephone number that was dialed to make a connection request. The RADIUS standard
supports DNIS by specifying the following attributes:

Calling-Station-Id is the number from which the user originated the request.

Called-Station-Id is the telephone number that was dialed to make the network connection.

When setting up a tunnel entry for the Steel-Belted Radius database, you can enter a telephone number or list of
numbers in the Called Station Id list in the Tunnels panel. This list identifies Called-Station-ld attribute values
that the server should expect to find in tunnel connection requests.

Dictionaries for Tunnel Support
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The Tunnels panel allows you to create the Attributes list by selecting attributes from a drop-down list. The
available selections include attributes from all standard and vendor-specific RADIUS dictionaries installed on the
Steel-Belted Radius server.

When the server can accept a tunnel connection request, it consults the corresponding tunnel entry for the list of
Attributes to return in the Access-Accept packet. Steel-Belted Radius always returns any standard RADIUS
attributes that appear in the Attributes list. It also returns any vendor-specific attributes that are appropriate for
the NAD that requested the tunnel connection. Vendor-specific attributes in the Attributes list that do not apply
to the requesting NAD are ignored.

ConcurrentTunnel Connections

Steel-Belted Radius tracks the number of active connections for each tunnel. You can limit the number of
concurrent connections that can be open through a specific tunnel. When a user requests a new connection
through a tunnel, Steel-Belted Radius compares the number of active connections in a tunnel to the maximum
number of connections: if a new connection would exceed the limit, Steel-Belted Radius rejects the additional
connection.

For concurrent connection limits to work, each NAD that can open a tunnel must be configured for RADIUS
accounting and the same Steel-Belted Radius server must be specified for both authentication and accounting.

0 Note: Concurrent tunnel connections cannot be tracked across multiple Steel-Belted Radius servers without
additional software extensions. Contact Pulse Secure for more information.

Configuring RADIUS Tunnels

The Tunnels panel (Figure 77: Tunnels Panel) lets you configure Steel-Belted Radius to support tunnels. When
you add a tunnel entry, you are not creating a tunnel; you are enabling Steel-Belted Radius to support an existing
tunnel's authentication and accounting needs and specifying how the server should parse tunnel names.

Figure 77: Tunnels Panel
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Adding a Tunnel

To add a tunnel entry:

© 2020 by Pulse Secure, LLC. Allrights reserved 186



1. Choose Tunnels > Tunnels in the sidebar.

2. Clickthe Add button in the Steel-Belted Radius toolbar.

The Add Tunnel dialog opens.

Figure 78: Add Tunnel Dialog
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3. Enter the name of the tunnel name in the Name field.

Steel-Belted Radius Administration Guide - GEE

Tunnel names do not need to match the actual node name of a client tunnel server. The name you
assign to a tunnel must not match the name assigned to a proxy target, realm, or tunnel in your
Steel-Belted Radius configuration.

4. Enter a description of the tunnel in the Description field.

Tunnel descriptions are used only for administrative purposes and do not affect tunnel connections.
This field is typically used to identify the user or organization that uses the tunnel.

5. Associate attributes and values with the tunnel you are setting up.

When a tunnel is used to make a connection, the attributes associated with the tunnel are filtered
according to the make/model of the RADIUS client used to establish the connection.

To associate attributes and values with a tunnel:

a. Click the Add button below the Attributes list.
The Add Tunnel Attribute dialog opens.
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Figure 79: Add Tunnel Attribute Dialog
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b. Select the attribute you want to add from the Attributes list.
c. Specify the string or IP address you want to use for the attribute value.
d. Click Add.
e. When you finish adding attributes for the tunnel, click Close.
6. Optionally, specify one or more Called Station IDs for the tunnel.

A Called Station ID is a telephone number that was dialed to make a network connection. The Called
station ID list identifies the Called-Station-Id attribute values that the server expects to find in tunnel
connectionrequests.

To add one or more Called Station ID numbers for a tunnel:

a. Clickthe New button to the right of the Called Station ID list. The Add Called Station ID dialog
(Figure 80: Add Called Station ID Dialog) opens.

Figure 80: Add Called Station ID Dialog
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b. Enter the number you want to use in the Called station ID field.
c. Click Add.
Repeat Steps a-c until you have added all called station IDs for the tunnel.

d. When you are finished adding called station IDs, click Close.

7. Ifyou want to limit the number of connections that can use the tunnel simultaneously, click the
Maximum open tunnels check box and enter the maximum number of tunnels in the Maximum
open tunnels field.

8. Click OK.
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Editing a Tunnel

To edit a tunnel entry:

1. Choose Tunnels > Tunnels in the sidebar and select the tunnel you want to edit. Click Edit.
The Edit Tunnel dialog appears.

Figure 81: Edit Tunnel Dialog
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2. Modify the settings for the tunnel as appropriate.

3. Refer to "Adding a Tunnel” for information on how to use the fields and controls on the Edit Tunnel
dialog.

4. When you are finished, click Save.
Deleting a Tunnel
To delete a tunnel entry from the Steel-Belted Radius database:
1. Choose Tunnels>Tunnels in the sidebar.

2. Select the tunnel you want to delete and click the Delete button on the Steel-Belted Radius toolbar
(or right-click the entry and choose Delete from the context menu that appears).

3. When the Confirm Delete dialog opens, click Yes.
Configuring Tunnel Name Parsing

Tunnel name parsing lets Steel-Belted Radius determine whether the name string provided by a user includes

a tunnel name by looking for the character configured as the delimiter for tunnel information. Tunnel name
parsing options apply to all tunnels maintained by Steel-Belted Radius. You cannot set name parsing options for
individual tunnels.

To configure tunnel name parsing:

1. Choose Tunnels > Name Parsing in the sidebar.
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The Name Parsing dialog appears.

Figure 82: Tunnel Panel: Name Parsing Tab
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2. Click one of the following radio buttons:

- None—Tunnel name parsing is not supported. If you choose this option, the tunnel
authentication sequence is bypassed for each Access-Request; the server uses the standard
username/passwordauthenticationsequenceonly.

+ Tunnel name is prefix—If the tunnel delimiter character is detected, the User-Name is
assumed to be TunnelName<PrefixDelimiter>User.

+ Tunnel name is suffix—If the tunnel delimiter character is detected, the User-Name is
assumed to be User<SuffixDelimiter>TunnelName.

The option you choose applies to all tunnels defined on the server.

3. Ifyou clicked Tunnel name is prefix or Tunnel name is suffix, use the Parsing delimiter field to
specify the character used to separate the tunnel name and the username.

The default delimiter character for tunnel name parsing is @.

o Note: Choose different delimiter characters and different prefix/suffix name parsing conventions for
tunnels and for proxies or realms.
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Chapter 16
Administering RADIUS Tunnels via WebGUI

This chapter describes how to set up and administer RADIUS tunnels via WebGUI.
About RADIUS Tunnels

Atunnelis a uniquely secure type of remote connection. A tunnel passes data between a remote site and an
enterprise site, providing an additional layer of encrypted protocol “wrapper” around the data. A tunnel
offers authentication and encryption features that help secure the connection against network vandals and
eavesdroppers. In addition, a tunnel can provide quality of service features such as guaranteed bandwidth.

0 Note: Steel-Belted Radius does not add tunnel functionality to your network. Steel-Belted Radius is able
to support the authentication and accounting needs of any tunnels that you've already set up.

Administration and configuration of the tunnel happens at the remote site, since this is the side of the
connection that requests remote access and opens the tunnel. An administrator at the remote site must
configure the tunnel with various attributes: its destination IP address, what security protocols it supports,
its password, and so on. These attributes are stored in a database to be retrieved when needed to set up a
connection.

Storing tunnel attributes on a RADIUS server simplifies tunnel connections. At connection time, the tunnel is

established by a network access device at the remote site. The NAD retrieves the tunnel configuration attributes
from the RADIUS server and uses them to open the tunnel into the enterprise. After the tunnelis open, the user

can be authenticated at the enterprise.

A RADIUS server is said to support tunnels if it has the ability to store and retrieve the configuration data that a

NAD needs to open a tunnel. Steel-Belted Radius fully supports tunnels:

Steel-Belted Radius can determine from the attributes in the incoming Access-Request whether the

connection request involves a tunnel, and if so, which tunnel.
Steel-Belted Radius can store and retrieve tunnel configuration data.

Steel-Belted Radius can track the number of tunnels currently in use, compare to a maximum
number, and refuse the connection if the number is exceeded.

Tunnel Authentication Sequence
1. Steel-Belted Radius receives an Access-Request message:

2. Steel-Belted Radius checks if the Access-Request contains a Called-Station-Id attribute. If it does,
Steel-Belted Radius searches its database for a tunnel entry that contains the indicated telephone
numberin its Called-Station-Id list.

If a match between the Called-Station-Id and a tunnel entry can be found, Steel-Belted Radius
constructs an Access-Accept message using the Attributes list in the matching tunnel entry. It then
returns the Access-Accept to the client NAD.

0 Note: If realms are in use, Steel-Belted Radius also searches for this number in its realm

configuration files. If a match is found, the Access-Request is routed to the realm, and the quest
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for a tunnelis abandoned. For this reason, it is important to ensure that DNIS numbers are unique
across all tunnel entries and across all realm configuration files.

3. Steel-Belted Radius checks if the Access-Request contains a username in the form
User<Delimiter>TunnelName or TunnelName<Delimiter>User. <Delimiter>is a single character that
must match the server's tunnel delimiter character. The order of the realm name relative to the
username must match the server's tunnel naming convention (prefix or suffix). Both of these values
are determined per server (that is, all tunnels that use this server must follow the same conventions)
by entering them in the Name Parsing tab of the Tunnels page.

4. Steel-Belted Radius searches its database for a tunnel entry whose name matches the incoming
TunnelName. If a match can be found, Steel-Belted Radius constructs an Access-Accept message
using the Attributes list in the matching tunnel entry. It then returns the Access-Accept to the client
NAD.

5. If Steel-Belted Radius was able to match the Access-Request with a tunnel entry, the NAD uses
the attributes returned in the Access-Accept message to open a tunnel into the enterprise site.
Authentication of the User-Name is attempted, usually at the enterprise site. If user authentication
succeeds, the connection is complete. Otherwise, the user's connection request is denied.

6. If no matching tunnel entry was found in steps 1 or 2, Steel-Belted Radius concludes that a tunnel
is not involved in making this connection. It then continues with its User-Name parsing sequence
determine a destination for the authentication request.

The following is a wildcard example for IP Addresses:
NAS-IP-Address=199.100.10.0

where NAS-IP-Address indicates any IP address on the 199.100.10.0 network.
Configuring Tunnel Support

To configure Steel-Belted Radius to support a tunnel, you must open the Tunnels page in the SBR Administrator
and add a tunnel entry.

Atunnel entry allows you to specify a list of connection Attributes such as the tunnel password, the IP address
of the NAD at the enterprise site, encryption conventions to use, and so on. You can also enter the maximum
number of tunnels that can be open at one time. You will need to coordinate with the administrator at the
enterprise site to get some of this information.

Called Station Id

DNIS (Dialed Number Information Services) refers to a capability that many network access devices have to
determine and use the telephone number that was dialed to make a connection request. The RADIUS standard
supports DNIS by specifying the following attributes:

Calling-Station-Id is the number from which the user originated the request.

Called-Station-Id is the telephone number that was dialed to make the network connection.

When setting up a tunnel entry for the Steel-Belted Radius database, you can enter a telephone number or list of
numbers in the Called Station Id list in the Tunnels page. This list identifies Called-Station-Id attribute values
that the server should expect to find in tunnel connection requests.

Dictionaries for Tunnel Support
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The Tunnels page allows you to create the Attributes list by selecting attributes from a drop-down list. The
available selections include attributes from all standard and vendor-specific RADIUS dictionaries installed on the
Steel-Belted Radius server.

When the server can accept a tunnel connection request, it consults the corresponding tunnel entry for the list of
Attributes to return in the Access-Accept packet. Steel-Belted Radius always returns any standard RADIUS
attributes that appear in the Attributes list. It also returns any vendor-specific attributes that are appropriate for
the NAD that requested the tunnel connection. Vendor-specific attributes in the Attributes list that do not apply
to the requesting NAD are ignored.

ConcurrentTunnel Connections

Steel-Belted Radius tracks the number of active connections for each tunnel. You can limit the number of
concurrent connections that can be open through a specific tunnel. When a user requests a new connection
through a tunnel, Steel-Belted Radius compares the number of active connections in a tunnel to the maximum
number of connections: if a new connection would exceed the limit, Steel-Belted Radius rejects the additional
connection.

For concurrent connection limits to work, each NAD that can open a tunnel must be configured for RADIUS
accounting and the same Steel-Belted Radius server must be specified for both authentication and accounting.

0 Note: Concurrent tunnel connections cannot be tracked across multiple Steel-Belted Radius servers without
additional software extensions. Contact Pulse Secure for more information.

Configuring RADIUS Tunnels

The Tunnels page (Figure 83: Tunnels Page) lets you configure Steel-Belted Radius to support tunnels. When you
add a tunnel entry, you are not creating a tunnel; you are enabling Steel-Belted Radius to support an existing
tunnel's authentication and accounting needs and specifying how the server should parse tunnel names.
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Figure 83: Tunnels Page
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Adding a Tunnel

To add a tunnel entry:

1. Choose System >Tunnels > Tunnels.

2. Click the New button.
The Add Tunnel page opens.
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Figure 84: Add Tunnel Page
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3. Enter the name of the tunnel name in the Name field.

Tunnel names do not need to match the actual node name of a client tunnel server. The name you
assign to a tunnel must not match the name assigned to a proxy target, realm, or tunnel in your
Steel-Belted Radius configuration.

4. Enter a description of the tunnel in the Description field.

Tunnel descriptions are used only for administrative purposes and do not affect tunnel connections.
This field is typically used to identify the user or organization that uses the tunnel.

5. Associate attributes and values with the tunnel you are setting up.

When a tunnel is used to make a connection, the attributes associated with the tunnel are filtered
according to the make/model of the RADIUS client used to establish the connection.
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To associate attributes and values with a tunnel:

a. Click the Add button below the Attributes list.
The Add Tunnel Attribute page opens.

Figure 85: Add Tunnel Attribute Page
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b. Select the attribute you want to add from the Attributes list.

c. Specify the string or IP address you want to use for the attribute value.

d. Click Add.

e. When you finish adding attributes for the tunnel, click Close.

6. Optionally, specify one or more Called Station IDs for the tunnel.

A Called Station ID is a telephone number that was dialed to make a network connection. The Called
station ID list identifies the Called-Station-Id attribute values that the server expects to find in tunnel

connection reguests.

To add one or more Called Station ID numbers for a tunnel:

a. Click the New button to the right of the Called Station ID list. The Add Called Station ID page
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(Figure 86: Add Called Station ID Page) opens.

Figure 86: Add Called Station ID Page
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b. Enter the number you want to use in the Called station ID field.
c. Click Add.
Repeat Steps a-c until you have added all called station IDs for the tunnel.

d. When you are finished adding called station IDs, click Close.

7. If you want to limit the number of connections that can use the tunnel simultaneously, click the
Maximum open tunnels check box and enter the maximum number of tunnels in the Maximum

open tunnels field.

8. Click OK.
Editing a Tunnel

To edit a tunnel entry:

1. Choose System > Tunnels > Tunnels and select the tunnel you want to edit. Click Edit.
The Edit Tunnel page appears.
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2. Modify the settings for the tunnel as appropriate.

3. Refer to "Adding a Tunnel” for information on how to use the fields and controls on the Edit Tunnel

dialog.

4. When you are finished, click Save.

Deleting a Tunnel

1. Choose System > Tunnels > Tunnels.

To delete a tunnel entry from the Steel-Belted Radius database:

2. Select the tunnel you want to delete and click the Delete button on the Tunnels Page.

3. When the Confirm Delete page opens, click Yes.

© 2020 by Pulse Secure, LLC. Allrights reserved



Steel-Belted Radius Administration Guide - GEE

Configuring Tunnel Name Parsing

Tunnel name parsing lets Steel-Belted Radius determine whether the name string provided by a user includes
a tunnel name by looking for the character configured as the delimiter for tunnel information. Tunnel name
parsing options apply to all tunnels maintained by Steel-Belted Radius. You cannot set name parsing options for

individual tunnels.

To configure tunnel name parsing:

1. Choose System >Tunnels > Name Parsing.
The Name Parsing page appears.

Figure 88: Tunnel Page: Name Parsing Tab
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2. Click one of the following radio buttons:

None—Tunnel name parsing is not supported. If you choose this option, the tunnel
authentication sequence is bypassed for each Access-Request; the server uses the standard
username/passwordauthenticationsequence only.

Tunnel name is prefix—If the tunnel delimiter character is detected, the User-Name is
assumed to be TunnelName<PrefixDelimiter>User.

Tunnel name is suffix—If the tunnel delimiter character is detected, the User-Name is
assumed to be User<SuffixDelimiter>TunnelName.

The option you choose applies to all tunnels defined on the server.

3. Ifyou clicked Tunnel name is prefix or Tunnel name is suffix, use the Parsing delimiter field to specify
the character used to separate the tunnel name and the username.

The default delimiter character for tunnel name parsing is @.

o Note: Choose different delimiter characters and different prefix/suffix name parsing conventions for
tunnels and for proxies or realms.
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Chapter 17
Administering Address Pools via Legacy SBR
Administrator

This chapter describes how to set up IPv4 and IPX address pools. Steel-Belted Radius does not support IPv6
address pools via legacy SBR administrator.

0 Note: Please contact Pulse Secure Global Support Center If you need address pools larger than 65,535(216)
addresses.

Address Pool Files

The following files establish settings for IP and IPX address pools. For more information about these files, refer to
the Steel-Belted Radius Reference Guide.

Table 24: Address Pool Files

File Name Function

dhcp.ini Configures DHCP address pools so that IP addresses can be assigned from a backend
DHCP server.

pool.dhc Configures specific DHCP address pools, where pool is the name of an address pool listed
in dhcp.ini.

radius.ini Specifies (among other things) the suffixes used to set up NAD-specific IP pools.

Setting Up IP Address Pools

The IP Address Pool and IPX Address Pool panels Figure 89: IP Address Pools Panel and IPX Address Pools Panel
Adding an) allow you to set up one or more pools out of which unique IPv4 or IPX addresses are assigned as
users require them. Each address pool consists of a list of one or more ranges of addresses.
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Figure 89: IP Address Pools Panel and IPX Address Pools Panel Adding an
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Adding an IPv4 Address Pool

An IP address pool consists of one or more ranges of IPv4 addresses. You can add or delete ranges and set an
optional description for each address pool.
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To add an IP address pool:
1. Choose Address Pools > IP in the sidebar. The IP Address Pools panel appears.
2. Clickthe Add button in the toolbar.

The Add IP Address Pool dialog appears.

Figure 90: Add IP Address Pool Dialog
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3. Enter the name of the IP address pool in the Name field.
4. Optionally, enter a description of the address pool in the Description field.
5. ldentify the address range or ranges in the IP address pool.

a. Click the Add button below the Address Ranges list.
The Add IP Address Range dialog opens.

Figure 91: Add IP Address Range Dialog
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b. Enter the first address in the Starting address field.
C. Enter the number of addresses in the address range in the Number of addresses field.
d. Click Add.

e. Repeat steps a-d for each address range in the IP address pool. When you are finished, click
Close.

6. Click OK.
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Editing an IP Address Pool

To edit an IP address pool:
1. Choose Address Pools > IP in the sidebar.

2. Select the entry you want to modify and click the Edit button (or right-click the entry and choose
Edit).

The Edit IP Address Pool dialog appears.

Figure 92: Edit IP Address Pool Dialog
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3. Modify the settings for the address pool as needed.

To add an address range to the address pool, click the Add button and specify the starting
address and number of addresses in the range.

To modify an address range, select it and click the Edit button.
To delete an address range from the address pool, select it and click the Delete button.
4. When you are finished, click Save.
Removing an IP Address Pool
To delete an IP address pool:
1. Choose Address Pools > IP in the sidebar.

2. Select the entry you want to remove and click the Delete button (or right-click the entry and choose
Delete).

3. When you are prompted to confirm the deletion, click Yes.
Specifying an IP Address Pool for User/Profile Records

The Framed-IP-Address return list attribute controls how the server assigns an IP address to a user making a
connection. When you add or edit the Framed-IP-Address attribute in the Users or Profiles dialog, the Add
Attribute dialog (Figure 93: Editing the Framed-IP-Address) allows you to choose an IP address pool instead of
specifying an IP address.
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Figure 93: Editing the Framed-IP-Address
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Service-Level IP Address Pools

Steel-Belted Radius allows you to define a set of suffixes that define categories of IP address pools. For example,
a pool category might correspond to the kinds of services available to users in that category. You might decide to
define categories called Bronze, Silver, and Gold to identify different packet routing priorities.

To create a set of service-level address pools:

1. Define suffixes for the various service-level address pools in the [IPPoolSuffixes] section of radius.ini.
Forexample:

[IPPoolSuffixes]
-GOLD
-SILVER

-BRONZE

2. Define IP address pools using the suffixes configured in the [IPPoolSuffixes] section of radius.ini
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Figure 94: Service Level Suffixes in the IP Address Pools Panel
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3. Associate the new IP address pool with the appropriate NAD by use of IP Address Pool field on the
RADIUS Clients panel.

4. Assign a user to a NAD-specific IP address pool and suffix in the Users panel or the Profiles panel.

Figure 95: Associating IP Address Pools with RADIUS Clients
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If user EDISON CARTER, who has been assigned to <RAS>-GOLD, logs into RAST, he receives an IP
address from the RAS1-GOLD address pool. If he logs into RAS2, he receives an address from the
RAS2-GOLD address pool. If, however, he logs into RAS3 but RAS3-GOLD has not been defined in the
IP Pools dialog, he is not assigned an IP address.

Specifying IP Address Assignment from a DHCP Server

IP addresses can be assigned from a backend DHCP server, rather than from a standard IP address pool. DHCP
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address pools function like internal address pools—Framed-IP-Address can be allocated from any address poal,
either internal or DHCP.

DHCP address pools are defined in the dhcp.ini file and initialization files with the extension .dhc.

In addition, each DHCP address pool must be enabled by adding a placeholder IP address pool in the SBR
Administrator. This placeholder pool should have the same name as the DHCP pool, and should have an empty
list of address ranges. The placeholder pool allows the DHCP pool to appear in lists presented by the SBR
Administrator, so it can be selected into an attribute.

When an IP address must be assigned from a DHCP pool during an Access-Request, DHCP DISCOVER and
REQUEST messages are issued to trigger the allocation of an address. When an accounting Stop ends the
session, DHCP RELEASE is issued to the server that allocated the address. Upon receipt of an accounting
INTERIM request, a DHCP REQUEST message is issued to the server that allocated the address, attempting to
extend the lease. If the server is specified as a broadcast address, DHCP failover occurs if the primary DHCP
server go down.

DHCP leases can be acquired, extended, and released by different servers. The server that acquires the lease
adds all the information for extending and releasing the lease to the Class attribute.

Flexible configuration features allow RADIUS attributes to be mapped to DHCP options. Therefore, information
from a RADIUS request can be provided to the DHCP server, and information returned from the DHCP server
can be returned to the network access device.

During authentication, if an address is assigned from a pool, the pool name must refer to either a DHCP pool or
an internal pool. If the pool name is not found, the request is rejected.

Address Allocation

During address allocation, a DISCOVER message is issued. If an OFFER is received from a DHCP server and the
offered lease time meets the minimum lease time requirements, the server issues a REQUEST message. If an
ACK message is received, the allocated address is returned in the Access-Accept.

In addition to the options required for normal DHCP operation, additional options in the DHCP DISCOVER and
REQUEST messages are constructed based on the attributes in the RADIUS request and the literal values
specified in the [Request] section for the pool. A Parameter Request List option is also constructed, listing all
return options required for populating the RADIUS response, as specified in the [Reply] section for the pool.

If an address is assigned by means of DHCP, the DH= field is added to the Class attribute. This field includes:
The unique client identifier for this lease.
The address of the DHCP server.
The lease time.

The unique client identifier for each user session is placed in the client hardware address field of the DHCP
request as well as in the Client ID option. This information is used by the DHCP server to associate IP addresses
with clients.

Address Renewal

If an INTERIM accounting message whose Class attribute includes both the IP= and the DH=fields is received,
a REQUEST message is unicast to the DHCP server that allocated the address in an attempt to renew the lease.
It requests the same lease time as was granted for the original request. If the server is specified as a broadcast
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address, DHCP failover occurs if the primary DHCP server go down.

o Note: If a renewal request is rejected, the DHCP server does not inform the network access device that the
user's IP address is not renewed and might become invalid.

Address Release
If an accounting Stop message whose Class attribute includes both the IP=and the DH= fields is received, a

RELEASE message is unicast to the DHCP server that allocated the address.

0 Note: The DHCP server does not reply to the RELEASE message.

An address to the DHCP server is also released when a session is deleted from its session database for reasons
other than receiving an accounting Stop. For example, phantom session expiration or administrative deletion of
a session resultin the release of the temporary DHCP address.

DHCPOption Mapping

Options in a DHCP DISCOVER or REQUEST message can automatically be constructed based on attributes in the
RADIUS request as well as pre-configured literal values. Also, options returned by the DHCP server in an OFFER
message can be transmitted back to the network access device in RADIUS attributes.

The following applies to the mapping between RADIUS attributes and DHCP options:

Both standard and vendor-specific DHCP options are supported. (Vendor-specific DHCP options must
use standard encapsulation rules, as described in RFC 2132.)

Format conversions between RADIUS attributes and DHCP options are performed. For example, a
DHCP option containing an IP address is formatted into dotted notation when returned in a RADIUS
string attribute.

A single RADIUS request attribute can set more than one DHCP options in a request, and a single
DHCP option can set more than one RADIUS response attribute.

A single DHCP option containing multiple values can be mapped to multiple instances of a single
RADIUS attribute.

For example, a RADIUS attribute called IP-Router could appear multiple times in an Access-Accept.
DHCP's Router option returns a list of IP addresses of routers. This single DHCP option can be
configured to return multiple instances of the RADIUS IP-Router attribute -- one for each router
address in the list.

A single DHCP option containing multiple values can be mapped to multiple RADIUS attributes.

For example, two RADIUS attributes exist, Primary-DNS-Server and Secondary-DNS-Server. DHCP's
DNS Server option returns a list of IP addresses of DNS servers. This single DHCP option can be
configured to set the first DNS server address in Primary-DNS-Server and the second in Secondary-
DNS-Server.

Only attributes appropriate to the dictionary are returned.

Therefore, if network access devices from different vendors use different RADIUS attributes for the
same information, each RADIUS attribute that might be required can be mapped to the same DHCP
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option. The correct attribute is returned to the network access device.
Using Multiple Servers

As the information required to renew or release a DHCP-assigned address is contained in the Class attribute, it
is feasible to set up multiple servers, all utilizing a common DHCP server for address allocation. The network
access device can issue requests to any of the servers, and addresses are assigned and released correctly even
if different servers handle authentication and accounting requests for the same session.

This architecture requires that each server must be configured to be stateless—that is, the current sessions
database must be turned off in the radius.ini file, as follows:

[CurrentSessions]
Enable=0

Current sessions processing makes sense only when authentication and all accounting are directed to the same
server. If current sessions processing is not disabled, the current session’s database is incorrect and always
growing. For example, DHCP addresses are prematurely released when phantoms expire.

Setting Up IPX Address Pools

The IPX Pools dialog (Figure 96: Address Pools Panel: IPX Pools) allows you to set up one or more pools out of
which unique IPX network numbers are assigned as users require them. Each pool consists of a list of one or
more ranges of IPX network numbers.

Figure 96: Address Pools Panel: IPX Pools
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Adding an IPX Pool

An IPX pool consists of one or more ranges of IPX network numbers. You can add or delete ranges and set an
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optional description for each address pool.

To add an IPX address pool:
1. Choose Address Pools> IPXin the sidebar.
The IPX Address Pools panel appears.
2. Clickthe Add button in the toolbar.

The Add IPX Address Pool dialog appears.

Figure 97: Add IPX Address Pool Dialog
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3. Enter the name of the IPX address pool in the Name field.
4. Optionally, enter a description of the address pool in the Description field.
5. ldentify the address ranges in the IP address pool.

a. Click the Add button below the Address Ranges list.

The Add IP Address Range dialog opens.

Figure 98: Add IP Address Range Dialog
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b. Enter the first address in the Starting address field.

C. Enter the number of IPX addresses in the address range in the Number of addresses field.
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d. Click Add.

e. Repeat steps a-d for each address range in the IPX address pool. When you are finished, click
Close.

6. Click OK.
Editing an IPX Address Pool
To edit an IPX address pool:
1. Choose Address Pools> IPX in the sidebar.

2. Select the entry you want to modify and click the Edit button (or right-click the entry and choose
Edit).

The Edit IPX Address Pool dialog appears.

Figure 99: Edit IPX Address Pool Dialog
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3. Modify the settings for the address pool as needed.

To add an address range to the address pool, click the Add button and specify the starting
address and number of addresses in the range.

To modify an address range, select it and click the Edit button.
To delete an address ranges from the address pool, select it and click the Delete button.

4. When you are finished, click Save.

Removing an IPX Address Pool
To delete an IPX address pool:
1. Click the Address Pools button to display the Address Pools panel.

2. Clickthe IPX Address Pools tab to display the list of IPX address pools that have been configured.

3. Select the entry you want to remove and click the Delete button (or right-click the entry and choose
Delete).

4. When you are prompted to confirm the deletion, click Yes.
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Specifying Pooled IPX Network Numbers in User/Profile Records

The Framed-IPX-Address return list attribute controls how Steel-Belted Radius assigns an IPX address to a user

making a connection.

When you add or edit the Framed-IPX-Address attribute for a user or profile, the Framed-IPX-Address dialog
appears. To select an IPX address assignment option, type an IPX address in the IPX address field or click the IPX
Address Pool check box and select the name of the IPX address pool you want to use from the list.

Figure 100: Specifying an IPX Pool for the Framed-IPX-Address Attribute
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Chapter 18
Administering Address Pools via WebGUI

This chapter describes how to set up IPv4 and IPX address pools via WebGUI. Steel-Belted Radius does not
support IPv6 address pools.

0 Note: Please contact Pulse Secure Global Support Center If you need address pools larger than 65,535(216)
addresses.

Address Pool Files

The following files establish settings for IP and IPX address pools. For more information about these files, refer to
the Steel-Belted Radius Reference Guide.

Table 24: Address Pool Files

File Name Function

dhcp.ini Configures DHCP address pools so that IP addresses can be assigned from a backend
DHCP server.

pool.dhc Configures specific DHCP address pools, where pool is the name of an address pool listed
in dhcp.ini.

radius.ini Specifies (among other things) the suffixes used to set up NAD-specific IP pools.

Setting Up IP Address Pools

The IP Address Pool and IPX Address Pool page (Figure 101: IP Address Pools Page and IPX Address Pools Page
Adding an) allow you to set up one or more pools out of which unique IPv4 or IPX addresses are assigned as
users require them. Each address pool consists of a list of one or more ranges of addresses.
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Figure 101: IP Address Pools Page and IPX Address Pools Page Adding an

S e C U re System Authentication Users Maintenance

Total Number of IP Pools: 0 Number of items selected: 0
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S e C U re System Authentication Maintenance
Name Description
Total Number of IPX Pools: 0 Number of items selected: 0

Adding an IPv4 Address Pool

An IP address pool consists of one or more ranges of IPv4 addresses. You can add or delete ranges and set an
optional description for each address pool.

To add an IP address pool:

1. Choose System > Address Pools > IP. The |P Address Pools page appears.
2. Clickthe Add button.

The Add IP Address Pool page appears.
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Figure 102: Add IP Address Pool Page
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3. Enter the name of the IP address pool in the Name field.
4. Optionally, enter a description of the address pool in the Description field.
5. Identify the address range or ranges in the IP address pool.

a. Click the Add button below the Address Ranges list.
The Add IP Address Range page opens.

Figure 103: Add IP Address Range Page

Add IP Address Range

Starting address:

Mumber of addresses:
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b. Enter the first address in the Starting address field.
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c. Enter the number of addresses in the address range in the Number of addresses field.

d. Click Add.

e. Repeat steps a-d for each address range in the IP address pool. When you are finished, click

Close.
7. Click OK.
Editing an IP Address Pool
To edit an IP address pool:

1. Choose System > Address Pools > IP.

2. Select the entry you want to modify and click the Edit button.

The Edit IP Address Pool page appears.

Figure 104: Edit IP Address Pool Page

Secure s.en

Authentication

Maintenance

Name: IP POOL 1
Description Pool Description
v [
Starting Address Size
10.1.1.1 00

3. Modify the settings for the address pool as needed.

To add an address range to the address pool, click the Add button and specify the starting

address and number of addresses in the range.

To modify an address range, select it and click the Edit button.

To delete an address range from the address pool, select it and click the Delete button.
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4. When you are finished, click Save.

Removing an IP Address Pool
To delete an IP address pool:

1. Choose System > Address Pools > IP.

Steel-Belted Radius Administration Guide - GEE

2. Select the entry you want to remove and click the Delete button.

3. When you are prompted to confirm the deletion, click Yes.

Specifying an IP Address Pool for User/Profile Records

The Framed-IP-Address return list attribute controls how the server assigns an IP address to a user making a
connection. When you add or edit the Framed-IP-Address attribute in the Users or Profiles page, the Add
Attribute page (Figure 105: Editing the Framed-IP-Address) allows you to choose an IP address pool instead of

specifying an IP address.

Figure 105: Editing the Framed-IP-Address
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Steel-Belted Radius allows you to define a set of suffixes that define categories of IP address pools. For example,
a pool category might correspond to the kinds of services available to users in that category. You might decide to
define categories called Bronze, Silver, and Gold to identify different packet routing priorities.

To create a set of service-level address pools:

1. Define suffixes for the various service-level address pools in the [IPPoolSuffixes] section of radius.ini.
Forexample:

[IPPoolSuffixes]
-GOLD
-SILVER

-BRONZE

2. Define IP address pools using the suffixes configured in the [IPPoolSuffixes] section of radius.ini

Figure 106: Service Level Suffixes in the IP Address Pools Page

S e C U re System Authentication Users

Maintenance

Total Number of IP Pools: 0 Number of items selected: 0

3. Associate the new IP address pool with the appropriate NAD by use of IP Address Pool field on the
RADIUS Clients page.

4. Assign a user to a NAD-specific IP address pool and suffix in the Users page or the Profiles page.
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Figure 107: Associating IP Address Pools with RADIUS Clients
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If user EDISON CARTER, who has been assigned to <RAS>-GOLD, logs into RAST, he receives an IP
address from the RAS1-GOLD address pool. If he logs into RAS2, he receives an address from the
RAS2-GOLD address pool. If, however, he logs into RAS3 but RAS3-GOLD has not been defined in the
IP Pools page, he is not assigned an IP address.

Specifying IP Address Assignment from a DHCP Server

IP addresses can be assigned from a backend DHCP server, rather than from a standard IP address pool. DHCP
address pools function like internal address pools—Framed-IP-Address can be allocated from any address pool,
either internal or DHCP.

DHCP address pools are defined in the dhcp.ini file and initialization files with the extension .dhc.

In addition, each DHCP address pool must be enabled by adding a placeholder IP address pool in the SBR
Administrator. This placeholder pool should have the same name as the DHCP pool, and should have an empty
list of address ranges. The placeholder pool allows the DHCP pool to appear in lists presented by the SBR
Administrator, so it can be selected into an attribute.

When an IP address must be assigned from a DHCP pool during an Access-Request, DHCP DISCOVER and
REQUEST messages are issued to trigger the allocation of an address. When an accounting Stop ends the
session, DHCP RELEASE is issued to the server that allocated the address. Upon receipt of an accounting
INTERIM request, a DHCP REQUEST message is issued to the server that allocated the address, attempting to
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extend the lease. If the server is specified as a broadcast address, DHCP failover occurs if the primary DHCP
server go down.

DHCP leases can be acquired, extended, and released by different servers. The server that acquires the lease
adds all the information for extending and releasing the lease to the Class attribute.

Flexible configuration features allow RADIUS attributes to be mapped to DHCP options. Therefore, information
from a RADIUS request can be provided to the DHCP server, and information returned from the DHCP server
can be returned to the network access device.

During authentication, if an address is assigned from a pool, the pool name must refer to either a DHCP pool or
an internal pool. If the pool name is not found, the request is rejected.

Address Allocation

During address allocation, a DISCOVER message is issued. If an OFFER is received from a DHCP server and the
offered lease time meets the minimum lease time requirements, the server issues a REQUEST message. If an
ACK message is received, the allocated address is returned in the Access-Accept.

In addition to the options required for normal DHCP operation, additional options in the DHCP DISCOVER and
REQUEST messages are constructed based on the attributes in the RADIUS request and the literal values
specified in the [Request] section for the pool. A Parameter Request List option is also constructed, listing all
return options required for populating the RADIUS response, as specified in the [Reply] section for the pool.

If an address is assigned by means of DHCP, the DH= field is added to the Class attribute. This field includes:
The unique client identifier for this lease.
The address of the DHCP server.

The lease time.

The unique client identifier for each user session is placed in the client hardware address field of the DHCP
request as well as in the Client ID option. This information is used by the DHCP server to associate IP addresses
with clients.

Address Renewal

If an INTERIM accounting message whose Class attribute includes both the IP=and the DH= fields is received,

a REQUEST message is unicast to the DHCP server that allocated the address in an attempt to renew the lease.
It requests the same lease time as was granted for the original request. If the server is specified as a broadcast
address, DHCP failover occurs if the primary DHCP server go down.

0 Note: If a renewal request is rejected, the DHCP server does not inform the network access device that the
user’'s IP address is not renewed and might become invalid.

Address Release

If an accounting Stop message whose Class attribute includes both the IP=and the DH=fields is received, a
RELEASE message is unicast to the DHCP server that allocated the address.

0 Note: The DHCP server does not reply to the RELEASE message.

An address to the DHCP server is also released when a session is deleted from its session database for reasons
other than receiving an accounting Stop. For example, phantom session expiration or administrative deletion of
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a session resultin the release of the temporary DHCP address.
DHCPOption Mapping

Options in a DHCP DISCOVER or REQUEST message can automatically be constructed based on attributes in the
RADIUS request as well as pre-configured literal values. Also, options returned by the DHCP server in an OFFER
message can be transmitted back to the network access device in RADIUS attributes.

The following applies to the mapping between RADIUS attributes and DHCP options:

Both standard and vendor-specific DHCP options are supported. (Vendor-specific DHCP options must
use standard encapsulation rules, as described in RFC 2132))

Format conversions between RADIUS attributes and DHCP options are performed. For example, a
DHCP option containing an IP address is formatted into dotted notation when returned in a RADIUS
stringattribute.

Asingle RADIUS request attribute can set more than one DHCP options in a request, and a single
DHCP option can set more than one RADIUS response attribute.

A single DHCP option containing multiple values can be mapped to multiple instances of a single
RADIUS attribute.

For example, a RADIUS attribute called IP-Router could appear multiple times in an Access-Accept.
DHCP's Router option returns a list of IP addresses of routers. This single DHCP option can be
configured to return multiple instances of the RADIUS IP-Router attribute -- one for each router
address in the list.

A single DHCP option containing multiple values can be mapped to multiple RADIUS attributes.

For example, two RADIUS attributes exist, Primary-DNS-Server and Secondary-DNS-Server. DHCP's
DNS Server option returns a list of IP addresses of DNS servers. This single DHCP option can be
configured to set the first DNS server address in Primary-DNS-Server and the second in Secondary-
DNS-Server.

Only attributes appropriate to the dictionary are returned.

Therefore, if network access devices from different vendors use different RADIUS attributes for the
same information, each RADIUS attribute that might be required can be mapped to the same DHCP
option. The correct attribute is returned to the network access device.

Using Multiple Servers

As the information required to renew or release a DHCP-assigned address is contained in the Class attribute, it
is feasible to set up multiple servers, all utilizing a common DHCP server for address allocation. The network
access device can issue requests to any of the servers, and addresses are assigned and released correctly even
if different servers handle authentication and accounting requests for the same session.

This architecture requires that each server must be configured to be stateless—that is, the current sessions
database must be turned off in the radius.ini file, as follows:

[CurrentSessions]
Enable=0

Current sessions processing makes sense only when authentication and all accounting are directed to the same
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server. If current sessions processing is not disabled, the current session’s database is incorrect and always
growing. For example, DHCP addresses are prematurely released when phantoms expire.

Setting Up IPX Address Pools

The IPX Pools page (Figure 108: Address Pools Page: IPX Pools) allows you to set up one or more pools out of
which unigue IPX network numbers are assigned as users require them. Each pool consists of a list of one or
more ranges of IPX network numbers.

Figure 108: Address Pools Page: IPX Pools

Sec U re System Authentication Users Maintenance

Total Number of IPX Pools: 0 Number of items selected: 0

Adding an IPX Pool

An IPX pool consists of one or more ranges of IPX network numbers. You can add or delete ranges and set an
optional description for each address pool.

To add an IPX address pool:

1. Choose System > Address Pools > IPX.
The IPX Address Pools page appears.

2. Click the New button.

The Add IPX Address Pool page appears.
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Figure 109: Add IPX Address Pool Page

System Authentication Maintenance

3. Enter the name of the IPX address pool in the Name field.
4. Optionally, enter a description of the address pool in the Description field.
5. Identify the address ranges in the IP address pool.

a. Clickthe Add button below the Address Ranges list.

The Add IP Address Range page opens.
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Figure 110: Add IP Address Range Page

Add IPX Address Range
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b. Enter the first address in the Starting address field.
c. Enter the number of IPX addresses in the address range in the Number of addresses field.
d. Click Add.

e. Repeat steps a-d for each address range in the IPX address pool. When you are finished, click
Close.

6. Click OK.
Editing an IPX Address Pool
To edit an IPX address pool:
1. Choose System > Address Pools > IPX.

2. Select the entry you want to modify and click the Edit button

The Edit IPX Address Pool page appears.
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Figure 111: Edit IPX Address Pool Page
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3. Modify the settings for the address pool as needed.

To add an address range to the address pool, click the Add button and specify the starting
address and number of addresses in the range.

To modify an address range, select it and click the Edit button.
To delete an address ranges from the address pool, select it and click the Delete button.

4. When you are finished, click Save.

Removing an IPX Address Pool

To delete an IPX address pool:

1. Choose System > Address Pools > IPX to display the list of IPX address pools that have been configured.
2. Select the entry you want to remove and click the Delete button.

3. When you are prompted to confirm the deletion, click Yes.
Specifying Pooled IPX Network Numbers in User/Profile Records

The Framed-IPX-Address return list attribute controls how Steel-Belted Radius assigns an IPX address to a user
making a connection.
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When you add or edit the Framed-IPX-Address attribute for a user or profile, the Framed-IPX-Address page
appears. To select an IPX address assignment option, type an IPX address in the IPX address field or click the IPX
Address Pool check box and select the name of the IPX address pool you want to use from the list.

Figure 112: Specifying an IPX Pool for the Framed-IPX-Address Attribute
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Chapter 19
Setting Up Administrator Accounts via Legacy SBR
Administrator

This chapter describes how to set up Steel-Belted Radius administrators via legacy SBR administrator and specify
what permissions an administrator holds.

Administrator Files

The following files establish settings for administrative permissions. For more information about these files, refer
to the Steel-Belted Radius Reference Guide.

Table 25: Administrator Files

File Name Function

access.ini Maps operating system user or group account levels to administrative permissions.

admin.ini Maps administrative access levels to sets of access rights.

Administrators Panel

The Administrators panel lets you grant and revoke the right to use the SBR Administrator to configure a Steel-
Belted Radius server. Each time you log into a Steel-Belted Radius server, SBR Administrator prompts you to
authenticate yourself by entering an account name and password.

Figure 113: Administrators Panel
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When the Steel-Belted Radius software is installed, any user who is @ member of the group Administrators on a
Steel-Belted Radius server implicitly has the right to use the SBR Administrator at its default (full) level of access.
The Administrators panel lets you modify these default permissions.

The Administrators panel lists the users and groups who have been explicitly granted the right to run the SBR
Administrator. Local users or groups are shown with their normal name. Remote users or groups are shown
with the name of the domain, followed by a backslash and then the name of the domain user or group.

If you want to control administrative access at a finer level of detail, Steel-Belted Radius allows you to designate
other Windows user and/or group accounts as administrative accounts. You can also assign various levels of
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administrative privilege to these accounts. Refer to “access.ini File” and “admin.ini File” in the Steel-Belted Radius
Reference Guide for more information.

Adding a Local Administrator

To add a local administrator to the Steel-Belted Radius database:
1. Choose Administrators inthe sidebar.
The Administrators panel appears.

2. Clickthe Add button to open the Browse for Administrator dialog.

Figure 114: Browse for Administrator Dialogs
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3. Click the Local radio button to specify you are adding a local user.
4. ldentify the local users or groups you want to add.
If you want to add a local user, click the Users tab and select the name of a user.
If you want to add a local group, click the Groups tab and select the name of a user group.
5. Click Add.
6. Continue adding local users and groups until you are done, then click Close.

Adding a Remote Administrator

o Note: Browsing within a domain with large number of users or groups to select an administrator
or group name can adversely affect Steel-Belted Radius performance. See “"Adding a Remote Administrator
Manually” for information on how to add a remote administrator manually.
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To grant access to a remote administrator within a domain:
1. Choose Administrators in the sidebar.
The Administrators panel appears.

2. Clickthe Add button to open the Browse for Administrator dialog Figure 114: Browse for
Administrator Dialogs).

3. Click the Domain radio button to specify you are adding a remote (domain) user.
4. When the list of domains appears, select the domain within which you would like to grant access.
5. ldentify the remote users or groups within that domain who you want to add.

If you want to add a remote user, click the Users tab and select the name of a user.

If you want to add a remote group, click the Groups tab and select the name of a user group.
6. Click Add.

7. Continue adding domain users and groups until you are done, then click Close.

Adding a Remote Administrator Manually

You can add a remote administrator manually by editing your admin.ini and access.ini configuration files. The
access.ini file maps user or group account names to levels of administrative privilege. The admin.ini file maps
administrative access levels to sets of access rights.

To add an administrator manually, create an entry in the [Users] section of the access.ini file in domain\user =
access format. For example:

[Users]
_system.localhost=SnmpAgent
MyDomain\myuser=superadmin

If you want to add a group, create an entry in domain\group = access format in the [Groups] section of the
access.inifile.

[Groups]
SBRDomain\Administrators=superadmin
After you modify and save the access.ini file, restart Steel-Belted Radius to make the new entries active.

If you want to specify which settings an administrator can view or change, you can create a new access level in the
admin.ini file, and then associate that access level with one or more administrators. For example, the UserSetup
section in admin.ini creates an access level called Users that would let an administrator add/modify/delete

user entries and display existing profiles and IP address pools, Access to settings not referenced in this list is
automatically denied to a user given this access level.

[UserSetup]

Users=rw

Profiles=r
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IP-Pools=r

To assign the UserSetup access level to an administrator, edit the access.ini file, associate the Users access level
with one or more users, and restart Steel-Belted Radius.

[Users]
_system.localhost=SnmpAgent

MyDomain\myuser =UserSetup

Deleting an Administrator

To revoke rights for a Steel-Belted Radius administrator:
1. Choose Administrators in the sidebar.
The Administrators panel appears.
2. Select the user or group whose administration rights you want to revoke.
3. Clickthe Delete button on the SBR Administrator toolbar (or right-click the entry and choose Delete).

4. When you are prompted to confirm the deletion, click Yes.

6 Note: Be careful not to revoke your own rights. If you do so, you will no longer have access to Steel-Belted Radius
administrative functions.
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Chapter 20
Setting Up Administrator Accounts via WebGUI

This chapter describes how to set up Steel-Belted Radius administrators and specify what permissions an
administratorholds via WebGUI.

Administrator Files

The following files establish settings for administrative permissions. For more information about these files, refer
to the Steel-Belted Radius Reference Guide.

Table 25: Administrator Files

File Name Function

access.ini Maps operating system user or group account levels to administrative permissions.

admin.ini Maps administrative access levels to sets of access rights.

Administrators Page

The Administrators page lets you grant and revoke the right to use the SBR Administrator to configure a Steel-
Belted Radius server. Each time you log into a Steel-Belted Radius server, SBR Administrator prompts you to
authenticate yourself by entering an account name and password.
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Figure 115: Administrators Page
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When the Steel-Belted Radius software is installed, any user who is a member of the group Administrators on a
Steel-Belted Radius server implicitly has the right to use the SBR Administrator at its default (full) level of access.
The Administrators page lets you modify these default permissions.

The Administrators page lists the users and groups who have been explicitly granted the right to run the SBR
Administrator. Local users or groups are shown with their normal name. Remote users or groups are shown
with the name of the domain, followed by a backslash and then the name of the domain user or group.

If you want to control administrative access at a finer level of detail, Steel-Belted Radius allows you to designate
other Windows user and/or group accounts as administrative accounts. You can also assign various levels of
administrative privilege to these accounts. Refer to “access.ini File” and “admin.ini File” in the Steel-Belted Radius
Reference Guide for more information.

Adding a Local Administrator

To add a local administrator to the Steel-Belted Radius database:
1. Choose Users > Administrator > Admin Users. The Administrators page appears.

2. Clickthe New button to open the Browse for Administrator page.
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Figure 116: Browse for Administrator Pages
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3. Click the Local radio button to specify you are adding a local user.

4. ldentify the local users or groups you want to add.

If you want to add a local user, click the Users tab and select the name of a user.
If you want to add a local group, click the Groups tab and select the name of a user group.
5. Click Add.

6. Continue adding local users and groups until you are done, then click Close.

Adding a Remote Administrator

0 Note: Browsing within a domain with large number of users or groups to select an administrator
or group name can adversely affect Steel-Belted Radius performance. See “Adding a Remote Administrator
Manually” for information on how to add a remote administrator manually.

To grant access to a remote administrator within a domain:
1. Choose Users > Administrators > Admin Users.

The Administrators page appears.
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2. Click the New button to open the Browse for Administrator page (Figure 116: Browse for
Administrator Pages.

3. Click the Domain radio button to specify you are adding a remote (domain) user.
4. When the list of domains appears, select the domain within which you would like to grant access.
5. ldentify the remote users or groups within that domain who you want to add.

If you want to add a remote user, click the Users tab and select the name of a user.

If you want to add a remote group, click the Groups tab and select the name of a user group.
6. Click Add.

7. Continue adding domain users and groups until you are done, then click Close.

Adding a Remote Administrator Manually

You can add a remote administrator manually by editing your admin.ini and access.ini configuration files. The
access.ini file maps user or group account names to levels of administrative privilege. The admin.ini file maps
administrative access levels to sets of access rights.

To add an administrator manually, create an entry in the [Users] section of the access.ini file in domain\user =
access format. For example:

[Users]
_system.localhost =SnmpAgent
MyDomain\myuser=superadmin

If you want to add a group, create an entry in domain\group = access format in the [Groups] section of the
access.inifile.

[Groups]
SBRDomain\Administrators=superadmin
After you modify and save the access.ini file, restart Steel-Belted Radius to make the new entries active.

If you want to specify which settings an administrator can view or change, you can create a new access level in the
admin.ini file, and then associate that access level with one or more administrators. For example, the UserSetup
section in admin.ini creates an access level called Users that would let an administrator add/modify/delete

user entries and display existing profiles and IP address pools, Access to settings not referenced in this list is
automatically denied to a user given this access level.

[UserSetup]

Users=rw
Profiles=r
IP-Pools=r

To assign the UserSetup access level to an administrator, edit the access.ini file, associate the Users access level
with one or more users, and restart Steel-Belted Radius.
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[Users]
_system.localhost=SnmpAgent

MyDomain\myuser =UserSetup

Deleting an Administrator

To revoke rights for a Steel-Belted Radius administrator:
1. Choose Users > Administrators > Admin Users.
The Administrators page appears.
2. Selectthe user or group whose administration rights you want to revoke.
3. Clickthe Delete button.
4. When you are prompted to confirm the deletion, click Yes.

o Note: Be careful not to revoke your own rights. If you do so, you will no longer have access to Steel-Belted Radius
administrative functions.
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Chapter 21
Configuring Realm Support

This chapter describes how to configure proxy and directed realms in Steel-Belted Radius.
Realm Configuration Files

The following files establish settings for setting up users. For more information about these files, refer to the
Steel-Belted Radius Reference Guide.

Table 26: Realm Files

File Name Function

filter.ini Stores filters for RADIUS attributes. Filters might be referenced from the [Auth] or [Acct]
section of a RealmName.pro or RealmName.dir file.

0 Note: You use the SBR Administrator to configure the filter.ini file. Donot edit the
filter.ini file manually.

proxy.ini Specifies the order of realm selection methods, the realm selection rules, and other
settings for all realms on the server.

proxyrlini Configures settings for smart static accounting, which lets you specify that accounting
packets for a proxy or directed realm should be forwarded to one or more proxy realms.

radius.ini Enables proxy support and specifies (among other things) the realm names that indicate
a server should handle a request and whether realm names and other username
decorations should be stripped.

RealmName.dir Specifies settings for each directed or accounting realm you set up, where RealmName
is the realm name. Note that RealmName must be listed in the [Directed] section of the
proxy.ini file.

RealmName.pro Specifies settings for each proxy realm you set up, where RealmName is the realm name.

Note that RealmName must be listed in the [Realms] section of the proxy.ini file.

Stage One of Realm Configuration

Perform the following steps to configure a realm of any type for Steel-Belted Radius. Some steps require that
you edit parameters in Steel-Belted Radius configuration files.

1. Determine whether you want to provide proxy RADIUS or directed realms.

Does the customer have its own RADIUS server(s), to which you'll direct requests? If so, you'll need to

set up a proxy RADIUS realm for the customer.

Does the customer need you to host its RADIUS server? If so, you'll need to set up a directed
authentication and/or accounting realm for the customer.

2. Ifyou have not done so already, configure Steel-Belted Radius to support realms. You must do this
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for either type of realm.
radius.ini
[Configuration]
ExtendedProxy=1
3. You might also enable the attribute filtering feature for proxy RADIUS realms.
AttributeEdit=1
4. If you have not done so already, define delimiter conventions for realm name parsing.

The delimiter conventions that you define in proxy.ini are used for all realms defined in Steel-Belted
Radius. Be sure to inform the customer of the delimiter and prefix/suffix conventions you are using
forrealms.

proxy.ini
[Configuration]
RealmSuffix=
RealmPrefix=
5. Agree upon a realm name (or DNIS grouping) with the customer.

Keep the realm name simple if the realm is not defined by DNIS, because end users must enter it

in combination with their existing usernames (for example, User@RealmName). The realm name
configured in Steel-Belted Radius does not need to match any names in use at the customer site. The
realm name cannot match an existing target name, realm name, or tunnel name in your Steel-Belted
Radius configuration.

If the realm is defined as a DNIS grouping, the user is matched to a realm based on the Called-
Station-Id.

Configuring a Proxy RADIUS Realm
A proxy RADIUS server treats a realm as a destination against which it performs authentication and accounting.

Table 27 outlines the process of configuring a new proxy RADIUS realm for Steel-Belted Radius. Table 27 also
lists the sections that you must edit in configuration files to accomplish each step. No step in this process might
be omitted unless this table indicates that it is optional.

Table 27: Proxy Realm Configuration

Step Proxy RADIUS Configuration Task File and Section
1 Complete the preparatory steps outlined in the previous —

section.
2 Register the realm name with Steel-Belted Radius. Optionally, proxy.ini

you can use wild cards to specify matching rules for realms,

and you can specify the default realm for undecorated User- [Realms]

Name attributes Realm1
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Step Proxy RADIUS Configuration Task File and Section

Realm2 =*.msn.com

Realm3 = <undecorated>

3 Create a realm configuration file for each realm you register. Realm1.pro
Realm?2.pro
Realm3.pro
4 Study the customer’s current (or planned) RADIUS —

configuration. The customer’s RADIUS servers are the target
serversin the new realm.

* Areauthentication and accounting packets directed to
different RADIUS servers?

* What is their need for a fast-fail policy, primary-
secondary server strategy, or round-robin load
balancing?

Are some servers used for authentication and some for
accounting?

. What is the IP address of each RADIUS server?

* What UDP port and shared secret does each server use
for authentication and/or accounting?

5 Does the customer want its RADIUS servers to receive proxy.ini
Accounting-On and Accounting-Off messages? If so, add the

new realm to your static proxy accounting configuration. See [StaticAcct]

“Static Proxy Accounting’. 7=name
8=name
[name]

realm=RealmName

6 Use the SBR Administrator program to create a proxy entry Add Proxy Target dialog
for each target in the new realm. For authentication targets, ) }
verify that the Make available as an authentication Edit Proxy Target dialog

method check box is unchecked.

7 Give the customer the IP address of the Steel-Belted Radius —
server as well as the UDP port and shared secret it uses for
authentication and accounting. Instruct the customer that for
each target in the new realm, the Steel-Belted Radius server
must be added to the target's database as a RADIUS client.
Presumably, someone at the customer site performs this task
by running the target server's RADIUS configuration utility.

8 Enable authentication in this realm. RealmName.pro

[Auth] Enable=1

9 (Optional) Indicate that any realm names and delimiters are to StripRealm=
be stripped from the User-Name before it is sent to the target
server for authentication.

. Avalue of 0 indicates realm names should not
be stripped.

* Avalue of 1 indicates realm names should be stripped.

10 Specify which target servers receive authentication packets.
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Step Proxy RADIUS Configuration Task File and Section

Configure load balancing and other details of realm and TargetsSection=name

target selection for authentication packets. y

This is a multi-step process: (1) In the [Auth] section of the
RealmName.pro file, set Enable to 1 and assign a name to [name]
the TargetsSection parameter; (2) create a [name] section

in the file; and (3) within this section list the targets for server=
authentication. When listing a target, use the name you
assigned to it in the Proxy dialog.
11 (Optional) Specify an attribute filter to apply to authentication RealmName.pro
requests going out to the realm from Steel-Belted Radius. AUth]
u

This is a multi-step process: (1) In the [Auth] section of
RealmName.pro, assign a name to the FilterOut parameter;
(2) create a [name] section in the filter.ini file; and (3) within
the filter.ini [name] section list the rules for editing the
attributes in a RADIUS authentication request packet before [name]
forwarding the packet “out” to a proxy RADIUS realm.

FilterOut=name

filter.ini

M
12 (Optional) Specify an attribute filter to apply to authentication RealmName.pro
responses returning into Steel-Belted Radius from the realm. (Auth]
u

This is a multi-step process: (1) In the [Auth] section of
RealmName.pro, assign a name to the Filterin parameter; (2)
create a [name] section in the filter.ini file; and (3) within the

Filterln=name

filter.ini
filter.ini [name] section list the rules for editing the attributes
in an authentication response packet as it returns “in” from [name]
the proxy RADIUS realm, before relaying the packet back to
the RADIUS client. M
13 Enable proxy RADIUS accounting in this realm. RealmName.pro
[Acct]
Enable=1
14 (Optional) Indicate that any realm names and delimiters are to StripRealm=1
be stripped from the User-Name before it is sent to the target
server for accounting.
* Avalue of O indicates realm names should not
be stripped.
Avalue of 1 indicates realm names should be stripped.
15 (Optional) Indicate that accounting attributes should be RecordLocally=1
logged locally on the Steel-Belted Radius server as well as
being directed to the realm.
Avalue of 0 indicates accounting attributes should not
be logged locally.
* Avalue of 1 indicates accounting attributes should
be logged locally.
16 Specify which target servers receive accounting packets. TargetsSection=name
Configure load balancing and other details of realm and
target selection for accounting packets. M
This is a multi-step process: (1) In the [Acct] section of the [name]
RealmName.pro file, set Enable to 1 and assign a name to the Server=

TargetsSection parameter; (2) create a [name] section in the
file; and (3) within this section list the targets for accounting.
When listing a target, use the name you assigned to it in the
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Step Proxy RADIUS Configuration Task File and Section
Proxy dialog.
17 (Optional) Specify an attribute filter to apply to accounting RealmName.pro

requests going out to the realm from Steel-Belted Radius.
This is a multi-step process: (1) In the [Acct] section of
RealmName.pro, assign a name to the FilterOut parameter;
(2) create a [name] section in the filter.ini file; and (3) within
the filter.ini [name] section list the rules for editing the
attributes in a RADIUS accounting request packet before
forwarding the packet “out” to a proxy RADIUS realm.

[Acct]
FilterOut=name
filter.ini

[name]

18 (Optional) Specify an attribute filter to apply to accounting
responses returning into Steel-Belted Radius from the realm.

This is a multi-step process: (1) In the [Acct] section of
RealmName.pro, assign a name to the Filterin parameter; (2)
create a [name] section in the filter.ini file; and (3) within the
filter.ini [name] section list the rules for editing the attributes
in an accounting response packet as it returns “in” from the
proxy RADIUS realm, before relaying the packet back to the

RealmName.pro
[Acct]
Filterln=name
filter.ini

[name]

RADIUS client.
19 (Optional) Provide DNIS information for this realm. RealmName.pro
[Called-Station-ID]
20 (Optional) Specify a proxy fast-fail policy for the realm. [FastFail]
21 (Optional) Enable Steel-Belted Radius to map the presence or proxy.ini
absence of certain attributes or values to this realm. )
[AuthAttributeMap]
RealmName
[AcctAttributeMap]
RealmName

22 It's possible to load your new realm configuration dynamically,
without stopping and restarting the server.

Under Linux: Issue the HUP signal to the Steel-Belted Radius
process:

kill -HUP ProcessID

Under Windows: Run the RADHUP.EXE program from the
command shell. (RADHUP.EXE is located in the server
directory that you specified at installation time, usually C:\
Program Files (x86)\Pulse Secure\Steel-Belted Radius\Service.)
Steel-Belted Radius re-reads proxy.ini, filter.ini, and all .pro
files in the server directory, and resets its realm configuration
accordingly.

0 Note: Rarely, you must edit radius.ini while configuring a
realm. If you do edit radius.ini, you must stop and restart
Steel-Belted Radius before your new configuration is fully
loaded

Configuring a Directed Realm

Table 28 traces the process of configuring a directed authentication and/or accounting realm for Steel-Belted
Radius. Table 28 also lists the sections that you must edit in Steel-Belted Radius configuration files to
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accomplish each step. No step in this process should be omitted unless the table indicates that the step is

optional.

Table 28: Configuring a Directed Realm

Step

1

Directed Realm Configuration Task File and Section

Complete the steps outlined in “Stage One of —
Realm Configuration’.

Register the RealmName with Steel-Belted Radius. Optionally, proxy.ini
you can use wild cards to specify matching rules for realms, )

and you can specify the default realm for undecorated User- [Directed]
Name attributes. Realm]
Realm2 =* msn.com

Realm3 = <undecorated>

Create a realm configuration file. RealmName.dir

Add the customer’s user data to your database, which might —
be an external database (SQL, LDAP) or the Steel-Belted
Radius database.

For information on how to add a limited number of users,
see "“Administering Users via Legacy SBR".

For information on adding users in batches, see Appendix
E”.
See also "LDAP Configuration Interface’.

Configure the authentication method in Steel-Belted Radius. —

See"Setting Up EAP Authentication Policies”
See “Configuring SQL Authentication’ and
“Configuring LDAP Authentication”.

Register the authentication method with the realm. RealmName.dir[AuthMethods]

Enable directed authentication in the realm. [Auth]
Enable=

1

(Optional) Indicate that any realm names and delimiters are StripRealm=
to be stripped from the User-Name before authentication is
performed.

Avalue of 0 indicates realm names should not be
stripped.

Avalue of 1 indicates realm names should be stripped.

Understand the data that the customer uses (or plans to use) —
to store accounting and billing records. This indicates the
accounting method(s) to use.

10

Configure the accounting method(s) in Steel-Belted Radius.
For more information, refer to “proxy.ini File” in the Steel-
Belted Radius Reference Guide.

10a

You can set up uniqgue accounting log files by copying
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Step Directed Realm Configuration Task File and Section
account.ini from the server directory to another directory,
renaming it (if desired, but keep the .ini extension), and
editing it to record accounting attributes by each customer.
Use account.ini file syntax.

For more information, refer to “account.ini File” in the Steel-
Belted Radius Reference Guide.

10b You can log to external SQL databases by copying an .acc file acc files
from the server directory to another directory, renaming it (if
desired, but keep the .acc extension), and editing it to record
accounting attributes by each customer. Use .acc file syntax.

See "About SQL Accounting’.

11 Name each accounting method. proxy.ini [DirectedAcct
Methods]
12 Register the accounting method with the realm. RealmName.dir [AcctMethods]
13 Enable directed accounting in the realm. [Acct]
Enable=
1
14 (Optional) Indicate that any realm names and delimiters are StripRealm=
to be stripped from the User-Name before accounting is
performed.

. Avalue of 0 indicates realm names should not be
stripped.

* Avalue of 1 indicates realm names should be stripped.

15 (Optional) Indicate that accounting attributes should be RecordLocally=
logged locally on the Steel-Belted Radius server as well as
being directed to the realm.

* Avalue of 0 indicates accounting attributes should not
be logged locally.

Avalue of 1 indicates accounting attributes should be

logged locally.
16 (Optional) Provide DNIS information for this realm. [Called-Station-ID]
17 Load your new configuration.

If you've added or changed any directed accounting methods,
you must stop and restart the server.

If you've added or changed directed authentication methods
in which external database (SQL or LDAP) authentication is
used, you must stop and restart the server.

18 If you've added or changed directed authentication methods in
which local or pass-through (Local, UNIX, Domain, Host,
SecurlD, or TACACS+) authentication is used, it’s possible to load
your new realm configuration dynamically, without stopping and
restarting the server.
Under Linux: Issue the HUP signal to the Steel-Belted Radius
process: kill -HUP ProcessID

Under Windows: Run the RADHUP.EXE program from the
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Step Directed Realm Configuration Task File and Section
command shell. (RADHUP.EXE is located in the server directory
that you specified at installation time, usually C:\ Program
Files\Pulse Secure\Steel-Belted Radius\Service.) Steel-Belted
Radius re-reads proxy.ini and all .dir files in the server directory,
and resets its realm configuration accordingly.

0 Note: Rarely, you must edit radius.ini while configuring a
realm. If you do edit radius.ini, you must stop and restart the
Steel-Belted Radius before your new configuration is fully loaded.

Editing the radius.ini Realm Settings

1. Use the [Configuration] section of radius.ini to enable or disable realm features for Steel-Belted
Radius: ExtendedProxy and AttributeEdit. Both fields are enabled (set to 1) by default. You can disable
either feature by setting the corresponding field to 0.

2. Use the [Self] section of radius.ini to list all of the realm names that should be handled by this Steel-
Belted Radius server, rather than being proxied to other targets.

3. As with all changes to radius.ini, if you edit radius.ini while configuring a realm, you must stop and
restart the Steel-Belted Radius before your new realm configuration is fully loaded.

Editing the proxy.ini File

The proxy.ini file specifies the order of realm selection methods, the realm selection rules, and other settings for
all realms on the server. Settings for a realm are provided in its RealmName.pro or RealmName.dir file.

After you edit proxy.ini, you must apply your changes as follows:

If you have configured any proxy RADIUS realms, it's possible to load your new realm configuration
dynamically, without stopping and restarting the server.

Linux: Issue the HUP signal to the Steel-Belted Radius process: kill -HUP ProcessID

Windows: Run the RADHUP.EXE program from the command shell. (RADHUP.EXE is located
in the server directory that you specified at installation time, usually C:\Program Files
(x86)\Pulse  Secure\Steel-BeltedRadius\Service.)

Steel-Belted Radius re-reads proxy.ini, filter.ini, and all *.pro and *.dir files in the server directory, and
resets its realm configuration accordingly.

If you have configured any directed realms and if you have added or changed:

Any directed accounting methods at all, you must stop and restart the server to load your new
configuration.

Directed authentication methods in which external database (SQL or LDAP) authentication is
used, you must stop and restart the server to load your new configuration.

Directed authentication methods in which local or pass-through (Local, UNIX, Domain, Host,
SecurlD, or TACACS+) authentication is used, it's possible to load your new realm configuration
by using a HUP signal.

0 Note: Refer to the Steel-Belted Radius Reference Guide for syntax information for the proxy.ini and
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0 Note: If you edit radius.ini while configuring a realm, you must stop and restart the server before your
new configuration is fully loaded.

Setting Up Smart Static Accounting

The proxyrl.ini file supports a feature called smart static accounting, which allows you to specify that the
accounting packets for a proxy or directed realm should be forwarded to a list of one or more proxy or directed
realms. These groups of realms can also be used for static accounting configured in proxy.ini.

This file consists of a number of sections that you name. Each section name is referenced in the
StaticAcctRealms field in the [Acct] section of a .pro or .dir file. Following the section name, you can list a number
of proxy realm names, in the following format:

[realm-list-name-1]
proxy-realm-1

proxy-realm-2

[realm-list-name-2]

Forexample:
[StaticAcctTargets1]
AcctSrvr

AcctSrvrd

o Note: To avoid an infinite loop, the list of static accounting servers must not include realms that use the list.
If you include a realm in a list of static accounting servers and specified the same realm in proxy.ini as doing static
accounting, the realm receives duplicate accounting packets.

Setting Up Proxy RADIUS Realms

For each proxy RADIUS realm that you want to configure in Steel-Belted Radius, you must create a file called
RealmName.pro, where RealmName is the name of the realm, and you must add this RealmName to the
[Realms] section of the proxy.ini file.

If you create or edit a RealmName.pro file, you can apply your configuration changes dynamically, without
stopping the server. Depending on your operating system:

Under Linux: Issue the HUP signal to the Steel-Belted Radius process: kill -HUP ProcessID

Under Windows: Run the RADHUP.EXE program from the command shell. (RADHUP.EXE is located
in the server directory that you specified at installation time, usually C:\Program Files (x86)\Pulse
Secure\Steel-Belted Radius\Service.)

After you do this, Steel-Belted Radius re-reads proxy.ini, filter.ini, and all .pro and .dir files in the server directory,
and resets its realm configuration accordingly.
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0 Note: Rarely, you must edit radius.ini while configuring a realm. If you do edit radius.ini, you must stop and
restart Steel-Belted Radius before your new configuration is fully loaded.

Refer to the Steel-Belted Radius Reference Guide for field information for a *.pro file.
Configuration Tasks

To set up a Realmname.pro file:

1. Specify proxy RADIUS target selection rules.

Each [name] section of a RealmName.pro file specifies a set of rules that Steel-Belted Radius can use
to select a target for proxy-forwarding within the proxy RADIUS realm. Each [name] section consists of
a list of target servers. For any particular request, if the first listed server fails to respond (or is
presumed down), then the other servers are tried in the order listed. A [name] section is activated by
referencingit from the [Auth] and/or [Acct] sections.

2. Optionally, configure round-robin load balancing.

If you have multiple target servers in a realm, you can select whether to use them in round-robin
fashion (load balancing), primary/backup fashion, or a combination of both. The value of the
RoundRobin entry in the [Auth] or [Acct] section indicates the number of targets that are to be
used in round-robin fashion. Refer to the Steel-Belted Radius Reference Guide for information on
configuring round-robin options.

3. Configure proxy RADIUS fast-fail options.

You can use the [FastFail] section of a realm configuration file to fine-tune retry policies for individual
realms, and for specific targets within a realm. If you provide a [FastFail] section, the ProxyFastFail
parameter in the radius.ini [Configuration] section is ignored.

4. Specify username decoration options.

You can use the [ModifyUser] section of a realm configuration file to decorate a realm, where the
realm is determined by other means, such as DNIS or attribute mapping. For example, if george@
gm and george@ford. are both in the RADIUS database, either user could log in as george, as Steel-
Belted Radius would determine the realm, for example, by DNIS. Based on the realm, Steel-Belted
Radius would append either @gm or @ford to the username, and then use the Local User directed
method to authenticate.

Setting Up Directed Realms

A directed realm specifies target methods for directed authentication and/or directed accounting. Its realm
configuration file is called RealmName.dir.

The directed authentication feature permits the server to bypass its authentication methods list and map an
incoming RADIUS request to one or more specific authentication methods. Steel-Belted Radius chooses the
destination method based on routing information found in the request packet. The destination methods might
be any authentication methods already configured on the local Steel-Belted Radius server, regardless of how
they were configured; for example, a method might have been configured using the SBR Administrator dialogs,
the LDAP configuration interface, or an .aut configuration file.

If no directed authentication method is configured, every request percolates through the same authentication
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methods list, as defined in the Authentication Policies panel in SBR Administrator. Directed authentication allows
you to tailor an authentication methods list to a customer's needs.

Directed accounting is also possible. The destination accounting method might be the Steel-Belted Radius
accounting log, an external database configured using an .acc file, or a distinct accounting log file that contains
entries only for this customer.

To activate these features, you must create RealmName.dir files, place them in the Steel-Belted Radius directory,
and list them in the [Directed] section of proxy.ini. Subsequently, any requests that arrive addressed to one of
these realm names are processed on the local server using the instructions you have provided in proxy.ini and

in the corresponding RealmName.dir file.

After you edit a RealmName.dir file, you must apply your changes as follows. If you have added or changed:

Any directed accounting methods at all, you must stop and restart the server to load your new
configuration.

Directed authentication methods in which external database (SQL or LDAP) authentication is used,
you must stop and restart the server to load your new configuration.

Directed authentication methods in which local or pass-through (Local, UNIX, Domain, Host, SecurlD,
or TACACS+) authentication is used, you can apply your configuration changes dynamically, without
stopping the server. Depending on your operating system:

Under Linux: Issue the HUP signal to the Steel-Belted Radius process: kill -HUP ProcessID

Under Windows: Run the RADHUP.EXE program from the command shell. (RADHUP.EXE is
located in the server directory that you specified at installation time, usually C:\Program Files
(x86)\Pulse Secure\Steel-Belted Radius\Service.)

Steel-Belted Radius re-reads proxy.ini, filter.ini, and all .pro and .dir files in the server directory, and
resets its realm configuration accordingly.

0 Note: Rarely, you must edit radius.ini while configuring a realm. If you edit radius.ini, you must
stop and restart Steel-Belted Radius before your new configuration is fully loaded.

How to Update Realm Configuration

The following information explains when a HUP signal (RADHUP.EXE under Windows) is sufficient, or insufficient,
for updating realm configuration:

A HUP signal is sufficient to load any changes that you make to proxy.ini, filter.ini, or *.pro files for the
purpose of configuring proxy RADIUS realms.

However, when you configure directed realms (proxy.ini, *.dir files, and possibly *.acc, *.aut, and
accounting *.ini files as well) you must load configuration changes as follows. If you have added or
changed:

Any directed accounting methods at all, you must stop and restart the server.

Directed authentication methods in which external database (SQL or LDAP) authentication is
used, you must stop and restart the server.

Directed authentication methods in which local or pass-through (Local, UNIX, Domain, Host,
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SecurlD, or TACACS+) authentication is used, a HUP signal is sufficient.
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Chapter 22
Setting Up Filters via Legacy SBR Administrator

This chapter describes how to set up and use filters in Steel-Belted Radius via legacy SBR administrator.

o Note: If you are running the Global Enterprise Edition (GEE) of Steel-Belted Radius, you can use a separately
licensed add-on module to use Javascript to select and create filters. For more

Information, refer to the Steel-Belted Radius Scripting Guide.

Overview

Afilter is a collection of rules for adding, modifying, or removing attributes or attribute values in RADIUS requests
and responses. You define filters and their rules by means of the Adding a Filter. You enable filters by referring
to them by name when using the SBR Administrator or when editing certain .ini file sections.

A filter consists of one or more rules, which are processed in sequential order.

Add rules specify that an attribute-value pair (AVP) is added to a RADIUS packet during processing.
The AVP is added after all other rules are processed. An attribute is added to a packet onlyif it is legal
to do so.

Some attributes can appear only once in a RADIUS packet; others can appear multiple times. If an
attribute that is the subject of an Add rule is already present in the packet (after processing Allow and
Exclude rules) and the attribute can only appear once, the Add rule is not processed and the second
instance of the attribute is not added.

Allow rules to specify whether an attribute (or AVP) is allowed in a RADIUS packet.

If an Allow rule specifies an attribute name and an attribute value, then only attributes of the
specified type and value are allowed in the RADIUS packet.

If an Allow rule specifies an attribute name without an attribute value, then all attributes of the
specified type, regardless of value, are allowed in the RADIUS packet.

If an Allow rule does not specify an attribute name, then all attributes, regardless of value, are
allowed in the RADIUS packet.

Exclude rules specify an attribute (or AVP) is excluded from a RADIUS packet.

If an Exclude rule specifies an attribute name and an attribute value, then only attributes of the
specified type and value are excluded from the RADIUS packet.

If an Exclude rule specifies an attribute name without an attribute value, then all attributes of the
specified type, regardless of value, are excluded from the RADIUS packet.

If an Exclude rule does not specify an attribute name, then all attributes, regardless of value, are
excluded from the RADIUS packet.

Replace rules specify the conditions whereby one attribute (or attribute value) is replaced with
another.
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If a Replace rule specifies that one named attribute of a specified value (attr1 v1) should be
replaced with a different attribute of a specified value (attr2 v2), then any occurrence of the
first AVP is replaced with the second AVP. Result: attr2 v2.

If a Replace rule specifies that a named attribute without a specified value (attr1) should be
replaced with a different attribute of a specified value (attr2 v2), then any occurrence of the
first attribute (regardless of value) is replaced with the second AVP. Result: attr2 v2.

If a Replace rule specifies that one named attribute of a specified value (attr1 v1) should be
replaced with a different attribute without a specified value (attr2), then any occurrence of
the first attribute is replaced with the second attribute, which retains the value of the original
attribute. Result: attr2 v1.

If a Replace rule specifies that one named attribute (without a specified value) should be
replaced with a different attribute without a specified value, then any occurrence of the first
attribute is replaced with the second attribute, which retains the value of the original attribute.
Result: attr2 v1.

Script rules specify when to run attribute filter scripts. For information on attribute filter scripts, refer
to the Steel-Belted Radius Scripting Guide.

The Steel-Belted Radius dictionary file radius.dct provides string aliases for certain integer values defined in the
RADIUS standard. You can use these strings in attribute filter rules.

0 Note: Filter rules provide you with tremendous flexibility. However, Steel-Belted Radius does not prevent
you from creating an invalid RADIUS packet. Some attributes are not appropriate for certain types of requests.
For example, adding a pooled Framed-Ip-Address attribute to an accounting request could cause a loss of
available IP addresses.

Order of Filter Rules

The order of rules within a filter is important. General default rules that take no parameters, such as Allow (allow
all attributes unless otherwise specified) or Exclude (exclude all attributes unless otherwise specified) must
appear as the first rule in the filter. Later rules supersede earlier rules; the last applicable rule “wins.” Add and
Replace rules are applied after the Allow and Exclude rules.

More specific rules with more parameters (Add attribute value) act as exceptions to less specific rules with fewer
parameters (Allow attribute, EXCLUDE). For example, you might want to allow a certain attribute and exclude one
or more specific values for that attribute. Or you might exclude all attributes, allow specific attributes, and add
specific attribute/value pairs.

0 Note: Script rules are not subject to rule ordering.

You can use two basic approaches to designing a filter:

Start the rule list with a default Exclude rule (no parameters) and add Allow rules for any attributes or
attribute/value pairs that you want to insert into the packet. Add and Replace rules might be used.

Start the rule list with a default Allow rule (no parameters) and add Exclude rules for any attributes or
attribute/value pairs that you want to remove from the packet. Add and Replace rules might be used.

The default action for Steel-Belted Radius is Exclude. If a filter does not contain any rules, the filter removes all
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attributes from a packet when the filter is applied.

Values in Filter Rules

The value of an attribute is interpreted based on the type of the attribute in its attribute dictionary. Table 29 lists
the meaning of each attribute type.

Table 29: Filter Rule Values

Steel-Belted Radius Administration Guide - GEE

Attribute Type Function

A hexadecimal value is specified as a string. Special characters might be included using

hexadecimal

escape codes.

int1, int4, integer

1- or4-byte unsigned decimal number (integer is equivalent to int4).

Note: The Steel-Belted Radius dictionary file radius.dct provides string aliases for
certain integer values defined in the RADIUS standard. You can use these strings in
attribute filter rules.

ipaddr, ipaddr-pool

An IP address in dotted notation; for example:

EXCLUDE NAS-IP-Address 127.0.0.1

ipxaddr-pool A sequence of hex digits; for example:
ALLOW Framed-IPX-Network 0042A36B
string String attribute (includes null terminator). A string is specified as text. The text can be enclosed
in double-quotes (“). The text is interpreted as a regular expression. Backslash (\) is the escape
character. Escape codes are interpreted as follows:
Code Meaning
\a 7
\b 8
\f 12
\n 10
\r 13
\t 9
\v 11
\nnn nnn is a decimal value between 0 and 255
\xnn nn is a hexadecimal value between 00 and FF
\c cis a single character, interpreted literally
Literal backslashes (\) within a string and double-quotes (“) within quoted strings should be
prefixed with an escape character. For example:
ADD Reply-Message Session limit is one hour ADD Reply-Message “Session limit is one hour”
ADD Reply-Message “Your user name is \"George\"”
time A time value is specified with a string indicating date and time:

yyyy/mm/dd hh:mm:ss

The date portion is mandatory; the time portion can be specified to whatever degree of
precision is required, or can be omitted entirely.

For example:
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Attribute Type Function

2006/4/3 14:00:00

and

2006/4/3 14

both refer to April 3, 2006 at 2:00 p.m.
For example:

ADD Ascend-PW-Expiration 2006/4/3

Referencing Attribute Filters

Steel-Belted Radius attribute filtering provides flexibility in packet processing. You reference filters by name in
SBR Administrator dialogs, in various .ini and .aut configuration files, and in the FilterOut and FilterIn sections of
your .pro and .dir files. You can use the same filter for all packets in all realms. You can apply filtering to some
realms, and not others. To disable filtering for a realm, omit filtering parameters from the *.pro or *.dir files and
from the EAP-PEAP/EAP-TTLS configurations. Filtering is often used only for packets that are routed “out” to
realms (the FilterOut parameter).

To reference filtering rules in proxy or directed realm configurations, you must use the FilterOut and Filterin
parameters in the [Auth] and [Acct] sections of a realm configuration file. For more information, refer to the
Steel-Belted Radius Reference Guide.

0 Note: Do not allocate IP addresses from Steel-Belted Radius IP address pools in accounting filters. These
addresses will be allocated but never released.

Filters Panel

You can use the Filters panel (Figure 117: Filters Panel) to display the filters configured for Steel-Belted Radius.
To open the Filters panel, click Filters in the SBR Administrator sidebar.
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Figure 117: Filters Panel
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Adding a Filter

To add a filter:

1. Click Filters in the SBR Administrator sidebar to display the Filter panel.

2. Click Add in the toolbar to display the Add Filter dialog (Figure 118: Add Filter Dialog).
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Figure 118: Add Filter Dialog
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3. Enter the name of the filter in the Name field.

4. Optionally, enter a description of the filter in the Description field.

You can enter as many as 4095 characters for a filter description.

5. Use the Default Rule radio buttons to specify whether attributes should be allowed or excluded if no

other rule applies to a RADIUS packet.

6. Click the Add button to display the Add Rule dialog.

Figure 119: Add Rule Dialog
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7. Select the type of rule you want to add to the filter.

Options are Add, Allow, Exclude, Replace, and Script. The fields in the Add Rule dialog depend on the

option you select.

8. Specify the attribute name and value settings you want to use for the rule.
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0 (GEE): Ifyou edit the filters for a Steel-Belted Radius server, you can apply your configuration
changes without stopping the server:

Linux: Issue the HUP signal to the Steel-Belted Radius process: kill -HUP ProcessID

Windows: Run the radhup.exe program from the command shell. (radhup.exe is located in

the server directory that you specified at installation time, usually C:\Radius\Service.)
Searching the Filter List

You can search your list of filters to identify those of a specific type or that use a specific rule. To search your
filter list:

1. Open the Filters panel.
2. Clickthe Search toolbar button.

3. When the Search Filters dialog (Figure 120: Search Filters Dialog) appears, enter one or more
search criteria in the fields provided.

You can use the question mark (?) wildcard to represent one character in a string. You can use the
asterisk (*) wildcard to represent any number of characters. For example, entering the search string
MS-MPPE-* would identify any filter that looks for the MS-MPPE-Recv-Key or MS-MPPE-Send-Key
attribute.

Figure 120: Search Filters Dialog
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4. Click OK.

The Search Results dialog (Figure 121: Search Results Dialog) displays the list of filters
that satisfy your search criteria.
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Figure 121: Search Results Dialog
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Chapter 23
Setting Up Filters via WebGUI

This chapter describes how to set up and use filters in Steel-Belted Radius via WebGUI.

o Note: If you are running the Global Enterprise Edition (GEE) of Steel-Belted Radius, you can use a separately
licensed add-on module to use Javascript to select and create filters. For more information, refer to the Steel-
Belted Radius Scripting Guide.

Overview

Afilter is a collection of rules for adding, modifying, or removing attributes or attribute values in RADIUS requests
and responses. You define filters and their rules by means of the Adding a Filter. You enable filters by referring
to them by name when using the SBR Administrator or when editing certain .ini file sections.

Afilter consists of one or more rules, which are processed in sequential order.

Add rules specify that an attribute-value pair (AVP) is added to a RADIUS packet during processing.
The AVP is added after all other rules are processed. An attribute is added to a packet only if it is legal
to do so.

Some attributes can appear only once in a RADIUS packet; others can appear multiple times. If an
attribute that is the subject of an Add rule is already present in the packet (after processing Allow and
Exclude rules) and the attribute can only appear once, the Add rule is not processed and the second
instance of the attribute is not added.

Allow rules to specify whether an attribute (or AVP) is allowed in a RADIUS packet.

If an Allow rule specifies an attribute name and an attribute value, then only attributes of the
specified type and value are allowed in the RADIUS packet.

If an Allow rule specifies an attribute name without an attribute value, then all attributes of the
specified type, regardless of value, are allowed in the RADIUS packet.

If an Allow rule does not specify an attribute name, then all attributes, regardless of value, are
allowed in the RADIUS packet.

Exclude rules specify an attribute (or AVP) is excluded from a RADIUS packet.

If an Exclude rule specifies an attribute name and an attribute value, then only attributes of the
specified type and value are excluded from the RADIUS packet.

If an Exclude rule specifies an attribute name without an attribute value, then all attributes of the
specified type, regardless of value, are excluded from the RADIUS packet.

If an Exclude rule does not specify an attribute name, then all attributes, regardless of value, are
excluded from the RADIUS packet.

Replace rules specify the conditions whereby one attribute (or attribute value) is replaced with
another.
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If a Replace rule specifies that one named attribute of a specified value (attr1 v1) should be
replaced with a different attribute of a specified value (attr2 v2), then any occurrence of the
first AVP is replaced with the second AVP. Result: attr2 v2.

If a Replace rule specifies that a named attribute without a specified value (attr1) should be
replaced with a different attribute of a specified value (attr2 v2), then any occurrence of the
first attribute (regardless of value) is replaced with the second AVP. Result: attr2 v2.

If a Replace rule specifies that one named attribute of a specified value (attr1 v1) should be
replaced with a different attribute witho