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Important Information

Read the following information before continuing with installing or upgrading lvanti Workspace

Control.

A

Starting with Workspace Control version 10.4, Microsoft Windows Server 2012, Windows 7 and
Windows 8.0 were supported only as best effort. Since Workspace Control 2022 version
10.8.0.0, the specified operating systems are no longer supported and with Workspace
Control 2022.1 version 10.8.20.0 the installation of Workspace Control on machines running

these operating systems will not be possible anymore.

New installation

Before performing a new installation of lvanti Workspace Control, please read the following release

note carefully:

ActiveReports components

The ActiveReports components (libraries and object code) included in this release are
proprietary to Data Dynamics, Ltd. (acquired by: GrapeCity, Inc.). By downloading and installing
this release, end-users assume and accept sole responsibility of the use of the ActiveReports
components, and will not act contrary to license terms applicable and available via
https://www.grapecity.com/legal/eula.

Notices Files

The Notices Files offer information about the third-party components used in Ilvanti Workspace
Control, including the Relay Server and the Web Console. These files provide the names of the external

components and copyright and license information. The Notices Files are bundled together with the

Workspace Control installation files in the product archive available from Ivanti Workspace Control

Product Downloads and Release Notes.

Microsoft .NET Framework prerequisite

o Workspace Control 2022.1 (version 10.8.10.0) requires .NET Framework 4.7.2 or higher.
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Drivers

The following table shows when Workspace Control drivers were last updated:

Driver Last updated in ‘
FileGuard lvanti Workspace Control version 10.3.40.0

ImgGuard lvanti Workspace Control version 10.6.20.0

NetGuard Ivanti Workspace Control 2020 (version 10.5.0.0)

RegGuard Ivanti Workspace Control 2021.2 (version 10.7.10.0)

RESNFLT Ivanti Workspace Control 2021.1 Service Update 1 (version 10.6.40.0)

A When upgrading to a Workspace Control version that updated one of drivers listed in the table
above, a restart is required to activate the updated driver.

Datastore

The following table shows the Workspace Control version that introduced the Datastore revision level
that applies to Workspace Control 2022.1.

Datastore revision level Introduced in

13 RES Workspace Manager 2014 SR3

o When upgrading to Workspace Control 2022.1, if the Datastore is of a lower revision level than
the level specified in the table above, then the Datastore is automatically updated.
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What's New

This section covers new features, enhancements, improvements or compatibility updates included in
Workspace Control 2022.1 (version 10.8.10.0).

User Voice Feature Requests

Thank you for your support and continued submission of Product Enhancement Requests using the
Product Ideas page on the Ivanti Community. These requests are reviewed every week and form a

valuable input for the Workspace Control product roadmap. Please continue to submit your ideas and
vote for your favorites.

The following user requests have been addressed in this version of Workspace Control:

Audit Trail Details

The Audit Trail now displays details regarding configuration changes made to the Workspace Control
environment. For example, when new environment variables or managed applications are created,
when the configuration of an already existing Workspace Container is modified, or when deleting
Website Rules. These changes are shown in different colors depending on their nature.

Audit Trail details are found in the Workspace Control Console, under Diagnostics > Audit Trail. Open
an entry by double-clicking on it. In the Properties window, select Show details.
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E Workspace Control Console = O X
File Action Options Setup Tools Help
{} C:l ED |ttt Workspace Simulation ? Filter ~ | [IE] ~ ﬂ - H\"iew Tutorial L“.l
E ace
] Show last 100 entri I
=] Dizgnostics oS Sty
Workspace Analysis Search: I Search I More = I
\h User Sessions
&% Logon Performance Date (local) | Class | Action | Object ~
Workspace Model Overview @2}].0,’2022 10:39:44 AM  Applications Edit TEST Caleulator
% Audit Trail 62‘{10[2022 10:36:45 AM  Audit Trail Other Upgrade Pack v10 completed updating *
Bl agents Overview 022 49 AM  Applications TEST Calculator
Lisane Trackina Ouerview 46 2/40/9022 10231201 AM icati Friit Caleulatar
Properties *
Date (local):  [2/10/2022 10:33:49 AM
Class: Inppllanons
Action: [Edit
Object: |TEST Caleulator
User: |.
Computer: I
5 Client: |
oK
- - T >
Copy Clear log Security... | | #incdents: o] |

In the Audit Trail Details window, newly added items or settings are displayed using green text.
Settings that have been changed are displayed using blue text and their previous value is shown in

parentheses. Removed items or settings are displayed using red text.

57 Audit Trail Details x

variable
description: Environment variable for testing.
name: TEST Variable
value: test
state: online [was: offline] Setting was changed
accesscontrol
accesscontiol access_mode: o
accesscontrol zone_made: or
access
type: global
datetimecontrol
datetime
start: 202202140000 Setting was removed
end: 202202182359
workspacecontiol
workspace: {8D44978E-38EB-413F-9083-23E01A1E04B 1} =—————————— Setting was added

@l @l él Legend: New Changed Deleted oK
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From the Audit Trail Details window, export the item's previous configuration to a Building Block by
selecting Export original configuration to building block &l A previous configuration is the

configuration that was before the changes currently listed in the Audit Trails Details window were

made.

More details about this User Voice Feature Request are found on lvanti Ideas.

User Session Event Log displays logoff events

User session event logs now show logoff events. When the Workspace Control managed session is

closed on a Workspace Control Agent, the events associated with the session logoff process are written

to the event log for that session.

Ck - Workspace Analysis - X
File Action
A - Date/time [ Event | Resuit [~
=l-{ll Diagnostics 28-1-2022 10:55:10 > CPU Optimization Disabled
f User Sessions 623-1—2022 10:55:10 > Instant LogOff Disabled (but apply configured disconnect behavior)
@J Workspace Model Overview 625-1—2022 10:55:10 > Disconnect user session when log off is initiated Disabled
2l EventLog 628-1—1022 10:55:10 > Memory Optimization Disabled (but apply configured session limits)
i 28-1-2022 10:54:53 @28-1-2022 10:55:10 > Remote Assistance Enabled
26-1-2022 20:29:05 2812022 10:55:110 > Web Portal Disabled
i 26-1-2022 20:22:11 @)28-1-202210:55:10 Al session startup actions completed
Q Usage Tracking @zz-l—mzz 10:55:11 End Appguard rule processing (asynchronously)
-dlp Delegated Access Control @28-1-2022 10:58:32  PreLogOff, pysnNoUnloadTaskbar False
B+ Performance GZﬂ-l—mZZ 10:58:32 Retrieving Logoff Tasks
3 Access Balanding @)28-1-2022 10:58:32  Preparing for Logoff
{B cru Optimization @ 28-1-202210:58:32  Saving Start Screen. ..
@] mnstant LogOff 625-1-3]22 10:58:32 Saving User Settings
L. ~&® Memory Optimization 628-1—2022 10:58:32 Saving User Setting "Mouse Settings” oK
@)28-1-2022 10:58:32  Closing Usage Tracking
@28-1-2022 10:58:32  starting logoff
@28-1-202210:58:32  Releasing Licenses
@m-l—zuzz 10:58:32 Releasing Ivanti Workspace Control Licenses
@)28-1-2022 10:58:32  Releasing Session
©28-1-202210:58:32  End of user session
@)25-1-2022 10:58:32  Checking for Other Sessions
@28-1202210:58:32  Cleaning Temp Files
@)28-1-2022 10:58:32  Removing Printers
€928-1-202210:58:32  Removing File Type Assodiations
@28-1-202210:58:33  Removing Policies
@) 25-1-2022 10:58:33  Closing Language Support
@28-1-2022 10:58:33  Cleaningup
©28-1-202210:58:33  Logoff_WebGuard
28-1-2022 10:58:33  Logoff_NetGuard
©28-1202210:58:33  Logoff_ImgGuard
@)28-1-2022 10:58:33  Logoff_AppGuard
@)28-1-2022 10:58:33  Restoring Explorer Settings
@28-1-202210:58:33  Clean up the configured Folder Redirections
28-1-2022 10:58:33 Remove registry settings
@28-1-202210:58:33  Closing Down
)28-12022 10:58:33  Close application v
mem Analysis y

Event logs are found in the Workspace Control Console, under Diagnostics > User Sessions. The right-
side pane displays on overview of the currently active Workspace Control managed user sessions. Open

a user session by double-clicking on it. In the Workspace Analysis window for the selected user

session, navigate to Diagnostics > Event Log and select a log.

More details about this User Voice Feature Request are found on lvanti Ideas.
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New Enhancements and Improvements

The following enhancements and/or improvements are part of this version of Workspace Control:

Export Logon Performance information to CSV file

Logon Performance displays statistics regarding Workspace Control session logons. If the feature is
enabled, Workspace Control Agents send logon information to the Datastore when a Workspace
Control managed session is started. The feature is found in the Workspace Control Console, under
Diagnostics > Logon Performance.

Logon performance information can now be exported to a CSV file, either using the Workspace
Control Console, or using the pwrtech command line. For more details, see the Workspace Control

Administration Guide.

Export Relay Server Overview to CSV file

In the Workspace Control Console, under Administration > Relay Servers, you can configure the
default behavior of Relay Servers and you can see what Relay Servers are installed and connected to the
current Workspace Control environment.

Relay Server information found under the Relay Servers tab can now be exported to a CSV file. For more
details, see the Workspace Control Administration Guide.

Export Maintenance Task Results to TXT file

Datastore maintenance must be performed at regular intervals. This default maintenance allows you to
remove references in the Datastore, to remove users that no longer exist, to check license locks and to
clean up or clear log files. Datastore maintenance can be done from the Workspace Control Console,

under Administration > Maintenance.

The results for the following maintenance tasks can now be exported as TXT files:
« Search for non-existing users
« Verify SIDs for groups and users

For more details, see the Workspace Control Administration Guide.
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AddDeferFlagsDuringFastConnect

In the latest versions of the Microsoft operating systems, the feature Fast Connect might not work as
expected. In multi-tenant environments, this can result in the locking of the User Accounts. This is
resolved by configuring the AddDeferFlagsDuringFastConnect registry setting.

Create the following string value to set the value of the DeferFlags registry setting to 4 during
session sign-in. This applies only to mapped drives configured with the Fast Connect option.

Key HKEY LOCAL MACHINE\SOFTWARE\WOW6432Node\RES\Workspace Manager

Value AddDeferFlagsDuringFastConnect

Type REG_S57

Data Yes

For more details, see the Workspace Control Administration Guide.

Improved Workspace Control translations

Minor translation improvements were made to the Workspace Control Console for the following
languages:

o Danish
« Dutch

« German

RESTracelog renamed to IWCTracelog

The default name of the RESTracelog log file was changed to TWCTracelog. The default name can
be changed to something else, as desired by the Workspace Control administrator.
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Previous versions

The following sections covers the new features, enhancements, improvements or compatibility updates
introduced in previous versions of Workspace Control.

o "Workspace Control 2022.1 (10.8.0.0)" on the next page
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Workspace Control 2022.1 (10.8.0.0)

This section covers new features, enhancements, improvements or compatibility updates included in
Workspace Control 2022.1 version 10.8.0.0.

User Voice Feature Requests

Thank you for your support and continued submission of Product Enhancement Requests using the
Product Ideas page on the Ivanti Community. These requests are reviewed every week and form a

valuable input for the Workspace Control product roadmap. Please continue to submit your ideas and
vote for your favorites.

The following user requests have been addressed in this version of Workspace Control:

Authorized Owners

Authorized Owners increases the security of your Workspace Control environment by not allowing
untrusted software to run. Untrusted software is software that is not installed by company authorized
entities, such as administrators or automation accounts.

Authorized Owners is based on NTFS ownership and enables administrators to allow applications to be
started only if the file owner of the executable matches the configured NTFS owner. Workspace Control
checks executables to ensure that their ownership matches the configured authorized owners. If end-
users launch an application and the NTFS file owner of the executable is not found in the list of
authorized owners, then Workspace Control blocks the application from starting.

When enabling the Authorized Owners feature, the following authorized owners list is evaluated
before Workspace Control allows an application to start:

e NT AUTHORITY\SYSTEM
e BUILTIN\Administrators
e _\Administrators

e NT Service\TrustedInstaller

To enable the Authorized Owners feature, open the Workspace Control Console and navigate to
Security > Authorized Owners > Settings tab. Set the Authorized Owners option to Enabled and
then select Save Settings from the main menu bar.
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E Workspace Contral Console

File Action Options Setup Tools Help

% 42 . [ Workspace Designer | Y Filter » | B New | [B3 Edit

% | (&~ gy~ 55 | [ Save Settings | [ View Tuterial | @)

-[5] Authorized Certificates
) Authorized Files

O Authorized Owners
-l Network Connections
/=3 User Sessions

ACME —
E @ security ‘ Authorized Owners | Settings  [+]

B3 Applcations -
U Managed Applications
&) User Instaled Applications Authorized owner | Account sID | Enabled | Administrative note
H Websites -WAdministrator - Yes Default Authorized owner

15 pata i \dministratars 5-1-5-32-544 Yes Default Authorized owner

& BULTINSYSTEM 5-1-5-18 Yes Default Authorized owner

aNTSErVice\Trushedlnsla"Er 5-1-5-80-956008885-3418522649-1831038044-1853292631-2271478464 Yes

Default Authorized owner
Test user for Authorized Owners feature.

5-1-53-21-1042624115-28¢ -3881788 104-10158

The Authorized Owners feature offers the following capabilities:

Configured authorized owners are visible under the Authorized Owners tab.

« New authorized owners can be added.

« Existing authorized owners can be removed.

« Option to enable or disable specific authorized owners.

« Administrative notes can be added to authorized owners. They can also be edited.

o The Authorized Owners feature can be enabled or disabled for specific Workspace Containers.

For more details on how to configure the feature and its new enhancements, see Workspace Control

Administration Guide.

More details about this Feature Request are found on lvanti Ideas.
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Export Security Logs as CSV files

The log information found under the Log tab for the following Workspace Control nodes can now be
exported as CSV files:

« Security > Applications > Managed Applications
« Security > Applications > User Installed Applications
o Security > Applications > Websites
o Security > Data > Removable Disks
« Security > Data > Files and Folders
o Security > Data > Read-Only Blanketing
o Security > Authorized Certificates
o Security > Network Connections
To export the information found under the Log tab as a CSV file, follow these steps:
1. Right-click on any entry and then select Export to file from the context-menu.

2. Select a location where to save the CSV file, enter an appropriate name for the file and then
select Save.
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E Workspace Control Conscle - O
File Action Options Setup Tools Help
ﬁ 42 Cb ﬂ’worlspace Designer v Filter = U New | |F; Edit % [E - ﬂ - Ea || Save Settings EV\'ew Tutorial @
ACME =
-T2 Seurity Application List | Log | Settings  [+]
B E:l Applications e — §
g Managed p\icamns o
H @ UWSE‘; I::B led Applications ] Limit search to computer, user name and process
ebsites
B3 Data Search: Search | More > |
P % Removable Disks
{2 Files and Folders Time | Fie | Process | computer User ~
8 Read-Only Blanketing @711116,!2021 1:45:52 PM c:lusersi appdatalocal\microsoft\pnedrivelo...  explorer.exe
- El Authorized Certificates @11{16.’2021 1:45:48PM  cilusers’ \appdataVocal\microsoft\onedrivelp...  explorer.exe
a Authorized Files @ 11/16/2021 1:39:30 PM cusers’, ‘\appdataVocal\microsoft\onedrivelo...  explorer.exe
- a Authorized Owners @11116,’2021 1:39:28 PM c:usersy appdatalocal\microsoft\onedrivelo...  explorer.exe
- gl Network Connections @ 11/16/2021 1:38: 18 PM cilusersy “\appdataYocal\microsoft\onedrivelo...  explorer.exe
=5 | Jser Sessions 11/16/2021 1:38:15PM  c:lusersh \appdata)jocalimicrosoftionedrivelo...  explorer.exe
7 9/10/2021 1:44:37 PM — . : T ——— e
@91101‘2021 1:31:42 PM ct\program files\windowsapps'microsaf Authorize selected file...
@9110,{2021 1:03:05PM c:program files\windowsappsmicrosof Authorize file hashes...
@9110[2021 12:47:16 PM c:\program files\windowsappsymicrosof
@91101’2021 12:47:16 PM c:'program files\windowsapps'microsof Import file hashes...
@91101‘2021 12:44:37 PM c:\windows'\system32{musnotificationu Properties
r 5 @9110[2021 12:21:52PM  c'windows'\system32\musnotificationu P
@9110[2021 12:16:51PM c\windows'system32'deanmgr .exe Search
2| User Context @91101’2021 12:16:51PM  c'\windows\system32\apphostregistral
o (@)9/10/2021 12:16:50 PM cx\program files\windowsapps'microsof Export to file...
. Composition @9110[2021 12:16:50 PM c\windows\systemapps\microsoft. wing
ﬁ-"‘ — @9110,{2021 12:16:50 PM  'program files\windowsapps'microsof fvaiziings
@b Security @9,.’10,{2021 12:16:42 PM c\windows\system32Ycleanmar. exe Create Instant Report..
E99/10/202112:16:42PM ¢ \windows'system32\apphostreaistral A
Ivanti Neurons for Edge Intel... hd Create Building Block... 4
_ Import Building Block...
E Diagnostics Authorize selected file... I #indidents: -
Audit Trail...
% Administration |
Heln

Security logs can also be exported using the pwrtech command-line option:

pwrtech.exe /exportlog /type=<Workspace Control node> /output=<output

filepath> [/outputtype=csv] [/start=<start date>] [/end=<end date>]

For example:
pwrtech.exe /exportlog /type=application /output=C:\export\managed apps.csv
/outputtype=csv /start=20211201 /end=20220118

For more details on pwrtech.exe /exportlog, see the Workspace Control Administration Guide.

/outputtype, /start and /end are optional parameters. If /outputtype is not specified,
then the security logs are exported as XML files instead of CSV files.

More details about this Feature Request are found on lvanti Ideas.
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Export Event Logs

Event Logs can now be exported as CSV files. To export event logs, open the Workspace

Control Console, navigate to Diagnostics > Workspace Analysis > Analysis tab and double-click on a
user. This opens the Workspace Analysis for the selected user. In the Workspace Analysis window,
navigate to Diagnostics > Event Log.

« To export all event logs:

« Right-click on the Event Log node in the left-side navigation menu and then select
Export to file from the context menu. Select the location where to save the CSV files and
select OK.

« Select the Event Log node in the left-side navigation menu and then in the main menu
bar, select Action > Export to file. Select the location where to save the CSV files and
select OK.

o Each individual event log is exported as a separate CSV file.

« To export specific event logs:

« Right-click on a specific event log in the left-side navigation menu and then select Export
to file from the context menu. Select the location where to save the CSV file and select
oK.

« Select a specific event log. Right-click on any log entry in the right-side pane and then
select Export to file from the context menu. Select the location where to save the CSV file
and select OK.
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% - Workspace Analysis
File Action

12/6/2021 10:38:58 AM
1/16/2021 1:45:25PM
111/16/2021 1:45:22PM

Diagnostics
m User Sessions

Run Workspace Simulation...

Create Instant Report...

i ¥l
‘E Usage Select items for Instant Report
H & Deleg= Create Instant Report of selected iterns...
-+ Perfon
A Export to file...
-l ©
e Refresh F5
Help

%Workspaoe Analysis | 4

More details about this Feature Request are found on Ivanti Ideas.
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Search Event Logs

Event Logs can now be searched to find specific events. To search event logs, open the Workspace
Control Console, navigate to Diagnostics > Workspace Analysis > Analysis tab and double-click on a
user. This opens the Workspace Analysis for the selected user. In the Workspace Analysis window,
navigate to Diagnostics > Event Log.

To search event logs for a specific event, use one of the following methods:

« Select an event log or select any log entry in the right-side pane, and then press CTRL + F.

o Use F3 to continue the search and find the next occurrence of the searched criteria.

« Select an event log and then in the main menu bar, select Action > Search.

« Right-click on an event log in the left-side navigation menu, or right-click on any log entry in the

right-side pane, and then select Search from the context menu.

% - Workspace Analysis - O
File Action
& Date/time | Event | Result -~
=l El Diagnostics 12/6/2021 10:39:19 AM = Shell Microsoft Windows Shell
: User Sessions 6124’6!2021 10:39:19 AM > Background Disabled
: @ Workspace Model Overview 612!6!2021 10:39:19 AM > Lockdown and Behavior Disabled
E @ Event Log 6124’6!2021 10:39:19 AM > Screensaver Disabled
12/5/2021 10:38:58 AM 91&’6 - Workspace Analysis x
11/16/2021 1:45:25PM @125
: 11/16/2021 1:45:22 PM 912;5 Please enter the sting to search for:
@ Usage Tradking 912}6 [Use F3 to go to the nest occurence of the search d
& Delegated Access Contral 912}6 term.) Cancel | d
B2 Performance 9 12fs, d
38 Access Balancng 9 12fg d
B cpu optimization (TGN d
-3 Instant Logoff & 125/ —_—
- Memory Optimization 912}6,.’2021 10:39:19 AM = Removable Disks Security Disabled
912}6,.’2021 10:39:19 AM = Files and Folders Security Disabled
9 1262021 10:39:19 AM > Read-Only Blanketing Dizabled
912}'6,12021 10:39:19 AM = Session Security Dizabled
9 1262021 10:39:19 AM = Netwark Security Dizabled
e 1262021 10:39:19 AM = Usage Tracking Dizabled
912J6J2021 10:39:19 AM = Access Balandng Dizabled
912J6J2021 10:39:19 AM = CPU Optimization Dizabled
e 1262021 10:39:19 AM = Instant LogOff Disabled (but apply configured disconnect behavior)
F—j User Context 612;6;2021 10:39:19 AM > Disconnect user session when log offisin... Disabled
= 6 1262021 10:39:19 AM = Memory Optimization Disabled (but apply configured session limits)
Composition () 12/6/2021 10:39: 19 AM > Remote Assistance Disabled
= . 612}6,{2021 10:39:19 AM > Web Portal Disabled
&m 612}6,{2021 10:39:19 AM  All session startup actions completed
D . 612}6,{2021 10:39:49 AM  [AppID=20] Loading async User Setting ™i... OK
9 612}6,{2021 10:39:49 AM  [AppID=21] Loading async User Setting "W... OK v
%Wurkspace Analysis | 4

More details about this Feature Request are found on lvanti Ideas.
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Refresh Event Logs for Workspace Analysis

The Workspace Analysis tool is now enhanced with the option to refresh user event logs.

Open the Workspace Control Console and navigate to Diagnostics > Workspace Analysis or User

Sessions. From the right-side pane, open the Workspace Analysis tool for a user from the list. In the

Workspace Analysis window, navigate to Diagnostics > Event log.

To refresh the event log, use one of the following methods:

« Select an event log and press F5.

« Inthe main menu bar, select Action > Refresh.

« Right-click on an event log in the left-side navigation menu, or right-click on any log entry in the

right-side pane, and then select Refresh from the context menu.

Q, - Workspace Analysis - [m] X
File Action
{EL Date/time | Event | Result | ~
=1 {:I Diagnostics 69122&021 12:35:42PM = Background Disabled
: 4} User Sessions 69,12{2021 12:35:42PM > Lockdown and Behavior Disabled
"E—] Workspace Model Overview 69122{2021 12:35:42PM = Screensaver Disabled
=6 @ Event Log /222021 12:35:42PM > Screensaver State on
¢ o[f 9f23/2021 12:35:31 M /2021 12:35:42 PM * *
3/10/2021 12:48: 14 PM 99/22/2021 12:35:42PM > User R Run Workspace Simulation...
¢ e[i 9/10/2021 12:44:18 PM €)9/22/2021 12:35:42PM > Exect SR
-8 Usage Tracking @99/22/2021 12:35:42PM > Autom
- & Delegated Access Control 69,’22{2021 12:35:42PM = Enviror Select items for Instant Report
=420 performance 69122{2[]21 12:35:42PM > Applicz Create Instant Report of selected items...
B Access Balancing 99/22/2021 12:35:42PM > File Ce
o CPU Optimization 69,12{2021 12:35:42PM = Only al Refresh F5
o @ Instant LogOff 69122{2021 12:35:42FM = Remov
g Memory Optimization 69,’22{2021 12:35:42PM > Files ar Help
69122{2[]21 12:35:42PM = Read-Only Blanketing Disabled
69!22{2021 12:35:42PM = Session Security Disabled
69,122{2021 12:35:42PM = Network Security Digabled
69122{2021 12:35:42PM = Usage Tracking Disabled
69,’22{2021 12:35:42PM > Access Balanding Disabled
69122{2[]21 12:35:42PM = CPU Optimization Disabled
69!22{2021 12:35:42PM = Instant LogOff Disabled {but apply configured disconnect behavior)
= llser 3 69,122{2021 12:35:42PM = Disconnect LfSE.r s?ssion when log offizin... D?sabled .
69122{2021 12:35:42PM > Memory Optimization Disabled (but apply configured session limits)
ct 69,’22{2021 12:35:42PM = Remote Assistance Disabled
- 69122{2[]21 12:35:42PM = Web Portal Disabled
% Security 69!22{2021 12:35:42 PM  All session startup actions completed
— () 9/22/2021 12:35:43PM  [AppID=20] Loading async User Setting "Mi... OK
B Diagnostics 99/22/2021 12:35:43PM  [AppID=21] Loading async User Setting "W... OK =
CkWorkspaoe Analysis 4

More details about this Feature Request are found on Ivanti Ideas.
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Prohibit access to Windows Control Panel and PC Settings

To prevent end-users on Workspace Control Agents from editing Windows settings, select the Prohibit
access to Control Panel & PC Settings option from within the Workspace Control Console, under
Composition > Desktop > Lockdown and Behavior > Settings tab, in the Start Menu and Taskbar
section.

El Workspace Control Consale — O X
File Action Options Setup Tools Help
ﬁ @ E> WWDrkspace Designer % Filter = E - ﬂ - Ea [ Save Settings E View Tutorial 6

El scve —

-5 Compasition | Settings | [+]
> |
-1 Applications

-4 Actions By Event

c ;- s
-5 Actions By Type Lackdawn: @ (but apply config )
=43 Desktop Q) Enabled
Instant Search: | Clear
g | Lockdown and Behavior
( Screensaver [=]\_ Start Menu and Taskbar =

[ =] @Mways hide "Log Off" in Start Menu

=4 {@-Mways hide "PowerHelp” in menu

[} @Mways hide "Workspace Control Access Wizard” in menu

a @Mways hide "Workspace Control Console™in menu for other Administrative Roles
[} {@-Nways hide "Workspace Control Console™ in menu for technical managers
7] 4Gk Always hide "Workspace Control Settings™ submenu in menu
J‘_{gﬁnlways hide "Run..." in menu

,Ff{g}ﬁlways hide "Workspace Preferences” in menu

7% Disable "Shutdown™ for all users on all computers

isable “Shutdown™ for end users on workstations

isable Recent Documents History (Windows 8,1/ 2012 R2 or earlier)

[ =] {Q}Hide "Clock™ on taskbar and in screensaver

=4 ""; Hide "Disconnect” for end users on terminal servers

J—,@Hide "Exit"in menu and protect "Log Off” with password

J':{'g‘f‘aHide "Lock desktop™ icon in system tray

r_{:q‘f‘lede "Show tasklist” icon in system tray

User Settings

=" | User Context [ §* Hide Administrative Tools Menu
- =] @Hide computername in taskbar popup text
Eﬁ Composition I 4Gk Place mouse painter over Start button after logon
= s Setti (\
@;3‘ Security (=) [ Personalization by end user
. =4 @Hlde “Connect/Disconnect printer” in Printing Preferences
ﬂ & ko 9 [ =] {Q}Enahle “Find printers™ in Printing Preferences v

Enhymﬁu

ﬁll inistrati

Revert to Workspace Control defaults. ..

Deselecting the option grants end-users access to the Windows Control Panel and PC Settings.

o This option is applicable only for Microsoft Windows 10 or later operating systems.

More details about this Feature Request are found on lvanti Ideas.
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Expanded Application List Search

The Search option for the Application List now accepts more search options. The option is found in
the Workspace Control Console, under User Context > Applications > Application List tab and
accepts the following search criteria:

o Application ID — Workspace Control searches for application IDs that exactly match the
entered criteria.

« Application Title — Workspace Control searches for application titles that contain the entered

criteria.

« Administrative Note — Workspace Control searches for administrative notes that contain the
entered criteria.

« Application GUID — Workspace Control searches for application GUIDs that contain the
entered criteria.

Enter at least six (6) consecutive characters that are part of the application GUID. When
o entering less than six characters, the search does not filter based on the application
GUID. This prevents incorrect results when searching based on the application ID.

For more details and examples on how to use the Search option, see Workspace Control Administration

Guide.

More details about this Feature Request are found on Ivanti Ideas.
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Show only 100 entries in Managed Applications under Security node

In the Workspace Control Console, under the Security > Applications > Managed Applications >
Application List tab, the number of displayed applications can now be limited to only the first 100

entries.

By default, the Show 100 entries only option is selected and the Workspace Control Console shows
only the first 100 entries when opening the Managed Applications node. To view all the applications,
deselect the checkbox next to the Show 100 entries only option.

E Workspace Contral Console — m} X
File Action Options Setup Tools Help
Workspace Designer Filter ~ | ) New LEdit | = [E - - [ Sa tings View Tutorial
pac g i = m | g
Ed acve
E@ Security Application List | Log Settings  [+]
E| ) Applications
i @ User Installed Applications Authorized file | Authorized process | Authorized operation | Application |
| e Websites A~ YeProgramFiles%o\AdobeAcrobat 10.0V\Acr... * read execute Adobe Acrobat X Pro
{23 Dats E%ProgramFlIEs%\Adcbe\qaader 10.0'Rea... * read execute Adobe Reader X
:El Authorized Certificates @ %ProgramFiles % \Microsoft Office\Officel... = read execute Microsoft Qutiook 2010
él Authorized Files @%ProgramFilEs%\Mcmseft Office\Officel... = read execute Microsoft Word 2010
a Authorized Owners Q %eProgramFiles % \Windows NT\Accessories,,, = read execute Wordpad
E‘ Network Connections @ SEWiInDir ¥e\System32\Rundll 32.exe = read execute Time and Date
= yser sessions E C:\Program Files\WindowsApps\Micrasoft....  * read execute Calculator
- [ C:\Windnws\sYSFEM.u\alc.axe = read execute Test Calculator
|
|
=
& User Context
o
i Compotion
=~
o sy
“ e e < >
| . Show 100 entries only
Diagnostics o]
u [1 show all applicationevel authorized executables &I

« Selecting Show all application-level authorized executables disables the Show 100
entries only option. To re-enable the Show 100 entries only option, first deselect the
Show all application-level authorized executables option.

« The Show 100 entries only option is always enabled when navigating to the Managed
Applications node, except when the Show all application-level authorized
executables is already configured.

More details about this Feature Request are found on lvanti Ideas.
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New Enhancements and Improvements

The following enhancements and/or improvements are part of this version of Workspace Control:

Ilvanti Start Menu for Microsoft Windows 11

Workspace Control can now be configured to replace the Start Menu of Microsoft Windows 11 with the

lvanti Start Menu.

| _IwC Notepad
I8 Copy of RCC 10.7.0.0
Refresh Workspace
~ _IwcC
. _IWwC AppV
_ _IWC Browsers
~ _IWC Citrix published
~ _IWC MS Remote App
~ _IWC Toals
~ _UWP Apps
_ Ivanti Workspace Control Settings
_ Startup

Refresh workspace

Switch account
Sign out
Lack

Restart
Shutdown

Sleep

Go to Start Screen

aQ

(>)

Fun

To enable the Ivanti Start Menu on Workspace Control Agents, open the Workspace Control Console,

navigate to Composition > Desktop > Lockdown and Behavior > Settings tab. Navigate to the

Microsoft Windows Shell section, check the

box next to Enable Ivanti Start Menu (Windows

8.1/11/2012 R2) and then select Save Settings from the main toolbar.
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Bl Waorkspace Contral Consale - O X
File Action Options Setup Tools Help

P Q;! ED ﬂ'ﬂmkjp&ce Designer g Filter - - ﬂ - a Sage Settings E View Tutorial 0
E acve
El"-gz_.ﬁ» Composition Settings | [+]

1) Applications
{3 Actions By Event - -
) Actions B: Type Lockdown: ® (but apply gl b )
-2 Desktop ) Enabled

- shel

gg Background Instant Search: | Clear I
8

Lockdown and Behavior

Hide My Documents Icon ~
_ Screensaver

User Settings a le My Netwark Places Icon

e Recyde Bin Icon

Remove "Open With..." context menu in Windows Explorer

Remove Map and Disconnect Metwork Drive Options (Windows 8.1/ 2012 R2 or earlier)
[+ % Remove Properties from My Computer

=) £ Microsoft Windows Shell
14 {Q}Aubomaﬁml\y Place Applications in Programs Menu (Windows 8.1/ 2012 R2 or earlier)
[ i Disable Drag-and-Drop on the Start Menu
[ #% Disable Search programs and Control Panel {Windows Vista or later)
[T #% Disable Taskbar Context Menus
IEEEnahle Ivanti Start Menu (Windows 8.1/ 11/ 2012R2)

14 @th user to toggle Ivanti Start Menu in Workspace Preferences (Windows 8.1/ 2012R2)
Go to the desktop instead of Windows 8 Start screen after sign-in (Windows 8.1/ 2012 R32)

low user to choose between desktop or Windows 3 Start screen in Workspace Preferences (Windows 8.1 / 2012 RZ)

Force "Classic Start Menu® {Windows XF or Vista only)

Hide Action Center from the Taskbar (Windows 7 or later)

Hide desktop icons during session start and session refresh

Disable changes to Taskbar and Start Menu Settings

Remove Active Desktop Options from the Settings Menu

Remove Downloads from the Start Menu (Windows 7 only)

Remove Games from the Start Menu (Windows 7 only) W

! 9 Revert to Workspace Control defaults. ..

fll"ll' |

2| User Context
£ oy

ﬂlv—amiuu-mmmgelm

Ooomooooon

The Ivanti Start Menu for Windows 11 is compatible with all the configuration options found in
Composition > Applications > Settings tab. For more details, see the Workspace Control

Administration Guide.

Logon Performance

The Logon Performance node displays statistics regarding Workspace Control session logons. If the
feature is enabled, Workspace Control Agents send logon information to the Datastore when a
Workspace Control managed session is started.

To enable the feature, open the Workspace Control Console and navigate to Diagnostics > Logon
Performance > Settings tab. Set the Logon Performance option to Enabled and then select Save
Settings from the main menu bar.

Every time a Workspace Control managed session is started and the logon process starts, the following
information is visible in the Workspace Control Console, under the Log tab:

Copyright © 2022, Ivanti. All Rights Reserved. Privacy and Legal.
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« Boot time — the date and time when the machine was powered on.

« Windows logon time — the date and time when the user logged onto the Windows operating
system and the Windows session started.

« Session start time — the date and time when the Workspace Control managed session started.
« Computer — the machine where the Workspace Control managed session started.

o User name — the user that started the Workspace Control managed session.

« Logon duration — the duration of the Workspace Control logon process.

« Desktop session — whether or not the Workspace Control managed session was started on as a
desktop session or as a published application.

B Workspace Control Conscle - m} x
File Action Options Setup Toels Help
[#1] Workspace Simulaticn ilter + - - ave Settings iew Tutorial
Workspace Simulati Fil & = | & save s View Tutorial
E ACME
Eh--{H] Disgnostics Log | Settings [+]
Workspace Analysis
B, User Sessions - _ -
ot ‘1 User name Logon duration | Desktop session
: Workspace Model Overview SRERA
Ly Audit Trail
LB Agents Overview @ 11/16/2021 1:26:54PM  11/16/2021 1:33:04PM  11/16/2021 1:39:06 PM 0:00:10 Yes
‘. 88 Usage Tracking Overview @) 11/16/2021 1:26:57PM  11/16/2021 1:39:03PM  11/16/2021 1:39:05PM 0:00:09 Yes
: Errors e 11/16/2021 1:26:54 PM 11/16/2021 1:37:44PM  11/16/2021 1:37:50 PM 0:00:13 Yes
o @ 11/15/2021 126:57PM  13/16/2021 L37:44PM  11/16/2021 1:37:43PM 0:00:12 Yes
User Context
a
“88 s
= . tatist
@ security = oflogons: 6 Averageogon duration: 0:00:11
I " P I # of desktop sessions: [ Maximum logon duration: 0:00:13
vanti Neurons for Edge Intel. # of Published Application sessions: 0
B Diagnostics
| g Show last 100 entries only Computer: Al Computers |
% rr—

Export Application List

The list of managed applications can now be exported as a CSV file. The applications are visible in the
Workspace Control Console, under Composition > Applications > Application List tab.

Right-click in Application List pane and select Export to file from the context menu. In the Export to
file window, select a location where to export the managed application list, enter a name for the CSV
file in the File name field, and then select Save.
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E Workspace Contral Consale - m} X
File Action Options Setup Tools Help
ﬁ 43 Eb ﬂ'ﬂnrkjp&ce Designer % Filter ~ | |5 Edit x [Eﬁ Disable é - ﬂ - % = S ttings g\.’iewlutnrial O
E acve
B "?3 Compasition Start Menu | Application List | Settings  [+]
5B
File Types
: % E-mail Settings I &I
@ Data Sources ID | Administrative note
= EJ Afh?ns By Event obe Acrobat X B bt Do o =t Creator with co...  {OF97CA91-7D7D-4C52-AD50-53075667ABEF)
ﬁ AtSign n P8 sdobe Reader X Building Blocks * tCrestor with co...  {DDED4024-F42C-34F3-B0 17-866EABCDCOAS}
<z At Session Refresh E Calculator . , {BS0FEF 33-0B77-4C2E-A3CB-AD 34A078DFFE}
@ At Session Reconnect |0 |microsoft Outiook. Qe | Templates for si...  {79E28020-3CB1-4A61-8564-865611E 103553}
A at C_unnedlwtv Change [W]Microsoft word 2t Properties... ser Settingsinca...  {F389E7EC-82AD-45DE-8F0C-17558CE8516F}
@ At Sign-out [ElTest calcuiator {FEBABAGE-2512-46CD-B0BS-6308D8F37DE0}
-1 Actions By Type [Eime and Date Users... namic privileges. {39365674-1B38-421C-AB 13-A304AF5CEC 44}
-2 Desktop [ wordpad Seats intrackngmode.  {SFOBBESS-45D3-4635-B654-BBA018DECETE}
User Settings
Concurrent usage...
Edit
Delete
Move...
Refresh
Copy info
User Disable
o - | Export to file
gg Composition
= - Usage Tracking...
Save Settings
ﬂ Ivanti Neurons for Edge Intelligence
< Create Instant Report... >
!w # applications: 8 Audit Trail
Admini 2 L
‘%7 — e Help

Q Use Search to filter the application list. Exporting the list after filtering only exports the search

results, and not the entire list of applications.

Disable querying all Directory Services

By default, Workspace Control queries all configured Directory Services when retrieving user
information for diagnostics purposes. For example, using Workspace Analysis to collect information
about user sessions. Directory Services are configured in the Workspace Control Console, under User

Context > Directory Services.

Create the following string value to disable the query of all configured Directory Services.

Key HKEY LOCAL MACHINE\SOFTWARE\WOW6432Node\RES\Workspace Manager
Value DisableLookupAccountSidInIWCDomains

Type REG_SZ

Data Yes
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Block client IP address from being sent to the Datastore

To configure Workspace Control to ignore a specific IP range or IP address when sending client IP

addresses to the Datastore, create the following registry setting (string value):

Key o HKEY LOCAL MACHINE\SOFTWARE\RES\Workspace Manager (32-bit)

* HKEY LOCAL MACHINE\SOFTWARE\WOW6432Node\RES\Workspace

Manager (64-bit)

Value IgnoreClientIPAddress

Type REG_S7

Data <XXX. XXX.XXX.Xxx>(digit groups of the IP address or range to ignore)

For details on how to configure the registry setting, see the Ivanti Workspace Control Administration
Guide.

Additional information is found in this KB article.

Do not show all applications when accessing Managed Applications
under Security

In the Workspace Control Console, under Security > Applications > Managed Applications, if the
Show all application-level authorized executables option is selected, Workspace Control displays all
managed applications every time the Managed Applications node is accessed. This behavior can take
up to several minutes depending on the number of configured managed applications.

Create the following string value to deselect the Show all application-level authorized executables
option every time the Managed Applications node is accessed, even if the option is already selected.
This reduces load times by configuring Workspace Control not to display all managed applications.

Key HKEY LOCAL MACHINE\SOFTWARE\WOW6432Node\RES\Workspace Manager

Value RememberManagedApplications

Type REG_S7

Data No
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Improved Zone Rules

When configuring Zones in the Workspace Control Console, under User Context > Locations and
Devices, an IP address check is now implemented for Rules to prevent incorrect IP configurations that
can result in undesired behavior, such as mapping the wrong network drives or printers. The check
verifies if the entered IP address is composed of four digit groups, and that each digit group is between
0 and 255.

This applies to the following Zone Rules:
« Computer > IP address > IP address/IP address range
o Network > IP address > IP address/IP address range

« Remote Desktop > IP address > IP address/IP address range

o Wildcards can still be used when entering an IP address.

The following fields found in IP address range Zone Rules have been renamed to better reflect their

functionality:
« IP address starts at was renamed as IP address range start at

o IP address ends at was renamed as IP address range ends at
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% Add/Change Rule *

@ - IP address range
Type TS Client

IP address range starts at
IF address range ends at

- State
Enabled
= Information
Description If the user session complies with this rule, access

to the zone is granted, except if other rules
dizallow the user session.

oK Cancel

Blacklisting and Whitelisting changed to Deny and Allow

The Blacklisting and Whitelisting options in Workspace Control are now renamed to Deny and Allow
respectively. This changes occurred in the Workspace Control Console for the following options:

« Security > Applications > User Installed Applications > Settings tab > Software
installations.

o Security > Applications > Websites > Settings tab > Security method.

o Security > Authorized Certificates. Open a certificate and in the Authorize Certificate
window > Mode.

o Security > Network Connections > Settings tab > Security method.
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Exclude processes from preventing session logoff

In Workspace Control sessions, Citrix published applications are started as separate full-screen sessions
without a taskbar. When such applications are closed, Workspace Control also closes the session. To
prevent the session from closing while sub-processes started by the application are still running,
Workspace Control compares the processes running at session end against the processes running at
session start. If Workspace Control finds additional running processes, the session remains opened.

o When enabled, the option applies to all Workspace Control managed sessions.

To exclude processes from preventing Workspace Control to close the session, open the Workspace
Control Console and then, from the main menu bar, select Setup > Advanced Setup. Select the
Exclude processes from blocking the logoff sequence option. Configure the processes to be
excluded and then select Save Settings from the main menu bar.

Process names must follow these rules:
o Beup to 255 characters in length.
« Contain only alphanumeric characters.
o Endin .exe as the extension.

For example: crss.exe.
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E Workspace Control Console
File Action Options Setup Tools Help

§& 4 o A ExitSetup Mode | P Filter - | [[5] - oft - Sy | [ Save Settings | [ View Tutorial | @

E rove
-8} setup Settings
@' Datastore
Licensing
@ Management Portal # minutes unt L=
@ Usage Tracking # Exclude Processes e
# days to ke
E--{3) Integration o=
Alerting Fommis Processes that are exduded from the logoff sequence:
{22 Application Virtualization
LANDesk 7 secondz 18] Exclude Processes » Add...
Microsoft Profile Containers #seconds to Enter the name of the process (Example: ‘winword.exe),
B MOTE: Process names must be up to 255 alphanumeric characters in Remove
length and end with '.exe’,
5 Microsoft System Center [ | Backtrack. engm andend i exs
{23 want Products SEY defaul i ‘
Bypass co crss,exel
Web Portal
e sy oo
Advanced Settngs []Do not all Cancel
@ Workspace Branding Do not att
[]Do not es!
vl Do not log
[ Do not pin ok Cancel
|| Do not pri

Do not set up workstation license virtual channel

Do not verify UNC path of security rules when offline
Exdude processes from blocking the logoff sequence
[ Ping file server to verify UNC path of security rules when online

Remove policy based registry keys before logging off

Use all valid IP addresses when evaluating Locations and Devices

Use cached user context if latency to AD is above: 20 ms

Use computer's FQDN instead of domain\computername in Logs and Usage Tracking

Lift policy restrictions for current user...

The session now ends even if the excluded processes are still running.

If the ExcludeProcesses registry setting is already configured in your Workspace Control

o environment, enabling the Exclude processes from blocking the logoff sequence option
overrules the registry setting. For details on the ExcludeProcesses registry setting, see the
Ivanti Workspace Control Administration Guide.

Enhanced User Settings template for Adobe Acrobat Professional DC

The User Settings template used to capture the settings for Adobe Acrobat Professional DC is now
enhanced with additional capture items:

o File— $APPDATA%\Adobe\AdobeUserInfo
o Folder tree — $APPDATA%\Adobe\OOBE

Folder tree — $APPDATA%\Adobe\SLData

Registry tree — HKEY CURRENT USER\Software\Adobe
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E7 Edit User Setting | *
Properties Capturing | Access Control | Workspace Control | Audit Trail
‘%j Targeted data when the items to capture are enabled:
| Type | Data | Enabled | Exdusions |
File %LAPPDATA % \Adobe\AdobeUserInfo I Yes No
Folder tree %eAPFDATA%: \AWdobe\Acrobat\DC Yes No
@Folder tree %LAPPDATAR:\Adobe\Linguistics Yes No
@E‘IFolder tree %RAPFDATA:\Adobe \Headlights Yes No
&@Folder tree 2LAPPDATA S \Adobe\Acrobat\Featout Yes Mo
[J:.”ﬁlFolder tree %APFDAT A% \Adobe\Adobe PDF\Distiller Yes No
&@Folder tree 2LAPPDATA % \Adobe \OCOBE Yes Mo
@E‘IFolder tree SRAPFDATA:\Adobe\SLData Yes No
@ Registry tree HEEY _CURRENT_USER\SoftwareAdobe Yes Mo
Add... Edit... | Delete |
Advanced User Settings => CK | Cancel |

The Adobe Acrobat Professional DC template is found in the Workspace Control Console, under
Composition > User Settings > User Settings tab. Right-click in the right-side pane and from the
context menu, select New > Templates > Other Applications > Adobe Acrobat Professional > DC.

Log on and Log off changed to Sign in and Sign out

Multiple configuration settings throughout the Workspace Control product have been renamed.
Settings that contained Log on or Log off have been changed to Sign in and Sign out, respectively.

For example, the following are some of the settings that have been renamed in the Workspace
Control Console, under Composition > Desktop > Lockdown and Behavior.

« Workspace Composer section:

« Always hide “Log Off" in context menu was changed to Always hide “Sign out” in
context menu.
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« Workspace Control Shell section:

« Do not show welcome message after log on was changed to Do not show welcome

message after sign-in.

Renamed default Building Blocks for Ivanti product integrations

When exporting Building Blocks from the Workspace Control Console, the default building block names
for the following Ivanti product integrations have been changed:

« lvanti Automation
Renamed from res wisdom integrationto ivanti automation integration.
« lvanti Identity Director

Renamed from res itstore integrationtoivanti identity integration.

Ivanti Neurons for Edge Intelligence integration security
improvement

The security of the lvanti Neurons for Edge Intelligence integration with Workspace Control has been

improved.

Improved proxy settings detection

The capability of Workspace Control to detect proxy settings has been improved. The improvement
applies to activating Workspace Control licenses through a proxy server.
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[ ]
Bug Fixes
The following customer support issues have been resolved in this version of Workspace Control:

Problem ID Title ‘

86109 User settings synchronization does not start when User Settings caching is set to
Cache locally at sign-in, during the session, and at sign-out, unless otherwise
specified, and the UserSettingsSyncIntervalOnly registry setting is
configured. User Setting caching is configured in the Workspace Control Console,
under Composition > User Settings > Settings tab.

More details in the following KB article.

86995 Shutting down Workspace Control managed sessions running on

Microsoft Windows 10 sometimes, under rare circumstances, results in a restart
instead.

More details in the following KB article.

87223 After upgrading to Workspace Control 2021.1 version 10.6.40.0 or higher, changes
to the icon size of desktop items are not saved between Workspace Control
managed sessions. In the Workspace Control Console, under Composition > User
Settings, the following template is used to capture and restore desktop icon size
settings: Windows > 10/2016/2019 > Control Panel > Desktop and Start Menu
Layout.

More details in the following KB article.

88362 When an E-mail Setting is used to provide e-mail configuration for Microsoft
Outlook, starting a Workspace Control managed instance of Outlook in a
Workspace Control managed session, results in the following SetMAPI error: Access
to path: C:\users\%USERNAME%\AppData\Local\RES\WM\Session#\pwmXXXX.tmp
has been denied.

More details in the following KB article.

88407 Sometimes, the Workspace Control Agent cache is not updated immediately, if
configured, on machines running Remote Desktop Services 2019. The Agent cache
update interval is configured using Update agent cache on change, found in the
Workspace Control Console, under Administration > Agents > Settings tab.
More details in the following KB article.
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Problem ID Title ‘

88489 After upgrading to Workspace Control 2021.1 version 10.6.30.2 or higher,
Workspace Control File Types associations are applied during user sign-in, but are
then overwritten by the operating system which applies its default file associations.
More details in the following KB article.

88540 After upgrading to Workspace Control 2021.1 version 10.6.20.0 or higher, triggering
a Relay Server Force Cache Update results in the following error: Failed to force
cache update on these Workspace Control Relay Servers: <name of Relay Server>.
More details in the following KB article.

88606 After upgrading to Workspace Control 2022.1 version 10.8.0.0, not all translations
are applied in Workspace Preferences or Printing Preferences. These settings are
found in end-user sessions, in the Start Menu, under Workspace Control settings.
More details in the following KB article.

88732 After upgrading to Workspace Control 2020.0 version 10.5.20.0 or higher, if the
Citrix Receiver is configured for two or more Citrix Sites, then Citrix Published
Applications cannot be enumerated for the second site onward when Citrix
StoreBrowse is used.

More details in the following KB article.

88777 Citrix Published Applications set to Autolaunch at session start trigger several
errors during session logon, followed by the logoff of the Workspace Control
managed session. Autolaunch at session start is configured under Properties >
Settings tab when editing application properties.

More details in the following KB article.

After upgrading to Workspace Control 2021.2 version 10.7.10.0 or higher, the
Object column of the Audit Trail did not show details for events where the
Website Security setting was changed. Website Security is configured in the
Workspace Control Console, under Security > Applications > Websites >
Settings tab.

Sometimes, when the Cloud Relay feature is first enabled, or disabled and then re-
enabled, the following error may occur after receiving the Ivanti Cloud Relay has
been enabled confirmation message: Failed to retrieve account settings. After
navigating to another node and then back to the Administration > Cloud Relay
node, everything works as expected.
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Previous versions

The following section covers the customer support items resolved in previous versions of Workspace
Control.

o "Workspace Control 2022.1 (10.8.0.0)" on the next page
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Workspace Control 2022.1 (10.8.0.0)

The following customer support issues have been resolved in this version of Workspace Control:

Problem ID Title ‘

74609 After upgrading to Workspace Control version 10.5.10.1, configuring Workspace
Control to use Microsoft Active Directory (in the Workspace Control Console, under
User Context > Directory Services), can result in session login times to increase.
This occurs when configuration items (such as zones, applications, drive and port
mappings, and more) are based on Active Directory groups.

Link to KB article

74754 If the Citrix XenApp Publishing integration is enabled in the Workspace

Control Console, applications that point to network drives or shares take a long time
to remotely publish. The publishing process can time out and generate the following
error: Publish remote FAILED for farm '<Farm name>' on <Publishing Server> -
Timeout occurred waiting for task ready.

Link to KB article

74895 The Workspace Control splash screen becomes unresponsive for up to 10 seconds
while loading license information. This occurs when a user logs both onto a session
running Windows Desktop OS and a Microsoft RDS-based session. Both sessions
need to be managed by Workspace Control and the machines on which the user
logs on must be both connected to the same Datastore.

Link to KB article

76686 Logging into a Workspace Control managed RDP session or Citrix XenApp or
XenDesktop session on Microsoft Windows Server machines results in a black screen
during the login process.

Link to KB article
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Problem ID Title ‘

76917 Microsoft TS RemoteApp Server Groups are not correctly updated in the Workspace
Control Console. They are visible under Setup > Integration > Application
Virtualization > Microsoft TS RemoteApp, in the right-side pane, under the
Server Groups tab. This occurs in the following conditions:

« The Microsoft TS RemoteApp Integration is enabled in the Workspace
Control Console.

o Multiple Microsoft Remote Desktop Session Host Servers are simultaneously
added to a Remote Desktop Service Collection group using the Add RD
Session Host Servers task under Server Manager > Remote Desktop
Services > Collections in Microsoft Windows Server operating systems.

Link to KB article

76927 Remote Procedure Calls (RPCs) to machines that have an active Workspace Control
managed session result in failure.
Link to KB article

77668 After configuring Date and Time Access Control restrictions to allow access to
websites only during specific time intervals using the Only allow access on option,
websites are still accessible outside the defined restrictions until a Workspace
Refresh is performed.

Link to KB article

77179 Sometimes, when opening the Workspace Control Console, the following error
occurs: Connection to primary database could not be established. Connection could
not be established. Invalid connection string attribute. Login failed for user
<username>.

Reopening the Workspace Control Console fixes the issue.

Link to KB article

77891 When publishing a new Managed Application to Citrix XenDesktop using the
Workspace Control Console, the following error occurs: Workspace Control Console
failed to publish the application to the following farms: <farmname> - Unknown
error while publishing.

Link to KB article
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Problem ID Title ‘

77963 After creating a new Citrix administrator account with the same Active Directory
access and Citrix role as the previous administrator account, and configuring the
new administrator in the Workspace Control Console, the following error occurs
when publishing a new managed application to Citrix XenDesktop: Workspace
Control Console failed to publish the application to the following farms: <farmname>
- Unknown error while publishing.

Link to KB article

78258 Logging onto a VMware Horizon View session from a Workspace Control managed
session results in the Horizon View session to claim a separate Workspace Control
license, instead of using the license present in the Workspace Control session on the
local client.

Link to KB article

86093 When Workspace Control is configured to manage Citrix Published Applications
using Citrix XenApp/XenDesktop, and there are over 150 Citrix Delivery Groups in
the environment, results in the Citrix Delivery Groups to go missing after some time
elapses.

Link to KB article

86141 After a virtual machine is re-imaged and it keeps its name, setting up a new
Workspace Control Agent on the machine can result in duplicate Agent entries in
the Workspace Control Console, under Administration > Agents. This occurs if,
under the Settings tab, the option Identify Agents by is set to Computer domain
name and NetBIOS name.

Link to KB article

86324 When Read-Only Blanketing is enabled in the Workspace Control Console, under
Security > Data > Read-Only Blanketing, and Tracing is also enabled, various
Workspace Control components are blocked from writing in the trace file by Read-
Only Blanketing.

Link to KB article
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Problem ID Title ‘

86332 When Workspace Control is set up to manage Citrix Published Applications in an
environment with over 150 Citrix Delivery Groups, if configuration changes within
the Workspace Control product required the Citrix Published Application to be
unpublished first, the following error occurs: Workspace Control Console failed to
unpublish the application. Please remove the published application manually from
the following farms: Unknown error while publishing.

Link to KB article

86374 In Workspace Control managed sessions running on Microsoft Windows 10 21H1, if
the option Windows Shell shortcut creation is set to Replace all unmanaged
shortcuts in the Workspace Control Console, under Composition > Applications
> Settings tab, an unmanaged Microsoft Edge icon remains present on the taskbar.
Link to KB article

86669 Starting the Restore User Settings wizard as application from the Start Menu, after
another application was already opened and its window maximized, results in the
wizard to not launch into focus and remains hidden behind the maximized
application. The wizard's icon is visible on the taskbar.

Link to KB article

86855 Workspace Refresh is performed twice if the AdminRefreshWhenOnline registry
setting is configured to update the Active Directory group membership of
Workspace Control Agents, and a Workspace Refresh is also configured to trigger
when the Connection State of Workspace Control Agents changes from Offline to
Online.

Link to KB article

87027 When the Windows PowerShell is used to display custom Toast messages to end
users, the messages are not shown if in the Workspace Control Console, under
Composition > Applications > Settings tab, the option Windows Shell shortcut
creation is set to Replace all unmanaged shortcuts. The option can also be
configured on Workspace Containers.

Link to KB article
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Problem ID

87114

Title ‘

After upgrading to Workspace Control 2021.1 version 10.6.40.0 or higher, under
Composition > Applications, creating a new application using New Application
(using wizard) results in an empty application after completing the wizard. The Edit
application window appears, but all fields are empty and the new application
cannot be saved without filling in the required fields.

Link to KB article

87129

After upgrading Workspace Control Agents to Workspace Control 2021.1 version
10.6.30.2, Workspace Control Composer CPU usage is increased. This occurs when
Workspace Control is used to manage Citrix published applications. The CPU usage
increases with each Composer process (pfwsmgr . exe) running on the host of the
published application.

Link to KB article

87243

After upgrading to Workspace Control 2021.1 version 10.6.50.0 or higher,
duplicating an application results in the creation of a copy without appending Copy
of before the original application title. This occurs in the Workspace

Control Console, under Composition > Applications > Start Menu tab. Right-click
on an application and then select Duplicate from the context-menu.

Link to KB article

87507

Using Citrix StoreBrowse to start managed published applications in

Published Desktop sessions on newly installed Published Desktop hosts, results in
the following error: Application can't be started Instant passthrough could not be
resolved.

Link to KB article

87563

Workspace Control Reporting Services fail to retrieve data from Workspace
Control Agents after an installation or upgrade is done to the Agents.
Link to KB article

87612

When Windows Explorer is configured with any valid parameter as a Workspace
Control managed application, a duplicate of the application shortcut is created on
the taskbar of the Workspace Control Agent after the end-user signs out and signs
in again. This occurs when running Workspace Control 2021.1 version 10.6.0.0 or
higher on Microsoft Windows 10 build 20H2 or higher.

Link to KB article
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Problem ID Title ‘

87627 When launching Workspace Control Usage Tracking Viewer, the splash screen
displays an incorrect version of the product. The Usage Tracking Viewer is started
from the Workspace Control Console, under Diagnostics > Usage Tracking
Overview > Settings tab > Start viewer.

Link to KB article

87629 In a specific scenario, RD Broker collections that contains a single RD host are
emptied after the RD host is restarted. This impacts application publishing using
Workspace Control. Details on the specific scenario are found in the KB article.
Link to KB article

87700 If the Workspace Control Console is configured to use another language than
English, navigating to Setup > Ivanti Products > Neurons for Edge Intelligence,
results in the following error: Prog: pwrtech.exe Procedure:
frm\WSintelConfig.LoadSettings Error: (383) 'Text' property is read-only Machine:
<Machine name>.

Link to KB article

87746 When the user mouse settings are configured to be captured globally using the
Mouse Settings template and restored at the start of the Workspace Control session,
the mouse settings are applied, but are not active.

Link to KB article

87773 After installing or upgrading to Workspace Control 2021.1 version 10.6.40.0,
pwrcache . exe stops working on machines running Microsoft Windows Server
2008 R2 or Windows 7.

Link to KB article

87781 Using Citrix Workspace App version 2109, Citrix published applications that are
configured as Workspace Control managed applications fail to start and Workspace
Control returns the following error: Application can't be started... (Instant Passthru
could not resolved). This occurs if the Citrix StoreBrowse command-line utility is
configured to start managed published applications.

Link to KB article

87839 When starting a machine, the first communication between the pfwsmgr . exe and
res.exe processes during sign-in results in the following error being logged in the
Workspace Control Console, under Diagnostics > Errors: Error (0) — Message could
not be parsed (see trace file for details).

Link to KB article
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Problem ID Title ‘

87862 Configuring a Workspace Control managed application with Use the User Settings
from the following application, results in the following error during sign-in: Error

id = -2146233079 Error description = The collection has been changed. The inventory
operation may not be performed.

Link to KB article

87970 When multiple Directory Services are configured in the Workspace Control Console,
under User Context > Directory Services, retrieving Workspace Analysis
information for user sessions from Diagnostics > User Sessions takes longer than
expected.

Link to KB article

87986 After upgrading to Workspace Control 2021.2 version 10.7.20.0, the following error
occurs when using a Designated Windows Account to connect to the Datastore:
Workspace Control Console - Failed to connect to database.

Link to KB article

88135 In Workspace Control 2021.2 version 10.7.20.0, starting a Citrix Published
Applications session results in the session being immediately signed out.
Link to KB article

88201 In a specific scenario, when the Microsoft Remote Assistance integration is
configured in the Workspace Control Console, the local security group is not
updated with the group(s) configured for Remote Assistance.

Link to KB article

88263 After upgrading to Workspace Control 2021.1 version 10.6.30.0 or higher, the
MonitorEndProgram registry setting does not work on Windows operating
systems using Norwegian.

Link to KB article

88408 Running PowerShell scripts on Building Blocks XML files that include the
Ivanti Identity Director integration and were created using Workspace Control
2021.2 version 10.7.20.0 or higher, results in error.

Link to KB article

88445 After upgrading to Workspace Control 2022.1 version 10.7.30.1, it was possible to
start unmanaged applications that were configured as blocked.
Link to KB article
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Problem ID Title ‘

88606 After upgrading to Workspace Control 2022.1 version 10.8.0.0, not all translations
are applied in Workspace Preferences or Printing Preferences. These settings are
found in end-user sessions, in the Start Menu, under Workspace Control settings.
Link to KB article

When changing Workspace Control environments and enabling the Cloud Relay
feature in the new environment, Workspace Control Agents that have their
Datastore connection changed to inherited from any other setting fail to correctly
apply the new configuration.

In a specific scenario, the Cloud Relay connection wizard tries to register on the
Cloud Relay back-end with an incorrect account ID and registration key.

After upgrading to Workspace Control 2021.2 version 10.7.20.0, the Workspace
Designer fails to import DTS sample files.
Link to KB article

A locally authenticated user with low privileges can obtain key information due to an
unspecified attack vector.
Link to KB article

In the Workspace Control Console, under Setup > Ivanti Products >

Ivanti Neurons for Edge Intelligence > Settings tab, changes made to how
Workspace Control downloads and installs the lvanti Neurons Agent are not saved
another Workspace Control node is selected.

Link to KB article

Workspace Control Agents are blocked when connecting to the Datastore using a
Relay Server if the Authorized Owners feature is enabled. The feature is found in
the Workspace Control Console, under Security > Authorized Owners.

Link to KB article
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Problem ID Title ‘

The Workspace Control Agent service continues to restart when the
pwrcache.exe process tries to store encrypted connection information in the
Windows registry without knowing what encryption key to use.

Link to KB article

After upgrading to Workspace Control 2022.1 version 10.7.30.1, Building Blocks that
include the Ivanti Identity Director integration were sometimes exported with the
encrypted Identity Director publication password containing invalid XML characters.
Importing these Building Blocks in the Workspace Control Console resulted in an
incorrect publication password.
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Known Issues

After installing Workspace Control 2022.1 version 10.8.0.0 or 10.8.10.0, the following error messages
can occur when editing an application from within the Workspace Control Console, under Composition

> Applications.

Error ol

An error oocurred during the execution of a procedure.
Contact your administrator or helpdesk with the following info:

Prog: pwriech.exe

Procedure: UwpApplicationManager. Initialize
Error: (-2147221164) Class not registered
Machine: |

Program will resume normal operation. ..

Ok

Prog: pwrtech.exe
Procedure: UwpApplicationManager.Initialize

Error -2147221164: Class not registered

Error ot

An error oocurred during the execution of a procedure.
Contact your administrator or helpdesk with the following info:

Prog: pwriech.exe
Procedure: UwpApplicationManager. GetinstalledApplications
Error: (91) Object variable or With block variable not set

Machine: s B M.

Program will resume normal operation. ..

Prog: pwrtech.exe
Procedure: UwpApplicationManager.GetInstalledApplications

Error 91: Object variable or With block variable not set
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Workaround

On the machine running the Workspace Control Console, configure the DisableUWPApps registry
setting to disable UWP application support for the Workspace Control Console.

Key e HKEY LOCAL MACHINE\SOFTWARE\RES\Workspace Manager (32-bit)
° HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432NOde\RES\Workspace
Manager (64-bit)
Value DisableUWPApps
Type REG_SZ
Data Yes

For more details, see the following the KB article:
https://forums.ivanti.com/s/article/UwpApplicationManager-Initialize-429-ActiveX-component-can-t-

create-object-error-occured-within-lvanti-Workspace-Control-Console.

o This issue will be resolved in Ivanti Workspace Control 2022.1 version 10.8.20.0.
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Additional information

Workspace Control Product Area

Product downloads and documentation, or useful configuration and troubleshooting guides are found
at the following link:

https://forums.ivanti.com/s/workspace-control-powered-by-res

Previous Versions of lvanti Workspace Control

Downloads links to previous versions of Ivanti Workspace Control and their corresponding release
notes are available on the Ivanti Community:

https://forums.ivanti.com/s/article/Ivanti-Workspace-Control-revision-download-links

Supported Operating Systems and Technologies

Supported Operating Systems, Database Systems, Directory Services, and third-party software are
detailed in the Compatibility Matrix:

https://help.ivanti.com/res/help/en_US/IWC/2022/Help/Content/49657.htm

Workspace Control Upgrade Guide
Information about the upgrade path of Workspace Control is found at the following link:

https://help.ivanti.com/res/help/en_US/IWC/2022/Help/Content/10032.htm

Workspace Control Antivirus Best Practices
Antivirus exclusions required for Workspace Control are found at the following link:

https://forums.ivanti.com/s/article/lvanti-Workspace-Control-Antivirus-Best-Practices
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Workspace Control Ideas
Vote for new ideas or submit your own ideas for Workspace Control:

https://ivantiideas.uservoice.com/forums/928756-ivanti-workspace-control

Workspace Control Administration Guide

Information about installing, configuring, and using Ivanti Workspace Control is available in the
Administration Guide:

https://help.ivanti.com/res/help/en_US/IWC/2022/Help/default.ntm
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